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Abstract This paper focuses on the performance of equalizer zero-determinant (ZD) strategies in

discounted repeated Stackerberg asymmetric games. In the leader-follower adversarial scenario, the

strong Stackelberg equilibrium (SSE) deriving from the opponents’ best response (BR), is technically

the optimal strategy for the leader. However, computing an SSE strategy may be difficult since it

needs to solve a mixed-integer program and has exponential complexity in the number of states. To

this end, we propose to adopt an equalizer ZD strategy, which can unilaterally restrict the opponent’s

expected utility. We first study the existence of an equalizer ZD strategy with one-to-one situations,

and analyze an upper bound of its performance with the baseline SSE strategy. Then we turn to

multi-player models, where there exists one player adopting an equalizer ZD strategy. We give bounds

of the sum of opponents’ utilities, and compare it with the SSE strategy. Finally, we give simulations

on unmanned aerial vehicles (UAVs) and the moving target defense (MTD) to verify the effectiveness

of our approach.

Keywords Equalizer zero-determinant strategy, Strong Stackelberg equilibrium strategy, Discounted

repeated Stackerberg asymmetric game.
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1 Introduction

In recent years, agent interaction has been widely considered in smart grids, sensor networks,

or cyber-physical systems (CPS), while many of them are modeled by game theory [1–4]. Ac-

tually, agents often face the situation with dynamic and persistent interactions. For example,

smart power grids often confront long-term and persistent attacks, and sensor networks also

have repeated periodic detections [5, 6]. The repeated game is a typical theoretical model to

analyze the interaction in these situations [7, 8].

Actually, one player may have advantages in the strategy implementation sequence, such

as the defender in moving target defense (MTD) problem and the drone leader in unmanned

aerial vehicles (UAVs) [9, 10]. The typical case is always denoted as the repeated Stackelberg

asymmetric game, which is one of the important categories to characterize players’ behaviors

[11–13]. Specifically, consider a Stackelberg game model between two players. The follower

tends to choose the best response (BR) strategy after observing the strategy of the leader, while

the leader picks the strong Stackelberg equilibrium (SSE) strategy based on the opponent’s BR

strategy [14–16]. Thus, an SSE strategy can be regarded as the optimal solution in a long-period

repeated Stackelberg game.

However, the computation of the SSE in such a repeated game is complex, which is always

transformed into a mixed-integer non-linear program with a non-convex optimization objective

[11, 16]. The non-convexity makes the computation much difficult, and even mixed-integer

polynomial programs have exponential complexity in the size of states [17, 18]. Thus, although

the SSE strategy is optimal for the leader, we hope to adopt another efficient strategy, in order

to avoid the cost in computing.

Markedly, the zero-determinant (ZD) strategy has become popular in repeated games [13,

19–21], which is derived from Iterated Prisoner’s Dilemma (IPD). Briefly, ZD strategies can

unilaterally enforce the two players’ expected utilities subjected to a linear relation. Besides,

the equalizer ZD strategy is one of the typical classes of ZD strategies to unilaterally set the

opponent’s utility. It has been widely studied to promote cooperation or unilaterally extortion

in many research fields, like public goods games (PGG), human-computer interaction (HCI),

and evolutionary games [22, 23], where most players has symmetric payoffs.

Further, the asymmetric situation has become increasingly attractive since players may have

different preferences or abilities in achieving their purposes [24]. For example, in security games,

defenders often need to defend against the intrusion of many attackers of different types. In

fact, the situation where each player has two actions to choose from is an important multi-player

game. For example, in asymmetric public goods games and asymmetric snowdrift games, with

[25–27], players can choose to cooperate and work together to complete the task, or refuse

to make an effort and only enjoy the benefits. As an extension of repeated symmetric games

[20], the discussion of ZD strategies and SSE strategies in such an asymmetric game is also

important.

Hence, we are inspired to apply ZD-based approaches to a class of repeated games, which

is representative and important in CPS or UAV scenarios. We consider discounted long-term
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utilities in asymmetric situations, which are consistent with the fact that players are attracted

by the reward in recent stages and may have individual preferences. On this basis, this paper

studies the performance of the equalizer ZD strategy for the leader, compared with the baseline

SSE strategy. The main contribution of this work is summarized as follows.

• In the discounted repeated Stackelberg asymmetric game with one-to-one scenarios, we

reveal an existence condition of equalizer ZD strategies. Also, we analyze an upper bound

of expected utilities when adopting an equalizer ZD strategy. Our results give the leader

a choice set in selecting the ZD strategy to avoid computation burden in seeking the SSE

strategy.

• We further study multi-player scenarios, and similarly, when one player chooses an equal-

izer ZD strategy, we give a bound of the sum of opponents’ utilities. Also, in the multi-

player situation, we show the gap between the leader’s utility with ZD strategies and that

with SSE strategies. The leader could adopt the equalizer ZD strategy and maintain its

utility, facing multiple opponents.

• We verify our results in experiments by providing the leader with proper equalizer ZD

strategies and making comparisons with an SSE strategy as the baseline. In the moving

target defense (MTD) and unmanned aerial vehicles (UAVs), we show utility performances

and action interactions among players. Our experiments also illustrate that the equalizer

ZD strategy can help the leader maintain its utility.

This paper is organized as follows. In Section 2, multi-player game models and strategies are

provided. In Section 3, we consider a typical case, the one-to-one situation, and show the utility

analysis between ZD strategies and SSE strategies. Also, in Section 4, we extend the results in

one-to-one scenarios to multi-player scenarios, which are more general than one-to-one models

in real stochastic adversarial scenarios. In Section 5, we show the experiments to verify our

results in both the one-to-one situation and the multi-player situation. Finally, we conclude

this article in Section 6.

2 Preliminary

In this section, we give the formulation of the multi-player repeated game, and show the

definition of strong Stackelberg equilibrium (SSE) strategies and zero-determinant (ZD) strate-

gies.

2.1 Repeated leader-follower game

Consider a repeated asymmetric game G = {N,A,S, r, P}. N = {1, . . . , n} is the player set.

Each player has two actions Ai = {1, 2} to select in each stage, and A = A1 × · · · × An is the

action set of all players. r = {r1, r2, . . . , rn} is the reward set of players. For convenience, at

each stage, denote 1-selector as the player chooses action 1, and 2-selector as the player chooses

action 2. Each player’s utility depends on its own action and the number of 1-selectors among
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other players, as shown in Table 1. For example, for player i facing with the situation where

there are k players selecting action 1, player i gets U i
1,k when it chooses action 1, and gets U i

2,k

when it chooses action 2. We consider that the utility matrix is asymmetric for players, i.e.,

U i1
jk 6= U i2

jk, for some i1 6= i2, j ∈ {1, 2}, and k ∈ {0, 1, . . . , n− 1}.

Table 1: Utility matrix of player i

Number of 1-selectors

among other players
n− 1 n− 2 · · · 1 0

1-selector’s payoff U
i
1,n−1 U

i
1,n−2 · · · U

i
1,1 U

i
1,0

2-selector’s payoff U
i
2,n−1 U

i
2,n−2 · · · U

i
2,1 U

i
2,0

Example 2.1 The asymmetric utility matrix in Table 1 is an extension of the matrix in

some typical symmetric games. Actually, consider the case that U i1
jk = U i2

jk, for any k1 6= k2,

j ∈ {1, 2}, and k ∈ {0, 1, . . . , n−1}. In this case, the game is a symmetric game and was widely

analyzed recently, such as public goods games and multi-player snowdrift games [20, 28]. In

public goods games, take 1-selector as the cooperater and 2-selector as the defector. In this

case, each cooperator contributes an amount c > 0, and its contribution to a public good is

multiplied by an enhancement factor r. Each player gets an equal share of the public good.

Thus, the cooperator’s utility is U i
1,k = rc(k+1)

n
− c, and the defector’s utility is U i

2,j =
rck
n
, for

i ∈ {1, . . . , n} and k ∈ {0, 1, . . . , n− 1}. Besides, in multi-player snowdrift games, cooperators

need to clear out a snowdrift so that everyone can go on their merry way. All cooperators share

a cost c to clear out the snowdrift together, and each one gets a fixed benefit b. Thus, the

cooperator’s utility is U i
1,k = b − c

k+1 . The defector’s utility is U i
2,k = b,k 6= 0, if there is at

least one cooperator, U i
2,0 = 0, since no one clear out the snowdrift.

Example 2.2 In asymmetric public goods game [25, 26], players may not get an equal

share of the public good due to asymmetry in the distribution of resources. Take ai as player

i’s share factor, where
n∑
i

ai = 1. Then, player i gets the utilty U i
1,k = airc(k + 1) − c if

it cooperates, while player i gets the utility U i
2,k = airck if it defects, for i ∈ {1, . . . , n},

and k ∈ {0, 1, . . . , n − 1}. Besides, in asymmetric snowdrift games [27], players may have

different benefits bi. Thus, the cooperator’s utility is U i
1,k = bi −

c
k+1 . The defector’s utility

is U i
2,k = bi,k 6= 0, if there is at least one cooperator, U i

2,0 = 0, since no one clears out the

snodrift. Moreover, in asymmetric security games, there are two typical players, defenders and

attackers. For convenience, consider player 1 as the defender, and other players are attackers.

Then the defender hopes to select the target that faces many attacks, while the attacker has

the opponent’s preference as the defender. Thus, for player 1, i.e. the defender, U1
1,i > U1

1,j ,

U1
2,i < U1

2,j , for i < j. For k 6= 1, player k, i.e. the attacker, U1
1,i < U1

1,j, U
1
2,i > U1

2,j, for i < j.

Besides, denote S = {(1, . . . , 1), (1, . . . , 1), . . . , (2, . . . , 2)} as the set of states, which is com-

posed by the previous actions. P : S×S ×A → [0, 1] is the transition function, where P (s′|s, a)

shows the probability to the next state s′ ∈ S from the current state s when players take
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a, and
∑
s′∈S

P (s′|s, a) = 1, for s ∈ S, a = (a1, . . . , an) ∈ A. Then P (s′|s, a1, . . . , an) = 1

if and only if s′ = (a1, . . . , an) for any s ∈ S. Thus, the next state depends on players’

strategies and the current state. Each player’s strategy depends on the current state. The

strategy of player i is a probability distribution πi, where πi(a
i|s) ∈ ∆Ai with ∆Ai denot-

ing a probability simplex defined on the space Ai. πi is actually a memory-one strategy in

the repeated game. Thus, set M = {P (s, s′)}s,s′∈S as the state transition matrix, where

P (s, s′) = π1(a
1|s)π2(a

2|s) . . . πn(a
n|s), and s′ = (a1, . . . , an). Take ait as player i’s action in

stage t. Then player i’s utility in stage t is ri(a
1
t , a

2
t , . . . , a

n
t ) = U i

ai
t
,z
, where z is the number of

a
j
t = 1, j 6= i.

The expected long-term discounted utility of player i in G is

Ui(δ, π1, π2, . . . , πn) = E

(
lim

T→∞
(1− δ)

T∑

t=0

δT ri(a
1
t , a

2
t , . . . , a

n
t )

)
, i ∈ {1, . . . , n},

where
{
ait ∼ πi(·|s

i
t)
}
t>1

, and sit = (a1t−1, . . . , a
n
t−1) describe the evolution of states and actions

over stage. π0
i (1) denotes the probability of player i choosing action 1 in stage 0. Each player

aims to maximize its own expected utility.

2.2 Strong Stackelberg equilibrium strategy

The strong Stackelberg equilibrium (SSE) strategy can be regarded as the optimal solution

for the leader in an actual Stackelberg game. We consider that player 1 is a leader and declares a

strategy in advance, while other players are followers and choose their strategies after observing

player 1’s strategy. The best response (BR) strategy set of player i is denoted as BRi(π−i) =

argmax
πi∈∆Ai

Ui(δ, πi, π−i). Without loss of generality, followers break ties optimally for the leader if

there are multiple options. In this case, followers choose the following BR strategy profile:

πBR(π1) ∈ BR(π1) = argmax
πi∈BRi(π−i),i6=1

U1(δ, π1, π2, . . . , πn).

Player 1 aims to maximize its expected utility via the above optimization, and the equilibrium

is defined as below [15, 16].

Definition 2.3 A strategy profile (πSSE
1 , πSSE

2 , . . . , πSSE
n ) is said to be an SSE of G if

(πSSE
1 , πSSE

2 , . . . , πSSE
n ) ∈ argmax

π1∈∆A1,πi∈BRi(π−i),i6=1

U1(δ, π1, π2, . . . , πn).

Typically, in the one-to-one situation between player 1 and player 2, player 2 is a follower

and chooses the following BR strategy: πBR
2 (π1) ∈ BR(π1) = argmax

π2∈BR2(π1)

U1(δ, π1, π2). Different

from the multi-player situation, player 2 does not need to take other followers’ actions and

preferences into account, when adopting its own strategy.

However, the computation of the SSE in such a repeated game is complex, which is always

transformed into a mixed-integer non-linear program with a non-convex optimization objective.

The non-convexity makes the computation much difficult. Also, even mixed-integer polynomial
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programming programs have exponential complexity in the number of states. Thus, although

the SSE strategy is optimal for player 1, we hope to replace the SSE strategy with another

effective strategy, to avoid too much cost of time.

2.3 Zero-determinant strategy

Fortunately, methods based on zero-determinant (ZD) strategies have emerged in these

years. When adopting a ZD strategy, one player can unilaterally enforce the two players’ ex-

pected utilities subjected to a linear relation [19]. Recently, ZD strategies have been widely

studied to promote cooperation or unilaterally extortion in public goods games (PGG), human-

computer interaction (HCI), and evolutionary games [29]. For this discounted repeated asym-

metric game with multiple players G, the player 1’s ZD strategy is defined as follows [20]:

Definition 2.4 The strategy πZD
1 is called a ZD strategy of player 1, if there exit constants

η, γ, φ, and weights ωj such that

δπZD
1 (1) = φ


ηS1 −

∑

j 6=1

ωjS
j + γ


− (1− δ)π0

1(1)1+ π̂,

πZD
1 (2) = 1− πZD

1 (1),

(1)

where γ ∈ R,
∑
j 6=1

ωj = 1, π̂ = [1, 1, . . . , 1, 0, . . . , 0]T is the repeated strategy, and

π1(k) = [π1(k|1, . . . , 1), π1(k|1, . . . , 2), . . . , π1(k|2, . . . , 2)]
T , k ∈ N,

Sj = [r(1, . . . , 1), r(1, . . . , 2), . . . , r(2, . . . , 2)]T .

It is called the zero-determinant strategy because players’ expected utilities are subjected

to a linear relation:

ηU1(δ, π1, . . . , πn)−ω2U2(δ, π1, . . . , πn)−· · ·−ωnUn(δ, π1, . . . , πn)+γ = 0, for all πi ∈ ∆Ai, i 6= 1.

Further, by taking η = 0, the corresponding strategy is called an equalizer ZD strategy, which

can unilaterally control the sum of the opponent’s utility
∑

j 6=1

ωjUj(δ, π1, . . . , πn) = γ, for all πi ∈ ∆Ai, i 6= 1. (2)

Take Ξ(δ) as the set of all feasible equalizer strategies.

Typically, in the in the one-to-one situation between player 1 and player 2, the strategy πZD
1

is called a ZD strategy if

δπZD
1 (1) = ηS1 + βS2 + (γ − (1− δ)π0

1(1))14 + π̂,

πZD
1 (2) = 1− πZD

1 (1),

where η, β, γ ∈ R, π̂ = [1, 1, 0, 0]T , and π1(k) = [π1(k|1, 1), π1(k|1, 2), π1(k|2, 1), π1(k|2, 2)]
T ,

k ∈ N . Further, by taking η = 0, the corresponding strategy is called an equalizer ZD strategy,

which can unilaterally control the opponent’s utility

βU2(δ, π1, π2) + γ = 0, for all π2 ∈ ∆A2. (3)
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The equalizer ZD strategy can unilaterally set the opponent’s utility as U2(π1, π2) = − γ
β
, when

β 6= 0. Equation (3) is the same as equation (2), when n = 2 and ω2 = −β.

Recall that the computation of an SSE strategy has exponential complexity in the number

of states. According to [17], there may be a branch-and-bound algorithm that proves the

solution’s validity and may take more than O(2m) iterations, where m is the number of states

s. Moreover, if we have a linear relation and the corresponding parameters ωj, γ, we only need

to solve the parameter θ which makes the ZD strategy feasible. Then we can directly get the

ZD strategy according to equation (1). Actually, it at most spends O(m) times for us to solve

θ, since we only need to verify 0 6 πZD
1 (1) 6 1. Thus, to reduce the time cost, we aim to find

equalizer ZD strategies with acceptable performance in discounted repeated asymmetric games,

compared with the baseline SSE strategy.

However, the analysis of a general multi-player situation is more difficult than that in its

typical case, the one-to-one situation. For example, the utility functions of players in a multi-

player situation are more complex than the utility functions of players in a one-to-one situation

obviously. The complex functions make it difficult to compare expected utilities and calculate

SSE strategies since it has exponential complexity in the number of states. Secondly, the

interaction between followers needs to be considered in multi-player games, while one-to-one

does not since it only has one follower. Followers have many internal interactions, such as

cooperation, competition, and so on, in multi-player games. In the one-to-one game, player 2

only needs to maximize its own utility. Therefore, we hope to consider the one-to-one situation

in the next section.

3 One-to-one situation

As a fundamental case of a multi-player situation, we consider one-to-one situations in this

section. Actually, the two-player game is one of the most popular game mechanisms, where

many games are based on the discussion of two-person games. For example, a general security

game is based on a typical model with one attacker and one defender. Whether two players

cooperate has also inspired the analysis of snowdrift games and public goods games. Moreover,

the two-player asymmetric game in this paper has also been widely analyzed. For example, in

an asymmetric public goods game between two players, players may not get an equal share of

the public good due to asymmetry in the distribution of resources [30]. Besides, In asymmetric

snowdrift games, one player may gain more than the other [31]. Also, in security games, the

defender and the attacker have different preferences, where the defender tends to protect the

vulnerable target and the attacker tends to implement invasions on the unprotected target [13].

First, we need to verify the existence for equalizer ZD strategies in the discounted repeated

asymmetric game, since not all linear relations can be enforced by feasible ZD strategies. For
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convenience, take the set

Λ(δ) = {φ :φ 6

min
x∈{(1,1),(1,0)},y∈{(2,1),(2,0)}

{U2
x − U2

y}

1− δ
,

φ > max{
|U2

1,1−U2
1,0|

δ
,
|U2

2,1−U2
2,0|

δ
,

max
x∈{(1,1),(1,0)},y∈{(2,1),(2,0)}

{U2
x−U2

y}

1 + δ
}}.

Actually, when we verify whether φ is in the set Λ(δ), we only need to check φ with ten compared

elements. The following lemma provides a sufficient condition for the existence of equalizer ZD

strategies.

Lemma 3.1 An equalizer ZD strategy exists if Λ(δ) is nonempty.

Lemma 3.1 shows that the linear relation between players’ expected utility can be enforced

by player 1’s equalizer ZD strategy if Λ(δ) is nonempty.

Next, the equalizer ZD strategy of player 1 can unilaterally control the opponent’s utility,

but the performance of this unilateral control is indeed bounded. Thus, we need to explore

bounds of the opponent utility when adopting equalizer ZD strategies. Denote

Γ+
1 (δ) = max

φ∈Λ(δ)
min

{
U2
x −

(1− δ)(1 − π0
1(1))

φ
, U2

y +
δ + (1 − δ)π0

1(1)

φ
,

x ∈ {(1, 1), (1, 0)}, y ∈ {(2, 1), (2, 0)}} ,

and

Γ−
1 (δ) = min

φ∈Λ(δ)
max

{
U2
x −

1− (1 − δ)π0
1(1)

φ
, U2

y +
(1− δ)π0

1(1)

φ
,

x ∈ {(1, 1), (1, 0)}, y ∈ {(2, 1), (2, 0)}} .

Then we give a bound of the opponent’s utility when adopting equalizer ZD strategies in the

following result.

Theorem 3.2 If Λ(δ) is nonempty, then there exists an equalizer ZD strategy such that

U2 = γ with Γ−
1 (δ) 6 γ 6 Γ+

1 (δ).

Proof: Since Λ(δ) is nonempty, there are β, γ, and φ, such that

(1 − δ)(1− π0
1(1)) 6 −φ(βU2

1,1 + γ) 6 1− (1 − δ)π0
1(1),

(1− δ)π0
1(1) 6 φ(βU2

2,1 + γ) 6 δ + (1 − δ)π0
1(1),

(1 − δ)(1− π0
1(1)) 6 −φ(βU2

1,0 + γ) 6 1− (1 − δ)π0
1(1),

(1− δ)π0
1(1) 6 φ(βU2

2,0 + γ) 6 δ + (1 − δ)π0
1(1).

Without loss of generality, take β = −1. Then

(1− δ)(1 − π0
1(1)) 6 −φ(−U2

1,1 + γ) 6 1− (1− δ)π0
1(1), (4a)

(1− δ)(1 − π0
1(1)) 6 −φ(−U2

1,0 + γ) 6 1− (1− δ)π0
1(1), (4b)

(1− δ)π0
1(1) 6 φ(−U2

2,1 + γ) 6 δ + (1− δ)π0
1(1), (4c)
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(1− δ)π0
1(1) 6 φ(−U2

2,0 + γ) 6 δ + (1− δ)π0
1(1). (4d)

First, suppose φ > 0. By multiplying both sides of (4a) (4b) by − 1
φ
, and (4c) (4d) by 1

φ
,

the above inequalities can be converted to

−
1− (1− δ)π0

1(1)

φ
6 −U2

1,1 + γ 6 −
(1− δ)(1− π0

1(1))

φ
,

−
1− (1− δ)π0

1(1)

φ
6 −U2

1,0 + γ 6 −
(1− δ)(1− π0

1(1))

φ
,

(1− δ)π0
1(1)

φ
6 −U2

2,1 + γ 6
δ + (1− δ)π0

1(1)

φ
,

(1− δ)π0
1(1)

φ
6 −U2

2,0 + γ 6
δ + (1− δ)π0

1(1)

φ
.

Therefore, we have following inequalities:

γ 6 min{U2
x−

(1− δ)(1 − π0
1(1))

φ
, U2

y +
δ + (1− δ)π0

1(1)

φ
, x ∈ {(1, 1), (1, 0)}, y ∈ {(2, 1), (2, 0)}},

and

γ > max{U2
x −

1− (1− δ)π0
1(1)

φ
, U2

y +
(1 − δ)π0

1(1)

φ
, x ∈ {(1, 1), (1, 0)}, y ∈ {(2, 1), (2, 0)}}.

Since φ ∈ Λ(δ), Γ−
1 (δ) 6 γ 6 Γ+

1 (δ). Moreover, we can get the same result considering the case

φ < 0. �

We learn from Theorem 3.2 that player 1 can unilaterally set the opponent’s utility in

[Γ−
1 (δ),Γ

+
1 (δ)] and needs not care about what strategies the opponent selects. Actually, for any

γ ∈ [Γ−
1 (δ),Γ

−
1 (δ)], an equalizer ZD strategy is feasible for the player 1 to enforce the linear

relation. Thus, it gives player 1 a choice, a ZD strategy, to enforce unilateral control to the

opponent’s utility in the repeated game G.

Next, we analyze how player 1 gains the best utility by the equalizer ZD strategy and

reduces the utility gap between SSE strategies and ZD strategies. According to Definition

2.3, the SSE strategy always brings the highest utility for the leader with the follower’s BR

strategy. Thus, we need to show the upper limit of the performance of ZD strategies, and the

loss compared with the SSE strategy. Actually, the discounted repeated game has a complex

expected utility U2(π1, π2), which can be written as the division of two determinants in the

repeated game with average-sum utilities [19]. For convenience, we denote π+
1 (π

−
1 ) as the

equalizer ZD strategy to enforce U2 = Γ+
1 (δ)(Γ

−
1 (δ)), and USSE

1 as player 1’s utility in SSE.

Denote Π(B) = {π2 ∈ ∆B|π2(b|s) ∈ {0, 1}, ∀b, s}, and

D(δ, π1, π2, f) =




δπ1(1|1, 1)π2(1|1, 1)−1 δπ1(1|1, 1)−1 δπ2(1|1, 1)−1 f1

δπ1(1|1, 2)π2(1|1, 2) δπ1(1|1, 2)−1 δπ2(1|1, 2) f2

δπ1(1|2, 1)π2(1|2, 1) δπ1(1|2, 1) δπ2(1|2, 1)−1 f3

δπ1(1|2, 2)π2(1|2, 2) δπ1(1|2, 2) δπ2(1|2, 2) f4



,
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L(δ) = max
π1∈{π+

1
,π

−

1
},π2∈Π(B)

(1− δ)D(δ, π1, π2,S
1)

det(I4 − δM)
. (5)

Then we show the utility gap of player 1’s utilities between an equalizer ZD strategy and the

SSE strategy in the following theorem.

Theorem 3.3 If Λ(δ) is nonempty and π0
1(1) = π2(0) = 0, then we get a utility bound

below

min
πZD

1
∈Ξ(δ)

U1

(
δ, πSSE

1 , πBR
2 (πSSE

1 )
)
−U1

(
δ, πZD

1 , πBR
2 (πZD

1 )
)
= USSE

1 − L(δ).

Proof: For any π1, π2, take v(0) = [π0
1(1)π

0
2(1), π

0
1(1)(1−π0

2(1)), (1−π0
1(1))π

0
2(1), (1−π0

1(1))(1−

π0
2(1))] as the probability of the initial state, and the state transition matrix as

M =




π1(1|1, 1)π2(1|1, 1) π1(1|1, 1)π2(2|1, 1) π1(2|1, 1)π2(1|1, 1) π1(2|1, 1)π2(2|1, 1)

π1(1|1, 2)π2(1|1, 2) π1(1|1, 2)π2(2|1, 2) π1(2|1, 2)π2(1|1, 2) π1(2|1, 2)π2(2|1, 2)

π1(1|2, 1)π2(1|2, 1) π1(1|2, 1)π2(2|2, 1) π1(2|2, 1)π2(1|2, 1) π1(2|2, 1)π2(2|2, 1)

π1(1|2, 2)π2(1|2, 2) π1(1|2, 2)π2(2|2, 2) π1(2|2, 2)π2(1|2, 2) π1(2|2, 2)π2(2|2, 2)




.

Then player 1’s expected long-term discounted utility can be written as

U1(δ, π1, π2)

=(1− δ)

∞∑

t=0

δtv(0)M t · S1

=(1− δ)v(0) (I4 − δM)
−1

· S1

=
1− δ

det(I − δM)
v(0)




A11U
1
11 +A21U

1
12 +A31U

1
21 + A41U

1
22

A12U
1
11 +A22U

1
12 +A32U

1
21 + A42U

1
22

A13U
1
11 +A23U

1
12 +A33U

1
21 + A43U

1
22

A14U
1
11 +A24U

1
12 +A34U

1
21 + A44U

1
22



,

where Aij is the element of the adjugate matrix of δM . Denote det[M, f , i] as the determinate

of the matrix where the ith column of δM − I is replaced by f . For example,

det[M, f , 4] =



δπ1(1|1, 1)π2(1|1, 1)− 1 δπ1(1|1, 1)π2(2|1, 1) δπ1(2|1, 1)π2(1|1, 1) f1

δπ1(1|1, 2)π2(1|1, 2) δπ1(1|1, 2)π2(2|1, 2)− 1 δπ1(2|1, 2)π2(1|1, 2) f2

δπ1(1|2, 1)π2(1|2, 1) δπ1(1|2, 1)π2(2|2, 1) δπ1(2|2, 1)π2(1|2, 1)− 1 f3

δπ1(1|2, 2)π2(1|2, 2) δπ1(1|2, 2)π2(2|2, 2) δπ1(2|2, 2)π2(1|2, 2) f4




.
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Thus, player 1’s expected utility can be written as:

U1(δ, π1, π2)

=
1− δ

det(I − δM)
v(0)




det[M,S1, 1]

det[M,S1, 2]

det[M,S1, 3]

det[M,S1, 4]




=
1− δ

det(I − δM)
(π0

1(1)π
0
2(1)det[M,S1, 1] + π0

1(1)(1− π0
2(1))det[M,S1, 2]

+ (1− π0
1(1))π

0
2(1)det[M,S1, 3] + (1− π0

1(1))(1− π0
2(1))det[M,S1, 4])

Since π0
1(1) = π0

2(1) = 0, we have U1(δ, π1, π2) =
(1−δ)det[M,S1,4]

det(I−δM) = (1−δ)D(δ,π1,π2,S
1)

det(14−δM) .

According to Theorem 3.2, player 1 can unilerally set the opponents’ utility as U2 = γ,

where Γ−
1 (δ) 6 γ 6 Γ+

1 (δ). Notice that U2
y 6 Γ−

1 (δ),Γ
+
1 (δ) 6 U2

x , for x ∈ {(1, 1), (1, 0)}, y ∈

{(2, 1), (2, 0)}. We first consider

max{U1
x , x ∈ {(1, 1), (1, 0)}} > max{U1

y , y ∈ {(2, 1), (2, 0)}}.

Then player 1’s best equalizer ZD strategy is π+
1 , and πBR

2 (π1) ∈ Π(B). Thus, U1(δ, π
+
1 , π

BR
2 (π+

1 )) =

max
π2∈Π(B)

(1−δ)D(δ,π+

1
,π2,S

1)

det(14−δM) . Similarly, when

max{U1
x, x ∈ {(1, 1), (1, 0)}}<max{U1

y , y ∈{(2, 1), (2, 0)}},

we have U1(δ, π
−
1 , π

BR
2 (π−

1 )) = max
π2∈Π(B)

(1−δ)D(δ,π−

1
,π2,S

1)
det(14−δM) . Thus, max

πZD

1
∈Ξ(δ)

U1(δ, π
ZD
1 , πBR

2 (πZD
1 )) =

L(δ). Finally, we have

min
πZD

1
∈Ξ(δ)

U1

(
δ, πSSE

1 , πBR
2 (πSSE

1 )
)
−U1

(
δ, πZD

1 , πBR
2 (πZD

1 )
)
= USSE

1 − L(δ),

which yields the conclusion �

Theorem 3.3 shows that the defender can adopt ZD strategies to get a tolerable loss in the

utility compared with SSE strategies. On this basis, when setting the opponent’s utility as

Γ+(δ) or Γ−(δ), player 1 can receive the best utility of adopting equalizer ZD strategies. Notice

that computing an SSE strategy is difficult and yields computing resources. If player 1 can

endure the bounded loss, then it can adopt the corresponding equalizer ZD strategy to avoid

the cost of computing the SSE strategy. Thus, it also can be regarded as a tradeoff for different

strategy choices.

4 Multi-player situation

It is time to consider the general case, multi-player situation, and many practical problems

involve multiple players’ interactions [20, 32–34]. For example, in security games among multiple

players, defenders often need to defend against the intrusion of many attackers of different types
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[15]. Also, the information interaction among drones is also realistic due to UAV networks

[35]. In fact, the situation where each player has two actions to choose from is an important

multi-player game. For example, in the multi-player public goods game and the multi-player

snowdrift game, players can choose to cooperate and work together to complete the task, or

refuse to make an effort and only enjoy the benefits [28]. Next, we discuss the multi-player

game in which players have two actions.

Similar to Section 3, we first need to examine the conditions under which the ZD policy

exists. It is the foundation when the player has an alternative ZD strategy to replace the SSE

strategy. Take

Λ2(δ) = {(φ, γ) :φ(−
∑

j 6=1

ωjS
j + γ) > (1− δ)π0

1(1) + π̂,

φ(−
∑

j 6=1

ωjS
j + γ) 6 δ+(1−δ)π0

1(1)1+π̂},

Γ+
2 (δ) = max

(φ,γ)∈Λ2(δ)
γ, and Γ−

2 (δ) = min
(φ,γ)∈Λ2(δ)

γ. We have the following theorem to show player

1’s control on bounds of the weighted sum of the opponents’ utilities.

Theorem 4.1 If Λ2(δ) is nonempty, then there exists an equalizer ZD strategy such that∑
i6=1

ωjUj(δ, π1, . . . , πn) = γ with Γ−
2 (δ) 6 γ 6 Γ+

2 (δ).

Proof: Since Λ2(δ) is nonempty, there are ωj, γ, and φ, such that

φ(−
∑

j 6=1

ωjS
j + γ) > (1 − δ)π0

1(1) + π̂,

φ(−
∑

j 6=1

ωjS
j + γ) 6 δ+(1−δ)π0

1(1)12n+π̂,

Therefore, we have following inequalities:

(1− δ)π0
1(1)12n + π̂ 6 φ


−

∑

j 6=1

ωjS
j + γ


 6 (1− δ)π0

1(1)12n + π̂ + δ12n. (6)

Take πZD
1 as follows:

δπZD
1 (1) = φ


−

∑

j 6=1

ωjS
j + γ


− (1 − δ)π0

1(1)12n + π̂,

πZD
1 (2) = 1− πZD

1 (1),

Due to (6), we have 0 6 φ

(
−
∑
j 6=1

ωjS
j + γ

)
−(1−δ)π0

1(1)12n+ π̂ 6 δ12n. Thus, 0 6 πZD
1 (1) 6

12n, and πZD
1 is a feasible equalizer ZD strategy for player 1. Moreover, min

(φ,γ)∈Λ2(δ)
γ 6 γ 6

max
(φ,γ)∈Λ2(δ)

γ. Then Γ−
2 (δ) 6 γ 6 Γ+

2 (δ). �
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Theorem 4.1 indicates that player 1 can unilaterally set the sum of opponents’ utilities in

[Γ−
2 (δ),Γ

+
2 (δ)] and needs not care about what strategies the opponents select. Actually, for any

γ ∈ [Γ−
2 (δ),Γ

−
2 (δ)], an equalizer ZD strategy is feasible for the player 1 to enforce the linear

relation. Thus, the player is able to make use of unilateral control in the sum of opponents’

utilities to achieve its intention.

Next, we analyze how player 1 gains the best utility by the equalizer ZD strategy and

reduces the utility gap between SSE strategies and ZD strategies. Similar to two-player situ-

ations, we need to provide an upper bound of the performance of ZD strategies, and the loss

compared with the SSE strategy in multi-player situations. Take π+
1 (π−

1 ) as the equalizer ZD

strategy to enforces
∑
i6=1

ωjUj(δ, π1, . . . , πn) = Γ+
2 (δ) (Γ

−
2 (δ)). Let Π−1(B) = {πj ∈ ∆A|πj(a|s) ∈

{0, 1}, ∀a, s, j 6= 1}. Denote s = [s(1), s(2), . . . , s(m)] = [(1, 1, . . . , 1), (1, 1, . . . , 2), . . . , (2, 2, . . . , 2)]T

as all possible state, wherem = 2n. Then takeD(δ, π1, . . . , πn, f) as an extension ofD(δ, π1, π2, f),

where
D(δ, π1, . . . , πn, f) =


δπ(s(1)|s(1))−1 δπ(s(2)|s(1))−1 δπ(s(3)|s(1))−1 . . . f1

δπ(s(1)|s(2)) δπ(s(2)|s(2))−1 δπ(s(3)|s(2)) . . . f2
...

δπ(s(1)|s(m)) δπ(s(2)|s(m)) δπ(s(3)|s(m)) . . . fm



,

and π(s(i)|s(j)) =
n∏

k=1

πk(g(i, k)|h(j, k)), g(i, k) =
((⌈

i
2n−k

⌉
+ 1
)
mod 2

)
+ 1., and h(j, k) =

(g(j, k),
∑
z 6=k

1g(j,z)=1). Set

L2(δ) = max
π1∈{π+

1
,π

−

1
},π−1∈Π−1(B)

(1− δ)D(δ, π1, . . . , πn,S
1)

det(I − δM)
. (7)

Then we have the following result for an upper bound of player 1’s utility in multi-player

situations.

Theorem 4.2 If Λ2(δ) is nonempty, Sj1 = Sj2 , and πi(0) = 0 for j1, j2 6= 1, i ∈ N , then

we get a utility bound below

min
πZD

1
∈Ξ1(δ)

U1

(
δ, πSSE

1 , πBR
−1 (π

SSE
1 )

)
−U1

(
δ, πZD

1 , πBR
−1 (π

ZD
1 )

)
= USSE

1 − L2(δ).

Proof: For any π1, π2, . . . , πn, take v(0) = [π0(s(1)), . . . , π0(s(m))] as the probability of the

initial state, and

M =




π(s(1)|s(1)) π(s(2)|s(1)) . . . π(s(m)|s(1))

π(s(1)|s(2)) π(s(2)|s(2)) . . . π(s(m)|s(2))
...

...
. . .

...

π(s(1)|s(m)) π(s(2)|s(m)) . . . π(s(m)|s(m))



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as the state transition matrix. Then player 1’s expected long-term discounted utilities can be

written as

U1(δ, π1, π2, . . . , πn)

=(1− δ)

∞∑

t=0

δtv(0)M t · S1

=(1− δ)v(0) (Im − δM)
−1

· S1

=
1− δ

det(I − δM)
v(0)




A11S
1
1 +A21S

1
2 + · · ·+Am1S

1
m

A12S
1
1 +A22S

1
2 + · · ·+Am2S

1
m

...

A1mS1
1 +A2mS1

2 + · · ·+AmmS1
m



,

where Aij is the element of the adjugate matrix of δM − I.

When π0
i (1) = 0, for i = {1, . . . , n}, we have

π0(s(i)) =
n∏

k=1

π0
k(g(i, k)),

where g(i, k) =
((⌈

i
2n−k

⌉
+ 1
)
mod 2

)
+ 1. Then

π0(s(m)) =
n∏

k=1

π0
k(g(m, k)) =

n∏

k=1

π0
k(

((⌈
i

2n−k

⌉
+ 1

)
mod 2

)
+ 1) =

n∏

k=1

π0
k(2) = 1,

and, for j < m,

π0(s(j)) =
n∏

k=1

π0
k(g(j,m)) =

n∏

k=1

π0
k(

((⌈
i

2n−k

⌉
+ 1

)
mod 2

)
+ 1) = 0.

Thus, player 1’s expected utility can be written as:

U1(δ, π1, π2, . . . , πn)

=
1− δ

det(I − δM)
[0, 0, . . . , 0, 1]




A11S
1
1 +A21S

1
2 + · · ·+Am1S

1
m

A12S
1
1 +A22S

1
2 + · · ·+Am2S

1
m

...

A1mS1
1 +A2mS1

2 + · · ·+AmmS1
m



,

=
(1− δ)(A1mS1

1 +A2mS1
2 + · · ·+AmmS1

m)

det(I − δM)

=
(1− δ)D(δ, π1, . . . , πn,S

1)

det(I − δM)

.

Moreover, followers have the same preference, since Sj1 = Sj2 , j1 6= j2. For any π1, we have

πBR
−1 (π1) ∈ Π−1(B).
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Similar to the proof of Theorem 3.3, player 1’s best equalizer ZD strategy is π+
1 or π−

1 . Then

max
πZD

1
∈Ξ1(δ)

U1

(
δ, πZD

1 , πBR
−1 (π

ZD
1 )

)
= L2(δ), and

min
πZD

1
∈Ξ1(δ)

U1

(
δ, πSSE

1 , πBR
−1 (π

SSE
1 )

)
−U1

(
δ, πZD

1 , πBR
−1 (π

ZD
1 )

)
= USSE

1 − L2(δ).

�

Theorem 4.2 is an extension of Theorem 3.3 in multi-player situations. It provides an upper

bound of player 1’s utility with equalizer ZD strategies, when facing many opponents with

the same preference. Then the utility gap helps player 1 make a tradeoff for an equalizer ZD

strategy and the SSE strategy. On this basis, when setting the sum of opponents’ utilities as

Γ+
2 (δ) or Γ

−
2 (δ), player 1 can receive the best utility of adopting equalizer ZD strategies. Also,

computing the SSE strategy is difficult and time-consuming. Thus, player 1 can choose the

corresponding equalizer ZD strategy to avoid the cost of computing the SSE strategy, if it can

tolerate the bounded loss.

5 Examples

We design experiments to verify that ZD strategy’s maintenance of utility and action inter-

action, compared with the baseline SSE strategy.

5.1 Utility performance in UAVs

We provide experiments to verify that the ZD strategy can help the leader maintain its

utility, where the baseline is the SSE strategy. Let us consider a UAV problem among drones

[36, 37].

One-to-one scenario: Here we consider a one-to-one scenario between player 1 and player

2. Take θ ∈ [0, 1] as a parameter in the game, δ = 0.9 and U i
k,j = pik,j + qik,jθ

2, where pik,j and

qik,j are uniformly generated in the ranges [0, 4] and [0, 1], respectively, for i ∈ N . As for the

strategy selection, we choose the equalizer ZD strategy according to Theorem 3.3, respectively,

and solve the SSE through a mixed-integer non-linear program (MINLP) as shown in [11].
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Figure 1: Performance of the equalizer ZD strategy compared with the SSE strategy in the

one-to-one situation.
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In Fig 1, we show the performance of the equalizer ZD strategy compared with the SSE

strategy in the discounted repeated asymmetric game. Red dotted lines describe player 1’s

expected utilities adopting an SSE strategy, while blue solid lines describe player 1’s expected

utilities adopting the corresponding equalizer ZD strategy in Theorem 3.3. As shown in Fig 1,

the expected utility of player 1 with an SSE strategy may be equal to the expected utility of

player 1 with a ZD strategy, and is not lower than the expected utility of player 1 with a ZD

strategy. Notice that the gap between utility with the SSE strategy and the ZD strategy may

be zero, which is consistent with Theorem 3.3. Thus, player 1 can choose the corresponding

equalizer ZD strategy to replace the SSE strategy to avoid computational resources.

Three-player scenario: In order to analyze the multiple-player situation, we consider a

three-player scenario with player 1, player 2, and player 3. Similarly, take θ ∈ [0, 1], δ = 0.9

and U i
k,j = pik,j + qik,jθ

2. As for the strategy selection, we choose the equalizer ZD strategy

according to Theorem 4.2.

As shown in Fig 2, the expected utility of player 1 with an SSE strategy is always higher

than that of player 1 with a ZD strategy. Notice that the gap between utility with the SSE

strategy and the ZD strategy is small, and is consistent with Theorem 3.3. Thus, if the gap is

tolerable to player 1, player 1 can choose the corresponding equalizer ZD strategy to replace

the SSE strategy in order to save computing resources.
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Figure 2: Performance of the equalizer ZD strategy compared with the SSE strategy in the

three-player situation.

5.2 Action Interaction in MTD

In order to show the interaction process of the player, we specially simulated the selected

actions in each stage. We consider MTD problems between a defender and attackers [38].

One-to-one scenario: We consider a one-to-one scenario between player 1 (defender) and

player 2 (attacker), while each player chooses action 1 (target 1) or action 2 (target 2). We

generate the utility matrix which satisfies min{U1
11, U

1
22} > max{U1

12, U
1
21} and U2

11 < U2
12, and

U2
22 < U2

21. It means that the defender tends to protect the vulnerable target, and the attacker

tends to implement invasions on the unprotected target.

Moreover, in Fig 3(a),(b), we show the action interaction between the defender and the

attacker. When the defender and the attacker choose the same target, the defender gains a

high utility since it protects the right target under attack. Notice that, although the SSE
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strategy has a better performance than the ZD strategy, the defender can still protect the right

target sometimes and get a good utility, which is consistent with Theorem 3.3.
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(a) Player 1 selects the ZD strategy
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(b) Player 1 selects the SSE strategy

Figure 3: Target interaction between player 1 (the defender) and player 2 (the attacker). Blue

solid lines show the target that player 1 protects, while red dotted lines show the target that

player 2 attacks in each stage.

Three-player scenario: Next, we consider a three-player scenario with player 1 (a de-

fender), player 2 (an attacker), and player 3 (an attacker), while each player chooses action

1 (target 1) or action 2 (target 2). We generates the utilities which stastify U1
1,i > U1

1,j ,

U1
2,i < U1

2,j , for i < j, and U1
1,i < U1

1,j , U1
2,i > U1

2,j , for i < j and k 6= 1. Thus, the de-

fender hopes to select the targets that face many attacks, while the attacker has the opponent’s

preference as the defender.

In Fig 4(a),(b), we show the action interaction among the three players. Obviously, the

defender, player 1, with the ZD strategy protects the target that the attacker invades frequently,

which is not significantly worse than that with the SSE strategy. It is consistent with Theorem

4.2, that the ZD strategy has a good performance and brings bounded loss for player 1 than

the SSE strategy does.
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(a) Player 1 selects the ZD strategy
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(b) Player 1 selects the SSE strategy

Figure 4: Target interaction among player 1 (a defender), player 2 (an attacker), and player

3 (an attacker). Blue solid lines show the target that player 1 protects, while red dotted lines

and green dotted lines show the target that player 2 and player 3 attack, respectively.

6 Conclusion

This paper studied equalizer ZD strategies in discounted repeated Stackelberg asymmetric

games. In a typical case, the one-to-one situation, The existence condition of equalizer ZD

strategies was verified, and an upper bound of the approach was revealed. Moreover, we ex-

tended our results into multi-player models and showed an upper bound with the equalizer

ZD strategy. Finally, we gave a simulation of the interactions in UAVs and MTD problems to

illustrate the effectiveness of our approach.
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