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ABSTRACT
The literature has shown that combining a few non-Personal Iden-
tifiable Information (non-PII) is enough to make a user unique in a
dataset including millions of users. This work demonstrates that a
combination of a few non-PII items can be activated to nanotarget
users. We demonstrate that the combination of the location and 5
rare (13 random) skills in a LinkedIn profile is enough to become
unique in a user base of ∼970M users with a probability of 75%. The
novelty is that these attributes are publicly accessible to anyone
registered on LinkedIn and can be activated through advertising
campaigns. We ran an experiment configuring ad campaigns using
the location and skills of three of the paper’s authors, demonstrat-
ing how all the ads using ≥ 13 skills were delivered exclusively to
the targeted user. We reported this vulnerability to LinkedIn, which
initially ignored the problem, but fixed it as of November 2023.

CCS CONCEPTS
• Security and privacy → Privacy protections; • Social and
professional topics→ Privacy policies.
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1 INTRODUCTION
Current data protection regulations such as the GDPR [13] clearly
state that PII is personal data and requires (in most cases) the user’s
consent to be processed. However, the combination of multiple
non-PII items that are not considered personal data in isolation
may make a user unique, thus constituting personal data. This is
why user uniqueness based on non-PII data has been addressed
in the literature in recent years. For example, just 4 mobile phone
call records can identify a user in a dataset of 1.5 million users [10].
Similarly, in a user base of 1.1 million users, only 4 credit card pur-
chase records are needed to single out an individual [11]. Also, 15
demographic attributes can re-identify 99.98% of Americans in any
dataset [40]. However, all those works remain theoretical and do
not discuss how the non-PII data items can be activated in specific
attacks compromising users’ security and/or privacy. The natural
step forward to complete this area of research is developing method-
ologies and experiments to demonstrate that the combination of
non-PII items can be activated in practice by third parties to tar-
get users individually and (potentially) compromise their security
and/or privacy.

Despite there were prior researchworks [14, 15, 20–22, 47, 49, 52]
showing that PII data can be used to individually target an indi-
vidual with ads, to the best of the authors’ knowledge, the only
prior study in the field that practically shows that a combination
of non-PII items can be activated to reach a single user exclusively
with an ad is [18]. In this work we performed a proof of concept
experiment, showing that an attacker being able to unveil ∼20 ran-
dom ad preferences from a user in Facebook can target them with
a nanotargeting ad campaign, i.e., the ad reaches the targeted user
exclusively. This is the first tangible proof that non-PII information
can be exploited to target individual users without explicit consent
to be reached uniquely by those means. However, the practical
use of the reported technique at scale has a significant limitation.
It requires the attacker to access users’ ad preferences, which is
a complex task since they are not publicly available. This limita-
tion reduces the potential attackers to those with strong technical
knowledge able to infer the ad preferences of a user. Although the
referred work is a very relevant research contribution, we believe
it is important that the research community contributes further
studies showing that it is feasible to implement hyper-personalized
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attacks subject to publicly available non-PII items proactively dis-
closed by users. Such studies would prove that non-PII items, often
not considered personal data, may involve severe privacy and/or
security risks for users.

Our work shows that hundreds of millions of users could have
been individually targeted with hyper-tailored ads combining a few
non-PII publicly available data items before the LinkedIn fix. To this
end, in this research, we imposed ourselves three requirements: (𝑖)
the user base should include tens or hundreds of millions of users
distributed all over the world; (𝑖𝑖) the non-PII data items required
to target an individual user must be publicly available, and (𝑖𝑖𝑖) the
non-PII items can be activated by external third-parties to reach
users with hyper-personalized ads individually. To the best of our
knowledge, none of the previous works in the literature meet these
three requirements simultaneously.

Our paper proves that an individual user could have been nan-
otargeted on LinkedIn with an ad using the combination of the
location (country, region, or city) and the professional skills avail-
able in their profile. This meets the three previous requirements as
follows: (𝑖) LinkedIn has ∼1000 million users, i.e., roughly 12% of
the worldwide population, (𝑖𝑖) the location and professional skills
of LinkedIn users are publicly available non-PII items to anyone
logged on LinkedIn. Hence, anyone can easily obtain the required
information that uniquely identifies a user on LinkedIn, and (𝑖𝑖𝑖)
the combination of professional skills and location can be activated
through the LinkedIn Ads Manager to deliver hyper-personalized
ads to the users. In practice, this means that nanotargeting a user
just required having a LinkedIn account, retrieving the location and
professional skills from the targeted user profile, and configuring
an ad campaign using that information. This was a very simple op-
eration that may have enabled many third parties willing to do so to
run nanotargeting campaigns/attacks on LinkedIn exploiting non-
PII items before November 2023. Therefore, we considerably extend
the contribution of our previous work [18] because we demonstrate
for the first time that nanotargeting could be implemented using
publicly available information. This implies a dramatic increase
in the risk users may have been exposed to because many more
attackers could implement nanotargeting attacks.

The psychological persuasion literature has demonstrated that
using tailored ads (e.g., ad creativity) to an individual substantially
increases the probability of persuading and/or attracting the atten-
tion of the targeted individual [5][53][33][23][12][32]. Nanotarget-
ing may allow malicious advertisers running attacks such as user
manipulation [34] or malvertising [24][38] [7][39][6] [1]. Therefore,
the threat model associated with nanotargeting is that an advertiser
may act as an attacker through malvertising attacks to perform
phishing, spread malware, etc, or manipulation attacks to persuade
users to carry out actions aligned to the attacker’s interests [34].

We divided our work into two parts. In the first part of the pa-
per, we use a dataset including information on 78k skills collected
from 3352 users, and we develop a data-driven model that defines
the probability of user uniqueness on LinkedIn by combining the
location and N professional skills publicly available in their profile.
Based on this result, we compute a lower bound estimation suggest-
ing that a quarter billion LinkedIn users may have been exposed
to nanotargeting attacks with a 95% probability of success. In the
second part of the paper, we use the model’s outcome to implement

a proof of concept experiment, targeting three authors of this paper,
demonstrating that it was feasible to run nanotargeting campaigns
on LinkedIn before November 2023.

LinkedIn’s ad guidelines state a minimum of 300 targeted mem-
bers for a campaign, but we could bypass this limit by exploiting
an implementation bug. We reported the privacy vulnerability un-
veiled by our research to LinkedIn in April 2023, following their
recommended process. Unfortunately, the platform managers con-
sidered our findings did not constitute a vulnerability and closed
the issue.

We kept working on our research and run nanotargeting cam-
paigns until July 2023. Surprisingly, while working on revising
our manuscript out of the review process of ACM CHI 2024, in
November 2023, we realized LinkedIn had fixed the problem and
running nanotargeting campaigns was not possible anymore. We
are very happy LinkedIn fixed the vulnerability because this was
the ultimate purpose of our research and because this improves the
privacy and security of hundreds of millions of users. In our view,
this confirms the relevance of our findings.

We believe it is extremely important to publish success stories
around academic works in the area of privacy to demonstrate that it
is feasible to achieve practical positive impacts through research. In
our opinion, the ultimate goal of any privacy researcher should be
to have a real impact on improving the privacy/security of citizens.
However, it is unfortunate LinkedIn did not give us any credit for
this, but we are equally happy because our goal has been achieved.

To conclude the introduction we summarize the key findings of
our work:

• Combining users’ location with 13 (21) randomly selected
skills from their reported skill set makes them unique on
LinkedIn with a 75% (90%) probability. If we use the least
popular skills instead, we only need 5 (14) skills to achieve
the same level of uniqueness.

• Our proof of concept experiment shows that all campaigns
using the location and ≥13 random skills successfully nano-
targeted the three targeted authors.

• To the best of our knowledge, this is the first study showing
proof that publicly available non-PII data could have been
used to effectively target unique citizens at scale, before
LinkedIn fixed the bug.

• This work represents an example of how privacy researchers
can have a practical impact and improve the privacy of citi-
zens.

2 LINKEDIN BACKGROUND AND
NANOTARGETING THREAT MODEL

In this section, we introduce the LinkedIn advertising platform,
discuss the differences between using LinkedIn messages and ads to
target users, and why we are focusing on the latter, and describe the
threat model and risks associated with nanotargeting advertising
campaigns.

2.1 LinkedIn advertising platform
One of LinkedIn’s primary sources of revenue is online advertising
[44]. Advertisers use the LinkedIn Campaign Manager [28] to de-
fine their target audience by selecting attributes such as location,
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gender, age, professional skills, etc. Then LinkedIn delivers the ads
to users whose profile matches the selected attributes. For example,
an advertiser could target users in Germany between 18 and 25 who
are skilled in Python and R.

LinkedIn reports the estimated number of users that match the
target audience defined through the dashboard, referred to as Target
Audience Size. This information permits advertisers to know the
potential reach of their ad campaign. In our work, we leverage
this functionality and use specific HTTP queries to systematically
collect the size of thousands of audiences.

An essential feature of the LinkedIn Campaign Manager is that
it allows us to narrow the audience size by combining non-PII
attributes using the AND operator. Moreover, the information of
users (location, skills, experience, education, etc.) is publicly avail-
able in their profile for anyone registered on LinkedIn [8]. We have
explored whether it is possible to customize the access to a user
profile (e.g., to limit the access only to direct contacts), and it was
not possible. It is important to note that LinkedIn is a professional
social network where users are willing to expose their profiles pub-
licly. This may be why LinkedIn does not consider offering users
profile visibility customization options relevant.

LinkedIn seems to consider that revealing the actual value of
small audiences may be problematic and does not report the ac-
tual audience size for any audience formed by less than 300 users.
This is a positive privacy-preserving measure, a standard among
social media platforms with a similar business model. For instance,
Facebook and TikTok have defined a lower bound of 1000 users.
Moreover, we found a LinkedIn document including guidelines for
advertisers where they specifically state: "The minimum audience
size required to run an advertising campaign is 300 members" [30].
We understand this as a policy imposed by LinkedIn on ad cam-
paigns. This measure would impede advertisers (attackers) from
running nanotargeting campaigns to target a specific individual.
Unfortunately, this paper demonstrates that this policy was not
effectively enforced before November 2023, since it was possible to
nanotarget LinkedIn users.

Finally, this paper focuses on the use of professional skills as
non-PII items. The maximum number of skills a user can include in
their profile is 50, and LinkedIn reports that the number of different
skills available in their platform is +41k [9].

2.2 LinkedIn messages vs. ads
LinkedIn already allows reaching individual users through the mes-
sage functionality. When you visit the profile of a user on LinkedIn
you may find a blue button with the text "Message". If you click it
in one of your LinkedIn network connections a pop-up window
appears where you can message that person. However, this has
some limitations. First, standard LinkedIn users cannot use the mes-
saging to reach LinkedIn members who are not 1st level contacts.
The only option for that is to become a premium member. Still,
message sending is limited. Once the quota is used up, payment is
required for each additional message. Therefore, using messaging
to reach non-contact users at scale is costly. Additionally, users
may deactivate the messaging function to avoid being reached.
For instance, Bill Gates (when writing this paper) does not have
the message functionality enabled. We have analyzed 120 profiles

from the LinkedIn Top Voices 2020 [41] and ∼10% of them have the
messaging feature disabled. Finally, most users are familiar with
interpreting individual messages from various platforms like email,
SMS, and social media, so they are skilled at assessing the risks
associated with messages from unknown senders.

In the case of ads, most LinkedIn users are unaware that they can
be targeted based on skills, making the portion of users disabling
this option negligible, although it is possible. Therefore, any single
user on LinkedIn is exposed to receiving ads. Furthermore, this
paper analyzes how a positive feature such as showcasing skills for
sharing professional expertise may be exploited to deliver hyper-
personalized ads. Running nanotargeting ad campaigns was almost
free, as we show in Section 6. Finally, users are less trained to
distinguish between ads that may represent a threat and benign
ads.

However, the main reason for prioritizing ads is the legal contrast
between messaging and nanotargeting ad campaigns. When you
register on LinkedIn you are consenting to receive direct messages
(unless you deactivate them). However, nowhere in the Terms of
Use of LinkedIn or the privacy policy you are consenting to re-
ceive individually targeted ads based on non-PII data. Even more,
LinkedIn’s policies allow direct messaging but they state that it
is not possible to deliver ads to audiences lower than 300 users.
Therefore, if we consider modern data protection regulations such
as the GDPR [13] direct messaging is perfectly compliant based on
valid user consent. Contrarily, nanotargeting ad campaigns likely
breach regulations, posing a clear threat to user privacy.

Overall, we acknowledge the messaging feature is an interesting
option for delivering individual messages, and it would be worth an-
alyzing the efficiency and the cost of running nanotargeting attacks
through it. However, this paper focuses on nanotargeting using ads
because it may represent a non-compliant practice according to
modern data protection regulations.

2.3 Nanotargeting threat model
As we mentioned in the introduction, the psychological persuasion
literature has demonstrated that using hyper-personalized ads to
target an individual increases the likelihood of persuading them
and/or attracting their attention. Nanotargeting ad campaigns are
a very powerful tool to deliver hyper-personalized messages em-
bedded in ad creativities and increase the possibilities of the user
engaging with the ad and the messages it includes. There are mul-
tiple risks users could be exposed to in case an attacker nanotarget
them with tailored ads. Next, we briefly discuss a few of them.

-Malvertising: Malvertising stands for malicious advertising and
refers to the process of using online advertising to perform some
attack [1, 6, 7, 24, 38, 39]. Multiple vector attacks can be imple-
mented through malvertising. One type of malvertising consists
of using online ads to inject malware into ad networks, webpages,
or the end-user device [16, 31, 43, 54]. A second type of malvertis-
ing replicates the concept of phishing attacks, but instead of using
emails to capture the user’s attention, it uses ads. This attack aims
to persuade the user to click on the ad to land on a website managed
by the attacker. At this point, the attacker, as in the case of phishing
attacks, can use any potential technique willing to obtain sensi-
tive information from the user (e.g., credentials) or to compromise
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Figure 1: CDF of the number of skills per user profile for our
three data samples and the aggregated dataset.

the user’s device. Nanotargeting may be especially relevant in this
second type of attack emulating phishing. Nanotargeting allows
the creation of hyper-personalized ads targeting a single user. The
literature on psychological persuasion has demonstrated that a well-
designed, tailored ad substantially increases the probability that the
user clicks on the ad [32, 35]. Since nanotargeting allows reaching
the maximum expression of personalization, a savvy attacker can
exploit it to increase the chances of persuading the users to click
on the tailored ad and land in the attacker’s domain.

-User manipulation: Our results demonstrated that we could run
multiple campaigns over time to nanotarget an individual. In addi-
tion, our proof of concept experiment suggests that it was feasible
to reach the users multiple times in a nanotargeting campaign in
case they were active on LinkedIn. In other words, it was possible
to expose the user to a tailored message frequently. Based on the
psychological persuasion literature, it is easier to persuade an in-
dividual if the advertiser creates tailored ads to the psychological
characteristics and motivations of that person [5, 12, 23, 32, 33, 53].
We also show a clear example of potential user influence in the re-
lated work [34]. In that case, nanotargeting, based on PII data, was
used to expose celebrities to a specific brand before approaching
them to propose a collaboration. This same strategy could have
been used to influence celebrities, CEOs, politicians, etc., with an
account on LinkedIn.

It is important to note that LinkedIn avoids malvertising attacks
requiring the insertion of code in the ad since the LinkedIn ads
platform does not allow this option. However, avoiding phishing-
like malvertising or manipulation ad campaigns is a tough task
since, if they are properly implemented, they do not differ from
other regular advertising campaigns.

3 DATASET
One of the contributions of this work is assessing whether com-
bining location and professional skills can make a user unique
on LinkedIn, which is a compulsory requirement to implement
nanotargeting attacks. To do that, we created a dataset including
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Figure 2: CDF of the worldwide audience size associated with
the 8533 unique professional skills (orange line) and with
the locations in our aggregated dataset (blue line).

thousands of audience sizes for different combinations of locations
and skills from real LinkedIn profiles to build a model (see Section 4)
that computes the number of skills required to make a user unique
in LinkedIn with a probability 𝑃 . The outcome of the model applied
to our datasets (see Section 4.3) will be later used to implement a
proof of concept experiment to validate the feasibility of running
nanotargeting attacks in LinkedIn (see Section 6).

We had to implement two different pieces of software to obtain
the dataset. The first one retrieved the location and professional
skills from thousands of LinkedIn users relying on different sam-
pling methods. The second used the information from those profiles
to retrieve the audience size from the LinkedIn Campaign Manager
for thousands of audiences combining location and professional
skills.

3.1 Users’ skills and location
Wewould have liked to collect a representative (i.e., random) dataset
of LinkedIn profiles. Unfortunately, it is not feasible to formally
verify whether a subsample of LinkedIn profiles is a random sam-
ple of the whole LinkedIn user base in the context of professional
skills. That would require getting access to the actual distribution of
professional skills on LinkedIn to verify the randomness of the col-
lected subsample. To the best of our knowledge, this is not feasible
for a third party different from LinkedIn.

To minimize this inherent limitation, we propose using three
different sampling methods that aim to randomize the collection of
LinkedIn profiles and analyze whether they report similar values
for the number of skills that make a user unique with a probability
P. If the three datasets lead to similar results, we would increase the
confidence that the obtained outcome from the proposed model is
a good reference to explain the uniqueness of LinkedIn users based
on the number of skills they publicly report on their profiles.

The first dataset, referred to as Dataset 1 (Ds1), was created by
searching LinkedIn profiles on DuckDuckGo. To that end, we used
the Campaign Manager’s job type classification. This field is known
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as job functions and includes a general list of 26 professional fields.
(i) We launched a search query on DuckDuckGo for each of the 26
job functions, using a filter to only obtain LinkedIn profiles, and
(ii) retrieved the first ten results for each category. This led to 260
seed users from whom we collected the skills and locations they
reported in their profiles. Starting with those users, we conducted
a Breadth-First Search (BFS) [4] and gathered information from the
users LinkedIn suggested when accessing the seed profiles. Overall,
we collected 2174 users from which 1690 have reported both skills
and location, and 9 users have reported skills but not location. This
means, 21.8% of the profiles in the Ds1 did not include skills.

The second dataset, referred to as Dataset 2 (Ds2), was built
directly by querying LinkedIn’s search bar. (i) We selected 100
different countries and for each of them, we created one query per
letter in the alphabet. This means, 2600 queries in total. Each query
leads to 100 pages including profile entries. (ii) For each query, we
got the URLs included in one of the pages selected at random. The
purpose of this step is to differentiate Ds2 from Ds1 ensuring the
selected profiles were not selecting the first entries returned in
the search result, as it happened in Ds1. Overall, we had a pool of
19648 URLs pointing to LinkedIn profiles. (iii) From that pool, we
randomly accessed 1396 profiles. 984 profiles included both skills
and locations, 18 included skills but not location, and 394 (28%) did
not include any skill,

To create the third dataset, referred to as Dataset 3 (Ds3), we (i)
selected 764 skills from the user skills available in Ds1, (ii) launched
a search in DuckDuckGo for each of those skills limiting the results
to only LinkedIn profiles, and (iii) got the first 400 results (LinkedIn
profiles). Again, this sampling method aims to avoid retrieving data
from the first entries reported by LinkedIn and/or DuckDuckGo.
Overall we created a pool of 328193 URLs to LinkedIn profiles, from
which we crawled the information reported in 897 profiles. 643 of
those profiles reported skills and locations, 8 skills but not location,
and 246 (27%) did not report any skill.

The aggregated dataset (DsAgg) includes 4467 users from which
25% do not report any skill and 74% report both skills and locations.
From our sample of 3352 users reporting at least one skill, 3317
(99.96%) also provided a location (country, region, or city). Overall,
our dataset includes 8533 unique skills that appeared 78794 times
across 3352 user profiles. This means that each unique skill was
reported by 9 users in our dataset on average.

Figure 1 shows the CDF of the number of skills reported per
user for Ds1, Ds2, Ds3, and DsAgg. The median number of skills
reported by users ranges between 14 (Ds2) and 18 skills (Ds3), with
15 skills if we consider the aggregated dataset. The results also show
that around 30% of the users include more than 25 skills in their
profiles. The relevant portion of users not reporting skills (20%-30%)
guarantees that our sampling methods are not biased toward users
who report a large number of skills.

It is important to note that, from now on in the paper, we will
only consider the profiles in our dataset that reported at least one
skill. Following this decision, Figure 3 shows the number of users
in our dataset reporting between 1 and 50 skills (the maximum
number of skills LinkedIn allows in a profile) in steps of 3.

Finally, we would like to note that we would have liked to create
larger user samples in each dataset. However, the process of visiting
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Figure 3: Length of the vectors used in our methodology
according to the number of professional skills considered
ranging from 𝑁=1 to 𝑁=50 skills. We show in different colors
the portion of samples that corresponds to each dataset.

each profile and getting their data is a bottleneck due to LinkedIn’s
limitations to profile visiting.

3.2 Audience size
Our methodology to infer the uniqueness probability of LinkedIn
users does not work with profiles, but with the audience size as-
sociated with thousands of combinations of skills and location.
Therefore, we implemented ad hoc software to systematically ob-
tain the size of LinkedIn audiences based on the skills and location
of the 3352 individuals in our aggregated dataset. The data from
those audience sizes feed the methodology outlined in the next
section, which computes how many skills are necessary to make a
user unique on LinkedIn.

Figure 2 shows the CDF of the worldwide audience size associ-
ated with the 8533 unique professional skills in our final dataset.
It also shows the audience size CDF of the locations associated
with the 3352 individuals included in our dataset. A LinkedIn skill
is featured in 1.2M profiles on the median, whereas the median
audience size of the locations in our dataset is 1M.

3.3 Breakdown of the dataset users by country
Our dataset contains samples from 107 different countries, but a
few countries constitute most of our dataset, especially the United
States. Table 5 (in appendix B) shows the breakdown of the number
of users per country and dataset. About 49% of the users in our
dataset are from the United States. We acknowledge the fact that
this circumstance in our data may lead to some biases in the results
of our model and, therefore, to the estimation of 𝑁 . However, the
fact that the proof of concept experiment was targeting users in a
different country than the US and the obtained results are aligned
with the model outcome makes us confident that the potential bias
(if any) may not be very relevant. Also, Ds2 is not biased toward
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the United States, and the separate analysis of this dataset leads to
similar results.

Our intuition, based on the paper’s results, is that our model
serves as an upper bound for the number of skills needed to make
a user unique. This may be because the United States is one of the
countries contributing more LinkedIn users. Therefore, it seems
reasonable to estimate that, in many cases, it will be easier to re-
identify users reporting a different location than the US.

4 METHODOLOGY
The first objective of this paper is to compute how many skills are
required to uniquely identify a user on LinkedIn. We rely on the
methodology proposed in [18] and adapt it to the case of Linkedin.
The outcome of this methodology is a metric referred to as 𝑁 P. In
the context of our work, this metric defines the number of skills
𝑁 that uniquely identify a user with probability 𝑃 . For instance,
𝑁 0.7 = 15 means that knowing 15 skills from a user makes them
unique with a probability of 70%.

4.1 Location dimension
Using the location may substantially reduce the number of skills
that make a user unique on LinkedIn. Because 99.96% of the profiles
in our data sample released their location, it does not make sense
not to use the location in a nanotargeting campaign in case it is
available. Still, some users do not report their location. We aim to
analyze both cases and estimate the number of skills that make a
user unique when they report their location and when they do not
report their location.

The initial conditions for the audience size in each of these cases
differ. For instance, if we only consider skills, the starting point is
the worldwide audience size reported by the LinkedIn Ads Manager

when carrying out our research, which included 970M users. In
contrast, if we also consider the skills, the starting point for a given
user is the audience size of the reported location. For instance, at
the time of writing this paper, the audience size for the US, the
state of New York, and New York City was: 220M, 14M, and 8.2M,
respectively. Intuitively, a user reporting New York City as the
location will become unique with fewer skills than a user reporting
the US.

4.2 Methodology to compute NP
For each user,𝑢i (𝑖 ∈ [1, 3352]), we leverage the LinkedIn Campaign
Manager to obtain the audience size from a combination of 𝑁 skills
with 𝑁 ranging from 1 to 50. We limit the number of skills to 50
because it is the highest number of skills a user can report on
LinkedIn.

For N=1, we obtain a vector with 3352 different audience sizes
by selecting one skill per user from the skills they have reported
in their profile. For N=2, we get another vector with 3352 different
audience sizes by selecting two skills per user from the skills they
have reported in their profile. We repeat the same operation for
N = 3, 4, ..., 50. At the end of the process, we have 50 vectors that
show the audience size distribution for each value of 𝑁 .

We note the number of users reporting 𝑁 skills in their profile is
lower as 𝑁 increases. Therefore for a given value of 𝑁 , the vector
will include as many samples as the number of users in our dataset
that have reported 𝑁 or more skills in their profile. Figure 3 shows
the vector length for each value of 𝑁 and the two cases considered
in our analysis: skills and location+skills.

Based on the constructed distributions, we define 𝐴𝑆 (𝑄, 𝑁 ) as
the audience size for the quantile 𝑄 and the number of skills 𝑁 .
For instance, 𝐴𝑆 (75, 7) = 750 means that the 75th percentile of an
audience defined with 7 skills is 750 users. In other words, the prob-
ability that the audience size is ≤ 750 using 7 skills is 75%.We define
𝑉𝐴𝑆 (𝑄) as a vector that includes all the 50 values of 𝐴𝑆 (𝑄, 𝑁 ) for a
fixed value of𝑄 , i.e.,𝑉𝐴𝑆 (𝑄) = [𝐴𝑆 (𝑄, 1), ..., 𝐴𝑆 (𝑄, 50)].𝑉𝐴𝑆 (𝑄) is
a decreasing vector by definition since 𝐴𝑆 (𝑄, 𝑁 ) ≥ 𝐴𝑆 (𝑄, 𝑁 + 1).
At some point, we expect to find a value of 𝑁 for which 𝑉𝐴𝑆 (𝑄)
equals 1. That cutpoint is the output metric of the methodology 𝑁𝑃 ,
where 𝑃 is the value of the used quantile 𝑄 .

Unfortunately, the smallest audience size we obtained from the
LinkedIn Ads Manager for 𝐴𝑆 (𝑄, 𝑁 ) is 300 due to the privacy-
preserving limitation imposed by LinkedIn. In practice, this means
that for some value of 𝑁 referred to as 𝑁𝑎𝑠𝑦𝑚𝑝 , 𝑉𝐴𝑆 (𝑄) will reach
an artificial asymptote equal to 300. For any value of 𝑁 ≥ 𝑁𝑎𝑠𝑦𝑚𝑝 ,
𝑉𝐴𝑆 (𝑄) will be 300. This prevents us from computing 𝑁𝑃 by just
using the audience size information retrieved from the LinkedIn Ads
Manager since the referred asymptote hides how𝑉𝐴𝑆 (𝑄) decreases
until reaching the cutpoint equal to 1.

To reveal the hidden part of the distribution, we fit𝑉𝐴𝑆 (𝑄) using
a decreasing exponential model, which uses a logarithmic scale
leading to a line, i.e., 𝑙𝑜𝑔(𝑉AS (𝑄)) ≃ −𝐴𝑁 + 𝐵

For this fitting model, we can compute the cutpoint of the regres-
sion lines with an audience size equal to one. It is important to note
that, as we are using a logarithmic scale model, the cutpoints appear
where 𝑙𝑜𝑔(𝑉AS (𝑄)) = 0. Therefore, 𝑁 P (the cutpoint) is defined as
follows: 𝑁𝑃 ≥ 𝐵/𝐴. We repeat the data aggregation and model fit in
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10,000 bootstrap samples, to calculate the 95% Confidence Interval
(CI) for each value of 𝑁 .

The described methodology allows us to estimate 𝑁𝑃 for any
value of P based on the 50 vectors created from real audiences
derived from the 3352 users’ profiles in our dataset.

4.3 Skills selection and scenarios
The way we select skills from the skill set reported by a user in
their profile may impact 𝑁𝑃 . It is very likely that if we combine 𝑁
rare (unpopular) skills, we get a much smaller audience size than
when we combine 𝑁 very frequent skills.

In this work, we will compare two different strategies. In the
first strategy, we randomly select the skills from the skill set. In
contrast, the second strategy sequentially adds skills from the least
to the most popular. We refer to the former strategy as Random
Selection and the latter as Least Popular Selection.

Overall, we will apply the described methodology in 4 different
scenarios:

• 𝑆𝑘_𝑅𝑆𝑘_𝑅𝑆𝑘_𝑅: In this scenario, we only use the user’s skills, selected
following the random strategy.

• 𝑆𝑘_𝐿𝑃𝑆𝑘_𝐿𝑃𝑆𝑘_𝐿𝑃 : In this scenario, we only use the user’s skills, selected
following the least popular strategy.

• 𝐿𝑜_𝑅𝐿𝑜_𝑅𝐿𝑜_𝑅: In this scenario, we use the reported location and
skills of the user, selected following the random strategy.

• 𝐿𝑜_𝐿𝑃𝐿𝑜_𝐿𝑃𝐿𝑜_𝐿𝑃 : In this scenario, we use the reported location and
skills of the user, selected following the least popular strat-
egy.

5 USERS’ UNIQUENESS ON LINKEDIN AND
ESTIMATED NANOTARGETING IMPACT

In this section, we first apply the methodology described in the
previous section to compute the number of skills that make a user
unique on LinkedIn, i.e., 𝑁𝑃 . Second, based on the 𝑁𝑃 results, we
compute the success probability of nanotargeting ad campaigns.
Finally, using such success probability we estimate the number of
LinkedIn users that may be exposed to nanotargeting ad campaigns.
5.1 Uniqueness analysis
Before presenting the results of 𝑁𝑃 for the different scenarios and
datasets , let us use Figure 4 to illustrate how the proposedmethodol-
ogy is applied. The figure shows, in a logarithmic scale, the𝑉𝐴𝑆 (𝑄)
vectors for Q = 50, 75, and 90, along with the result of our fit-
ting model. In particular, the figure displays the application of the
methodology for the scenario 𝑆𝑘_𝑅_𝐴𝑔𝑔 , i.e., location is not used,
skills are selected randomly and we use the aggregated dataset. We
note the 𝑆𝑘_𝑅 is the one leading to higher 𝑁𝑃 values among all
four scenarios considered in our analysis. The results in the figure
exhibit that in this scenario, our model does not use𝑉𝐴𝑆 (𝑄) values
when 𝑁 > 30 since for those values 𝑉𝐴𝑆 (𝑄) already collapses in
the 300 audience size limit for large percentiles (i.e., 𝑄 values). We
provide the same figure for all remaining scenarios and datasets in
Appendix C. The values of 𝑁 where 𝑉𝐴𝑆 (𝑄 = 90) collapses to 300
are approximately 24, 14, and 9 for the 𝑆𝑘_𝐿𝑃_𝐴𝑔𝑔, 𝐿𝑜_𝑅_𝐴𝑔𝑔, and
𝐿𝑜_𝐿𝑃_𝐴𝑔𝑔 scenarios, respectively. Therefore, our model uses at
least 1154 audience size samples per 𝑁 value in all the considered
scenarios for the aggregated dataset .

Table 1 shows 𝑁𝑃 for 𝑃 = 50, 75, and 90 in each scenario (𝑆𝑘𝑅 ,
𝑆𝑘_𝐿𝑃 , 𝐿𝑜𝑅 , 𝐿𝑜_𝐿𝑃 , and dataset (Ds1, Ds2, Ds3, Ds_Agg) along with
a 95% confidence interval and the 𝑅2 values of the fitting model for
each scenario and dataset. The quality of our fitting model based
on the reported 𝑅2 values seems to be good enough even in the
worst case where it is higher than 0.7.

Let us first discuss the similarity among the results derived from
Ds1, Ds2, and Ds3 that use different sampling methods to select
profiles. We are especially interested in finding similar results on
the scenarios using location (i.e., 𝐿𝑜_𝑅 and 𝐿𝑜_𝐿𝑃 ) because > 99% of
the users in our dataset publicly release their location. Therefore, an
attacker will use the location (if it is available) to run nanotargeting
ad campaigns.

For P=50%, the three datasets show comparable results in most
of the scenarios. For the scenario 𝐿𝑜𝑅 , 𝑁50 is equal to 8.1, 7.9 and
6.5 for Ds1, Ds2 and Ds3, respectively. For the scenario 𝐿𝑜𝐿𝑃 we
observe almost identical 𝑁50 results ranging between 3.1 and 3.2
in the three datasets. If we now observe the results for P=75%, we
obtain a similar conclusion. The results are comparable across the
three datasets. For 𝐿𝑜𝑅 , 𝑁75 ranges between 10.8 (Ds3) and 14.2
(Ds1), with only 3 skills of difference. The difference across the
three datasets reduces to only 1.5 skills if we consider the 𝐿𝑜𝐿𝑃 .
Finally, for the 𝑃 = 90, we observe a rather reasonable difference
for the 𝐿𝑜_𝑅 scenario where the estimated 𝑁90 value for Ds1, Ds2,
and Ds3 is 23, 18.2, and 18. However, for the 𝐿𝑜_𝐿𝑃 we observe a
rather large difference of 9 skills between Ds1 (𝑁90 = 18.2) and
Ds3 𝑁90 = 8.9. Even if we accept as valid the most conservative
result, i.e., 𝑁90 = 18.2, the portion of LinkedIn users with more
than 18 skills is around 45%. This means that almost 1/2 of the
LinkedIn users may be affected by this lower bound case in the
𝐿𝑜_𝐿𝑃 scenario. Overall, when we consider the location, we find
comparable results among the three datasets except Ds1 for 𝑁90
which is twice the value obtained from Ds2 and Ds3.

Results’ consistency across the three datasets proves robustness,
affirming the feasibility of uniquely identifying LinkedIn users
through public non-PII from their profiles (location and professional
skills). From now on in the paper, unless otherwise stated, we will
use the results of the aggregated datasets for our analysis and
discussion.

To conclude this subsection, we discuss the main results we can
extract from the analysis of LinkedIn users’ uniqueness based on
non-PII out of applying the proposed methodology to the aggre-
gated dataset.

First, as we expected, the results in the table show that using
the location significantly reduces the number of skills required
to identify users on LinkedIn uniquely. This reduction is roughly
2× for the random skill selection (i.e., 𝑆𝑘_𝑅 Vs. 𝐿𝑜_𝑅) and 3×-4×
for the least popular selection (i.e., 𝑆𝑘_𝐿𝑃 Vs. 𝐿𝑜_𝐿𝑃 ). For the two
scenarios that do not consider the user location, at least 24 skills are
required to make a user unique with a probability ≥ 75%. If we look
again at Figure 1, we observe that around 30% of the users report 25
or more skills in their profile. This means that exclusively using the
skills roughly reduces the nano-targetable users on LinkedIn to 1/3
of its user base. It is worth noting that this still represents a privacy
risk for ∼323M LinkedIn users. However, in practice, the advertiser
(attacker) willing to target an individual will be able to use the
location in the vast majority of the cases (∼99%), which reduces
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NP P=0.5 95% CI R2 P=0.75 95% CI R2 P=0.9 95% CI R2
Sk_R_Ds1 19.2 (18.73,20.39) 0.91 30.8 (29.18,31.50) 0.94 42.2 (39.27,45.48) 0.95
Sk_LP_Ds1 10.6 (9.27,12.01) 0.76 28.3 (26.68,29.84) 0.80 39.1 (37.44,40.84) 0.91
Lo_R_Ds1 8.1 (6.74,8.26) 0.87 14.2 (12.91,14.49) 0.90 23.0 (21.49,24.57) 0.92
Lo_LP_Ds1 3.2 (3.12,3.18) 0.78 6.1 (6.03,7.72) 0.74 18.2 (16.38,20.13) 0.71
Sk_R_Ds2 18.8 (17.59,19.26) 0.97 28.9 (27.39,30.60) 0.96 38.7 (36.71,41.31) 0.96
Sk_LP_Ds2 10.0 (9.78,11.59) 0.93 24.2 (22.34,25.96) 0.94 35.0 (32.98,37.65) 0.97
Lo_R_Ds2 7.8 (6.51,7.93) 0.97 12.2 (10.97,12.39) 0.96 18.2 (16.77,19.68) 0.88
Lo_LP_Ds2 3.1 (3.11,3.14) 0.86 4.5 (4.45,5.83) 0.87 10.4 (8.89,12.02) 0.76
Sk_R_Ds3 17.5 (16.23,17.95) 0.93 25.0 (23.57,26.38) 0.96 32.9 (31.45,34.53) 0.96
Sk_LP_Ds3 6.9 (6.76,8.42) 0.93 19.7 (17.74,22.62) 0.92 30.4 (28.60,33.90) 0.98
Lo_R_Ds3 6.5 (6.38,7.83) 0.91 10.8 (10.61,12.23) 0.90 18.0 (16.56,19.71) 0.91
Lo_LP_Ds3 3.1 (3.08,3.13) 0.81 4.4 (4.33,4.42) 0.82 8.9 (7.32,9.33) 0.77
Sk_R_Agg 18.6 (17.56,18.83) 0.91 28.6 (27.56,29.09) 0.93 38.3 (36.86,39.63) 0.95
Sk_LP_Agg 9.1 (8.95,9.21) 0.79 24.1 (22.71,24.58) 0.80 35.7 (34.32,36.94) 0.89
Lo_R_Agg 7.9 (6.60,8.01) 0.86 12.5 (12.39,12.71) 0.89 21.0 (19.74,21.45) 0.89
Lo_LP_Agg 3.1 (3.12,3.15) 0.82 4.5 (4.47,5.92) 0.84 14.0 (12.37,14.26) 0.71

Table 1: Number of skills needed to identify a user uniquely on LinkedIn with probability 50% (𝑁50), 75% (𝑁75), and 90% (𝑁90), in
the four considered scenarios and for the three separated datasets and the aggregated: only using skills selected at random
(𝑆𝑘_𝑅_𝐷𝑠), only using skills selected by the least popular selection approach (𝑆𝑘_𝐿𝑃_𝐷𝑠), combining location and skills selected
at random (𝐿𝑜_𝑅_𝐷𝑠), and combining location and skills selected using the least popular selection approach (𝐿𝑜_𝐿𝑃_𝐷𝑠). The
table also shows the 95% Confidence Interval (CI) and the R-squared (𝑅2) associated with the fitting model used to obtain 𝑁P

a lot the number of skills required to successfully nanotarget the
user.

Second, based on the 𝐿𝑜_𝑅_𝐴𝑔𝑔 scenario results, 8, 13, and 21
random skills are enough to make a user unique on LinkedIn with
a probability of 50%, 75%, and 90%, respectively. When we focus on
the 𝐿𝑜_𝐿𝑃_𝐴𝑔𝑔, the number of rare skills that make a user unique
with those same probabilities is 3, 5, and 14 respectively.

In summary, according to the aggregated dataset, the combina-
tion of the location and 5 rare skills reported is enough to uniquely
identify 3 out of 4 LinkedIn users. Increasing the number of skills
to roughly 21 would allow uniquely identifying 9 out of 10 users.

5.2 Success probability of nanotargeting
campaigns

𝑁𝑃 is a metric that measures LinkedIn’s user uniqueness but it is
also valid to estimate the success probability of a nanotargeting
campaign. The success of a nanotargeting campaign implies be-
ing able to create an audience size equal to 1 for the targeted user
(i.e., making that user unique). Once an attacker can define such
an audience, if the platform allows configuring and running the
campaign, they may be able to deliver nanotargeted ads to the tar-
geted individual. Therefore, 𝑁𝑃 allows establishing the probability
of success of a nanotargeting campaign. Given the number of skills
𝑁𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟 known by the attacker, we just need to find the value of
𝑃 where 𝑁𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟 = 𝑁𝑃 . That 𝑃 will be the success probability
of the attack. Therefore, 𝑁𝑃 allows us to define the probability of
success of a nanotargeting ad campaign.

Figure 5 shows the expected success probability (y-axis) of a
nanotargeting campaign based on the combination of the location
and 𝑁 skills (x-axis) and the results of our model applied to the ag-
gregated dataset. The figure depicts an upper bound for the success

probability (red line) computed for the case where the least popular
skills are selected and a lower bound (blue line) that refers to the
random selection approach. The results suggest that an advertiser
would need to use (roughly) between 5-8 skills more to achieve the
same success probability when applying the random skills selection
instead of the least popular skills selection.

The success probability reported in this section is a reference
extracted from our dataset. From a practical point of view, an ad-
vertiser willing to nanotarget an individual would use all the skills
the individual reports in her profile because the cost of retrieving 1
or 40 skills is the same. If an advertiser selects all the skills for an
individual, the random and least popular skill selection becomes
the same strategy.

We want to highlight that Figure 5 can estimate the success prob-
ability of a nanotargeting campaign that uses all the skills available
in the user profile. We just need to find the success probability for
the number of skills 𝑁 used in the campaign. For this case, we
recommend using the success probability of the random approach
which is more realistic (mix of skills of different audience sizes).
Therefore, any user can estimate the risk of being successfully tar-
geted through a nanotargeting ad campaign based on the skills they
publicly report in their profile. Therefore, the success probability
of a nanotargeting campaign is bounded by the amount of skills
users report in their profiles. The more skills users report the more
vulnerable they are to nanotargeting attacks.

Finally, it is worth noting that the success of a nanotargeting
attack on a specific individual also depends on the audience size of
the location and skills reported. For instance, it would be easier to
nanotarget a user reporting as location Brussels Metropolitan Area
(audience size 1.4M) than a user reporting as location United States
(audience size 220M). Similarly, users reporting weird skills would
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Figure 5: Probability of success of a nanotargeting campaign
by combining the location and 𝑁 skills. The red line rep-
resents an upper bound linked to using the least popular
selection strategy for skills (𝐿𝑜_𝐿𝑃_𝐴𝑔𝑔). The blue line rep-
resents a lower bound linked to using the random selection
strategy for skills (𝐿𝑜_𝑅_𝐴𝑔𝑔).

be easier to nanotarget than users that only report very popular
skills. Section 3 shows that some skills are reported by less than
1k users on LinkedIn while other skills are reported by more than
100M users. The former skills make users more nanotargetable. In
summary, how easy nanotargeting a specific user on LinkedIn de-
pends on the number of skills they report, but also on how singular
they are. However, the bug fix implemented by LinkedIn eliminates
the risk of nanotargeting in their platform, so these results cur-
rently apply to assessing the uniqueness of users on LinkedIn, and
ads can still be delivered to the targeted users, but the ad may not
exclusively reach the targeted user as the targeted audience must
include other 299 users.

5.3 Estimation of the number of LinkedIn users
potentially exposed to nanotargeting ad
campaings

We complete this section by estimating the number of LinkedIn
users that may have been exposed to nanotarteting ad campaigns.
We adopt a practical approach and consider attackers would use
all available skills in the targeted user profile. We could use two
different success probabilities for the number of skills employed
according to Figure 5, the one associated with using the least popu-
lar skills (upper bound) and the one using skills at random (lower
bound). We decided to use the success probability associated with
the random procedure that is more realistic in a potential real attack
in which the attacker would very likely use all the skills (mix of
skills with low, medium, and large audience size) the targeted user
has reported in their profile.

We estimate the number of impacted users for different values of
success probability 𝑃 . For a given 𝑃 value, we first compute 𝑁𝑃 and
the portion of LinkedIn users that has reported ≤ 𝑁𝑃 skills in their

Probability Nº of skills Portion Total LinkedIn
of (N) needed to of LinkedIn number of users
user achieve that users listing users affected

uniqueness probability ≥N skills affected (M) (%)

0.7 11 0.59 400,61 41.3%

0.75 13 0.56 407,4 42.0%

0.8 14 0.54 419,04 43.2%

0.85 17 0.47 387,52 40.0%

0.9 21 0.37 323,01 33.3%

0.95 26 0.28 258,02 26.5%

Table 2: Estimations of unique users according to our analysis
results of the aggregated dataset. The first column shows the
probability of user uniqueness, the second column shows
the range of the number of skills (N) needed to be unique
with that probability (taken from the estimations of the Lo_R
scenario of the aggregated dataset), the third column shows
the portion of users in our aggregated dataset that share N
skills or more in their profiles. The estimations, in the two
last columns, are calculated by multiplying the total number
of users on LinkedIn by the probability of being unique with
N skills (taken from Figure 5) and by the proportion of users
that report N skills or more in our aggregated dataset. We
estimate that the number of users that are unique with their
location and skills on LinkedIn is between 258M and 419M,
in other words, between 26.5% and 43% of the LinkedIn users.

profile (according to the aggregated dataset). We then multiply 𝑃 by
that portion of users and by the total number of users on LinkedIn
(i.e., 970M).

Table 2 shows the estimated number of LinkedIn users suscepti-
ble to being nanotargeted for different 𝑃 values ranging between
0.7 and 0.95. From a privacy perspective, the worst case is the one
where more users are exposed to the potential nanotargeting attack.
That scenario happens for the value 𝑃 = 0.8 (14 skills required)
where the number of users that may be potentially nanotargeted
is 419M, which represents 43% of the LinkedIn user base. The best
possible scenario among the ones depicted in the table is 𝑃 = 0.95
(26 skills required). Still, in this case, the number of users at risk
was 258M, 26.5% of the LinkedIn user base.

In a nutshell, independently of which value we retrieve from
the table, our estimations reveal that, even in the most optimistic
scenario, a quarter billion users were nanotargetable on LinkedIn
with hyper-tailored ad creativities before LinkedIn fixed this issue.

6 NANOTARGETING PROOF OF CONCEPT
If our model outcome is correct, it may be possible to nanotarget
an individual on LinkedIn. By nanotargeting, we refer to showing
ads from an ad campaign exclusively to the targeted individual.
LinkedIn claimed, at the time we implemented our proof of concept
experiment, that it was not possible to launch ad campaigns for
audience sizes <300 users. If LinkedIn had effectively imposed
this policy, we would not have been able to run nanotargeting
campaigns. In a nutshell, in this section, we verify whether it was
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Figure 6: Ad creativity used in the proof of concept experi-
ment.

feasible to run nanotargeting campaigns on LinkedIn based on the
results derived from our methodology.

6.1 Description of the experiment
We aimed to nanotarget three of the authors of this paper based on
their self-reported location and skills. From now on, we will refer to
the authors as user 1 (U1), user 2 (U2), and user 3 (U3), respectively.

To configure each campaign, we used the LinkedIn Campaign
Manager and defined the targeted audience using the location and
N skills retrieved from the LinkedIn profile of the targeted user.
In addition, we set up the budget, uploaded the ad creativity, and
defined the landing page the users would visit if they clicked on
our ads.

Once a LinkedIn advertising campaign is defined, to continue
with its publication and be launched to the public, LinkedIn of-
fers the possibility to use two different buttons including the text
"Launch Campaign", one at the right side of the page, and another
at the bottom, that is only visible if the advertiser scrolls down. We
could select either of these buttons to publish the ad.

In our nanotargeting campaigns, we observed that the "Launch
Campaign" button on the right side of the Ads Manager was not
clickable, arguing that the audience was too small. However, this
measure could be bypassed using a simple JavaScript code in the
browser’s console to reactivate the button:

𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡 .𝑞𝑢𝑒𝑟𝑦𝑆𝑒𝑙𝑒𝑐𝑡𝑜𝑟 (𝑏𝑢𝑡𝑡𝑜𝑛_𝑠𝑒𝑙𝑒𝑐𝑡𝑜𝑟 ).𝑑𝑖𝑠𝑎𝑏𝑙𝑒𝑑 = 𝑓 𝑎𝑙𝑠𝑒.

At first, we thought LinkedIn was implementing its policy to
avoid ad campaigns targeting less than 300 users. However, after en-
abling the button, the campaign could be launched and the audience
size was not checked during the ad review process. In November

2023 we discovered LinkedIn had fixed this bug and was properly
enforcing its policy of not allowing campaigns with an audience
size below 300 users. This is a very positive step that is further
discussed in Section 7.6

Next, we detail each of the campaign attributes that were relevant
to our proof of concept experiment.
Skills selection: The number of skills available in the profiles of
the targeted individuals was 28, 42, and 28 for U1, U2, and U3, re-
spectively. Our model’s results enabled us to choose any of the
two potential skill selection strategies: random or least popular. We
decided to run our proof of concept experiment by selecting skills
at random. This is to emulate the simplest setting for a non-skilled
advertiser willing to implement a nanotargeting campaign. As we
explained, any user (advertiser) with a LinkedIn account can re-
trieve the skills reported by any other user. It is enough to access
the profile, retrieve the skills and the location reported by the user
being targeted, and configure an ad campaign in the dashboard
using that information. In contrast, implementing the least popular
selection implies sorting the skills by popularity, which requires
accessing the Ads Manager and obtaining the audience size associ-
ated with each skill. Although this is a very simple step for savvy
users, non-skilled users may not know how to obtain the audience
size for each skill and will be unable to implement the least-popular
skill selection in the nanotargeting campaign.
Number of skills: We configured campaigns with 7, 10, 13, 16,
and 19 randomly selected skills along with the location. We did
not run campaigns using all the skills available in the profile (as
an attacker would do) because we aim to validate if our estimated
nanotargeting success probabilities are accurate. Success in any
nanotargeting ad campaign implies that one with more skills would
have succeeded as well.
Campaign duration: All campaigns ran for 3 days (72 hours).
Each campaign started at day d noon and finished at d+3 noon. We
note that the starting day, d, was not the same for all the campaigns.
Campaign budget: Each campaign was configured with a budget
of $10. None of the 15 ad campaigns spent the budget in the 3 days
they were running.
Ad creativity:We used a neutral ad creativity advertising a website
from a research project that has nothing to do with privacy. Figure
6 shows the ad creativity employed in all our ad campaigns.
Targeted device: We configured our campaigns to deliver ads both
on mobile devices and desktops.

Overall, we were targeting 3 different users and we were run-
ning 5 campaigns for each of them (one per number of skills value).
Therefore, our proof of concept experiment included 15 nanotar-
geting campaigns in total. Table 3 shows for each value of skills
(first column) the estimated success probability according to our
model (second column) and the expected number of successfully
nanotargeted users among the 3 targeted users (third column). We
compute the latter by multiplying the success probability retrieved
from our model by the number of campaigns run per skills value,
i.e., 3. For instance, for 19 skills (89% success rate) the expected
number of successful campaigns out of three launched campaigns,
based on the results of our methodology, was 2.67. This implies that
at least 2 and likely 3 out of the three campaigns using 19 skills
should be successful in our experiment. The last column of the table
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Model Experiment
Skills Model probability nanotargeted nanotargeted

campaigns campaigns

7 0.49 1.47 1

10 0.66 1.98 2

13 0.77 2.31 3

16 0.84 2.52 3

19 0.89 2.67 3
Table 3: Expected and actual successful nanotargeting cam-
paigns in the proof of concept experiment. The first column
includes the skills used in the campaign. The second column
shows the success probability retrieved from the applied
methodology. The third column shows the expected num-
ber of successful campaigns in the experiment out of the
three targeted users per number of skills. The fourth col-
umn shows the actual number of successful campaigns in
the proof of concept experiment.

shows the actual number of successful nanotargeting campaigns in
our experiment.

6.2 Validation of nanotargeting success
To validate whether our campaigns had successfully nanotargeted
the targeted individual, we relied on both the information provided
by LinkedIn for our campaigns and the information we directly
collected.

First, we used the information provided by LinkedIn to adver-
tisers in a dashboard where they can monitor the progress of their
campaigns. It delivers information for many parameters, includ-
ing the number of impressions and the number of clicks for an
ad campaign. In some cases, it also estimates the (unique) users
reached (referred to as reach estimation) in the campaign. This last
parameter would allow us to confirm the success of the nanotar-
geting campaign when it is equal to 1 once the campaign is over.
However, this parameter presents two limitations: (𝑖) LinkedIn in-
forms that this parameter is in a beta version and it only offers an
estimation; (𝑖𝑖) we observed that the estimation is only available in
those campaigns reaching multiple users, but it is never reported
when very few users are reached. Therefore, while we report this
value (see Figure 7 in Appendix A), we could not rely on it to verify
the success of a nanotargeting campaign, but the opposite when
the campaign had reached multiple users.

Second, all the targeted authors were aware of the ad creativity
we were using in the ad campaigns, and we instructed them to (𝑖)
take a snapshot of each ad impression received from the nanotar-
geting campaign; (𝑖𝑖) click on the nanotargeted ad every time it
appeared in their LinkedIn feed.1 When clicking on the ad, the user
was forwarded to the research project website advertised that runs
on a server we manage. The server recorded the timestamp for each

1We note U3 forgot to click in one of the received ad impressions in the campaign
using 13 skills (marked with * in table 4). In that case, as we will find in our results and
the LinkedIn report, the campaign delivered 3 ad impressions and received 2 clicks.

click and the campaign from which the click was generated, which
identifies the user (U1, U2, or U3) performing the click. We note
we neither collect the IP address of the user nor any other personal
ID beyond the campaign ID to certify which user had received the
ad.

With the information obtained in the two previous steps, we
could assess whether a nanotargeting campaign was successful. We
could confidently conclude that the user was the only one who
received the ad if the number of impressions and clicks reported by
LinkedInmatched the number of impressions and clicks provided by
the targeted users and the number of clicks logged in our backend
system, where we can verify whether the clicks comes from a single
user.

6.3 Results of nanotargeting experiment
Table 4 shows the results from the 15 ad campaigns we ran in
our proof of concept experiment. For each campaign, the table
identifies: (𝑖) the user being targeted, (𝑖𝑖) the number of skills used
in the campaign, (𝑖𝑖𝑖) the number of impressions and clicks reported
by LinkedIn in the dashboard summarizing the campaign results,
(𝑖𝑣) the number of impressions reported by the user through the
snapshot they captured of the received ads, (𝑣) the number of clicks
registered in our backend server, and (𝑣𝑖) the cost of the campaign.
We highlight in bold all campaigns that successfully nanotargeted
the targeted individual. Figure 7 in Appendix A shows a snapshot of
the results of our campaigns as reported in the LinkedIn dashboard.

We note that the targeted users are not statistically easier to
nanotarget than a median user from our dataset. The audience size
associated with the (same) location of the three targeted users was
4.2M, while the median audience size for the locations in our dataset
is 1M. Similarly, the median audience size for the skills reported
by U1, U2, and U3 is 10.5M, 21M, and 11.75M, respectively. This is
10-20× higher than the median audience size for the skills in our
dataset, i.e., 1.2M.

All the campaigns using the 13, 16, and 19 skills (along with the
location) successfully nanotargeted the targeted user. Also, 2 out of
the 3 campaigns using 10 skills were successful. Finally, only one
of the campaigns using 7 skills was successful. These results match
the expectations derived from our model as reported in Table 3. Our
intuition is that our model provides a conservative result, and the
actual success probability would be slightly higher than what our
model reports. This intuition is based on the fact that using 13 skills
(77% success probability) already led to successful nanotargeting
campaigns in all the cases.

The primary outcome of this experiment is that we have demon-
strated that running nanotargeting campaigns systematically on
LinkedIn was feasible at least until July 2023. To the best of our
knowledge, this experiment is the first demonstration that the com-
bination of publicly available non-PII data can be used to individ-
ually target users. From the research point of view, the bug fix
implies that our study cannot be reproduced.

7 DISCUSSION
In this paper, we have shown that nanotargeting could be imple-
mented systematically on LinkedIn before the bug got fixed. The
only requirement was having an active LinkedIn account, learning
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UID Skills LinkedIn Report User Report Backend Cost ($)
Imps Clicks Impressions Clicks

1

7 63 4 3 4 6.57
10 55 2 2 2 4.71
13 3 3 3 3 0.20
16 3 3 3 3 0.20
19 3 3 3 3 0.10

2

7 2 2 2 2 0.11
10 1 1 1 1 0.16
13 2 2 2 2 0.15
16 3 3 3 3 0.14
19 3 3 3 3 0.65

3

7 85 2 2 2 8.35
10 3 3 3 3 0.39
13 3 2* 3 2* 0.69
16 3 3 3 3 0.52
19 3 3 3 3 0.56

Table 4: Results of the proof of concept experiment. Under
LinkedIn Report, the results reported by the LinkedIn Cam-
paign Manager; under user report, the impressions the user
notified for each campaign; and under Backend Log, the ad
clicks recorded in our backend server for each campaign. It
also includes the cost of each campaign in USD.

how to run an ad campaign on LinkedIn, and activating the disabled
button to launch the campaign. In this section, we discuss some
issues derived from our work.

7.1 Theoretical privacy limits and awareness
Our work contributes to the existing body of literature that has
demonstrated in a different context that our privacy is bounded by
a handful of non-PII attributes. In the case of LinkedIn, the location
and 5 rare skills make a user unique with a probability of 75%.
Our results reinforce the undeniable fact that our privacy is a very
vulnerable asset.

Unfortunately, our intuition is that users have an unconscious
safety feeling when they share non-PII data. Talking to some com-
puter science colleagues (not necessarily working in privacy) about
our research, most of them found added value to reporting pro-
fessional skills on their LinkedIn profile since that would allow
other colleagues to know their expertise. However, none consid-
ered sharing that information may represent a risk. They were very
surprised when we explained that they could be nanotargeted with
ads based on the professional skills they publicly report.

Although it is not a scientific experiment, we extract two impor-
tant lessons from those informal discussions with our colleagues.
First, if skilled users struggle to identify potential privacy risks
of sharing non-PII data, that means there is a lot of work ahead
for making regular Internet users aware of how vulnerable they
are, even if they are careful not to share and protect their PII data.
Second, non-PII data may expose users to a challenging dichotomy.
On the one hand, users may find value in sharing non-PII data, such
as in the case of professional skills. On the other hand, the more

non-PII data they share, the more vulnerable they become in terms
of privacy, as our results have demonstrated.

7.2 Nanotargeting on LinkedIn
First, we probed that it was straightforward to configure a nano-
targeting campaign on LinkedIn since all the required information
is available in the targeted user’s profile. In practice, an attacker
would likely use all the skills in the targeted user’s profile since
gathering one or many skills is equally simple. This means the
nanotarteging risk a user on LinkedIn was exposed to was directly
proportional to the number of professional skills they reported in
their profile.

Second, the cost of nanotargeting campaigns was very low. The
cost of the successful nanotargeting campaigns in our experiment
ranged between $0.10 and $0.69. This means that implementing a
nanotargeting campaign was roughly free.

Third, although we ran the campaigns for only three days, in all
but one campaign, we obtained at least 2 impressions. On average,
users were exposed to 2.67 ad impressions in successful nanotarget-
ing campaigns. Roughly speaking, we impacted the targeted users
once a day. More importantly, the experience of the three targeted
authors was that when the nanotargeted ad was displayed, it usually
was the first ad impression in the user’s newsfeed. Therefore, they
did not have to scroll down to visualize the nanotargeted ad im-
pression. All these elements suggest that it is feasible to frequently
expose the targeted individual to tailored content embedded in the
nanotargeted ads in case they are active on LinkedIn.

In a nutshell, our proof of concept experiment suggested that it
was feasible to continuously expose users to nanotargeted ads at
an extremely low cost on LinkedIn, including very influential users,
before LinkedIn fixed this issue.

7.3 Nanotargeting influential people
LinkedIn was especially interesting since it allows for easy access
to profiles of relevant and influential people worldwide, such as
politicians, CEOs, etc. Therefore, our research opened a question
regarding how easy it would have been to send hyper-personalized
ads to these users. We gathered the location and number of skills
from 120 LinkedIn Top Voices 2020 [41] as a sample of LinkedIn
influential users to check how many of them could be exposed to
nanotargeting according to our results. All of them report a location
except one (Richard Branson). The number of skills in their profiles
is 28 on average, and 94 of them publish 13 skills or more. Based on
our results, most of these users were susceptible to being reached
with LinkedIn nanotargeting campaigns.

7.4 Legal discussion
Modern data protection regulations such as the General Data Pro-
tection Regulation (GDPR) [13], enacted in all EU countries in May
2018, eliminate the PII concept to avoid the misconception that per-
sonal data refers only to PII items. Instead, Article 4 of the GDPR
includes the following definition: ‘personal data’ means any infor-
mation relating to an identified or identifiable natural person (‘data
subject’). Although we are not legal experts, it is clear from the
definition that the combination of skills and location on LinkedIn
falls under the definition of personal data.
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While the text of the GDPR is clear regarding what personal data
is, in practice, it is tough to validate when a specific combination
of non-PII items makes a user unique in an online application. For
instance, in most cases, there is no way an honest advertiser on
LinkedIn (or other applications) can assess whether a particular
audience created through the combination of non-PII attributes is
personal data.

In our opinion, it is urgent to concretize the concept of personal
data in the context of non-PII. To this end, the research community
should work with data protection authorities to create guidelines
informing companies when they should treat combinations of non-
PII attributes as personal data.

7.5 LinkedIn’s reaction to responsible disclosure
We considered that our research was unveiling an obvious pri-
vacy vulnerability within the LinkedIn Advertising Platform. Even
more, there were security implications as nanotargerting could
also compromise the users’ device (e.g., through malvertising at-
tacks). Furthermore, our work also proved that LinkedIn failed
to implement its policy that limited the targeted audiences of ad
campaigns to ≥300 users [30]. Therefore, we believe our research
unveiled a privacy and security vulnerability within the LinkedIn
Ads platform.

Based on the standard practice in the security community, we
followed a responsible disclosure based on the guidelines provided
by LinkedIn. We contacted LinkedIn to make them aware of the
unveiled vulnerability and give them the opportunity to fix it before
our work becomes public.

LinkedIn’s Security Page [29] refers to their bug bounty pro-
gram on HackerOne as the channel to report system vulnerabilities.
We found no other procedure to report privacy or security issues
on the LinkedIn platform. We submitted a report describing our
findings, but at the triage stage, managed by HackerOne, they con-
sidered that the issue we reported was out of the scope according
to LinkedIn’s Policy Page within the platform [19], because the bug
we reported requires social engineering to implement it. Contrarily,
we believe it was the other way around. The bug allowed attack-
ers to run social engineering attacks, for instance, to manipulate
users through hyper-personalized ads. The bug existed indepen-
dently of the potential nanotargeting attacks because running ad
campaigns to target audiences involving less than 300 users was
possible. Running such a campaign does not require any social
engineering.

The vulnerability we disclosed in this work (𝑖) implied pri-
vacy and security risks for LinkedIn users, (𝑖𝑖) it could imply that
LinkedIn was not complying with current data protection regula-
tions such as the GDPR. We are glad that finally, as explained in
subsection 7.6, LinkedIn has implemented their ad policy correctly,
despite they ignored our report in the first place.

7.6 LinkedIn’s fix of nanotargeting
vulnerability

We informed LinkedIn of the vulnerability in April 2023, and they
considered our research was not unveiling a security/privacy vul-
nerability. We tested that nanotargeting was feasible on LinkedIn at
least until July 2023 when we implemented our last nanotargeting

campaign. As part of a review process in ACM CHI 2024, in Novem-
ber 2023 we tried to run a new nanotargeting campaign. Then, we
verified LinkedIn had fixed the reported bug making it impossible
to run campaigns targeting audiences lower than 300 users. There-
fore, running nanotargeting campaigns is not possible anymore on
LinkedIn, but it does not prevent attackers from sending ads to the
targeted user. However, with the current set up you need to define
an audience including at least 300 users. That means, an attacker
may still reach the targeted user, but the ad will be delivered to
some other users as well.

As explained in Section 6, formerly, anyone could launch a cam-
paign with an audience size <300 by enabling the disabled button
and clicking it, without any server-side validation of this policy.
The newly created campaign used to go to in review status and
eventually became active. Now, if anyone follows these steps, the
newly created campaign remains in a new status audience too small,
and there is no way of activating it without modifying the audience
size.

We aimed to protect LinkedIn users’ privacy, urging LinkedIn to
address the vulnerability. Therefore, we are very happy LinkedIn
reacted to our research by fixing it. It is unfortunate LinkedIn did
not give us any credit for this, but we are equally happy because
our goal has been achieved.

7.7 Countermeasures to prevent nanotargeting
The most efficient measure to preclude advertisers from running
nanotargeting ad campaigns is implementing a policy, like the one
LinkedIn advertises [30], that establishes a minimum audience size
to allow running a campaign. Most social media platforms indicate
such a limit: Facebook 1000, TikTok 1000, LinkedIn 300, etc. There
is one previous work [18] that showed this limit was not effectively
imposed by Facebook at least until late 2020. Similarly, our research
demonstrated that LinkedIn failed to impose its policy at least until
July 2023.

More generally, an important conclusion of our research is that
advertising platforms should limit the amount of non-PII items that
can be combined to define an audience. This practice will reduce the
probability of uniquely identifying a user, reducing the feasibility
of running nanotargeting ad campaigns.

7.8 Dataset limitations
We are aware that our dataset does not represent a random sam-
ple of the whole LinkedIn network. The 3352 users in our dataset
are a small sample compared to the 970M users that are accessi-
ble through the LinkedIn advertising platform. To overcome this
limitation we used three different sampling methods to show that
the number of skills (plus location) required to uniquely identify a
user on LinkedIn is low enough in all the cases to successfully run
nanotargeting campaigns independently of the selected sampling
method. Our main goal was to demonstrate that it was feasible
to systematically nanotarget users with ads on LinkedIn using a
combination of non-PII data items.

Our dataset has been used to obtain actual combinations of pro-
fessional skills from active LinkedIn profiles. Those combinations
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have been later used in the LinkedIn Ads Platform to retrieve audi-
ence size values. Therefore, the audience size used in our method-
ology refers to the whole LinkedIn population and not only to the
3352 users in our sample. That information has been used to obtain
the 𝑁𝑃 metric, employed as a reference in our nanotargeting cam-
paigns. The outcome of our proof-of-concept experiment suggests
that the 𝑁𝑃 metric values extracted from our model are reasonable,
as shown in Table 3. The expected number of successful campaigns
based on the model results is very close to the successful campaigns
in the experiment.

In summary, while we acknowledge that using a larger and more
representative dataset had been better, the results suggest that, for
the purpose of our paper, the collected dataset is good enough.

8 RELATEDWORK
In this section, we give an overview of the relevant literature related
to this paper.We divide our literature revision intoworks addressing
users’ uniqueness and works focusing on nanotargeting.

8.1 Uniqueness
We can find previous studies that have addressed user unique-
ness in the context of social media and advertising [18] [42] [45],
recommendation systems [36], mobile networks [10], credit card
purchases [11], or even hidden services [25]. Most of the research
in this area focuses on demonstrating how users’ identities can
be deanonymized using information that, in principle, may not be
considered PII.

A seminal work in this area demonstrated that combining gender,
zip code, and birth date was enough to deanonymize the identity of
87% of the 248M citizens in the 1990 US census [46]. This research
was replicated for the 2000 US census, which included 281M cit-
izens, and using the same combination of items, the percentage
of identified users declined to 63% [17]. This means that 2 out of
3 users could be identified in a user base including 281M users
combining only three (non-PII) data points: gender, zip code, and
birth date. In this line, a recent work proposed a regenerative model
to re-identify users based on demographic attributes and estimated
that 99.98% of Americans would be correctly re-identified in any
dataset using 15 demographic attributes [40]. Aligned to the pre-
vious result, we find two works that report the location and time
associated with four mobile phone calls [10] or four credit card
purchases [11] allow identifying a user in a database including 1M
users with a probability ≥ 90%. Again the conclusion is that 4 (non-
PII) data points uniquely identify a user among 1M users. In another
well-known work [37], the authors managed to deanonymize the
identity of some users embedded in the supposedly anonymized
Netflix Prize dataset (480k users) [3] using film rating entries from
IMDB database. The authors proved that 8 movie ratings, along
with an approximate date when they were completed, lead to a user
identification probability of 99%.

We can also find a recent work that aims to identify users in
hidden services, where anonymity is quite important [25]. Authors
propose using publicly available Bitcoin payment data in those
hidden services to unveil the user identity. The authors conducted
a real experiment where they could link 125 unique users to 20
hidden services such as The Pirate Bay [48] and Silk Road [2].

Recent work also implements attribute inference attacks using
publicly available non-PII data on players of the popular game
Dota2[50]. In that setting, an attacker can unveil private informa-
tion from a user by exploiting publicly available information in the
user profile. Although this work is not intended to make a user
unique, it relates to our research since it exploits publicly available
non-PII attributes to disclose a potential privacy issue.

More related to our study, some works look into user uniqueness
in social media platforms. In [42], the authors use fan page likes of
Facebook users to deanonymize them. In [45], users’ web browsing
history is used to reveal the identity of those users on Twitter.
Finally, in [18], we demonstrate that 4 rare interests or 22 random
interests Facebook has assigned a user for advertising purposes
make a user unique with a probability of 90% among almost 3 billion
users.

This paper extends the literature by showing how a novel piece of
non-PII data, such as professional skills, can efficiently re-identify a
user. Our results demonstrate that 6 data items (location and 5 skills)
make a user unique on LinkedIn with a probability of 75% among
a user base of ∼970M users. However, there are two differential
aspects in the case of LinkedIn compared to most studies in the
literature: (i) the skills and location are information that users report
in their LinkedIn profile, and it is publicly available. Contrarily,
many of the previous works rely on information that is not easy to
obtain, such as the browsing history of the user, record of phone
calls or credit card purchases, list of ad preferences assigned by
Facebook to a user, etc. (ii) The skills and location information was
actionable to reach the users with tailored ads before LinkedIn fixed
it. All the works in the literature but one, i.e., the one using FB ad
preferences, do not address how the information used to identify a
user can be activated to reach them.

8.2 Nanotargeting
The concept of nanotargeting is not new. Most of us are susceptible
to receiving nanotargeting advertising through email, sms, or postal
mail. Performing nanotargeting campaigns based on PII information
such as email, mobile phone, or postal address is something trivial
that has been implemented for many years.

Also, some social media platforms, like Facebook, Twitter, LinkedIn,
etc., offer advertisers the possibility of creating the so-called Cus-
tom Audiences or Matched Audiences to launch ad campaigns. A
standard process to create a custom audience starts with the ad-
vertiser providing to the social media platform a file that includes
PII information, such as email addresses or phone numbers, of
the users the advertiser aims to target. The social media platform
matches the provided PII information with its internal records to
identify the user registered in the platform. The obtained list is the
custom audience. From that moment, the advertiser can use that
custom audience to deliver ads to the users included in the custom
audience.

We can find real examples that have exploited the custom audi-
ence feature to run nanotargeting campaigns. In [34], one of the
co-founders of Hawkers describes how they exploited nanotarget-
ing based on custom audiences to target celebrities. He recognizes
that they exploited Twitter’s Custom Audiences [51] to show an ad
exclusively to Cristiano Ronaldo. Even though the size of custom
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audiences needs to be at least 1000 users, they included Cristiano
Ronaldo using publicly available data in a list where he was the only
man. After that, they filtered that audience to launch the campaign
only to men in that custom audience (Twitter’s implementation
at the moment was limiting the size of the initial list, but the ac-
tual size of the targeted audience after applying additional filters
was not checked). In other words, they managed to nanotarget
Cristiano Ronaldo. Their final goal was to make him aware of the
brand and to approach him to arrange potential collaborations later,
which is a clear example of user manipulation or influence using
nanotargeting.

We can find other similar examples that have exploited custom
audiences in various manners to nanotarget individuals [14, 15,
20–22, 47, 49, 52]. However, it is worth noting that using custom
audiences to run nanotargeting campaigns fundamentally differs
from our work since custom audiences are based on PII.

We can find a few examples in the literature that use non-PII at-
tributes to implement nanotargeting campaigns. Dave Kerpen [26]
conducted an experiment launching a campaign directed explicitly
to his wife with the following parameters: 31-year-old married fe-
male, employees of Likeable Media living in New York City. The
advert’s target audience was one user among hundreds of millions
of users on Facebook at that time. The advert reached his wife, and
only her, and she conducted the same experiment, also reaching
Dave and only him with a response ad. In an academic work from
2010 [27], the authors accidentally rely on nanotargeting to infer
additional (unknown) personal data from the targeted user. This
work describes a technique based on using fine-grained narrow
audiences and campaign performance reports. The authors leave
the unknown item they want to reveal as a free parameter (e.g., age).
They later used multiple attributes retrieved from the Facebook
profile of the user and ran multiple nanotargeting campaigns, each
of them including a different value for the item they wanted to
reveal. If all the campaigns report that they have reached 0 users
but one of them indicates that it reached one user, the value of the
unknown item is the one used in that campaign.

Our work provides a muchmore comprehensive vision regarding
the nanotargeting issue than the two cited works. First, we provide
a theoretical analysis that explains the problem’s dimension and
the success probability of nanotargeting campaigns. Second, we run
a proof of concept experiment that proves that nanotargeting could
be systematically implemented within the LinkedIn advertising
platform before they fixed it.

Only one previous work in the literature approaches nanotar-
geting using non-PII information systematically [18]. In this work,
we analyzed how many ad preferences (i.e., interests FB assigns to
users based on their activity to deliver them relevant ads) make a
user unique on Facebook and whether that result can be used to
activate a nanotargeting campaign. The conclusion is that 4 rare
ad preferences or 22 random ad preferences are enough to make
a user unique on Facebook with a probability of 90%. In addition,
this work demonstrates that running nanotargeting campaigns on
Facebook is feasible based on users’ ad preferences.

The most important difference concerning this work is that ad
preferences are not public information, and getting access to them
is not trivial. We had to implement a web browser extension and
achieve thousands of installations to obtain the dataset they used

in their research. In other words, the potential nanotargeting at-
tack described in that work is limited to skilled users capable of
obtaining or inferring the ad preferences list of the individual they
are targeting. In contrast, this work aims to validate the feasibility
of running nanotargeting campaigns at scale using non-PII items
anyone can access. That is why we focused on the skills and lo-
cations within LinkedIn. Our work does not only show running
nanotargeting campaigns was feasible, but it also demonstrates
it was plausible for low-skill attackers willing to implement it on
LinkedIn before the fix.

9 ETHICS AND LEGAL CONSIDERATIONS
Our research aims to reduce the privacy risks for users due to nan-
otargeting and to create awareness about how personal data, as
defined in the General Data Protection Regulation (GDPR) [13] in
the European Union, is different from Personal Identifiable Infor-
mation (PII).

We believe this work is a relevant contribution in the context of
the GDPR (and other advanced data protection regulations) as it
provides a concrete example extending the vision of what should
be considered personal data.

We expected that the combination of location and some pro-
fessional skills would lead to a high uniqueness probability on
LinkedIn. Hence, we took a conservative approach and considered
we were managing personal data in our study, and thus, it was
subject to the GDPR. We consulted with our institution’s Data Pro-
tection Officer (DPO), based in the EU, to ensure compliance with
the GDPR. The DPO confirmed that our research has a clear pub-
lic interest as it aims to improve user privacy and helps to clarify
whether the GDPR applies to specific combinations of data items.
Therefore, the DPO confirmed that the legal basis supporting our
research is the public interest, one of the legal bases exposed in the
GDPR to allow personal data processing.

The only potential unique identifier we could have stored in our
dataset was the URL used to access the LinkedIn profile. To protect
user privacy, we replaced each profile’s unique identifying URLwith
a random identifier to prevent anyone from potentially identifying
individual users based on the information stored in our dataset.
Following the instructions of our DPO, we implemented several
security measures to minimize unauthorized access to our dataset.
We kept the dataset in a server behind our institution’s firewall
and a second self-configured firewall. The server is only accessible
from a device connected to our institution’s physical network or
VPN. Server access requires having an account and password on
the server. Finally, the dataset was encrypted, and only the paper’s
authors had the credentials to access the information. We adopted
these security measures to safeguard the data from unauthorized
access and comply with the requirements of the GDPR.

In summary, this research is closely linked to ethical principles
and aims to reduce the privacy risks of users on LinkedIn and en-
hance the application of the GDPR. Furthermore, we have ensured
compliance with the GDPR by following the instructions of our
institution’s DPO, who reviewed and approved this research work.
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10 CONCLUSIONS
This work contributes to the body of literature demonstrating that
a few non-PII data items are enough to uniquely identify a user
among a user base of tens or hundreds of millions of users. Our
work shows that online privacy is very vulnerable, and anonymizing
unique identifiers is not enough to hide users’ identities and protect
them from being targeted.

The main contribution of our work is that we have shown for
the first time that publicly available data could be exploited by
third parties to potentially target hundreds of millions of users
with hyper-personalized ads individually. The literature refers to
this practice as nanotargeting. Nanotargeting may expose users to
privacy risks derived from malicious activities such as malvertis-
ing, manipulation, or blackmail. In our opinion, our work unveiled
a huge privacy gap that had to be urgently covered. Fortunately,
despite LinkedIn ignoring our communication regarding the vul-
nerability we found to nanotarget users through their advertising
platform, LinkedIn has fixed it and as of November 2023, we were
unable to implement nanotargeting campaigns in LinkedIn. This
measure eliminates the risk of nanotargeting on this platform. Now,
ads can still be delivered to the targeted user, but you need to de-
fine an audience including at least 299 other users. Therefore, the
ad may not exclusively reach the targeted user. We note this still
represents a risk for the targeted user

We are extremely happy that our research may have been useful
in improving the security and privacy of hundreds of millions of
users since our lower bound estimations revealed that at least a
quarter billion users on LinkedIn were exposed to nanotargeting
ad campaigns with a high probability of success. It is important
to show success stories around academic privacy research that
encourage the community to unveil privacy vulnerabilities knowing
that they may have a real impact through their remediation. From
the research point of view, the bug fix implies that our study cannot
be reproduced.

Despite LinkedIn fixing the discovered vulnerabilities there may
be other advertising platforms on the Internet that may still be
exploited to run nanotargeting campaigns based on publicly avail-
able non-PII. We propose two immediate actions to mitigate the
undesirable effects unveiled by our research.

First, any advertising platform should impose effective counter-
measures that preclude advertisers from running nanotargeting
campaigns based on combinations of non-PII attributes. The solu-
tion is extremely simple. As LinkedIn is finally doing, advertising
platforms have to effectively impose policies that impede adver-
tisers running campaigns targeting less than a few hundred or a
few thousand users. The higher the threshold the better in terms of
users’ privacy.

Second, our work discusses the practical limitations of the cur-
rent definition of personal data in the GDPR to assess whether a
combination of non-PII elements should be considered personal
data. This generates uncertainties in the application of the GDPR
since demonstrating whether a combination of certain non-PII
items allows uniquely identifying a user is a complex task, even for
companies and regulators. Data protection authorities should work
with the research community to elaborate a guide of good practices
in managing non-PII data. This guide should define a clear ground

for companies regarding when they should consider combinations
of non-PII as personal data. At the same time, that guide may also
help citizens to better identify potentially risky situations for their
privacy.
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APPENDIX
A LINKEDIN DASHBOARD REPORT FOR THE

PROOF OF CONCEPT EXPERIMENT AD
CAMPAIGNS

Some of the results reported in Table 4 were extracted from the
LinkedIn Campaign Manager report for the different advertising
campaigns delivered. Figure 7 shows a snapshot of the information
reported by LinkedIn for the 15 ad campaigns executed in our
proof of concept experiment. It shows the ID of the campaign,
the budget spent, the number of delivered ad impressions, and
the number of clicks received. While we acknowledge that the
report may not be 100% accurate, the fact that impressions counted
by the targeted individuals in our experiment always match the
number of impressions reported by LinkedIn leads us to think that
not only that the targeted users the only ones have received their
corresponding ad, but also that the LinkedIn count is accurate, at
least for audiences close to 1 user.
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Figure 7: Screenshot of the LinkedIn Campaign Manager dashboard, including the results of the 15 ad campaigns executed in
our proof of concept experiment.

B COUNTRY DISTRIBUTION OF USERS IN
OUR DATA SAMPLE

Our dataset contains samples from 107 different countries. Table
5 shows the breakdown of the number of users per country and
dataset. About 49% of the users in our dataset are from the United
States. We acknowledge the fact that this circumstance in our data
may lead to some biases in the results of our model and, therefore,

to the estimation of 𝑁 . However, the fact that the proof of concept
experiment was targeting users in a different country than the US
and the obtained results are aligned with the model outcome makes
us confident that the potential bias (if any) may not be very relevant.
Also, Ds2 is not biased toward the United States, and the separate
analysis of this dataset leads to similar results.
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C MODEL FITTING IN THE OTHER
CONSIDERED SCENARIOS AND DATASETS

We apply our methodology to four different scenarios summarized
in section 4.3 and to each of the three datasets and the aggregation
of them.

This appendix shows the model fitting for the other three sce-
narios and datasets not shown in the paper body referred to as (𝑖𝑖)

𝑆𝑘_𝐿𝑃_𝐴𝑔𝑔 (Figure 8), we only use the least popular professional
skills; (𝑖𝑖𝑖) 𝐿𝑜_𝑅_𝐴𝑔𝑔 (Figure 9), we use the location and profes-
sional skills selected at random; (𝑖𝑣) 𝐿𝑜_𝐿𝑃_𝐴𝑔𝑔 (Figure 10), we
use the location and the least popular skills. The other figures show
the same scenarios but applied to each dataset separately. Table 1
shows the 𝑅2 values for all the line fittings.
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Country Ds1 Ds2 Ds3 DsAgg Country Ds1 Ds2 Ds3 DsAgg

United States 1282 29 334 1645 Norway 0 9 0 9
Canada 92 17 33 142 Uruguay 1 8 0 9
United Kingdom 60 21 39 120 Ireland 3 3 2 8
India 24 32 40 96 New Zeland 0 8 0 8
Spain 40 22 33 95 Costa Rica 0 8 0 8
Australia 10 40 17 67 Croatia 0 5 3 8
Italy 19 20 10 49 Malaysia 2 5 1 8
United Arab Emirates 9 21 12 42 Hungary 1 6 1 8
Germany 7 21 5 33 Kazakhstan 0 8 1 8
Brazil 1 31 0 32 Guatemala 0 7 0 7
Netherlands 6 22 2 30 Taiwan 2 5 0 7
Indonesia 3 24 3 30 Thailand 1 6 0 7
Portugal 2 27 1 30 Ghana 1 6 0 7
Belgium 9 14 4 27 Tunisa 0 7 0 7
France 7 17 3 27 Ethiopia 5 1 0 6
Pakistan 2 17 8 27 Sri Lanka 0 6 0 6
Turkey 5 18 3 26 Honduras 0 6 0 6
Israel 13 9 3 25 Serbia 0 6 0 6
Greece 11 13 0 24 Lebanon 0 5 1 6
Bulgaria 0 22 2 24 Slovakia 0 6 0 6
Mexico 5 12 5 22 Angola 0 6 0 6
Panama 5 17 0 22 Uganda 4 1 0 5
Switzerland 2 18 2 22 Puerto Rico 0 4 1 5
South Africa 1 8 12 21 Kuwait 2 2 1 5
Chile 8 12 0 20 Zimbabwe 0 3 2 5
Saudi Arabia 0 15 5 20 El Salvador 0 4 0 4
Venezuela 4 15 0 19 Trinidad and Tobago 1 2 1 4
Peru 0 16 2 18 Bolivia 1 3 0 4
Denmark 1 14 2 17 South Korea 0 4 0 4
Sweden 0 12 4 16 Vietnam 0 3 1 4
Poland 1 15 0 16 Slovenia 3 0 0 3
Colombia 2 13 0 15 Nicaragua 0 3 0 3
Jordan 0 15 0 15 Tanzania 0 3 0 3
Finland 1 9 5 15 Nepal 0 3 0 3
Philippines 5 6 3 14 Senegal 0 2 1 3
Romania 4 5 5 14 Paraguay 0 3 0 3
Singapore 0 14 0 14 Cameroon 0 2 1 3
Bangladesh 0 12 2 14 Palestinian Authority 0 0 2 2
Japan 3 10 0 13 Cyprus 2 0 0 2
Qatar 0 13 0 13 Bosnia and Herzegovina 1 0 1 2
Argentina 3 8 1 12 Russia 2 0 0 2
Kenya 1 10 1 12 Afghanistan 0 1 1 2
Ecuador 0 11 0 11 Oman 0 2 0 2
Czechia 0 9 2 11 Monaco 0 0 2 2
China 1 8 2 11 Cambodia 0 1 0 1
Dominican Republic 0 11 0 11 Zambia 0 1 0 1
Algeria 1 10 0 11 Mauritius 0 0 1 1
Egypt 0 7 4 11 Jamaica 0 0 1 1
Nigeria 1 8 2 11 Malta 1 0 0 1
Iraq 0 10 0 10 Bhutan 0 0 1 1
Austria 1 9 0 10 Luxembourg 1 0 0 1
Ukraine 1 8 1 10 Belarus 0 1 0 1
Morocco 0 9 1 10 Georgia 0 1 0 1
Lithuania 3 2 4 9 Not labeled 9 18 8 35

Total 1699 1002 651 3352

Table 5: Distribution of users in our datasets per country.
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Figure 8: Application of the methodol-
ogy to the 𝑆𝑘_𝐿𝑃_𝐴𝑔𝑔 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 9: Application of themethodology
to the 𝐿𝑜_𝑅_𝐴𝑔𝑔 scenario for𝑉AS (𝑄) with
𝑄 = 50, 75 and 90.
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Figure 10: Application of the methodol-
ogy to the 𝐿𝑜_𝐿𝑃_𝐴𝑔𝑔 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 11: Application of the methodol-
ogy to the 𝑆𝑘_𝑅_𝐷𝑠1 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 12: Application of the methodol-
ogy to the 𝑆𝑘_𝐿𝑃_𝐷𝑠1 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 13: Application of the methodol-
ogy to the 𝐿𝑜_𝑅_𝐷𝑠1 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 14: Application of the methodol-
ogy to the 𝐿𝑜_𝐿𝑃_𝐷𝑠1 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 15: Application of the methodol-
ogy to the 𝑆𝑘_𝑅_𝐷𝑠2 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 16: Application of the methodol-
ogy to the 𝑆𝑘_𝐿𝑃_𝐷𝑠2 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 17: Application of the methodol-
ogy to the 𝐿𝑜_𝑅_𝐷𝑠2 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 18: Application of the methodol-
ogy to the 𝐿𝑜_𝐿𝑃_𝐷𝑠2 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 19: Application of the methodol-
ogy to the 𝑆𝑘_𝑅_𝐷𝑠3 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 20: Application of the methodol-
ogy to the 𝑆𝑘_𝐿𝑃_𝐷𝑠3 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 21: Application of the methodol-
ogy to the 𝐿𝑜_𝑅_𝐷𝑠3 scenario for 𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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Figure 22: Application of the methodol-
ogy to the 𝐿𝑜_𝐿𝑃_𝐷𝑠3 scenario for𝑉AS (𝑄)
with 𝑄 = 50, 75 and 90.
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