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Abstract

For explainable fault detection and classification (FDC), this paper proposes a unified framework, ABIGX (Adversarial fault
reconstruction-Based Integrated Gradient eXplanation). ABIGX is derived from the essentials of previous successful fault di-
agnosis methods, contribution plots (CP) and reconstruction-based contribution (RBC). It is the first explanation framework that
provides variable contributions for the general FDC models. The core part of ABIGX is the adversarial fault reconstruction (AFR)
method, which rethinks the FR from the perspective of adversarial attack and generalizes to fault classification models with a new
fault index. For fault classification, we put forward a new problem of fault class smearing, which intrinsically hinders the correct
explanation. We prove that ABIGX effectively mitigates this problem and outperforms the existing gradient-based explanation

methods. For fault detection, we theoretically bridge ABIGX with conventional fault diagnosis methods by proving that CP and

RBC are the linear specifications of ABIGX. The experiments evaluate the explanations of FDC by quantitative metrics and intuitive

illustrations, the results of which show the general superiority of ABIGX to other advanced explanation methods.
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1. Introduction FR: Fault Reconstruction ~FD: Fault Detection ~ FC: Fault Classification

s N

Data-driven fault detection and classification (FDC) is an im-

portant technique for recognizing patterns of faults in indus- PCA FD FC

trial processes. Fault detection [1]] decides whether a fault has L A

occurred, which is realized by measuring the residual projec- AN g

tion of unsupervised models like Principal Component Analy- - g% N

sis (PCA) [2]] and AutoEncoder (AE) [3]. Fault classification

is to determine the types of faults, where the artificial neural CP& AFR

networks (NN) [4] have achieved great success recently. RBC 4 “Adversarial Attack
Nevertheless, these complex models become increasingly *New SPE for FC

opaque, tending to be black boxes for the users. This opaque

leads to the lack of trust in the model output (prediction), which L ABIGX (AFR+1G) )

is vital for practical applications in critical fields (e.g., industrial
processes, autonomous systems and healthcare). The eXplain-
able AI (XA [5] is to increase the transparency and trust of
Al models, by seeking explanations for how predictions come
about.

As a subfield of XAlI, the eXplainable FDC (XFDC) targets
to help people understand the data-driven FDC models and keep
the human in loops of industrial processes. Given a fault sam-

Figure 1: The illustration of ABIGX and conventional fault diagnosis methods
(RBC, CP, and FR). AFR generalizes the FR with adversarial attacks and a new
SPE index for FC; ABIGX reframes linear RBC and CP to a unified framework
combining AFR with Integrated Gradients (IG); ABIGX is applicable for the
explanations of general FDC models.

ple, XFDC indicates how much each variable contributes to
the monitoring results (detection score or classification confi-
dence). The variables with high contributions are considered as
the root cause of the anomaly (e.g., faulty sensors). The vari-
able contributions by XFDC can support users in explaining
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the faults predicted by models and proactively repairing corre-
sponding defective components.

Most previous works only focus on explaining fault detection
models, known as the task of fault diagnosis. There are two
most canonical fault diagnosis algorithms, contribution plots
(CP) 6] and reconstruction-based contribution (RBC) [7] based
on fault reconstruction (FR) [8], aiming at the linear PCA-based
detectors. Recently, many variants [9} [10} |11} 12, [13]] extended
them to nonlinear detection models (e.g., AE) with novel fault
indices.
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Distinctively, we first rethink FR from the adversarial attack
perspective [14] and prove FR shares the same optimization
problem with the adversarial attack. We propose AFR, utilizing
adversarial attacks to reconstruct faults in general FDC mod-
elsﬂ Besides, we propose SPE fault index of the classification
version, which enables AFR to achieve better fault reconstruc-
tion than vanilla attack algorithms.

ABIGX is based on AFR, which calculates the variable con-
tributions by integrating gradients along the path from the ex-
plained samples to AFR-reconstructed samples. For explain-
able fault classification, we raise the fault class smearing prob-
lem, which is the intrinsic effect causing the incorrect variable
contributions. Then we analyze the fault class smearing in the
explainers of saliency map [15], Integrated Gradient (IG) [[16]]
and ABIGX, among which we prove that ABIGX performs
best in mitigating this effect. For explainable fault detection,
we bridge ABIGX with the canonical fault diagnosis methods
by proving that CP and RBC are the linear specifications of
ABIGX.

Fig[I]illustrates the relationships between the major methods
involved in the paper. In summary, the contributions of this
work are four-fold:

e We rethink the fault reconstruction from the adversarial
attack perspective and propose AFR for the general FDC
models. The new SPE index enables AFR to achieve reli-
able fault reconstruction for classification, which was less
considered before. (Section 3]

e We propose a unified framework, ABIGX, for effectively
explaining general FDC models. We demonstrate that
ABIGX includes the conventional fault diagnosis methods
in a bigger framework, by proving CP and RBC are the
linear specifications of ABIGX. (Section[4)

e We put forward a new problem in explainable fault classi-
fication, fault class smearing, which intrinsically causes
inaccurate variable contributions. We analyze the per-
formances of ABIGX, saliency map and IG under the
fault class smearing and prove that our proposal achieves
the best variable contributions that mitigate the smearing
problem. (Section [3))

o We perform experiments on both sensor (Tennessee East-
man Process) and image (wafer map fault) datasets with
quantitative metrics for evaluating the XFDC. The results
with deep insight show that ABIGX generally outperforms
previous XAI methods. (Section|[6)

The remainder of the paper is organized as: Section [2] intro-
duces the preliminaries and related works in the fields of FDC,
fault diagnosis, adversarial attack, and XAl; Section |3|proposes
AFR by rethinking fault reconstruction from adversarial attack;
Section E] presents the unified framework, ABIGX, and proves

'We refer to general FDC models as fault detection and classification with
various model modalities, including but not limited to PCA, AE, Multilayer
Perceptron (MLP), and Convolutional Neural Network (CNN).

its explainability by analyzing the fault class smearing prob-
lem; Section [5]theoretically bridges the canonical fault diagno-
sis methods with ABIGX; Section[6]reports the experiments for
evaluating our proposal; Section [7]concludes the paper.

2. Preliminaries and Related Works

2.1. FDC

Fault detection is to model the normal (working condition)
data by statistical models. The models divide samples into a
principal component subspace and a residual subspace, respec-
tively containing normal signals and noise. Then, the control
limit is defined by the statistical indices in these two subspaces.
Given an observed sample, the fault is detected if its index goes
beyond the control limit. Early fault detection models are based
on PCA [17, 18l [19], and recent deep learning methods mainly
use the AE as the basic model [20, 21}, 22]].

Given a dataset X = {X{,X;, " ,X,;,} € R™", in which the
sample of n variables, x € R”", is free from faults. The fault
detection models are trained on X to minimize the residual er-
ror. We define them as frp(x) = X with the output of principal
component sampleﬂf& e R™",

PCA model is defined as:

FPCA(x) = PP x (D

where P € R™ is the principal loading for the projection to
principal component subspace X = PP”x and [ is the number of
principal components. The loading matrix can be computed via
eigendecomposition for the covariance matrix of X.

AE consists of two neural networks, an encoder and a de-
coder:

FEX) = faee fone(X)) 2)

where the parameters of two networks are jointly trained by the
back-propagation algorithms.

SPE index for fault detection in this work is based on squared
prediction error (SPE), which is the £, norm measurement of
residual error:

SPEX) = |Ix - froX)Il3 3)

The control limit 6% is derived by the confidence limits of
SPE values over normal data distribution. The sample is pre-
dicted as normal when its SPE is lower than the control limit.
The fault detection models for binary label prediction frp :
R" — {0, 1} is defined as:

. 0, SPE(x) < &°
Fro(x.6?) = { 00 < @)

1, otherwise

2The output of AE model is commonly named as reconstructed samples
or reconstruction. To avoid confusion with the fault reconstruction, this paper
refers to the output sample of both PCA and AE as principal component sample
(i.e., the projection in principal component subspace).



Fault classification is to recognize the different patterns in
the fault samples. Unlike fault diagnosis, classification is a su-
pervised task with labeled training datasets. This work focuses
on the most popular classification model: neural networks.

Given a dataset X = {X|,X}, - ,X,;} € R™" and label Y €
{0,1,--- ,k} with k being the number of fault types. The fault
classifier fpc : R" — {0, 1,--- , k} is trained by:

frc = arg mfin Exex, yer J (v, f(X)) (5)
where J is the cross-entropy loss function for NN.

2.2. Fault Diagnosis

The explanations of fault detection models have been care-
fully studied before, which is referred to as fault diagnosis in
the previous works [7} |6} [10, 23]]. After a fault has been de-
tected, the fault diagnosis methods are to diagnose the root
cause of a fault by determining the contribution of each vari-
able to the fault detection indices (e.g., SPE). We briefly dis-
cuss three canonical fault diagnosis methods that explain PCA
models.

Fault reconstruction [8] is to determine the necessary ad-
justment to bring the fault indices (e.g., SPE) back to normality.
This necessary adjustment involves two parameters: direction &;
and magnitude f;, where f; is a scalar and &; is the i-th column
of identity matrix indicating the i-th variable. For the sample
containing five sensor variables, the direction &; of 1-st variable
is:

g=(10000) 6)

Most previous fault reconstruction methods predefine the re-
construction variable &; in turn and solve the magnitude f;.
Given &, the fault reconstruction is to find f;:

fi = argmin S PE(X — f;&) 7)

where x is the fault sample and x — f;£; is the reconstructed
sample brought back to the normality.

The fault direction can be determined by the direction &; such
that the SPE of the reconstructed sample is minimized. How-
ever, fault reconstruction cannot provide accurate contributions
for each variable, which is solved by RBC.

RBC [7] is to calculate the fault index of the reconstruction
vector f;&;, which is expressed as:

RBC; = S PE(fi&) = |Ifi&; - PP' fiéilly
= (fié)" A - PPT) fig;
= (fié) Cfié& ®)
where C = I-PP7 is the projection matrix to residual subspace.
CP [6] is directly constructed by determining the contribu-

tion of each variable to the detection index. Firstly, SPE defined
can be expanded:

SPE(X) = 2, (x; — frp(X);)* ©)

where X; and frp(Xx); are the i-th variable of detected sample
and principal component sample. The SPE contribution C; can
be simply calculated by the squared value difference between
the i-th variable of the input and output sample:

Ci = (x; — frp(x);)?
= (¢TCx)*>  for PCA (10)

Our Distinctions: Recently, fault diagnosis is dedicated to
adapting RBC [10} [12} 24] and CP [9}[11] to nonlinear models.
However, most of them are built on the conventional framework
of fault reconstruction, which considered the variable contribu-
tion independently, while the interconnection between variables
is less considered, which could be a significant problem for the
nonlinear models. The distinctions of our proposal are mainly
two-fold: 1) We consider fault reconstruction from the adver-
sarial attack perspective, the AFR of which could automatically
solve the variable combinations that contribute most to the fault
index. 2) For the first time, we unify CP and RBC into a new
framework, ABIGX.

2.3. Gradient-based XAI methods

Gradient-based XAI method can directly attribute the input
feature through backward propagation, which are computation-
ally efficient and applicable for multiple model modalities. Re-
cently, Integrated Gradient (IG) [[16]] is a popular gradient-based
method and shares some identical intrinsic properties with fault
diagnosis methods. Hence, this paper mainly focuses on IG and
another canonical method: saliency map (vanilla gradient) [[15].

Saliency map directly provides the explanation by comput-
ing the gradient of output prediction w.r.t. the input variables,
which is a natural analogue of model behavior:

If (x)
ox, i

where the f is the SPE index for fault detection and logit value
of the ground-truth class for fault classification.

IG is a popular XAl algorithm. Instead of simply computing
the gradient, IG accumulates the gradients along a path y(«a)
(a € [0,1]) from the explained sample x to a counterfactual
baseline x| The IG contribution of i-th variable is defined as:

(" af(y(@) dyi(a)
IG[—LZO —6%(0) —601 da (12)

where y(0) = X’ is the baseline, y(1) = x is the explained fault
sample, and the f is the same FDC output function as defined
in the vanilla gradient.

Our distinctions: From the perspective of IG methods,
ABIGX essentially proposes a novel baseline that is the re-
constructed fault by AFR. Unlike previous IG-based methods
that arbitrarily choose the baselines [25], our AFR is exclu-
sively designed for contrasting the fault sample and normality.
AFR highlights the significant variables such that the fault sam-
ples are recognized by FDC models. The comparison between
ABIGX and IG methods is also discussed in the following.

Grad; = (11

3The counterfactual samples contrastively explain the FDC models by an-
swering:“Which features cause the model to predict fault rather than normal?”
The normal sample is counterfactual to the explained anomaly sample.



2.4. Adversarial attack

Adversarial attack is a critical security issue of ML models,
adversarial robustness of FDC models has been studied in the
work [26]. Concerning the attacks on fault samples, the adver-
sarial examples x’ is solved by:

x' = arg min f(x)
s.t. D(x,x") < n,
f&x)<y (13)

where f is the same as defined in Eq. [I1] D is the distance
measurement, 77 is a predefined distance constraint, and y is the
fault label (the second constraint is not strictly necessary).

The adversarial attack and model explanation (especially the
counterfactual explanation) are two closely-related fields. The
counterfactual examples can be regareded as the generalization
of adversarial examples. This (dis)similarities have been the-
oretically and empirically studied in many works [27, 28]]. As
for fault diagnosis, the target of fault reconstruction can be re-
garded as searching the counterfactual examples, which derives
our adversarial fault reconstruction (AFR) algorithm.

3. Fault Reconstruction: Adversarial Perspective

First of all, we study the fault reconstruction from the adver-
sarial attack perspective and state that the existing fault recon-
struction solves the same optimization problem with the sparse
adversarial attack.

Theorem 1. For fault detection, the existing fault reconstruc-
tion shares the same optimization objective with the sparse ad-
versarial attack on fault samples.

Proof. According to Eq. [I3] the sparse adversarial attack on
fault detection can be defined with the £, norm constrain (not
strictly require the attack success):

x' =argmin S PE(X")
s.t. X', xllo <77 (14)

where ||-||o measures the non-zero element number of the vector
and 1 € N* controls the variable number to be attacked.

If n = 1 for attacking only one variable and the attacked vari-
able direction &; are given, the attack objective becomes com-
puting the magnitude f; on this direction with X’ = x + f;&;:

fi = argmin S PE(x — fi£)), where ||€illo = 1 (15)
which is the same as fault reconstruction defined in Eq. O

3.1. Adversarial Fault Reconstruction

Theorem|[T]inspires us to use the adversarial attack algorithms
for more generalized fault reconstruction, where the one-by-
one predefining reconstruction direction is unnecessary. Iter-
atively predefining direction and solving magnitude could be
time-consuming and ignore the interaction between variables.

Hence, we propose Adversarial Fault Reconstruction (AFR)
for FDC models. Instead of searching the optimal fault direc-
tions one-by-one with brute force, AFR can automatically solve
the (combination of) variables minimizing the SPE indices by
applying the magnitude constraint on the distance between ex-
plained samples x and reconstructed samples X/, .p.

Definition 1. (AFR for FDC) AFR reconstructs the fault in
FDC models with the following optimization problem:

’ _ . ’
Xy pp = arg E(I}IHSPE(XAFR)
‘AFR

st X =X, prlly <7 (16)

n is to constrain the distance between reconstructed and orig-
inal fault samples, the measurement of which is £, norm (p =
0,1,2).

Both constrained ¢; and ¢, norm magnitude could enable the
attack algorithm automatically to focus on the variables that
contribute most to the SPE index. AFR is more general since
the variable interaction is more complex in the nonlinear mod-
els, and one-by-one variable search is more computationally ex-
pensive in the high-dimensional samples like images.

Notably, we declare that the conventional one-by-one vari-
able fault reconstruction can be regarded as a specification of
AFR, which is named as AFR-OneVar:

Definition 2. (AFR-OneVar) AFR-OneVar computes a set of re-

1 2 ;
constructed samples {X:;F)RUV’X::F)ROV’ R ’X::;)ROV} respectively

for n variables, where n optimization problems are involved.
Given i-th variable direction &;, the x'@ rov can be defined as

AF
Eq.[I5}
x® . =argminS PE(X'?)

AFROV
SLXD oy =X = fii a7

wherei € {0,1,--- ,n}.

This is similar to some previous fault diagnosis methods [24]]
that extend RBC to nonlinear AE models. Fig [3]intuitively il-
lustrates the comparison of AFR and AFR-OneVar with a 2-D
PCA detection model.

Previously, the SPE in Eq. [16]is only defined for fault detec-
tion. To make AFR also applicable for fault classification, we
introduce a novel SPE index for the classification version.

3.2. SPE for Fault Classification

The SPE for fault classification is derived from fault detec-
tion (defined in Eq. [3). Whereas the detection models are
trained to minimize the residual projection of normal samples,
we argue that the barycenter of normality samples’ residual pro-
jection is on the zero point of residual subspace. Hence, the de-
tection SPE for fault samples can be regarded as computing the
Euclidean distance in residual subspace between fault samples’
projection and barycenter of normality samples’ projection (i.e.,
zero point).
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Figure 2: SPE for fault classification (right), compared with the fault detection
SPE (left).

Thus, SPE of fault classification can be defined similarly. We
compute the Euclidean distance in the representation spaceﬂ
The barycenter of normality samples’ representation is the
“zero point” and the SPE is defined as the Euclidean distance
between the normality barycenter and fault representation.

Fig. P)illustrates the comparison with detection SPE and clas-
sification SPE. The definition of classification SPE is:

Definition 3. (SPE for fault classification) Given the represen-
tation layer of classification network h, the set of normality
samples X, the classification SPE of fault sample X is:

S PEpc(%) = [1h(x) = Ex,-x, [A(x)1I3 (18)

where the term By, x,[h(X,)] is the barycenter of normality rep-
resentations.

With defined SPE indices, AFR for FDC in Eq. can be
solved with adversarial attack algorithms, which are briefly dis-
cussed in the following section.

3.3. AFR Algorithms

For different FDC models, the objective of AFR (Eq.
can be solved by different optimization algorithms. We mainly
consider two specific algorithms: the mathematical program-
ming that can guarantee the optimal solution and the gradient
descent that is more general for multiple models.

3.3.1. AFR via Mathematical Programming

For the linear models, we can convert AFR into a convex
mixed-integer linear programming (MILP), where the global
minima can be solved. Here we specify the problem of £, norm
constraint, which is appealing since it can directly diagnose the
most 7 significant variables in the FDC models.

Firstly, a set of auxiliary binary variables p is introduced to
formulate the £y norm constraint into the mixed-integer linear

4Commonly, the penultimate layer’s output of classification neural network
is chosen as the representation.

form:

Ifello <1 =|(Y o < A <%+ s O
J

(X >x;—pj-€) Ap; €{0,1}) (19)

where conjunction symbol A denotes logical AND, x’; denotes
the j-th variable of the reconstructed sample, and € 1s a large
predefined bound for all variables.

Next, the objective S PE(x’) of linear models is formulated
by:

xTCx' (20)

where C is the residual projection matrix.

This idea to solve AFR by MILP is similar to adversarial ver-
ification works [29} 30} 31]], which can be extended to ReLLU-
based NN. However, without loss of generality, this work ap-
plies the gradient-based attack algorithms for solving AFR,
which is discussed in the following.

3.3.2. AFR via Adversarial Attack

For more general FDC models, we can realize AFR by uti-
lizing the existing attack algorithms. In particular, we ap-
ply a multi-step gradient attack, Projected Gradient Descent
(PGD) [32], which is applicable for both ¢y, £; and ¢, norm:

VxS PE(x
X =X - — ) @
where x; is the adversarial sample at ¢-th iteration and L is to

normalize the perturbation under certain normE]

4. ABIGX: A Unified Framework

Aided by adversarial attack algorithms and the new classi-
fication SPE, AFR generalizes the fault reconstruction to gen-
eral FDC models. Based on the counterfactual samples recon-
structed by AFR, we are dedicated to computing the variables’
contributions to the model prediction.

Recalling the idea of RBC, RBC is to calculate the amount
of model output (fault index) along the reconstruction vector
fi&;. This implies the same motivation as the IG [33]] methods,
which also computes the contribution amount to the model out-
put along a path. The concrete relationship between RBC and
IG will be rigorously proved in Section 3]

Beyond the linear RBC and FR, IG and AFR correspond-
ingly extend the variable contribution and fault reconstruction
to general model modalities for both fault detection and classi-
fication tasks. Hence, by introducing the IG method into AFR,
we propose ABIGX, which is a unified framework for explain-
ing general FDC models.

STf not specified, AFR and ABIGX use the ¢, norm as the default distance
constraint.



4.1. Definition

In general, ABIGX integrates gradients of model out-
put along the path from the explained sample to the AFR-
reconstructed sample.

Definition 4. (ABIGX) ABIGX explains FDC models by at-
tributing the variables: Given the explained sample x and re-
constructed sample X, ., by AFR, the ABIGX contribution of
i-th variable is defined as:

ABIGX; =(X; — X, o)X

fl Af Xy g + (X — X, 1)) "
=0 0x;

(22)

Eq. 22]is a Riemann sum of Eq. [I2] where the gradient is
integrated along the straight-line path from X/, .. to x. If the
reconstructed samples are solved in the one-by-one direction,
the contribution can also be calculated along the direction one-
by-one, which is named as ABIGX-OneVar:

Definition 5. (ABIGX-OneVar) ABIGX-OneVar contribution of
i-th variable is to integrate gradients along the path from X to

the AFR-reconstructed sample X;;Z gov On variable direction &;:

ABIGX?Y =(x; - X', )x

AFROV
fl 6f(xj4(2Rav + a(x - X;(ll.zRov)) da
a=0 aX[
] [— e
=fi& x f o +(al DED 40 (23)
a=0 Xi

ABIGX-OneVar omits the variables’ interaction and can be
regarded as the extension of RBC for general FDC models.
Since both AFR and IG only require the gradient information of
the model, ABIGX is a general explanation technique for FDC
models.

4.2. Fault class smearing and explainability analysis

The saliency map and IG have been widely applied for the
classifiers, but there is no theoretical analysis for the correct-
ness of variable contributions for the fault classification. We
put forward the fault class smearing problem, which is derived
from the recognition between different fault classes. We show
that the saliency map directly suffers from fault class smearing
and IG alleviates it, furthermore, ABIGX even outperforms 1G
and provides more accurate explanations with less fault class
smearing.

Firstly, we construct a toy example for the fault classifica-
tion. Without loss of generality, we assume different fault types
happen on the different variables:

Example 1. (Toy fault classification dataset) Let all the nor-
mal variables independently and identically sampled from a
Gaussian distribution N (0, o2l ), all faults have the same mag-
nitude f and corrupted variables subject to the distribution
N(f,a?I). For simplicity, we assume the fault type y has one

corrupted variable on the direction &,. Then the fault classifi-
cation dataset with M variables and N fault types is defined by
(N <M):

iid (24)

y=0, X120, N, 0%)
y~{1723”' ,N}s -xyNN(fso-z)’ xj#y ~ N(090-2)

Secondly, we construct the linear classification model for the
toy example to best separate all the classes:

Definition 6. (Linear classifier) Let W = [wg, w1, --- ,wy]” be
the weight of linear classifier, where its row vector w, € R*M
(y € {0,1,--- ,N}) corresponds to the linear decision bound-
ary of each fault (or normality) class. Based on Fisher’s linear
discriminant [34)], the optimal row vector is trained by maxi-
mizing the distance between class mean values and minimizing
the variance within classes:

W;(:uy — Wy — ﬁ)TWy
wlZw,

k
W, = arg max

st llwylly = 1 (25)

where 1, is the mean vector of fault class y, u is the mean of
class means, and ¥ = Z;V: 0 2xex, (X — (X — w7 is the sum of
covariances per class.

Based on the dataset in Example |1 and linear classifier in
Definition 6] we can prove the optimal model weights:

Theorem 2. Let wy; € W* be the optimal model weight for
variable i on fault class y. For normality class y = 0, the opti-
mal wy; is:

1 .
-, = 1’ ’N
wo = N0 LEd } (26)
’ 0, ie{N+1,--- ,M}
For fault class y, the optimal wy; is:
N _
w-1r 1=V
wyi =1=55, i€{l,---,N}\y 27
0, ie{N+1,--- ,M}

The proof of Theorem [2]is stated in Next,

we demonstrate the fault class smearing effect in the existing
gradient-based XAl methods. We state this effect is caused by
the natural optimization objective of classifiers, which would
lead to incorrect variable contributions and should be mini-
mized during the explanation.

Theorem 3. (Fault class smearing in saliency map) Given the
explained fault type y with the ground-truth variable y, the
saliency map contributes are smeared into other irrelative vari-
ables:
wil, 1=
Grad, = {"1b 1Y (28)
wal, i€{l,---,N}\y
We also define the degree of fault class smearing (FCS ) by
the ratio of the sum contribution of other irrelevant variables to
that of variable y contribution:

Y7 Grad; N -1

FCS gyaa = =
=" Grad, N

(29)



The intrinsic cause of fault class smearing is that the fault
classifier not only distinguishes the fault sample and normal-
ity but also recognizes different fault types. This leads to the
non-zero smearing weights on the irrelative variables that cause
other fault types (e.g., w, weights), which can effectively dis-
tinguish different fault types. On the contrary, the variables that
do not cause any faults (e.g., the least M — N column weights
in Eq. won’t smear the weights.

These smearing weights on the irrelevant variables is in-
evitable in the fault classification models. A good explanation
method should effectively mitigate the influence of smearing
weights on the variable contributions. Next, we discuss fault
class smearing in IG methods.

Theorem 4. (Fault class smearing in IG) Given the explained
fault type y with the ground-truth variable y and the baseline of

ﬁ
the expectation of normality samples X' = 0, the expectation of
IG contributes are:

Lfwil, i=y

EN IG,'Z 30
o {Wwﬂ iell Ny O

The degree of fault class smearing (FCS ) in IG is:

10'\/_
G

The proof of Theorem4]is stated in Theorem

shows the IG mitigates the fault class smearing by introducing
the input variable difference between the fault and normality.
Since the fault variable always has a larger offset than other
variables, its integrated gradient is also more significant.

FCS G = < FCS graq 31)

Subsequently, we analyze fault class smearing in ABIGX,
showing that ABIGX outperforms IG with a lower FCS degree.

Theorem 5. (Fault class smearing in ABIGX) The fault class
smearing degree in ABIGX is lower than that in IG:

FCS spigx < FCS 6

The proof of Theorem [3]is stated in[Appendix A.3] Theorem

[5] shows ABIGX effectively mitigates the fault class smearing
problem by utilizing the gradient of classification SPE objec-
tive and outperforms IG which simply introduces the variable
difference in the input space.

Fault class smearing v.s. fault smearing: Fault smear-
ing [[7,135]] previously discussed in CP and RBC works is caused
by the same weights shared by all the inputs, since the detection
models only output one scalar (e.g., SPE fault index). Though
the model weights of each fault class are unique, we show that
the classifiers still weigh on the irrelevant variables (due to the
task for distinguish different fault types). These non-zero ir-
relevant weights smear the variable contributions. In summary,
fault class smearing demonstrates the phenomenon and cause
of the fault smearing problem in fault classification.

Principle
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Figure 3: Illustration of ABIGX on 2-D PCA-based detection: CP is identical
to the integrated gradients between the explained sample and X/, ;..; RBC is
identical to the integrated gradients between the explained sample and x’  FROV
on each variable direction.

5. Fault Diagnosis: ABIGX Perspective

This section presents how ABIGX uniformly reframes the
two basic fault diagnosis methods, CP and RBC. For the PCA-
based fault detection, we state that both CP and RBC are the
specifications of ABIGX. Fig [3] intuitively shows the iden-
ticality of CP and RBC to ABIGX with two specific AFR-
reconstructed samples, X), - and X/, .oy -
In the following, the PCA-based detector is denoted by its

residual subspace projection matrix, C = I — PP”.

5.1. RBC and ABIGX-OneVar

Section 4! discusses that ABIGX is derived from the idea of
RBC. Furthermore, we prove that RBC is a linear specification
of ABIGX with the AFR-OneVar.

Lemma 1. (Fault reconstruction properties [7|]) The value of
f; in fault reconstruction such that S PE(X — f;&;) is minimized
is:

fi= (& Ce) g Cx (32)
Theorem 6. (Identicality between RBC and ABIGX) RBC

is identical to ABIGX with one-variable AFR (i.e., ABIGX-
OneVar):

RBC; = ABIGX?Y (33)

Proof. Recalling the ABIGX-OneVar definition in Eq. and
IG definition in Eq. [T2] the integrated gradient along each vari-
able direction can be rewrote by integrating over reconstruction
magnitude f;:

ABIGX?V:—faf(X T&) 4
fi ax;

YA
= \fo 25"Cx - f&)df

= fi&] Cx
= x"C&(&] Co); ¢l Cx (34)



where f; is substituted by Eq. [32] Similarly, substitute Eq. [32]
to RBC expression (eq. [§), the RBC contribution on ¢; is:
RBC; = x' C&i(¢] C&); ¢ Cé(el Co); ¢ Cx
=x' C&(&] Co)'¢l Cx (35)
which is identical to ABIGX?Y. From another perspective,

ABIGX-OneVar contribution can be expressed by directly in-
tegrating over the sample x*:

X *
ABIGX?" = f OSPERT) e
X—fidi 0xi
= SPE(X) - SPE(X — fi&) (36)

which is consistent with the RBC property stated in Eq. 21 of
RBC paper [7]. 0

5.2. CP and ABIGX

We prove that CP is also a linear specification of ABIGX
with £, norm AFR. Firstly, we calculate the AFR-reconstructed
sample for PCA under ¢, norm distance:

Lemma 2. (AFR for PCA) Under ¢, norm distance constraint,
the AFR-reconstructed sample X, ., for PCA-based fault detec-
tion is:

X g = X — Cx (37)

which means the reconstruction vector is exactly the residual
subspace projection.

Proof. Based on Definition |1} since the minimal of SPE is al-
ways zero, we can solve X/, ., by minimizing the reconstruction
vector:

X, pp = argmin||x — X ppll2
s.t. SPE(X, ) = 0 (38)

We can construct the Lagrangian function by introducing La-
grange multiplier A (omit the subscript of X/, .. ):

LX) =x-x)(x-x)+AxTCx (39)

The minimal value is obtained when:

VeL(x',2) =0
~ 40
{X’TCX’ =0 (40)
which turns to:
x—x = ACx’
xTx-x)=0 41)

The reconstructed sample x” with zero SPE should be orthog-
onal to the residual subspace and Eq. [#1]implies the optimal re-
construction direction x — x’ is orthogonal to the reconstructed
sample x’. Hence, we can obtain the reconstruction vector is or-
thogonal to the principal component subspace, which is exactly
the residual projection of explained sample, Cx. O

Table 1: Mean difference between variable contribution of CP, RBC, and
ABIGX (on PCA detector for TEP).

ABIGX ABIGX-OneVer
AFR PGD MILP PGD MILP
CP 1.62x 107 1.25%x10° - -
RBC - - 887%x 1073 3.5x1073

Subsequently, we can prove the identicality between CP and
ABIGX.

Theorem 7. (Identicality between CP and ABIGX) CP is iden-
tical to ABIGX with €, norm AFR:

CP; = ABIGX; (42)

Proof. With X/, ., in Lemma [2] the ABIGX is (omit the sub-
script of X/, ;. ):

| 5
- 0S PE(X’ C
ABIGX; = fiTCXf % da
a=0 i

= ¢/ Cxel 2Cx + Cx) (43)

From Eq. [37] we have Cx’ = C(x—Cx) = 0, thus the ABIGX
contribution is obtained:

ABIGX; = (¢7Cx)? (44)
which is identical to CP;. O

Additional, inspired by Lemma [2] we discuss the feasibility
of gradient-based attack, which is the default algorithm of AFR
and ABIGX:

Remark 1. (Gradient-based attack on PCA) Gradient-based
attack always reconstructs fault in the direction of residual sub-
space projection.

Proof. The adversarial perturbation at each step of PGD is:
Ly S PE(x) 2Ex e € (45)
— x) = —=Cx o< Cx
L L

where L is a scalar. O

This is consistent with intuition since the residual projection
points towards the direction that SPE descends fastest.

6. Experiments

6.1. Evaluation metrics and Compared methods

We introduce two kinds of quantitative metrics for the fair
evaluation of explanation methods:

Correctness [36]] measures the difference between variable
contribution and the ground-truth root cause. The better ex-
planation should be closer to the ground-truth. Specifically,
Correctness-AUC treats the contributions as binary classifica-
tion prediction scores. By changing the threshold of contribu-
tion scores to be negative class, the area under the receiver op-
erating characteristic curve is calculated [37]]. The correctness



can also be measured by summing up the attribution scores on
the ground-truth root cause variable, called Correctness-SUM.

Consistency [38]] tests whether contributions focus on where
the model is truly looking. The better explanation methods
should be more consistent with model behavior. The metric
Consistency-ADD gradually adds the variable values of the ex-
plained fault sample to the normality sample. By sliding a con-
tribution threshold, the variable with the largest contribution is
first added and the least the last. The better explanation method
should increase the model predictiotﬁ more quickly, which can
be quantized by the area under the prediction score curve w.r.t
threshold. Conversely, Consistency-DEL first deletes the most
important variables until all the features are replaced by the nor-
mality sample. Similarly, the better method should decrease the
model prediction faster, which can be measured by the AUC
w.r.t. threshold.

For comparing with ABIGX, we introduce three advanced
XAI methods, saliency map, IG and DeepLift. DeepLift [39] is
a gradient backpropagation explanation method that can prop-
erly handle cases where IG may give misleading results.

6.2. Tennessee Eastman Process (TEP)

6.2.1. Dataset Description

TEP is a standard benchmark that has been widely adopted
by existing FDC and diagnosis works. We consider 33 mea-
surement variables and 14 fault types of TEP dataset. The
ground-truth root causes of 14 TEP faults are mainly based
the detailed descriptions of variables and faults (see Table 8.1,
8.2, and 8.4 in [18]) and also refers to some fault diagnosis
works [10} 26, 40, 41]]. For clarity, we intuitively display the
explanation comparisons for two TEP fault types, Fault 6 and
Fault 14, respectively in Fig. f]and[5] Fault 6 is caused by root
variables XMEAS(1) and XMV (3) and Fault 14 is caused by
XMEAS(9), XMV (10), and XMEAS(21).

Fig. [ and [5] respectively display sensor variable contribu-
tions of fault detection and classification models, where the
four subplots of each figure show the variable contributions ex-
plained by four different techniques. Besides ABIGX, IG and
saliency map, we test the CP techniques for detection model
and DeepLift for classification model.

Fig. [] and [5] uses the plot style from the work [42]. The
horizontal axis represents the variable contribution value (with
direction). The variables are sorted by importance on the verti-
cal axis, where the eight variables with the most contributions
are displayed. Notably, the plots also show the correlation be-
tween variable (feature) value and its contribution by different
colored points (a point in the row represents a fault sample).

6.2.2. Explainable Fault Detection

Identicality between Fault Diagnosis and ABIGX: Sec-
tion [3] theoretically proves the identicality between two fault
diagnosis methods and ABIGX. On the PCA detector for TEP

5The model prediction for classification is fault type confidence with Soft-
max function, and that for detection is SPE value. When calculating the AUC
of detection models, we normalize all SPE values to the range [0,1].
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Figure 4: Explanation comparison for AE detector on TEP Fault 14, where the
ground-truth root variables are underlined in red.

Table 2: Evaluation metrics of explanation methods (on AE detector for TEP).

Correctness Consistency
Metrics AUCT SUMT?T | ADDT DEL|
ABIGX 0.382  0.041 | 0922 0.256
ABIGX-OneVar 0478 0.055 | 0.903 0.275
Cp 0326 0.028 | 0.896 0.283
Saliency map 0470 0.051 | 0.897 0.292
IG 0.395 0.045 | 0913 0.267

faults, we compute the empirical error between them, which is
the mean value over contributions of all variables. Table [I] re-
ports the results, which shows the differences are small enough
(especially with AFR-reconstructed samples via MILP).

Explanation results: Firstly, Fig 4| plots the intuitive com-
parisons between the different explanations on AE models for
the TEP dataset, showing that ABIGX assigns the highest con-
tributions to the root variables. At the same time, other methods
do not provide complete explanations.

Table [2] reports four evaluation metrics on the explanations
of AE detection for TEP, where 14 Fault types are concerned.
Overall, ABIGX methods outperform other explanations, in-
cluding the advanced IG (DeepLift is not adapted for fault de-
tection). ABIGX-OneVar provides the explanations that are
closest to the ground-truth root variables. The saliency map
that attributes variables independently also performs well on
the correctness metrics. On the other hand, ABIGX provides
explanations that best match the model behavior. We argue that
the explanations concerning variable interaction are closer to
how models actually deal with the samples.

6.2.3. Explainable Fault Classification

Similar to fault detection, Fig[5]plots the explanation of NN-
based fault classifier on TEP Fault 6. The advantage of ABIGX
is on Variable XMV (3). ABIGX assigns higher contributions to
this variable, while the saliency map even ignores it, the reason
for which is analyzed in Section[6.3]
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Figure 5: Explanations comparison for NN classifier on TEP Fault 6, where the
ground-truth root variables are underlined in red.

Table 3: Evaluation metrics of explanation methods (on NN classifier for TEP).

Correctness Consistency
Metrics AUCT SUMT?T | ADDT DEL|
ABIGX 0.557 0.075 | 0.890 0.032
ABIGX-OneVar 0.584 0.073 | 0.723 0.121
Saliency map 0.573 0.072 | 0.732 0.133
DeepLift 0.400 0.037 | 0.876 0.042
IG 0415 0.045 | 0.886 0.043
ABIGX-AdvAFR 0.608 0.074 | 0.726  0.135

Table[3|reports the explanation metrics on fault classification,
where the method performances are similar to the detection.
ABIGX still generally performs better, even under the correct-
ness (except AUC). ABIGX-OneVar still emphasizes correct-
ness but has poor model consistency, which is similar to the
saliency map. DeepLift and IG have similar performances.

Validation of classification SPE index: An ablation study is
performed with ABIGX-AdvAFR. Instead of ABIGX’s classi-
fication SPE proposed in Section[3.2] ABIGX-AdvAFR recon-
structs faults by the original adversarial attack objective (i.e.,
minimizing Softmax output confidences of normal class). The
overall better performance of ABIGX than ABIGX-AdvAFR
validates the effectiveness of the novel classification SPE index
for fault reconstruction.

6.3. Insights

Besides the comparison between different reconstructed fault
samples, we give a deep insight into the distinctions between
ABIGX and IG, to explain why our proposal is superior for the
XFDC.

The essential distinction between ABIGX and IG is the base-
line (i.e., the start point of the integral interval): the baseline of
ABIGX is the AFR-reconstructed sample, and IG’s baseline is
the normality sample. We discuss the effect of these two base-
lines on the variable contribution results. The explanations of
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Figure 6: Effect of different baselines (ABIGX and IG) on the integrated gra-
dients. Top) The intuitive illustration of two baselines and integral paths (not
the real cases); Middle) The model confidences along the two paths from two
baselines to explained sample; Bottom) The cosine similarity between gradient
direction and the root variable XMV(3), along the same paths. The red boxed
in three figures are noisy areas corresponding to each other.

TEP Fault 6 in Fig. [5]show that the major advantage of ABIGX
to IG is Variable XMV (3). Hence, Fig. [f] gives a deep insight
into the reason that causes different contributions of XMV (3).

We argue that the two different baselines lead to different
paths. The path of IG is more likely to go through the area
where other fault types (i.e., fault types other than explained
fault and normality) have high confidence, which we call noisy
area. The red boxed in Fig. [f] present this area. ABIGX is more
likely to avoid the noisy area due to its baseline by AFR, which
reconstructs faults on the direction that fastest minimizes the
classification SPE. Hence, we suppose that the path of ABIGX
is more related to the classification areas of normality and ex-
plained fault (e.g., Fault 6). On the contrary, the baseline of the
random normality sample may lead IG to the noisy area, the
possible case of which is depicted in the top of Fig. [

To validate our analysis, Fig. [f] also reports the case of a
TEP sample with Fault 6. Firstly, the middle figure reports the
confidence ratio of (the sum of) Fault 6 and normality. When
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Figure 7: Explanations for CNN classifier on four sampled wafer maps with
different fault patterns, where the ground-truth root pixels are circled in red.

moving from the baseline to explained sample, IG goes through
an area where the confidence ratio drops rapidly (red box),
which means the confidence of other faults increases largely
(e.g., Fault N in the top of Fig. [6). Secondly, the bottom of Fig.
[6] reports the gradient similarity to the root variable XMV(3)
along the paths. The noisy area gradient is completely irrele-
vant to XMV(3). We can find that these two areas are heavily
overlapped.

Unlike detection, fault classification models the distinction
between normality and fault, and also distinguishes different
fault types. However, XFDC explains what variables cause the
model to predict the fault sample as a “fault” rather than nor-
mality. As for why Fault 6 is not predicted as the “Fault N”,
this is not considered by XFDC. Hence, this is why the noisy
area leads to incorrect gradient direction (e.g., the gradient di-
rections in the top of Fig. [6).

Incidentally, the gradient plot in the bottom of Fig. [f] ex-
plains why the saliency map is inaccurate: the saliency map
only computes the gradient on the explained sample, but the
gradient of XMV (3) is much higher when closing to the nor-
mality (or AFR-reconstruction).

6.4. Wafer Map Fault

6.4.1. Dataset Description

Wafer map analysis is critical in daily semiconductor man-
ufacturing operations. Wafer maps provide visual details that
are crucial for identifying the stage of manufacturing at which
wafer fault pattern occurs. We study the explanation of the
wafer map fault pattern classification, the target of which is to
determine which pixels of the wafer maps are the root cause of
faults.

We train a convolution neural network (CNN)-based fault
classifier on WM-811K dataset [43]], of which four fault types
(Center, Edge-Loc, Edge-Ring, and Scratch) are selected. The
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Table 4: Evaluation metrics of explanation methods (on CNN classifier for
wafer maps).

Correctness Consistency
Metrics AUCT SUMT | ADDT DEL|
ABIGX 0.839 0.524 | 0.859 0.040
Saliency map  0.571  0.298 | 0.623  0.236
IG 0.814 0477 | 0.796  0.052
DeepLift 0.812 0.541 | 0.806 0.053

fault and normal wafer maps are displayed in Fig. where
the ground-truth root pixels are circled by red lines. The green
pixels denote the normal dies, and the yellow pixels are the de-
fective dies. A wafer map is normal when there is no certain
defective die pattern (e.g., the top left one in Fig. [7).

6.4.2. Explainable Fault Classification

Fig [/ shows the explanations comparison on four samples.
Compared with the saliency map and IG, the variable contri-
butions of ABIGX are less noisy and focus more on the root
causes. DeepLift also provides clear variable contributions, but
some of them are incomplete (e.g., Center and Edge-Loc fault
type), and some are over attributed (e.g., the ring of Scratch
fault). Table [ reports the four introduced metrics to evalu-
ate the performances on the wafer map dataset, showing that
ABIGX still provides a general better explanation.

The experiments on wafer map fault explanation validates
the generalization of ABIGX, which is not only applicable for
sensor data but also for the unstructured images trained by CNN
models.

7. Conclusion

This work proposes a unified framework, ABIGX, for ex-
plaining the general FDC models. ABIGX is derived from the
essentials of CP and RBC, which have succeeded in fault diag-
nosis of PCA models. The novel proposed fault reconstruction
method, AFR, is the core part of ABIGX. AFR reframes the
existing methods from the adversarial attack perspective and
generalizes FR to the fault classification by the novel classifi-
cation SPE index. For explainable fault classification, we an-
alyze the performances in the problem of fault class smearing.
Compared with the saliency map and IG, we prove that ABIGX
provides more accurate variable contributions with a lower de-
gree of fault class smearing. For explainable fault detection, we
theoretically prove the identicality of linear CP and RBC to the
ABIGX. With quantitative metrics, the experiment on a wide
range of models and datasets validates the general superiority
of ABIGX to other advanced explainers.
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Appendix A.1. Proof of Theorem|[Z]

Theorem [2| (Restated). Let wy; € W* be the optimal model
weight for variable i on fault class y. For normality classy = 0,
the optimal wy is:

1
- € 1’.. ’N
woy={ N Ll } (A1)
0, e{N+1,---, M}
For fault class y, the optimal wy; is:
s =Y
Wy,i: _ﬁs ie{l,”'aN}\y (A'z)
0, ie{N+1,--- , M}

Proof. We can obtain optimal weight wy for class y, by calcu-
lating the derivate of Eq. 25| w.r.t. w,:

1 (W] ZW,)Zp Wy — (W] Z,W))ZwW,
w =5 WSw.)? (A.3)
y y
where X = (u, — )y, — 7. The optimal wy, can be found

when derivate equals zero:
0 = (W) ZWy)Z,Wy — (W) Z,W,)ZwW,

., (W] ZW,)Z, Wy,

W, =
? wiT,w,
wlZw, . _
= wiT,w (:uy ) wyz (l’ly - ) (A.4)
y y

T

Wy Zw, —T . . .
where the term m(uy — )" wy is a scalar and it can be omit-
ted since w, will be normalized. Hence, the direction of wy is

determined by:

w,=k-Z (-1 (A.5)

Since Example [1| defines the fault and normal variables have
the same variances, the ~! = k - J is a matrix with all the same
elements. Thus, we can obtain that the weight of each class is
in the same direction as the difference between the class mean
and the overall mean.

The normality class has the identical mean difference for the
first N variables. The mean difference of fault class y is:

fooi=y
(uy—m@i={-%, iefl,--- ,N}\y (A.6)
0, e{N+1 M}

With £; normalization, we can obtain the optimal classifier
weight W* by stacking the optimal row vectors, which can be
expressed in the matrix form:

N

M-N
wo wo - wo O 0
Wi Wws oo wr, 0 0
W= |w2 wi - w0 01ty 4+1 (A7)
wy Wy wr 0 0
where wo = =3, wi = 5307, and wy = =557 -

Appendix A.2. Proof of Theorem{]

Theorem[z_f] (Restated). (Fault class smearing in IG) Given the
explained fault type y with the ground-truth variable y and the

baseline of the expectation of normality samples X' = T)), the

expectation of IG contributes are:
[fwil, i=
Bex[Gi= i =) (A8)
' v Wzl iefl,---,N}\y
The degree of fault class smearing (FCS ) in IG is:
-1
FCS 16 = V2 < FCS graa (A9)

R

Proof. Assume the fault magnitude is far greater than variance,
i.e., f > o. Then the expectation of IG contribution on ground-
truth variable y is:

X=Xy

Ex-x, /Gy = Ey onso0) f wida = |fwil  (A.10)
x=0

where we assume x, is always greater than zero. The contribu-

tions of the other irrelevant variables (i # y) are:

X=X

Ex-x,1G; = Ey, no.02)| wa dx|

=0

= Eyno.o2plXillwal
V2
\r

is the expectation of half-Gaussian distribution. [

=| wol (A.11)

where "‘f
Appendix A.3. Proof of Theorem[]

Theorem [5| (Restated). (Fault class smearing in ABIGX) The
fault class smearing degree in ABIGX is lower than that in IG:

FCS spigx < FCS 6

Proof. Given the explained fault sample x of fault type y, the
AFR-reconstructed sample on the linear model is optimized
with the classification SPE objective (denote optimal weight
Wby W):

. 2
X, pp = arg min (IWx" — Exx,[WX]|l5

= arg min [[W(x' - X3 (A.12)

— = .
where Xg = 0 is the mean vector of normality samples. We
simply perform a one-step gradient solution for AFR:

<\ 12
X = Xjpp = Vo= W' = Xo)ll;

= 2nWTWx (A.13)

4 L /..
l?enote XarR by'x =[x},
variable contributions are:

, X),], the expectation of ABIGX

X=Xy .
EA/~N(f<r2)|fx x' widx|l i=y

E[ABIGX;] = wads iy
2

(A.14)
IEx,va(O o’~)| f



Omit the consistent scalar in eq. [A.13] Eq. [A.4]can be
written as:

IE row;(WIWx)w| i= y

A.15
IE row;(WTWx)w,| i#y ( )

Ex-x,[ABIGX;] = {

Based on Theorem [2| the Hessian matrix W/ W € RM*M jg:

2N-1
L+ L = <N

M T aN-12
T _Ja N+2 o
WIW, =05 - ahiaes (#J<N (A.16)
0, otherwise
Let ws = 75 + ’(V;Aﬂ\’f)zl and wy = 55 — %, we have the

expected ABIGX variable contributions Ex.x [ABIGX;]:

{Ex'~IN(O,o-2)I|(fW3 + (N = Dx'wa)wi| =y (A.17)

Ev nvoo)l(fws + X'ws + (N = 2)xX'wywa| i#y
Then we obtain the FCS degree of ABIGX:

N -1 fwy+xws+(N-2)x"wy
FCS = A.18
ABIGX N Fws (N = D'ws ( )

We can get the sufficient and necessary condition for
FCS apigx < FCS j6:

/

fws + xX'wi + (N —2)x'wy < X
Sws + (N = 1)x'wy f
Frws + (N =2)fx'ws < (N = D)x*wy (A.19)

Since ws < 0, the sufficient condition for FCS spigx <
FCS g is:

P+ (N=2)fx > (N-1x?
2> x? (A.20)

Since f > x’, we can prove that FCS sp;6x < FCS ;g always
holds. 0
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