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Abstract. With the evolution of blockchain technology, the issue of
transaction security, particularly on platforms like Ethereum, has be-
come increasingly critical. Front-running attacks, a unique form of se-
curity threat, pose significant challenges to the integrity of blockchain
transactions. In these attack scenarios, malicious actors monitor other
users’ transaction activities, then strategically submit their own trans-
actions with higher fees. This ensures their transactions are executed
before the monitored transactions are included in the block. The pri-
mary objective of this paper is to delve into a comprehensive classifica-
tion of transactions associated with front-running attacks, which aims to
equip developers with specific strategies to counter each type of attack.
To achieve this, we introduce a novel detection method named FRAD
(Front-Running Attacks Detection on Ethereum using Ternary Classifi-
cation Model). This method is specifically tailored for transactions within
decentralized applications (DApps) on Ethereum, enabling accurate clas-
sification of front-running attacks involving transaction displacement,
insertion, and suppression. Our experimental validation reveals that the
Multilayer Perceptron (MLP) classifier offers the best performance in
detecting front-running attacks, achieving an impressive accuracy rate
of 84.59% and F1-score of 84.60%.

Keywords: Front-running Attack; Ethereum; Blockchain; Decentral-
ized Application; MLP Classifier.

1 Introduction

In the continuous development of blockchain technology, Ethereum has estab-
lished its position as a leading public blockchain platform. Its extensive influence
has permeated various fields, including but not limited to finance, gaming, and
supply chain management [1]. However, the widespread application of this tech-
nology has also revealed a series of security challenges, among which the problem
of front-running attacks is particularly prominent [2]. Front-running attacks pose
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a unique security threat to blockchain transactions. In this scenario, malicious
hackers engage in the surveillance of transactional activity conducted by other
users, then submit their own transactions and pay higher fees to ensure their
transactions are executed before the observed transactions are included in the
block [3]. This type of attack is particularly common on Ethereum, as the trans-
parency of transactions allows anyone to view unconfirmed transactions in the
transaction pool [4]. Moreover, the rise of DeFi (Decentralized Finance) has
triggered a surge in Ethereum transaction volume, providing fertile ground for
front-running attacks [5]. Cybercriminals exploit transaction delays and informa-
tion asymmetry in the transaction pool to maximize their illicit gains [6], making
this a prevalent issue within the Ethereum domain. The impact of front-running
attacks on the Ethereum ecosystem is significant. They increase the transaction
risk for ordinary users, potentially leading to a loss of user benefits [7]. Simul-
taneously, they drive the continuous rise in Ethereum network transaction fees,
increasing the cost of transactions for users [8]. Ultimately, these attacks may
hinder the progress of projects within the Ethereum ecosystem and erode user
trust in blockchain technology [9].

In decentralized applications (DApps) transactions on Ethereum, the prob-
lem of front-running attacks is even more severe [10]. The susceptibility of DApps
to potential threats arises from their inherent openness and transparency, al-
lowing malevolent forces to readily observe and scrutinise transactions. Conse-
quently, these actors can exploit these vulnerabilities to execute assaults through
the front-running tactics [11]. This not only threatens the interests of DApp
users but also negatively impacts the stability and sustainability of the entire
Ethereum ecosystem. Therefore, researching and addressing the problem of front-
running attacks in DApp transactions is of vital importance for protecting user
interests, reducing transaction risks, and promoting the healthy development of
the Ethereum ecosystem [12]. Given the severity of front-running attacks, they
have garnered significant attention from industry researchers and developers. A
concerted effort is underway to mitigate their impact, with solutions such as
batch transactions and Maximum Extractable Value (MEV) already being im-
plemented [13]. Despite these challenges, the potential of blockchain technology
remains vast. The industry continues its pursuit to enhance the security and
reliability of this transformative technology.

However, the aforementioned issues still remain unresolved, necessitating fur-
ther exploration and improvement. Front-running attacks can be classified into
three basic types: displacement, insertion, and suppression. Each type, while
falling under the umbrella of front-running attacks, exhibits distinct behavioral
patterns, requiring different countermeasures. Classifying front-running attacks
can aid developers in understanding the specifics of the attacks, enabling them
to adopt more effective countermeasures. To this end, we built a detection model
named FRAD, designed to detect these three categories of front-running attacks,
as shown in Fig. 1. We utilized data obtained from frontrunner [14]. After a series
of processing steps, this data was used to train four models: Extreme Gradient
Boosting classifier, Gradient Boosting classifier, Random Forest classifier, and
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Fig. 1. System overview of ternary classification for front-running attacks detection.
Initially, the system collects front-running transaction information from decentralized
applications (DApps) on Ethereum. Subsequently, the collected transaction informa-
tion is processed through FRAD to determine whether the transaction belongs to
displacement, insertion, or suppression types of attacks.

Multilayer Perceptron classifier (hereinafter referred to as XGB, GB, RF, and
MLP). We then conducted a comprehensive evaluation of the detection results
from these four models. The experimental results indicate that among these, the
MLP classifier performs the best in detection, achieving an accuracy of 84.59%
and F1-score of 84.60%. The primary contributions of this paper are as follows:

• We propose a detection model named FRAD, designed to detect three types
of front-running attacks in the real-world Ethereum network.

• We utilize Bayesian hyperparameter optimization to enhance the detection
performance of our model.

• We conduct a comprehensive evaluation using four machine learning algo-
rithms on 9798 real-world transactions. Ultimately, we find our FRAD to be
effective, with the MLP classifier demonstrating the best detection perfor-
mance, achieving an accuracy of 84.59% and F1-score of 84.60%.

The remainder of this paper is organized as follows: Section 2 summarizes the
related work of this research. Section 3 details the design and implementation of
FRAD. Section 4 aims to introduce the evaluation of FRAD. Section 5 provides
a summary of the findings from the experiments conducted in Section 4 and
outlines future directions.



2 Related Work

Maddipati et al. [15] introduced a scheme for detecting and preventing front-
running attacks, which was based on a deep learning model. This model extracted
distinct characteristics from each transaction and converted them into a feature
vector, which was then used to analyze and determine whether the transaction
is a front-running attack. The main focus of [15] is on utilizing the dataset
from [14], in which Christof and others developed a set of tools for measuring
and analyzing front-running attacks on Ethereum. The methods outlined above
can be utilized for the quantification and evaluation of three distinct forms of
front-running attacks. They conducted a large-scale analysis of the Ethereum
blockchain and identified 199,725 attacks, resulting in a cumulative profit of
over 18.41 million USD for the attackers. It also explores the implications of
front-running and reveals that miners benefit from such practices.

Front-running attacks are primarily classified into displacement, insertion,
and suppression attacks. In displacement attacks, an attacker monitors a vic-
tim’s beneficial transactions and publishes their own with higher fees. This gives
the attacker priority and profit, while the victim’s transaction fails. Struchkov
et al. established a displacement front runner model that enhances its priority
by initiating similar transactions at higher prices when arbitrage transactions
are detected [16]. However, due to network latency, some arbitrage transac-
tions near the block’s end may still succeed, even if they are benign or non-
malicious. Insertion attacks involve an attacker monitoring the victim’s front-
runnable transactions and publishing two transactions with varying fees. The
market price fluctuation post front-running transaction completion leads to the
victim’s transaction price exceeding the pre-attack price. This causes financial
loss for the victim, while the attacker profits. To mitigate the adverse effects
of these attacks, Patrick et al. presented splitting front-runnable transactions
[17]. Suppression attacks involve an attacker publishing transactions with higher
fees to prevent the victim’s transactions from being included in the block. These
attacks are costly, as the attacker needs to expend significant fees to reach the
block’s capacity limit [14, 18].

Given the analysis of these three types of front-running attacks, it is impera-
tive to select suitable solutions tailored to each attack type. Therefore, classifying
transactions implicated in front-running attacks is of paramount importance. To
address this, we will investigate the use of machine learning for enhanced detec-
tion and prevention of front-running attacks on Ethereum. Chen et al. proposed
a machine learning-based method that uses algorithms such as decision trees,
random forests, and gradient boosting [19]. These algorithms predict whether
a transaction could be a front-running attack based on transaction features
like transaction fees, size, and time. However, most existing methods can only
perform binary classification, i.e., categorizing transactions as either normal or
front-running attacks. There is a lack of effective methods for further classifica-
tion of front-running attacks, such as categorizing them as displacement, inser-
tion, or suppression attacks. Despite this limitation, researchers are not solely
focused on detecting front-running attacks. In blockchain security, researchers



have begun exploring classification techniques to identify and categorize various
attacks on Ethereum. For instance, Gu et al. proposed a new method for de-
tecting unknown vulnerabilities on Ethereum using a CNN-BiLSTM model [20].
This model, which belongs to multi-label classification, can detect sequences with
unknown vulnerabilities and attacks in Ethereum transaction. Similarly, Li et
al. used binary and ternary classification models, combined with a vector weight
penalty mechanism to extract operational code features in Ethereum transaction,
and then employed three machine learning models to detect unknown attacks
and threats [21].

In summary, front-running attacks pose a enormous threat in the blockchain
world, and their detection is essential. Current approaches primarily focus on bi-
nary classification, distinguishing transactions as either normal or front-running
attacks. However, more nuanced classification of front-running attacks, such as
categorizing them as displacement, insertion, or suppression attacks, remains an
obstacle to overcome. This highlights the significance of further research in this
area.

3 Design and Implementation of FRAD

3.1 Framework

As depicted in Fig. 2, the procedure of FRAD began by standardizing the col-
lected dataset, which was generated using a front-running trading detection tech-
nique proposed by Frontrunner Jones [14], to ensure consistent scaling of all fea-
tures. This particular stage played a critical role in enhancing the suitability of
the input for subsequent machine learning algorithms. Following that, we em-
ployed Bayesian optimization techniques to refine the model’s hyperparameters,
aiming to enhance its performance during the training phase. After performing
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Fig. 2. Architecture of FRAD. The learning algorithm box corresponds to XGB, RF,
GB, and MLP, which represent Extreme Gradient Boosting Classifier, Gradient Boost-
ing Classifier, Random Forest Classifier, and Multilayer Perceptron Classifier, respec-
tively.



data preparation and hyperparameter optimization, we selected four separate
machine learning models for the training phase: XGB, GB, RF, and MLP. The
models were assigned a classification issue involving three types, which was espe-
cially designed to identify three distinct types of front-running trading attacks:
displacement, insertion, and suppression. The evaluation of each model’s per-
formance was conducted by assessing its detection accuracy, which served as a
reliable criterion for facilitating comparisons.

In the final stage of our research, we performed an exhaustive comparison
of the four models’ performance. Our evaluation was not limited to detecting
accuracy; we also considered other performance metrics such as F1-score and
precision. This comprehensive evaluation allowed us to understand the strengths
and weaknesses of each model thoroughly, thereby enabling us to select the most
suitable model for our task.

Fig. 3. Feature Correlation

3.2 Data Processing

In the data processing phase of our investigation, we imported the dataset and
carried out a comprehensive correlation analysis on its features. By creating
and visualizing a heatmap, we were able to distinctly depict the interrelations
among the various features. The specific outcomes are demonstrated in Fig. 3.
Subsequently, we standardized the dataset associated with front-running trades.
This step is pivotal as it harmonizes the scales of diverse features into a uniform
range, thereby facilitating superior input for the subsequent machine learning



algorithms. This is especially significant for gradient-based optimization algo-
rithms such as linear regression, logistic regression, and neural networks. If the
scales of features diverge considerably, it could pose challenges in achieving con-
vergence during the optimization process or lead to convergence to suboptimal
solutions. Furthermore, when the data distribution approximates a standard nor-
mal distribution across each dimension, data standardization can expedite the
learning process, enabling gradient-based optimization algorithms to locate op-
timal solutions more swiftly. After the aforementioned processing, as shown in
Fig. 2, the data will be assigned labels of 0, 1, and 2, representing three distinct
categories of front-running attack transactions, namely displacement, insertion,
and suppression.

3.3 Model Selection and Training

After processing the data, we employed Bayesian hyperparameter optimization
techniques to pinpoint the best model parameters. Unlike conventional grid
search or random search approaches, Bayesian optimization is more efficient in
allocating computational resources [22]. It generates a probabilistic model of the
objective function and uses this model to select the subsequent parameter for
evaluation, thus maximizing computational resource utilization in the pursuit of
optimal hyperparameters. We then designated 80% of the available data as the
training set, with the remaining portion assigned as the testing set. Considering
the large volume of the front-running trade dataset and the considerable time
and computational resources necessary for model training and evaluation, this
method is especially suitable for our study. As previously stated, we chose to
train four distinct models: XGB, GB, RF, and MLP.

Extreme Gradient Boosting (XGB), a refined variant of the gradient boost-
ing decision tree algorithm, has regularly demonstrated exceptional performance
in many machine learning competitions [23]. The need to efficiently and effec-
tively detect front-running trade attacks, which entails handling large volumes
of transaction data and complex attack patterns, makes XGB an ideal solution
due to its competency and versatility. Additionally, the column block paralleliza-
tion and automatic handling of missing values of the tool further augment its
appropriateness for our dataset.

Another model we employed is Gradient boosting (GB), a potent machine
learning algorithm that iteratively incorporates new predictive variables to min-
imize prediction error on the training set [24]. In the context of front-running
trading attack detection, the capacity to accurately predict diverse attack pat-
terns is paramount, making GB an apt choice.

Moreover, we leveraged the Random Forest (RF) algorithm, which is an
ensemble learning technique based on decision trees. The technique described in
the study by Pal improves the precision and consistency of predictions through
the construction of numerous decision trees and the subsequent averaging of
their outcomes [25]. Given the need for strong model stability in order to deliver
credible forecasts across a variety of trading scenarios, RF’s stability and fast
training speed make it an excellent candidate.



MLP, commonly known as Multilayer Perceptron, is a supervised learning
technique based on feedforward neural networks. Its ability to acquire knowledge
and represent intricate nonlinear connections is critical in accurately forecasting
diverse sophisticated assault patterns in the detection of front-running attacks
[26].

Consequently, each of these four models is a good option for our experiment
since it can handle the challenging three-class problem of front-running attacks
detection and has its own distinct capabilities.

3.4 Evaluation

During the last phase of our research, an extensive review was conducted to assess
the effectiveness of four different models. The evaluation undertaken in this study
encompassed more than just assessing the accuracy of detection. It involved a
thorough examination of multiple performance indicators, such as the F1-score,
precision, and recall. The comprehensive study enabled the attainment of a deep
understanding regarding the inherent strengths and weaknesses demonstrated by
each model. As a result, the obtained information enhanced our ability to make
a judicious selection of the best suitable model for our specific project. Further
elaboration on additional information is provided in Section 4.

4 Evaluation of FRAD

4.1 Performance Measure

In the course of our inquiry, we conducted a comprehensive analysis and evalu-
ation of front-running attacks following the training of four models: XGB, GB,
RF, and MLP. Following the completion of the training phase, our attention
turned towards an extensive assessment of key performance metrics. These met-
rics include accuracy, precision, recall, F1-score, as well as various components
of the confusion matrix such as true positives (TP), false positives (FP), true
negatives (TN), and false negatives (FN). Taking advantage of these indicators
is crucial for the comprehensive understanding and assessment of the efficiency
of our models in the detection of front-running trading attacks. Accuracy illu-
minates the model’s capacity to accurately categorize all trading behaviours.
Precision indicates the percentage of trades predicted as front-running attacks
that are truly front-running attacks. Recall demonstrates the proportion of ac-
tual front-running attacks that the algorithm correctly detects. The F1-score is
a performance evaluation metric that combines precision and recall using a har-
monic mean. This metric provides a thorough assessment of performance. The
application of a confusion matrix offers a more extensive viewpoint, since it not
only emphasizes the accurate categorization of trading behaviours (TP and TN),
but also takes into account the instances where misclassification occurs (FP and
FN) [27]. This information is of great value in comprehending the effectiveness of
our algorithms in detecting front-running trade attacks, as well as for subsequent
model optimization.



Next, a detailed analysis and evaluation of the confusion matrices for the
four models will be performed:

Fig. 4. XGB-Comfusion Matrix Fig. 5. RF-Comfusion Matrix

Fig. 6. GB-Comfusion Matrix Fig. 7. MLP-Comfusion Matrix

The XGB model, as illustrated in Fig. 4, demonstrated a steady performance
in managing displacement, insertion, and suppression attacks. The respective ac-
curacy rates for these attacks were 83.75%, 84.92%, and 81.01%. This suggests
that the XGB model maintains a consistent level of accuracy in effectively man-
aging these three types of attacks.

On the other hand, the RF model, as shown in Fig. 5, achieved the highest
accuracy rate of 87.30% when dealing with insertion attacks, the highest among
the four models under review. However, despite its impressive performance, the
model’s capability to identify suppression attacks was somewhat limited, with
an accuracy rate of only 78.71%. Notably, a significant 13.78% of suppression



attacks were mistakenly classified as displacement attacks, which indicates that
the RF model’s performance may vary when handling different types of attacks.

The GB model’s accuracy rates for displacement, insertion, and suppres-
sion attacks were 85.38%, 86.51%, and 80.55%, respectively, displayed in Fig. 6.
This means that the GB model demonstrates a consistent high accuracy in ac-
knowledging the three described forms of assaults, albeit with a somewhat lower
accuracy in detecting suppression attacks.

In contrast, the MLP model exhibited a very equitable performance, as de-
picted in Fig. 7, with accuracy percentages of 85.97%, 86.35%, and 81.47% for
the three distinct attack types, respectively. The observed performance of the
MLP model suggests its ability to maintain a consistently high level of accu-
racy across various attack types, without showing disproportionately high or
low accuracy rates for any specific attack category.

In conclusion, the analysis of the confusion matrix suggests that the MLP
classifier model exhibits a relatively balanced performance across different attack
types. Nevertheless, it is necessary to recognize that every model has individual
benefits and constraints.

4.2 Experimental Results and Analysis

Following the assessment of the confusion matrix, we proceeded to conduct a
comparative analysis of the accuracy, F1-Score, precision, and recall metrics for
the four models. These four indicators describe the model’s accuracy, balance,
precision, and recall rate, which are vital factors when evaluating model perfor-
mance. By utilizing the metrics mentioned above, a comprehensive evaluation
and comparison can be conducted to assess the effectiveness of the four models
in detecting front-running attacks. This evaluation will serve as a foundation for
choosing the most appropriate model for our research. The calculation formulas
employed by them are as follows:

Accuracy =
TP + TN

TP + TN + FP + FN
, (1)

Precision =
TP

TP + FP
, (2)

Recall =
TP

TP + FN
, (3)

F1− score =
2 ∗ Precision ∗Recall

Precision+Recall
. (4)

Fig. 8 provided an exhaustive comparative analysis of the four previously
mentioned models in terms of their respective performance metrics, namely ac-
curacy, F1-score, precision, and recall. It can be concluded that XGB achieved
strong performance in terms of its predictive accuracy, ability to maintain a
balance between expected and real positive occurrences, precision in predict-
ing positive outcomes, and the pace at which it accurately predicted positive



cases. Nevertheless, RF exhibited slightly better performance when using these
measures. GB demonstrated somewhat better performance, with an accuracy
of 0.8413, an F1-score of 0.8415, a precision of 0.8427, and a recall of 0.8414.
MLP exhibited excellent performance across the four metrics, attaining accu-
racy, F1-score, precision, and recall values of 0.8459, 0.8460, 0.8466, and 0.8459,
respectively. The results of this study indicate that the MLP classifier displays
the best performance among the four models.

Fig. 8. Comprehensive Evaluation of Four Learning Models

In summary, all four models performed commendably on the four indicators
of accuracy, F1-score, precision, and recall, but the MLP classifier performed
best. Specifically, the accuracy of the MLP classifier model reached 0.8459, and
the corresponding F1-score achieved 0.8460. The high score obtained demon-
strates that the model exhibits exceptional precision and recall when making
predictions regarding front-running attacks classifications. In the MLP classifier
model, a total of 233 hidden neurons were configured, providing the model with
an ample level of complexity to effectively capture subtle patterns present within
the data. Concurrently, the starting learning rate for the model was established
at 0.0021547501740925594. Because of the model’s modest learning rate, it can
alter parameters more gently during the learning process, improving the model’s
learning performance.

5 Conclusion

In this work, we present FRAD, a methodology designed exclusively for spe-
cific types of attacks occurring within decentralized applications (DApps) on



Ethereum, which accurately categorizes front-running attacks into displacement,
insertion, and suppression, enabling developers to design proper measures to de-
fend against each type of attack. Additionally, we conducted a comprehensive
evaluation of FRAD by employing four machine learning models and assessing
their respective metrics. This evaluation serves to showcase the efficacy of FRAD
in the detection and analysis of the aforementioned categories of front-running
attacks. Our work shows FRAD is anticipated to greatly enhance transaction
security within Ethereum’s DApps.

In the future, we have two primary objectives. Firstly, our research aims to
utilise a range of open-source technologies to acquire additional transaction data
from decentralized applications on the Ethereum platform. This will enhance the
comprehensiveness of our dataset and establish a robust empirical foundation for
our study. Furthermore, we plan to conduct experiments with ensemble learning
approaches, such as Stacking or Voting, to merge the prediction results of the
four models employed in this research. Ultimately, we aim to enhance the overall
predictive performance.
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(2021).

[18] Agostino Capponi, Ruizhe Jia, and YeWang. “The evolution of blockchain:
from lit to dark”. In: arXiv preprint arXiv:2202.05779 (2022).

[19] Weili Chen et al. “Detecting ponzi schemes on ethereum: Towards health-
ier blockchain technology”. In: Proceedings of the 2018 world wide web
conference. 2018, pp. 1409–1418.



[20] Wanyi Gu et al. “Detecting Unknown Vulnerabilities in Smart Contracts
with Multi-Label Classification Model Using CNN-BiLSTM”. In: Inerna-
tional Conference on Ubiquitous Security. Springer. 2022, pp. 52–63.

[21] Xiangbin Li et al. “Detecting Unknown Vulnerabilities in Smart Contracts
with Binary Classification Model Using Machine Learning”. In: Inerna-
tional Conference on Ubiquitous Security. Springer. 2022, pp. 179–192.

[22] Jia Wu et al. “Hyperparameter optimization for machine learning models
based on Bayesian optimization”. In: Journal of Electronic Science and
Technology 17.1 (2019), pp. 26–40.

[23] Daping Yu et al. “Copy number variation in plasma as a tool for lung
cancer prediction using Extreme Gradient Boosting (XGBoost) classifier”.
In: Thoracic cancer 11.1 (2020), pp. 95–102.

[24] Navoneel Chakrabarty et al. “Flight arrival delay prediction using gradient
boosting classifier”. In: Emerging Technologies in Data Mining and Infor-
mation Security: Proceedings of IEMIS 2018, Volume 2. Springer. 2019,
pp. 651–659.

[25] Mahesh Pal. “Random forest classifier for remote sensing classification”.
In: International journal of remote sensing 26.1 (2005), pp. 217–222.

[26] Terry Windeatt. “Accuracy/diversity and ensemble MLP classifier design”.
In: IEEE Transactions on Neural Networks 17.5 (2006), pp. 1194–1211.

[27] Sofia Visa et al. “Confusion matrix-based feature selection.” In: Maics
710.1 (2011), pp. 120–127.


	FRAD: Front-Running Attacks Detection on Ethereum using Ternary Classification Model

