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Visually-aware recommender systems have found widespread applications in domains where visual elements

significantly contribute to the inference of users’ potential preferences. While the incorporation of visual

information holds the promise of enhancing recommendation accuracy and alleviating the cold-start problem,

it is essential to point out that the inclusion of item images may introduce substantial security challenges.

Some existing works have shown that the item provider can manipulate item exposure rates to its advantage by

constructing adversarial images. However, these works cannot reveal the real vulnerability of visually-aware

recommender systems because (1) the generated adversarial images are markedly distorted, rendering them

easily detected by human observers; (2) the effectiveness of these attacks is inconsistent and even ineffective

in some scenarios or datasets. To shed light on the real vulnerabilities of visually-aware recommender systems

when confronted with adversarial images, this paper introduces a novel attack method, IPDGI (Item Promotion

by Diffusion Generated Image). Specifically, IPDGI employs a guided diffusion model to generate adversarial

samples designed to promote the exposure rates of target items (e.g., long-tail items). Taking advantage of

accurately modeling benign images’ distribution by diffusion models, the generated adversarial images have

high fidelity with original images, ensuring the stealth of our IPDGI. To demonstrate the effectiveness of our

proposed methods, we conduct extensive experiments on two commonly used e-commerce recommendation

datasets (Amazon Beauty and Amazon Baby) with several typical visually-aware recommender systems. The

experimental results show that our attack method significantly improves both the performance of promoting

the long-tailed (i.e., unpopular) items and the quality of generated adversarial images.
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1 INTRODUCTION
With the exponential growth of data, recommender systems have become nearly indispensable

across various industry sectors due to their ability to provide personalized suggestions [29, 56, 60].

Traditionally, recommender systems predict users’ preferences by learning user and item latent

features from extensive collaborative data, such as user-item interactions [3, 58]. While these

traditional recommender systems have achieved notable success, they often fall short in certain

domains where users’ preferences and decisions are strongly influenced by visual factors, such

as fashion, food, and micro-video recommendations [4]. Furthermore, given the persistent reality

of data sparsity within collaborative datasets, traditional recommender systems struggle with

cold-start problems [46, 69]. To address these two challenges, researchers have incorporated item

visual information to assist systems in making recommendations, giving rise to visually-aware

recommender systems [17, 24, 50].

While harnessing visual features offers numerous advantages, incorporating these features

may also introduce vulnerabilities in visually-aware recommender systems. Numerous existing

works [32, 37, 63] in the field of computer vision have demonstrated that by constructing adversarial

images, even state-of-the-art deep neural network models can be disrupted by adversaries. These

adversarial images look like normal images with imperceptible perturbations that are carefully

crafted by adversaries according to specific objectives. As it is challenging to distinguish adversarial

images from normal ones [12], such kind of adversarial attacks pose serious threats to the application

of computer vision models. In recommender systems, the number of items can be more than the

million level [57], and item images are usually provided by external parties (e.g., item merchants)

on social media platforms and E-commerce platforms. This setting leaves a backdoor for untrusted

image providers to upload poisoned images to achieve certain adversarial goals, such as promoting

the target item’s ranking with financial incentives. In light of this, it is necessary to validate the

threats of adversarial images in visually-aware recommender systems.

Existing attacks in visually-aware recommender systems generally can be categorized into two

types: classifier-targeted attacks and ranker-targeted attacks. The classifier-targeted attack [9]

aims to change the prediction of item categories, which cannot directly change items’ ranking.

In contrast, the ranker-targeted attack uses adversarial samples to directly manipulate the top-K

recommendation ranker. Liu et al. [31] is the first work to investigate how to deceive recommender

systems via perturbed visual information. However, their approach exhibits loose constraints

regarding the scale of noise added to adversarial images, rendering their attacks impractical as

their generated images are easily detectable by users. Figure 1 illustrates the adversarial images

generated by their proposed AIP attack. Furthermore, the efficacy of these attacks tends to be

highly unstable. [5] explores a black-box setting of adversarial image attack. Nevertheless, this

approach heavily relies on the assumption that each target user has a surrogate user, a condition

that may not always hold in many practical scenarios since the untrusted third party (e.g., item

merchants) has less chance to know the target user’s whole interaction behavior. As a result, all

existing adversarial image attacks in visually-aware recommender systems cannot reveal the real

threats as they are ineffective with realistic conditions.

The primary objective of this work is to develop an adversarial attack [38] to disclose the real

vulnerability of visually-aware recommender systems, highlighting the security concerns of using

images provided by third parties. To achieve that, the adversarial image attack should meet the
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Fig. 1. Image Comparisons of Original, AIP Attack (Baseline), and IPDGI Attack (Ours)

following two requirements. Firstly, the attack should be both effective and inconspicuous. In

other words, the generated adversarial image should closely resemble the original images while

successfully misleading the recommender system. Secondly, the underlying assumptions of the

attack methodology should align with real-world conditions and constraints.

Diffusion models have garnered remarkable success in the field of image generation [8]. Drawing

inspiration from their impressive capacity to model real data distributions, we endeavor to exploit

diffusion models for the purpose of generating adversarial images. Since the generated adversarial

images are still from the normal image distribution, these poisoned images would be imperceptible,

ensuring the stealthiness of our attack. Nevertheless, constructing a diffusion model-based attack

tailored for visually-aware recommender systems presents at least two challenges. The first chal-

lenge is how to keep the consistency of generated adversarial images with original images. Due to

the randomness of the diffusion model, the content of images generated by the general diffusion

model is random, leading to a wide variation in the generated adversarial images that noticeably

differ from the original images. Besides, how to incorporate the adversarial goal in the general

diffusion model, i.e., ensure the effectiveness of the generated adversarial images from the diffusion

model, is also non-trivial.

In this paper, we propose a novel adversarial attack method, namely Item Promotion by Dif-
fusion Generated Images (IPDGI). To address the generation randomness of the diffusion model,

we introduce a conditional constraint into the reverse process. This constraint ensures that the

generated adversarial images are as similar as possible to the original image in terms of data

distribution and visual appearance. To enhance the effectiveness of adversarial images generated

by the diffusion model in the context of visually-aware recommender systems, we have devised a

novel mechanism for perturbation generation, as shown in Figure 3. In essence, the underlying

concept is to perturb the target item image to align its visual features with those of popular items.

The perturbation generation mechanism involves several key steps. Initially, a clustering model is

employed to identify the cluster to which the target item image belongs. Subsequently, we select
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the image of the most popular item within that cluster as a reference image. Following this, we

iteratively optimize the perturbation to align the feature vector of the target item image with

that of the reference image. It is crucial to note that, as the reference image is chosen from the

same cluster, it is semantically close to our target image, and a slight perturbation is adequate to

align the feature vectors of our target image. Nevertheless, the issue of severe distortion might

still exist in the adversarial image if we directly apply the perturbation to the original image. To

overcome this challenge, we integrate the optimized perturbation into the diffusion model’s general

Gaussian noise, as shown in Figure 2. By doing this, the corrupted image generated by the forward

process of the diffusion model contains the perturbation. Later on, during the reverse process, as

the diffusion model was trained on normal images, the model tends to denoise the image to the

normal/clean image domain while preserving the perturbation. Ultimately, the adversarial images

generated by the IPDGI are capable of deceiving the top-K ranker for item promotion [61, 68] while

simultaneously maintaining a high similarity to the original images, as shown in Figure 1.

To validate the effectiveness of our proposed IPDGI, we conduct extensive experiments on

two widely used recommendation datasets with three visually-aware recommender systems. The

experimental results demonstrate the effectiveness of our method, IPDGI, in promoting items across

all experimental datasets and visually-aware recommender systems. Our method outperforms

existing ranker-targeted attacks. Furthermore, the experimental results indicate that the side

effects caused by IPDGI are minimal, i.e., the original performance of the recommender system

undergoes no significant changes under the worst-case attack scenario. Lastly, the image quality

of the adversarial images generated by IPDGI surpasses that of the baseline attack, showcasing a

noticeable improvement.

To sum up, the main contributions of this paper are as follows:

• This is the first work to employ the diffusion model for generating adversarial samples against

the visually-aware recommender systems for item promotion.

• We reveal the real vulnerability of the visually-aware recommender system with respect to

the utilization of visual features.

• We evaluate our method, IPDGI, across three representative visually-aware recommender

systems on two real-world datasets to assess the effectiveness and stealthiness of the attack.

The following sections of the paper are organized as follows: In Section 2, we conduct a review of

related work. Following that, Section 3 discusses the preliminaries of this research, encompassing

the base visually-aware recommender systems and the adversarial approaches of IPDGI. Section 4

is dedicated to presenting the technical details of our method, IPDGI. Transitioning to Section 5,

we provide comprehensive details on the experiments and results. Section 6 discusses the potential

defense methods. Finally, in Section 7, we draw conclusions from our work.

2 RELATEDWORK
2.1 Visually-Aware Recommender Systems
Visually-aware recommender systems are those that incorporate visual information into the rec-

ommendation ranking mechanism or the prediction of the user’s preference. Initially, before the

deep learning era, most of the works that adopted visual information relied on image retrieval for

the recommendation tasks. Kalantidis et al. [23] propose an approach that commences with the

segmentation of a query image, followed by the retrieval of visually similar items within each of the

predicted classes. This work integrates semantic information derived from the images to enhance

retrieval performance. Following this, Jagadeesh et al. [21] emphasized the pivotal role of semantic

information in the retrieval process, highlighting its significance in refining and enhancing the

overall efficiency of the retrieval procedure. In this work, they curated the extensive Fashion-136K
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dataset, enriched with detailed annotations, and introduced multiple retrieval-based methodologies

to recommend matching items corresponding to a given query image.

With the advancements in Convolutional Neural Networks (CNNs) [16, 47] and the developments

of deep learning-based recommender systems [18, 40, 41, 43], numerous studies have concentrated

on more intricate modeling that integrates visual features into user-item interactions. IBR [34]

suggests complementary items by analyzing the styles inherent in the visual features of each

item, taking into consideration human perceptions of similarity. Later on, several works further

incorporate visual information into Collaborative Filtering (CF)-based recommender models to

exploit the latent factors of users and items along with visual features simultaneously. Examples

include VBPR [17] and Fashion DNA [1]. Notably, VBPR is the pioneer in integrating the pre-

extracted CNN visual features into CF-based recommender models, acknowledging the significance

of visual information in scenarios such as fashion-related recommendations. Furthermore, the

utilization of visual features helps address persistent issues in traditional recommender systems,

such as data sparsity and cold starts, leading to performance improvements.

In contrast to VBPR, which directly uses pre-extracted CNN visual features, DVBPR [24] takes a

different approach to handling image information. Specifically, Kang et al. [24] adopt an end-to-end

framework for DVBPR to train a CNN model with raw image input for visual feature extraction

and simultaneously train the recommender model. ImRec [36] suggests leveraging reciprocal

information between user groups through the use of image features. Chen et al. [2] propose

ACF, which incorporates the attention mechanism into the CF model. It comprises item-level and

component-level attention. The item-level attention is strategically employed to identify the most

representative items that characterize individual users, while the component-level attention aims

to extract the most informative features from multimedia auxiliary information for each user.

2.2 Adversarial Attack on Visually-Aware Recommender Systems
While visually-aware recommender systems indeed improve recommendation performance and

alleviate the cold start issue, they also introduce new threats to these systems. Tang et al. [50]

reveal a security threat caused by malicious alterations to item images and further propose a

robustness-focused visually-aware recommender model, AMR. Yin et al. [59] proposed a framework

capable of maintaining recommendation performance by denoising adversarial perturbations from

attacked images (e.g., FGSM [14], PGD [27]), as well as detecting adversarial attacks. However, this

work is constrained to defending against untargeted attacks under the assumption of a white-box

attack. Merra et al. [35] introduced a novel method called AiD, which has the ability to remove

adversarial perturbations from attacked images prior to their use in visually-aware recommender

systems. To effectively remove perturbations from adversarial images, the AiD model requires a

dataset consisting of clean images and their corresponding noised images for training. Alternatively,

the defender must possess knowledge of the specific attack method used to generate the adversarial

images in order to generate the necessary noised images for training the AiD model.

To date, adversarial approaches for the visual data in the domain of visually-aware recommender

systems can be categorized into two main types: classifier-targeted attacks and ranker-targeted

attacks.

In a classifier-targeted attack, the objective is to modify the predictions of item categories without

directly impacting the ranking of items. TAaMR [9] is noteworthy as a representative work in this

category. Specifically, classifier-targeted attacks, such as TAaMR, generate adversarial images with

the ability to deceive the image classifier, transitioning from the source class (e.g., bottles) to the

target class (e.g., shoes), while maintaining visual consistency with the original image. However,

there is an evident and inherent limitation to such classifier-targeted attacks, arising from the

obligatory use of class labels. Technically, adversarial images generated by classifier-targeted attacks
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could be ineffective when the class categories for the source and target are the same. For instance,

attacking a shoe image could be highly challenging if the target class is also a shoe.

In a ranker-targeted attack, adversarial images are purposefully crafted to directly perturb the

ranker of recommender systems, aiming to either promote or demote items. To the best of our

knowledge, AIP [31] stands as the first and only work dedicated to ranker-targeted attacks within

the context of visually-aware recommender systems. Specifically, AIP generates adversarial images

by introducing an optimized perturbation to the target item’s image, aiming to reduce the distance

between the visual vectors of the target item and popular items. However, the effectiveness of

the AIP attack is constrained by a loose perturbation scale and the selection of popular images.

Additionally, noticeable image distortion occurs, making the adversarial image easily recognizable

by users.

Therefore, both the existing attacks on the visual data of the visually-aware recommender

systems are unable to expose the genuine vulnerability of the system.

2.3 Diffusion Model
Diffusion models are well-known for their ability to generate high-quality data, particularly in the

computer vision domain. Drawing inspiration from non-equilibrium thermodynamics [48], the

diffusion model operates with a different mechanism compared to other commonly used generative

models such as GANs [13] and VAEs [26]. Specifically, the diffusion model is composed of two

Markov chains that represent the forward and reverse processes, respectively. In the forward process,

noises randomly sampled from the Gaussian distribution are gradually added to the original data.

In the reverse process, the model predicts and removes the noises to generate new data [55].

DDPM [20] represents a pioneering effort in adopting the diffusion model for generating high-

quality images. However, due to the unpredictability of noise denoising in the reverse process, the

content of the generated image becomes random. To address this, Dhariwal et al. [8] propose a

guided diffusion model that introduces a condition to constrain noise removal, thereby controlling

the data distribution of the generated image. In addition to applications in the computer vision

domain, [10, 30, 52] are works that utilize the diffusion model in the context of recommendations.

Yuan et al. [62] present the first work employing the diffusion model for enhancing the security of

federated recommender systems.

3 PRELIMINARIES
In this section, we provide a discussion of the preliminaries of our research by introducing the base

visually-aware recommender systems and the adversarial goals and prior knowedge employed by

IPDGI.

3.1 Base Visually-Aware Recommender Systems
In broad terms, visually-aware recommender systems are those that incorporate visual features

into preference predictions. We have selected three representative visually-aware recommender

systems as base models to evaluate the effectiveness and imperceptibility of the IPDGI attack. The

chosen models include VBPR [17], DVBPR [24], and AMR [50], each distinguished by a unique

mechanism.

3.1.1 VBPR. Visual Bayesian Personalized Ranking (VBPR) is a pioneering visually-aware recom-

mender system that leverages images as auxiliary information for predicting users’ preferences,

specifically designed to alleviate the cold start issue. It is a Bayesian Personalized Ranking (BPR)-

based method [44] extended to incorporate visual features into the latent features of users and items.

More precisely, VBPR integrates the Convolutional Neural Network (CNN) [16, 47] pre-extracted
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visual features of items with the latent (non-visual) features to form the item representation. The

predictive model of VBPR can be articulated as follows:

𝑦𝑢,𝑖 = 𝜒 + 𝜂𝑢 + 𝜂𝑖 + 𝜆𝑇𝑢 𝜆𝑖 + 𝜙𝑇𝑢𝜙𝑖 + 𝜂𝑇𝑣 𝑓𝑖 (1)

𝜙𝑖 = E𝑓𝑖 (2)

where 𝑦𝑢,𝑖 is the predicted score that user 𝑢 given to item 𝑖; 𝜒 is the global offset; 𝜂𝑢 and 𝜂𝑖 are

the biases associated with user 𝑢 and item 𝑖 , respectively; 𝜆𝑢 and 𝜆𝑖 are the latent features for

user 𝑢 and item 𝑖 , respectively; and 𝜙𝑢 and 𝜙𝑖 represent the visual features for user 𝑢 and item 𝑖 ,

respectively. The visual feature for item 𝑖 is denoted as 𝑓𝑖 , which is obtained through CNN extraction.

Furthermore, the visual bias is represented by 𝜂𝑇𝑣 𝑓𝑖 . Due to the high dimensionality of the extracted

image feature 𝑓𝑖 , it cannot be directly used as the visual feature 𝜙𝑖 . Alternatively, He et al. [17]

proposed a learnable embedding E to transform the extracted feature 𝑓𝑖 from the CNN space into

a lower-dimensional visual space, as described by Eq. 2. In addition to its efficacy in mitigating

the cold start issue, VBPR has demonstrated enhanced recommendation performance, along with

notable transparency and interpretability in the recommendation process.

3.1.2 DVBPR. Deep Visual Bayesian Personalized Ranking (DVBPR) constitutes a recommender

system built upon the foundation of VBPR, specially tailored for fashion recommendation sce-

narios. DVBPR distinguishes itself from the original VBPR systems through its unique approach

to leveraging item images. According to [28, 51], DVBPR [24] employs a CNN model to directly

extract visual features from item images rather than relying on pre-extracted CNN visual features.

Specifically, DVBPR utilizes an end-to-end framework that concurrently employs a CNN model

to extract visual features and a recommender model to learn user latent factors. Kang et al. [24]

argue that discarding item bias and non-visual latent factors is justified, as the remaining terms

adequately capture implicit factors under the end-to-end approach of extracting visual features.

Consequently, the preference predictor of DVBPR can be expressed as:

𝑦𝑢,𝑖 = 𝜒 + 𝜂𝑢 + 𝜙𝑇𝑢 Ψ(X𝑖 ) (3)

where Ψ(X𝑖 ) represents the CNN model Ψ(·) with the item 𝑖’s image X𝑖 . Similar to VBPR, the

recommender model of DVBPR is also BPR-based, with the primary objective of optimizing rankings

through the consideration of triplets (𝑢, 𝑖, 𝑗) ∈ D. This can be defined as:

𝑦𝑢,𝑖, 𝑗 = 𝑦𝑢,𝑖 − 𝑦𝑢,𝑗 ,
where D = {(𝑢, 𝑖, 𝑗) |𝑢 ∈ U ∧ 𝑖 ∈ I+𝑢 ∧ 𝑗 ∈ I\I+𝑢 }

(4)

In Eq. 4,U and I represent the sets of users and items, respectively. For an item 𝑖 ∈ I+𝑢 , it signifies

an item that the user 𝑢 has interacted with or expressed interest in, while 𝑗 ∈ I\I+𝑢 represents an

item that the user 𝑢 has not interacted with or expressed interest in. Moreover, following the BPR

expression, the global bias 𝜒 and user bias 𝜂𝑢 can be eliminated due to the cancellation between

𝑦𝑢,𝑖 and 𝑦𝑢,𝑗 . Consequently, the DVBPR predictor (see Eq. 3) can be further simplified, yielding the

final form of the preference predictor as:

𝑦𝑢,𝑖 = 𝜙
𝑇
𝑢 Ψ(X𝑖 ) (5)

3.1.3 AMR. Adversarial Multimedia Recommendation (AMR) is a visually-aware recommender

system with a focus on robustness. It is built upon VBPR and utilizes the same preference predictor

(see Eq. 1). Specifically, AMR integrates the VBPR recommender model with an adversarial training

procedure to enhance model robustness. In this approach, adversarial perturbations are proactively

introduced to the visual features of items during the recommender model training, as defined by:

𝑦𝑢,𝑖 = 𝜒 + 𝜂𝑢 + 𝜂𝑖 + 𝜆𝑇𝑢 𝜆𝑖 + 𝜙𝑇𝑢 · E(𝑓𝑖 + Δ𝑖 ) + 𝜂𝑇𝑣 · (𝑓𝑖 + Δ𝑖 ) (6)
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8 Chen et al.

where Δ𝑖 represents the adversarial perturbations optimized to exert the most significant influence,

corresponding to the worst-case scenario, on the recommender model. The optimization process

for these adversarial perturbations is detailed in Eq. 7.

Δ𝑖 = 𝐿
𝑎𝑑𝑣
𝐵𝑃𝑅 = arg min

Δ

∑︁
(𝑢,𝑖, 𝑗 ) ∈D

− ln 𝜍 (𝑦𝑎𝑑𝑣𝑢,𝑖 − 𝑦𝑎𝑑𝑣𝑢,𝑗 ),

where ∥Δ𝑖 ∥ ≤ 𝜐, 𝑖 = 1, ..., |I |; ∥Δ 𝑗 ∥ ≤ 𝜐, 𝑗 = 1, ..., |I |
(7)

Here, 𝜍 (·) denotes the sigmoid function, ∥·∥ represents the 𝐿2 norm, and 𝜐 is the magnitude to

restrict the perturbations. As the AMR method involves a minimax game, perturbations Δ are

learned to maximize the loss function of the recommender model, while simultaneously, the model

parameters Θ are learned to minimize both the loss function and the adversary’s loss (see Eq.8).

Θ = arg min

Θ
𝐿𝐵𝑃𝑅 + 𝜑𝐿𝑎𝑑𝑣𝐵𝑃𝑅

= arg min

Θ

∑︁
(𝑢,𝑖, 𝑗 ) ∈D

− ln 𝜍 (𝑦𝑢,𝑖 − 𝑦𝑢,𝑗 ) − 𝜑 ln 𝜍 (𝑦𝑎𝑑𝑣𝑢,𝑖 − 𝑦𝑎𝑑𝑣𝑢,𝑗 ) + 𝜏 ∥Θ∥2
(8)

where 𝜏 regulates the strength of 𝐿2 regularization on model parameters, and 𝜑 is a hyper-parameter

controlling the impact of the adversary on model optimization. Specifically, the adversary has no

impact if 𝜑 is set to 0. This dual learning approach enhances the model’s robustness to adversarial

perturbations in multimedia content, resulting in a diminished impact on the model’s predictions.

3.2 Adversarial Approaches for Visually-aware Recommender Systems
Adversarial Goal. The primary objective of employing adversarial images in this paper is to

promote target items within the top-K ranker of visually-aware recommender systems, i.e., en-

hance the exposure rate of the target items. Additionally, the adversarial images should closely

resemble the visual appearance of the original images, ensuring they appear natural to users to

maintain stealthiness while preserving the effectiveness of the attack. Furthermore, the overall

recommendation performance should not be significantly compromised when the recommender

system is under attack, even in the worst-case scenario.

Adversarial Prior Knowledge. In this paper, we explore the vulnerabilities of visually-aware

recommender systems within a real-world and practical context. Therefore, we assume that adver-

saries have minimal internal knowledge of the system. The only prior knowledge we attribute to

adversaries is familiarity with the visual feature extraction model employed in the target visually-

aware recommender system, denoted as Ψ.

4 OUR APPROACH
In this section, we delve into the details of our approach, the Item Promotion by Diffusion Generated

Images (IPDGI) attack. Figures 2 and 3 illustrate the overview and perturbation generation process

of IPDGI, respectively. Additionally, Algorithm 1 is the pseudocode of IPDGI attack.

4.1 Base Diffusion Model
Diffusionmodels such as DDPM [20] are probabilistic generative models consisting of two processes:

the forward process and the reverse process, both of which can be represented as Markov chains.

Initially, in the forward process, noise is randomly sampled from a Gaussian distribution and added

to the input image for 𝑇 steps, gradually transforming the original image into complete Gaussian

noise. Subsequently, in the reverse process, the diffusion model is trained to iteratively reverse the

noise image generated from the forward process, recovering to a clean image that shares the same

data distribution as the input image.
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Fig. 2. IPDGI Overview

4.1.1 Forward Process. The forward process, a.k.a. the diffusion process, is a Markov chain with

the goal of transforming the data distribution of the input image into a Gaussian distribution by

iteratively adding the Gaussian noise to it. Formally, according to the chain rule of probability and

the property of Markov chains, the forward process generates the noisy samples x1, x2, ..., x𝑇 , as
follows:

𝑞(x1, ..., x𝑇 |x0) =
𝑇∏
𝑡=1

𝑞(x𝑡 |x𝑡−1) (9)

Here, 𝑇 denotes the number of diffusion steps, and the transformation process 𝑞(x𝑡 |x𝑡−1) turns
the data distribution of 𝑞(x0) into a tractable prior distribution by gradually adding Gaussian noise.

In DDPM, the 𝑞(x𝑡 |x𝑡−1) process has the following representation:

𝑞(x𝑡 |x𝑡−1) = N(x𝑡 ;
√︁

1 − 𝛽𝑡x𝑡−1, 𝛽𝑡 I), ∀𝑡 ∈ {1, ...,𝑇 } , (10)

where N(x𝑡 ;
√︁

1 − 𝛽𝑡x𝑡−1, 𝛽𝑡 I) can be expressed in the general form, N(x𝑡 ; 𝜇, 𝜎2), indicating that
x𝑡 is generated by the Gaussian distribution with mean 𝜇 and variance 𝜎 . 𝛽𝑡 represents the noise at

step 𝑡 , which is pre-scheduled. Commonly, the scheduled noise 𝛽 can be generated in the manner of

either linear, cosine, or square-root. According to Ho et al. [20], we can simplify Eq. 10 by directly

calculating x𝑡 conditioned on x0 at an arbitrary diffusion step with the following transformation:

𝑞(x𝑡 |x0) = N(x𝑡 ;
√
𝛼𝑡x0, (1 − 𝛼𝑡 )I)

𝛼𝑡 := 1 − 𝛽𝑡 , 𝛼𝑡 :=

𝑡∏
𝑠=1

𝛼𝑠
(11)
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Then, with re-parameter tricks, x𝑡 can be computed as follows:

x𝑡 =
√
𝛼𝑡 · x0 +

√
1 − 𝛼𝑡 · 𝛿, where 𝛿 ∼ N(0, I) (12)

4.1.2 Reverse Process. Unlike the forward process, which gradually corrupts the original image x0

into Gaussian noise with schedules, the reverse process is a trainable Markov chain that approxi-

mates x0 by predicting and removing noise from x𝑇 . Formally, the learnable reverse process from

step 𝑇 to 0 can be defined as:

𝑝𝜃 (x̂0, ..., x̂𝑡 , ..., x̂𝑇−1 |x𝑇 ) =
𝑇∏
𝑡=1

𝑝𝜃 (x̂𝑡−1 |x̂𝑡 ) , (13)

where 𝜃 denotes the model parameters. The learnable reverse process 𝑝𝜃 (x̂𝑡−1 |x̂𝑡 ) takes the diffused
input x̂𝑡 and its corresponding time embedding 𝑡 to predict the mean 𝜇𝜃 (x̂𝑡 , 𝑡) and variance Σ𝜃 (x̂𝑡 , 𝑡),
as shown in Eq. 14.

𝑝𝜃 (x̂𝑡−1 |x̂𝑡 ) = N(x̂𝑡−1; 𝜇𝜃 (x̂𝑡 , 𝑡), Σ𝜃 (x̂𝑡 , 𝑡)) (14)

𝜇𝜃 (x̂𝑡 , 𝑡) =
1

√
𝛼𝑡
(x̂𝑡 −

𝛽𝑡√
1 − 𝛼𝑡

𝑧𝜃 (x̂𝑡 , 𝑡)) (15)

In practice [20], the variance Σ𝜃 (x̂𝑡 , 𝑡) is treated as constant values to reduce the training

complexity. As a result, the objective of the reverse process is simplified to reduce the distance

between the real noise z𝑡 and the predicted noise 𝑧𝜃 (x̂𝑡 , 𝑡) at the random step 𝑡 , as defined in Eq. 16:

L𝑠𝑖𝑚𝑝𝑙𝑒 = E𝑡∼[1,𝑇 ]Ex0∼𝑝 (x0 )Ez𝑡∼N(0,I) ∥z𝑡 − 𝑧𝜃 (x̂𝑡 , 𝑡)∥2 (16)

where x0 ∼ 𝑝 (x0) is normal image sampled from training data.

4.2 Guided Diffusion for Adversarial Item Promotion
While Diffusion models [20] exhibit the ability to produce high-quality synthetic images, they

inherently introduce diversity in the generated outputs. In other words, the images generated by

a diffusion model can be random and divergent from the original input image. In the context of

our visual attack on recommender systems, this randomness should be avoided as our adversarial

goal is to promote items while maintaining high similarity between the content of adversarial

images and their corresponding originals. Essentially, this randomness issue stems from the fact

that sample generation in the reverse process occurs without conditional constraints. Inspired

by guided diffusion [8] in the computer vision domain that used a classifier as guidance for the

reverse process, we have adopted a conditional constraint into the reverse process to guide diffusion

sampling at each step 𝑡 . Specifically, the reverse process in Eq. 14 is transformed to Eq. 17 with a

condition:

𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
, C) = 𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
)𝑝 (C) , (17)

where C denotes the conditional constraint. Here, 𝑝 (C) is defined as 𝑝 (x0 |x𝑡
adv
), since we aim to

force the reverse steps considering more about the original input image. Intuitively, 𝑝 (x0 |x𝑡
adv
)

can be interpreted as “The possibility of recovering to the original image x0 based on the current

reversed image x𝑡
adv

”. Then, according to [8, 48], we have the approximation of Eq. 17 as:

log𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
, C) ≈ log𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
)𝑝 (C)

≈ log𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
)𝑝 (x0 |x𝑡

adv
)

≈ log(𝑧)
(18)

𝑧 ∼ N(𝜇𝜃 (x𝑡adv
, 𝑡) + 𝜎2

𝑡 ∇x𝑡
adv

log𝑝 (x0 |x𝑡
adv
), 𝜎2

𝑡 I) , (19)
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Further, we have opted for the Mean Squared Error (MSE) loss as the condition:

𝑝 (x0 |x𝑡
adv
) = exp(𝜉 ∥x0 − x𝑡

adv
∥) , (20)

where 𝜉 denotes the guidance scale. This design can effectively guide the reverse process to generate

images that are similar to the original images, particularly in terms of pixel values.

Finally, we define the reverse process of guided diffusion for adversarial sample as:

𝑝𝜃 (x𝑡−1

adv
|x𝑡

adv
, C) = N(x𝑡−1

adv
; 𝜇𝜃 (x𝑡adv

, 𝑡) + 𝜉 · 𝜎2

𝑡 ∇x𝑡
adv

∥x0 − x𝑡
adv
∥, 𝜎2

𝑡 I) (21)

4.3 Perturbations for Adversarial Sample
We utilize perturbations to generate adversarial images for the target item, typically the unpopular

item. These adversarial images are intended to boost the ranking of the target item within the

top-K recommendations. The fundamental idea of our attack is to add human-imperceptible noise

to the target item image to shrink the distance of our target item’s visual feature vector with the

popular items’ visual feature vectors:

arg min

𝜀

∥Ψ(xref ) − Ψ(xadv)∥2, where xadv = x𝑖 + 𝜀, 𝜀 ∼ N(0, I) , (22)

where xref , x𝑖 , and 𝜀 represent the reference image, target image, and perturbation, respectively.

Ψ(·) refers to the image feature extraction model [16, 47] used in visually-aware recommender

system.

In order to optimize Eq. 22, the first step is to find an appropriate popular item’s image as the

reference image. According to Liu et al. [31], the reference image is commonly chosen from the

image of a popular item. This choice is made because the AIP attack operates by shifting the

image space of the target item’s image closer to that of the reference image through carefully

designed perturbations. However, the selection of a reference image is crucial to ensure the attack’s

effectiveness and stealthiness since the objects in different images vary. Specifically, if the reference

image has significant semantic differences from the target item’s image, the resulting adversarial

sample may become noticeably distorted as a larger 𝜀 is needed to align Ψ(xadv) with Ψ(xref ).
In this paper, the reference image selection is as follows. We first employ k-means cluster analysis

on the images within the dataset, aiming to categorize images into different clusters based on their

visual feature information. Then, we choose the image of the most popular items whose feature

vectors are in the same cluster associated with our target items as the reference image, thereby

minimizing the image semantic differences between them. Figure 3 illustrates the perturbation

generation process of IPDGI.

4.4 Adversarial Samples Generation
In Section 4.3, we discussed how to create perturbations to promote target items. Although we

reduce the perturbation scales by selecting semantic-nearest reference images, customers may

still discern adversarial images resulting from this visual attack, given that the perturbations are

directly applied to regular images. To further improve the stealthiness of our attack, our IPDGI

incorporates the perturbation within the diffusion model. This strategic choice is motivated by

the proven efficacy of the diffusion model in producing high-quality synthetic images that closely

resemble real-world counterparts, thus further refining the stealthiness of our approach. The details

of combining attack perturbations and diffusion models are as follows.

We first generate an adversarial perturbation 𝜀 for the image of the target item following Eq. 22.

We then combine it with the Gaussian noise 𝛿 from the base diffusion model (refer to Section 4.1.1).

As illustrated in the perturbation generator process of IPDGI in Figure 3, the optimized adversarial

perturbation is initially sampled from the Gaussian distribution, allowing it to naturally fuse with
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Fig. 3. IPDGI Perturbation Generator

the Gaussian noise 𝛿 , denoted as 𝜁 := 𝜀 + 𝛿 (see Figure 2). At this point, we have a perturbed

Gaussian noise ready for the forward process of the guided diffusion model in the IPDGI. The

forward process is further defined as follows:

x𝑡 =
√
𝛼𝑡 · x0 +

√
1 − 𝛼𝑡 · 𝜁 (23)

Since the pre-trained diffusion model we used being trained with normal images, i.e., the un-

corrupted/undistorted images, the denoising within the reverse process tends to restore x𝑇 (i.e.,

the perturbed Gaussian noise image generated through forward process) to the domain of clean

images. Specifically, the reverse process can remove the noises that cause image distortion while

preserving the perturbations in the image to deceive the top-K ranker of the recommender systems.

The reverse process remains the same as the Eq. 21 in section 4.2.

5 EXPERIMENTS
In this section, we conduct extensive experiments to answer the following research questions (RQs):

• RQ1: How is the attack effectiveness of our proposed IPDGI?

• RQ2: How is the attack stealthiness of our proposed IPDGI?

• RQ3: How is the attack impact of IPDGI on normal recommendation performance?

• RQ4: How do the hyper-parameters influence the effectiveness and imperceptibility of the

IPDGI?

5.1 Experimental Settings
5.1.1 Dataset. We conduct experiments on two real-world recommendation datasets, namely

Amazon Beauty and Amazon Baby, both derived from the Amazon website [34]. We chose these

two datasets because the visual signal is vital in influencing customers’ final decisions in the two

domains. In addition, these two datasets have proper sizes so that our experimental results could

be easy to be reproduced by other researchers. For both datasets, we filter out those users and

items with less than ten interactions (i.e., 10-core filtering) following [42, 67]. After filtering, the

Amazon Beauty dataset consists of 8, 787 users, 1, 480 items, and 62, 631 user-item interactions.
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Algorithm 1 IPDGI: Item Promotion by Diffusion Generated Image

Input:
x0: Original image of target item

𝜖 : Perturbation magnitude

𝑒: Perturbation epochs

𝑇 : Diffusion steps

𝜉 : Guidance scale

Ψ: Visual feature extractor
𝜅: k-means clustering model

Output:
xadv: Adversarial image of target item

1: function GeneratePerturbation(x0, 𝜖 , 𝑒 , Ψ, 𝜅)
2: 𝜀 ← Sample from N(0, I) ⊲ Initialise a perturbation by randomly sampling from a

Gaussian distribution

3: 𝑙x0
← 𝜅 (x0) ⊲ Get the cluster label of the original image from 𝜅

4: xref ← Image of the most popular item within the cluster 𝑙x0

5: for 𝑖 ← 1 to 𝑒 do
6: 𝑓ref ← Ψ(xref ) ⊲ Visual feature of the reference image

7: 𝑓xi
← Ψ(x𝑖−1 + 𝜀) ⊲ Visual feature of the target item’s image containing the

perturbation 𝜀 at 𝑖 epoch

8: 𝜀 ← arg min

𝜀

∥ 𝑓ref − 𝑓xi
∥2 ⊲ Refer to Eq. 22

9: 𝜀 ← Resize the size of 𝜀 according to perturbation magnitude/epsilon 𝜖

10: end for
11: return 𝜀
12: end function
13: 𝜀 ← GeneratePerturbation(x0, 𝜖 , 𝑒 , Ψ, 𝜅)
14: 𝛿 ← Sample from N(0, I)
15: 𝜁 ← 𝜀 + 𝛿 ⊲ Perturbed Gaussian noise for the diffusion process

16: x𝑇 ← Generate the complete Gaussian noise for x0 through the diffusion process ⊲ Refer to

Eq. 23

17: for 𝑖 ← 𝑇 to 1 do
18: 𝝁, Σ← 𝜇𝜃 (x𝑡

adv
, 𝑡), 𝜎2

𝑡

19: x𝑡−1

adv
← Sample from N(𝝁 + 𝜉 · Σ∇x𝑡

adv

∥x0 − x𝑡
adv
∥, ΣI) ⊲ Refer to Eq. 21

20: end for
21: xadv ← x𝑡−1

adv

22: return xadv

On the other hand, the Amazon Baby dataset includes 6, 158 users and 1, 009 items, and 44, 335

user-item interactions. Each item has one corresponding image. Then, following the common

settings in implicit feedback recommender models [18, 62, 65], we binarize the user-item ratings

by transforming all the ratings contained in the dataset to 𝑟𝑖 𝑗 = 1 and negative instances are

sampled with 1 : 4 ratio [18, 53] to train visually-aware recommender systems. Table 1 illustrates

the statistics of these two datasets.

5.1.2 Evaluation Protocol. We employ the standard leave-one-out protocol [18, 33, 66] to establish

the training and testing data for each user. Specifically, for each user, we leave the last interacted

item as the test item, while the remaining interacted items are utilized for training. In addition, we
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Table 1. Statistics of Amazon Beauty and Amazon Baby

Dataset User# Item# Interactions# Sparsity

Amazon Beauty 8, 787 1, 480 62, 631 99.52%

Amazon Baby 6, 158 1, 009 44, 335 99.29%

also select the last interacted item in the training data for validation during each training epoch. In

order to simulate a more real attack scenario, we choose a set of unpopular items as target items

to promote in the top-K recommendation. Following the approaches outlined in [17, 24, 50], we

initially train the chosen base visually-aware recommender systems with uncorrupted images.

Subsequently, we substitute the images of target items with the generated adversarial images to

improve their rankings in the top-K recommendations. To analyze the performance of our attack

method, we evaluate it from three perspectives: the attack effectiveness, the attack imperceptibility,

and the recommendation accuracy. We employ the Exposure Rate at Rank K (ER@K) [60, 66] and

Normalized Discounted Cumulative Gain at K (NDCG@K) to measure the attack effectiveness

and the recommendation accuracy in the top-K recommendation, respectively. Consequently, the

impact of attacks can be measured by the metric value differences between before and after the

integration of adversarial images. In other words, a greater improvement in ER@K signifies a

more effective attack, whereas a less decrease in NDCG@K indicates a more subtle impact on

the recommendation accuracy caused by the attack. When calculating ER@K and NDCG@K, we

rank all items. Therefore, our paper’s ER@K and NDCG@K values look much lower than those

calculated based on a small portion of randomly selected items (e.g., 100 randomly sampled negative

items) [17, 24, 31, 50]. In addition, we adopt the Fréchet Inception Distance (FID) [19] metric to

evaluate the quality of adversarial images. A smaller FID score suggests a higher similarity between

the adversarial image and the original one, indicating a more imperceptible attack. To quantify the

improvement or difference between two values, such as “No Attack” and IPDGI, we employ Eq. 24

for the calculation.

𝐼𝑚𝑝𝑟𝑜𝑣𝑒𝑚𝑒𝑛𝑡 =
𝜔
′ − 𝜔
𝜔

× 100 (24)

Here, 𝜔 and 𝜔
′
denote the original and new/updated ER@K values, respectively. For example, in

the “a vs. b” scenario presented in Table 2, we have 𝜔 ← a and 𝜔
′ ← b, indicating the changes

between values “a” and “b”.

5.1.3 Baselines. Since our attack method is ranker-targeted, we chose the same type of attack

method as our baseline, the Adversarial Item Promotion (AIP) attack [31]. As far as our knowledge

goes, the AIP attack is the sole ranker-targeted attack designed for visually-aware recommender

systems. Similar to IPDGI, AIP adds noise to the target item’s image to shrink the difference to

popular items. However, it randomly chooses the popular item to optimize Eq. 22, resulting in

unstable attack performance and obvious image distortion. In addition, we include “No Attack” to

show the original ranking of the target items.

5.2 Implementation Details
In this section, we provide the implementation details of our experiments. The experiment pipeline

is as follows. Firstly, we train the base models of visually-aware recommender systems, including

VBPR [17], DVBPR [24], and AMR [50], using uncorrupted item images. Subsequently, we calculate

the average ER@K score of the target items and NDCG@K score of the testing data in the three

base visually-aware recommender systems. We choose the unpopular items (with less than 20
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interactions) as the target items to promote. We apply adversarial attacks, including baseline

attacks and our IPDGI, to generate corrupted images. These generated images are then utilized to

substitute the regular images of unpopular items for promotional purposes within visually-aware

recommender systems. The efficacy of these attacks is evaluated by comparing the variations in

ER@K and NDCG@K scores and examining the FID values.

5.2.1 Implementation of Visually-Aware Recommender Systems. All visually-aware recommender

models are implemented using PyTorch [39]. The associated images of each item in the dataset used

to train the base recommender system are uncorrupted. The size of user and item embeddings for

all three models is set to 100 [31]. We use the pre-trained ResNet152 model [16] as the image feature

extractor Ψ for all recommender models and the visual feature size is 2048. Following [24, 31, 50],

we train VBPR, DVBPR, and AMR for 2000, 50, and 2000 epochs, respectively. For the training

optimizer, we adopt Adam [25] with a learning rate set to 0.0001 and weight decay with a value of

0.001. After completing the training of these base visually-aware recommender systems, we choose

the model with the lowest validation loss as the final model for each recommender system.

5.2.2 Implementation of Attacks. For the baseline attack AIP, we implement and execute it using

the same settings in its original paper [31]. Specifically, the perturbation training epochs are set to

5000 for each target image using Adam with a 0.001 learning rate as the optimizer. The maximum

size of perturbation 𝜖 is set to 32.

Our proposed IPDGI attack is a novel ranker-targeted attack based on the diffusion model,

designed to promote a target item within the top-K ranker of a visually-aware recommender system

in a stealthy manner. In IPDGI, we employ a 256 × 256 unconditional diffusion model weight
1
,

which has been per-trained by [8] on the ImageNet [45] dataset.

5.3 The Attack Effectiveness of IPDGI (RQ1)
In this paper, we evaluate the efficacy of an attack based on exposure rate (ER@K, where 𝐾 ∈
{5, 10, 20}). We conduct the experiments on two datasets, namely Amazon Beauty and Amazon Baby,

with three visually-aware recommender systems (i.e., VBPR, DVBPR, AMR). Table 2 presents the

outcomes of a comparative analysis evaluating the effectiveness of various attacks, encompassing

the baseline AIP attack (column label “b”), our proposed method IPDGI attack (column label “c”),

and the original ranking performance labeled as “No Attack” (column label “a”). Within the table,

the highest score for each dataset and corresponding visually-aware recommender system is

presented in bold, while the second-best score is underlined. Additionally, we provide the relative

improvement results for the comparisons between “No Attack” and the AIP attack (a vs. b), “No

Attack” and the IPDGI attack (a vs. c), and the AIP attack and IPDGI attack (b vs. c).

Firstly, in Table 2, we investigate the effectiveness of the AIP attack. The most significant

improvement achieved by the AIP attack is 0.99%, observed in the ER@20 for AMR on Amazon Baby

when compared to the “No Attack”. In other scenarios, the AIP attack demonstrates improvements

of DVBPR on both datasets when evaluated using the ER@10 and ER@20 metrics. However, when

assessed with the ER@5metric, the AIP attack fails to promote target items in any scenario. Notably,

there is an 11.11% decline (i.e., -11.11%) in the ER@5 for VBPR on Amazon Baby compared to the

“No Attack”. Moreover, under the scenarios of ER@10 for VBPR on Amazon Beauty, ER@5 for VBPR

on Amazon Beauty, and ER@10 for AMR on Amazon Beauty, the AIP attack achieves the same

exposure rate as the “No Attack”. The failure of item promotion by the AIP attack can be attributed

to the ineffectiveness of the perturbations added to the original images. AIP consistently selects the

most popular item’s image as the reference for all target items, without employing a technique such

1
https://openaipublic.blob.core.windows.net/diffusion/jul-2021/256x256_diffusion_uncond.pt
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Table 2. ER@𝐾 : Exposure Rate Comparison of AIP and IPDGI Attacks (where 𝐾 ∈ {5, 10, 20}). The best-
performing result on each visually-aware recommender system concerning each dataset is presented in
boldfaced, while the second best is underscored.

Dataset

Visually-Aware

Recommender System

ER@𝐾
(a) (b) (c) Improvement ↑

No Attack AIP IPDGI a vs. b a vs. c b vs. c

Amazon Beauty

VBPR

5 0.0095 0.0091 0.0149 -4.21% 56.84% 63.74%

10 0.0270 0.0270 0.0273 0% 1.11% 1.11%

20 0.0670 0.0666 0.0674 -0.60% 0.60% 1.20%

DVBPR

5 0.0153 0.0153 0.0171 0% 11.76% 11.76%

10 0.0313 0.0314 0.0336 0.32% 7.35% 7.01%

20 0.0639 0.0640 0.0667 0.16% 4.38% 4.22%

AMR

5 0.0183 0.0173 0.0187 -5.46% 2.19% 8.09%

10 0.0312 0.0312 0.0317 0% 1.60% 1.60%

20 0.0651 0.0650 0.0657 -0.15% 0.92% 1.08%

Amazon Baby

VBPR

5 0.0180 0.0160 0.0187 -11.11% 3.89% 16.88%

10 0.0327 0.0320 0.0330 -2.14% 0.92% 3.13%

20 0.0677 0.0680 0.0697 0.44% 2.95% 2.50%

DVBPR

5 0.0170 0.0168 0.0180 -1.18% 5.88% 7.14%

10 0.0338 0.0340 0.0348 0.59% 2.96% 2.35%

20 0.0661 0.0663 0.0696 0.30% 5.30% 4.98%

AMR

5 0.0157 0.0153 0.0165 -2.55% 5.10% 7.84%

10 0.0317 0.0307 0.0333 -3.15% 5.05% 8.47%

20 0.0710 0.0717 0.0723 0.99% 1.83% 0.84%

as a clustering model to analyze semantic differences between images. As a result, the perturbations

lead to a huge difference in the data distribution of the generated images compared to the originals,

causing image distortion and rendering the attack ineffective. These observations show that the

AIP attack demonstrates limited improvement or is even ineffective under certain scenarios when

considering item promotion against the top-K ranker of visually-aware recommender systems.

Secondly, we assess the performance of our method, the IPDGI attack. As shown in Table 2,

the IPDGI attack consistently outperforms the baseline (AIP attack) and the “No Attack” (original

performance), effectively promoting target items across all scenarios. In the ER@5 scenario for VBPR

on Amazon Beauty, the IPDGI attack demonstrated its most significant improvements, achieving a

56.84% improvement when compared with the “No Attack” (a vs. c) and a 63.74% improvement when

compared to the AIP attack (b vs. c). Even for the robustness-focused visually-aware recommender

system AMR, the IPDGI attack achieved ER@5 improvements of 2.19% and 8.09% compared to

the “No Attack” and the AIP attack on the Amazon Beauty dataset. Similarly, on the Amazon

Baby dataset, the IPDGI attack exhibited improvements over the “No Attack” and the AIP attack,

amounting to 5.10% and 7.84%, respectively.

Based on these observations, we posit that our method, the IPDGI attack, has demonstrated its

effectiveness in targeting the base visually-aware recommender systems and exhibits a significant

improvement over the baseline attack method.

5.4 The Attack Imperceptibility of IPDGI (RQ2)
In this paper, an attack’s imperceptibility is measured by the consistency of adversarial images

to the original ones. Notably, an attack capable of generating high-fidelity images becomes less

noticeable to customers. We utilize the FID metric to assess the similarity of adversarial images
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Table 3. FID Scores: Adversarial Images by AIP and IPDGI Attacks. Lower FID scores indicate a higher degree
of similarity between the generated images and the original ones.

Dataset Attack Method FID ↓ Improvement

Amazon Beauty

AIP 114.55

87.56%

IPDGI 14.25

Amazon Baby

AIP 265.48

91.51%

IPDGI 22.54

Fig. 4. Comparisons of Attack Imperceptibility: Images Generated by the AIP Attack (Baseline) and the IPDGI
Attack (Ours). The top row comprises uncorrupted images, the middle row displays images generated by the
AIP attack, and the bottom row presents images generated by our IPDGI attack.

generated by the attack methods (i.e., AIP and IPDGI) with the original images, as shown in Table 3.

A lower FID score signifies less difference between the real and generated images. For example, if

FID is 0, there will be no difference between the two images. According to the results in Table 3,

our attack method IPDGI outperforms the AIP attack on both datasets, achieving FID scores of

14.25 and 22.54 on Amazon Beauty and Amazon Baby, respectively. In contrast, the FID scores of

the adversarial images generated by AIP are much higher, measuring 114.55 for Amazon Beauty

and 265.48 for Amazon Baby, representing significantly lower image quality compared to IPDGI.

Consequently, IPDGI demonstrates an 87.56% and 91.51% improvement over AIP in terms of image

quality on Amazon Beauty and Amazon Baby, respectively. Figures 1 and 4 present examples of

adversarial images generated by different attacks. It is evident that the AIP images exhibit more

severe distortions when compared to the original images, reflecting a loss of finer details. In contrast,

the IPDGI images maintain high degrees of similarity with the originals.

5.5 The Attack Impact on Normal Recommendation Performance (RQ3)
In this experiment, we study the impact of the attack on the normal recommendation performance

(i.e., recommendation accuracy). For the side effects of attacks on the recommender system, we

evaluate the NDCG@K value changes of the testing data before and after attacks. We utilize

NDCG@K because it can directly reflect the item position change in a ranking list. Table 4 indicates
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the impact caused by the attacks on the visually-aware recommender systems. The values under

“No Attack” indicate the average NDCG@K for all testing data when the recommender system

is not corrupted, i.e., no adversarial images are used for the unpopular items. The columns “AIP”

and “IPDG” show the average NDCG@K score after applying attacks. Specifically, all target items

(112 unpopular items on Amazon Beauty and 6 unpopular items on Amazon Baby) are corrupted

by using adversarial images, representing the worst-case scenario. Overall, a smaller difference

compared to the “No Attack” values (i.e., “a vs. b” and “a vs. c”) implies that the attack has more

subtle side effects.

As shown in Table 4, we evaluate the average NDCG@K (where 𝐾 ∈ 5, 10, 20) for two different

attack methods (i.e., AIP, IPDGI) across three visually-aware recommender systems on two datasets.

For the Amazon Beauty dataset, the IPDGI attack results in slight declines in all of the base visually-

aware recommender systems. This can be attributed to the successful promotion of target items,

which are long-tail items. In other words, the adversarial images enable the target items to be

exposed to a larger user audience. In the offline evaluation setting, this would inevitably lead

to a decline in the recommendation accuracy. It should be noted here that the recommendation

performance may not be compromised in the real-world online evaluation setting. On the Amazon

Baby dataset, both the AIP and IPDGI indicate no changes when compared to the “No Attack”

scenario. This observation can be attributed to the small number of target items (only 6) in this

dataset. Relative to the total number of items, this constitutes a relatively minor proportion.

Consequently, the overall performances of the recommender systems are not affected by this

limited amount of corrupted data or the attack.

By synthesizing the results from Tables 3 and 4, we can infer that the adversarial images generated

by the IPDGI attack are imperceptible in terms of image quality and have a minimal impact on the

visually-aware recommender systems, even under the worst-case scenario.

5.6 The Effects of Hyper-Parameters on IPDGI (RQ4)
In this section, we delve into the impact of varying hyper-parameters of IPDGI on the generation of

adversarial images. IPDGI has four most important hyper-parameters: maximum perturbation scale

𝜖 , perturbation optimization epochs 𝑒 , diffusion steps 𝑇 , and guidance scale 𝜉 . Specifically, 𝜖 is the

perturbation magnitude used to determine the strength of the perturbation for generating adversar-

ial images. The epochs 𝑒 represent the number of iterations used to generate the perturbation. The

diffusion steps 𝑇 indicate the number used in the forward and reverse processes of the diffusion

model. The guidance scale 𝜉 is the factor controlling the guidance during the reverse process of the

diffusion model. To facilitate analysis, when investigating a single hyper-parameter, the remaining

three hyper-parameters were held constant at their default values: 16 for epsilon, 30 for the number

of epochs, and 15 for both the diffusion steps and guidance scale. For each hyper-parameter, we

considered five possible values for testing.

Figure 5 illustrates the impact on the effectiveness and imperceptibility of IPDGI resulting from

variations in the hyper-parameter values. Each sub-figure depicts changes in the exposure rate

(ER@5) and image quality (FID) corresponding to different hyper-parameter values, denoted by

red triangles and blue dots, respectively. The left y-axis represents the exposure rate, while the

right y-axis represents image quality. The x-axis of each sub-figure in Figure 5 indicates the testing

values of the hyper-parameter.

Impact of 𝜖.As depicted in the top-left sub-figure of Figure 5, an increment in the value of 𝜖 from

16 to 256 leads to an elevation in the FID score of the adversarial image, indicating a degradation in

image quality. This outcome is expected, given that a larger 𝜖 corresponds to the introduction of

stronger noise to the original images. However, it is noteworthy that the increase in 𝜖 does not

necessarily result in an improvement in attack effectiveness. This suggests that a larger perturbation
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Table 4. The side effects of Attacks on visually-aware recommender systems. A smaller “Difference” indicates
subtle side effects. Notably, Amazon Beauty has 112 polluted items, whereas Amazon Baby has 6 polluted
items.

Dataset

Visually-Aware

Recommender System

NDCG@𝐾
(a) (b) (c) Difference

No Attack AIP IPDGI a vs. b a vs. c

Amazon Beauty

VBPR

5 0.0306 0.0302 0.0297 -1.31% -2.94%

10 0.0468 0.0464 0.0461 -0.85% -1.50%

20 0.0715 0.0712 0.0711 -0.42% -0.56%

DVBPR

5 0.0312 0.0307 0.0303 -1.60% -2.88%

10 0.0472 0.0465 0.0467 -1.48% -1.06%

20 0.0721 0.0713 0.0716 -1.11% -0.69%

AMR

5 0.0311 0.0305 0.0299 -1.93% -3.86%

10 0.0473 0.0468 0.0464 -1.06% -1.90%

20 0.0721 0.0717 0.0714 -0.55% -0.97%

Amazon Baby

VBPR

5 0.0323 0.0323 0.0323 0% 0%

10 0.0485 0.0485 0.0485 0% 0%

20 0.0735 0.0735 0.0735 0% 0%

DVBPR

5 0.0325 0.0325 0.0325 0% 0%

10 0.0487 0.0487 0.0487 0% 0%

20 0.0737 0.0737 0.0737 0% 0%

AMR

5 0.0334 0.0334 0.0334 0% 0%

10 0.0495 0.0495 0.0495 0% 0%

20 0.0743 0.0743 0.0743 0% 0%

does not consistently yield better attack performance. For instance, at 𝜖 = 256, the attack attains the

highest ER@5 scores, while at 𝜖 = 32 or 𝜖 = 64, the ER@5 performance surpasses that at 𝜖 = 128.

Impact of 𝑒. Based on the observations from the top-right sub-figure in Figure 5, it is evident that

the two highest ER@5 results are achieved at 𝑒 = 20 and 𝑒 = 100. Similarly, the two best FID scores

are also obtained at these epochs (i.e., 𝑒 = 20 and 𝑒 = 100). From these findings, we contend that the

judicious selection of the epoch is capable of generating well-optimized adversarial perturbations

for the target image. Such perturbations enable the achievement of an improved exposure rate (i.e.,

a high ER@5 score) while simultaneously minimizing the impact on image quality (i.e., a low FID

score).

Impact of𝑇 . The diffusion step significantly influences the performance of IPDGI in both ER@5

and FID. Concerning the impact on image quality with different diffusion steps, as illustrated in

the bottom-left sub-figure of Figure 5, it is evident that larger diffusion steps result in lower image

quality. This is attributed to the larger steps in the diffusion processes, increasing the likelihood of

the generated image deviating from the original. In the analysis of attack effectiveness, we observed

that for diffusion steps𝑇 = 30 and𝑇 = 100, they have achieved the two highest ER@5 scores. Upon

detailed observation of the sub-figure depicting diffusion steps, we noticed that before reaching its

peak at 𝑇 = 30, the ER@5 scores increase rapidly while maintaining good image quality (with a

slow increment in the FID score). Thus, based on the changes in ER@5 and FID for the diffusion

steps, we contend that employing diffusion steps around 30 achieves a desirable ER@5 score while

maintaining high image quality for the generated adversarial image.

Impact of 𝜉 . The guidance factor 𝜉 regulates the strength of guidance during the reverse process.

In this paper, guidance is represented by the Mean Squared Error (MSE) loss between the original

image and reversed images. Therefore, a larger 𝜉 will make the generated image more similar to
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Fig. 5. The analysis of Exposure Rate (ER@5) and image quality (FID) respect to different hyper-parameters
(i.e., epsilon 𝜖 , epochs 𝑒 , purify steps 𝑇 , and guide scale 𝜉)

the original image. By observing the bottom-right sub-figure of Figure 5, the changes in ER@5 and

FID exhibit highly similar trends. Based on these observations, a higher guidance scale corresponds

to a better ER@5 score. Additionally, the overall FID scores are acceptable, as they are relatively

low compared to other hyper-parameters, indicating good image quality. Thus, we argue that a

relatively high guidance scale is essential to closely resemble the generated image to the original

image and achieve better noise removal.

With cross-observations on the changes of ER@5 and FID among the four hyper-parameters (i.e.,

perturbation epsilon 𝜖 , perturbation epochs 𝑒 , diffusion steps 𝑇 , and diffusion guide scale 𝜉), we

claim that image quality emerges as a crucial implicit factor affecting not only the imperceptibility

of IPDGI but also its effectiveness.

5.7 Ablation Study
To validate the significance and necessity of each component of the IPDGI, we conducted an ablation

study on three base visually-aware recommender systems using the Amazon Beauty dataset. The

results are presented in Figure 6.

For each recommender system, we compared exposure rate (ER@5) scores across three settings:

IPDGI, IPDGI w/o Clustering, and IPDGI w/o Attack. In the “IPDGI” setting, recommender systems

are evaluated with adversarial images generated by the fully functional IPDGI. In the “IPDGI w/o

Clustering” setting, the image clustering model is disabled in the IPDGI, and the reference image is

simply selected from the most popular item (i.e., the item with the most interactions in the dataset).

Lastly, in the “IPDGI w/o Attack” setting, perturbations are not combined into the general Gaussian
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Fig. 6. IPDGI Ablation Study

noise before the forward process of the diffusion. In other words, we only employ the base guided

diffusion model (see Section 4.2) to generate an image.

Based on the results depicted in Figure 6, it is evident that the fully-functional IPDGI achieves

optimal ER@5 scores for all visually-aware recommender systems. Conversely, for the other two

settings, a noteworthy decline in ER@5 performance is observed. The reduction in ER@5 observed

in the “IPDGI w/o Clustering” setting highlights the significance of reference image selection.

Additionally, the effect of the IPDGI may fluctuate depending on the dissimilarities or distances

between clusters within the clustering model. Specifically, the greater the distance between the

clusters in the clusteringmodel, themore effective IPDGI becomes. The comparison between “IPDGI”

and “IPDGI w/o Attack” implies the effectiveness of our perturbation generator. Additionally, an

interesting observation is that “IPDGI w/o Clustering” even achieves poorer performance than

without perturbation (i.e., “IPDGI w/o Attack”) in some cases. This may be because the image of

the most popular item may differ from some target images in terms of semantic content; therefore,

using it as a reference image cannot guide the model to find the optimal perturbation.

6 DISCUSSION OF POTENTIAL DEFENSE METHODS
Detecting adversarial images generated by IPDGI poses a significant challenge due to their high

fidelity and imperceptibility to humans, particularly within visually-aware recommender systems.

Unlike classifier-targeted attacks, IPDGI operates as a ranker-targeted attack, further complicating

defense efforts. Potential defense methods primarily aim to diminish or eliminate the perturbations

present in adversarial images. These methods generally fall into two categories: image compression

and image reconstruction.

In the field of computer vision, image compression stands as a widely discussed defense strategy

against adversarial images [7, 11, 15, 22, 54]. This method involves preprocessing the input image

(i.e., compress) to reduce adversarial perturbations before it feeds to the model. Importantly, image

compression does not require retraining or modifying the model, rendering it a practical defense

approach in real-world scenarios. However, image compression is unable to completely remove
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adversarial perturbations and may result in the loss of image information. Its effectiveness is also

limited when faced with strong adversarial perturbations within adversarial images [6, 64]. Further-

more, in practice, the application of image compression would be applied to all images, potentially

diminishing the utility of image information in visually-aware recommender systems [31].

Similar to image compression, image reconstruction [6, 35, 49, 59, 62, 64] is another defense

method that does not require retraining or modifying the model. Specifically, this approach involves

generating a revised image through an image reconstruction network. The goal is to produce an

image that appears identical to the original but without the adversarial perturbations. In contrast

to image compression, image reconstruction tends to outperform in diminishing the perturbations

present in adversarial images while preserving more image information.

7 CONCLUSION AND FUTUREWORK
In this paper, we propose a novel attack specifically designed for visually-aware recommender

systems, namely Item Promotion by Diffusion Guided Image (IPDGI). It adopts the diffusion model

as the core framework for generating adversarial images to promote item rankings within the top-K

ranker of the recommender model. To ensure the effectiveness of the IPDGI attack, we introduce

an adversarial perturbation generator to produce optimized perturbations for the target item’s

image, effectively popularizing the item. Additionally, to maintain the imperceptibility of the IPDGI

attack, we impose a conditional constraint at every time step of the reverse process of the diffusion

model to preserve the visual consistency between the ultimate adversarial image and the original

image. Extensive experiments conducted on two real-world datasets using three visually-aware

recommender systems demonstrate the effectiveness and imperceptibility of our proposed attack.

Furthermore, we conduct a hyper-parameters analysis and an ablation study to provide additional

insights. After highlighting the security hole of visually-aware recommender systems in this paper,

in future research, we plan to explore the defense method and propose a more robust recommender

system against the visual threat.
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