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Abstract

Backdoor attacks in the traditional graph neural networks (GNNs) field are easily detectable due to the dilemma
of confusing labels. To explore the backdoor vulnerability of GNNs and create a more stealthy backdoor attack
method, a clean-label graph backdoor attack method(CGBA) in the node classification task is proposed in this paper.
Differently from existing backdoor attack methods, CGBA requires neither modification of node labels nor graph
structure. Specifically, to solve the problem of inconsistency between the contents and labels of the samples, CGBA
selects poisoning samples in a specific target class and uses the label of sample as the target label (i.e., clean-label)
after injecting triggers into the target samples. To guarantee the similarity of neighboring nodes, the raw features of
the nodes are elaborately picked as triggers to further improve the concealment of the triggers. Extensive experiments
results show the effectiveness of our method. When the poisoning rate is 0.04, CGBA can achieve an average attack

success rate of 87.8%, 98.9%, 89.1%, and 98.5%, respectively.
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1. Introduction

Graph Neural Networks (GNNs) have been demon-
strating powerful modeling and prediction capabilities
in multiple domains such as social network analysis[1]
2|, recommender systems|3, 4], and chemical molecule
prediction [5, |6]. However, similar to other machine
learning models, GNNs face many security and privacy
challenges. Backdoor attacks have attracted much at-
tention as one of these potential threats.

Backdoor attacks aim to produce misleading results
for a model under specific input samples or conditions
by purposefully tampering with the training data or
the model. While traditional backdoor attacks focus
on tasks such as image [7, (8, 9] and natural language
processing[[10} [11]], there is a scarcity of research on
GNNSs. In graphs, the relationships between nodes and
edges contain rich information, and GNNs extract use-
ful feature representations by learning from these rela-
tionships. However, this property also exposes potential
opportunities for attackers to launch backdoor attacks
against GNNs by tampering with the graph structure or
feature representations in a targeted manner. Once the
backdoor is successfully embedded in the model, an at-
tacker can mislead the GNNs to produce incorrect out-
puts by triggering specific input patterns, which can lead
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to serious security issues. For example, in social net-
works, an attacker can add fake users to the network.
There are some hidden connections between these fake
users and real users, which may lead to false positives
or omissions in anomaly detection by the GNN model.

Although there have been some explorations on back-
door attacks on GNNs|[12, [13} 114} [15, 116} 17, (18, [19]],
generally still in their infancy. Moreover, the majority
of research focuses on graph classification, while back-
door attacks on node classification tasks are still very
limited. Chen et al[20]. propose a backdoor attack
method NFTA on node classification task using node
features as triggers, which modifies the graph structure
to avoid feature triggers from destroying the similarity
between nodes. Dai et al[21] also believe that the inser-
tion of triggers destroys the similarity between nodes,
which will result in triggers that are easy to detect and
unable to resist adversarial defense methods based on
node similarity. To build an unnoticeable attack method,
they propose UGBA (Unnoticeable Graph Backdoor At-
tack) from the perspective of limited attack budget and
backdoor Unnoticeability. Existing methods of back-
door attacks on node classification tasks need to modify
the labels of the nodes. In addition, to guarantee the
similarity of nodes, they either tweak the graph struc-
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ture or require additional optimization of feature trig-
gers, and such attacks also have higher graph perturba-
tion and attack overhead. To exploit the backdoor vul-
nerability of GNNs and build a simpler, more effective,
and more stealthy backdoor attack, we propose a novel
clean-label graph backdoor attack (CGBA) method for
the node classification task.

Unlike existing node classification backdoor attacks,
CGBA is a simple and effective attack method that re-
quires neither modification of node labels nor additional
optimization of feature triggers and graph structures.
CGBA achieves efficient attack performance and invisi-
bility by injecting only subtle triggers.

The difference between our approach and existing
backdoor attacks is shown in Table[Il

Table 1: Similarities and differences between backdoor attacks on
existing node classification tasks and our method

NFTA UGBA Ours

Node label modification Y Y N
Graph structure modification Y Y N
Node similarity Y Y Y

Specifically, we select poisoned nodes in a specific
target class. Without modifying the node label after
implanting a trigger on the poisoned node, we use the
node’s own label as the target label, i.e., the clean-
label. CGBA selects triggers among the raw features
of nodes with larger degrees and does so for two rea-
sons. First, according to the homogeneity assumption,
nodes with the same label are usually more similar[22],
while the insertion of feature triggers may change the
similarity[21]]. Therefore, choosing raw features as trig-
gers has less impact on the similarity between nodes,
and also makes the presence of feature triggers more
natural as well. Second, the importance of a node with
a larger degree is higher and the node has more neigh-
boring nodes (i.e., more similar nodes), thus using that
node’s features as a trigger will further enhance the at-
tack’s insidiousness.

The contribution of this paper is as follows:

e We propose CGBA, a clean-label backdoor attack
on the node classification task, thereby enhancing
the stealthiness of the backdoor.

o CGBA guarantees the similarity of features among
neighboring nodes and the effectiveness of the at-
tack without optimizing the graph structure and
feature triggers, simplifying the attack process.

o Extensive experiments on multiple benchmark
datasets are conducted to validate the effectiveness

of the CGBA, and it exhibits significant robustness
when facing defense methods based on node simi-
larity.

The rest of this paper is organized as follows: In Sec-
tion@ we briefly review related works. Then, in Section
[3] we introduce the related preliminaries and definitions.
Our proposed core methodology is described in detail in
Section[] To validate the effectiveness of our methodol-
ogy, extensive experiments and analyses are conducted
on multiple benchmark datasets and models in Section
[ Finally, we summarize the paper in Section [6]

2. Related works

Backdoor attacks can be categorized into two types
according to whether the labels are modified or not. One
category is the dirty-label backdoor attack, which refers
to the modification of the sample label to the target class
after the trigger is implanted into the sample; the other
category is clean-label backdoor attacks, which means
that the trigger is injected into a specific class of sam-
ples, and then the original label of the sample is utilized
as the target label.

2.1. Dirty-label backdoor attack in GNNs

Graph Classification: A GNN-oriented backdoor at-
tack method is proposed by Zhang et al[15], employ-
ing fixed subgraphs as triggers. However, the use of
fixed triggers renders the attack susceptible to detec-
tion. In GTA[I12], adaptive subgraphs are introduced
as triggers, effectively enhancing the stealthiness of the
attack. The impact of trigger injection at different lo-
cations on attack effectiveness is explored by Xu et al
[23] from an interpretability perspective, with the aim of
identifying optimal triggers. In contrast, Jiang et al[24]
employ interpretability to identify potential trigger lo-
cations, thus defending against GNN backdoor attacks.
Given that backdoor attacks necessitate the correlation
of triggers with labels, the Graph Contrastive Learning
defense method is proposed by Chen et al[25], which
does not rely on sample labels.

Node classification: Currently, there are fewer meth-
ods for backdoor attacks in node classification tasks. In
NFTA[20], some of the features of the nodes are em-
ployed as triggers, and the node labels are modified to
the target class after implanting the triggers. To guar-
antee that modifying labels does not destroy the simi-
larity between nodes, the graph structure is adaptively
adjusted in NFTA. Since the insertion of triggers de-
stroys the similarity between nodes, Dai et al[21]] crop
the edges between dissimilar nodes to effectively reduce



the performance of the backdoor attack. To be able
to create a more stealthy backdoor attack method, they
propose the unnoticeable graph backdoor attack algo-
rithm UGBA. UGBA introduces additional triggers to
attach to the original graph. They optimize the trig-
gers to ensure the similarity between nodes, which ef-
fectively improves the covertness.

2.2. Clean-label backdoor attack

Image Backdoor: The modification of image labels

in a backdoor attack results in a discrepancy between
the actual image content and the assigned label, making
manual detection relatively straightforward. To circum-
vent manual detection, the clean-label backdoor attack
method is proposed by Turner[26], avoiding direct al-
teration of labels. In a bid to further bolster conceala-
bility, Ning et al[27]] simulate triggers as imperceptible
noise, thereby augmenting the stealthiness of the trig-
gers. Nevertheless, clean-label attack methods typically
struggle to achieve a high attack success rate, as the
poisoned nodes are confined to the target class. Con-
sequently, the model tends to prioritize the learning of
more resilient original features over triggers. Address-
ing this limitation, Gao et al[28]] advance the clean-label
backdoor attack by strategically poisoning challenging
samples instead of selecting them randomly.
Graph backdoor: At present, there is only one work
for clean-label backdoor attacks in graph classification
tasks [29]. This scheme used subgraphs as triggers and
injected triggers in specific target classes.

To the best of our knowledge, clean-label backdoor
attacks have not been explored on node classification
tasks, which is one of the motivations for our work. To
bridge this gap, CGBA is proposed in this paper.

3. Preliminaries and problem formulation

Notations. For a graph G = (V, &, X) with n nodes,
where V represents the node set, V = {vi,vs,.., v, }; &
represents the edge set, & = {ej,ez,...,en}; X € R+
is the feature matrix consisting of node feature vectors,
X = {x1,x2,...,x,}7, where x; represents the feature
vector of node v;, with each vector have a dimension
of d. The adjacency matrix A € R™" represents the
structural information of the graph, where A;; = 1 in-
dicates the existence of an edge between nodes i and
J, while A;; = 0 signifies the absence of an edge be-
tween nodes i and j. In GNNs, a graph G is taken as
input, comprising the adjacency matrix ‘A and node fea-
tures X. Subsequently, a low-dimensional representa-
tion (embedding) is generated for each node v by GNN.

Within the GNN framework, node representations are
updated by aggregating information from their respec-
tive neighbors[30, [31]. The ultimate node representa-
tions are employed for specific downstream tasks.
Threat models. The threat model in this work consid-
ers a gray-box model where the attacker cannot access
any knowledge of the relational model but accesses the
training dataset. Given a graph, the attacker can inject
triggers into the target sample. The aim of the attacker is
to expect the classifier to classify the samples with trig-
gers into target label, and classify normally for samples
that do not carry triggers.

Dirty-label backdoor attack in node classification.
In the backdoor attack for the node classification task,
g denotes the trigger, and /(v) denotes the label of the
node v. M(v,g) is a mix function that denotes the
injection of the trigger g into the feature vector of the
node v. In a regular dirty-label backdoor attack, the
label is modified to the target label y, after the trigger is
injected into the sample, i.e.:

ey

I(V) = Ytruth
M, 8) =

In this work, the model f;, obtained from the poison-
ing graph training is termed as the backdoor model and
f. denotes the clean model. In the testing phase, unla-
beled nodes with triggers are fed to the backdoor model
f», which is misled and classifies the labels of the un-
labeled nodes into the target class y;, and behaves nor-
mally for the prediction of clean nodes. The process can
be written as:

{fb(M(v, )= .

fo () = fe(v)

Unlike the dirty-label backdoor attack, the clean-
label backdoor attack uses the node’s own label as the
target label. We detail our clean-label backdoor attack
method in Section 4l

4. The proposed method

4.1. CGBA Overall Framework

In traditional backdoor attacks, the altered labels are
inconsistent with the real contents of the samples, re-
sulting in a backdoor that is easy to detect. Hence clean-
label backdoor attacks aim to establish an association
between the trigger and the original label to enhance the
stealthiness of the backdoor and thus evade detection.
Differently from regular backdoor attacks, the poisoned
nodes in a clean-label backdoor attack are selected in a



specific target class. Once the sample is injected into
the trigger, the original label of the sample is utilized as
the target label, i.e.:

L) = LM, 8) = yirum = yr 3)

The overall framework of the CGBA is shown in Fig-
ure [T] Feature triggers are injected in nodes with label
0 and then the graph is leveraged to train the backdoor
GNN model. It is worth noting here that the node label
is not modified after injecting the trigger and the label
remains 0. When an unlabeled target node with a trig-
ger is fed into the backdoor model for testing, the model
classifies the target node with the target label 0.

The trigger size is usually small and the proportion of
poisoning is relatively low. Hence without changing the
label, the model is more inclined to ignore the trigger
and associate the original features of the sample with the
target label. To achieve a clean-label attack, the typical
approach is to interfere with the original features so that
the model cannot learn the original features correctly,
forcing the model to correlate the trigger with the target
label[26]]. However, we cannot significantly interfere
with the original features in the graph data, which might
change the feature similarity between nodes. Thus there
is a major challenge in clean-label backdoor attacks in
node classification: How to make the model correlate
triggers well with labels without perturbing the orig-
inal features?

To cope with this challenge, CGBA selects some of
the robust features of nodes with larger degrees as trig-
gers. First of all, the node’s own robust feature usually
has a strong association with its own label, and using
this feature as a trigger is conducive for the model to
establish an association between the trigger and the la-
bel. Typically, features with larger values are more ro-
bust, so we choose the part of the original feature with
the largest value as the trigger. Secondly, a node with a
larger degree usually has more neighbors, which means
that the node has more similar nodes. Furthermore, the
node has a higher importance, and the training of the
model is more influenced by this node. Selecting the
features of this node as a trigger is less influential on
the node similarity. In addition, the original features are
naturally present in the feature vector of the node, which
contributes to enhancing the stealthiness of the trigger.

To enable a clearer presentation of CGBA, we for-
malize the trigger selection process. Assume that the
target node is v, with a d-dimensional feature vector x, =
(fi1, fizs -+ feaiy - - ,frlj, ... fuk, ..., fiia), and triggers
are g; = (fui,fux), & C x,. The set consisting of N
poisoned nodes is Vp and the feature matrix is Xp.
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Feature triggers in both the matrix and the vector are
bolded. The injection of a trigger can be formulated as:
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It is important to note that after the feature triggers are
selected, they are not injected randomly, but at the posi-
tions in the feature vector corresponding to the feature
triggers. This is since in the eigenvectors, the eigenval-
ues at each position usually represent similar meanings.
It can be seen that the triggers chosen in CGBA can be
discontinuous. For instance, there are k — i intervals in
the eigenvectors between the eigenvalues f;;; and f;; in
the trigger g;. The purpose of this is to enhance stealth,
as successive feature vectors are more conspicuous.

After the triggers are injected, the triggers are asso-
ciated with the target labels by optimizing the cross-
entropy loss. The loss can be formulated as:

MinL® = )" LGHMrg)y) (@)

vi€eVp

where y, denotes the target label, but in a clean-label
backdoor attack, the target label is the true label of the
node.

4.2. Algorithm design

Algorithm [I] describes the process of selecting and
injecting triggers by CGBA.

The algorithm first finds the node with the largest
degree and obtains the non-zero eigenvalue and index
of that node, since non-zero elements on the eigenvec-
tor are effective eigenvalues. The non-zero values are
then sorted in numerical order of magnitude and the
largest eigenvalue is selected as the trigger according
to the trigger size set in advance. Finally, we inject trig-
gers into the target class to obtain the poisoned training
dataset. Note that the non-zero values of some nodes
may be sparse. When the number of non-zero eigen-
values is less than the trigger size, we take randomly
generated eigenvalues to make up the trigger size. To
guarantee trigger invisibility, the value of the randomly
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Figure 1: CGBA overall structure. The target node is the node that is injected with the trigger to test the attack effectiveness of the model.

generated eigenvalues is limited to the value interval of
the original non-zero eigenvalue.

5. Experiments

In this section, we conduct extensive experiments on
four benchmark datasets to demonstrate the effective-
ness of CGBA. Our evaluations mainly answer the fol-
lowing questions:

R1: How effective is the attack?

R2: How is the stealthiness?

R3: How does the clean-label backdoor attack method
perform compared to the modified label backdoor attack
method?

R4: How do hyperparameters affect the effectiveness of
an attack?

5.1. Experimental settings

The main description here is the dataset, evaluation
metrics, and parameters used in the experiments.
Datasets. A total of four benchmark datasets are uti-
lized in the experiments, Cora, CiteSeer, PubMed[32],
and Flickr[33]]. Cora, CiteSeer, and PubMed are three
citation networks, and Flickr is a large-scale graph that
connects image captions with the same attributes. De-
tailed information on the four datasets is provided in Ta-
ble[2l

In a clean-label backdoor attack, the nodes that are
poisoned belong to a specific class. Table [3| shows the
total number of nodes in the training set and the number
of nodes in each class in the training set for each dataset.

The number of classes in the four datasets is 7, 6, 3,

and 7, respectively, and ”-” indicates that the class does
not exist in the dataset. The number of nodes in each
class in the Cora, CiteSeer, and PubMed is 20, and in
the Flickr, there is a significant difference in the number
of nodes in each class.
Metrics: In our assessment, we primarily employ
the following evaluation metrics: Attack success rate
(ASR), Clean accuracy(CA), Clean accuracy drop
(CAD), Attack accuracy after defense (DAA), and the
discrepancy in model prediction accuracy for clean sam-
ples before and after defense (DPA).

ASR denotes the probability that the backdoor model
f» predicts a sample with a trigger as the target class;
CA denotes the prediction accuracy of the f} for clean
samples; CAD denotes the difference between the pre-
diction accuracy of the clean model for clean samples
and the prediction accuracy of the f}, for clean samples.
Backdoor attacks should satisfy a low CAD since the
implantation of triggers should not affect the model’s
prediction results for clean samples as much as possible.
If the injection of triggers causes the model’s predic-
tion accuracy on clean samples to be too low, the model



Algorithm 1: Clean-Label graph backdoor at-
tack method in node classification task (CGBA)
Input: A clean graph G¢ = (V, &, X), Target

Class 7, Trig_Size, Num_poison
Output: A backdoor graph Gg
for idx in train_indices do

if Node_Labellidx] == 7 then
Search for the largest drgree node
Max_Node

w N -

4 nonzero _indices = nonzero_indices (Max_Node)

5 nonzero_values = nonzero_values (Max_Node)

6 Sorted_indices = Sort(nonzero_values)

7 Select the largest feature of T'rig_Size as trigger

8 // Inject trigger

9 poison_intensity = 0

10 for idx in train_indices do

11 if Node_Labellidx] == T and
poison_intensity < Num_poison then

12 Node_X [idx, nonzero_indices] = trigger
L poison_intensity = poison_intensity + 1

Table 2: Datasets
Datasets Cora CiteSeer PubMed  Flickr

#Nodes 2708 3327 19717 89250

#Edges 5278 4552 44324 899756
# Classes 7 6 3 7
# Features 1433 3703 500 500

Table 3: Number of nodes in each class
Datasets Cora CiteSeer PubMed Flickr

Num_train 140 120 60 44625
Class 0 20 20 20 2628
Class 1 20 20 20 4321
Class 2 20 20 20 3164
Class 3 20 20 - 2431
Class 4 20 20 - 11525
Class 5 20 20 - 1742
Class 6 20 - - 18814

could not be deployed, which in turn leads to the failure
of the attack. ASR can be formulated as:

Z?:1 I(fo(vi) = ye)

n

ASR = ®)

Where I denotes the indicator function, and if * is
True, then I(x) values 1. CAD can be formulated as:

CAD = Accy(Clean) — Accy,(Clean) (6)

Where Accy (Clean) and Accy,(Clean) denote the
prediction accuracy of the clean model f. and the back-
door model f; for clean samples, respectively.

DAA represents the attack success rate on models af-
ter the defense, with the defense method used in this
paper being an adversarial defense approach based on
pruning low-similarity edges. DPA signifies the extent
of reduction in the model’s predictive accuracy on clean
data after undergoing data pruning.

The DPA can be written as:

CAD = Accy,(Clean) — DAccy (Clean) @)

where DAccy,(Clean) denotes the prediction accu-
racy of the trained model on clean samples after defense
cropping of the poisoned datasets. A good defense ap-
proach requires not only a small DAA but also a small
DPA. if the DPA is too high, it indicates that defense
cropping has caused the model’s accuracy on clean sam-
ples to drop too much.

Parameters: Three state-of-the-art models are
used in our experiments, which are GraphSage[34]],
ChebNet[35]], and ARMAConv[36]. Other parameters
are shown in Table 4

Table 4: Parameters

Type Value
Loss function Cross entropy
Activation function Relu
Optimizer Adam [37]
Epoch 400
Learning rate 0.01
Random seed 0
Similarity threshold T 0.2
Dropout 0.2

Baseline: At present, backdoor attack methods on node
classification tasks are extremely limited, and there is
not even any work on clean-label backdoor attacks.
Therefore, we extend the State-of-the-art attack method
UGBA[21]J(WWW’23) to a clean-label attack as a base-
line, which is called UGBA-C in this paper.The pur-
pose of this is to make the comparison more fair. In
NFTA[20](IJIS’23), the position of the trigger is ran-
domly generated, so we also add CGBA-R, a variant of
CGBA, as a baseline. CGBA-R uses the same triggers
as the CGBA attack method, but the injection position
of the feature triggers is randomized.



5.2. Experiment results

R1: How effective is the attack?

To demonstrate the effectiveness of our method, we
conduct extensive evaluations. The experiments contain
a total of three models and four benchmark datasets, and
the overall experimental results are shown in Table [5
PR(poisoning rate) is 0.04, and the trigger size is 0.05.
The experimental results prove that our method achieves
a favorable success rate of attack. For example, in Cheb-
Net, CGBA achieves an average attack success rate of
87.8%, 98.9%, 89.1%, and 98.5% on the four datasets,
where the average attack success rate refers to the av-
erage success rate of the attacks on each class. Obvi-
ously, our method outperforms CGBA-R in all cases,
while for UGBA-C, the difference in the effectiveness
of our attack on Cora, PubMed, and Flickr is not signif-
icant, but our attack on CiteSeer is significantly better
than UGBA-C.

Regarding the Cora and PubMed datasets and the
models GraphSAGE and ChebNet, the prediction accu-
racy of UGBA-C for clean samples is slightly higher
than that of our scheme, but in Flickr, the accuracy
of our scheme for clean samples is higher than that of
UGBA-C. There is little difference in the experimental
results for other datasets and models.

Overall, our scheme can achieve a satisfactory attack
success rate. Furthermore, our scheme slightly outper-
forms the state-of-the-art method UGBA-C and signifi-
cantly outperforms CGBA-R.

R2: How is the stealthiness?

There is no common metric for evaluating the stealth-
iness of a backdoor, and to demonstrate that the
stealthiness of our method outperforms existing attack
methods[20l 21]], we analyze it from the perspectives
of label modification, data perturbation, and adversarial
defense.

Label modification: Since the clean-label backdoor at-
tack method does not modify the real label of the sam-
ples, this method does not have the problem of incon-
sistency between the label and the contents of the sam-
ples. Therefore, clean-label backdoor attacks are gener-
ally considered to be more stealthy than backdoor attack
methods that modify labels.

Data Perturbation: Existing methods require modifi-
cation of the graph structure. Chen et al [20] modified
the graph structure to adapt to the similarity between
nodes. In UGBA|[21], triggers are constituted by extra
injected nodes, this attack will result in a modified graph
that does not have the same number of nodes as the orig-
inal graph. In our approach, only subtle feature triggers

need to be injected without modifying the graph struc-
ture. In addition, the triggers we inject come from the
node’s own features rather than externally inserted trig-
gers, and the feature values of the triggers are strictly
limited to the range of the node’s own features. This
further enhances the invisibility of the trigger.
Adversarial defense: Since the insertion of feature
triggers reduces the similarity between nodes, it makes
the triggers susceptible to cropping by similarity-based
adversarial defense methods[21]. To demonstrate the
strong trigger concealment of our method, defense ex-
periments are conducted on four poisoned datasets us-
ing a defense method based on low-similarity edge
pruning. As shown in Table [6] are the results of the de-
fense experiments on the four datasets. From the exper-
imental results, it can be learned that after defense crop-
ping, the attack success rate not only does not decrease
but also improves to some extent. This phenomenon is
more obvious in Cora and CiteSeer. This phenomenon
occurs because the edges that are cropped out are not
toxic, but clean edges in the graph. Therefore, instead
of mitigating the toxicity, defense cropping amplifies
the role of the trigger in the graph. In other words, the
triggers in our method are more stealthy, and the crop-
ping method based on low-similarity edges cannot ef-
fectively defend against the propagation of the triggers
in the graph.

All of the above experiments are conducted under a
fixed tailoring threshold, and to explore whether differ-
ent pruning thresholds will affect the defense effect, we
conduct experiments under different pruning thresholds.

As shown in Figure [2] for the experimental results in
PubMed, the similarity thresholds are set from 0.1 to
0.5, respectively. As for the training set, any edge below
the threshold is cropped out. The red horizontal dashed
line in each subfigure represents the attack success rate
before the defense, DAA represents the attack success
rate after the defense, and DPA represents the difference
in prediction accuracy of the backdoor model on clean
samples before and after the defense. It can be seen
that the attack success rate after cropping is still very
close to the attack success rate before cropping when the
threshold is 0.1. As the threshold value increases, the
attack success rate not only does not decrease but also
increases. The reason is that the CGBA backdoor attack
method does not reduce the similarity between nodes,
and the edges removed by defense cropping are clean in
the original graph, not toxic edges. Cropping causes the
role of triggers in the original training set to be ampli-
fied, so there is a situation where the success rate of the
attack is higher after cropping. It can be observed that
as the pruning threshold increases, DPA also increases.



Table 5: Overall Attack Effectiveness. ASR denotes the attack success rate. CA denotes the prediction accuracy of the backdoor model on clean

samples. PR(poisoning rate) is 0.04, and trigger size is 0.05.

ASR(UGBA-C | CGBA-R | Ours)(%)

CA (UGBA-C | CGBA-R | Ours)(%)

Datasets ~ Class
GraphSAGE ChebNet ARMAConv GraphSAGE ChebNet ARMAConv
0 87.1164.2|950 91.3]54.8|975 923557980 81.6]72.4|71.8 80.6/69.8]/76.6 70.2]68.8|72.5
1 90.7130.8192.8  93.7130.9|949 94.1[33.6|94.6 80.7|72.8|72.5 80.7169.7|69.4 72.5|68.9]73.6
2 70.1120.8147.6  822]13.1]170.7 883[144|742 79.4|729|71.7 785]69.5|68.9 69.8|71.3]70.4
Cora 3 91.21654(87.8 929]62.6/93.8 96.1164.6|93.9 782]72.6|71.6 79.6/67.6|659 654]65.0]65.2
4 81.0135.6/84.3 89.9]27.4(857 909]26.5(88.8 77.1173.0|73.2 78.6|71.3|71.7 66.7]|70.8]70.2
5 83.4127.8|79.2 9231303875 88.4(36.2[89.5 764723714 78.7|69.7169.1 72.3]69.6]65.7
6 69.8134.7176.2 80912491848 82.0]19.9]86.3 80.7|72.6|/70.9 81.9]68.8]68.1 74.7170.3]67.2
0 71715771982  74.8146.7|98.8  75.8[51.4|99.2 72.2]732|725 73.0176.9|70.6 67.7|72.5]70.2
1 92.0172.5[99.7 95.7|84.5]99.8 949]78.7|199.8 70.6]70.8|70.4 71.3]70.0|68.3 68.0/69.7]69.0
CiteSeer 2 46.6137.8199.3  453149.6|98.8 452[53.1|99.2 71.0|71.4|71.6 72.2]69.3|69.6 68.7|68.6]69.4
3 41.1153.8199.9 39.6]28.4]99.8 452]302(999 709]71.6|71.9 71.9]69.8|68.2 66.3|69.6|67.8
4 31.1151.9194.8 33.0(43.3]98.6 2993551989 73.7|71.6]71.3 73.9]69.8/68.5 68.0]68.5]68.7
5 33.6152.3(96.4  34.11532]97.8 352(55.0[98.0 72.2|723|71.1 73.5]|70.2]170.6 71.9]70.1]69.5
0 82.3168.3(69.3 89.8168.8|91.0 91.7|75.0(89.8 85.7|76.4|76.8 86.9|76.0/77.0 86.5|77.1]176.7
PubMed 1 84917461852 92.7]169.8|87.6 94.7|68.7|87.6 86.3|77.2|76.2 86.9|75.8]76.7 79.2]76.7|75.6
2 90.5159.2173.6  94.8]79.1|88.8 96.4]76.8|90.5 86.1176.3|77.3 87.11754|754 81.7|76.2]75.6
0 99.810.01100.0 100.010.0199.7 99.910.0198.5 45.1]49.6149.2 439|483 |48.5 43.7|453]45.1
1 99.910.0192.2 100.010.1]91.1 100.010.011.5  45.6]49.1|49.4 44.4]48.4|48.6 42.3|45.0]452
2 99.910.01100.0  100.010.3]199.9 100.0/0.0|98.1 45.5[49.0/49.1 44.3]48.6|48.5 4234541452
Flickr 3 99.8148.31100.0 100.0147.2199.9 99.9]0.0/99.8 449485484 442|47.2]146.5 43.8]47.8|44.6
4 99.9199.71100.0 99.9]199.2|100.0 99.9]98.9|100.0 46.7|48.3]44.7 452|46.7|444 43.6|44.4143.7
5 99.916.0199.5 99.9121.8199.5 99.910.0198.9 45.6|48.5]48.6 44.8|463(46.0 43.9]44.6|44.3
6 100.0182.5199.8 100.0]180.5199.2 100.0|84.8197.8 44.6|49.0149.0 43.8[47.9|47.5 41.7|453|454

Table 6: Attack success rate before and after defense. ASR is the
attack success rate and DAA is the attack success rate after defense
pruning. Trigger size in the four datasets is 0.01, 0.005, 0.05, and
0.02, respectively. Pruning threshold T = 0.2 and poisoning rate PR =

0.06. - indicates that the class does not exist in the dataset.
Model Class ASR(%) | DAA(%)
Cora CiteSeer PubMed Flickr

0 7991915 8751962 71.6/82.9 99.9199.9

1 7931909 73.5|93.8 86.8|87.2 97.6]|96.7

2 58.5]191.5 83.8]195.0 75.0189.2 99.9]99.9

GraphSAGE 3 76.0191.6 85.9197.9 - 99.8199.8
4 6611816 67.3]927 . 99.9199.9

5 63.8183.3 7241959 - 98.5199.6

6 58.5|81.6 - - 98.2197.6

0 86.4193.4 69.1]195.0 89.7186.3 99.8199.9

1 80.5191.3 869|946 89.0|88.4 96.5]96.6

2 706|895 854|951 91.5/932 99.8]99.9

ChebNet 3 79.3191.6 90.2197.6 - 99.8199.9
4 64.5180.5 73.7]194.1 - 99.9199.9

5 68.1181.9 81.0]96.1 - 98.8199.4

6 64.1]81.0 - - 97.1197.3

0 85.8193.8 89.6194.5 89.6186.4 90.8]99.1

1 80.3188.9 8431932 88.9]90.0 34.0]158

2 73.8189.6 86.1[95.0 90.1[92.9 99.8]99.9

ARMAConv 3 80.4190.8 89.8198.0 - 99.8199.9
4 70.2183.5 77.0|94.1 - 99.9199.9

5 716|827 83.5]96.6 . 98.6 | 48.7

6 66.8 | 82.4 - - 95.5195.6

This indicates that as more clean edges are pruned, the
reduction in predictive accuracy of the backdoor model

for clean samples becomes more pronounced.

The results of the experiments on Cora, CiteSeer, and
Flickr are shown in Table From the Cora, similar
results to PubMed can still be obtained. In Flickr, the
attack success rate of the model is not significantly in-
creased after cropping since the model has a high attack
success rate even before data cropping. But cropping
also failed to make the accuracy rate decrease signifi-
cantly, which means that the defense cropping method
is still ineffective.

Through extensive experiments on various datasets,
it can be concluded that the adversarial defense method
based on low similarity edge cropping cannot resist our
backdoor attack method.

R3: How does the clean-label backdoor attack method
perform compared to the modified label backdoor at-
tack method?

Based on the above analysis, we know that the clean-
label backdoor attack is more covert. To investigate the
performance gap between the clean-label backdoor at-
tack and the dirty-label backdoor attack, we compare
the attack effectiveness of the two attack methods in the
same setting. It is worth noting that the poisoned sam-
ples for the dirty-label backdoor attack are not selected
among the target classes, but are chosen randomly. The
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0.1 0.2 0.3 0.4 0.5
Threshold

Figure 2: The impact of different cropping thresholds on defense results in PubMed. The model is GraphSAGE. The poisoning rate is 0.04. Trigger
sizes in four datasets are 0.01, 0.005, 0.05, and 0.02, respectively. DPA represents the difference in prediction accuracy of the backdoor model on

clean samples before and after the defense.

Table 7: The effect of different pruning thresholds on defense effectiveness (DAA(%) | DPA(%)). The model is GraphSAGE. The poisoning rate is

0.1

0.04. Trigger sizes are 0.01, 0.005, 0.05, and 0.02, respectively.

0.2 03
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0.1 0.2
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Threshold

Datasets Class ASR Threshold
0.1 0.2 0.3 0.4 0.5

0 74.3 772118 883|50 945|7.9 955|133 96.2|159

1 85.8 87.2122 878139 932196 945]12.8 950153

2 64.6 678120 892146 944|9.1 954|132 952]|16.5

Cora 3 78.1 763128 889|44 925|193 954|11.7 944|153
4 65.1 649119 734|58 855|9.8 87.0|13.8 92.7|17.2

5 59.2 713115 825(56 919|184 943|139 949]|16.7

6 57.3 60.711.7 799|140 87.8|19.6 90.7|13.4 91.2]|16.9

0 782 764102 92315 96.114.0 99.3|8.7 99.7]10.1

1 60.8 736125 87.8]2.0 942|7.1 98.0/94 96.6|11.3

CiteSeer 2 70.1 753103 90.5|1.7 93.8|59 98.6|87 98.5]|10.8
3 83.0 91.6]/0.6 97.0]139 98.6|53 99.5/9.2 99.8]|11.6

4 67.7 787105 86.5|1.7 96.6/62 98.1]/94 99.6]|10.5

5 71.0 756|113 923|114 95285 97.7|111.9 98.1|12.4

0 97.5 958102 955|108 97.8|1.6 983]|19 97.6|1.7

1 38.3 32610.7 462]0.1 369]|2.1 40.6|2.5 4581.6

2 99.8 99.710.6 99.7]0.5 99.7120 99.5|29 99.812.4

Flickr 3 99.6 99.310.7 99.5]0.7 99.7]09 99.6|1.8 99.711.7
4 100.0 100.0]0.1 999]-0.2 99.7103 99.9|0.5 99.5]0.1

5 98.6 97.510.0 99.7]1.3 99.7]02 99.6|/0.4 99.710.7

6 96.8 97.31-03 972|112 96.0|1.6 96.6]|1.7 96.712.0

experimental results are shown in Table[§]

Based on the above experimental results, it can be
seen that the performance of clean-label backdoor at-
tack is worse than dirty-label backdoor attack. In deep
learning, the model needs to establish a good mapping
between the robust features of the sample itself and the
label, which in turn enables accurate prediction. How-
ever, in the clean-label backdoor attack, the model needs
to associate the trigger with its own label, hence the ro-
bust features of the sample itself can seriously interfere
with the attack. Therefore, the performance of clean-
label backdoor attacks is usually lower than that of mod-

ified label backdoor attacks.

R4: How do hyperparameters affect the effectiveness
of an attack?
The effect of poisoning rate: To investigate the effect
of different poisoning rates (PR) on the effectiveness of
the attacks, we set the PR to different values and conduct
the experiments separately. The experimental results of
different PRs on ASR and CAD are shown in Figure 3]
Overall, ASR shows a positive correlation with PR
in different datasets. As PR increases, ASR shows an
increasing trend, and this behavior is most obvious in



Table 8: The performance gap between the clean-label backdoor attack and the dirty-label backdoor attack. PR is 0.04 and Trigger size is 0.05. -

indicates that the class does not exist in the dataset.

ASR(Clean-label | Dirty-label)(%)

»

Model Class
Cora CiteSeer PubMed Flickr
0 95.0196.8 98.21100.0 69.3]78.0 100.0]100.0
1 92.8198.2 99.7199.8 85.2|89.1 9221974
2 47.61985 99.3(98.7 73.6179.6 100.0]100.0
GraphSAGE 3 87.8196.3 99.9|98.4 - 100.0 | 100.0
4 84.3193.9 94.8]100.0 - 100.0 | 100.0
5 79.2191.7  96.4199.9 - 99.5199.0
6 76.2195.3 - - 99.8199.9
0 97.5197.0 98.8199.9 91.0192.9  99.7199.9
1 949198.1 99.8199.0 87.6]/92.8 91.1197.7
2 70.7198.8 98.8199.2 88.8193.3 99.9|100.0
ChebNet 3 93.8196.6 99.8198.7 - 99.91100.0
4 85.7196.7 98.6]100.0 - 100.0 | 100.0
5 8751942 97.8199.9 - 99.5199.4
6 84.8196.1 - - 99.2199.1
0 98.0198.4 99.21100.0 89.8|92.7 98.5152.1
1 94.6|984 99.8199.4 87.6]193.3 15143
2 7421986 9921984 90.5]192.8  98.1]99.8
ARMAConv 3 939197.0 99.9]99.2 - 99.8199.9
4 88.8197.6 98.9]100.0 - 100.0 | 100.0
5 89.5194.3 98.0]100.0 - 98.9199.7
6 86.3195.9 - - 97.8198.5
Cora CiteSeer PubMed Flickr
100 100 100 100 1
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Figure 3: The effect of PR on ASR and CAD. The model is GraphSAGE. Trigger sizes in four datasets are 0.01, 0.005, 0.05, and 0.02, respectively.

Flickr. For some classes in Flickr, the ASR shows ex-
plosive growth for each percentage point increase in PR
in a specific range. In different classes, the sensitive
area of ASR changes with PR is different. For exam-
ple, in Class 4 and Class 6, a high attack success rate

can be achieved when the poisoning rate is only 1%, so
the ASR changes less with increasing PR in this class.
However, for all other classes, the attacks are less ef-
fective when PR is less than 2%, and ASR shows rapid
growth as PR increases. However, the growth trend in
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the Cora, CiteSeer, and PubMed is relatively slow, es-
pecially in PubMed where the ASR increase trend is the
slowest. The reason for this is that in Cora, CiteSeer,
and PubMed datasets, the number of nodes in each class
is relatively balanced and the number of nodes in the
training set is less, so the attack success rate is worse
compared to Flickr. The primary reason for this phe-
nomenon is that, in the Cora, CiteSeer, and PubMed,
the number of nodes in each class is relatively balanced,
and there are fewer nodes in the training set, resulting
in lower attack success rates compared to Flickr. In
contrast, the Flickr exhibits an uneven distribution of
nodes among classes, with significant disparities. For
instance, the node counts for Class 4 and Class 6 are
11,525 and 18,814, respectively, while the node counts
for other classes are all below 5,000. This is a key fac-
tor explaining why Class 4 and Class 6 achieve higher
attack success rates at lower poisoning rates.

Regarding CAD, with an increase in PR, CAD does

not exhibit significant overall changes. Some classes
show a slight upward trend in CAD, but others do not
display noticeable variations. At PR=0.06, CAD across
various classes is nearly all below 3%. In other words,
the insertion of triggers does not significantly impact the
backdoor model’s predictive accuracy on clean samples,
indicating that CGBA achieves favorable attack perfor-
mance.
The effect of the degree of nodes on the experimental
results: In a graph, nodes with large degree have more
neighboring nodes, i.e., more similar nodes. We utilize
the feature of that node as a trigger to increase the sim-
ilarity of the nodes to improve the stealthiness of the
trigger. Therefore, the above experimental results are
the triggers selected in the node feature with the largest
degree. To investigate whether the degree selection of
a node affects the attack effect, we select the trigger in
the node with the smallest degree for the second exper-
iment. The experimental results are shown in Table[9]

Table 9: Results on minimum degree nodes. The model is Graph-
SAGE. The poisoning rate is set to 0.04. The trigger sizes are 0.01,
0.005, 0.05, and 0.02. ”-” indicates that the class does not exist in the
dataset.

ASR(%) | CAD(%)

Class
Cora CiteSeer PubMed Flickr
0 772102 943]-09 539|-03 96.8|2.1
1 694113 63.1]0.8 729|1.0 82.8]0.6
2 70.71-04 769|103 76.3|-0.6 100.0|1.1
3 853 |1.1 752]-1.3 - 88.911.0
4 51.810.3 63.8]1.6 - 100.0 4.3
5 56.91-0.8 89.5]0.2 - 26.610.9
6 99.71-1.0 - - 99.610.2
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When we select feature triggers from the minimum

degree nodes, the attack success rate and all other met-
rics do not show a clear trend toward better or worse
overall. In some classes of nodes, the attack success
rate is better, but in some is lower. This illustrates that
the degree of a node has little effect on the attack suc-
cess rate, and it is more the features of the node that
determine its label. Therefore, it is also necessary to ex-
plore the effect of different triggers on the experimental
results.
The effect of different feature triggers on the exper-
imental results: In the previous experiments, triggers
consisted of the maximum feature values selected from
nodes belonging to the target class. To explore the in-
fluence of different feature triggers on the experimen-
tal results, we conduct experiments using the minimum
feature triggers and random feature triggers. It is impor-
tant to note that both random features and minimum fea-
tures are selected from non-zero feature vectors. Since
the non-zero feature vectors of Cora and CiteSeer are
sparse, only the PubMed and Flickr datasets are utilized
for the experiments here.

From the experimental results in Figure {4} it is evi-
dent that Max feature triggers achieve a higher attack
success rate, while Min feature triggers exhibit the low-
est success rate, with Random feature triggers falling in
between. Regarding CAD and DPA, no significant vari-
ations are observed across different classes. In contrast,
DAA displays a noticeable increase in numerical val-
ues compared to ASR, while still adhering to the same
pattern, indicating that Max feature triggers deliver su-
perior overall attack performance.

The experimental findings pertaining to the Flickr

are provided in Table Notably, Max feature trig-
gers demonstrate a superior level of attack effectiveness
compared to Min feature and Random feature triggers.
In the case of Class 4, the attack performance of Ran-
dom feature triggers surpasses that of Min feature trig-
gers, while in other classes, Min feature and Random
feature triggers exhibit a comparable level of attack ef-
fectiveness. It is noteworthy that both CAD and DPA
metrics exhibit consistent behavior across various trig-
ger types, showing no significant deviations or fluctua-
tions.
The effect of trigger size on experimental results: To
investigate the effect of trigger size on the experimen-
tal results, the triggers are set to different sizes for the
experiments in this paper. The experimental results of
ASR and CAD for the four datasets are shown in Figure
E} Similar to PR, as the Trigger size increases, the attack
success rate also shows a significant increase, but CAD
still has no obvious trend.



Class 0 Class 1 Class 2
981 B Mo feature 981 B Mo feature 981 B Mox feature
B Min feature BZ Min feature in feature
ES Random feature andom feature andom feature
781 781 781
584 584 584
381 381 384
18 18 18
ASR CAD DAA DPA ASR CAD DAA DPA ASR CAD DAA DPA

Figure 4: Experimental results with different triggers in PubMed. The model is GraphSAGE.
the nodes with the largest degree.

The PR is set to 0.04 and the trigger is selected among

Table 10: Experimental results with different triggers in Flickr. The PR is set to 0.04 and the trigger is selected among the nodes with the largest
degree.

ASR(%) | CAD(%) | DAA(%) | DPA(%)

Class
Max feature Min feature Random feature
0 97.510.2195.5]0.8 0.0]0410.0]1.1 0.010.510.01-0.3
1 38.311.5]146.210.1 0.01-0.110.010.7 0.0/1.1]0.0]-0.1
2 99.810.6199.710.5 0.010.310.010.8 0.010.710.010.4
3 99.611.0199.5|0.7 0.010.810.010.7 0.0/0.210.0]0.3
4 100.012.3199.9|-0.2 17.2]10.5]16.8]0.6 100.0]2.7199.81-0.9
5 98.611.3199.7|1.3 0.010.3]10.010.2 0.010.610.0|0.4
6 96.81-03197.2|11.2 82.8/0.3]85.6/0.5 83.7|0.1|88.2]1.0
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Figure 5: The effect of trigger size on ASR and CAD. The PR is set to 0.05. The model is GraphSAGE.

6. Conclusions modify the label of the nodes and the structure of
the graph, and only injects subtle feature triggers to
achieve high-performance attacks. To meet the similar-
ity of neighboring nodes and avoid trigger edges being

defended by cropping based on low-similarity edges,

In this paper, we propose CGBA, a clean-label back-
door attack scheme on node classification tasks. CGBA
is a simple and effective attack scheme that does not
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CGBA selects triggers in the node’s own features to
further enhance the concealment. Overall, our method
is less perturbing to the training dataset and thus has
higher backdoor concealment. Extensive experiments
are conducted on four benchmark datasets to demon-
strate the effectiveness of the CGBA attack. Since there
is no backdoor defense method on the node classifi-
cation task, we conduct defense experiments against
CGBA using classical defense methods in graph adver-
sarial attacks. According to the experimental results,
we observe that the adversarial defense method based
on node similarity not only fails to effectively defend
against CGBA but also improves the success rate of
CGBA attacks, which also reveals that other effective
defense methods need to be explored against CGBA.
Therefore, in our future work, we will focus on fur-
ther exploring the backdoor vulnerability of GNNs and
exploring more effective backdoor defense methods for
GNNeE.
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