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Abstract. Neural Radiance Field (NeRF) has been proposed as an in-
novative advancement in 3D reconstruction techniques. However, little
research has been conducted on the issues of information confidentiality
and security to NeRF, such as steganography. Existing NeRF steganog-
raphy solutions have shortcomings in low steganography quality, model
weight damage, and limited amount of steganographic information. This
paper proposes Noise-NeRF, a novel NeRF steganography method em-
ploying Adaptive Pixel Selection strategy and Pixel Perturbation strat-
egy to improve the quality and efficiency of steganography via trainable
noise. Extensive experiments validate the state-of-the-art performances
of Noise-NeRF on both steganography quality and rendering quality, as
well as effectiveness in super-resolution image steganography.

Keywords: neural radiation fields · steganography · implicit neural rep-
resentation

1 Introduction

The neural radiance field (NeRF) [31] can reconstruct three-dimensional photo-
realistic scenes from limited 2D images taken from different viewpoints with
scene continuity [6]. NeRF holds great potential in digital media such as virtual
reality, augmented reality, special effects games, etc [17].

Meanwhile, the information confidentiality and data security issues of NeRF
have garnered increasing attentions [12]. NeRF steganography is one of such chal-
lenges and has seen few studies only from recently [18, 20]. Current approaches
based on retraining the NeRF model have three shortcomings: 1) their em-
bedded information into the model weights inevitably damage the model, result-
ing in unstable reconstruction qualities under different viewing angles [18]; 2)
they can hide limited amount of steganographic information. Current methods
mainly embed information in a single image or binary code for a single NeRF
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scene, which would face quality collapse when embedding too much informa-
tion; 3) they mainly work with low-quality images while hiding information in
super-resolution images is still overlooked.
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Fig. 1: Overview of Noise-NeRF.

To deal with the mentioned challenges, this paper proposes a novel NeRF
steganography method namely Noise-NeRF based on trainable noise, as shown
in Fig. 1. Noise-NeRF takes advantage of the neural networks in NeRF to query
color and density information. We introduce trainable noise on specific views
to achieve information steganography. Specifically, the NeRF model renders the
secret information when we input the noise during sampling, otherwise renders
the normal images. Noise-NeRF only requires to update the input noise without
changing any weight, thus does not impact the rendering quality. To address the
varying sensitivity of different pixels to embedded noise, we propose an Adaptive
Pixel Selection strategy to ensure the steganography accuracy. Furthermore,
we introduce a Pixel Perturbation strategy to accelerate the convergence with
trainable noise. Our contributions can be summarized as follows:

– We propose the first lossless NeRF steganography method namely Noise-
NeRF, by updating the input noise at a specific view instead of changing
the model weights like other proposals. Our method ensures the NeRF model
achieves information steganography without impacting its rendering quality.

– We propose an Adaptive Pixel Selection strategy and a Pixel Perturbation
strategy to select pixels with greater differences according to the gradient to
update the noise. We update the input noise in the early stage and finely
process the pixel details of hidden content in the later stage. Our strategies
significantly improve the recovery quality and steganography efficiency of
NeRF.

– We conduct extensive experiments on ImageNet and several famous super-
resolution image datasets using a series of pre-trained NeRF scenes. The re-



sults demonstrate the superior performance of Noise-NeRF in both steganog-
raphy quality and rendering quality.

2 Related Work

2.1 Neural Radiance Field

The success of NeRF [25] has drawn widespread attention to the simple and
high-fidelity three-dimensional reconstruction method of neural implicit repre-
sentation. Implicit representation is a continuous representation that can be used
for the generation of new perspectives and usually does not require 3D signals for
supervision. NeRF realizes an effective combination of neural fields and graphics
component volume rendering [25]. It uses a neural network to implicitly sim-
ulate the scene. By inputting the spatial coordinates of the three-dimensional
object, NeRF outputs the corresponding geometric information. There are cur-
rently many improvements and application research on NeRF, including training
acceleration [8, 10, 26], content edition [5, 13, 40], generalization [14, 34, 35, 39],
and large-scale scenes [23, 30], etc. These studies have enabled efficient three-
dimensional reconstruction and practical applications of NeRF in many usecases.
Meanwhile, with the launch of NeRF-related products such as Luma AI [1], is-
sues such as information security and copyright protection for NeRF have become
increasingly important.

2.2 Steganography for 2D Image

Steganography for 2D images is an important direction in the field of infor-
mation security. Traditional image steganography methods generally use redun-
dant information in the image to hide secret information [22]. For example, the
most popular technique is “least significant bit” (LSB) steganography [19,29,42],
which embeds secret information into the least significant bits of the pixel values
of 2D images. LSB can hide a large amount of content via small changes to the
image, and is difficult to detect. With the development of deep neural networks,
there are also many studies using neural networks for information hiding [3,4,45].
DeepStega [3] can hide the steganographic image in a carrier of the same size.
Nowdays, as the representation model of 3D scenes based on neural radiation
fields has received widespread attention, steganography for NeRF is becoming
an important research direction.

2.3 Steganography in NeRF

In the past, 3D scenes was mainly represented by explicit representation, such as
mesh, point cloud, voxel, and volume [28]. These representations enable explicit
modeling of scenes. They are also convenient for extending the steganography
method of 2D images to 3D scenes, such as [27, 38, 44]. However, NeRF as an
implicit representation functions in a completely different way. It maps the coor-
dinate information of each point in the spatial scene to the color and density of



the point. The internal weights make it difficult to accurately express the physi-
cal meaning with clear interpretability. Therefore, explicit translation, rotation,
scaling, embedding, and other steganographic measures are difficult to apply to
NeRF.

StegaNeRF [18] is the first study on hiding information in NeRF. They hide
natural images in 3D scene representations by retraining NeRF parameters, and
simultaneously train a decoder that can accurately extract hidden information
from NeRF-rendered 2D images. In 2023, CopyRNeRF [20] studied copyright for
NeRF, a research question that shares lots of similarities with steganography in
NeRF. They proposed to protect the copyright of a NeRF model by replacing the
original color representation with the color representation of watermarks. They
use a decoder to recover the binary secret information from the rendered image
while maintaining high rendering quality and allowing watermark extraction.
Although effectively performing NeRF steganography, their method faces issues
such as model retraining, limited amount of hidden data, and steganography
quality. In this work, we propose Noise-NeRF to tackle these challenges.

3 Method

3.1 NeRF Preliminary

NeRF represents a continuous scene in space as a 5D neural radiation fields.
It inputs the position information (x, y, z) and direction information (ψ, ϕ) of
a specific point in the scene and outputs color information c and voxel density
information sigma. The neural radiation fields Fθ with trainable parameters θ
can be expressed as:

Fθ : (x, y, z, ψ, ϕ) → (c, σ). (1)

Next, NeRF uses the volume rendering formula to sample the rays along
the observation direction and passes the sampled 3D points through the neural
network to obtain the pixel value c and voxel density σ of each point for sampling
and superposition to finally obtain the pixel value corresponding to this ray
direction:

Ĉ(r) =

N∑
i=1

Ti (1− exp (−σiδi)) ci, where Ti = exp

−
i−1∑
j=1

σjδj

 , (2)

where Ĉ denotes the color rendered by the camera ray r(t) = o+td, N represents
the number of points sampled on the ray. σi represents the distance between
adjacent sampling points i and i+ 1.

NeRF also adopts a hierarchical sampling strategy to train and optimize
the network parameters θ through the mean square error (MSE loss) between
the rendered and the true pixel colors. This enables NeRF to learn implicit
representations and capture the features of 3D scenes:

L =
∑
r∈R

[∥∥∥Ĉc(r)− CGT (r)
∥∥∥2
2
+
∥∥∥Ĉf (r)− CGT (r)

∥∥∥2
2

]
, (3)
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Fig. 2: Framework of Noise-NeRF. We first add random initial trainable noise
to a specific view, and use pre-trained NeRF for prediction. Then, we perform
supervised training on input noise using secret images. We employ Adaptive
Pixel Selection strategy and Pixel Perturbation strategy during the training
process to improve the quality and efficiency of steganography.

where R represents all the rays in the input viewpoint, Cc(r) and Cf (r) represent
the color prediction of the ray by the coarse network and the fine network,
respectively. CGT (r) denotes the ground truth.

3.2 Noise Optimization

The goal of Noise-NeRF is to embed the steganographic information into the
noise by calculating the gradient and updatting the noise. Let θ denote the weight
of a pre-trained NeRF scene andM denote the hidden information. For a certain
viewpoint P , a normal picture C can be obtained through NeRF rendering, that
is, fθ(P ) = C. We aim to generate noise δ through Noise-NeRF so that the
model can render the steganographic content M , that is, fθ(P + δ) =M .

The implementation framework of Noise-NeRF is shown in Fig. 2. Noise-
NeRF is inspired by adversarial attack [43], which is a method that makes small
perturbations to the original input samples to cause the neural network to pro-
duce misclassification or wrong output [21]. We add noise under a specific view-
point to cause the NeRF’s neural network to produce intentional error output,
thus NeRF can render the hidden information. Since adversarial attack exam-
ples commonly show better results in high-dimensional space [7], and NeRF maps
low-dimensional coordinate points and directions to high-dimensional space through
positional encoding [25] (Eq. (4)) to improve the network’s ability to capture
high-frequency information [32], we add noise after positional encoding in Noise-
NeRF.

γ(p) =
(
sin

(
20πp

)
, cos

(
20πp

)
, · · · , cos

(
2L−1πp

))
. (4)



We add noise to the 5D coordinate points after positional encoding and
then perform three-dimensional rendering through NeRF’s MLP. The goal is
to minimize the difference between the steganographic image and the image
generated by the original NeRF by calculating the following loss.

Lrgb =
∑
r∈R

∑
p∈r

[∥∥∥Ĉf (γ(p) + δ)− CM (γ(p))
∥∥∥2
2

]
, (5)

where R represents all the rays in the input viewpoint, r represents one of the
rays, δ is the added noise, CM is the steganographic target information.

Noise-NeRF calculates the gradient of the model via backpropagation to
find the best direction to perturb the input sample. We then update the input
noise along the direction of the gradient so that the NeRF model can produce
steganographic information, as follows.

δip = δi−1
p + η · (∇δtp

L̃rgb), (6)

where δtp represents the noise added to the p sampling point in the i iteration
process, and η is the learning rate.

3.3 Adaptive Pixel Selection

Though we calculate the gradient information of the input noise and update
it through backpropagation, not all pixels are equally sensitive to the input
noise. Different pixels between the steganographic target and NeRF’s predicted
image would cause different loss values and require different iteration settings to
generate better noise. Therefore, we refer to the idea of batch size adaptation [33]
and propose Adaptive Pixel Selection strategy, which adaptively selects pixels
and sets different iterations.

Given a set of pixel batch sizes S = s1, ..., sm, we select each batch size si
(∀si ∈ S) in one iteration, compute the gradient, and update the input noise.
To measure the impact of different batch sizes on steganography performance,
we assume that the convergence speed remains stable within an iteration. If
the batch size si(si ∈ S) reduces the average loss the most in each query, it is
considered the most appropriate batch size. Our method shares the gradients
computed in the maximum batch size.

3.4 Pixel Perturbation Strategy

When updating noise, we aim to recover the steganographic informationM from
the camera pose P of the selected viewpoint. For the relatively NeRF network,
using iterative loss calculation (Eq. (5)) and backpropagation is computationally
heavy. Therefore, we target a fast deviation of the rendered image from the
original image in the early stage of the noise update process. To achieve that, we
need the noise to cause false positives in rendering fθ(P +δ) as much as possible.
Therefore, we refer to the idea of batch size adaptation [33] and propose the Pixel
Perturbation strategy as follows.



Lperturb = −
∑
r∈R

∑
p∈r

[∥∥∥Ĉf (γ(p) + δ)− Ĉf (γ(p))
∥∥∥2
2

]
(7)

As such, we increase the efficiency of steganography by combining the fast
deviation of the image in the early image thanks to the Pixel Perturbation strat-
egy, and, optimize the rendered image thanks to the Adaptive Pixel Selection
strategy. The overall training loss of Noise-NeRF can be expressed as:{

L = λ1 · Lrgb + λ2 · Lperturb, iteration ≤ µ
L = Lrgb, iteration > µ

(8)

where λ1 and λ2 control the weights of the two loss functions, and µ is the
boundary value of iteration.

In summary, the input noise is updated through backpropagation by calculat-
ing its loss gradient. This can generate the noise that causes the neural network
to output incorrectly, and achieve lossless steganography in NeRF. Further, we
propose Adaptive Pixel Selection and Pixel Perturbation strategies to signifi-
cantly improve the quality and efficiency of NeRF steganography. The overall
process of the Noise-NeRF is summarized in Algorithm 1.

Algorithm 1 Noise-NeRF on a single scene

Input: Pretrained NeRF model f and weights θ, Secret Message M , Viewpoint P
Output: Well-trained noise δ
for each iteration t do

Conduct Adaptive Pixel Selection
Add noise to NeRF rendering fθ(P + δp)
Compute rgb loss Lrgb in Eq. (5)
Compute Perturbation loss Lperturb in Eq. (7)
Compute total loss L in Eq. (8)
Update Noise δi = δi−1 + η ·Adam(∇δtL)

end for

4 Experiments

4.1 Implementation Details

Datasets and Hyperparameters. We chose the standard NeRF as the ex-
perimental object. For forward and 360° scenes, we selected scenes in LLFF [24]
and NeRF-Synthetic [25] as objects respectively. We randomly selected images
from imagenet [9] as steganographic targets. We also selected several popular
super-resolution datasets: DIV2K [2], OST [36], FFHQ [16], CeleA-HQ [15] to
test the super-resolution steganography performance of Noise-NeRF. The hy-
perparameters in Eq.(8) are set as λ1 = 0.5, λ2 = 0.5, and µ = 50. We use



the Adam optimizer, the learning rate of each iteration is set to 1e-2, and the
learning decay rate is set to 0.3. All the experiments were conducted on a server
equipped with an NVIDIA RTX3090 GPU.
Metrics. We use PSNR, SSIM [37], and LPIPS [41], the classic indicators for
measuring 3D reconstruction quality in NeRF, to evaluate the NeRF rendering
effect. We use SSIM and SNR to evaluate the recovery quality of steganographic
information.
Baselines. For the current SOTA method StegaNeRF [18], we use its original
settings; for the traditional algorithm LSB [11] for two-dimensional pictures and
the deep learning algorithm DeepStega [4], we hide the information in the two-
dimensional images of the training dataset, and then use the traditional NeRF
training method.

4.2 Multiple Scenes Steganography

SSIM: 0.9974

Initial Rendering After 10 Loops Results(300 Loops) Initial Rendering After 10 Loops Results(300 Loops)

Residual Image

SSIM: 0.9816

Residual Image
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Residual Image
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Residual Image
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Residual Image

SSIM: 0.9909

Residual Image

Fig. 3: Noise-NeRF performances on multiple scenes. Each column displays the
initial rendering, rendering after 100 loops, rendering after 300 loops, and the
residual image. We also show the SSIM between the steganography image ren-
dered by Noise-NeRF and the real hidden image.

We first selected specified viewpoints on different scenes and used Noise-
NeRF to generate noise. Then we input the noise into the NeRF model to render
a steganographic image to verify steganography quality. In addition, we also test
the performance of each baseline on NeRF rendering quality. The qualitative
and quantitative results are shown in Fig. 3 and Table 1.

Fig. 3 shows that Noise-NeRF continuously optimizes noise through iter-
ations. After inputting the noise, the image rendered by NeRF gradually ap-
proaches the target image. After 300 iterations, the SSIM of the rendered hidden
image and ground truth are both greater than 98%, meeting general steganog-
raphy requirements.



Table 1: Performance comparisons on multiple scenes. Standard NeRF is an
initial NeRF scenario trained with standard settings. The upper part of the
table is tested on the NeRF-Synthetic dataset; the lower part is tested on the
LLFF dataset. The results are the average values across different scenes.

Method
NeRF Rendering Embed Recovery

PSNR↑ SSIM↑ LPIPS↓ SSIM↑ ACC(%)↑
Standard NeRF [25] 27.74 0.8353 0.1408 N/A N/A

LSB [29] 27.72 0.8346 0.1420 0.0132 N/A

DeepStega [3] 26.55 0.8213 0.1605 0.2098 N/A

StegaNeRF [18] 27.72 0.8340 0.1428 0.9730 100.0

Noise-NeRF 27.74 0.8353 0.1408 0.9913 100.0

Standard NeRF [25] 31.13 0.9606 0.0310 N/A N/A

LSB [29] 31.12 0.9604 0.0310 0.0830 N/A

DeepStega [3] 31.13 0.9606 0.0313 0.2440 N/A

StegaNeRF [18] 30.96 0.9583 0.0290 0.9677 99.72

Noise-NeRF 31.13 0.9606 0.0310 0.9847 100.0

As Table 1 shows, Noise-NeRF maintains consistent rendering quality with
the standard NeRF. This is because NeRF performs standard rendering as long
as no noise is input. On the other hand, all other methods require to modify
NeRF’s model weights to a certain extent, thus damaging the rendering quality.
In terms of steganography quality, Noise-NeRF’s SSIM on the two data sets
got 0.9913 and 0.9847, respectively, proving its SOTA performance on NeRF
steganography.

4.3 Super-resolution Steganography

In this experiment, we tested the steganography ability of Noise-NeRF on super-
resolution images. We randomly selected images from the super-resolution dataset
as targets, each of which had a 2K resolution. Due to the huge number of bits
required for steganography, baseline steganography algorithms will make a large
update to the model weights, which would cause tremendous damage to NeRF-
rendered images [18]. The visualization results of the experiment are shown in
Fig. 4. We clip the super-resolution image into multiple sub-images and ran-
domly select different viewpoints of the NeRF model. We align different sub-
images to different viewpoints and stitch them together to obtain the final re-
sult. As shown in Table 2, in different NeRF scenes and different super-resolution
datasets, Noise-NeRF achieves a 100% success rate in NeRF steganography, with
the steganographic images achieving a similarity of more than 97%. Please refer
to Fig. 5 for more details on the qualitative results. It proves the superiority of
Noise-NeRF on super-resolution image steganography.



Table 2: Noise-NeRF on super-resolution datasets. The amount of hidden in-
formation only depends on different trainable noises in our method. That is,
by inputting different noises into the model, different hidden information can be
rendered. Therefore, we use this to achieve the steganography of super-resolution
images. The results are the average of NeRF-Synthetic and LLFF scenes.

Scene Dataset
NeRF Rendering Embed Recovery

PSNR SSIM LPIPS PSNR SSIM

NeRF-Synthetic [25]

DIV2K [2]

27.74 0.8353 0.1408

48.62 0.9889

OST [36] 46.58 0.9748

FFHQ [16] 48.75 0.9889

CelebA-HQ [15] 46.80 0.9775

LLFF [24]

DIV2K [2]

31.13 0.9606 0.0310

47.90 0.9814

OST [36] 44.91 0.9704

FFHQ [16] 47.59 0.9807

CelebA-HQ [15] 44.77 0.9799

SSIM: 0.9832

Initial Rendering After 10 Loops Results(300 Loops) Residual Image

SSIM: 0.9886

SSIM: 0.9795

PSNR: 48.62

PSNR: 46.76

PSNR: 47.59

Fig. 4: Noise-NeRF performance on super-resolution images. Each column dis-
plays the initial rendering, rendering after 100 loops, rendering after 300 loops,
and the residual image. We also show the SSIM between the steganography
image rendered by Noise-NeRF and the real hidden image.
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Fig. 5: More qualitative results of Noise-NeRF on multiple super-resolution re-
sults.
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Fig. 6: Ablation study of Noise-NeRF.



4.4 Ablation Study

We removed different components of Noise-NeRF as shown in Table 3 to verify
the effectiveness of each part. We set the number of iterations to 300. As shown
in Fig. 6, we take the standard NeRF rendering image and steganographic tar-
get as a reference. From Fig. 6 and Table 3, we observed that some pixels were
completely blank in the output image without Adaptive Pixel Selection. This is
because each pixel is different and has a different target pixel, thus requiring dif-
ferent iterations and batch size settings. Our Adaptive Pixel Selection strategy
can handle this situation well by selecting pixels in a targeted manner. Removing
the Pixel Perturbation strategy resulted in some pixel noise in the output image.
This is because the huge neural network depth of NeRF requires many iterations
of backpropagation to update the input noise and slowly gradually converge to
the steganographic object. The Pixel Perturbation strategy increases the differ-
ence between the output image and the original image in the early stage, thus
accelerating the noise’s deviation from the original prediction of NeRF.

Table 3: Ablation study of Noise-NeRF.

Method
50 Loops 200 Loops Results(300 Loops)

SSIM Total Loss SSIM Total Loss SSIM Total Loss

No strategy 0.51 3143.79 0.62 2526.70 0.69 761.63

No Adaptive Pixel Selection 0.44 976.76 0.49 211.35 0.59 83.08

No Pixel Perturbation 0.69 83.67 0.76 66.15 0.82 26.40

Noise-NeRF (complete version) 0.71 74.33 0.88 13.24 0.98 0.55

5 Conclusion

In this paper, we propose a NeRF steganography method based on trainable
noise, Noise-NeRF, to address challenges faced by NeRF steganography, namely
low steganographic quality, model weight damage, and limited steganographic in-
formation. We propose Adaptive Pixel Selection strategy and Pixel Perturbation
strategy to improve steganography quality and efficiency. Experimental results
prove the superiority of Noise-NeRF over existing baselines in both steganog-
raphy quality and rendering quality, as well as effectiveness in super-resolution
image steganography.
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