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Abstract—As the first defensive layer that attacks would hit,
the web application firewall (WAF) plays an indispensable role
in defending against malicious web attacks like SQL injection
(SQLi). With the development of cloud computing, WAF-as-a-
service, as one kind of Security-as-a-service, has been proposed
to facilitate the deployment, configuration, and update of WAFs
in the cloud. Despite its tremendous popularity, the security
vulnerabilities of WAF-as-a-service are still largely unknown,
which is highly concerning given its massive usage. In this paper,
we propose a general and extendable attack framework, namely
AdvSQLi, in which a minimal series of transformations are
performed on the hierarchical tree representation of the original
SQLi payload, such that the generated SQLi payloads can not
only bypass WAF-as-a-service under black-box settings but also
keep the same functionality and maliciousness as the original
payload. With AdvSQLi, we make it feasible to inspect and
understand the security vulnerabilities of WAFs automatically,
helping vendors make products more secure.

To evaluate the attack effectiveness and efficiency of AdvSQLi,
we first employ two public datasets to generate adversarial
SQLi payloads, leading to a maximum attack success rate of
100% against state-of-the-art ML-based SQLi detectors. Further-
more, to demonstrate the immediate security threats caused by
AdvSQLi, we evaluate the attack effectiveness against 7 WAF-as-
a-service solutions from mainstream vendors and find all of them
are vulnerable to AdvSQLi. For instance, AdvSQLi achieves an
attack success rate of over 79% against the F5 WAF. Through
in-depth analysis of the evaluation results, we further condense
out several general yet severe flaws of these vendors that cannot
be easily patched.

Index Terms—web security, WAF-as-a-service, SQL Injection,
adversarial payloads

I. INTRODUCTION

With the continuous evolution and global deployment of the
internet, web services are playing increasingly important roles
of social infrastructure in daily lives. On the other hand, they
are also being exposed to world-wide threats from different
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locations, with different scales and through different methods.
Common web threats [1] include SQL injection (SQL1), cross-
site scripting, cross-site request forgery, and distributed denial-
of-service, to name just a few. According to [2]], [3]], [4], SQLi
is one of the most common and threatening attack methods, by
which the attacker exploits security vulnerabilities by perform-
ing SQL queries on the database, thereby directly accessing
unauthorized information, creating new user permissions, or
even taking control of the underlying system.

In particular, as illustrated in Figure [I(a)] suppose there
is a web server with a back-end script and a correspond-
ing database. A normal client Alice can send a request of
“getinfo?uid=1", and receive her information. However, if an
attacker maliciously crafts an SQLi payload (i.e., “1’ or 1
= 1 --+”) within the request as shown in Figure [I(D)] the
attacker can receive all users’ information because the “or 1
= 1” makes the querying condition to be satisfied.

To mitigate malicious requests like the SQLi in the wild, the
web application firewall (WAF) is one of the most widely used
and effective defensive systems [3], [6], [7]. WAF is normally
deployed in the front of the back-end script, indicating that
any request from clients must be detected and filtered by the
WAF. Only requests detected as benign will be forwarded to
the back-end script for further processing. Therefore, WAFs
play a pivotal role in the immediate response to emerging
security vulnerabilities. For example, during the outbreak of
the log4shell vulnerability, Cloudflare, among other vendors,
acted promptly by implementing detection rules within their
WAF infrastructure [8]]. To date, extensive research efforts have
proposed tremendous WAF strategies to defend against SQLi.
These strategies can be broadly categorized into signature-
based (a.k.a rule-based) SQLi detection and machine learning
(ML)-based SQLi detection [9]]. Signature-based SQLi detec-
tion [[10], [L1]], [12]] is a traditional but effective strategy which
takes advantage of various rules pre-defined by domain experts
to detect malicious requests. Moreover, motivated by the great
success of ML obtained from various tasks, a variety of ML-
based SQLi detectors [13]], [14]], [15] have been proposed and
implemented, which learn to discriminate malicious requests
based on the supervision of previously labelled datasets.

Nevertheless, regardless of which kind of strategies are
adopted in WAFs, it is quite troublesome to deploy, configure,
and update the signatures or models for effectively and timely
protection of the web server [16]]. With the development of
cloud computing, WAF-as-a-service, as one kind of Security-
as-a-service, has been proposed to facilitate the deployment,
configuration, and update of WAFs. The administrator who
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manages the web server only needs to redirect all requests to

the interfaces of WAF-as-a-service provided by vendors, such

that malicious requests like SQLi can be detected and filtered
before being forwarded to the web server.

Despite the tremendous popularity and impressive perfor-
mance of WAF-as-a-service in detecting malicious requests,
the security vulnerabilities of WAFs are still largely unknown,
which is highly concerning given the massive usage of WAF-
as-a-service in the cloud. For instance, Peter M managed to
bypass Akamai’s WAF, triggering a server-side template injec-
tion (SSTI) vulnerability in a Spring Boot application, which
then led to remote command execution [17]]. In a similar vein,
the AON team used encoded payloads to successfully bypass
Cloudflare’s WAF, enabling them to exploit the Object Graphic
Navigation Language (OGNL) injection vulnerability [18]. To
inspect and understand the security vulnerabilities of WAFs
automatically, we propose AdvSQL1, a general and extendable
attack framework that can effectively and efficiently generate
adversarial SQLi payloads to bypass real-world WAF-as-a-
service under the black-box settings, as the feedback output
of WAF-as-a-service to the attacker typically is binary. With a
large and diverse set of payloads, we are capable of systemat-
ically assessing and understanding the security vulnerabilities
within WAFs.

In particular, AdvSQL1i first represents the original SQLi
payload with a hierarchical tree and then employs a weighted
mutation strategy based on the context-free grammar to gen-
erate a set of equivalent SQLi payloads, which keep the
same functionality and maliciousness as the original SQLi
payload. Finally, AdvSQLi exploits the Monte-Carlo tree
search as a novel approach to efficiently guide the exploration
of adversarial SQLi payloads in the vast space.

Extensive evaluation results demonstrate that AdvSQLi
outperforms all baseline attack methods with regard to the
attack effectiveness and efficiency, achieving a maximum
success rate of 100% against ML-based SQLi detection mod-
els within fewer queries. Furthermore, we also evaluate the
attack effectiveness of AdvSQL1i against 7 WAF-as-a-service
solutions in the wild from mainstream vendors (i.e., AWS,
Cloudflare, FS, Fortinet, Wallarm, CSC, and ModSecurity)
under 4 practical request methods, and draw a conclusion that
the generated payloads can bypass most of them, indicating
the immediate threats caused by AdvSQLi. For instance,
AdvSQLi achieves the attack success rate of over 79%
against the FS WAF. To summarize, we make the following
contributions.

o We present and implement AdvSQL1i, in which a weighted
mutation strategy based on context-free grammar is first
proposed to generate a vast space of equivalent SQLi
payloads. Then, the Monte-Carlo tree search is exploited to
efficiently select the adversarial payload from the vast space.
Manual changes are unnecessary when attacking different
WAF-as-a-service concerning unique payloads under kinds
of request methods, namely, AdvSQL1 is a broad-spectrum
attack framework that works out of the box with strong
generalizability and extensibility.

o To the best of our knowledge, this is the first work system-
atically assesses the security vulnerabilities of real-world

WAF-as-a-service solutions based on adversarial SQLi pay-
loads under strict black-box settings.

« Extensive evaluation results demonstrate that AdvSQL1i not
only achieves a maximum success rate of 100% against
state-of-the-art SQLi detection models but also bypasses
7 mainstream commercial WAF-as-a-service products with
high attack success rates.

II. PROBLEM FORMULATION

In this section, we present the threat model of this paper.

A. Adversary’s Goal

Given an SQLi detector f: X — ), which maps a pay-
load x € X to a corresponding label y € Y = {0,1} (ie.,
0 indicates benign and 1 indicates malicious), an adversary
aims to generate an adversarial payload x,4, Which can be
misclassified by f, i.e., f(Xadv) # f(X).

We consider a realistic scenario that an SQLi payload x
which is originally correctly classified as malicious by f
(i.e., f(x) =1), while the adversary attempts to generate an
adversarial SQLi payload x,4, from x with minimal efforts,
such that x,4, can not only bypass the SQLi detector (i.e.,
f(Xadw) = 0) but also preserves the same semantics (i.e.,
functionality and maliciousness) as x as follows.

arg %rlin f (Xadw)

st f(x)=1 )
Xady = T(X)

Sem(xXq4y) = Sem(x)

in which T denotes the adversarial function that generates
adversarial payload x,4, from the input payload x, while
Sem(z) is the semantic analyzer to check if = and z,q4, are
semantic-equivalent.

B. Adversary’s Capability

In this paper, we consider a classic but strict black-box
attack in the problem space [19], [20], in which the adversary
limits the attack surface to the testing phase while does
not have any information on the target SQLi detector (e.g.,
architectures, parameters, feature representations, efc.) except
for the input and output. According to the output information
of different SQLi detectors in the wild, the black-box attacks
can be further divided into two cases. The first is the black-
box attacks with probability (BB w/ prob.), in which the target
SQLi detector (e.g., ML-based SQLi detectors) can output the
predicted label (i.e., y = 0 or 1) as well as the corresponding
probability (i.e., p, € [0,1]). The second is the black-box
attacks without probability (BB w/o prob.), in which the
target SQLi detector can only output the predicted label (i.e.,
y = 0 or 1). In fact, for the adversary that targets most WAF-
as-a-service in the wild, it is a strict black-box attack, i.e.,
BB w/o prob., by which the adversary can only judge by the
HTTP status code.
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(e) AdvSQL1i successfully bypasses the WAF-as-a-service and steals all users’ information.

Fig. 1. Tllustration of how our proposed attack AdvSQL1i can bypass the WAF-as-a-service to acquire all users’ information, compared with the ordinary
attacker and the innocent user. Note that the architecture of the infrastructures in production environments may be more complicated than in this diagram, yet

it does not impact the effectiveness of AdvSQL1.

III. RELATED WORK AND CHALLENGES

This section provides a brief study description of untargeted
black-box testing and adversarial attacks in the traditional
domains, and their difference with our task.

Automated Black-box Testing (Untargeted Attacks). In
the last decade, there has been abundant research on em-
ploying algorithms to facilitate vulnerability discovery [21],
including finding vulnerabilities in applications and firewalls
to reduce the manual workload. Tripp et al. [22] proposed XSS
Analyzer, a learning-based black-box testing method for web
applications. It learns from failed attempts to prune the search
space. Further, Appelt et al. [7], [23] proposed ML-Driven,
a search-based approach that combines ML and evolutionary
algorithms (EAs) to test the detection capabilities of WAFs.
ML-Driven selects payloads with high bypassing probabilities
and mutates them with the help of EAs to generate payloads.
Zhang et al. [3] proposed ART4SQLi, an adaptive random
testing method for SQLi vulnerability detection, which is
based on the context-free grammar to parse and extract payload
features. ART4SQLi chooses payloads far from the initial
payload from existing collections until it bypasses the target
WAF. Amouei et al. [24] proposed RAT, which clusters similar
payloads based on n-gram features.

Automated WAF Bypassing (Targeted Attacks). The
above work proposes valuable concepts, e.g., learning-based
methods that can speed up the vulnerability discovery process.
However, they do not need to preserve the functionality of
the payload, but only need to find an arbitrary payload that

can trigger the vulnerability. On the contrary, with the process
of finding semantic-preserving payloads for a failed payload,
the targeted attacks, can systematically assess the security
vulnerabilities based on a diverse set of malicious payloads.
Demetrio et al. [25] proposed WAF-A-MoLE, a tool that can
evade ML-based WAFs for failed payloads. They first defined
7 string-based SQLi payload mutation operators and employed
a priority queue to guide the mutation process. Specifically,
WAF-A-MoLE repeatedly mutates the initial payload to gen-
erate several payloads and selects the mutated payload with the
lowest malicious score as the initial payload for the next round,
until it bypasses the target WAF or reaches the termination
condition. Inspired by the work of evading malware detectors,
Wang et al. [26] proposed a WAF evasion framework based on
RL. They followed the mutation operators in [25] and defined
a feature vector of three levels of histograms to represent
the Srate of the SQLi payload. After training with Deep
Q-learning (DQN) and Proximal Policy Optimization (PPO)
algorithms, the RL Agent can select an optimal mutation
operator according to the current State. Hemmati et al. [27]]
improved [26] in several aspects, including expanding the
mutation methods, defining State based on the FastText, efc.

However, the above approaches are not satisfactory in
some aspects. Firstly, the mutation methods depend on string
replacement based on regular expression (RE), which is
not semantic-preserving. According to the Chomsky hier-
archy [28]], the RE-based rule descriptions (i.e., rule-based
grammar) cannot fully cover the program-language-based at-
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tack payloads (e.g., SQLi payloads). That is, the string-based
mutation method may miss mutable parts of the payload.
Besides, it is possible to damage the original function of
the SQLi payload, which we will prove through subsequent
evaluations. In addition, the binary output and the practical
limitation of probing attempts by WAF-as-a-service further
challenge the adaptability of priority queue and RL methods in
real-world scenarios, necessitating a more strategic and sparing
use of mutation attempts [29]], [30]]. Literature in other security
fields [31]], [32], [33] also pointed out that approaches based
on RL cannot achieve surprising results in such problems due
to limitations such as the representation of feature state.

Adversarial Attacks. In traditional adversarial attack tasks,
such as images [34]], the adversary performs small disturbances
in the continuous space without affecting the presentation form
to evaluate the vulnerabilities of image classification models.
However, as to generating adversarial SQLi payloads, the
adversary can only perform problem space transformations in
the discrete space. Moreover, the gradient-based optimization
methods (e.g., FGSM [35]) in continuous space cannot be
applied to guide our attack procedure, as an SQLi payload
is a discrete object and the adversary does not have any
information of f [36]. Previous work in adversarial NLP
presents valuable mutation methods in the discrete space. For
example, Li et al. [37] proposed several mutation methods to
deceive ML-based text understanding models. As the meaning
of the text is likely to be preserved by human readers after
these slight character changes [38]], these mutation methods
are acceptable. However, these works cannot be applied to
generate SQLi payloads, as the generated payload has to
keep the same functionality and maliciousness as the original
one [19]].

Key Challenges. In conclusion, the principal challenges we
encounter in effectively and efficiently generating payloads
that bypass detection are twofold:

1) Semantic Preservation: There is a critical absence
of a truly semantic-preserving mutation method for SQLi
payload generation. 2) Optimization in Discrete Space: The
default strategy in the vast and discrete problem space has
been to employ random transformations. This approach lacks
efficiency due to the immense search space and is further
complicated by semantic constraints.

However, extant methods that leverage reinforcement learn-
ing (RL) and priority queues fall short in the context of real-
world WAF-as-a-service applications. Therefore, it becomes
crucial to develop a mutation approach that not only preserves
the semantics of SQLi payloads but also an optimization
strategy that is tailored for black-box attacks within this
problem space.

IV. ApvSQL1: ADVERSARIAL SQLI GENERATION

In order to address the aforementioned challenges in by-
passing WAF-as-a-service for profits, we propose a general and
extendable attack framework AdvSQL1 to generate adversarial
SQLi payloads. Figure [2] illustrates the framework overview
of AdvSQLi. In particular, AdvSQL1i first represents the
original SQLi payload with a hierarchical tree to perform fine-
grained and customized processing for each node. Further,

on the basis of the hierarchical tree, AdvSQLi employs a
weighted mutation strategy based on the context-free grammar
to generate a set of equivalent SQLi payloads, which keep
the same functionality and maliciousness as the original one.
With the two steps, we implement a semantic-preserving
mutation method according to the semantics, characteristics,
and constraints of the original payload. Finally, AdvSQL1
exploits the Monte-Carlo tree search as a novel approach to
efficiently guide the exploration of adversarial SQLi payloads
in the vast space. In the Monte-Carlo tree search, the malicious
scores feedback by WAFs are unnecessary. That is, AdvSQLi
is capable of attacking real-world WAFs.

A. Hierarchical Tree Representation

Normally, a HTTP URL (e.g., https://examples.com/
getInfo?uid=1) consists of four elements: schema (ie.,
“https”), domain name (i.e., “examples.com”), path to the
resource (i.e., “getInfo”) and the parameter(s) (i.e., “?uid=1")
with multiple pairs of key (i.e., “uid”) and value (i.e., “17,
also termed as payload). In fact, the process of SQL injection
attack is limited to the core part of URL, i.e., the parameter
value(s), and keeps other parts unchanged. For example, the
SQLi attack can inject a malicious payload of “'or 1 =1 --
+” at the end of the original payload of “1”, resulting in a
malicious URL, i.e., https://examples.com/getInfo?uid=1" or 1
=1--+

Recall that the goal of AdvSQL1 is to generate adversarial
SQLi payloads based on the original SQLi payload. Therefore,
AdvSQLi should not only be limited to the payload of the
original SQLi (i.e., 1' or 1 = 1 --+), but also ensure that
the generated adversarial SQLi has the same functionality
and maliciousness as the original injection. To address this
problem, according to the different roles played by different
parts in the original SQLi, we divide the original SQLi payload
into three modules, i.e., left boundary (i.e., “1”’), query (i.e.,
or 1 = 17) and right boundary (i.e., “--+”), and further
limit the attack surface of AdvSQLi to the module of query
in the original SQLi payload. In particular, both the left
boundary and the right boundary are restricted to unchanged,
so that the functionality of the original SQLi is preserved.
The query is the core module of the original SQLi payload
and is needed to be further processed and manipulated for
generating adversarial SQLi payloads. What is more, instead
of simply treating the query in the original SQLi payload as
a sequence of strings [25], [26], [27], we further represent
it with a hierarchical tree. Formally, for the hierarchical
tree representation, each parent (non-leaf) node is an SQL
statement that assembles all tokens from its ordered child
nodes from left to right, and each leaf node is the atomic
token (e.g., integer, the keyword of ‘or’, efc) in SQL.

113

On the basis of the hierarchical tree representation, we can
perform more fine-grained and customized processing for each
node according to its unique characteristics and constraints,
which could facilitate the generation of adversarial SQLi
payloads based on mutation as in the following subsection.
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Fig. 2. The pipeline of AdvSQLi: It first represents the original SQLi payload with a hierarchical tree, and then employs a weighted mutation strategy based
on the context-free grammar to generate a set of equivalent SQLi payloads, which keep the same functionality and maliciousness as the original one. Then,
it exploits MCTS to efficiently guide the exploration of adversarial SQLi payloads in the vast space. It is noted that only parts of the Hierarchical Tree are

shown for simplicity.

B. Mutation with Context-free Grammar

In order to generate both functionality-preserving and
maliciousness-preserving adversarial SQL injection, our pro-
posed AdvSQLi resorts to the problem space attack methods,
i.e., manipulating the original SQL injection payload x with
a minimal cost of transformations, so that the generated
adversarial SQL injection payload x,4, can bypass the target
SQLi detector (e.g., WAF-as-a-service). We first limit the
transformation to addition and replacement on the original
SQLi payloads and then propose a weighted mutation strategy
based on the context-free grammar (CFG) to generate a set of
candidate adversarial SQLi payloads, which keeps the same
functionality and maliciousness as the original SQLi payload.
That is, for each node and subtree in the tree representation
of the original SQLi payload, our weighted mutation strategy
can generate a set of candidate actions that can be applied to
the original SQLi payload for generating a corresponding set

of candidate adversarial SQLi payloads.
In the weighted mutation strategy, we first present the

context-free grammar G which is formally defined as a 4-
tuple G = (S,V, %, R). In particular, S is the set of starting
symbols, which is associated with the nodes and subtrees of
the hierarchical tree; V' is a finite set of non-terminal symbols,
which is used to expand the scope of generation, representing
intermediate states i.e., potential generation targets; X is a
finite set of terminal symbols disjoint from V, indicating the
actual contents of generation. R is a set of predefined rules
that are used to iteratively transform the original SQLi payload
into another equivalent form of SQLi payload that preserves
the original functionality and maliciousness.

Taking the subtree of tautology (i.e., “1 = 17) in the
hierarchical tree representation as an example, we can use G
to generate a set of candidate equivalent forms. Alternatively,

TABLE I
Examples of mutation methods. * means that the operator is flexible for
different request methods.

Mutation Example

orl=1—0R1=1
or 1 =1 — \torl\n=1
or 1 =1 — /*foo*/or 1 =/*bar*/1
/*foo*/or 1 =1 — /*1.png*/or 1 = 1
orl=1—o0r0xl=1
orl=1— or1 like 1
orl=1—orl=1and ‘a’ ="‘a
union select — /*!union*/ /*150000select™/
where xxx — where xxx and True
where xxx — where (select 0) or xxx
orl=1—|1=1
and name = ‘foo’ — && name = ‘foo’
T =1"—>2<>3
1=1—rand() ;=0
1 =1 — (select ord(’r’) regexp 114) = Ox1

Case Swapping
Whitespace Substitution™
Comment Injection®
Comment Rewriting
Integer Encoding
Operator Swapping
Logical Invariant
Inline Comment

Where Rewriting

DML Substitution*

Tautology Substitution

the tautology can be transformed into a boolean expression
that turns out to be true St,.. (i.e., one of the non-terminal
symbols) or terminal symbols, e.g., string 7, complex T
and numeric 7. For the non-terminal S7,,., we can either
directly transform it into one of terminal symbols ;.
(e.g., “2<>3"“True”, “Not False”), or another non-terminal
symbol in a recursive way, which could finally generate one
of candidate SQLi payload “true\n&&/**foo*/select 1\tand
2<>37.

With the above tree representation and the CFG, in addition
to covering the mutation operators in the baseline methods,
we propose several novel and practical mutation operators
(e.g., Inline Comment, Where Rewriting, DML Substitution,
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and Tautology Substitution in Table [[). With the following
two examples, we stress that our semantic-based method is
more general (i.e., covering more surface of payloads) and
safe (i.e., semantic-preserving). 1) The existing methods can
only identify “1=1" in payloads for mutation, while with the
benefit of semantic-based matching, AdvSQLi can mutate for
“1=17,“1 =17, “-3.7=-3.7", “1 = 1.0”, “‘foo’="fo0””. 2) The
existing methods mutate “rlike” to “r=" and mutate “order” to
“||der”, to name a few, which will invalidate the entire payload.

Algorithm 1: Main Procedure of AdvSQLi

Input : payload z, max steps s, computational budget,
black-box situation p, WAF clsf.
Output: attack result, final score, final payload z’.

t + BuildTree(z) ; // Section

t* < ExploreOperationalNodes(t);
M + CFG(t*) ; // Section
s < Min(s,len(t")) ; // Max Steps.
state + MCTSState(t, M,p) ; // Init State.
node +— MCTSNode(state) ; // Root Node.
for i < 1 to s do
for j < 1 to budget do
expand_node < TreePolicy(node) ;
reward < DefaultPolicy(expand_node) ;
Backup(expand_node, reward);
node’ < BestChild(node);
x’ < ConstructPayload(node');
score + clsf(z');
if score < threshold_of_clsf then
| Return True, score, z';
17 node < node’;
18 Return False;

e e NN AU R W N -

[ L = <
A M R W N =S

C. MCTS Guided Search

As our CFG-based mutation method can theoretically gen-
erate infinite candidates, we employ the Monte-Carlo tree
search (MCTS) to solve it, which has proven effective in
AlphaGo [39]. In AdvSQLi, MCTS is to continuously build
a search tree, where each node represents a state of the
SQLi hierarchical tree, and the edges correspond to mutations,
i.e., replacements of the node in the SQLi hierarchical tree.
Commonly, MCTS contains four steps: Selection is to find
the best node worth exploring in the search tree employing
the Upper Confidence Bounds (UCB) algorithm (Equation [2),
i.e., the most worth exploring state of the SQL hierarchy
tree. Expansion is to perform an operation randomly and
create a new child node, which means choosing a node in the
hierarchical tree and replacing it with one of the equivalent
replacements generated by CFG. Simulation is to continue
the “game” until reaching the maximum number of mutation
steps. Then, we can get its score. Back-propagation is to
provide feedback on the score of the newly expanded node to
all the previous parent nodes, and update the score and visit
times of these nodes to facilitate the calculation of the UCB
score later.

21In N(v)
N(v')

SCOT€yeh = arg max (Q(U ) 2)

v/ € children of v N(UI)

Besides, v’ and v represent the current node and its parent
node respectively, () represents the cumulative quality value,

N represents the visit times, and ¢ is a parameter that can
trade off between exploitation and exploration [40].

The overall process of AdvSQL1i is shown in Algorithm [I]
First, we represent the SQLi payload as a hierarchical tree ¢
(line 1), i.e., the first part of Figure [2| After that, we find all
operable nodes in t (line 2), in other words, nodes such as
database table names are set to a locked state. We use CFG to
generate equivalent nodes (or subtrees) for all operable nodes
(line 3), i.e., the second part of Figure @} Then, we create the
root node of MCTS, which contains the computational budget
and our hierarchical tree (lines 5-6). Further, we call MCTS
within the max steps s (lines 8-13), which is reflected in the
third part of Figure [2] According to the state after each round
of the game, we can judge whether we win, i.e., reconstructing
the SQLi payload based on the chain of all MCTS selections
(line 14). At last, we can obtain the bypassing payload.

V. EVALUATION

Next, we conduct an empirical evaluation of AdvSQLi.
We consider black-box settings with or without probability
situations, which respectively correspond to state-of-the-art
ML-based SQLi detectors and commercial WAF-as-a-service
products. Under both settings, we compare AdvSQLi with a
set of state-of-the-art attacks. Note that due to their different
optimization strategies (e.g., MCTS, RL, priority queue), it
is challenging to find a unified configuration. Instead, we
adopt a two-stage approach that first assesses the validity of
payloads and then conducts other evaluations. Specifically, the
evaluation is designed to answer the following key questions:
e RQ1: Semantic preservation. Is AdvSQL1i able to preserve
the original semantics of payloads?

o RQ2: Attack effectiveness against ML-based SQLi detec-
tion. Is AdvSQL1 effective against state-of-the-art ML-based
SQLi detectors?

o RQ3: Attack effectiveness against WAF-as-a-service. Is
AdvSQLi effective against real-world WAF-as-a-service?

e RQ4: Ablation study. What is the effectiveness of each
individual mutation method?

Datasets. We evaluate the attack performance of AdvSQLi
on two commonly used datasets HPD and SIK, and our
own dataset MDD. More precisely, HPD [41] is shorted for
the HttpParamsDataset which not only includes all malicious
SQLi payloads from CSIC [42], but also plenty of SQLi
payloads generated by sqlmap [43l]. The two types of SQLi
payloads in HPD are widely used in SQLi detection [44],
[45], [46]. SIK [47] is shorted for the SQL injection dataset
in Kaggle, which is employed as the evaluation dataset in
one of our baseline attack methods. For each dataset, as the
number of benign samples in each dataset is about twice
that of malicious samples, we randomly select 3,000 samples
(2,000 benign samples and 1,000 malicious samples) as the
validation set and the testing set, respectively, and make
the remaining samples as the training set. However, due to
the diversity of samples in the above datasets, we cannot
build corresponding runtime environments in a short time.
In response, to verify the functionality and maliciousness of
the generated payloads dynamically, we manually constructed
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Fig. 3. Workflow of evaluation.

MDD, including prevalent SQLi payloads with union-based
injection, blind injection, error-based injection, and so on.

TABLE II
Summary statistics of datasets. The number before or after “/” denotes the
number of benign/malicious payloads.

Datasets Training Validation Testing Total
HPD 15,304/8,852  2,000/1,000  2,000/1,000 30,156
SIK 12,840/9,168  2,000/1,000  2,000/1,000 28,008
MDD - - -/100 100

Target Models. The target WAFs are divided into two cate-
gories to cover black-box with and without probability situa-
tions:

1) SQLi Detection Models. We use the character-based
anomaly detection model WAF-Brain [48] as one of our target
models, which is a state-of-the-art Al-based WAF and is
widely used by previous work [25], [26]. However, given the
unsatisfactory generalization of WAF-Brain on our datasets,
we train two classification models (i.e., CNN [49]], [50], [51]
and LSTM [52], [53]]) based on state-of-the-art SQLi detection
and text classification literature. We use “=", “|”, “” and “_.”
as keywords for vocabulary segmentation and train both CNN
and LSTM models at the word level on HPD and SIK datasets
using PyTorch. The performance of the three models is shown
in Table As subsequent evaluations show that the WAF-
Brain is too easy to bypass at FPR of 1% and 1%, we manually
designate a threshold of 0.1 following the settings of [26].

2) Real-world WAF-as-a-service Solutions. To verify the
real-world attack effectiveness of AdvSQL1, we purchase and
deploy 7 WAF-as-a-service solutions from mainstream vendors
including Amazon Web Services (AWS), F5, Cyber Security
Cloud (CSC), Fortinet, Cloudflare, Wallarm, and the state-
of-the-art open-sourced WAF ModSecurity. Specifically, we
employ the following real-world settings to configure and

TABLE III
Performance of target models. § means the threshold calculated by FPR.

Target Dataset AUC FPR=1% FPR=1%¢
Model (%) Acc (%) ) Acc (%) 4
WAF-Brain HPD 99.14 85.80 0.333 62.18 0.500
‘WAF-Brain SIK 96.97 68.45 0.286 54.25 0.572
CNN HPD 99.96 99.45 0.044 99.90 0.159
CNN SIK 99.99 99.45 0.007 99.85 0.145
LSTM HPD 99.96 99.45 0.002 99.90 0.006
LSTM SIK 99.99 99.50 0.025 99.90 0.105

deploy them: AWS, F5, CSC, Fortinet: We create four
Access Control Lists (ACLs) on AWS. Further, we subscribe
to the rules of these vendors and integrate them into the
corresponding ACL. Cloudflare: We subscribe to its pro plan
to enable the full-blown WAF. Wallarm: We deploy a Wallarm
node on the Google Cloud Platform. ModSecurity: We build
ModSecurity based on Nginx and embed the latest version of
the OWASP CoreRuleSet (CRS) in it.

Attack Methods. Previous research has made some progress
in generating adversarial SQLi payloads. 1) WAF-A-MoLE:
Demetrio et al. [25] defined 7 mutation methods based on
regular expression, and used a priority queue to guide their
mutation process (i.e., payloads with low scores are used as
the initial payloads for the next round). 2) Wang et al. [26]] and
Hemmati et al. [27] followed the mutation operators in [25],
and they proposed a search strategy based on RL [54]. We
use WAF-A-MoLE as one of the baseline methods. Since
neither [26] nor [27] has open-sourced attack modules, we
implement their method based on DQN and call it DRL. In ad-
dition, to evaluate the effectiveness of the MCTS method and
to explore the upper limit of attack, we implement two variants
of AdvSQLi: 1) AdvSQLi (R), which randomly combines
the candidate nodes of the hierarchical tree. 2) AdvSQL1 (A),
which performs permutations on the candidates of all nodes.

TABLE IV
Attack methods. “Both” means it is suitable for both black-box with and
without probability situations, i.e., ML-based SQLi detection and real-world
‘WAF-as-a-service.

Method Capability Mutate Method Search Strategy
WAF-A-MoLE BB w/ prob.  String-based Priority Queue
DRL BB w/ prob.  String-based RL (DQN)
AdvSQLi Both Semantic-based MCTS
AdvSQLi (R) Both Semantic-based Random
AdvSQLi (A) Both Semantic-based Violent

Metrics and Parameters. The metrics of our attack evalu-
ations are: (i) Attack Success Rate (ASR) represents the
percentage of malicious samples that can bypass the WAF after
the attack. (ii) Validity of Generated Payloads (VGP) reflects
the feature of semantic-preserving of an attack method. (iii)
Query refers to the query number we perform on a payload
to bypass WAF. Here are some parameters that may affect
the running results: In AdvSQLi and WAF-A-MoLE, the key
parameters are Step and Budget. Recall from Algorithm
that the outer loop (lines 6-16) is constrained by Step, which
repetitively builds a search tree and updates the optimal node.
Moreover, the inner loop (lines 7-10) is constrained by Budget,
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which iteratively builds and extends the search tree under
the current root node. As for WAF-A-MoLE, we treat the
size of each priority queue as the budget and the number of
priority queue rounds as a step. Therefore multiple queries
are performed in a step in WAF-A-MoLE and AdvSQL1.
Besides, the number of steps and queries are equal in DRL
and AdvSQL1i (R).

A. RQI: Semantic Preservation

Evaluation setup. We propose a dynamic method to perform
the semantic-preserving assessment, i.e., comparing the run-
ning results of the generated payloads and the original one.
Figure [3(a)| sketches the workflow. Specifically, we first create
two databases (MySQL 5.7 and MySQL 8.0) and build the
corresponding tables, columns, and data based on MDD. Then,
we integrate these databases in back-end scripts (PHP 5.6,
PHP 7.4, and Python 3.7) with SQLi vulnerabilities. This
leaves us with 6 web services where we can steal information
through SQLi attacks. Furthermore, we mutate the samples in
MDD utilizing AdvSQLi and WAF-A-MoLE, and then send
the mutated payloads to these web services to observe the
running results. Since the mutation modules of WAF-A-MoLE
and DRL are identical, we only evaluate WAF-A-MoLE. In this
context, we evaluate the relationship between VGP and attack
steps. Roughly, we generate about 10,000 mutated payloads
with WAF-A-MoLE and AdvSQLi, respectively. Moreover,
to determine the subsequent parameters for a fair comparison,
we evaluate the relationship between ASR and attack steps of
WAF-A-MoLE based on multiple models.

Results. From Figure @] we can see that the payloads mutated
by AdvSQLi are always valid (VGP is 1.0), i.e., preserving
the original functionality and maliciousness. This is insep-
arable from our semantic-based mutation method. However,
the string-based mutation method in WAF-A-MoLE and DRL
mutates “rlike” to “r=" and mutate “order” to “||der”, to
name a few, which do damage the original semantics of the
payloads and invalidate them. For example, half of the mutated
payloads generated by the string-based mutation method are
invalid when the number of attack steps is 4. Besides, Figure [
shows that both the VGP and ASR curves of WAF-A-MoLE
tend to be flat when the attack step is larger than 10. For
a fair comparison, we take the number of attack steps at 10
as the default parameter of WAF-A-MoLE for the subsequent
evaluations.

Answer to RQ1: AdvSQL1i is semantic-preserving, while
the baseline methods (i.e., WAF-A-MoLE and DRL) fail
to preserve semantics. Namely, the adversarial payloads
generated by AdvSQL1i maintain the original functionality
and maliciousness.

B. RQ2: Attack Effectiveness against ML-based SQLi Detec-
tion

Evaluation setup. We evaluate the attack effectiveness and
efficiency by utilizing the attack methods in Table [[V]|to attack
the models in Table We set the maximum number of steps
of each attack method to 10 and set the default budget of
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Fig. 4. VGP of AdvSQLi and relationship between VGP and ASR of
WAF-A-MoLE. The horizontal blue line means that the VGP of AdvSQLi
is always 100%. The descending orange line refers to the changing trend of
the VGP of WAF-A-MoLE with the number of attack steps, which is the
average value under various runtime environments. The rising lines refer to
the changing trend of the ASR with the number of attack steps.

AdvSQLi and WAF-A-MoLE to 10. Besides, we set the query
number of attempts of AdvSQL1 (R) to 10,000 for efficiency.
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Fig. 5. Relationships between ASR and Query (within 100) when attacking
against SQLi detection. The grey dotted line results from the AdvSQL1i (R)
under the default settings.

Results. 1) Effective. The middle part of Table [V| shows
the ASR results of attacking against SQLi detection under
default settings. Intuitively, SQLi detection based on anomaly
detection, CNN, and LSTM are all vulnerable to adversarial
attacks. For example, several attack methods can achieve ASRs
of 100% on WAF-Brain. We find that AdvSQL1 is better than
other attack methods in terms of higher ASRs. For instance,
the ASR of AdvSQL1i is twice that of WAF-A-MoLE, three
times that of AdvSQLi (R), and seven times that of DRL
when attacking against the LSTM model (FPR=1%o) under the
SIK dataset. 2) Efficient. Figure |5| sketches the relationships
between ASR and Query. It is clear that AdvSQL1i always out-
performs other methods, regardless of the number of queries.
In most cases, the ASRs of AdvSQL1 surpass AdvSQL1 (R)
within dozens of queries. Compared with other baseline meth-
ods, the effectiveness of WAF-A-MoLE gradually surpasses
others with the increase of queries. However, it still tends to
be stable in the end and cannot exceed AdvSQL1.

Parameters adjustment. We conduct detailed evaluations
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TABLE V
The ASR results of attacking against SQLi detection when under default settings and when increasing the number of attack steps to 20. WAM means
WAF-A-MoLE. § means the threshold calculated by FPR.

Attack Success Rate (%)

FNR

Target SQLi
arget SQLi Ey %)

Dataset

Parameter: Step = 10 (Default)

Parameter: Step = 20

Detection

WAM DRL AdvSQLi (R) AdvSQLi AdvSQLi (A)

WAF-Brain®=%10.100 0.1 75.56 4.15  97.34 99.97 9801  99.86 8.62  97.47 99.93 98.04
WAF-Brain'” 0.333 31.3 100 69.62 100 100 99.59 100 86.15 100 100 100
WAF-Brain'* 0.500 76.7 100 81.95 100 100 100 100 90.40 100 100 100

HPD CNN'%  0.044 0.1 934 697 7.94 26.46 25 11.48 7.54 9.58 27.03 26.12
CNN'  0.159 0.1 13.68 9.44  13.28 34.90 329 16881054 1478 36.27 34.93

LSTM!%  0.002 0.1 10.18 3.90 9.34 23.62 16.8 1441 440 1134 23.99 20.32
LSTMY 0006 0.1 11.41 504  11.08 26.03 182 1585547  13.08 26.43 272
WAF-Brain®="10.100 0.5 77.1213.89  98.06 100 99.16  99.9324.40  99.48 100 100
WAF-Brain'” 0.286 62.5 99.9365.31  99.93 100 99.64 100 82.15 100 100 100
WAE-Brain'* 0.572 91.5 100 98.85 100 100 100 100 100 100 100 100

SIK CNN'%  0.007 0.1 25.1611.01  12.48 35.97 27 29 1298  15.55 39.74 32.23
CNNY  0.145 02 44.1225.05  27.42 56.78 45 49302725  35.64 58.48 52.40

LSTM!%  0.025 0.0 36.50 9.87  20.57 78.80 6140 49531077  31.03 83.10 74.20
LSTMY  0.105 0.1 42.6112.45  27.53 91.36 7490 56521358  39.87 95.03 84.68

to further explore the impact of the parameters mentioned TABLE VI

above on the effectiveness and efficiency of different attack
methods. We first increase the maximum number of steps of
AdvSQLi and WAF-A-MoLE to 20 and repeat all evaluations.
In order to explore the impact of the computational budget on
the attack results, we increase the budget of AdvSQLi and
WAF-A-MoLE to 20.

Results. 1) Step. The results of ASR are shown in the
right part of Table [V] Evidently, the ASRs of various attack
methods increase more or less. However, AdvSQLi still has
an absolute advantage over the baseline methods. 2) Budget.
From Table we can observe that the ASRs improve as the
budget increases for almost all models. Moreover, when the
budget is 20, WAF-A-MoLE is still not better than AdvSQL1i
with budget 10, which proves the advantage of AdvSQLi.

Answer to RQ2: AdvSQLi is more effective and efficient
than all baseline methods, achieving higher ASRs with
fewer queries.

C. RQ3: Attack Effectiveness against WAF-as-a-service

Evaluation setup. We deploy a modified version of SQLi-
labs [S5] with the underlying database on the Google Cloud
Platform. Further, we protect it by utilizing seven real-world
WAFs in turn by modifying DNS resolutions and forwarding
traffic. In this case, AdvSQL1 acts as a client to continuously
send attack requests to the protected web service.

Real-world adaptation. Note that, our modified back-end web
service supports 4 common HTTP request methods (i.e., GET,
GET(JSON), POST, and POST(JSON)) corresponding to com-
prehensive real-world situations. We fine-tune the mutation
process in AdvSQLi adaptively to preserve the semantics
of the generated payloads across different request methods,
e.g., \n needs to be encoded as %0A for non-JSON requests
and the “#” sign cannot be present in comments (/*#%/)

The ASR results under budget is 10 and 20. WAM means WAF-A-MoLE

Attack Success Rate (%)

Target SQLi

Dataset Detection Budget=10 Budget=20
WAM AdvSQLi WAM AdvSQLi

WB2=%1 7556 9997  99.56 100
WB'% 100 100 100 100
WB% 100 100 100 100

HPD  cnNI% 934 2646 1054 27.83
CNN'% 1368 3490 1471 36.87
LSTM'®  10.18 23.62 11.58  24.59
LSTM' 1141  26.03 1221  27.09
WB=01 7712 100  99.59 100
WB'% 9993 100 100 100

WB % 100 100 100 100

SIK' CNN'% 2516 3597 2649  38.64
CNN'% 4412 5678 46.62  58.22
LSTM'® 3650 78.8  41.23 82
LSTM 4261 9136 4821 94.49

when sending the payload via GET. As for the baseline
methods, the mutation methods of WAF-A-MoLE and DRL
are identical, and do not support attacking black-box WAFs
given their score-based attack guidance. Therefore, we im-
plement a random search-based variant for WAF-A-MoLE
and perform the same adaptations in mutation methods. We
employ WAF-A-MoLE to attack the web service protected by
ModSecurity and elide the results of other WAF-as-a-service
for experimental efficiency.

Results. Table [VII illustrates the FNR and ASR results of
attacking against 7 WAF-as-a-service, and Table shows
the ASR and Query results of AdvSQLi and WAF-A-MoLE
against ModSecurity.

WAM DRL AdvSQLi (R) AdvSQLi AdvSQLi (A)
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TABLE VII
Results of attacking against real-world WAFs. A(R) means AdvSQLIi(R).

HPD SIK
WAFaaS Request  pNR o ASR(%) FNR  ASR(%)
Method (%) (%)
A (R) AdvSQLi A (R) AdvSQLi
GET 53 1521 1869 82 1080 14.39
Aws GOETUSON) 602 8643 89.45 634 9645 9973
POST 34 29.19 30.02 1452646 31.97
POST(JSON) 60.2 84.17 89.45 63.4 96.17 99.73
GET  40.770.66 82.46 451 69.95 79.60
ps  GETUSON) 405 67.73 8387 4376199 82.06
POST 3567050 837 4196609 80.72
POST(JSON) 35.4 71.05 85.76 405 60.50 82.69
cvber  GET 1976314 7733 3715008 7027
oSt GETUSON) 20 6575 77.38 37.15326 7091
ooy POST 1976326 7522 3714697 7038
POSTUJSON) 20 64.50 7450 37.1 52.46 71.38
GET 88 4825 5340 1424516 55.19
Fortinet OETUSON) 9.7 78.07 8317 1577340 8124
! POST 88 489 5340 1404575 55.06
POST(JSON) 9.7 77.52 8317 15.573.58 81.28
GET 8.1 20.13 21.33 1882639 32.43
Cloud- GET(JSON) 17.7 35.60 37.79 292 55.73 58.13
flare POST  47.1 3535 3592 6324796 48.77
POST(JSON) 47.1 35.16 3592 63.2 47.96 49.05
GET 14 1694 1876 65 2420 33.94
Wallarry GETUSON) 14 1604 1876 6.4 24.17 3401
POST 14 1514 1728 67 2052 3126
POSTUJSON) 2.4 1679 17.40 7.6 23.86 32.24
GET 0. 574 11.61 33 563 10.88
Mod- GET(JSON) 20.1 42.59 49.06 30.9 49.73 58.32
Security POST 0.1 544 1061 3.5 453 955
POSTUJSON) 0.1 490 10.61 35 450 9.55

1) FNR directly reflects the protection effectiveness of
WAFs. In general, the protective effects of each WAF are
uneven. Classified according to different request methods, in
the majority of cases, the FNRs of the two GET-based request
methods are greater than or equal to those for POST-based
methods, which means that the protection of the latter is
stricter. If this is not a design flaw, it is likely that the vendor
deliberately did it. When making requests to web services
via POST, there is typically a larger attack payload, leading
vendors to implement stricter protective measures. In contrast,
GET requests, which generally do not carry such complex
content, may be subject to more lenient scrutiny to prevent
the accidental interception of legitimate traffic. Further, we
can divide WAFs into four categories by inferring WAF’s
responses to different requests based on FNRs: 1) F5, CSC,
Fortinet, and Wallarm treat the four request methods equally.
2) Cloudflare implements different strategies based on whether
the request method is GET or POST. 3) AWS treats the
payload separately based on whether the request parameter
is in JSON type. 4) ModSecurity processes requests via
GET(JSON) separately, yet treats the remaining three request
methods equally. Alarmingly, both AWS and Cloudflare have
FNRs of over 60% on the SIK dataset. In other words, more

than 60% of malicious requests will be directly forwarded to
the back-end service. On the contrary, Fortinet and Wallarm
perform well as their FNRs are low and relatively even among
different request methods.

2) ASR illustrates the robustness of a WAF against adver-
sarial attacks. If a WAF exhibits high FNRs and ASRs simulta-
neously, it is evident that its protective effect is unsatisfactory.
Overall, our attacks against WAF-as-a-service are successful.
The ASRs against AWS on the SIK dataset even reached
99.73%. Besides, the ASRs of each WAF have a similar
distribution to FNRs, which further confirms our conclusion
that we have drawn above on the effectiveness of WAFs. By
analyzing the ASRs, we can find that when requesting web
services in JSON-type parameters, ASRs are much higher
than non-JSON. It is a great security risk given the current
development trend of web services, i.e., more and more web
services are designed based on the decoupled architecture,
most of which use JSON to transfer data.

TABLE VIII
The ASR and Query results of AdvSQLi and WAF-A-MoLE against
ModSecurity. The average query is calculated based on successful samples
crossed in both attack methods. WAM means WAF-A-MoLE.

Dataset Request Method ASR(%) Average Query
AdvSQLi WAM AdvSQLi WAM

GET 11.61 6.61 9.80  30.11

HPD GET(JSON) 49.06 47.02 1015 18091
POST 10.61 5.61 10.66  29.66
POST(JSON) 10.61 5.31 993  30.31

GET 10.88  7.34 10.67 315

SIK GET(@JSON) 58.32 48.05 10.26 32.65
POST 9.55 7.36 10.37  30.44
POST(JSON) 9.55 5.80 10.65  30.32

The four WAFs hosted on AWS (AWS, F5, CSC, and
Fortinet) are less capable of preventing SQLi than other WAFs.
Wallarm is effective because it has low FNRs and ASRs.
Besides, Fortinet has ASRs many times higher than FNRs,
which means that it cannot defend against adversarial attacks
very well. Interestingly, ModSecurity shows the strongest
robustness if we ignore the shortcomings in the defense of
GET(JSON) requests, which means that open-sourced tools
may have natural advantages. Comparing the two attack
methods we proposed, overall, AdvSQLi has much higher
ASRs than AdvSQLi (R) against all WAF-as-a-service. We
can see from Table that in hard-to-attack situations (such
as ModSecurity), the ASRs of AdvSQLi are twice that of
AdvSQLi (R). From Table we can see that AdvSQLi
is more effective and efficient than WAF-A-MoLE, as it
achieves nearly twice the ASRs with only one-third queries
of WAF-A-MoLE in several cases.

Answer to RQ3: All WAF-as-a-service under tests are vul-
nerable to AdvSQLi. More importantly, some vendors have
severe deficiencies, e.g., the insufficiency in parsing JSON-
type parameters. AAvSQL1 is more effective than the baseline
methods when attacking against real-world WAF-as-a-service.
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D. RQ4: Ablation Study

Overall conclusion. In addition to analyzing the ASR results,
it is meaningful to know the root causes of bypassing, i.e.,
the concrete vulnerabilities of WAFs. We automatically an-
alyze all bypass samples in RQ3 based on the hierarchical
trees to conclude more comprehensively. Supplemented by
manual methods, we get the conclusions in Figure [6] within
the format of Table E} Intuitively, individual attack methods
are not always effective in attacking all WAF-as-a-service.
The mutation methods we propose (i.e., Inline Comment and
DML Substitution) and Whitespace Substitution are the most
effective methods. Interesting, just adding some comments
into the SQLi payloads can bypass F5, Fortinet, Wallarm, and
ModSecurity in some cases. We speculate that the detection
signatures in these WAFs are not robust, causing these by-
passes.

AWS F5 csc | Fortinet | @Y% | watjarm | Mod-
flare Security
c|p|lc|prp|a|rPr|c|Pr|c|Pr|[c|P|c]|P

1 Inline Comment 00000000000000COCOCOCGGOS

2 Whitespace Sub. o 000000O0OCGCOGIOGOGIOGIS O [}

3 DML Substitution 000 0000000OOCOGOGIOGOGS

4 Logical Invariant o000 o000

5 Operator Swap. o000 0O0OGOOGOGOO

6 Where Rewriting |©® © @ @ o000 o000
7 Tautology Sub. o000 000O

8 Comment Mani. 000 000 20000000
9 Integer Encoding 000 2000
10 Case Swapping

Fig. 6. Effective mutation methods in bypassing WAF-as-a-service. Full circle
means that this action is effective in most cases; Half circle indicates that it
may work under specific payloads or combined with other mutations.

Case studies. Hereafter, we further analyze the vulnerabilities
through specific examples. We select three representative pay-
loads from MDD, which can steal table names, column names,
and sensitive information. There is no doubt that the WAFs
(AWS, F5, and Cloudflare) will block them if we directly
send them to the web service. At this time, we input the
above payloads into AdvSQLi and none of the three WAFs
intercepted our carefully constructed payloads. By analyzing
the bypassing payloads, we can find that replacing whitespaces
with control characters (i.e., Whitespace Substitution) can
bypass AWS. Furthermore, if we replace Data Manipulation
Language (DML) tokens with inline comments, we can bypass
F5 and Cloudflare.

In summary, these case studies further verify our conjecture:

vendors’ detection signatures are non-robust, causing severe
vulnerabilities.

Answer to RQ4: Effective mutation methods for specific
WAFs and different payloads are unique. Combining multiple
mutation methods, AdvSQLi is much more effective in
bypassing mainstream WAF-as-a-service solutions due to their
vulnerable detection signatures for semantic matching and
regular expression matching.

SQLi Payload

0' union select 1, group_concat(table_name), 3 from info.tables where table_schema=database() -+
0' union select 1, group_concat(column_name),3 from info.columns where table_name="users' --+
0' union select 1, group_concat(username, 0x3a, password), 3 from users —+

0'\nunion select 1, group_concat(table_name), 3 from info.tables where table_schema=database() -+
0" union\ \n1, group_ _name),3 from info.columns where table_name='users' -+
0' \tunion select 1, group_concat(username, 0x3a, password), 3 from users —+

AWS
GET(ISON)

0' /*lunion*/select%0A1, group_concat(table_name), 3 from info.tables where table_schema=database() --+
0' /*lunion*/select%091, group_concat(column_name),3 from info.columns where table_name="users' -+
0' /*foo*/union 1, group_ 0x3a, 3 from users -+

F5
GET

0' union\tselect 1, group_concat(table_name), 3 from info.tables /*!where*/ table_schema=database() —+
0' union\nselect 1, group_concat(column_name),3 from info.columns where table_name='users' —+
ion)\ 1, group_( 0x3a, 3 /*!from*/ users -—+

Cloudflare
GET(JSON)

Fig. 7. Examples that can bypass WAF-as-a-service.

VI. DISCUSSION
A. Responsible Disclosure

We reported the above results to the affected vendors by
submitting vulnerability reports and contacting their technical
support staff and security researchers via emails. Up until now,
three vendors have mitigated the flaws, and four vendors are
working:

F5: The F5 Security Incident Response Team responded to
our email quickly and said that they would “reach out to the
respective team”. Three weeks after our report, we were told
that they had updated the rules for AWS WAF and the issue
was addressed.

Cloudflare: We submitted our findings to Cloudflare
through its supporting system and the HackerOne platform.
After productive communications, we were informed that the
WAF team had “deployed some changes”, yet they would not
tell us the details.

Wallarm: They attached great importance to our report and
declared that they “are doing everything to resolve it as soon
as possible”. A month after our report, we learned from the
update from the Wallarm detection team that the issue has been
resolved and the ruleset for SQLi detection is now “wider and
more accurate”.

AWS: The AWS Security Team replied to our email and
proceeded to investigate it immediately. After a thorough
investigation, they said they “will make a change to mitigate
the behavior” and will inform us “once they’ve released the
related improvements”.

Fortinet and Cyber Security Cloud: After getting in touch
with these vendors through their support email, we learned
that they had confirmed the flaws and proceeded to solve them.
Their words are “plan to address some of these” and “improve
the rules in later update”, yet we have not received any new
updates.

ModSecurity: We reached the rules team (OWASP CRS)
and engine team (Trustwave ModSecurity Security Team)
respectively. One CRS co-leader confirmed that CRS did have
flaws and ModSecurity is insufficient in parsing query strings
in JSON format, yet they can do little beyond digging through
JSON with their rules. Their developers are still working
with us based on our detailed conclusions. While the security
researcher from ModSecurity said that the lack of JSON
parsing is not due to some bug or malfunction. ModSecurity
would not parse JSON objects in query arguments or request
headers by design. Yet he admitted that “the absence could
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sometimes make writing effective rules more cumbersome”,
and they plan to implement the feature in ModSecurity v3.1.1.

B. Potential Defenses

We conduct a preliminary exploration of two potential
defense methods, i.e., adversarial training (AT) and pre-
processing (PP).

Adversarial training. We can improve the robustness of
ML-based WAF through AT [56]. Firstly, we attack the
CNN'” model with 8852 SQLi payloads in the training set of
HPD to obtain adversarial examples, using the AdvSQLi (R)
attack method here for time considerations. Next, we add
the 1341 x,qv to the training set and retrain the CNN'%
model according to the previous settings. Then, we re-attack
the new model with SQLi payloads from the test set. From
Table we can see that the performance of the CNN model
dropped slightly after AT, e.g., the ASR of AdvSQL1 (R) has
dropped by 32.9%, and the ASR of AdvSQLi has dropped
by 30.59%. AT might be effective in defending AdvSQL1.
However, the limitation is that it needs to have sufficient
adversarial samples for training or know the details of the
attack strategy [37]]. Therefore, AT is limited in defending
against unknown adversarial attacks because attackers usually
do not disclose their methods.

Pre-processing. Just like dead code removal in programs,
we use some pre-processing methods to remove the “noise”
in SQLi payloads: unify the capitalization of letters, remove
comments, remove control symbols, and so on. From Table
we can see that the ASRs dropped by less than 10% on both
attack modes. Therefore, AdvSQL1 is robust to common pre-
processing methods.

TABLE IX
THE ASR RESULTS AFTER DEFENSES. AT MEANS ADVERSARIAL
TRAINING AND PP MEANS PRE-PROCESSING.

Defense AUC Accuracy ASR (%)
Mode (%) (%) AdvSQLi (R)  AdvSQLi
- 99.959 99.90 7.94 26.46
AT 99.854 96.10 5.32 18.36
PP 99.959 99.90 6.32 25.18

C. Rethinking WAF-as-a-service

Most real-world mainstream vendors employ the signature-
based detection strategy combining semantic analysis and
regular expression matching, which we have proven seriously
vulnerable. For ML-based WAF, the direct detection ability in
the laboratory environment is passable, however, the effect
of defending against adversarial attacks is not gratifying.
Intriguingly, there are vendors, such as Wallarm [57], already
using ML technology to supplement the detection signatures
adaptively and achieve feasible defense effects with low FNR
and ASR. This inspires us: can vendors build more promising
WAFs by better utilizing Al methods or even implementing a
WAF with multi-modal detection mechanisms?

D. Limitations and Future Work

There are some naturally inherent limitations to this kind of
work. Even though these do not affect the overall conclusion,
we discuss them in the following for completeness.

1) Dataset: We try our best to find open-sourced datasets,
as there is no benchmark dataset for SQLi. One may argue that
the baseline method [25] presented a dataset [58]] containing
both benign and malicious SQL samples. However, in our task,
benign samples should be ordinary HTTP request parameters,
and malicious samples should be constructed HTTP request
parameters containing SQL statements. Therefore, we have to
exclude the dataset in [25] and only find two commonly used
datasets of SIK and HPD probably due to the potential security
risks or intellectual property.

2) Verification of semantic-preserving: To the best of our
knowledge, there is no practical way to check whether two
SQLi payloads are semantic-equivalent other than comparing
the running results [59]]. Therefore preliminary evaluations
(RQ1) without the protection of WAF-as-a-service are per-
formed. Although the results show that our atomic-level mu-
tation methods are semantic-preserving, we cannot guarantee
strict semantic equivalence in all possible cases due to the
assorted types of SQLi payloads.

3) Manual definition of CFG: The manual definitions of
CFG are to ensure that AdvSQLi will not invalidate the SQLi
payloads or cause unexpected damage. It may have limitations,
such as making the generated payloads limited by prior knowl-
edge. Yet we have mitigated this by, e.g., recursively definition
of CFG to enrich the diversity of the generated payloads.
Besides, as we have provided the corresponding interfaces,
subsequent researchers who want to extend AdvSQLi only
need to add simple entries in CFG.

Next, we will continue tracking vendors’ feedback until
they fix the flaws completely. We shall implement the method
of automatically analyzing and summarising the payloads
based on the hierarchical tree to discover more generalized
bypass patterns, which we could embed into other tools (e.g.,
sqlmap) or provide to vendors. In addition, we plan to extend
our framework to other domains, such as cross-site scripting
attacks, webshell, etc. Besides, we will explore the integration
of multi-factor authentication schemes into WAF systems, such
as three-factor authentication based on extended chaotic maps
and quantum-resistant two-factor authentication [60], [61],
[62], to augment the defensive strength and robustness of web
systems reliant on WAFs.

VII. CONCLUSION

We conduct the first systematic and comprehensive study
on the security vulnerabilities of WAFs in the cloud, by
proposing and implementing AdvSQLi. With this general
and extendable attack framework that works out of the box,
attackers can bypass WAF-as-a-service solutions of different
vendors for unique payloads effortlessly. Extensive evaluation
results demonstrate that AdvSQLi can effectively and effi-
ciently bypass both state-of-the-art ML-based SQLi detectors
and commercial WAF-as-a-service solutions from mainstream
vendors. Moreover, we condense out several fundamental de-
ficiencies of real-world WAF-as-a-service, e.g., the vulnerable
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detection mechanisms, the non-robust signatures, and the flaws
in parsing JSON-type parameters, which have successfully
helped mainstream vendors improve their products.
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APPENDIX

Context-Free Grammar

Here we describe the workflow of context-free grammar
in AdvSQLi with an detailed example: Suppose we have a
node of “lI = 17 in the hierarchical SQLi representation tree.
According to its semantic of tautology, we can mutate it to
terminal symbols of string-type tautology(Ts¢ring, like “‘foo’
like ‘foo in Table EI), complex tautology (Teompies, SUCh as
“(select ord(’r’) regexp 114) = 0x1”), number-type tautology
(Tnumber, such as “0x2 = 2”) or feed it into an entry of “true”
boolean expression (Spjy.) for further processing, as shown
in the first line of Figure [§] Here the algorithm chooses the
latter one, i.e., line 1—line 2 in Figure EL Deep into rule 9 of
Figure @ Strvue can be mutated to terminal symbols of “true”
boolean expression (e.g., 1, select 1, 2<>3 in Table or be
mutated into a recursive nested form combined with whites-
paces and “or” expression (Strye *S. - Land S+ Litrue)-
Afterwards, we can see that it uses rule 9, rule 6, rule 7
and rule 10 in Figure [§] respectively, and finally generates
a candidate SQLi payload “true\n&&/**foo*/select 1\tand
2<>3”, which is semantically equivalent to “1 = 1.

It is paramount that the context-free grammar (including
starting symbols, non-terminal symbols, terminal symbols, and
predefined rules) are manually defined, which is to ensure that
AdvSQLi will not invalidate the generated SQLi payloads or
cause unexpected damage. Subsequent researchers only need
to add simple items in the interfaces of our grammar if they
want to extend it.

TABLE X
EXAMPLES OF TERMINAL SYMBOLS IN CFG. X, 7, f AND v ARE ALL
TERMINAL SYMBOLS; SPECIFICALLY, f INDICATES THAT IT NEEDS TO
PASS IN VALUES, SUCH AS CHANGING THE CASE OF ANY WORD (LINE 3
OF FIGURE 1); 7 MEANS TAUTOLOGY AND -y REFERS TO COMMENTS.

Sr — STrue | Tstring \ Tcomplex | Tnumber
Sv = fintine_comment (V)

SVword — fswap_case (vword)

SVnumber — fchange_base (vnumber)

SWhe're — Ewhe're . SFalse : Eo'r | E'Luhere : ST'rue . Ea.nd
S.—=X.| Sy
S’Y - S’neft ) S’Yzmdy : S’Yri_qh,t

SFalse — Z:false ‘ SFalse . Su . Eor : Su : Z:fo.lse
ST'rue — Etrue | STrue : Su : Ea/rLd : Su : Etrue
S’Yleft — Eslash - S

Yasterisk
S’Ym‘gh,f, - SW - Yslash

asterisk

- S’Yustem‘sk . Eastem’sk | Easterisk

S’Yusterislc
S

Ybody _>fYcha'rs © Vsentence * “Ybenign

) Examples
E.sla,sh /
Easterisk *
_ S\t \n
Yor or, H
Yand and, &&
Yfalse 0, select 0, 2=3, false
true 1, select 1, 2<>3, true
Yehars a2lr*!, skx9{1-, 2sd.$5s, sd2j3znm, 39nsql
Ysentence hello world, today is dog, over the alphabet
Ybenign provincia=burgos, login=karina9, pic=1.gif

union — /*lunion*/, where — /*!where*/
select — sEIECt, OR — or, from — FrOM
1 — 0x1, 256 — 0x100, 176 — select 176

finline_comment
swap_case

fchange_base

Tnumber 78 =78, 1 =1, 2021 like 2021, 0x2 = 2
Tstring ‘6’ like ‘6°, ‘foo’ like ‘foo’, ‘bar’ = ‘bar’

(select ord(‘r’) regexp 114) = Ox1,
Tcomplex

(select 1) = (select ord(‘r’) between 114 and 115)

In addition to line 9 in Figure [8] some of the other rules
e.g., line 8 and line 12) are also defined recursively, which
might cause an endless loop, i.e., terminal symbols can never
be reached in generating the candidate SQLi payload. To
address this issue, instead of simply defining the max depth

Fig. 8. A simplified version of context-free grammar for generating semantic
replacements. S is the starting symbol; X, 7, f and +y are all terminal symbols;
Specifically, f indicates that it needs to pass in values, such as changing the
case of any word (line 3); 7 means tautology and ~ refers to comments.

of recursion, we present a weighted mutation strategy (Algo-
rithm [2) by employing a decay rate D (e.g., 0.5). The weight
of a non-terminal character V' being selected will decrease
exponentially according to D, e.g., the weight of selecting V'
for the third time is 0.53.


https://www.kaggle.com/syedsaqlainhussain/sql-injection-dataset
https://www.kaggle.com/syedsaqlainhussain/sql-injection-dataset
https://github.com/BBVA/waf-brain
https://www.github.com/Audi-1/sqli-labs
https://aws.amazon.com/marketplace/pp/prodview-5rl4dgi4wvbfe
https://aws.amazon.com/marketplace/pp/prodview-5rl4dgi4wvbfe
https://github.com/zangobot/wafamole_dataset
https://github.com/zangobot/wafamole_dataset
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_' S-r — I Tstring I Tcomplex I Thumber

Rule 6

2 2:true

1
Tree Node Rule 9
2 Zirue IHS‘True" S- - Zana " Sws ztrue|
JRule 9
3 ”STrue "S— “Zana "S- " Ztrue ‘ *S_+Zgna - S- " Zirue
JRule
4 E 2:and! i 2:true " 2"and . 2"true
1Rule 6 1 Rule 6 1 Rule 6 !
5 Zirue " Zand " Zirue E Zand ' " Ztrue
| Rule7
6 Ztrue " 2- " Zgna || Syleft' S‘ybody § Syright" Zirue ' Z- * Zana
‘Rule 10
7 Ztrue " Z- - Egna '|zslash : Syasteris]J' Sybody - S.

yright * 2:true 2 2:ana'. Dy 2"true

P

| true\n&&/*+foox/select 1\tand 2<>3

Semantic-equivalent replacement

Fig. 9. An example of using context-free grammar to generate an equivalent replacement for “1 = 1”. The contents of the same color connected by arrows

indicate the states before and after one step generation

Algorithm 2: Weighted CFG Generation

Data: CFG Rules R, Entry Symbol sym, Decay Rate
D, Chosen Counts C
Result: Generated sentence sentence
sentence < EmptyString ;
weights < EmptyList ;
for e in R[sym] do
if ¢ in C then
| weights.append(DC¢l)
else
| weights.append(1.0)
// Weighted selection function.
8 rand_sym < R[sym][WeightedChoice
(weights)] ;
9 Clrand_sym] + Clrand_sym]+1 ;
10 for s in rand_sym do
1 if s in R then
// Call itself recursively.
sentence + sentence+Self (R,s,D,C) ;
else
‘ sentence < sentence + s ;
Clrand_sym] < Clrand_sym]—1 ;
return sentence ;

N R W N =

12
13
14
15
16

Besides, it is worth mentioning that the above-mentioned
context-free grammar (including starting symbols, non-
terminal symbols, terminal symbols, and predefined rules) are
manually defined, which is to ensure that AdvSQLi will not
invalidate the generated SQLi payloads or cause unexpected
damage. Subsequent researchers only need to add simple items

in the interfaces of our grammar if they want to extend it.
Experimental performance consumption

As the findings in RQ2, AdvSQLi demonstrates a capability
to achieve a higher attack success rate with fewer interaction
steps. To provide a deeper understanding of the associated
time and performance overheads, we conduct the following
experiments.

We reimplement the experiments in RQ2, which are carried
out on an Ubuntu 20.04 server, equipped with 64GB RAM
and powered by an Intel(R) Xeon(R) Silver 4210R CPU.
The primary objective was to assess both the runtime and
memory consumption. It’s important to emphasize that the
reported memory consumption values represent the average
taken from continuous sampling throughout the entire experi-
ment duration. We benchmarked against two baseline methods,
WAF-A-MoLE and DRL, and also assessed both AdvSQLi(A)
— a simplified version of our primary approach and AdvSQLi,
our core method.

As shown in Table the memory consumption across dif-
ferent methods is fairly consistent, with only minor differences
observed. In most scenarios, AdvSQLi consumes about 10%
additional memory compared to the other techniques, marking
its competitive efficiency. DRL emerges as the fastest method.
This speed can be attributed to its pre-completed training
phase. During the attack, DRL only needs to select the most
suitable mutation method based on the current payload state.
As anticipated, AdvSQL1i does demand the most time, which
is closely tied to the construction and search processes of its
Monte Carlo tree. Although AdvSQL1i exhibits a higher time
overhead, its vastly superior attack success rate compared to
the baseline methods justifies this cost. When we distribute this
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TABLE XI
The consumption results of attacking against SQLi detection under the settings same with #Table V. WAM means WAF—-A-MoLE. The time and memory
consumption of DRL only involves the inference phase and does not include the pre-training phase. The time consumption of attacking WAF-Brain models
is limited by the inference speed.

Consumption
Dataset Target SQLi Time (s) Memory (MB)

Detection - ; ) )
AdvSQLi (R) AdvSQLi WAM DRL AdvSQLi (R) AdvSQLi WAM DRL
WAF-Brain®=0-1 554.53 2240.03  4713.73  1751.27 344.55 369.34 355.98 397.46
WAE-Brain'% 135.02 315.48 577.12 56439 344.08 36568 361.01 38827
WAE-Brain % 18.42 51.97 19896  53.76 342.88 36249 34359  382.28
HPD CNN1% 293 .44 1161.01  1029.56  198.52 350.72 370.13 34038 3767
CNN1% 290.83 98202 95073 17991 351.07 37053 34374 37376
LSTM'% 654.28 221846 103659  223.82 350.55 371.04 3553 375.66
LSTM % 639.42 2154.88  983.12  221.69 350.41 37082 35055  383.88
WAF-Brain®=0-1 483.96 1817.85 543494 1342 346.52 37288 35602 373.04
WAF-Brain!% 91.95 183.19 36242 38337 339.86 367.58 34388  379.64
WAE-Brain % 6.82 2151 52.23 26.8 341.22 36402  356.68  366.52
SIK CNN1% 266.19 101542 100942  183.85 350.77 37621 35551  378.28
CNN1%e 25228 976.15 95546  179.08 351.45 378.1 354.65  370.32
LSTM'% 525.8 192524 95407 2328 352.42 37726 35717  373.65
LSTM % 509.53 186595 92089  223.93 349.9 37639 356.19 375.16

time consumption across 1000 samples, the results provide a
worthy trade-off for its efficacy.
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