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Abstract

Model adaptation tackles the distribution shift
problem with a pre-trained model instead of raw
data, becoming a popular paradigm due to its great
privacy protection. Existing methods always as-
sume adapting to a clean target domain, overlook-
ing the security risks of unlabeled samples. In this
paper, we explore the potential backdoor attacks
on model adaptation launched by well-designed
poisoning target data. Concretely, we provide two
backdoor triggers with two poisoning strategies
for different prior knowledge owned by attackers.
These attacks achieve a high success rate and keep
the normal performance on clean samples in the
test stage. To defend against backdoor embed-
ding, we propose a plug-and-play method named
MIXADAPT, combining it with existing adapta-
tion algorithms. Experiments across commonly
used benchmarks and adaptation methods demon-
strate the effectiveness of MIXADAPT. We hope
this work will shed light on the safety of learning
with unlabeled data.

1. Introduction

Over recent years, deep neural networks (Krizhevsky et al.,
2012; He et al., 2016; Dosovitskiy et al., 2021) have gained
substantial research interest and demonstrated remarkable
capabilities across various tasks. However, distribution shift
(Saenko et al., 2010) between the training set and deploy-
ment environment inevitably arises, leading to a significant
drop in performance. To solve this issue, researchers pro-
pose domain adaptation (Ben-David et al., 2010; Ganin
et al., 2016; Long et al., 2018) to improve the performance
on unlabeled target domains by utilizing labeled source data.
As privacy awareness grows, source providers restrict user’s
access to raw data. Instead, model adaptation (Liang et al.,
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Figure 1. An overview of the backdoor attack on model adaptation.
With well-poisoned unlabeled data from malicious providers, target
users suffer from the risk of backdoor injection.

2020), a novel paradigm only accessing pre-trained source
models, has gained popularity (Liang et al., 2020; Yang
et al., 2021; Li et al., 2020; Ding et al., 2022; Liang et al.,
2021b). Since its proposal, model adaptation has been ex-
tensively investigated across various visual tasks, including
semantic segmentation (Fleuret et al., 2021; Liu et al., 2021),
object detection (Li et al., 2021a; Huang et al., 2021).

Security problems in model adaptation are always ignored,
only two recent works (Sheng et al., 2023; Ahmed et al.,
2023) reveal its vulnerability to the backdoor (Gu et al.,
2017; Chen et al., 2017) embedded in the source model.
A distillation framework (Sheng et al., 2023) and a model
compression scheme (Ahmed et al., 2023) are proposed to
eliminate threats from suspicious source providers, respec-
tively. In this paper, we raise a similar question: Can we
trust the unlabeled target data? Different from the source
model, injecting backdoors through unlabeled data faces sev-
eral significant challenges. On the one hand, the adaptation
paradigm trains from a pre-trained clean model initializa-
tion instead of from scratch like classic backdoor attacks.
Also, unsupervised tuning hinders learning the mapping of
the trigger to the target class. Nevertheless, we find that
well-poisoned unlabeled datasets still achieve successful
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backdoor attacks on adaptation algorithms, as illustrated in
Fig. 1.

We decompose backdoor unsupervised embedding into two
parts: trigger design and poisoning strategy. First, we intro-
duce a non-optimization-based trigger and an optimization-
based trigger. The Hello Kitty trigger utilized in Blended
(Chen et al., 2017) is adopted as the non-optimization-based
trigger. The optimization-based one is an adversarial pertur-
bation (Poursaeed et al., 2018) calculated with a surrogate
model. As for the poisoning sample selection strategy, we
provide two solutions for different prior knowledge owned
by attackers. In cases where the attackers have ground truth
labels, samples belonging to the target class are directly se-
lected. When the attackers merely rely on predictions from
the source model (e.g., through API), they select samples
with a high probability assigned to the target class. Experi-
mental results have shown that the collaboration of designed
triggers and poisoning strategies achieves successful back-
door attacks.

To defend model adaptation against the backdoor threat,
we propose a plug-and-play method called MIXADAPT.
MIXADAPT eliminates the mapping between the backdoor
trigger and the target class by mixing semantically irrele-
vant areas among target samples. First, we assign the mixup
weight for each pixel by calculating class activation map-
ping (CAM) (Selvaraju et al., 2017) with the source model.
Then, processed samples are directly sent to the adaptation
algorithm for unsupervised tuning. Since no requirements
for optimization process and loss functions, MIXADAPT can
seamlessly integrate with existing adaptation algorithms. In
the experiment section, we demonstrate the effectiveness of
MIXADAPT on two popular model adaptation methods (i.e.,
SHOT (Liang et al., 2020), and NRC (Yang et al., 2021))
across three frequently used datasets (i.e., Office (Saenko
et al., 2010), OfficeHome (Venkateswara et al., 2017), and
DomainNet (Peng et al., 2019)). Our contributions are sum-
marized as follows:

* We investigate backdoor attacks on model adaptation
through poisoning unlabeled data. To the best of our
knowledge, this is the first attempt at unsupervised
backdoor attacks during adaptation tasks.

* We provide two poisoning strategies coupled with two
backdoor triggers capable of successfully embedding
backdoors into existing adaptation algorithms.

* We propose MIXADAPT, a flexible plug-and-play de-
fense method against backdoor attacks while maintain-
ing task performance on clean data.

» Extensive experiments involving two model adapta-
tion methods across three benchmarks demonstrate the
effectiveness of MIXADAPT.

2. Related Work
2.1. Model Adaptation

Model adaptation (Liang et al., 2020; Yang et al., 2021;
Ding et al., 2022; Liang et al., 2021b; Li et al., 2020), aims
to transfer knowledge from a pre-trained source model to
an unlabeled target domain, which is also called source-free
domain adaptation or test-time domain adaptation (Liang
et al., 2023). SHOT (Liang et al., 2020) first exploits this
paradigm and employs information maximization loss and
self-supervised pseudo-labeling (Lee et al., 2013) to achieve
source hypothesis transfer. NRC (Yang et al., 2021) cap-
tures target feature structure and promotes label consistency
among high-affinity neighbor samples. Some methods (Li
et al., 2020; Liang et al., 2021b; Zhang et al., 2022; Tian
etal., 2021; Qiu et al., 2021) attempt to estimate the source
domain or select source-similar samples to benefit knowl-
edge transfer. Existing works also discuss many variants
of model adaptation, such as black-box adaptation (Liang
et al., 2022; Zhang et al., 2023), open-partial (Liang et al.,
2021a) and multi-source (Dong et al., 2021; Liang et al.,
2021b) scenarios.

With widespread attention on the security topic, a series
of works (Agarwal et al., 2022; Li et al., 2021b; Sheng
et al., 2023; Ahmed et al., 2023) have studied the security
of model adaptation. A robust adaptation method (Agar-
wal et al., 2022) is proposed to improve the adversarial
robustness of model adaptation. AdaptGuard (Sheng et al.,
2023) investigates the vulnerability to image-agnostic at-
tacks launched by the source side and introduces a model
processing defense framework. SSDA (Ahmed et al., 2023)
proposes a model compression scheme to defend against
source backdoor attacks. However, this paper focuses on
the backdoor attack on model adaptation through unlabeled
poisoning target data, which has not been studied so far.

2.2. Backdoor Attack and Defense

Backdoor attack (Gu et al., 2017; Chen et al., 2017; Li et al.,
2021c; Nguyen & Tran, 2021; Wu et al., 2022; Li et al.,
2022) is an emerging security topic to plant a backdoor
in deep neural networks while maintaining clean perfor-
mance. Many well-designed backdoor triggers are proposed
to achieve backdoor injection. BadNets (Gu et al., 2017)
utilize a pattern of bright pixels to attack digit classifiers and
street sign detectors. Blended (Chen et al., 2017) achieves a
strong invisible backdoor attack by mixing samples with a
cartoon image. ISSBA (Li et al., 2021c) proposes a sample-
specific trigger generated through an encoder-decoder net-
work. In addition to solutions based solely on data prepa-
ration, other attack methods (Nguyen & Tran, 2021; 2020;
Doan et al., 2021) control the training process to stably
implant backdoors.
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Figure 2. The attack framework of backdoor embedding on model adaptation. The attacker builds the poisoning set according to candidate
selection strategies. Two types of triggers (i.e., Blended and Perturbation) are utilized to poison the samples. The attacker releases the
unlabeled dataset to downstream adaptation users and will achieve a backdoor attack.

Recently, backdoor attacks have been studied in diverse
scenarios besides supervised learning. Some works (Saha
et al., 2022; Li et al., 2023) explore the backdoor attacks
for victims who deploy self-supervised methods on unla-
beled datasets. A repeat dot matrix trigger (Shejwalkar et al.,
2023) is designed to attack semi-supervised learning meth-
ods by poisoning unlabeled data. Backdoor injection (Chou
et al., 2023a;b) also works on diffusion models (Dhariwal
& Nichol, 2021), which have shown amazing generation
capabilities. However, the above victim learners training
models with poisoned datasets from random initialization
which is easier than a pre-trained model. This paper tries
to embed the backdoor on model adaptation via poisoning
unlabeled data, evaluating the danger of backdoor attacks
from a new perspective.

As attack methods continue to improve, various backdoor
defense methods (Liu et al., 2018; Wang et al., 2019; Wu
& Wang, 2021; Li et al., 2021d; Guan et al., 2022) are pro-
posed alternately. Fine-Pruning (Liu et al., 2018) finds that
a combination of pruning and fine-tuning can effectively
weaken backdoors. NAD (Li et al., 2021d) optimizes the
backdoored model using a distillation loss with a fine-tuned
teacher model. ANP (Wu & Wang, 2021) identifies and
prunes backdoor neurons that are more sensitive to adver-
sarial neuron perturbation. However, those defense methods
are only deployed on in-distribution data and always require
a set of labeled clean samples, which are impractical in
model adaptation framework.

3. Backdoor Attack on Model Adaptation

In this section, we focus on the backdoor attack on model
adaptation through unsupervised poisoning. First, in Sec-
tion 3.1, we review model adaptation and introduce the
challenge and knowledge of launching backdoor attack on

it. Subsequently, We decompose backdoor embedding into
backdoor trigger design (Section 3.2) and data poisoning
strategy (Section 3.3), providing a detailed discussion.

3.1. Preliminary Knowledge

Model adaptation (Liang et al., 2020), also known as
source-free domain adaptation, aims to adapt a pre-trained
source model f; to a related target domain. Two domains
share the same label space but follow different distributions
with a domain gap. Model adaptation methods employ un-
supervised learning techniques with the source model f;
and unlabeled data D; = {2?}*, to obtain a model f; with
better performance on the target domain.

Challenges of backdoor attacks on model adaptation.
Different from conventional backdoor embedding methods,
backdoor attacks on model adaptation encounter several
additional challenges. (i) Pre-trained model initializa-
tion: Model adaptation fine-tunes pre-trained source mod-
els instead of training from random initialization in pre-
vious backdoor victims (i.e., cross-entropy loss). Source
models with basic classification capabilities tend to ignore
task-irrelevant perturbations. Also, it is hard to add new fea-
tures to categories that have been trained to converge. The
small parameter space explored by unsupervised fine-tuning
algorithms also makes backdoor injection more difficult.
(i) Unsupervised poisoning: Previous attackers always
achieve backdoor embedding on supervised learning by poi-
soning the labeled dataset. Specifically, they add the trigger
on some samples and modify their labels with the target
class. Victim learners using a poisoned dataset will capture
the mapping from the trigger to the target class. However,
model adaptation algorithms use no labels during training.
Attackers are restricted to poison unlabeled data which is
unable to establish a connection between the trigger and the
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target class explicitly.

The attacker’s knowledge. In the scenario of backdoor
attacks on model adaptation, attackers are allowed to con-
trol all target data, and in extremely challenging cases, can
control the data supply of the target class. Additionally,
attackers can access the ground truth or the source model
prediction of their data during the poisoning stage. Tak-
ing practical scenarios into account, they are not allowed
to access the source model parameters. Last but not least,
attackers have no knowledge about and lack control over
the downstream adaptation learners.

3.2. Backdoor Triggers

To make adaptation algorithms capture the mapping from
the trigger to the target class, we utilize the triggers with
both semantic information and the same size as the input im-
ages. Triggers with semantic information will be extracted
by the pre-trained source model with a higher probability.
As for the modification area, local triggers may be weak-
ened or even eliminated by data augmentation strategies
while global modification will be retained more. Given the
aforementioned requirements, we introduce two types of
triggers in the following and illustrate them in the “Poison”
Stage part in Fig. 2.

> A non-optimization-based (Blended) trigger. Blended
(Chen et al., 2017) is a strong backdoor attack technique
that blends the samples with a Hello Kitty image. Blended
trigger satisfies the requirements and no additional knowl-
edge is required, making it a suitable choice as our non-
optimization-based trigger.

> An optimization-based (perturbation) trigger. In
addition to the hand-crafted trigger, we introduce an
optimization-based method for trigger generation. Initially,
we query the black-box source model f; to acquire pseudo-
labels for the target data and construct a pseudo dataset
D, = {at, 9}, Next, a surrogate model is trained on the
pseudo dataset D, using a cross-entropy loss function. With
the surrogate model and the target data, we compute the
universal adversarial perturbations (Poursaeed et al., 2018)
for the target class which leads to the misclassification of
the majority of samples. The perturbation has misleading se-
mantics and is the same size as input samples which makes it
a great optimization-based trigger. It is worth noting that the
perturbation will not achieve such a high attack success rate
on the source model due to the impact of data augmentation.

3.3. Data Poisoning

Previous backdoor attack methods employ data poison with
arandom sampling strategy. Due to the unsupervised nature
of adaptation algorithms, attackers are unable to establish a
connection between the trigger and the target class explic-

itly explicitly. Hence, a well-designed poison set selection
strategy becomes critical for the success of backdoor em-
bedding. Attackers are allowed to access either ground truth
or source model predictions for the poisoning data selection.
We provide a selection strategy for each condition below,
and the illustration is presented in the “Select” part in Fig. 2.

> Ground-truth-based selection strategy (GT). When
attackers hold the ground truth labels {3/}, of all sam-
ples, samples belonging to the target class y; are simply
selected to construct a poisoning set Df**°" = {x1}F .
To avoid interference for backdoor embedding, samples in
other classes remain unchanged.

> Pseudo-label-based selection strategy (PL). With ac-
cess to source model predictions, attackers first calculate
pseudo-labels for all target data. Then, a base poisoning
set D' = {z!}F | consists of samples belonging to the
target class y;. In order to strengthen the poisoning set,
attackers continue to select samples outside of DY " but with
a high prediction probability for the target class y;, cre-
ating a supplementary set D;""* = {xf}f:/f . The final
poisoning set DP°"*°" is the union of the above two sets:
,Dfoison — Dfl U 'Dfupp.

4. MIXADAPT: A Secure Adaptation Method
for Defending Against Backdoor Attacks

From the previous section, we learn an incredible fact: ma-
licious target data providers can achieve a backdoor embed-
ding on model adaptation algorithms through unsupervised
poisoning. To mitigate such a risk, we introduce a straight-
forward defense method named MIXADAPT. MIXADAPT is
designed to defend against potential backdoor attacks while
preserving the adaptation performance in the target domain.

The main idea inside MIXADAPT is to introduce confusion
into the relationship between the poisoning trigger and the
target class. A direct approach involves detecting samples
containing backdoor triggers and assigning low weights.
Nevertheless, the distribution shift faced by adaptation algo-
rithms and the unlabeled nature of the target data, makes it
impractical to accurately detect poisoning samples. Instead
of detecting and removing triggers, we solve the problem in
the opposite direction by introducing triggers to all target
samples.

Here, we provide a detailed outline of the procedures in-
volved in MIXADAPT and present them in Algorithm. 1.
Firstly, the pseudo-labels {¢; }¥, for all target samples are
obtained from the source pre-trained model f* as follows:

g]f = arg Hl]iiX fs(scf)k )

For higher quality pseudo-labels, we also employ the
pseudo-label refinement process introduced in (Liang et al.,
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Algorithm 1 MIXADAPT defends against backdoor attacks
in model adaptation.

1: Input: Potentially poisoned unlabeled target dataset
Dy = {xﬁ}i\]:tl a clean source model f,, batch size B,
Maximum training iteration 7', weight factor w.
Output: A secure target model f;.

Obtain pseudo label {g;} Y, of all samples via Eq. 1.
Calculate soft mask {m;}¥, of all samples via Eq. 2.
Init target model with the source f; = f.
for iter=1to T do
Sample a batch of target data {z!}Z ;.
Query masks {m;}2 ;.
Obtain model inputs {Z!} via Eq. 3.
Optimize f; using {z!} by model adaptation algo-
rithms (e.g., SHOT (Liang et al., 2020), NRC (Yang
et al., 2021)).
11: end for
12: return A secure target model f; .

R A A R

,_
4

2020). With pseudo-labels, we leverage the knowledge of
the source model to extract the background areas of the
samples. The soft masks {m; }}¥_, for background areas are
computed using the Grad-CAM algorithm (Selvaraju et al.,
2017) with the source model f* as,

m; = 1 — GradCAM (f*,z¢, ). 2)

Finally, we filter the background areas using the masks
{m;}X_, and exchange background areas among target sam-
ples as follows:

7; = (1 —w-m;) @ z; + Shuffle (w - m;) @ %), (3)

where w represents the background weight in the exchange
operation. Combining with existing model adaptation algo-
rithms (e.g., SHOT (Liang et al., 2020), and NRC (Yang
et al., 2021)), MIXADAPT train a secure target model f*
by replacing the target data ! with its generated version z!
during optimization.

Discussion. MIXADAPT is a resource-efficient defense
method, given its optimization-free modifications at the in-
put level. Additionally, we calculate the soft masks once
at the beginning and utilize them consistently throughout
the whole adaptation process. Besides effective defense
against backdoor attacks, MIXADAPT maintains the adap-
tation performance on the clean data. With no requirement
for training strategies or types of loss functions, our pro-
posed MIXADAPT can be combined with all existing model
adaptation methods.

5. Experiment
5.1. Setup

Datasets. We evaluate our framework on three commonly
used model adaptation benchmarks from image classifica-
tion tasks. Office (Saenko et al., 2010) is a classic model
adaptation dataset containing 31 categories across three do-
mains (i.e., Amazon (A), DSLR (D), and Webcam (W)).
Since the small number of samples in DSLR domain makes
it difficult to poison a certain category, we remove two tasks
whose target domain is Amazon and only use the remain-
ing four (i.e., A—»W, D—A, D—W, W—A). OfficeHome
(Venkateswara et al., 2017) is a popular dataset whose im-
ages are collected from the office and home environment. It
consists of 65 categories across four domains (i.e., Art (A),
Clipart (C), Product (P), and Real World (R)). DomainNet
(Peng et al., 2019) is a large-size challenging benchmark
with imbalanced classes and extremely difficult tasks. Fol-
lowing previous work (Tan et al., 2020; Li et al., 2021b), we
consider a subset version, miniDomainNet for convenience
and efficiency. miniDomainNet contains four domains (i.e.,
Clipart (C), Painting (P), Real (R), and Sketch (S)) and 40
categories. For both OfficeHome and DomainNet datasets,
we use all 12 tasks of each to evaluate our framework.

Evaluation metrics. In our experiments, we divide 80%
of the target domain samples as the unlabeled training set
for adaptation and the remaining 20% as the test set for
metric calculation. In order to avoid loss of generality, we
uniformly select class O as the target class for backdoor
attack and defense. We adopt accuracy on the clean samples
(ACC) and attack success rate on the poison samples (ASR),
two commonly used metrics in backdoor attack tasks to eval-
uate the effectiveness of our attack and defense method. A
stealthy attack should achieve high ASR while maintaining
accuracy on clean samples to keep the backdoor from being
detected. Likewise, a better defense method should have
both low ASR and high accuracy.

Implementation details. Unlike the supervised algorithms
with cross-entropy loss in conventional backdoor attacks,
we choose two popular model adaptation methods, SHOT
(Liang et al., 2020) and NRC (Yang et al., 2021), as victim
algorithms. We use their official codes and hyperparame-
ters with ResNet-50 (He et al., 2016). For each adaptation
algorithm, we report the results from four attack methods
(two types of trigger with two poison selection strategies).
For the non-optimization-based trigger, we set the blended
weight as 0.2. The optimization-based trigger is calculated
by GAP (Poursaeed et al., 2018) and the maximum Ly, ¢
norm value is 10/255. All experiments use the PyTorch
framework and run on RTX3090 GPUs.

Hyperparameters. Our defense method is plug-and-play
for existing model adaptation algorithms, so the only hy-
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Table 1. ACC (%) and ASR (%) of MIXADAPT against backdoor attacks on Office (Saenko et al., 2010) dataset for model adaptation
(ResNet-50). GT refers to ground truth selection strategy and PL refers to pseudo label selection strategy.

| SHOT (Liang et al., 2020)

| NRC (Yang et al., 2021)

Task A—-W D—A D—-W W—A A—-W D—A D—-W W—A
ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
Source Only 76.7 - 62.0 - 95.0 - 63.2 - 76.7 - 62.0 - 95.0 - 63.2 -
No Poisoning 91.2 - 76.9 - 97.5 - 76.9 - 93.7 - 77.1 - 98.1 - 77.1 -
Poisoning (GT) | 90.6 43.9 \ 764 508 | 97.5 62.6 | 76.0 39.8 | 925 355 | 782 564 | 994 58.1 | 769 525
+ MIXADAPT | 91.8 155 760 74 |975 265|750 83 | 906 20.7 | 727 256 | 98.7 342 | 732 16.8
Poisoning (PL) | 90.6 78.1 ‘ 769 724|975 826 | 764 705 | 91.8 226 | 78.0 64.8 | 987 445 | 76.6 62.6
+ MIXADAPT | 91.2 439 751 287 | 975 53.6 | 744 158 | 89.9 16.1 | 72.8 29.8 | 98.7 20.0 | 72.5 182
Blended trigger 1] Perturbation trigger ||
Poisoning (GT) | 91.2 27.7 \ 753 479 | 98.1 36.1 | 76.6 41.4 | 925 316 | 77.6 464 | 987 36.1 | 76.0 38.1
+ MIXADAPT | 912 174 753 129 | 969 213 | 743 11.1 | 906 219 | 743 20.1 | 98.1 252 | 72.1 16.8
Poisoning (PL) | 91.8 49.7 ‘ 75.7 794 | 98.1 49.7 | 748 62.6 | 93.1 27.1 | 77.3 589 | 98.7 394 | 75.8 55.6
+ MIXADAPT | 91.2 323 741 333|975 323|746 206 | 893 174 | 743 263 | 981 16.1 | 714 20.8

Table 2. ACC (%) and ASR (%) of MIXADAPT against backdoor attacks on OfficeHome (Venkateswara et al., 2017) dataset for model

adaptation (ResNet-50).

‘ SHOT (Liang et al., 2020)

‘ NRC (Yang et al., 2021)

A—C A—P A—R R—A
Task

R—C
ACC ASR|ACC ASR|ACC ASR|ACC ASR

ACC ASR

R—P
ACC ASR

R—P

A—C A—P A—R R—A
ACC ASR

R—C
ACC ASR|ACC ASR|ACC ASR|ACC ASR

ACC ASR

Source Only ‘

436 - |638 - |729 - |635 -
No Poisoning

456 -
558 - |786 - |804 - |718 -

575 -

78.0 -
819 -

780 -

436 - |638 - 729 - |635 -
825 -

456 -
560 - |767 - |798 - ]69.7 -

554 -

56.7
54.8

27.2
5.0

55.8
53.6
55.1
53.7

78.1
719
719
71.9

81.4
79.7
81.5
80.1

18.7
3.4
28.4
6.8

724 16.7
703 6.3
72.0 224|559 31.6
709 108|543 3.5

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)

+ MIXADAPT 13.4

83.7 274
82.1
83.4 413
819 114

68.9
66.2
68.9
65.8

55.9
53.8
55.6
54.0

82.8
80.8
82.6
81.1

29.8
11.6
31.7
12.5

559 36.1
51.7 20.2
552 49.6 |76.8
51.7 23.7|76.4

713
76.9

34.6
15.1
34.0
16.5

79.7
78.8
79.3
78.8

16.1
44
14.2
49

6.9

19.4

Blended trigger 1

Perturbation trigger ||

543
54.1
54.9
53.6

78.6
78.5
78.6 28.2
785 4.5

35.7|79.8
80.6
79.8

80.5

72.0 2.8 | 545 304
70.1 13 | 544 1.0
71.6 2.1 | 538 41.7
705 13 | 546 05

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

82.8 30.7
82.1
82.1 31.7
824 173

40.6
14.1
45.0
13.8

22.7
9.7
259
10.3

79.7
71.7
79.5
71.5

70.3
67.0
69.9
67.0

56.0
53.8
559
53.8

83.1
80.4
83.0
80.4

56.2 40.7|77.3
525 13.1|77.7 4.1
56.4 428|771 225
527 163|784 4.4

25.9
9.5

perparameter is confusion weight w. In OfficeHome and
DomainNet benchmarks, we adopt w = 0.3. Office is a rel-
atively simple dataset and easy to attack, we use a larger
value of 0.4 for w. Other training details are consistent with
the official settings of the adaptation algorithms.

5.2. Results

We evaluate different backdoor attack strategies for two
model adaptation on three benchmarks and our defense
method against the above attacks. The results are shown
in Table 1, 2, 3. Due to space limitations, for OfficeHome
and DomainNet, we only report 6 tasks from the first and
last source domains and leave the remaining results in the
supplementary material. We also evaluate our defense
method under other three existing backdoor attacks to prove
the versatility of our method and results are provided in
Table 4. Note that We will use PL as the abbreviation for
pseudo label selection strategy and GT for ground truth
selection strategy.

Analysis about non-optimization-based backdoor at-
tacks. For non-optimization-based backdoor attacks
(Blended trigger), we conduct experiments across a vari-
ety of benchmarks and two poison selection strategies and
find that it achieves backdoor embedding on those tasks.
As shown in Table 1, on Office dataset, Blended trigger
achieves an average ASR of 49.3% by GT strategy and
75.9% by PL selection strategy on SHOT. It is worth noting
that PL selection strategy is better than GT on most tasks,
the reason is that PL will select more samples which back-
door embedding may benefit from. During adaptation, these
samples have a tendency to be classified into target classes,
so the trigger also has a chance to be written into the param-
eters. However, due to the existence of the distribution shift,
samples selected by GT may not have the same effect. For
a 65-category benchmark OfficeHome in Table 2, Blended
trigger also achieves ASR of 27.4% and 29.0% on NRC
algorithm with two selection strategies. Besides, Blended
trigger also has good concealment on every task. Take Do-
mainNet dataset in Table 3 as an example, compared with
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Table 3. ACC (%) and ASR (%) of MIXADAPT against backdoor attacks on DomainNet (Peng et al., 2019) dataset for model adaptation

(ResNet-50).

| SHOT (Liang et al., 2020)

| NRC (Yang et al., 2021)

C—P C—R C—S S—C
ACC ASR|ACC ASR|ACC ASR|ACC ASR

S—P

Task ACC ASR

S—R
ACC ASR

C—P C—R C—S S—C S—P S—R
ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR|ACC ASR

Source Only ‘ 57.1 - ‘ 757 - ‘ 59.5 - ‘ 60.3 - ‘ 649 - ‘ 75.9
87.5

No Poisoning |76.7 - [89.6 - |745 - |772 - |780 -

571 - |757 - |595 - |603 - |649 - |759
714 90.2 74.7 79.8 78.8 90.8

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

76.3
759 10.8
76.7 16.6
762 5.7

23.3189.6
882 6.3
89.8

88.0 8.6

72.8
71.4
71.5
73.1

49.8
31.9
59.0
30.8

77.6 10.1
765 22
77.1 20.6|769 333
75.6 34 |71.0 240

775 18.9
717 8.7

86.9 16.8
87.1 49
86.8 41.9
86.9 18.8

71.7
78.0

26.8
15.9

90.3 19.3
89.8 8.9
7777 2281903 23.3
78.4 11.8|89.7 8.7

73.8
735
74.6
73.5

47.7
33.1
44.1
27.0

80.7 11.3
795 19
80.4 185
80.0 2.8

78.9
79.2
78.9
79.4

21.2
12.7
36.6
21.7

89.8 18.1
89.2 82
89.8 237
89.4 10.9

Blended trigger 1T

Perturbation trigger ||

76.6 6.7
763 1.8
76.7 32
758 0.7

89.6
883 43
89.6
88.4 8.0

72.7
72.8
73.1
73.3

51.0
413
489
38.9

716 11.71772 8.6
766 32 769 39
78.2 28.6|76.8 22.7
76.6 551|772 150

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

86.6 23.5
87.1 5.0
86.6 45.6
86.9 26.0

782 6.7 1903 17.1
78.1 3.8 |89.7 8.1
783 42 1902 202
78.0 2.6 |89.6 82

73.8
74.3
74.4
74.4

40.2
30.7
34.7
28.7

80.3 15.5
80.7 4.8
80.6 26.7
80.8 6.4

792 84
796 5.7
792 125
792 65

90.9 20.7
904 8.5
91.0 39.4
89.4 88

using the clean target training set, the poisoning set only
brought 0.8% and 0.2% decrease in accuracy on SHOT and
NRC, respectively.

Analysis about optimization-based backdoor attacks.
For optimization-based backdoor attacks (perturbation trig-
ger), we provide experimental results in the lower part of the
tables. As shown in Table 1, on Office dataset, the pertur-
bation trigger achieves an average ASR of 60.3% on SHOT
and 45.3% on NRC with PL selection strategy. And on Do-
mainNet dataset in Table 3, the average ASR of perturbation
with PL strategy arrives at 30.0% for SHOT and 23.6% for
NRC. Under the perturbation trigger’s attack, PL selection
strategy has a stronger backdoor injection capability than
GT, which is consistent with the phenomenon in Blended
trigger. Also, the perturbation trigger does not affect the
model’s classification ability. It reduces the target clean
accuracy of SHOT on DomainNet from 80.0% before poi-
soning to 79.2% after poisoning. The degradation of the
remaining results is less than this gap. This ensures that our
attack methods will be difficult to detect by the victim while
successfully embedding the backdoor.

Analysis about MIXADAPT against backdoor attack. To
defend against the backdoor attacks for the model adapta-
tion, we further evaluate our proposed defense method on
the above benchmarks and the results are shown in Table 1,
2, 3. It is easy to find that MIXADAPT effectively reduces
ASR scores while maintaining the original classification
ability. Take OfficeHome dataset on SHOT in Table 2 as an
example, MIXADAPT reduces ASR scores of PL selection
strategy from 29.7% to 9.9% on Blended trigger and 23.4%
to 3.6% on perturbation trigger. At the same time, the clean
accuracy of the target domain drops by 1.6% and 1.2% re-
spectively, which is within an acceptable range. Results
on DomainNet and Office also demonstrate the effective-
ness of MIXADAPT. In addition, we record the ASR score
and clean accuracy after every epoch of perturbation trigger

Table 4. ACC (%) and ASR (%) of MIXADAPT against other back-
door attacks on model adaptation (ResNet-50).

Task  Dataset Method ACC ASR
A omime S B 00 W e
pox o SN Gead el
o omime Sl Chn e 207 475

attack and MIXADAPT in A—P task and present results
in Fig. 3. In (a) and (b), regarding target accuracy, SHOT
initially reaches a high value and then stabilizes, and NRC
increases and gradually converges. It is shown that our
method does not affect the convergence trend and clean ac-
curacy of the base algorithm. We provide the ASR curve
in (c¢) and (d). During training with the dataset including
poisoning samples, ASR score of SHOT and NRC gradually
increases since they accept the trigger as the feature of the
target class. However, with the help of MIXADAPT, the
samples retain their semantic information and exchange the
background with others, keeping ASR score in a relatively
low range.

MIXADAPT defends against other backdoor attacks. To
prove the versatility of MIXADAPT, we evaluate it on a
variety of existing backdoor attacks including SIG (Barni
etal., 2019), BadNets (Gu et al., 2017), and Blended* (Chen
et al., 2017). SIG adds a horizontal sinusoidal signal on the
selected samples and BadNets replaces their four corners
with a fixed noise. We use Blended* to indicate Blended
attack using Jerry Mouse instead of Hello Kitty. Since it is
difficult to launch unsupervised backdoor attacks on model
adaptation, existing attack methods are ineffective on most
tasks. We select one task with great performance for each
attack with PL selection strategy on SHOT and then deploy
MIXADAPT to defend against them, the results are shown
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Figure 3. ACC and ASR curve of backdoor attack (perturbation trigger) and MIXADAPT on A—P from OfficeHome.
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Figure 4. Sensitivity analysis about hyperparameter w under back-
door attack (perturbation trigger) on A—P from OfficeHome.

Table 5. Ablation studies on three datasets (Office, OfficeHome,
and DomainNet).

Office OfficeHome | DomainNet

ACC ASR | ACC ASR | ACC ASR

NRC 86.2 453 | 69.7 223 | 809 23.6
+MixUp 80.1 310 | 61.7 113 | 783 94
+MIXADAPT | 833 20.2 | 66.8 83 | 80.1 10.3

in Table 4. It is clearly shown that MIXADAPT can effec-
tively defend against three backdoors while maintaining
clean accuracy. For example, for BadNest in D—A task,
MIXADAPT reduces ASR score from 35.2% to 2.8% while
only causing the clean accuracy to drop by 0.4%.

Analysis about the sensitivity of hyperparameters. We
investigate the sensitivity of hyperparameters in the pro-
posed MIXADAPT. The only hyperparameter in our method
is the weight factor w. We evaluate MIXADAPT whose w
is in the range of [0.2, 0.25, 0.3, 0.35, 0.4] on A—P from
OfficeHome under attack with perturbation trigger and PL
selection strategy, and results are shown in Fig. 4. It is
obvious that the clean accuracy is relatively stable around
78.4% under different weight factors. Besides, as the weight
factor increases, ASR score will continue to decrease until
a low value around 2.5%. Note that if we choose a bigger
weight factor, although we will obtain a more secure model,
it will also affect the clean accuracy. Similar to adversarial
training, there is a trade-off between accuracy and security.
Users can choose the weight factor in deployment according
to their preferences for the tasks.

Ablation study. We study the performance of MixUp and
MIXADAPT on all benchmarks and the results are provided
in Table 5. MixUp without background masks calculated
by Grad-CAM can also reduce ASR score when facing
a backdoor attack. However, due to containing semantic-
related content, MixUp will bring obstacles to unsupervised
model adaptation and cause clean accuracy to decrease a
lot. It is shown in the table that when deploying MixUp on
NRC, clean accuracy drops by 6.1% and 8.0% on Office
and OfficeHome respectively. MIXADAPT with background
masks achieves a low ASR while maintaining the classifica-
tion performance. Take OfficeHome dataset as an example,
MIXADAPT reduces ASR score from 22.3% to 8.3% and
only causes a clean accuracy drop of 2.9%. This indicates
that our proposed MIXADAPT effectively defends against
backdoor attacks while also protecting the classification
performance of the target model.

6. Conclusion

In this paper, we discuss whether users can trust unlabeled
data during model adaptation. Our study focuses on back-
door attacks during model adaptation and introduces an
attack framework to prove that a malicious data provider
can achieve backdoor embedding through unsupervised poi-
soning. The attack framework encompasses two types of
triggers and two data poisoning strategies for different condi-
tions. Furthermore, to reduce the risks of potential backdoor
attacks, we propose MIXADAPT, a plug-and-play defense
method to protect adaptation algorithms. MIXADAPT elim-
inates the association between triggers and target class by
exchanging background areas among target samples. Exten-
sive experiments conducted on commonly used adaptation
benchmarks validate the efficacy of MIXADAPT in effec-
tively defending against backdoor attacks.

It is worth noting that while our framework achieves suc-
cessful attacks, injecting backdoors on model adaptation
through unsupervised poisoning remains challenging. The
proposal of more effective triggers and poisoning strategies
for specific types of model adaptation methods (e.g., self-
training, consistency training) remains an open question,
and we leave this aspect for future work.
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A. Additional Experiments.

We present additional experimental results that are not included in the main text. Table 6 includes the results for *’C’ and "P’
from the OfficeHome dataset. Additionally, Table 7 contains the results for P’ and 'R’ from the DomainNet dataset.

Table 6. ACC (%) and ASR (%) of MIXADAPT against backdoor attacks on OfficeHome (Venkateswara et al., 2017) dataset for model

adaptation (ResNet-50).

SHOT (Liang et al., 2020)

NRC (Yang et al., 2021)

Task ‘ C=A ‘

C—P C—R P—A
ACC ASR

ACC ASR|ACC ASR|ACC ASR

P—C
ACC ASR

P—R
ACC ASR

C—A

ACC ASR

C—P

ACC ASR

C—R ‘

P—A
ACC ASR

ACC ASR

P—C

ACC ASR

P—R
ACC ASR

643 - |770 - |77.8 - |647 -

Source Only
No Poisoning

489 - ‘62.9 - ‘65.7 - ‘52.2 - ‘

386 -
51.6 -

73.1 -
82.1 -

48.9
61.2

62.9
79.8

77.6

65.7
62.5

52.2 ‘

38.6
52.6

73.1
80.8

65.0
61.4
65.0
61.7

78.9
76.8
78.9
77.1

37.6
10.1
15.1
4.5

79.3
76.5
79.1
76.8

12.4
33
10.8
1.1

63.9
65.2
64.3
65.2

22.4
123
27.3
%)

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

519 342
493 45
52.1 459
49.0 14.1

83.1 16.1
81.1 29
82.8 374
80.8 11.7

62.1 15.2
577 6.1
619 15.6
584 55

79.0
71.0
79.1
76.8

42.1
18.0
17.7
9.4

233
152
27.5
16.7

76.9
75.0
76.6
744

61.9
57.5
62.1
57.5

52.1
475
52.0
47.7

46.4
29.1
54.6
34.8

80.8
80.0
80.8
80.0

212

412
11.2

Blended trigger 17

Perturbation trigger ||

64.7
60.8
65.2
61.0

717.1
77.1
76.7
76.7

20.6 | 78.3
713
71.7

71.0

66.8 14.8
643 6.8
66.2 20.1
63.7 17.6

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

11.2
1.3

534 429
497 13
529 59.2
486 2.7

83.5 175
80.9 2.0
83.1 335
80.8 5.5

62.1
58.8
61.9
57.9

1.9
0.6
2.1
0.6

79.1 17.2
763 6.2
79.1 109

76.6 5.0

19.2
11.6
21.1
13.1

71.7
73.7
71.5
73.6

61.7
58.1
61.9
58.6

52.5
47.5
52.5
47.7

51.7
18.8
61.4
21.7

82.0
78.5
81.9
78.0

18.4

275
11.6

Table 7. ACC (%) and ASR (%) of MIXADAPT against backdoor attacks on DomainNet (Peng et al., 2019) dataset for model adaptation

(ResNet-50).

| SHOT (Liang et al., 2020)

NRC (Yang et al., 2021)

Task ‘ P—C ‘ P—R ‘ P—S ‘ R—C ‘

ACC ASR|ACC ASR|ACC ASR|ACC ASR

R—P
ACC ASR

R—S
ACC ASR

P—C
ACC ASR

P—R
ACC ASR

P—S R—C
ACC ASR|ACC ASR

R—P

ACC ASR

R—S
ACC ASR

61.3 84.8 64.8 69.1
76.1 89.9 752 82.2

Source Only
No Poisoning

75.8
80.3

57.8
72.6

61.3
79.1

84.8
91.1

64.8 69.1
74.5 81.0

75.8
785

57.8
75.1

75.1
73.2
75.1
739

2.6 |90.1
88.5
90.1

88.5

16.2
4.7
415
14.2

74.4
73.1
73.5
74.0

22.4
11.6
29.8
15.4

80.9
78.8
80.7
78.6

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

14.0
1.5

79.4 13.5
785 6.7
79.5 27.7
79.1 84

70.8
71.0
71.6

714 19

782 24
755 05
790 74
75.1 12

91.1
90.5
91.1
90.6

133

27.0
14.1

73.3
74.0
73.5
734

80.6
77.8
80.7
78.3

78.5
79.2
78.2
79.1

16.9
8.1

26.8
14.8

74.2
74.0
75.1
742

19.2
18.7
13.8
73

Blended trigger 1T

Perturbation trigger ||

76.3
74.1
75.7
73.9

13.1| 90.1
88.4
89.7

88.7

159|734
724
73.7

732

40.3
30.4
50.2
44.6

80.8 15.9
78.0 0.8
80.7 9.0
782 04

Poisoning (GT)
+ MIXADAPT
Poisoning (PL)
+ MIXADAPT

27.0
6.3

43.2
20.2

80.2 14.2
80.0 3.8
80.2 19.0
797 9.2

68.8 52.1
70.8 29.6
69.0 34.1
71.0 13.0

78.0 12.0
755 49
79.1 16.2
758 55

90.9
90.2
91.2
90.3

11.5

23.7
11.2

73.8 16.2
73.6
73.6

73.5

353
24.0
423
20.7

80.5
780 54
80.7 10.7
777 39

78.4
79.1 6.0
784 21.8
785 5.7

16.7

722
73.1
74.0
73.4

532
354
31.1
15.4
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