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To achieve fault-tolerant and secure cloud quantum computing, integrating quantum error cor-
rection codes and quantum homomorphic encryption schemes is essential. However, significant
overhead challenges incurred in these schemes necessitate their efficiency. This study developed an
efficient quantum homomorphic encryption based on quantum error correction codes. The proposed
encryption scheme used a single encoding process to accomplish encryption and encoding. Using
a longer quantum error-correcting code simultaneously improved the security and error correction
capabilities. Based on the permutation key, the number of combinations exhibited an exponential

growth of n" compared with the conventional order of 2™.

I. INTRODUCTION

Cloud computing refers to using virtualized computing
resources over the internet [1], i.e., processing the user
information on computers connected to the cloud rather
than the user machines. Cloud computing has gained
prevalence owing to the increasing availability of inter-
net connectivity for various devices, such as desktops,
tablets, laptops, and smartphones. It offers advantages,
including low initial setup costs, consistent user environ-
ment, and using various devices as terminals. However,
cloud computing is limited in that the service providers
always have access to data stored in the cloud, raising
concerns about the potential leakage of personal and se-
curity data [2].

In cloud computing, all operations occur on the server
and decryption is required before computation. There-
fore, standard symmetric key encryption cannot solve
the issue of personal information leakage. These secu-
rity issues can be mitigated using homomorphic encryp-
tion (HE) [3], which is an encryption scheme that allows
operations on encrypted data without decryption [4H6).
Ref. [] was the first computationally secure HE tech-
nique. The HE scheme yields the same operation result
on ciphertext without decryption, similar to the opera-
tions performed on plain-text data. Therefore, HE facil-
itates computations in a cloud-computing environment
without revealing the encryption keys, thereby address-
ing the security concerns.

Cloud computing has also gained attention in quan-
tum computing [7]. Several major IT companies, such as
IBM [8], are developing quantum computers that offer
services on cloud-computing platforms. Consequently,
HE has been researched in the field of quantum infor-
mation processing, leading to the development of vari-
ous quantum homomorphic encryptions (QHEs) [OHIg].
Quantum error correction codes (QECCs) are essential
for achieving fault-tolerant quantum computing because
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of the characteristics of qubits and low performance of
quantum devices. Therefore, QECC-assisted QHE is a
promising approach.

The most significant challenge for QECCs is the sub-
stantial overhead for fault-tolerant and universal quan-
tum computing [I9H23]. The issue of HE is attributed
to large cipher text size. Therefore, the efficiency of
QECCs is crucial for constructing QHE. Previous stud-
ies explored the implementation of QHE using the logi-
cal gate construction properties of QECCs [12] 13}, [I§].
The permutation key-based QHE scheme proposed in
Ref. [12] 18] is advantageous in that it can be readily
adapted for quantum error correction owing to its foun-
dation on random quantum code. However, previous re-
search considered error correction and HE separately, re-
sulting in a concatenated code structure.

This study presents an efficient error-correctable QHE
scheme with a single QECC encoding. Combining en-
cryption and using a larger code for encoding into a single
code simultaneously enhances the error-correction capa-
bility and security. Furthermore, using the same param-
eter n for encryption and encoding yields the number of
combinations of permutation keys as n™, thereby provid-
ing greater security compared with other schemes that
have 2™ permutation keys.

II. PERMUTATION-KEY BASED QUANTUM
HOMOMORPHIC ENCRYPTION SUPPORTS
QUANTUM ERROR CORRECTION

Compared to the random Pauli key-based QHE
scheme, the permutation key-based QHE is advantageous
because of its simplicity in applying error correction as-
sisted by QECC formalism. Fig. represents the fi-
nal state when a single qubit of data is encrypted us-
ing the previous scheme [I8]. The data is expressed
in the coordinates starting from the top-left corner as
(1,1) and located at position (1,1), whereas the remain-
ing mn —1 qubits are in maximally mixed states (MMSs)
represented by grey spheres. First, QECC encoding is ap-
plied to the n qubits in the first column. Subsequently,
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FIG. 1. Schematic picture of the proposed scheme :
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(a) 1-qubit of data and k — 1 maximally mixed stated (MMSs).

(b) To perform QECC encoding, n — k-qubit zero-state ancillas are added. (c¢) n-qubit encoded state. (d) Addition of mn —n
MMSs for QHE. (e) Grouping one qubit of the encoded state with m — 1 MMSs. (f) Random permutation of m qubits within

the group.
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FIG. 2. Schematic picture of scheme in Ref. [18].

the front m /2 columns are encoded row-wise into random
quantum codes. The blue spheres represent the encoded
states. The final state is obtained by permuting the re-
maining half of the columns and those encoded with ran-
dom quantum codes column-wise. The QECC used for
error correction is concatenated the one that is a part of
encryption and disperses data into MMSs. Thus, n and
m should be increased to enhance the error correction
capabilities and improve security.

Using concatenation provides advantages in sufficiently
suppressing errors in a quantum computer [19, 24] or
constructing gate sets for universal quantum computing
[25, 26]. It’s worth noting that there is the problem of
exponentially increasing overhead as the concatenation
level rises [I9]. This problem is particularly impactful in
the context of magic states required for non-transversal
gate operations [27]. Consequently, various research ef-
forts have been undertaken to mitigate the overhead aris-
ing from concatenation [23], 28 [29]. Therefore, as ex-
plained in the next section, the proposed scheme, which
performs a single concatenation, exhibits lower compu-
tational overhead.

Concatenation is advantageous in suppressing errors in
quantum computers [T9] 24] or constructing gate sets for
universal quantum computing [25] [26]. However, rising
concatenation causes the exponentially increasing over-
head [19], which is significant in the magic states required
for non-transverse gate operations [27]. Consequently,

various studies have focused on mitigating the overhead
introduced by concatenation [23] 28|, 29]. Therefore, the
proposed scheme, which performs single concatenation,
exhibits a lower computational overhead.

III. QHE SCHEME SUPPORTING QUANTUM
ERROR CORRECTION USING SINGLE
ENCODING

A. Encoding and Encryption

The proposed scheme is illustrated in Fig. [[l. To en-
code data for quantum computation, k£ qubits of data
should be prepared for [[n,k,d]] QECCs. Fig. [I[a).
shows the process of inserting a single-data qubit (marked
in red) between k-1 MMSs. Fig. [1[b), represents a state
with k qubits, including a data qubit permuted to a ran-
dom position and n — k-qubit zero state ancillas added
for QECC encoding. Fig. c). depicts n-qubit encoded
state after QECC encoding.

The proposed scheme dose not exploit all QECCs. Be-
cause of syndrome extraction and non-transversal gate
operation, the QECCs are confined to self-dual and dou-
bly even Calderbank-Shor-Steane (CSS) codes [30H32],
such as the [[7,1,3]] Steane code. It may be advanta-
geous to apply this code to arbitrary QECCs; however,
transversality is prioritized owing to the quantum com-
puting overhead, necessitating the usage of self-dual and
doubly even CSS codes with transverse H, CNOT, and
S gates.

For the permutation key-based QHE, the MMSs are
prepared using the encoded data. Fig. d) shows the
addition of mn — n MMSs for the permutation key-
based QHE. Each n-qubit datum is separated individ-
ually and a random permutation is prepared for each
m~qubit group. In Fig. e), this step involves associat-
ing 1-qubit from the n-qubit encoded state with m — 1
MMSs. The final state of the error-correctable QHE is
obtained by applying a random permutation within each
of the m-qubit state group, as shown in Fig. f). Even
if details such as the specifications of the used QECC



and number of qubits forming each group are disclosed,
decryption remains information-theoretically challenging
for the server or eavesdroppers.

B. Transversal gate operation

For the proposed scheme to function as a QHE, uni-
versal quantum computing must be possible. Although
the QECC-encoded data retains the QECC character-
istics in universal quantum computing, it is essential
to investigate the influence of MMSs used for encryp-
tion on gate operations and syndrome extraction. This
section discusses the operations involved in the univer-
sal gate set of the proposed scheme. Although vari-
ous forms of universal gate sets exist, this study focuses
on the {H,T,CNOT} set in a QECC-encoded environ-
ment [33]. Because the QECCs to self-dual and dou-
bly even CSS codes are already constrained, the H and
CNOT gates of the universal gate set are implemented
transversally. Furthermore, S-gate correction can be ex-
ecuted transversally during gate teleportation to perform
the non-transversal T' gate operation.
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FIG. 3. Transversal gate operation : Performing the same
physical gate operation on all qubits allows for transversal
gate operations.

The transversal gate operations in the proposed
scheme are performed as follows: In an MMS, where the
state remained unchanged for all unitary operations, ap-
plying gate operations to each qubit individually facil-
itates transversal gate operations. Because the logical
Pauli and CNOT gates of all CSS codes are transver-
sal [34], they are implemented as shown in Fig. . Using
the [[n, k, d]] code yields k independent logical Pauli oper-
ators and CNOT gates for each code. Choosing any spe-
cific operator could serve as a clue for decryption. There-
fore, gate operations are performed by multiplying all k
independent operators, ensuring that the non-transversal
gates follow the same principle. For instance, if the log-
ical X operators for bit-flipping the ith data qubit are
denoted as X; in the [[n, k,d]] code, then it is sufficient
to perform X; Xs...X), operations in the proposed scheme
wherein bit-flip operations are necessary. Therefore, the
server could not determine the location of the data bits.
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FIG. 4. Non-transversal gate operation : The client re-
sponds the correction operators based on the measurement
outputs sent by the server.

C. Non-transversal gate operation

The gate teleportation approach in Ref. [I§] is followed
for non-transversal gate operations. After performing a
logical CNOT operation with the magic state, the mea-
surement outputs are sent to the client, as shown in
Fig. [@]. The client interprets whether the results cor-
responded to logical zero or one. Ref. [I8] utilizes the
ancillary states pre-generated by the client for determin-
istic T' gate teleportation.

These ancillary states comprise the following states:
magic states, logical zero states, and logical one states.
The client does not disclose a specific state at each posi-
tion on the server. Based on the measurement outputs,
the client informs the server about the ancilla state’s po-
sition for use in controlled S gate correction, thereby per-
forming encrypted 1" gate teleportation.

However, this method has certain limitations. First,
in most QECCs, the controlled S gate is not transver-
sal; therefore, its execution requires decomposition and
additional T" gates [35] B6]. In other words, multiple T
gate operations are required to perform a single T' gate
operation, posing a considerable challenge in terms of
computational overhead. Furthermore, the client may
require information on how the server stores the states
sent by the client. This information may not be ideal in
scenarios involving HE [37]. Hence, the doubly even CSS
code to should be used to obtain a transversal S gate.

To circumvent the aforementioned issues, the client
performs the following steps after interpreting the mea-
surement results: In gate teleportation, logical measure-
ment result 0 indicates the execution of T' gate teleporta-
tion, and S gate correction is performed when the result
is 1 [I8]. Therefore, in the proposed scheme, when the
result is zero, the client instructs the server to apply the
following configured operator: Identity operators to the
data qubit positions and randomly arranged identity op-
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FIG. 5. Syndrome extraction : Similarly to non-
transversal gate operation, the client responds with the cor-
rection operators based on the measurement outputs send by
the server.

erators and S gates to the remaining MMSs. However,
when the result is one, the client instructs the server to
apply the operator composed of S gates to the data qubit
position and randomly arranges the identity operators
and S gates within the remaining MMSs. Regardless of
the logical measurement results, given that the operator
comprises identity operators and S gates, the server re-
mains oblivious to the logical measurement results and
data qubit’s positions. The aforementioned approach fa-
cilitates the non-transversal 7' gate operations. The re-
quirement for client support is eliminated if the server can
interpret the logical measurement results without client
assistance. However, interpreting the logical measure-
ment results is equivalent to knowing the positions of
data qubits, which poses a challenge requiring further
improvement for avoidance.

We show that the states encoded and encrypted using
the proposed scheme enable universal quantum computa-
tion by demonstrating a method to perform transversal
Pauli operators, H and CNOT gate, and non-transversal
T gate within the QHE framework. To demonstrate the
error-correction capabilities of the proposed scheme, se-
cure implementation of syndrome extraction should be
performed.

D. Syndrome extraction

Syndrome extraction, similar to a non-transversal gate
operation, requires the processing of measurement re-
sults, necessitating client assistance. The restriction of
QECCs renders them usable as CSS codes. To ad-
dress the ambiguity in the data qubit’s positions, the
QECCs are constrained to CSS codes capable of handling
bit- and phase-flip errors independently using the Steane
method [30], as shown in Fig. . While using syndrome

extraction directly to the QECC stabilizer generators, it
is essential to align the operators of the stabilizer gener-
ator with the data qubit’s positions. Such information
can serve as a significant clue for the server to determine
the data qubit’s positions, posing a substantial threat
to the security of encryption. Applying the aforemen-
tioned conditions, syndrome extraction proceeds as fol-
lows: Based on the Steane method, the server operates
on the logical zero state, plus state, and encryption state
with logical CNOT gates and subsequently measures the
ancilla state. Thereafter, the server sends the measure-
ment outputs to the client. Based on this sequence, the
client transmits correction operators to the server, which
are the same within each group of m-qubit states. The
information in the syndrome only pertains to errors and
does not impact the security. Thus, we demonstrated
an QHE that is error-correctable and enables universal
quantum computing.

IV. SECURITY PROOF

Based on the method described in Ref. [12], the secu-
rity of the proposed method can be assessed by determin-
ing the maximal trace-distance between encrypted states
A defined as follows:

A= max Sl 7l (1)

where ||-||1 is the trace-distance. With a smaller A, it
becomes more difficult for the server to distinguish be-
tween the encrypted messages of the client, which means
there is less information accessible regarding the message
from the cipher-text. Therefore, a smaller A means that
the safety of QHE was enhanced. Simplifying Eq.
from the server’s perspective [I8], the maximal trace dis-
tance between the encrypted quantum state and maxi-
mally mixed states is

27‘
A= 2)

where | K| represents the number of possible encryption
combinations from the server’s perspective while decrypt-
ing without encryption information, r represents the to-
tal number of T gates that must be executed. Therefore,
the greater number of combinations increases security.
Similar to Ref. [I§], number of T' gates weakens the se-
curity of the proposed scheme. Applying the proposed

scheme to Eq . ylelds
=1 | =1 / 3

It shows the security and error correction capability of
the proposed scheme improve simultaneously when n in-
creases. When using an equal number of qubits (n X n in




total), the A of the proposed scheme is \/ﬁ The A of

™ ~ /2 5= using Stir-

ling’s formula [38] for the same number (n x n in total)
as the proposed scheme. The proposed scheme provides
greater security under the same overhead because the
growth rate of n™ is faster than that of 2™.

the previous scheme is A =

V. CONCLUSION

We proposed an efficient quantum homomorphic
encryption that supports error correction based on
permutation-key encryption. Considering the current de-
velopment of various quantum computers that support
cloud computing and the essential role of quantum er-
ror correction codes for achieving fault-tolerant univer-
sal quantum computing in the future, the efficient use
of error correction and homomorphic encryption is cru-
cial. The proposed quantum homomorphic encryption
enhances the efficiency by performing encryption and en-
coding in a single step. Therefore, the security and error

correction capability of the proposed scheme improve si-
multaneously when n increases because the encoding and
encryption parameters are interlinked. Moreover, when
utilizing the same resources, the term associated with
security in the maximal trace-distance A has been en-
hanced from 2™ to n"™. We also presented a novel ap-
proach for secure gate operations and syndrome extrac-
tion. For non-transversal gate operations, the proposed
scheme was simpler compared to the previous scheme be-
cause it does not require a secure pre-generated set of
ancillas.
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