arXiv:2401.08452v1 [quant-ph] 16 Jan 2024

Incorporating Zero-Probability Constraints to Device-Independent Randomness Expansion

Chun-Yu Chen,'-? Kai-Siang Chen,? Kai-Min Chung,! Min-Hsiu Hsieh,? Yeong-Cherng Liang,>* * and Gelo Noel M. Tabia>*:

Unstitute of Information Science, Academia Sinica, Taipei 115, Taiwan
“Department of Physics and Center for Quantum Frontiers of Research &
Technology (QFort), National Cheng Kung University, Tainan 701, Taiwan

SHon Hai (Foxconn) Research Institute, Taipei, Taiwan
4Physics Division, National Center for Theoretical Sciences, Taipei 106, Taiwan
(Dated: January 17, 2024)

One of the distinguishing features of quantum theory is that its measurement outcomes are usually unpre-
dictable or, equivalently, random. Moreover, this randomness is certifiable with minimal assumptions in the
so-called device-independent (DI) paradigm, where a device’s behavior does not need to be presupposed but
can be verified through the statistics it produces. In this work, we explore various forms of randomness that
are certifiable in this setting, where two users can perform two binary-outcome measurements on their shared
entangled state. In this case, even though the Clauser-Horne-Shimony-Holt (CHSH) Bell-inequality violation is
a pre-requisite for the generation of DI certifiable randomness, the CHSH value alone does not generally give a
tight bound on the certifiable randomness. Here, we determine the certifiable randomness when zero-probability
constraints are incorporated into the task of DI randomness expansion for the standard local and global random-
ness and the so-called ”blind” randomness. Asymptotically, we observe consistent improvements in the amount
of DI certifiable randomness (of all kinds) as we increase the number zero constraints for a wide range of given
CHSH Bell violations. However, if we further optimize over the allowed CHSH values, then benefits of these
additional constraints over the standard CHSH-based protocol are only found in the case of global and blind
randomness. In contrast, in the regimes of finite data, these zero constraints only give a slight improvement in
the local randomness rate when compared with all existing protocols.

I. INTRODUCTION

In quantum cryptography [1], the device-independent [2, 3]
(DI) paradigm offers a very attractive alternative to conven-
tional schemes as it requires only a minimal set of assump-
tions for its security analysis [4—7]. Indeed, as was first made
explicit by Ekert [4], the violation of a Bell inequality [8] im-
plies that that measurement outcome could not have existed
before the measurement, thus leaving nothing for the adver-
sary to eavesdrop. For example, in the simplest two-party Bell
scenario, the family of Clauser-Horne-Shimony-Holt (CHSH)
Bell inequalities [9] completely characterize [10] the set of
correlations admitting a local-hidden-variable model. Thus,
it is natural that the CHSH parameter plays a crucial role in
many DI cryptographic tasks including quantum key distribu-
tion [4, 11-16] and random number generation [13, 17-19].

Regarding single-party (local) randomness, a maximally
CHSH-violating correlation yields up to 1 bit of maximum
randomness [17]. However, for two-party (global) random-
ness, other Bell inequalities [20-22] have been found to give
better randomness generation rate. Beyond these randomness
forms, Miller and Shi [23] introduced the concept of “blind”
randomness,' signifying the unpredictability of one party’s
outcome even when given the other party’s input and output.
Clearly, this gives a strengthened version of local randomness.
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1 Though in [23], the authors used the term “local” randomness, it may cause
confusion since “local” randomness was already used to indicate the ran-
domness from a single party. As a result, we follow the term “blind” ran-
domness used in [24].

At the same time, this less-explored notion of randomness al-
lows the design of cryptographic protocols for mistrustful col-
laborations, enabling parties to work toward a common objec-
tive without relying on mutual trust, for instance, in the cer-
tified deletion task [25]. To this end, the work by Metger et
al. [24] (see also [26, Figure 2]) demonstrated that the (max-
imal) CHSH violation alone can only certify about 0.6-bit of
blind randomness in the asymptotic limit.

Several questions naturally follow. For example, could we
improve the certifiable randomness for each type if we stay
within the simplest Bell scenario? For global randomness, the
maximal amount of 2-bit is known [22] to be certifiable using
a family of self-testing [5, 27] quantum correlations, but not
from the CHSH violation alone. After all, these self-testing
correlations do not maximally violate the CHSH Bell inequal-
ity but rather a different family of Bell inequalities [22]. In-
deed, more randomness can generally be certified from the
same data if we use the full correlation [28, 29] or consider
several Bell estimators simultaneously [30]. Alternatively,
one can also hope to gain a better certification by imposing
further constraints in addition to the CHSH Bell value. The
intuition here is that if the additional constraints do not, a pri-
ori, exclude a self-testing correlation, then it may improve the
certifiable randomness by restricting the possible eavesdrop-
ping strategies of the adversaries.

Coming back to Bell experiments, we remind that no-
signaling conditions [31, 32] have to be enforced for any
meaningful DI randomness generation. = Mathematically,
these conditions define a set of correlations called the “no-
signaling” (M 8) polytope. Interestingly, even though /'S dif-
fers from the quantum (Q) set of correlations, they share [33]
some nontrivial, common boundaries, which can be character-
ized by the number of zeros appearing in the correlation vector
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and their relative positions [34, Table V]. An example of such
a correlation is the one exhibiting the well-known Hardy para-
dox [35]. In general, the correlation that violates the CHSH
Bell-inequality maximally within each class is even known
to exhibit robust self-testing [34, Table VI]. Given that cer-
tain quantum correlations lying on these common boundaries
are [36] useful for the task of randomness amplification [37],
one may also wonder whether they can similarly provide an
advantage for the task of DI randomness generation.

In this work, we study (1) the amount of DI randomness
that can be extracted for a given CHSH value when the vari-
ous zero-probability constraints of [34] are incorporated, and
(2) the amount of DI randomness extractable when we em-
ploy the CHSH-maximizing quantum strategy within each
class. For the former, we evaluate randomness in the asymp-
totic limit as von Neumann entropy through the Brown-Fawzi-
Fawzi (BFF21) method [38] whereas for the latter, we work in
finite regimes as smooth min-entropy by applying the gener-
alized entropy accumulation theorem (GEAT) [24]. The dual
variables in the semidefinite program (SDP) for the asymp-
totic rate computation with the BFF21 method can be used to
construct the min-tradeoff function, a necessary component in
any approach that involves entropy accumulation. In standard
DI quantum key distribution or a DI randomness expansion
protocol, testing rounds are used to estimate the Bell value
and this serves as the spot-checking method embedded in the
protocol. Here, we follow [19] to convert the min-tradeoff
function into a “crossover” min-tradeoff function [39] that ac-
counts for entropy that can be accumulated from both testing
rounds and non-testing rounds. By meticulously evaluating
the required quantities of the min-tradeoff function, we can
establish bounds on the finite rate for various types of ran-
domness.

II. PRELIMINARIES
A. Security definition

Two parameters are relevant for describing the security of
a randomness expansion protocol: soundness and complete-
ness.

A protocol is said to be e5-sound if the final state pxp =
> rexc [k) (k| @ p, of the output system K and the adver-
sary’s side information F (including both quantum and clas-
sical parts) follows

1
Pr[NonAbort]§HPKE\NonAbort —pr @pelh <6, 1)

where Pr[NonAbort] is the probability of the protocol is not
aborted after checking the termination criteria, px g|NonAbort
is the normalized state conditioned on the non-aborting event,
UK = Tlc\]l is the maximally mixed state on H, and ||o||; =

Tr Vo'to is the Schatten 1-norm.
A protocol is said to have e.-complete if, in the honest im-
plementation, the aborting probability is bounded

Pr[Abort|Honest] < €. (2)

B. Entropic quantities

We define the different entropic quantities that are useful to
quantify the amount of randomness extracted from the source
K against given side information F.

The first entropic quantity is conditional von Neumann en-
tropy, which describes the averaged extractable randomness
or in other words the extractable randomness in the asymp-
totic limit. For a bipartite state px g of the source K and side
information E on Hx ® Hg, the conditional von Neumann
entropy H(K|E), on px g is defined as

H(K|E), = H(pxr) — H(pE).

The other entropic quantity we consider in our work is the
smooth min-entropy H; (K|E),. Before defining this use-
ful quantity, let’s first introduce another meaningful quantity,
min-entropy Hmin (K| E),, that quantifies the extractable ran-

domness in the worst case.

Huin(K|E), :=supsup{\ € R | pgg < e Mg ® oE}s
oE

for any sub-normalized state pxr =< 1. Especially,
when px g is a classical-quantum (cq) state, i.e., pxrp =
S rexe k) (k| x @ pf, with the classical variable K € K, min-
entropy can be interpreted in terms of guessing probability

Hmin(K|E)p = _]"nggHESS(K|E)p7

where the guessing probability is defined as [18, 40]

Peuess(K|E), = sug) Z Pr(K = k:)p Tr [Eka|K:k],
EY kek

where Pr(K = k), = Tr [p%] is the probability of measur-
ing k on the system K, pg|g— is the normalized version of
ph, and {E*}} is a set of positive operator-valued measures
(POVMs) acting on system E and pg|x—p, is the normalized
post-measurement state after performing the measurement on
K and getting outcome k.
Associated with the min-entropy definition, the smooth
min-entropy can be defined as ?
fin (K| E)p ==

min max

Hmin K|E ps
PrEEB(PKE) (KIE);

where B(pxr) = {prxe | D(pxEr,pxr) < €}, and

2
D(p.) = /1~ (T1yaval + T T T~ Tie)
is the purified distance. Note that by taking the limit ¢ — 0,
we have lim,_,o HS;,,(K|E), = Hmin(K|E),. The € param-

eter allows us to inspect the states around the state pxp we

2 This definition follows Tomamichel’s book [41]; however, other papers
may use a different distance metric, e.g., in [42], they use trace distance
A(p,o) = %pr ol + %\ Tr(p — o)| to define the e-ball, which is also
fine, since we can bound the radius of the ball with different metrics by the
inequality A(p, o) < D(p,0) < /2A(p,0)



assumed or observed. Smooth min-entropy simply takes the
best state that gives the largest worst-case randomness.

To design a practical DI randomness expansion protocol,
it is necessary to confine our attention to a finite number of
variables. Consider a protocol generating n outputs sequen-
tially K" = K;K,...K,,. The associated side information
becomes F,, = I"E/, where I" = I;I5...I,, and I} refers
to the classical side information generated in the k-th round,
and E, is the quantum side information after n rounds. The
amount of randomness stemming from this n-round sequential
protocol can be quantified through the smooth min-entropy,

€ (Kn|InE;L)pKnInE;L

min
C. Types of randomness

Let G be a bipartite nonlocal game defined by the input sets
X xYwith X = {X},Y = {Y}, and the outcome sets A x B,
with A = {A}, B = {B}, all linked to a winning condition
functionw : X x Y x A x B — R. We explore three distinct
types of randomness. These types are classified by the target
system K where the randomness is extracted from, and the
adversary’s quantum side information E’ and classical side
information /. The amount of randomness can be described
by the entropic quantity in the following form *

H(K|IE")py, -

Local randomness is a type of randomness when only one
party’s outcome is considered as the source for randomness
generation, e.g., K = A, and the classical side information is
I = XY. The relevant entropic quantity for local randomness
is HA|IXYE").

Global randomness is a type of randomness when con-
sidering randomness extracted from both parties’ outcomes
K = AB. With the same classical side information specified
as in the local randomness case, i.e., I = XY, the relevant
entropic quantity for global randomness is H(AB| XY E").

The aforementioned types of randomness are the standard
DI randomness, restricting the adversary from directly partic-
ipating in the nonlocal game. That is the adversary is prohib-
ited from directly accessing outputs from any of the parties.
The randomness under this scenario has been proposed and
discussed for a long time [7, 17, 43].

Apart from the standard types of randomness, another type
of randomness called Blind randomness was proposed [23,
25] to consider a different scenario where the adversary is al-
lowed to be part of the parties in the game, i.e., has the capabil-
ity to either generate or acquire the outcome from one or more
than one of the parties. The randomness is computed against
other parties’ side information. For instance, in the CHSH
game, if we consider extracting randomness from Alice’s out-
come K = A, then, Bob’s outcome B is assumed to be part of

3 We write in the form of the von Neumann entropy, however, this can be
adapted to other kinds of entropic quantities with the same target system
and conditional systems.

the adversary’s classical side information I = XY B, and the
quantum side information E’ also extends to the part of the bi-
partite state that is used to generate Bob’s outcome B. In this
case, the relevant entropic quantity is H(A|BXY E’). Essen-
tially, this scenario introduces the idea of mistrust between the
parties.

D. Extractor

To complete the randomness expansion protocol, an indis-
pensable tool is required to extract randomness from a classi-
cal source that may be correlated with quantum side informa-
tion, i.e., the quantum-proof strong extractor [44].

Definition 1. [44, Lemma 3.5] For any input source X € X
in the form of a cq state px g with quantum side information I/
satisfying HS, (X|E), > kex, after applying a quantum-
proof (kgxT, egxT)-strong extractor, EXT : X x Y — Z,
with seed Y € ), the extractor generates output Z € Z. The

state pzy g satisfies

1
§||/J’ZYE —pz @ py @ pel < emxt + 2, 3)

where Lz (py) is the maximally mixed state on the Hilbert
space Hz (Hy ).

There are multiple ways to construct a quantum-proof
strong extractor, a well-known construction is using two-
universal hash functions or oy-almost two-universal hash
functions [45], while another construction called Trevisan’s
extractor [44] provides a way to build an extractor consuming
a shorter seed. For completeness, we describe the quantum-
proof extractor with §,-almost two-universal hash functions
as an example in the Appendix A.

III. PROTOCOL

The nonlocal game corresponding to the correlations from
one of the no-signaling boundary (NSB) classes [34] can be
constructed by the CHSH game with zero-probability con-
straints. To this end, consider the CHSH nonlocal game G
with the inputs x,y € {0,1} chosen according the uniform
probability distribution P(z,y) = % forall z,y € {0,1}, and
the outputs a,b € {0,1}. The winning condition function is
defined as

1, win,
“)

w(:z:,y,a,b) = Iy®a®b:
0, loose.

The classes of zero-probability constrained quantum correla-
tions [34] are defined as



QSa = {13 S Q ‘
P(0,0/0,0) = P(1,1]1,0) = P(1,1/0,1) = 0},
Qg ={Pe Q|

P(0,0[0,0) = P(1,1]0,0) = P(1,0|1,1) = 0},

Q2 = {P € Q| P(0,0[0,0) = P(1,1]0,0) = 0},
Qy, = {P € Q| P(0,00,0) = P(1,1]1,0) = 0},
Qa. = {P € Q| P(0,0[0,0) = P(1,0[1,1) = 0},
Q, ={P e Q| P(0,0]0,0) = 0}.

&)
We herein also define the sets of input-output tuples for
zero-probability constraints

S = {(a.b,z,y)|P € Qx, P(a,blz,y) =0},  (6)

where s denotes the class of the zero-probability constrained
quantum correlations. For example, for class 2a, the set is
Saqa = {(0,0,0,0),(1,1,0,0)}; for class 3b, the set is Sz =
{(0,0,0,0),(1,1,0,0),(1,0,1,1)}.

In practice, it is impossible to achieve zero-probability con-
straints due to noise and device imperfections, so we consider
the relaxation of these constraints with a small tolerable error
Ny, 1.6., VP € QJl7, P(a,b|z,y) < n,forall (a,b,x,y) € S,
where ézz is the relaxed version of Q,..

We state the steps of DI randomness generation protocol for
three types of randomness with chosen class « in Protocol 1.
Among these classes, it turns out that the best protocols for
both local and global randomness in terms of the maximal
asymptotic rate are given by k = 2a, while k = 3b provides
the optimal asymptotic rate for blind randomness.

To demonstrate the realization of Protocol 1, we describe
the quantum strategy that maximizes the CHSH winning prob-
ability for class 2a and class 3b as follows:

|¥) = cosf|01) +sinf|10),
Ao = By =03,

. (7
Aq = cos2a0, — sin 2ao,,
By = cos2f0, — sin 280y,
_ _ _5 _
where the parameters 0 = 7, = —5,8 = % for class

2a; @ = 3 ~ 0.6354, § = tan~!(tan o tan 3) for class 3b
(see Table II or [34, Section III]) for the realization of all the
classes.)

IV. FINITE ANALYSIS ON RANDOMNESS

The asymptotic rates for all classes are calculated using the
BFF21 method [38] (see also Appendix C) with uniform input
probability, i.e., P(z,y) =  forall z,y € {0,1}, tolerable
winning probability deviation wi, = 2 x 107°,% and toler-
able error for zero probability 1, = 10710, In Table I, we

4 That is even when Wexp 1s set at the quantum bound, we still allow the
winning probability in the range [Wexp — Wiol, Wexp)-

Protocol 1. DI randomness generation protocol with
zero-probability constraints.

1. Alice and Bob decide which type of randomness they want
to generate

0, for local randomness,
X = { 1, for global randomness,
2, for blind randomness.

They also decide which class of zero-probability con-
straints, x, they want to apply.

2. Foreachroundi € {1,2,...,n}

(a) Alice chooses T; € {0,1} with probability P(T; =
1) = 7. For T; = 1, Alice selects X; = z,Y; =
y according to the probability distribution P(z,y) =
1, forall z,y € {0,1}; if ) = 0, Alice sets X; =
Y, =y~

(b) Alice inputs X; into her device and sends Y; to Bob.
Alice computes her output A; and

i. if x = 2, she requests Bob to return his output B;
all the time.

ii. otherwise, she only asks Bob to return when 7T; =
1.

(c) If T; = 1, Alice computes C.,; = w(X;,Y:, As, Bi)
and sets Cz,(a’,b/,z’,y’),i = 5a/1Ai5b,7Bi61/inéy,7Yi
for all (a',V',2',y") € Sp; if T; = 0, Alice sets
Cui = Coarp oty =L forall (a,V,2',y) €

K-

3. After n rounds, Alice checks |{i : Ci,i = 1}| > (Wexp —
wtol)’yn and ‘{Z : Cz,(a/,b’,:c/,y'),i}} < myn for all
(a’,b',2',y') € Sk. She aborts if any one of the checks
is not satisfied.

4. If the protocol is not aborted, Alice defines the target
source K; and public information /; in each round based
on y

(a) if x = 0, she sets K; = A; and I; = X,Y;.

(b) if x = 1, she sets K; = A; B; and I; = X,Y;.

(c) if x = 2,shesets K; = A; and [; = X,Y;B;.
Then, Alice computes kExT such that

sin(K"|I"E") > kexr, and applies a quantum-

proof (kexT, €gxT)-strong randomness extractor to
extract LkEXT — AEXTJ bits from {Ki}ivTiZO'

provide the maximum asymptotic rates based on the maximal
quantum-achievable winning probability for each class ° (see
Table II for the quantum-achievable winning probability of
each class.)

5 Note that the values listed in Table I are not very tight because of the trade-
off taken between numerical precision and the feasibility of the solver for
the whole class. In particular, we choose the Mosek solver parameter that
describes the allowable gap between the primal and dual solutions equal to
10~6. For CHSH, the local value is analytically given by [17] as 1.



Class Local Global Blind
CHSH 0.9981 1.5816 0.5823
1 0.9958 1.6770 0.7381
2a  0.9992 1.7964 0.7962
2b  0.9450 1.5963 0.7914
2bgwap 0.9977 1.5963 0.6501
2¢  0.9329 1.7028 0.7806
3a  0.9497 1.5448 0.7444
3b  0.9777 1.6852 0.9238

TABLE I. Maximal asymptotic rate (conditional von Neumann en-
tropy, H(K|FE)) of all types of randomness for each class with pro-
tocol parameters: wiol = 2 X 107°, and 7, = 107 '° with eighteen-
term Gauss-Radau quadrature. Note that 2bgy,y is the party-swapped
version of class 2b.

The curves of the asymptotic DI randomness rate as a func-
tion of the CHSH winning probability for all classes are shown
in Fig. 1.

To determine the finite rate of randomness, we utilize the
GEAT (see Appendix D.) Essentially, the GEAT establishes a
lower bound on the smooth min-entropy for an n-round sce-
nario. The bound on the smooth min-entropy is obtained by
subtracting round-dependent correction terms from the worst-
case von Neumann entropy. These correction terms rely on
specific properties of the min-tradeoff function and the secu-
rity parameters.

In Appendix E, we systematically outline the construction
of the min-tradeoff function, which is derived from the La-
grange dual function of the semidefinite program (SDP) for
conditional von Neumann entropy (asymptotic rate) computa-
tion.

For a spot-checking embedded protocol, the min-tradeoff
function needs to include results from both testing and non-
testing rounds. This kind of min-tradeoff function called
crossover min-tradeoff function can be constructed from the
original min-tradeoff function that only contains the testing
rounds. The transformation of the min-tradeoff function into
its crossover version is demonstrated in Appendix F.

With all the required ingredients in place, we can numeri-
cally derive the lower bounds on the smooth min-entropy for
various types of randomness. Taking the input randomness
consumption into account, we illustrate the finite rate of Pro-
tocol 1 in Fig. 2 with the formula stated in Theorem 1.

Theorem 1 (Security and finite rate of Protocol 1). Given
wexp € [vawQ]’ Y € (07 1]’ l/ € [07 1]’ and €, Wtol, Nz, B S
(0,1), Protocol 1 is es-sound and €.-complete, where €5 =
epxT + 26 and e, = 1 — (1 — e~ 2Wia™)(1 — =21 M) Nero,
Nyero IS the number of zero-probability constraints depending
on the choice of the classes k. The finite rate is given by

r(n, wcxp, Y, €, Wtol, Nz, )‘7 ﬂa I/) =
h(wexp - wtol) — A — Agxr — Ainpa (8)

where A is finite-rate correction term, Agxr is the extrac-
tor entropy loss, and Ay, is the randomness consumption to
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FIG. 1. The asymptotic rate (conditional von Neumann entropy,

H(K|E)) of (a) local (b) global and (c) blind randomness with opti-
mal choice of the inputs over CHSH winning probability. The rates
are computed in NPA level 2 plus ABZ" ABZTZ, ABZ Z" types
of moments with Gauss-Radau quadrature containing m = 12 terms.



generate inputs. A is given below

1
A :%25 log9 + V]

1.1+8 1428
— e leg(1-vi-e log Pr[Q2
n[ﬁ og( \/76)+ G loe r[)]]
1 52 B 1,3 2
- — (A1
sm2(—ppe H(EHe)
)
where V. = \/2 +D — minue[l_wQ’wQ] )\2(1/ _ VO)Q, "o =
L9 gy = b e D= A - B -, ¢ =

22HA (0 (=) 4wa) o and we are classical and quantum
bound of the game.

Eq.(AS) gives the extractor entropy loss for the extractor
built based on the 6y-almost hashing.

The input randomness consumption is given

Ainp - 'YHsh(p) + Hsh<7)7 (10)
where Hgy, is Shannon entropy.

The derivation of the security and finite-rate correction term
in Theorem 1 can be found in Appendix G.

To demonstrate the security of the Protocol 1, we set the
smoothness ¢ = 1072 and the extractor parameter egpxT <
€ x 1073, The soundness of Protocol 1 is € = egxT + 2€ ~
2 x 10712, By choosing the tolerable winning probability de-
viation wy,) = 10~% and tolerable error for zero probability
1, = 1073, the completeness of Protocol 1 is €. = 0.8223 for
n=107.

Since the extractor entropy loss AgxT is independent of
the number of rounds n, we neglect it in our computation for
convenience. The finite rates of global randomness for Pro-
tocol 1 are illustrated in Fig. 2(b). The standard CHSH and
the §-family Bell inequality © [22] are included for compari-
son. All the lines are computed with the tolerable deviation
Wiol = 1074, and § = /6. We choose two different zero-
probability tolerance 1, = 10~3, 10~ to show the robustness
of Protocol 1.

Other types of randomness and the finite analysis of other
classes are shown in Appendix H.

V. CONCLUDING REMARKS

The amount of DI randomness for a given CHSH score is
generally not tight. In this work, we have shown how im-
provements in the asymptotic rates across all forms of ran-
domness can be achieved for a wide range of CHSH scores
by incorporating the zero-probability constraints classified
in [34], see Fig. 1. In particular, for the case of blind ran-
domness, when relying solely on the CHSH score, the rate

© The §-family Bell is in the following form, (AgBo) + <= ((AoB1) +

sin &
(A1B0)) = soe3s (A1B1).
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(c) Blind randomness

FIG. 2. Finite rates of (a) local (b) global and (c) blind randomness
for Protocol 1 with zero-probability constraints, class 2a for (a) and
(b), class 3b for (c), compared to the standard CHSH-game-based
protocol and the one relying on WBC I5 with § = 7 /6. Two differ-
ent zero-probability tolerances 17, = 1072, 10™° and a fixed winning
probability tolerance wio1 = 10™* are considered.



becomes zero when the score (winning probability) drops be-
low 0.81. In contrast, for all the other protocols that incor-
porate these additional zero-probability constraints, the rate
reaches zero only at the classical bound of 0.75. However, if
one further optimizes the rate over the range of CHSH scores
allowed, then an obvious advantage in the DI randomness gen-
eration rate persists solely for the blind and global randomness
(see Table I).

Next, we focus on the quantum strategy from each class
that maximizes the DI randomness generation rate, via Proto-
col 1, for all types of randomness. For completeness, we also
compare the best (finite) rates achievable from these classes
against those obtained from the quantum strategy maximizing
the CHSH Bell-inequality violation and the §-family inequal-
ity of [22] with § = 7/6. As expected from the asymptotic
results, we see from Fig. 2 a general advantage from a pro-
tocol with additional zero-probability constraints against the
standard CHSH protocol for all three types of randomness.
However, these advantages are, at the same time, inferior to
those brought by the protocol [22] of employing the I in-
equality. The only exception to this observation is for the
single-party (local) randomness, where our protocol offers a

slight improvement in the minimal rounds required to observe
a nonzero generation rate.

Our results suggest that when there is a limitation on the
number of rounds, it may be possible to explore different num-
bers of zero-probability constraints and various tolerable lev-
els to attain a higher rate. However, to actually take advantage
of our observation, it is clear that one should perform further
analysis by taking into account also other imperfections, such
as losses, that are, unfortunately, very common in photonic
experiments.
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Appendix A: Quantum-proof extractor based on almost
two-universal hashing

Definition 2 (§},-almost two-universal hashing [46]). A family
F : X = Y of hash functions is said to be éy-almost two-
universal if the following condition hold

P [f(z) = f(a')] < 2

!
s < Va#ax,

(AL)

where the probability is computed uniformly over the family
F, 6n > 1. Especially, when 6y, = 1, the family F is called
two-universal hash function family.

Lemma 1 (Quantum Leftover Hash Lemma [45]). Given
any € > 0, a cqg-state pxp = Y c |7)(2| ® p%, and a
On-almost two-universal hash family F : X — Z, where
|Z| = 2!, if we apply a hash function on the classical regis-
ter by uniformly choosing a function f from the family F, i.e.,

PFZE = ﬁ dorer DU @Y en I f (@) (f(2)|2 ® pF,

then we have ’

1
inFZE —1r ® pz ®pelh <

%\/5}1 — 1 + 2~ Huin(X|E)+log(2/€241) 4 ¢ (A2)

where F' is the system that records the choice of the hash func-
tion, and pr (pz) is the maximally mixed state on the Hilbert
space Hp (Hy ).

In Lemma 1, the choice of a hash function from the hash
family could be implemented by an extra random source,
which is called the seed and can be made public. Thus we
consider a so-called extractor function with an extra input as
a seed, namely EXT : X x Y — Z, where X’ denotes the set
of inputs, ) denotes the set of seeds, and Z denotes the set of
outputs, and the size of the set of the seeds is equal to that of
the hash function family, i.e., || = | F].

Lemma 2. A quantum-proof (kgx, €gxT)-strong extractor,
EXT : X x Y — Z, where log|X| = n,log|Y| = d, and
log |Z| = I, can be implemented by 6y-almost two-universal
hash function with the output length

2
l = kgxT — 10g<1 + ,2> — log ,  (A3)
€

1
4€"* — oy + 1
where epxt = € + €' and 8y, and €' satisfy 6, < 1+ 4€"".

Proof. First, set the upper bound in Eq.(A2) as the security
parameter egxT

€EXT = %\/(gh — 1 + 21— Huin(X|E)+log(2/e+1) 4 ¢/

Next, let ¢’ = %\/6}1 — 1 + 2= Hmin(X|E)+log(2/¢*+1)  The
output length is then

2 1
l=Hpin(X|E)=log|1+ = | —log —5———.
(xX15) - tog (14 55 ) ~tog 1t
(A4)
Finally, with the condition on the state p x g of input source X
with side information E, H i, (X|FE) > kgxT, we can safely

substitute the lower bound k into Eq.(A4). O]

Fact 1. A quantum-proof extractor needs to consume en-
tropy to provide security. For example, in the case of
a (kgxr, €epxT)-strong extractor based on Oy-almost two-
universal hashing, this consumption of entropy is quantified
as

2 1
AEXT = log (1 + 6’2> + lOg m, (AS)

7 In [45], the author uses  min , ,es(u ) lPaE — 1A ® pEll1 instead
Trogp=Trpgp
of the form in the LHS of Eq.(A2). While in their proof, they first take
an upper-bound on % min ;. es(#g) 1PAE — a ® pE|l1 as the form
Trop=Trpg
of the LHS of Eq.(A2). Hence, the quantum leftover hash lemma is also
compatible with this definition.
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where egxT = € + €' and &, and €' satisfy 6, < 1+
4€'". Given a source with entropy lower bound, kgxT, the
(kgxT, €gxT)-extractor can extract at most kgxt — AgxT
bits from the source.

Appendix B: Realization of zero-probability constrained
quantum correlations

For our purposes, it is enough to distinguish the classes ac-
cording to the number and positions of the zero probabilities.

For each of the no-signaling boundary classes, the quantum
correlation that maximally violates the CHSH inequality has
been shown to self-test some reference states and measure-
ments, which are provided in Table II. They also provide some
numerical calculations of the robustness of the self-testing
property of each of them.

Appendix C: Asymptotic rate computation with BFF21 method

In [38], Brown et al. provided a method to numerically find
a lower bound on the von Neumann entropy in the Bell sce-
nario. This method is useful for many DI cryptography tasks,
especially randomness certification. The main idea of the
work is to handle the nonlinear logarithm function by Gauss-
Radau quadrature approximation. Together with the famous
Navascués-Pironio-Acin (NPA) hierarchy [47, 48], they de-
rived a semidefinite program (SDP) which is tractable with
many commercial solvers, including Mosek [49]. Besides, the
NPA hierarchy of the given Bell scenario can be easily con-
structed by Wittek’s Python package, ncpol2sdpa® [50].
Here we show the SDP that gives an infimum on the asymp-
totic rates of randomness.

In the CHSH scenario, let Alice and Bob’s measurement
POVMs be {{M2},}. and {{N?};}, respectively. Choose
the Gauss-Radau quadrature approximation with m terms. We
the set of non-Hermitian operators acting on the adversary’s
quantum system E’ be {Z.p}ap (or {Z,}, for the standard
local randomness). The von Neumann entropy can be lower-
bounded by

H(K|IE') > ¢ +Zc@-, (C1)
i=1
where the coefficients co = »./" ¢, ¢; = 755 Vi €

{1,2,...,m}, {t;}*, and {w; }™ are the nodes and weights
of the Gauss-Radau quadrature of the interval (0, 1], and Z; is
the SDP corresponding to the i*" term of the quadrature °.

8 We use the version that Peter Brown currently maintains.

9 In [38], they claimed the last term of the quadrature of which the node is
at the endpoint 1 can be trivially bounded by some constant, 1/m?2 In 2,
which may reduce the tightness of the obtained bound. While if one does
the optimization with ¢, = 1, the SDP sometimes can not be solved

= = min
{M:* }7{NZ* }7{Zab}

s.t. Z Cabmy<M;;LN5> 2 Wexp — Wrol

abzy

Z Cabwy<MgN5> S Wexp + Wiol

abzy

P(ablry) <mn, V(a,b,x,y) € Sx

> ME=1,Y N)=1 Vay
a b

Mg >0,N;>0 Vabay
[{Mg}am {Ng?}by] =0
(M2 o A2 Y] = 0

[Ny {283 Y| =0

<F’L<{M:?* }a7 {NE* }b7 {Zab}’ab)>

(C2)
Note that the minimization is taken inside the summation in
Eq.(C2) and thus we need to compute m SDPs for m-term
quadrature. In principle, taking the minimization outside the
summation with {{Z?, },} ; would provide a tighter bound.
However, this requires much more memory to construct the
NPA hierarchy with a level higher or equal to 2. We follow
the way Brown at el. [38] did to make it more feasible by ex-
changing the summation and minimization. So, we can reduce
the required memory and still obtain a valid (but looser) lower
bound simultaneously.
For the standard local randomness, all {Zg))}ab in Eq.(C2)

should be replaced with {Z,S”}a. The objective function in-
side the quadrature summation is
Focal,i({Mg Yo ANy Yo, {Za}a) = Flocali({Mg- }a, {Za}a)
= [M&(Za+ 25+ (1 = )21 Z0) + t: 2. 2] .
) (©3)

For the global randomness, the objective function Fjiohal,;
is

Fglobal,i({M;g* }a7 {N;;* }b» {Zab}ab) =
3 [M;a N Zap + 28+ (1= 1) 21, Za) + tizabng} .

ab
(C4)

Finally, the i*" term objective function of the blind random-
ness is given

Fblind,i({Mg* Ya, {Ngl/)* Yos {Zab}ab) =

S [MENE (Zay + 28, + (1= ) 20, Zas) + 6N Zan 25|
ab
(C5)

to achieve an optimal solution. We came out with a way to handle it by
changing the endpoint from 1 to 0.9999, which can provide a much tighter
bound.
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Classes State Extra conditions WETHSH ﬁé“ﬁ’éH
D) None 0.8294 6 = =, ¢ ~ 0.2275,0 = B ~ —0.6403
2a |Wy) None 0.8125 f=7,a=-" =71
2b |Ws) None 0.8125 p=B=%,a=%g
2 |U) o= tan_l(ig% —tanacosf) 0.8039 6~ 0.5815,a~ 0.8068,8 =5 —«
3a |Us) ¢ = tan~!(L28) 0.7951 a=p8=1tan" (—2 2+ \/S)
3b |¥y) 0 = tan™ ' (tan atan 3) 0.7837 o= [~ 0.6354

Alice’s observables: Ag = 0., A1 = cos2ao, — sin 2a0,
Bob’s observables: By = 0., B1 = cos280, — sin 280,
|¥1) = cos ¢(cos @ |01) 4 sin 0 |10)) + sin ¢ |11)
|Wa) = cos|01) + sin 0 |10)
|W3) = sin ¢(cos a |01) — sin v |11)) + cos ¢ |10)

TABLE II. Quantum realization of all the classes of zero-probability constrained quantum correlations in [34].

Appendix D: Entropy accumulation

The entropy accumulation theorem (EAT) provides a way
of bounding the smooth min-entropy of a set of n random
variables K; produced by a sequential protocol conditioned
on some side information F,, in terms of the conditional von
Neumann entropies generated in each round. In this work, we
consider the generalized version [24] of EAT, where the model
of side information is relaxed by allowing it to be updated in
every round, that is the side information after the it round
is ;. Suppose that we represent the protocol as a sequence
of quantum channels M; € CPTP(R;_1FE;_1, R;E; K;C;),
where for a cryptographic scheme, K; represents the output in
the i*" round, E; is the side information leaked to some adver-
sary Eve after the i*" round, R; corresponds to some internal
system of the device, and C}; is classical information used to
determine whether the protocol aborts. However, to be able
to accumulate entropy from every round, the Markov condi-
tion is replaced by a certain non-signaling condition on M;:
we require that there exists a channel R; € CPTP(F;_1, E;)
such that

Trg,r, oM; =R;0Trp, . (D1)
Intuitively, this means that all side information about output
K, is already present in £;. The non-signaling condition pre-
vents new information about K; from being leaked from the
R-systems at a later round.

To formally state the GEAT with testing, a way to compute
the min-entropy conditioned on some classical statistics, we
define some relevant concepts below.

Definition 3 (Frequency distribution). We denote the fre-

quency of the occurrence of the value c in the sequence
Cc" = C10,y...Cy, by

~H{ie{l,2,..,n} | C; = c}|
- .

freqen (c) (D2)
Definition 4 (EAT  channels). Let M; €
CPTP(R;_1E;_1,C;K;R;E;) be a sequence of completely
positive trace-preserving (CPTP) maps for i € {1,...,n},

where C; are classical systems with common alphabet C. We
require that these channels satisfy the following non-signaling
condition: defining M, = Tre, oM, there exists a channel
T such that My, 0---oMy =T oM, o---o M| and T
has the form

T(warg,) =

> (W) I wrenp, (150
uweld,veV

@YY @ [r(u, v))(r(u,0)|cn,  (D3)

where {H(UZ } and {ng} are families of mutually orthogonal
projectors on K; and E;, and r : U x V — C is a determin-
istic function. Intuitively, this condition says that the classical
statistics can be reconstructed via projective measurements on
systems K" and E,, at the end of the protocol. In particular,
this requirement is always satisfied if the statistics are com-
puted from classical information contained in K" and E,,.
Note that the statistics are still generated in a round-by-round
manner; Eq. (D3) merely asserts that they could have been
reconstructed from the final state.

Let IP be the set of probability distributions on the alphabet
C of C;, and let E;_; be a system isomorphic to R; _1F; 1.
For any ¢ € P we define the set of states

Yi(q) =

{V(Z’ququiE,iE‘i,l = Mi(wRi,lEi,léi,l) lve, = (I} , (D4

where v, denotes the probability distribution over C with the
probabilities given by Pr[c] = (c|v¢, |¢). In other words,
3;(q) is the set of states that can be produced at the output of
the channel M; and whose reduced state on Cj is equal to the
probability distribution q.

Definition 5 (Min-tradeoff function). A function f : P — R,
where P represents all valid probability distributions, is called
a min-tradeoff function for { M} if it satisfies

f(q) S min H(Kl|E’LE~‘Z71>V Vi = 1,...,77,.

D5)
veXi(q) (



Note that if ¥;(q) = 0, then f(q) can be chosen arbitrarily.
Our result will depend on some simple properties of the min-
tradeoff function, namely the maximum and minimum of f,
the minimum of | over valid distributions, and the maximum
variance of f:

Max(f) = max £(q),

qeP
MmUﬁ:ﬂggﬂw,

Ming(f) := q;g(lqi?;é(b f(a),

- X 2
Vars(f) = q:g%?)ﬂZq ) f7(0 ;q
and let Ming (f) = —oo, Varg(f) = o0 if ¥(q) = 0.

Theorem 2 (GEAT). [24, Theorem 4.3] Consider a se-
quence of channels M; € CPTP(R;_1E;_1,C;K;R;E;) for
1 € {1,...,n}, where C; are classical systems with com-
mon alphabet C and the sequence {M;} satisfies Eq. (D3)
and the non-signaling condition: for each M, there exists a
channel R; € CPTP(E;_1, E;) such that Trk, g,c, oM; =
R;oTrg, ,. Lete € (0,1), a € (1,3/2), @ C C", pryE,
is the initial state entering the sequence of channels, and [ be
an affine min-tradeoff function with h = minecq f(freq.n ).
Then,

anm(Kn|En)Mn0-~'0M1(PROEO)m
a—11In(2), 4
>nh— \%
=TT T
log(1/ Pr,[Q —1\?
g(€) + alog(1/ Pr,[Q2]) . K'(a), (D6)
a—1 2-a

where Pr[Q) is the probability of observing event Q, and with
dg = max; dim(Kj;),

gk)z-—k%(l— 1—62>,

V =log(2d% + 1) + /2 + Varf,
_ (2-a)p
6(3—2a)3In2
In3 (2210gdA+MaXf7MinE(f) + 62) .

K/(O[) _ %(2logdA+Maxf7Ming(f))

Appendix E: Construction of min-tradeoff function

Our construction of the min-tradeoff function is based on
the idea of the Lagrange dual function of the optimization
problem for the single-round entropy [16, 51].

The Lagrange dual function for the 7" SDP inside the sum-
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mation of Eq.(C2) is

9i (Wexp, Wiol, M) = sup. HllIl F(M N, ZZ)
AZ >\’L N1

win’

i ((Fwin(M?N)>

win, 1

+ AWln 2 (< WIH(M7 N)> — Wexp
=X (7 - (R0,
(ED)

where Xwin and XZ are dual variables, M and N denote the
sets of POVMs {M2},, and {N}}y, and Z' = {Z},}a,
Tyin(M,N) = Zabwy M;N;j, and T'yero i = P(aibi|z:y:)
for all (ag, b;|z;, y;) € Sk.

Let g3 Xi i be the function with given )\1 o and Xi By the
duality of SDP (Eq.(C1)), we can bound the von Neumann
entropy with {g5:- 5i.- }::

— Wexp + wtol)

- wtol)

m—1 m—1

Alnf H(K|IE") > ¢+ 24: CGET > em+ Zl Cigxin S

(E2)
where =7 denote the optimal solution of the corresponding
SDP (Eq.(C2)) and g5:i.» 5i.« is the function with the optimal

dual variables vain and X;‘ The min-tradeoff function can be

chosen as
m—1
f(wexp7 Wtol, nz) =cCm + § CigX’i=f‘ Nivk .
win?”"'Z
=1

To simplify the expression of the min-tradeoff function, we
first put >\w1n , and )‘wm 5 together as )\wm )\wm 1~ Awin,2

and define \yip, = >0 Ye i and X, = =3 1ciX;.

7 win

The min-tradeoff function then becomes

m—1
f(wexp7wt01;772) =cm + Z Ci - fl
=1
~ sup Awin . (wexp - wtol) - >\z : ﬁz + O)\wm FE)
XA X
where

C>\w\n7x =cCm + Z c mln {g,(M N, Z%

= Nbin (Twin(M, N)) + X5 - (T, (M, N)) }.
Here we drop the terms —2Ayin 2wio1 by the fact that tak-
ing out the constraint (I'yin (M, N)) < Wexp + Wio from
Eq.(C2) does not significantly affect the optimal solution, that
IS Awin,2 <€ Awin,1 and also wio < Wexp. Finally, given
Wiol, Mz € (0,1), and let v = wWexp — Wiol, We construct the
min-tradeoff function as

f(V):)‘win'V

To further simplify the last term, C' N X, W€ consider the

maximum winning probability and minimum zero probability

X, 17, + CAW,,, X, (E3)



among all the (m — 1) optimizations:

* _ 7
VYwin = miax Ywins

’YZero,j - miln’}/zero,jv J = ]-7 |S"6|7

where ~¢, is the winning probability (I'yin (M, N)) evalu-
ated after solving the ith optimization problem, and yéero7j =
P(a'V|z'y") = (Tsero,j(M, N)) denotes the probability of the
input-output combination (a’,b’,2’,y’) € S, evaluated af-
ter solving the ith optimization problem. Using the following
facts:

m—1 m—1
- Ci)‘winPYWin > - Ci)‘winp)/win - _>‘Wln’ywin’
=1 =1

m—1 m—1

E Ni o =i E Vi ok i —%
ciAz : ’Yz 2 ci)\z : ’YZ = )\Z . ’YZ :

i=1 i=1

We obtain a shortened expression for Cy 5 :
win, Az
m—1

CA X, _>\win7:vin + XZ '7; +em + Z i Ef (E4)

win,Az
=1

Appendix F: Cross-over min-tradeoff function

To properly account for how the statistics observed would
extend to the non-testing (generation) rounds, we need to
modify the min-tradeoff function to the so-called “crossover”
min-tradeoff function [39] that weighs the contributions from
both testing and generation rounds. By the requirement that
the properties of the min-tradeoff function have to hold for the
testing-round channel, we can construct the crossover min-
tradeoff function associated with the testing ratio v [16, 19,
39].

Lemma 3 (Crossover min-tradeoff function [19]). Let C =
{0,1}, ¢’ = CU{L}, and q € P(C), ¢ € P(C’), where
¢ (L) = (1 —~) and ¢'(c) = ~q(c). The crossover min-
tradeoff function corresponding to the infrequent-sampling
channel M; with sampling (testing) probability -y is

_ RO+ (=2 fr cec/{L},

fy(6e) = {fL o1, (F1)

which satisfies
(@)= d(0)f(6)

ceC’

=1-Nf+7)] 0B (2 £6) + (1= Hf) = 1@,

cA£L v v
(F2)

where f1 € [Min(f), Max(f)] can be chosen so that it opti-
mizes the extractable rate.
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Lemma 4 (Properties of the crossover min-tradeoff function).
The properties of the crossover min-tradeoff function defined
in Lemma 3 can be parameterized as follows.

1 A
Max(f,) = (1 - —)M/' + St C,

~y
Minzw(fv) > (1 —wg)A+ Ch, (F3)
Varse (fy) = max  —A(v—1p)* + D,

ve[l—weg,wq)

where the set of state ¥V(q) = {wu,cpE 6,
Mi<wRi_1Ei_1Ei_l) ‘ wci(c :L) = (1 - 7)7 wCi(c #L1

) = (o)}, wg = 2+4\/§’ Vo = % + (1 - %)1/, and
D=5+ (1= 1001~ with v € [0,1].

Proof. Following the steps shown in [19], we first write the
properties of the crossover min-tradeoff function as follows.

1 1
Max(fy) = max {’yMaX(f) +(1- ’y)fJJfJ_} ;
Minzw (fﬂy) = MinE (f)7
Vars: (f) = ¥ al@)f56) + (=11 = (9.

c#£L

max
@27 (q)#0

(F4)
Since f, € [Min(f), Max(f)], we redefine f, = A" + C)
with v/ € [0, 1]. We can simplify the first quantity.

Max(f.y) = max{’ly()\JrCA) + (1 — i)flafL}
:max{fL + 1(1 —V/)/\,fL}
L (FS)
=fi+-(1-=v)A
v

1
=(1- —))\z/+i+(,&.
Y Y

The third equation holds by the fact that v > 0, A > 0 and
1—7v >0.

For the second equation in Eq.(F3), the minimum is taken
over the set .7, that the equality holds according to Eq.(F2).

To prove the last equation in Eq.(F3), first we compute the
expression with a summation:

S=Yale)f36e) = vf3(61) + (1= v) f3(d0)

c#EL

=v [fL + %(1 —1/))\]2—1- (1-v) (fL - }Yy’)\)2

2
:V|:2fL+1(1—2V/)/\:| -é—|— (fL—ll//\> . (F6)
Y Y Y



The second line holds by the fact that

£, (5) = M+Cﬂ+ﬂf%U¢

1

v
1 /

:fL+f(17V))\,
v

For a distribution in the set 37, the winning probability satis-
fies v € [1 —wq, wg), where wg = (2 +/2)/4. Put Eq.(F6)
back to the third equation in Eq.(F4), we have

Vars(fy) =  max ])\V [2fJ_ + 1 (1— 2V/))\}

ve[l—wg,wq ;
o l / ? o 2 2
+{ fL ’YVA + (@ =fi—Av+Ch)

= max
ve[l—wg,wq]

At N2 {21/ + l(1 - 21/)} v
Y

V/2>\2

+(fi—2u’/\fL+ —Ci).
(F7)
Eq.(F7) is a quadratic function of v, and therefore we can
rewrite it as

Vars.(f,) = max -\ (v—19)*+ D, (F8)
ve[l—wg,wq]
where vy = V' + %(% -V = % +(1- %)1/’ and

1
D=f1 -2\ f + ;AQV'Q —C3 + 2%
=(A\2V2 4+ 200\ 4 CF) — 20/ (W + Cy)

1 2. 12 2 2 1 1 /2

v
- _ (1 _ 1) )\21//2
v

1 1 1 1
+ A2 {—I— 1— =)/ + 1—21/2}
e 7( 7) ( 7)
PR | 1
=+ —(1- N1 -v).
o 7( 7) ( )

The last equation holds by combining — (1 — %))\2 v'?and (1—
2)?A%0" together as — 2 (1 — 2)A\%v"%. O

Appendix G: Protocol security and finite rate lower bound

In Protocol 1, given wex, € [we,wgl, v € (0,1], v/ €
[0,1], and €, w01, 7y, 8 € (0,1), the lower bound on the
smooth min-entropy can be derived by directly applying the
GEAT (Theorem 2.)

Cin(KMIMEL) > h(Wexp — Wiol) — A.

min

(G
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A is given below

In 2
A :%ﬂ log9 + V?

— %[%mg(l —V1- 62) + Hﬂ% log Pr[Q)]]
—6$2ufi”cﬁm%<+¥x
where g = 2= = L —1 ¢ (0,1), V =
\/2 + D —miny e —w,we) A2V — 10)2, 10 = PTW, vy =
%_%V/, D= %—%A%l—u’)u’,( = 22+ (1= )Fwq)

and Hyy, is Shannon entropy. For the CHSH game, we = 0.75
and wg = (2 +V2)/4.

Proof. To map the systems described in Theo-
rem 2, we first combine all the statistical checks in
the i*" round C; = (C,;,Csp;), where Czp; =
(Csp,5[00]00], C'3p,:[11]00], C'3p ;[10|11]). The system records
the adversary’s total side information as E; = I'T'E",
where [; contains all the classical side information except the
round mark for testing or generation 7. Denote the devices’
internal memory as R;. The non-signaling condition can be
verified by constructing the map R; € CPTP(F;_1, E;)
with the isometries creating Eve’s classical side information
I;.

Then by employing Theorem 2 with the properties of the
min-tradeoff function shown in Lemma 4, we can derive
Eq.(G1). O

To prove the security of the protocol, we need concentration
inequality to upper-bound the completeness. For convenience,
we choose Hoeffding’s inequality, while in principle other
concentration inequalities, such as Serfling’s inequality [52],
Bernstein’s inequality [53], and Chernoff’s bound [16], can
also be used to derive the completeness bound.

Hoeffding’s inequality [54, Proposition 1.2] Consider
a finite sequence N = xyx9..xn with the mean wo=
% Zivzl x;. If the n samples drawn without replacement from
the sequence x™N is denoted by X" = X3 X5...X,,, then given
€ > 0, we have

-1 i | 2ne?
Pri-N X, —p>e| <exp|-——sy], (@2
r_ni—l i M_G_ < XP( (b—a)2> (G2)
p L] f X; > _ <e 2ne” (G3)
rlp—— ; xp | ———

K n L iZ €] = eXp (b—U,)Q )

where ¢ = min z; and b = max x;.

Theorem 3 (Security of Protocol 1). Protocol 1 Given the
protocol parameters, (N, 7, Wexp, Wtol, Nz, €, €EXT), Proto-
col 1 is es-sound and e.-complete, where €5 = egxT + 2¢ and
€ =1—(1—e 2Wian)(1—e 20 ") mero s the number
of zero-probability constraints depending on the choice of the
classes k.



Proof. Consider the event of non-aborting {2 = [NonAbort] =
[Pass win-probability check] U [Pass zero-probability checks].
If any one of the checks does not pass, then set the key register
prn = (| L)(L )®", where (k" (| L))®™ = 0 for all k" €
{0,1}". The final state of Protocol 1 can be written as

prcni = PrlQprcn s, + (1= PriQ))(| L)(L )®" © pp_,.
(G4)

If the smooth min-entropy [ is lower-

min (Kn | E)
bounded by kgxT, the soundness of Protocol 1 is guaranteed

by Lemma 1 after applying a (kgxT, €gxT)-strong extractor

PKTLEm

1
§||PK"E‘Q —lK ® pEg |1 < emxT + 2€, (GS)

where px = ﬁ]l is the maximally mixed state on Hy.
And by the definition of soundness (Eq.(1)) and the fact that
Pr[Q] < 1, we can choose €5 = egxT + 2€.

We derive the completeness by bounding the aborting prob-
ability due to the i) check of the score C; and ii) check of
the zero-probability constraints _’gb, taking x = 3b for exam-
ple I()'

By Heoffding’s inequality (G3), let ¢V be the results of N
rounds of the nonlocal game: ¢; = 1 (¢; = 0) if the players
win (lose) the i*" round of the game. Take large enough N
such that the statistics of ¢V reflect nearly the true probabil-
ity distribution, and wex, = E[c] is the expectation value of
the winning probability. If in the experiment, we only run n
rounds of the nonlocal game and the results of that n rounds
as C™. The aborting probability can be upper-bounded by

Pr[aborted by score check] = Pr

1
M—nZCi>wt01]

S (€
where % >, C; is the observed winning probability.

Similarly, let ¢V be the occurrence of one of the input-
output combinations (a,b,z,y) € Sy in N rounds of the
nonlocal game. Take large enough N such that the statis-
tics of ¢ reflect nearly the true probability distribution, and
u = E[c] is close to the expectation value of the probability,
P(a,b|z,y). If in the experiment, we only run n rounds of
the nonlocal game, and denote the occurrence of (a, b, z,y)
in that n rounds as C™. Then, the aborting probability due to
the zero probability check can be upper-bounded by applying
Hoeffding’s inequality (G2),

Pr[aborted by one zero check]

1 2
=Pr|=> Ci—p>n,| <e?n,
r[ni M_nz‘|_e
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where the equality p 4+ 1, = 7, holds and 7, is the zero tol-
erance level for Protocol 1. Since ¢ > 0 and 7, > 0, the
value, 7)., is strictly smaller than 7),. Since there are three zero-
probability constraints in class 3b, the effective completeness
for all the zero-probability checks can be bounded by

< 1—(1—e 2mm)3, (G7)

Combine Eq.(G6) and Eq.(G7) together with the fact that
for two events Q4 and Qp, Pr[QQ4 N Qp] > Pr[Q4] Pr[Q5],
we have the non-aborting probability conditioned on the hon-
est behavior Pr[NonAbort|Honest] = Pr Q1]

Pr[Q|pon| = Pr[(pass win check) N (pass zero check)]
> Pr[pass win check] Pr[pass zero check]
= (1 — Pr[aborted by win check])
- (1 — Pr[aborted by zero check])
> (1-€)(1—€)
> (1 _ 6727”?01”)(1 _ 67277;271)3.
(G8)

We obtain the aborting probability of the protocol under the
honest implementation:

Pr[Abort|Honest] = 1 — Pr[Q|yon]
6_2“%201")(1 _ 6—27];2n>3-

(G9)
O

<1-—(1-

Appendix H: Numerical implementation and results

Fix the protocol parameter wi, = 10~% and € = 1072,
Two variables still need to be optimized, i) v/ from the con-
struction of crossover min-tradeoff function and ii) 3 = which
is directly related to the order « of the a-Renyi entropy. For
each fixed number of rounds N, we scan through the valid
ranges, v/ € [0,1] and 8 € (0, 1), to find the values that lead
to the highest rates. As an illustration of this procedure, we
plot the resulting heat map in Fig 3 to show the optimization

of 5.

We use Eq.(G8) to upper-bound the non-aborting probabil-
ity Pr[€?] instead of 1 — € — €2, and taking 1, = n,/2 for
convenience.

The comparison of Protocol 1, CHSH, and the §-family Bell

inequality [22] for single-party and blind randomness with
maximal winning probability are shown in Fig. 2.
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FIG. 3. Scanning 3 at optimal v’. The hotter color indicates a higher

rate.

10 For other classes, different the number of zero-probability constraints
would approximately give a different scaling parameter for the zero-

0.8

0.7

0.6

0.4

0.3

0.2

0.1

0.0

probability constraint related aborting probability.
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