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Abstract

It is undeniable that we are witnessing an unprecedented digital revolution. However, recent years
have been characterized by the explosion of cyberattacks, making cybercrime one of the most profitable
businesses on the planet. That is why training in cybersecurity is increasingly essential to protect the as-
sets of cyberspace. One of the most vital tools to train cybersecurity competencies is the Cyber Range, a
virtualized environment that simulates realistic networks. The paper at hand introduces SCORPION, a
fully functional and virtualized Cyber Range, which manages the authoring and automated deployment
of scenarios. In addition, SCORPION includes several elements to improve student motivation, such
as a gamification system with medals, points, or rankings, among other elements. Such a gamification
system includes an adaptive learning module that is able to adapt the cyberexercise based on the users’
performance. Moreover, SCORPION leverages learning analytics that collects and processes telemet-
ric and biometric user data, including heart rate through a smartwatch, which is available through a
dashboard for instructors. Finally, we developed a case study where SCORPION obtained 82.10% in
usability and 4.57 out of 5 in usefulness from the viewpoint of a student and an instructor. The positive
evaluation results are promising, indicating that SCORPION can become an effective, motivating, and
advanced cybersecurity training tool to help fill current gaps in this context.

Cyber Range, cybersecurity, gamification, educational technology

1 Introduction

Information and Communication Technologies (ICT) are significantly impacting our daily lives, sub-
stantially improving our quality of life through access to a multitude of online services and the use of
products that use these technologies. Therefore, it should be no surprise that individuals in our society
are becoming increasingly dependent on technology. Moreover, the new advancements of Beyond 5G
and 6G platforms are going to further drive this digital revolution. In fact, thanks to these platforms,
connectivity is capable of reaching a speed never seen before with incredibly low latency. Moreover, the
rise of new disruptive technologies (e.g., Blockchain [ [2]) and innovative paradigms (e.g., Internet of
Things (IoT) [3]]) have paved the way for significant contributions from both industry and academia.
Nonetheless, the digital revolution also has a negative impact. In fact, these technologies are also
becoming one of the main targets of actors with malignant purposes who attack them to cause operational
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damage and/or extract economic benefits from the companies or users that use them [4]. That is, the num-
ber of cyber attacks on ICTs has continued to grow dramatically in recent years, making cybercrime one
of the most profitable businesses for them. Moreover, such attacks are becoming increasingly sophisti-
cated, targeting virtually any economic sector with a digitized infrastructure [3}6]. Therefore, academia,
as well as the public and private sectors, are actively working to build robust and efficient security plans to
deal with cyber threats. This demand is also being met by specific educational programs in cybersecurity
matters and companies dedicated to training in these aspects [7]].

In this alarming scenario, it is easy to understand the importance of equipping professionals from all
fields with the cybersecurity and cyber defense skills needed to defend assets belonging to cyberspace
against potential cyber threats. That is why Cyber Ranges represent one of the most vital tools today
to provide quality training for professionals with particular and applied cybersecurity skills [8]]. The
National Institute of Standards and Technology (NIST) defines Cyber Ranges as “interactive, simulated
representations of an organization’s local network, system, tools and applications” [9]. In this sense, it is
easy to think of Cyber Ranges as virtualized platforms for training expert ICT infrastructure professionals
(e.g., system administrators) against cyber-attacks, to avoid possible collateral damage as part of such
training in real infrastructures.

Due to the above, in recent years, the profiles of potential users have been diversifying, substantially
expanding the range of environments appearing and how to use them. This means that Cyber Ranges are
used by different groups such as students, militaries, ICT security professionals, government employees,
or professionals of Small and Medium Enterprises (SMEs), among others. However, they share a common
characteristic: the use of realistic simulations of cybersecurity and cyber defense scenarios, thus learning
to make key decisions and defend real systems.

Nevertheless, training in these areas still presents several challenges. For example, current Cyber
Ranges present difficulty in providing realistic scenarios for training or the impossibility of offering on-
demand services using virtual infrastructures with fundamental characteristics such as reusability, adapt-
ability and scalability. From a more educational perspective, one of the major complications of current
Cyber Ranges is the loss of motivation and sense of boredom on the part of system users [10]. This
problem can be verified for various reasons, such as low interest in the contents taught, apathy towards
the subject if it is too easy, or, on the contrary, inability to understand the content or complete exercises
due to its high difficulty, generating frustration.

Intending to solve the aforementioned challenges, this paper presents SCORPION, a fully functional
and virtualized Cyber Range for training in cybersecurity and cyber defense capabilities. Based on a
set of parameters, our proposal is able to generate a series of random scenarios to perform motivating
and realistic cyber maneuvers. Specifically, SCORPION leverages a scenario authoring tool that al-
lows creating a series of dynamic and parametrizable scenarios with random variables, obtaining greater
flexibility in providing cyberexercises to system users [11].

Moreover, another differentiating feature of our proposal is the use of a learning analytics system,
which leverages telemetric data traces and biometric signals generated by the system users while solving
the challenges present in cyber maneuvers [[12]]. In this way, it is possible to assess key competencies in
dual environments (i.e., civilian/military), not only related to cyber defense and cybersecurity content but
also transversal skills such as the ability to work under pressure.

In addition, SCORPION presents a powerful gamification module composed of a vast number of
components with the objective of improving users’ motivation in solving the proposed challenges [13].
In particular, the cyberexercises conducted in such scenarios are dynamic and adaptive to the learner, as
opposed to the static ones offered by current Cyber Ranges, moving education in a personalized direction
to the user’s needs.

To demonstrate its capabilities, SCORPION is evaluated through a case study to validate its usability,
usefulness, and utility regarding the 3 abovementioned novelties (i.e., scenario authoring tool, learning
analytics and gamification module) from students’ and instructors’ perspectives. Specifically, a video



demonstration and a questionnaire are presented to a sample of teachers and students from the Computer
Science faculty at the University of Murcia. It is worth mentioning that this sample has been selected
since they represent likely users of the Cyber Range platform.

The remainder of this article is as follows: Section [2] presents a review of the main works related
to Cyber Ranges. Then, Section [3] describes the architecture of SCORPION, detailing its components.
Section [ presents a number of use cases related to the proposed system. Section [5] exposes the results
of the evaluation of SCORPION from usability, accessibility and utility viewpoints. Then, Section [6]
provides an in-depth discussion of the need for using the framework and its potential social impact.
Finally, Section [7]concludes the article, proposing interesting future directions.

2 Related work

Recently, the demand for cybersecurity and cyber defense experts has risen sharply in both the public
and private sectors, and the trend is expected to continue to grow over the next few years. Consequently,
several Cyber Ranges proposals have appeared in response to this demand, trying to cover different needs.
The papers in [14] |8, [15] review the state of the art with a focus on Cyber Ranges, analyzing various
characteristics and different perspectives, including advantages, potential drawbacks, and possible future
avenues.

At the international level, Cyber Range platforms are quite diffuse, both in the private and public
sectors. For example, Masaryk University (Czech Republic) has been developing the KYPO Cyber Range
platform since 2013 [[16]. That platform is based on several years of experience in the use of cyberspace in
education, training and cyber defense exercises, including the Czech technical cybersecurity exercises, the
Cyber Czechs, which were organized in collaboration with the Czech National Agency for Cybersecurity
and Information Security (NCISA). The platform has already been used for teaching students in several
courses at Masaryk University and for training cybersecurity professionals in the energy sector. A very
relevant feature of KYPO is that it is a free and open software Cyber Range, which has allowed other
institutions to deploy this solution in their own facilities [17]].

From an industrial viewpoint, Cyber Ranges have been proposed as training platforms to train of-
fensive and/or defensive practitioners’ skills by paying a certain amount. In this sense, such partitioners
are the final users of the platform, being able to execute the prepared cyberexercises. One notorious
example is the Indra Cyber Range Platfornﬂ (ICR) [118], which enables agencies, public and private, to
instill, assess and exercise Knowledge, Skills, and Abilities (KSA) to professionals who need to integrate
cybersecurity in various contexts as part of their professional role, either as a complementary or as a pri-
mary function. Another prominent platform is the Airbus Cyber Rang which has been developed by
Airbus [19]. Similar to the aforementioned cyber range, the Airbus Cyber Range relies on virtualization
technologies as the foundation for constructing scenarios that incorporate physical networks and Opera-
tional Technology (OT) components. Additionally, the Leonardo Cyber RangeE]is a versatile operational
environment that strives to generate authentic operational training scenarios utilizing state-of-the-art tech-
nologies such as Infrastructure-as-Code provisioning, cloud management, and software-defined network-
ing [20]]. Its primary objective is to enable government agencies and critical infrastructure cybersecurity
teams to cope with complicated cyber threats and attacks targeting both Information Technology (IT) and
OT. Additionally, the platform enables the assessment of new attack and defense techniques, verification
of infrastructure management protocols, and evaluation of protective measures for technological systems
and incident response methods.

Ihttps://cyberrange.indracompany.com/

Zhttps://www.cyber.airbus.com/

Jhttps://cybersecurity.leonardo.com/en/security—-cyber/cyber-digital-solutions/
cyber-training
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With the goal of “democratizing cybersecurity training”, the authors in [21] present CyTrONE, a
cybersecurity training system that facilitates training activities by offering an open source ecosyste
capable of automating the content generation and configuration tasks. The authors claim that CyTrONE
has three main advantages: 1) improving the accuracy of training configuration, ii) decreasing the overall
configuration time and cost, and iii) making training instantiated for many users. In addition, the sys-
tem is evaluated from two fundamental perspectives (functionalities and performance), demonstrating its
capabilities for effective training.

Likewise, the Cyber Range Alpaca is proposed in [22]. In particular, this open source frameworkE]
aims to build training according to user-specified constraints. Unlike other Cyber Ranges, Alpaca relies
on a vulnerability database and a planning engine to simulate exploits sequences that allow an attacker to
reach a specific target. All paths that meet user-specified constraints (e.g., the minimum number of steps
or use of a particular vulnerability) are found by Alpaca and collected in a vulnerability network. This
network shows all possible ways to exploit the system. Once the lattice is found, a Cyber Range is built
through automatic scripting to instantiate a virtual machine containing all the vulnerabilities that make
up the lattice. Then, the authors present some initial use cases as well as a first evaluation of the tool,
specifying many future works with the feeling that Alpaca is still in the development phase.

In addition, the Cyber Range THREAT-ARREST is described in [23]]. As part of a European project,
THREAT-ARREST aims to provide an advanced training platform that includes emulation, simulation,
serious gaming and visualization capabilities to adequately prepare users with different knowledge and
backgrounds to deal with both known and new cyber-attacks. Moreover, such a platform adopts a model-
based approach, in which cyber-attack preparedness and training models are used to specify potential
attacks, security controls to be launched and tools that can be used. By doing so, the system provides
the opportunity to plan and drive the training process integrated with security assurance mechanisms to
ensure the relevance of the training.

Furthermore, the authors in [24] present AIT Cyber Range, which features a flexible and scalable
architecture developed with open-source technologies (i.e., OpenStack, Terraform, and Ansible). Con-
cretely, AIT Cyber Range consists of four main components, that is, i) computing platform, ii) infrastruc-
ture provisioning, iii) software provisioning, and iv) scenario engine. Then, three cyberexercises cate-
gories are summarized (i.e., intra-organizational, national, and international cyberexercises) with several
teams participating and different objectives to achieve. Even if the planning is promising, one could say
that the AIT Cyber Range is still in an early development phase.

Moreover, the ICSTASY Cyber Range is described in [25]. Developed with the Korean Agency for
Defense Development, ICSTASY mainly focuses on training for military users, even if the authors claim
that it can support dual use. Specifically, its system design focuses on four pillars, that is, i) the use
of template scenarios, ii) autonomous blue-red agents [26l [27]], iii) instructors’ visibility on the training
sessions, and iv) automated post-cyberexercise evaluation. Then, the authors show several graphical
results of the development for the proposed cyberexercise phases (i.e., preparation, implementation, and
evaluation), adding quite an extensive list of MITRE-related attack techniques for their red-team agents.

The projects mentioned above undoubtedly represent an essential step towards the possibility of offer-
ing real training in cybersecurity and cyberdefense for different categories of end users. However, some
challenges still need to be answered, hindering several potential advances, as summarized in Table|l| In
order to solve such challenges, our proposal aims to innovate concerning previous Cyber Ranges solutions
on the generation of training scenarios. In particular, SCORPION provides a powerful scenario authoring
tool that can output parameterizable topologies using random variables, allowing for greater flexibility
and, consequently, positive repercussions on the part of users, both instructors and students. Firstly, in-
structors are free to create more flexible scenarios that are always different for each run, preventing it
from being repetitive. Secondly, from the students’ viewpoint, the randomization of scenarios gives them

4https://github.com/crond-jaist/cytrone
Shttps://github.com/StetsonMathCS/alpaca
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Vykopal et al. [16]

v X X X X X
Beuran et al. [21]

v v X X X X X
Eckroth et al. [22]

v X X X X X
Hatzivasilis et al. [23]

X v X v X
Leitner et al. [24]

v v X X X X
Lee et al. [25]

X v v X X
Our proposal

v X v v v v

Legend: v Yes — X No — ~ Partially

Table 1: Comparison of the related works highlighting the main features. Commercial solutions (e.g.,
ICR, Airbus and Leonardo Cyber Ranges) are excluded from the table, but mentioned in the paper.

access to a greater variety of challenges that will keep them motivated, so they can practice similar skills
in slightly different simulations to lead to improved learning outcomes.

Additionally, the trainings (or cyberexercises) in the Cyber Range have traditionally been static, with
a series of parameters and/or events coded within specific timelines, with no possibility of actually adapt-
ing to the student’s capabilities. This limitation carries negative implications, i.e., it can generate boredom
or frustration on the part of the learner if the cyberexercise posed is too easy or too difficult, respectively.
In this aspect, our solution improves the state-of-the-art proposals by leveraging a powerful gamification
module to improve students’ motivation in solving the faced cyberexercise. Specifically, several gam-
ification elements are introduced, including a component that is able to implement an adaptive system
that can adapt the resources available to students in training based on the student’s performance in previ-
ously completed challenges. Thus, if the student solves them effortlessly, the available resources will be
decreased, and vice-versa.

Last but not least, SCORPION features a learning analytics component that uses telemetric traces
generated by students and biometric signals captured by smart wristbands. In this case, we generate
specific performance metrics with respect to the competencies acquired in the completed challenges, as
well as the ability to monitor the student’s performance in real time through a user-friendly visualization
dashboard.

3 Architecture

The architecture of SCORPION contemplates a division of users by roles, in our case, into students,
instructors, and administrators. The students are the ones who carry out the cyberexercises, generating
different telemetries during the cyberexercise, and additionally, the biometric data. Besides, the students
can belong to different groups allowing participation as a team in collaborative cyberexercises. On the
other hand, the instructors are in charge of designing and activating the cyberexercises and analyzing
the different learning analytics collected during them. Finally, an administrator role focuses mainly on
maintaining and managing the Cyber Range. As previously mentioned, the SCORPION architecture
stands out from the rest of the aforementioned Cyber Ranges due to the incorporation of a scenarios
authoring tool for the instructor, able to output randomized and parameterizable network topologies, a
gamification system, including an adaptive cyberexercise module, and a learning analytics component
for processing and monitoring telemetric and biometric data of the students (containing a stress detection
module), as shown in Figure E} For this section onwards, we use the term cyberexercise instance as one



activation and execution of a cyberexercise with one or more students.
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Figure 1: Abstract view of SCORPION’s architecture

Front-end, software components and interconnections

To interact with the proposed framework, users connect to the front-end. This application comprises
several components or microservices, each in a Docker container where they are executed independently,
as shown in Figure 2] These components are:

Nginx: this component acts as a reverse proxy to redirect requests to the corresponding endpoint,
allowing us to take advantage of the security and performance features of the service. End-user
requests are intercepted by this component and, depending on the destination (/ or /ws), are sent to
Gunicorn or Daphne, respectively. In addition, it is also responsible for serving static content (such
as HTML templates or JS scripts) and multimedia (device images, user avatars, etc.).

Gunicorn: it is in charge of serving the HTTP/HTTPS requests made by the users of the platform.

Daphne: it serves WS/WSS requests addressed to WebSockets, since these always start with the
prefix “/ws”.

PostgreSQL: it is responsible for storing all the information necessary for the operation of the
application, such as users, scenario definitions, challenges and cyberexercises, services, and tem-
plates, among others.

Redis: together with Django Channels and WebSockets, they are responsible for providing the
application with the ability to get real-time, asynchronous updates without the need for the end
user to refresh the browser page.



* Celery: this component is in charge of processing and executing asynchronous tasks in the back-
ground, such as deploying scenarios or releasing the resources associated with a scenario when it is
deleted. Besides, it works in combination with Celery Beat, which is a scheduler for background
periodic tasks within the framework.
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Figure 2: Architecture of SCORPION
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Figure 3: Component diagram of the random scenarios generator

Compared to the works analyzed in Section 2} the scenario authoring tool represents the first differ-
entiating factor. Particularly, the main objective of this component is twofold. On the one side, it can
generate random network topologies at each iteration based on the internal logic described in this section.
Those ready-to-use topologies contain nodes fully equipped with services to run cyberexercises (e.g., vul-
nerabilities, misconfigurations, offensive tools, etc.). On the other side, it allows the platform instructors
to create an ad-hoc scenario starting from scratch.



The generation of network scenarios is carried out thanks to an additional platform component, which
has its own internal models, independent from the rest, to be easily extensible and maintainable. The
entire generation process is depicted in Figure Specifically, this component takes as input two pa-
rameters: the environment and the complexity of the scenario to be generated. The first refers to the
environment whose network will be created, e.g., smart home, industrial control system, etc. The latter,
instead, refers to the density of the generated network, e.g., the number of nodes, services, the intercon-
nections, etc. From these, the corresponding generation rule is retrieved and, following the internal logic
of the element, a JSON is generated as output with the information of the specific scenario generated.

The internal logic of the generator consists of two loops, that is, one for network entities (e.g., routers,
switches, etc.) and one for final entities (e.g., laptops, servers, etc.). The first loop randomly places the
network entities in the scenario topology. In particular, it creates a new network entity and checks if any
other network entity has already been generated. If so, one of these previously created network entities
is randomly taken and connected to the one just created. This connection will be direct or indirect (i.e.,
there will be a final entity between them) depending on the probability of a direct connection between the
two entities. To decide this, a random number between 0 and 1 is generated. If this number is less than
the aforementioned probability, both network entities (the one just created and the one randomly taken
from those already created) will be directly connected. Otherwise, if this random number is equal to or
greater than such probability, a new final entity is created that will act as a “bridge” between both network
entities since it will be connected to both of them. On the other hand, within the second loop, only one
new final entity has to be created in each iteration and connected to a network entity randomly selected
from those previously created in the first loop.

Once all the necessary entities have been created, the generator proceeds to perform the IP addressing
of each of these entities, assigning to each network entity a range of addresses and to each final entity con-
nected to that network entity a unique address within that subnet. Finally, the generator calls an auxiliary
function that is responsible, from all the previously generated information (entities, IP addressing, etc.),
to generate two JSON with the nodes and links present in the topology, which are used in the front-end to
draw the topology for the end user.

Additionally, the JSON file is then parsed to generate the corresponding Terraform file. Terraform is
an infrastructure-as-code tool defined by HashiCorp. In particular, it allows one to define resources and
infrastructure in declarative and readable configuration files, and it manages the lifecycle of its infrastruc-
ture. In this sense, the generated topology definition is portable among different virtualization providers,
just changing a few labels.

Using the logic described above, the random scenario generator is able to build models that represent
realistic topologies of network entities and endpoints that will be different at each iteration and modifiable
to be adapted to particular needs.

3.3 Learning analytics system

Another novelty feature of SCORPION is the module for learning analytics processing. No other Cyber
Range in the state of the art includes learning analytics, which makes it impossible to assess and monitor
students’ knowledge. Our learning analytics system includes two main data sources. First, we collect
trace data from students when interacting with the cyberexercises, for example, the hints utilized, solu-
tions attempts, or time needed. SCORPION employs these trace data to generate learning analytics and
visualize them through different graphics. For each cyberexercise instance and challenge, SCORPION
shows the instructor the time needed, the points obtained, the penalizations, the hint attempts, and the hint
requests. The students also have four summary learning analytics in their profiles, all computed by each
type of competence of the challenges and globally. These four analytics are the total of points obtained
in all cyberexercises, the total time in cyberexercises, the proportion of points obtained in cyberexercises,
and the proportion of remaining time in cyberexercises.



Moreover, we also enable the reception of multimodal signals with the RESTful API. The API is
generic and allows different smart wristbands to send signals from electrocardiograms, photoplethys-
mography (PPG), inter-beat distance, or heart rate via Wi-Fi, and the stress detection module could use
any of them. The stress detection module divides these signals into windows of constant size. For each
window, this module extracts different heart rate features, which are introduced into an anomaly detection
model that classifies each of the windows into stress and non-stress. Finally, SCORPION computes the
percentage of the stress windows of each challenge and shows the heart rate and the stress percentage of
the stress to the instructor in the live progress graph in real-time.

3.4 Adaptive cyberexercises with gamification

The gamification and adaptive systems receive the learning analytics of the students processed by the
learning analytics processing and monitoring system and use them to improve student motivation through
the application of common game elements in the context of Cyber Ranges. No other cyber range includes
an adaptive system with gamification elements. Therefore, there is also a lack of attention to students’
motivation in Cyber Ranges that we solve in SCORPION. The adaptive system seeks to keep the learner in
an optimal challenge zone; thus, he neither feels overwhelmed nor bored by the cyberexercise’s difficulty.
The adaptive system is also considered part of the gamification system as it is a type of tool frequently
found in games. Additionally, the gamification system includes the following elements:

 User profile and avatar: The user profile stores his role, avatar, username, first name, last name,
and email address. If the profile has the student role, it also stores his points, different learning
analytics, and medals gained. All these data are only accessible to the user, instructors, and admin-
istrators, so one student can not visualize the profiles of other users.

 Points: Points are a bargaining chip to improve the student’s performance in cyberexercises. In-
structors designate the maximum number of points awarded for each challenge of the cyberexer-
cise, and the points obtained by the student are calculated based on the resources consumed. Those
resources are time, hints, and flag attempts consumed (i.e., the challenge’s solution).

* Medals: Medals are another reward for the students that aims to orient their behaviors toward
desired actions. For example, the Sherlock Holmes medal is acquired for every ten challenges
resolved of the Forensic competence, encouraging the students to solve more challenges of this
competence. Besides, the students can achieve many times the same medal, and the design applied
also allow the addition of new medals to orient the student’s behavior to other actions.

* Learning analytics graphs: These graphs allow the visualization of learning analytics, facilitating
an analysis of student performance and generating competitive motivation among them by com-
paring their learning analytics. However, these general learning analytics graphs are only available
to the instructors, who decide whether to show them to all students during or at the end of the cy-
berexercises. Figure[d]shows the graph that summarizes the solved challenges of one cyberexercise
instance and Figure [5] the mean score achieved in multiple executions of one cyberexercise to the
Instructor.

4 Use cases

This section describes the most relevant use cases of a complete workflow in the proposed platform. We
focus on these use cases, leaving out tasks such as user management or platform configuration since they
are similar to those in other Cyber Ranges.
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Figure 4: Graph summarizing the solved challenges of one cyberexercise instance
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Figure 5: Graph summarizing the mean score of multiple executions of one cyberexercise

4.1 Creating a scenario

The first step in creating a cyberexercise by an instructor is the construction of the scenario in which
it takes place. To create the scenario, the instructor has to specify the name, description, environment,
and complexity. From these last two parameters and taking the corresponding generation rule (which
contains a series of parameters that make the generation different in each iteration, such as the maximum
and the minimum number of final entities and network entities), SCORPION generates a topology that
the instructor can customize each of the entities of this topology by clicking on the node to be modified as
shown in Figure[§] The instructor can only modify the device type if the node corresponds to a network
entity. On the other hand, if a node is an end entity, the instructor can modify the device type, change the
template to be used by that entity, and add or remove services and flags. Once the instructor has designed
the scenario and it meets his requirements, it is saved for later use in future cyberexercises.
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Figure 6: Topology of a scenario with four final devices and two network devices

4.2 Creating a challenge

In SCORPION, cyberexercises are conceived as a sequence of challenges deployed in the same scenario.
Therefore, the next step consists of creating the challenges that will compose the cyberexercise. For each
challenge, it is necessary to establish the name, the evaluated competence, the objective (attack or de-
fend), the maximum time, the number of attempts, the hints, the scenario on which it will be executed,
a description, an explanation of the solution, the challenge flag (the solution of the challenge), and the
difficulty which is automatically calculated according to the challenge score. The available challenge re-
sources will be reduced based on the student’s performance on the previous challenge if the cyberexercise
is adaptive

4.3 Creating a cyberexercise

To create a cyberexercise in the proposed framework, the instructor has to select the scenario where the
cyberexercise will take place. Based on the selected scenario, the instructor has to indicate the sequence of
challenges among those available for that scenario. The selected challenge will establish the competence,
points, time, and difficulty. The time and the points are calculated as the sum of the time and points of all
their challenges. The difficulty is calculated based on the points and the number of challenges. We con-
sider the initial competencies of binary, coding, crypto, enumeration, steganography, forensics, lateral
movement, and web, but the administrators can add more through the configuration panel. Whether a cy-
berexercise is composed of challenges of different competencies, the final competence is miscellaneous.
In addition, the cyberexercise has a name, a narrative, and goals.

4.4 Activating a cyberexercise

After the cyberexercise has been created, the instructor can activate the cyberexercise instance. During the
first step in the activation, the instructor indicates the students or groups participating in the cyberexercise
instance and specifies whether it will be collaborative and/or adaptive. Figure [7]shows the activation of a
collaborative adaptive cyberexercise. Subsequently, the instructor assigns a scenario deployment to each
student or group. The generation of the scenario deployments can be done while the cyberexercise is being
activated, or they can have been deployed previously to avoid the waiting time produced by virtualization
and the reservation of resources for the deployment generation. Then, the instructor can start, pause and
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stop the cyberexercises and, on the other hand, visualize the students’ progress in real-time, as shown
in Figure [8| This live progress graph shows additional information when the instructor clicks on one
of the student’s challenges, indicating, among other data, the student’s stress level in a challenge and
the consumed resources. After finishing the cyberexercise, the instructor can observe different graphs
summarizing the cyberexercise instance, such as the score of the students, the time consumed, and the
average heart rate of each student.

) > Trainings > Activate fraining > TR-2023-001 > Student selection

Student selection

Collaborative training

Adaptative training

In this type of collaborative training, students from each group cooperate to solve I this type of adaptative training, the available resources of the challenges are All students selected to participate or who have accessed via the token will be

the different challenges of the collaborative training by sharing deployments. adapted according to the performance shown removed and you wil have to make a new selection.

Collaborative Adaptative [ Reset B l

Select the groups that will participate in the training Groups that will participate in the training
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Figure 7: Activating a collaborative adaptive cyberexercise
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Figure 8: Live progress graph

If the student wears a smart wristband with the SCORPION application, at least five minutes before
starting the cyberexercise, the student has to log in through the wristband and activate the recording. This
process aims to collect a baseline of the student’s biometric data for the stress detection module.

Once the student joins the cyberexercise, he visualizes the visible entities of the scenario topology,
allowing the connection to these virtualized entities. The cyberexercise view also shows the name of the
challenge, its description, the remaining time, and the maximum score. Furthermore, this view allows
the student to attempt flags and request hints. After finishing each challenge, the student moves to the
next challenge; if the cyberexercise is adaptive, the resources available in each challenge will depend on
his performance in the previous challenges. Figure 9| displays the student view during a cyberexercise.
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Figure 9: Student view during a cyberexercise

At the end of the cyberexercise, the student observes a summary of his cyberexercise instance statistics,
including his score, which is calculated based on the resources consumed in each challenge.

4.5 Visualization of learning analytics

Instructors can analyze the cyberexercise learning analytics at three aggregation levels:

* Cyberexercise. The different metrics at this level allow the instructors to analyze the overall per-
formance of the students in that cyberexercise. For example, an instructor may detect that the
cyberexercise is too difficult for the students and add more hints.

* Cyberexercise instance. This aggregation level summarizes the performance of a set of students
in a specific cyberexercise instance. Sometimes instructors are interested in analyzing the perfor-
mance of a particular cyberexercise instance, for example, because the cyberexercise instance is
an exam or because the general statistics of a cyberexercise include heterogeneous sets of students
who may have very different knowledge levels.

* Challenge. When the cyberexercise instance is finished, the instructors can analyze the final state
of the live progress chart, allowing them to analyze the different events of each challenge. At this
level, an instructor may observe whether there is a clue that leads the students too much to the
solution, the adaptations applied by the adaptive system, or if any of the students have not managed
the stress correctly in any of the challenges.

Besides, the instructors can analyze the student’s overall and competency-based performance in the
student profile, including the medals gained. For each competence, the total points, the total time, the
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Figure 10: User profile statistics and his trophy gallery

proportion of points obtained, and the proportion of remaining time are displayed. Figure[I0|shows these
statistics. On the other hand, the students can visualize their learning analytics for each cyberexercise
instance and their overall and competency-based performance.

5 Evaluation of SCORPION

We considered obtaining an external assessment of our Cyber Range essential. The first objective was to
determine if the platform was usable for students and instructors. An unnecessarily complex platform is
likely to be slightly used or disused due to all the training required. Furthermore, the appearance and how
the elements are displayed in SCORPION could be intuitive for the authors but not for external instructors
and students. Therefore, we included a System Usability Scale (SUS) questionnaire in our evaluation to
assess the usability of SCORPION.

Additionally, SCORPION includes different novelties in the state-of-the-art, mainly, the parametriz-
able random scenario generator, the learning analytics and the adaptive cyberexercises with gamification
elements. However, suppose these functionalities are considered useless. In that case, developing them
further is no point, and our Cyber Range would not stand out from the rest of Cyber Ranges. Conse-
quently, we included different questions to evaluate the usefulness of the SCORPION’s functionalities.

We even considered the case study an excellent opportunity to discover what features the users would
stand out from SCORPION to leverage this functionality and preserve it in new versions of our Cyber
Range. On the other hand, knowing things to be improved and receiving new ideas to continue improving
SCORPION was considered highly advantageous. Therefore we included two open questions to collect
what feature they would highlight of SCORPION and potential improvements.

5.1 Participants

The participants were students or instructors of Computer Science at the University of Murcia (UMU),
Spain. A total of 31 subjects participated in the evaluation. It is worth noting that SCORPION is focused
on training cybersecurity skills; therefore, users are instructors and students of some kind of engineering.
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For this reason, it does not make sense to evaluate the platform with students or instructors from other
disciplines. The highest educational level of 38.7% of our participants is a bachelor’s degree, 32.3% a
master’s degree, 16.1% a doctorate, and 12.9% a high school degree. The volunteer roles are not mutually
exclusive, as a volunteer can assume multiple roles simultaneously. These roles include 71% researchers,
67.7% students, 22.6% instructors, 3.2% ITC professionals in companies, and 3.2% security analysts. As
for their skills in ITC, 58.1% self-assessed them with a score of 4, 32.2% with a 5 (the maximum score),
and 9.7% with a 3; none assessed their IT skills with scores of 2 and 1 (minimum). Regarding their
cybersecurity skills, 35.5% self-assessed them with a score of 4, 32.2% with a 3, 16.1% with a 2, 9.7%
with a 1 (the minimum score), and 6.5% with a 5 (the maximum score).

5.2 Methodology

The study was composed of a video demonstration of SCORPION and a questionnaire. The demon-
stration lasted 16 minutes, showing the main functionalities available in SCORPION for students and
instructors. All the workflow described in Section 4] was also shown. After the demonstration, the volun-
teers filled out the questionnaire described in Table|3| This questionnaire included:

* The Spanish version of the SUS questionnaire [28]] in a 5-item Likert Scale to evaluate the usability
of SCORPION.

e Usefulness questionnaire with nine questions focused on functionalities for instructors and five
questions for students. Two of the questions should only be answered by instructors or students,
assessing the teaching and learning capabilities of SCORPION.

* Two open questions to collect which features they would like to highlight of SCORPION and
potential improvements.

5.3 Results

The achieved scores in the questionnaires are summarized in Table[2] In the SUS questionnaire, SCOR-
PION achieved an average score of 82.10 points over 100 and a standard deviation of 12.55. This is a very
good result, showing that SCORPION is usable, making students and instructors want to use it. Again,
we obtained excellent results in the usefulness evaluation, showing that the different functionalities in-
cluded in SCORPION are considered useful by instructors and students. Therefore, the random scenario
generator, the adaptive cyberexercises, the learning analytic, and the inclusion of gamification elements
have been considered valuable, making our Cyber Range stand out from the rest of the state-of-the-art
Cyber Ranges.

Regarding the open question about the best features of SCORPION, 61.29% highlighted the usability
and intuitive nature of the front-end. In the first open question, 19.35% of the participants highlighted
the novelty functionalities of SCORPION. This result indicates that usability is more important for the
participants than including novelty functionalities. Therefore, in the development of Cyber Range, it is
essential to include usability questionnaires as done in SCORPION. Regarding possible improvements,
38.71% highlighted minor improvements over the functionalities implemented, 29.03% proposed new
functionalities, 22.58% did not find possible improvements, and 9.68% indicated functionalities they
would like to see in more detail in the case study video. These outcomes indicate that students propose
more minor improvements on existing functionalities than new functionalities.
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Question ID Score Number of
questions

Average SUS 82.10 10

Total usef-inst-scen 9.55 2

Total usef-inst-crea-cyber 8.68 2

Total usef-inst-act-cyber 9.39 2

Total usef-inst-perf 8.97 2
Average instructor usefulness | 4.57 8

Total usef-stud-real-cyber 9.39 2

Total usef-stud-gam 8.9 2
Average student usefulness 4.57 4

Total usef-inst-cond 4.57 1

Total usef-stud-cond 4.73 1

Table 2: Scores obtained in the evaluation of SCORPION

6 Discussion

The developed Cyber Range architecture includes several modules that improve upon the state of the art.
Our analysis of three literature reviews on Cyber Ranges [14} [8] [L5] revealed that the possibilities for
instructors to configure their own scenarios by hand were not discussed in any of the reviews. Therefore,
we introduced an authoring tool that allows for the creation of an infinite number of scenarios, which can
be easily deployed in the virtualization environment. The evaluation results contained six items related
to the cyberexercise authoring tool and obtained an average score of 4.6, thus we can conclude that
respondents are in agreement and the tool has a large potential for the creation of cyberexercises. This
feature provides great versatility and functionality, and can be scaled to other environments as long as the
necessary template entities are generated for the type of scenario to be set up.

Moreover, our Cyber Range includes several significant novelties that have not been fully explored in
the literature. For instance, while gamification has been identified as a powerful approach to improving
student motivation [29], its application in the context of cybersecurity has mainly been limited to serious
games [10]. We found only a few examples of Cyber Ranges that include gamification features, such
as the Mizzou Cyber Range [30]. To address this gap, we introduced a large number of gamification
elements in our Cyber Range, including some that, to the best of our knowledge, have not been proposed
before, such as the adaptive system. In fact, our Cyber Range is the first to consider adaptive learning
functionalities, despite being considered one of the key enabling technologies to provide personalized
education to students [31]]. We included two items in the survey to evaluate the gamification elements, and
the respondents agreed with an average score of 4.45 that these features can help improve the motivation
of learners, which we consider a success and the primary objective of gamification.

Another notable feature is the module for learning analytics processing, which currently includes two
main sources of data. First, we collect trace data from students when interacting with the cyberexercises.
Moreover, we also enable the reception of multimodal signals with the RESTful API. While we have only
supported the reception of heart rate through a smartwatch and used this signal for stress detection, this
module can be easily extended to include a greater number of signals from other devices and other cogni-
tive abilities. For example, we could extend it with the use of a brain-computer interface (BCI) helmet to
obtain the electroencephalogram (EEG) and use it to measure concentration and activity levels. Such ap-
plications fall within the area of evaluating capabilities through sensors to support training [32]]. All these
data are processed to generate performance indicators and learning analytics, which are then displayed
in a visualization dashboard [33]]. Instructors can access the full information of all their students, which
can enable the possibility of providing personalized support and monitoring, while students can access
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only their own performance metrics for self-awareness purposes. These two survey items about learning
analytics were also highly rated by respondents with an average score of 4.49.

By unifying all of these features on a single platform, our Cyber Range encompasses what is com-
monly known as the Learning Content Management System (LCMS) that instructors interact with to
create content, and the Learning Management System (LMS), which is where students develop their
learning [34]. Additionally, with the included learning analytics functionalities, numerous metrics (even
in real-time), the different gamification elements, and the option to activate the adaptive system, our Cy-
ber Range is an integrated system that includes three cutting-edge educational technologies [35] unified
in a single environment for the training of professionals in cybersecurity. Not only SCORPION has a
large number of state-of-the-art functionalities, but the tool is usable as a whole. SCORPION obtained a
SUS score of 82.10 based on the ten items of the questionnaire, which makes our results situated above
the 10™ percentile in terms of all the considered studies in the research developed by Sauro [36]; thus,
our usability results are remarkable. While we have not found any other Cyber Ranges that have been
evaluated with a SUS score to compare with, a systematic review of the perceived usability of educational
technologies with SUS reported that the average score of Internet platforms, that included LMSs, was a
SUS score of 66.25 [37]; therefore, our results are 16 points above the average SUS score reported in all
the educational technology literature.

Furthermore, the presented architecture is modular, scalable, and agnostic to the virtualization envi-
ronment where the scenarios will be deployed. This means that the entire architecture could be reused by
simply changing the virtualization environment in the Terraform file generated by the scenario generator
system. Only a small adaptation would be required to generate the new Terraform file in the appropriate
format. This significantly facilitates its reuse in other cybersecurity training environments, which have
clear dual applications (civil and military). Entities that may be interested in this type of cybersecurity
training are varied, including higher education institutions, ICT professionals in companies, and units
of security forces and bodies working in cyber defense. Given the infrastructure we have and its easy
deployment through containers, it would be possible for them to reuse and deploy it on their premises.
However, it is also true that they may not have the necessary personnel to maintain such technical infras-
tructure, so it could also be of interest to provide these training services with Cyber Ranges as a service,
following a paradigm that we could define as Cyber Range as a Service (CRaaS). This service could trans-
parently offer practical cybersecurity training and realistic scenarios, abstracting from all the complexity
of infrastructure, virtualization, as well as learning management and content creation. In the future, we
also plan to enable Learning Tools Interoperability (LTT) IMS standard to enable SCORPION to be used
as a third-party provider of cybersecurity exercises [38]. This would enable a seamless integration of
SCORPION with other LMSs, such as Sakai, Moodle or Open edX, greatly facilitating the teaching of
integral cybersecurity courses with both theoretical and practical contents.

One important limitation to highlight is that the Cyber Range described here has not yet been tested in
a real environment with a large number of students and scenarios deployed simultaneously, so the exact
technical needs and possible scalability problems that may arise are not yet known. In addition, there
is still work that needs to be developed, such as capturing telemetry from the machines in the deployed
scenarios, supporting blue team operations, or increasing the number of template entities available in
the virtualized template repository to improve scenario creation possibilities. Nevertheless, given the
importance of high-quality cybersecurity training today, the novel contributions to the state of the art
in the context of Cyber Ranges, and the scarce supply of Cyber Ranges developed by Spanish entities
(especially universities), we consider that our Cyber Range makes a significant contribution to literature
and society.
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7 Conclusion and future work

The rapid development of technology has led to the emergence of cybercrime as a prominent threat
to digital security. This type of crime involves the sophisticated targeting of digital assets by highly
skilled and organized individuals and groups. Additionally, the ongoing Ukraine vs. Russia conflict has
demonstrated the increasing importance of cyberspace as another battleground. Given this concerning
context, the need for training professionals and individuals in cybercompetences has become imperative.
Cyber Range platforms have emerged as an effective and efficient means of providing hands-on training.
However, the current state-of-the-art Cyber Range ecosystem faces several challenges, including the static
nature of cyberexercises and the lack of adaptability to users’ capabilities.

In the paper at hand, we have presented an overview of our Cyber Range architecture, which en-
ables key and novel functionalities within the literature. Some of the key points of the architecture are as
follows: 1) a scenario authoring tool, able to generate random and realist network topologies, which is
supported by a specific module that allows for parameterization, randomization, and detailed configura-
tion of such scenarios and each of their nodes, 2) a gamification module that allows for the deployment
of various elements such as scores, medals, including adaptive system that is capable of adapting the
available resources of students in each challenge of a cyberexercise based on their previous performance,
and 3) a learning component that collect telemetric and biometric students’ data and generates numerous
performance metrics in cyberexercises.

To demonstrate its capabilities, the efficacy of SCORPION is then assessed by means of a case study
in order to substantiate its usability and usefulness. SCORPION obtained 82.10% in usability and 4.57 out
of 5 in usefulness from the viewpoint of a student and an instructor. Therefore, it has been demonstrated
that the platform is usable and that the functionalities that make SCORPION stand out in the state-of-the-
art are useful.

This Cyber Range opens up new opportunities for validation and research in the future. Firstly, those
related to the technical validation of the architecture to analyze its scalability, effectiveness, and usability
within real experiences, whether in cybersecurity courses in higher education or other centers interested in
this training. These experiences will also generate large data sets that will allow the analysis of students’
behavior with the Cyber Range, facilitating research with real case studies to evaluate the impact of
the different modules of the Cyber Range. We plan to explore how to offer these services to different
interested actors so that they can consume them transparently, without worrying about infrastructure or
deployment requirements. Finally, we also plan to extend many of these modules to incorporate new
functionalities, such as collecting additional biometric signals or supporting the deployment of more
services in the scenarios.

Overall, the Cyber Range architecture presented in this article represents a significant contribution to
the literature and society, given the importance of high-quality cybersecurity training today. While there
are some limitations, such as the need for further testing in real-world scenarios, the potential impact of
this Cyber Range on cybersecurity education and research is promising.
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Questio- | Functionality  evalu- | Question Identifier
nnaire ated
General usability I think that I would like to use this system frequently | SUS-1
— General usability I found the system unnecessarily complex SuUS-2
% General usability I thought the system was easy to use SUS-3
2 General usability I think that I would need the support of a technical | SUS-4
% person to be able to use this system
% General usability I found the various functions in this system were well | SUS-5
E integrated
'—g General usability I thought there was too much inconsistency in this | SUS-6
3 system
% General usability I would imagine that most people would learn to use | SUS-7
z this system very quickly
» General usability I found the system very cumbersome to use SUS-8
General usability I felt very confident using the system SUS-9
General usability I needed to learn a lot of things before I could get | SUS-10

going with this system

Usefulness

Usefulness

Instructor: Scenario gen-
erator

I think the random scenario generator helps in sce-
nario creation

usef-inst-scen-1

Instructor: Scenario gen-
erator

I think the interactive figure with the topology of the
scenario generator facilitates scenario editing and cre-
ation

usef-inst-scen-2

Instructor:  challenges | I think the tool facilitates the creation of cyberexer- | usef-inst-crea-cyber-
and cyberexercises cises by decomposing them into reusable challenges 1
Instructor:  challenges | I think the tool enables the creation of realistic cy- | usef-inst-crea-cyber-

and cyberexercises

berexercises

2

Instructor: activation of
a cyberexercise

I think the possibility of activating collaborative cy-
berexercises allows the development of teamwork ca-
pacity

usef-inst-act-cyber-1

Instructor: activation of
a cyberexercise

I think the management of deployments through the
platform makes activating a cyberexercise easier for
the instructor

usef-inst-act-cyber-2

Instructor: learning ana-
Iytics

I think that heart rate measurement and stress detec-
tion can be useful for measuring work capacity under
pressure

usef-inst-perf-1

Instructor: learning ana-
Iytics

I think that the statistics generated by the platform
allow easy analysis of students’ performance in cy-
berexercises

usef-inst-perf-2

Question for real profes-
sors

Answer this question only if you are a higher edu-
cation professor. How much do you agree with the
following statement: “The use of SCORPION would
improve my ability to teach cybersecurity competen-
cies?”

usef-inst-cond

Student: realization of a
cyberexercise

I think that during a cyberexercise, the student visu-
alizes the information needed to solve the challenge,
e.g., the scenario and description of the challenge

usef-stud-real-cyber-
1

Student: realization of a
cyberexercise

I think that during the completion of the cyberexer-
cise, the student visualizes the necessary information
about available and consumed resources such as time,
available flag attempts, or hints

usef-stud-real-cyber-
2

Student: gamification

I think the adaptive system improves student motiva-
tion during cyberexercise execution

usef-stud-gam-1

Student: gamification

I think the medal and scoring system motivate the stu-
dent to perform more cyberexercises

usef-stud-gam-2
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Questio-

Functionality  evalu-

Question

Identifier

nnaire ated
Question for real stu- | Answer this question only if you are a computer en- | usef-stud-cond
dents gineering student or a similar degree in higher edu-
cation. How much do you agree with the following
statement: “Would using SCORPION improve your
chances of acquiring cybersecurity skills?”
g Open question What positive features would you highlight? OP-1
k= Open question What tool features do you think could be improved or | OP-2
) be added?

Table 3: Questionnaire employed in the evaluation of SCORPION. The questions have been translated
from Spanish to English
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