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ABSTRACT
In the rapidly evolving field of machine learning, adversarial at-
tacks pose a significant threat to the robustness and security of
models. Amongst these, decision-based attacks are particularly in-
sidious due to their nature of requiring only the model’s decision
output, which makes them notably challenging to counteract. This
paper presents L-AutoDA (Large LanguageModel-based Automated
Decision-based Adversarial Attacks), an innovative methodology
that harnesses the generative capabilities of large language models
(LLMs) to streamline the creation of such attacks. L-AutoDA em-
ploys an evolutionary strategy, where iterative interactions with
LLMs lead to the autonomous generation of potent attack algo-
rithms, thereby reducing human intervention. The performance
of L-AutoDA was evaluated on the CIFAR-10 dataset, where it
demonstrated substantial superiority over existing baseline meth-
ods in terms of success rate and computational efficiency. Ultimately,
our results highlight the formidable utility of language models in
crafting adversarial attacks and reveal promising directions for
constructing more resilient AI systems.

CCS CONCEPTS
• Theory of computation → Design and analysis of algo-
rithms; • Computing methodologies→Artificial intelligence.

KEYWORDS
Large LanguageModels, Adversarial Attacks, Automated Algorithm
Design, Evolutionary Algorithms
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1 INTRODUCTION
Deep neural network (DNN) models, despite their remarkable per-
formance across a broad spectrum of domains, remain susceptible
to adversarial attacks [16, 37], which involve imperceptibly altering
the input data to induce incorrect model responses. Such vulner-
abilities threaten the integrity and reliability of machine learning
applications, particularly in safety-critical scenarios such as au-
tonomous vehicle driving [3] and medical diagnostics [11]. Attack-
ers can engineer white-box attacks using comprehensive knowledge
of the DNN, or resort to black-box attacks when the model’s details
are concealed [33]. Of particular concern are decision-based attacks
that necessitate only the model’s output label information [21],
posing a significant risk to real-world machine applications, such
as commercial platforms that generally provide only the decision
to users, thereby substantially endangering security and presenting
challenges in implementing effective defenses [13, 19].

The escalating arms race in trustworthy artificial intelligence
(AI) domain, characterized by the rapid advancement of attack
methodologies and the concurrent evolution of defensive strate-
gies [4, 30, 39], highlights the imperative for automating the genera-
tion and testing of adversarial attack algorithms [27]. This necessity
is particularly acute in the realm of decision-based attacks, which
demand extensive manual labor to develop and refine strategic
methodologies. Current approaches to decision-based attacks are
heavily reliant on handcrafted heuristics [2, 5, 7, 8, 12], posing
significant impediments to enhancing their efficiency and efficacy.

The automation of adversarial attack algorithm design, under-
pinned by automatic program synthesis [18], entails the generation
of programs within complex constraints. This area of research,
known within the machine learning community as AutoML [14],
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Table 1: Comparison of strengths andweaknesses of different
algorithm design approaches.

Method Time Expertise Refinement
Domain Extra

Manual 1-2 Months ✓ ✗ ✓

Automatic Synthesis 1-2 Months ✓ ✓ ✗

L-AutoDA (Ours) 1-2 Days ✗ ✗ ✓

seeks to devise strategies with minimal manual intervention. Au-
toDA [15] represents the cutting-edge effort in this domain, adopt-
ing a random search across a thoughtfully assembled set of alge-
braic operations to engineer adversarial attack algorithms. However,
their method is inherently labor-intensive, particularly in develop-
ing domain-specific languages and establishing automated testing
infrastructures. Despite the intense investment of efforts and re-
sources, the independent progression of novel algorithms without
human expertise presents a substantial challenge [15, 34].

Recent literature has highlighted the potential of large language
models (LLMs) for autonomous algorithm design, as demonstrated
by initiatives such as Google’s FunSearch [35] and the evolutionary
algorithm community’s AEL [29]. These efforts have corroborated
the feasibility of LLMs in the independent generation of algorithms.
The advantages of LLMs are manifold: they can decode natural
language inputs, obviating the need for domain-specific language
encodings and thereby enabling the creation of innovative algo-
rithms beyond the limitations of traditional encoding methods.
Furthermore, LLMs can be smoothly integrated into prevailing test-
ing frameworks, requiring only slight modifications to existing test
scripts since they can output program code directly, circumventing
the need for decoding intermediate encodings. A comparative anal-
ysis of this approach with conventional manual algorithm design
and automatic program synthesis is delineated in Table 1.

In this research, we exploit the AEL framework for develop-
ing decision-based adversarial attacks, introducing L-AutoDA, a
cutting-edge automated framework tailored for crafting such at-
tacks. To the best of our knowledge, this work constitutes the first
attempt to utilize LLMs in the development and autonomous evalu-
ation of adversarial attack algorithms. By integrating meticulously
devised prompts and a population-based methodology within the
AEL framework, as detailed in [29], we succeed in deriving inno-
vative strategies. Remarkably, the genesis of all initial algorithms
originated exclusively from LLMs and did not depend on established
human-centric design principles. This signifies a groundbreaking
shift away from conventional approaches, featuring a new paradigm
in the autonomous generation of adversarial attack algorithms.

Our contributions are as follows:

• We introduce L-AutoDA, an innovative automated frame-
work that incorporates LLMs to develop decision-based ad-
versarial attack algorithms, marking a pioneering attempt to
employ LLMs in this domain and setting the stage for new
paradigms in the field.
• Our comparative analysis demonstrates the superiority of
LLMs in crafting adversarial attack algorithms over existing
methods. The benefits are threefold: 1) they enable algorithm

generation through natural language interactions, thereby
reducing the dependence on human expertise; 2) they exhibit
a proficiency to generate more potent algorithms than those
conceived by human experts, and 3) they display a capability
to produce algorithms that can be integrated seamlessly with
existing testing codes.
• The experimental evaluation and analysis highlight the gen-
erated algorithms’ robust performance, surpassing those that
are manually designed. This furnishes new insights into the
construction of decision-based adversarial attacks.

2 RELATEDWORKS
2.1 Decision-based Adversarial Attacks
Decision-based adversarial attacks constitute the most challenging
scenarios for attackers, given that the only information available
about the target model is the output label. Despite this obstacle,
they pose a considerable threat to machine learning applications.
A pioneering study by Ilyas et al. [21] demonstrated the use of
Natural Evolution Strategies (NES) to optimize a surrogate func-
tion with a limited number of queries to the model. Subsequent
advancements have focused on refining gradient estimation tech-
niques. For example, the OPT attack framework introduced by
Cheng et al. [7] reformulates the primary optimization challenge.
More sophisticated methods, such as the Sign-OPT [8], emphasize
the direction of the gradient rather than its magnitude, while the
HopSkipJump attack [5] incorporates efficient gradient estimation
and combine it with a binary search to closely track the decision
boundary. The effectiveness of decision-based attacks is further sup-
ported by strategies based on random walks, such as the Boundary
Attack [2] and Evolutionary Attack [12].

2.2 Automatically Devising Adversarial Attacks.
The field of adversarial machine learning has increasingly focused
on the automated development of attack algorithms [15, 41]. The
evolution of attack methods has progressed from basic gradient-
based methods such as the Fast Gradient Sign Method (FGSM),
which relies on actual gradient data [16], to more sophisticated
iterative and optimization-based methods, such as decision-based
attacks that require only output label data [2, 5, 7, 8, 12]. Significant
research efforts have been invested in the autonomous generation
of attack methods utilizing genetic algorithms and evolutionary
strategies. To address the prohibitive inefficiency of exploring an un-
bounded function space of attack algorithms, researchers have intro-
duced a domain-specific language (DSL) to constrain the complexity
of functions, thereby achieving the notable efficiency improvements
of AutoDA over traditional attack methods [15]. However, creating
these algorithms continues to be a labor-intensive process, requiring
specialized knowledge to formulate a DSL, develop an associated
code generator, and design an appropriate testing framework.

2.3 LLMs for Algorithm Design.
The recent surge in LLMs’ capabilities, coupled with their access
to extensive training datasets, has significantly enhanced their
performance across various research domains [23, 44]. Notably,
they excel in executing diverse tasks in a zero-shot fashion [1, 6, 17,
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20, 22, 25, 31, 32, 38, 42, 43, 45, 46]. Such progress opens avenues for
LLMs to generate and manipulate complex algorithmic structures.

In extending their application, LLMs are now instrumental in
the innovation of several algorithmic frameworks. They have been
effectively integrated as black-box components in the development
of evolutionary algorithms, neural architectures, Monte Carlo Tree
Search algorithms, solutions for graph-based combinatorial opti-
mization, genetic programming, and open-ended challenges [44].
While engaging with LLMs through prompts is common, it may re-
sult in suboptimal outcomes. A fusion of large languagemodels with
evolutionary computation has emerged as a revolutionary advance-
ment [40], facilitating the self-enhancement of algorithms [28, 29],
programming codes [26], and mathematical functions [36] through
autonomous, iterative refinement within an evolutionary setting.

3 PRELIMINARIES
3.1 Decision-based Adversarial Attacks
Consider a cloud-based image classifierM : X → Y, which maps
images from an input space, denoted by X, to an output space
of classification probabilities, denoted by Y. The input space X
consists of images with 𝐶 channels of 𝐻 ×𝑊 dimensions and is a
subset of [0, 1]𝐶×𝐻×𝑊 , while the output space Y, representing𝑚
potential class labels, is a subset of [0, 1]𝑚 probability space.

When attackers interact with this classifier, they submit a query
image 𝒙 ∈ X and receive the predicted outputM(𝒙) ∈ Y. The
decision-making process can be clarified by defining the label of
input 𝒙 as 𝐶 (𝒙) = argmax𝑖M𝑖 (𝒙), which indicates the model’s
highest confidence prediction. In decision-based attacks, the adver-
sary only gains knowledge of this label.

The attacker’s goal in a decision-based attack is to introduce a
perturbation 𝛿 to the original input 𝒙0, where the perturbation is
minimal yet effective such that ∥𝛿 ∥𝑝 ≤ 𝜖 . This perturbation results
in a modified input 𝒙0 +𝛿 that misleads the classifier into assigning
a different label. Mathematically, this process is expressed as an
optimization problem:

min ∥𝛿 ∥𝑝 s.t. 𝐶 (𝒙0 + 𝛿) ≠ 𝐶 (𝒙0). (1)

To be deemed successful, a decision-based adversarial attack
must ensure the perturbation’s magnitude is within a predefined
threshold, ∥𝛿 ∥𝑝 ≤ 𝜖 . While this work primarily examines untar-
geted attacks bound by the ℓ2-norm (𝑝 = 2), it also acknowledges
the adaptability of our proposed method to facilitate targeted at-
tacks by altering the constraint to 𝐶 (𝒙0 + 𝛿) = 𝑦, with 𝑦 being the
designated target label.

3.2 Algorithm Evolution using LLMs
In this study, we employ the LLMs to generate the attacking heuris-
tic in an evolutionary framework. It is structured around a cyclical
process encompassing key EC stages including initialization, func-
tion evaluation, selection, crossover, mutation, and population man-
agement, the last of which meditates on diversity and convergence
among the proposed solutions. Our methodology draws inspiration
from the algorithmic approach developed by Liu et al. [29].

Initialization. The initial population is either derived from ex-
tant algorithms or is freshly generated using LLMs. Using existing
algorithms provides a solid baseline for the evolutionary search,

whereas generation from scratch affords the possibility to discover
an expansive, novel algorithmic domain. Our methodology involves
the latter, leveraging LLMs to generate an initial suite of algorithms.
The exploration of evolution using established algorithms remains
an integral aspect for formulating robust baselines in future re-
search endeavors.

Evaluating Algorithm. A pivotal component of AEL is assess-
ing the solutions’ fitness value. We employ decision-based attack
testing as the evaluation mechanism, defining fitness through the
measurement of the ℓ2 distance between the original input and the
adversarial output generated by the algorithm.

Generating New Solutions. This stage adheres to the established
protocols of EC.

• Selection. Analogous to traditional EC practices, we select a
predetermined number of algorithms to be retained through
each iteration.
• Crossover. We facilitate the crossover operation by submit-
ting a pair of algorithmic candidates, along with guiding
prompts, to the LLMs, which in turn, synthesize a poten-
tially superior algorithm. This approach leverages the LLMs’
ability to boost the search process beyond the random search
capabilities of automated program synthesis.
• Mutation. Introducing variation into the algorithmic pool
is paramount for fostering diversity. This is accomplished
by instructing the LLMs to introduce minor modifications
to the current algorithms.

4 L-AUTODA: LLM-BASED AUTOMATED
DECISION-BASED ADVERSARIAL ATTACKS

In this section, we introduce our novel framework, L-AutoDA,
which is designed for automatically generating decision-based ad-
versarial attacks. We begin by delineating the problem formulation
and examining the search space associated with our framework
(Section 4.1). Subsequently, we describe the comprehensive struc-
ture of the L-AutoDA framework (Section 4.2) as well as elaborate
on the specifics of its implementation (Section 4.3). An illustrative
overview of the L-AutoDA architecture is depicted in Figure 1.

4.1 Decision-based Attack Framework

Random Walk Template. We have developed a foundational
framework for decision-based adversarial attacks, founded on the
randomwalk paradigm, to establish the function search space, as de-
picted in Algorithm 1. This framework integrates critical elements
from pioneering techniques such as the Evolutionary Attack [12],
the Boundary Attack [2], and various other strategies. Although
gradient-based frameworks are also prevalent, we leave the explo-
ration of this domain to future research endeavors.

The framework highlights two pivotal components for further
improvement: the generate function and the accompanying hy-
perparameters. The generate function is vital to the algorithm,
handling the current adversarial sample 𝒙1, the original example
𝒙0, and synthesizing a new adversarial instance 𝒙 . Hyperparame-
ters are pivotal in steering the algorithm’s behavior, influencing
factors such as step size and the number of iterations. To streamline
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Figure 1: Overview of the L-AutoDA Framework Methodology. This diagram delineates the two core components of our
L-AutoDA framework: the algorithm generation and testing phases. In the algorithm generation phase, we adopt the AEL
framework, leveraging LLMs to guide an evolutionary search process. In the testing phase, we employ existing decision-based
attack testing code, integrating these algorithms into the attack program to validate their efficacy.

Algorithm 1 RandomWalk Framework for Decision-Based Attacks
under ℓ2 perturbation
1: Input: original example 𝒙0, adversarial starting point 𝒙1
2: Output: An adversarial example 𝒙 .
3: Initialization: 𝒙 ← 𝒙1; 𝑑min ← ∥𝒙 − 𝒙0∥2
4: while query budget not reached do
5: 𝒙′ ← generate(𝒙, 𝒙0)
6: if 𝒙′ is adversarial and ∥𝒙′ − 𝒙0∥2 < 𝑑min then
7: 𝒙 ← 𝒙′; 𝑑min ← ∥𝒙′ − 𝒙0∥2
8: end if
9: Update hyper-parameters.
10: end while
11: return 𝒙

the search process, we adopted the parameter tuning strategy from
[15], concentrating our efforts on refining the generate function.

Search Space.We let the LLM to explore the search space of the
generate function. While devising a comprehensive algorithm for
the generation of perturbations is a viable approach to advance our
LLM-based algorithmic framework, the extensive search space com-
plicates the discovery of the optimum algorithmic solution. Future
investigations will engage with the wide-ranging possibilities and
address the challenges arising from this extensive search space [18].

4.2 L-AutoDA
The L-AutoDA framework represents a cutting-edge system that
leverages the AEL paradigm [29] to expedite the creation of novel
decision-based adversarial attack algorithms. Central to L-AutoDA
is the pursuit of an optimal generate function, which is responsible

for generating new adversarial examples during the attack process.
The resulting generate functions are seamlessly integrated into
existing decision-based attack programs, enhancing the continuous
innovation and assessment of diverse attack strategies, as depicted
in Figure 1. Subsequent paragraphs detail the workflow within the
L-AutoDA framework, beginning with the initialization of a set of
candidate algorithms.

Initialization. As L-AutoDA adopts a population-based method to
cultivate a diverse array of candidate algorithms, we first need to
initialize the population. This process involves providing a carefully
constructed prompt:

Initialization Prompt. Given an image org_img, its adversarial im-
age best_adv_img, and a random normal noise std_normal_noise, you
need to design an algorithm to combine them to search for a new adver-
sarial example x_new. hyperparams ranges from 0.5 to 1.5. It gets larger
when this algorithm outputs more adversarial examples, and vice versa.
It can be used to control the step size of the search. Operations you may
use include: adding, subtracting, multiplying, dividing, dot product, and
l2 norm computation. Design an novel algorithm with various search
techniques. Your code should be able to run without further assistance.

Moreover, the input and output parameters and their correspond-
ing messages of the generate function are provided to the AEL
framework to further ensure the legitimacy of the generated code.

Population-based Search. Following initialization, L-AutoDA en-
gages in a population-based search within the evolutionary com-
putation paradigm, employing a specialized testing script (as men-
tioned in Section. 4.3) to evaluate fitness values.
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Objective Value. The efficacy of the algorithms is measured by an
objective value, denoted as the average distance between adversarial
and original images. This value acts as a fitness function within the
AEL framework and steers the evolutionary algorithm.

Search Process Guided by the objective value, L-AutoDA applies
evolutionary operations, such as selection, crossover, and mutation,
to refine the assortment of algorithms. Different from traditional
evolutionary algorithms, L-AutoDA implements the above opera-
tions leveraging LLMs by interacting with them with prompts and
information like the objective value. During this process, the most
promising candidates, or "elite" algorithms, are identified and re-
tained. This evolutionary cycle is performed iteratively to enhance
the development of more potent adversarial attack algorithms.

Substantial Advantages. L-AutoDA’s generative mechanism is
harmoniously compatible with conventional decision-based attack
programs. It assesses the quality of the generated algorithms by
examining the output the attack program produces when provided
with the generated generate function. This methodology marks
a significant leap from traditional program synthesis, which typi-
cally necessitates rigorous validation to confirm the legitimacy and
functional integrity of the generated code. By concentrating on the
algorithmic output and its effectiveness, L-AutoDA streamlines the
search process and demonstrates its superiority.

4.3 Implementation
This section details the implementation of the L-AutoDA algo-
rithm, starting with a comprehensive description of the search
space for generate functions, followed by the elucidation of a feed-
back mechanism for hyperparameter adjustment. It concludes with
an overview of the testing script used to evaluate the performance
of the evolved algorithms.

Function Specification. The generate function accepts four in-
puts: the original example 𝒙0, the adversarial starting point 𝒙1,
standard random noise 𝒓 , and a dynamically adjusted hyperparame-
ter 𝑠 . Its objective is to ingeniously integrate these inputs to produce
an adversarial example 𝒙 , with the hyperparameter providing in-
formed control over step size referencing.

Hyper-parameter Tuning. Our approach to hyperparameter tun-
ing adopts the strategy presented in [15]. We introduce a piece-wise
linear function 𝑓 (𝑝) defined as:

𝑓 (𝑝) =
{
0.5 + 2𝑝 0 ≤ 𝑝 ≤ 0.25
5
6 +

2𝑝
3 0.25 < 𝑝 ≤ 1

(2)

During each iteration, 𝑝 is updated in the following manner:

𝑝 = 0.95𝑝 + 0.05𝑘 (3)

where 𝑘 represents the discovery of an improved adversarial point,
taking on the value of 1 if a better point is found and 0 otherwise.
The hyperparameter 𝑠 is then computed by:

𝑠 = 𝑠 · [𝑓 (𝑝)]0.1 (4)

This engenders a compensatory feedback loop, aimed at anchoring
𝑝 around 0.25.

Testing Script. The AEL framework relies on a fitness function
value to guide its evolutionary progress. In this context, a testing

script was devised to evaluate the efficacy of the algorithms pro-
duced. To avoid the extensive time requirement associated with
processing the entire test set, a representative subset of the dataset
was chosen for our experiments. These samples are used to com-
pute the fitness value, utilizing standardized attack settings. This
method employs a standardized set of attack parameters to calcu-
late the fitness value. Although this approach may bring about a
certain degree of bias, the empirical evaluation results support its
effectiveness in accelerating the evolutionary search.

5 EXPERIMENTS
5.1 Experimental Setup

L-AutoDA Generation. The experimental setup for the L-AutoDA
algorithm generation is divided into two distinct parts: 1) settings
for the AEL running process and 2) for the objective value eval-
uation. Note that our experiments are conducted on CIFAR-10
dataset [24] and a ResNet-18 classification model [10], which is
a prevalent benchmark for adversarial attack algorithms.

AEL Settings. In our setting, the AEL framework operates over 20
generations, each comprising 10 algorithm candidates. Moreover,
we set the crossover probability at 1.0, ensuring that each pair
of selected programs undergoes recombination, and the mutation
probability at 0.5 to introduce variability. The default LLM for al-
gorithm generation is GPT-3.5-turbo-1106, with plans to expand
testing to additional large language models in subsequent research.

Algorithm Evaluation. In assessing the performance of the devised
algorithms, we have tailored our testing procedure to confine each
algorithm to a maximum of 8,000 queries. We execute the algo-
rithms on the first eight images of the CIFAR-10 test set to ensure
a consistent and manageable testing environment. The adversarial
images produced are then used to calculate the ℓ2 distances relative
to their original counterparts. The mean of these distances is com-
puted to serve as the fitness value, which is fed back into the AEL
framework, thereby informing the evolutionary search for more
effective attack algorithms.

Attack Evaluation. The evaluation process for different attacks is a
crucial aspect of the experimental setup, providing a comprehensive
assessment of the generated adversarial algorithms’ performance.

Datasets. Our evaluation utilizes a subset of the CIFAR-10 dataset,
comprising 100 randomly sampled images from each class, to ensure
a diverse and representative test bed. To facilitate a fair comparison
across all attack algorithms, we introduce a set of 10 images with
incorrect labels as the initial starting points for the attacks, ensuring
that each algorithm begins from a standardized baseline.

Comparative Algorithms. In our comparative analysis, we establish
the Boundary attack [2], which operates under the random walk
framework, as the baseline algorithm. Additionally, we include the
widely acknowledged SOTA decision-based attack algorithm, the
HopSkipJumpAttack (HSJA) [5], which employs a gradient-based
approach. To further enrich our comparison, we introduce a variant
of HSJA that utilizes a grid search strategy instead of its default
geometric progression for step search, denoted as HSJA* in our
paper. Our future work anticipates the inclusion of more attack
algorithms for a more exhaustive comparison.
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Table 2: The full test performance of L-AutoDA-20 compared to three baseline algorithms.

Attack Name Distance (ℓ2-norm) Attack Success Rate

# of Queries 2500 5000 10000 2500 5000 10000

Boundary 1.91071.2665 1.09380.7861 0.44950.3340 14.7 26.2 65.5
HSJA 2.05121.0876 1.28330.7442 0.89780.5360 9.2 16.1 24.6
HSJA* 2.64821.5790 1.65321.0347 1.13060.6987 7.9 13.9 19.6
L-AutoDA-20 1.52020.1337 0.61710.1430 0.34450.2386 0.0 0.5 80.3

Table 3: The performance of L-AutoDA compared to three
baseline algorithms using the testing script. The mean dis-
tance of 1000 images are documented with the standard vari-
ance to be the subscript. The best performance cell is marked
with light gray and the text within is bolded.

Boundary HSJA HSJA* L-Auto-20

0.3939 1.3628 1.2839 0.2517

1 3 5 7 9 11 13 15 17 19
Number of Generations
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Figure 2: Performance Trajectories of L-AutoDA. This graph
illustrates the comparative efficiency of our L-AutoDA frame-
work against the human-best gradient-based (HopSkipJump
Attack) and gradient-free (Boundary Attack) methods. L-
AutoDA’s candidates demonstrate a breakthrough in the 13th
generation, surpassing the reference performance lines and
continuing to enhance efficiency in subsequent generations.

Detailed Parameters. Delving into the detailed parameter settings,
for the Boundary Attack, we set both the spherical and source steps
for the Boundary Attack at 0.01, with a step size adaptation rate
of 1.5. In the case of the HopSkipJump Attack, the parameter 𝛾 is
established at 1.0, initial gradient estimation starts with 100 steps,
and is limited to a peak of 10,000 steps. Reflecting the adaptive
nature of the L-AutoDA-generated algorithms, a negative feedback
mechanism is employed to fine-tune the hyperparameter 𝑠 , which
is initially set to 0.001.

5.2 Algorithm Generation
The performance of the algorithms generated by L-AutoDA is en-
capsulated in Figure 2, which demonstrates their compelling ca-
pabilities. Remarkably, the initial iteration of L-AutoDA produced
algorithms that outperformed HSJA. Although this unexpected
result may be partially attributed to the limited subset of images
used during testing, it nonetheless underscores the potential of
L-AutoDA in rapidly devising effective attack strategies. As the
evolutionary process progressed, L-AutoDA continued to refine its
algorithms, surpassing both HSJA and Boundary Attack by the 6th
generation. This trend of improvement was consistent, with each
subsequent generation enhancing the algorithms’ effectiveness.

An intriguing aspect was the reduction in the variance of al-
gorithm performance within each generation. This convergence
suggests a stabilization of performance across the generated al-
gorithms, indicating that L-AutoDA is not only producing more
effective algorithms over time but also more reliable ones.

The results of the final round are documented in Table 3. L-
AutoDA’s best algorithm within the 20th generation, denoted as
L-Auto-20, achieved a mean perturbation distance of 0.2517 across
the test images. This represents a significant improvement over the
HSJA and Boundary Attack, which achieved mean perturbation
distances of 1.3628 and 0.3939, respectively.

5.3 Attack Evaluation
To thoroughly evaluate the algorithms generated, we subjected
them to tests on an expanded subset as delineated in our experi-
mental setup. The most effective algorithm produced by the final
iteration of L-AutoDA, referred to as L-AutoDA-20, was selected
for benchmark comparison.

Overall Results. We have documented the overall full test results
in Table 2. The table reveals that L-AutoDA-20 is the most effective
algorithm, achieving the lowest mean distance across all query
counts. This result is particularly impressive given that L-AutoDA-
20 was generated entirely from scratch by the LLM, without any
human intervention. As for the success rate, L-AutoDA-20 achieved
a 0% success rate at 2500 queries, which is expected given the
limited number of queries. The success rate then increased to 80.3%
at 10000 queries, surpassing all other algorithms. We delineate
the relationship between attack success rate and distance in the
following sections.

Attack Success Rate. Figure 3 illustrates the attack success rate
with the number of queries. A successful attack is defined by an
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Figure 3: Attack Success Rate using different numbers of
queries using L-AutoDA-20 and other attack algorithms.

ℓ2 norm less than 0.5 between the adversarial example and the
original image, consistent with the widely accepted standard in
the current benchmarks [9]. The figure reveals that L-AutoDA-20’s
performance is suboptimal at 2500 and 5000 queries. However, there
is a notable uptick in success rate when the query count reaches
10000, surpassing all baseline algorithms. This pattern suggests that
L-AutoDA sacrifices initial search efficiency to enhance the quality
of the search at later stages, particularly after 8000 queries (testing
script).

Distance.We present the comparative analysis of the perturbation
distances in Figure 4, where we plot the mean ℓ2 distance between
the adversarial and original images against the number of queries
used. The shaded areas in the figure represent a 0.25 multiplier of
the standard deviation, providing insight into the variability of each
algorithm’s performance.

From Figure 4, it is evident that L-AutoDA-20 maintains the most
consistent performance across all tested query counts, as indicated
by the smallest standard deviation values. This consistency suggests
that L-AutoDA-20 is less sensitive to the variations in the input
data, making it a robust choice for generating adversarial examples.
Although this robustness may come at the cost of a reduced attack
success rate in the initial phase, it becomes a significant advantage
in later stages, particularly beyond 8000 queries.

The stability of L-AutoDA-20 is particularly beneficial when the
attack requires subtlety, as it is capable of producing perturbations
that are minimally perceptible yet still effective. This characteristic
is crucial for scenarios where detectability is a concern and stealth
is paramount.

5.4 Additional Results on Median Distance
To avoid the influence of variations with the images and better illus-
trate the effectiveness of our framework, we have demonstrated the
median distance of the adversarial examples generated by different
algorithms in Table 4. The results are consistent with the previous
analysis, with L-AutoDA-20 achieving the lowest median distance
across all query counts.
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Figure 4: Distance between adversarial examples and original
images using different numbers of queries using L-AutoDA-
20 and other attack algorithms. The lines denote the mean
value of the test pairs and the shaded areas represent a 0.25
multiplier of the standard deviation.

Table 4: Median distance of L-AutoDA-20 compared to three
baseline algorithms. The best performance cell is marked
with light gray and the text within is bolded.

2500 5000 10000

Boundary 1.7374 0.9489 0.3695
HSJA 2.0230 1.2468 0.8646
HSJA* 2.5150 1.5580 1.0618
L-AutoDA-20 1.5301 0.5896 0.2862

5.5 Interpretation of the algorithms
To elucidate the evolutionary process of the generate() function,
a representative algorithm from the initial population and the most
successful algorithm from the final population were chosen for
comparative analysis.

Initial Population. The selected algorithm from the initial pop-
ulation is detailed in Algorithm 2. While the search for adversar-
ial examples is not assured by more efficient search vectors, this
algorithm shows its flexibility by exploring different operations.
However, since we want to generate adversarial examples that are
both effective and efficient, the initial algorithm may not be the
most optimal choice and continue to evolve.

Final Population. The generate function output by L-AutoDA is
illustrated in Algorithm 3. The algorithm starts by taking the differ-
ence between the original example x0 and the adversarial starting
point x1. By moving along this vector, one can generate examples
that are in between the original and the adversarial, which may
help in exploring the space around known data points. Further-
more, efficient search is enabled through the inclusion of another
normalized vector d

𝑛𝑜𝑟𝑚 . Then two scales of noise are added to the
example, one with the same direction as the difference vector d
and the other with the same direction as the normalized difference
vector d

𝑛𝑜𝑟𝑚 . The noise is further scaled by a hyperparameter 𝑠 to
control the magnitude of the perturbation. Combined with these
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Algorithm 2 generate() (Initial Population)
1: Input: original example x0, adversarial starting point x1, stan-

dard normal noise n, hyperparameter 𝑠
2: Output: A new proposed example x
3: 𝑛0 ← N(0, 1)
4: x← 𝑠x0 + (1 − 𝑠)x1 + 𝑛0n
5: 𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛 = 𝑟𝑎𝑛𝑑𝐶ℎ𝑜𝑖𝑐𝑒 (𝑎𝑑𝑑, 𝑠𝑢𝑏,𝑚𝑢𝑙)
6: 𝑛1 ←U(0.5, 1.5)
7: if 𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛 == 𝑎𝑑𝑑 then
8: x← x + 𝑛1n
9: else if 𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛 == 𝑠𝑢𝑏 then
10: x← x − 𝑛1n
11: else
12: x← x ∗ 𝑛1n
13: end if
14: d← x0 − x1

Algorithm 3 generate() (Final Population)
1: Input: original example x0, adversarial starting point x1, stan-

dard normal noise n, hyperparameter 𝑠
2: Output: A new proposed example x
3: d← x0 − x1
4: 𝑛𝑜𝑟𝑚 = max(∥d∥2, ∥n∥2)
5: x← x1 + 𝑠 (d + d

𝑛𝑜𝑟𝑚 ) + 𝑠 (n + 𝑠
n

𝑛𝑜𝑟𝑚 )

search vectors, L-AutoDA is able to generate adversarial examples
that are both effective and efficient.

6 DISCUSSION

Expanded Experimental Validation. Although our experimental
framework, consisting of 20 generations with 10 individuals per gen-
eration, has yielded results surpassing those of manually-designed
state-of-the-art algorithms, it has not fully tested the boundaries
of our framework or LLMs. We will increase the number of gen-
erations and individuals to see if we can obtain better results. We
aim to test these limits by increasing the population size and the
number of generations. Additionally, initializing the search process
with existing algorithms and subsequently refining them represents
a promising avenue for further experimentation.

Broader Algorithm Search Space. or expediency and as an initial
attempt for automated attack algorithm design using LLMs into
the automated design of attack algorithms using LLMs, we con-
fined the search space to that defined by the generate() function.
However, this narrow scope may restrict the discovery of optimal
algorithms. Future work will seek to exploit the full potential of
LLMs by allowing them to craft comprehensive algorithms without
such constraints.

Enhancing Prompt Adaptability. Our methodology employed
a set of static prompts to assist LLMs in algorithm generation.
However, the fixed prompts may not be the best prompts for LLMs
to generate algorithms. The effectiveness of these prompts, however,
may not represent an optimal use of LLM capabilities. The concept
of chain-of-reasoning, which underpins ourwork andAEL, suggests

a close relationship with adaptive prompt generation. Investigating
methods of dynamically generating prompts is an objective of our
ongoing research.

Addressing Limitations. While the synthesis of programs using
large language models is the focus of our research, it is not without
its drawbacks. These models may occasionally yield unsatisfactory
outcomes, albeit at a lower rate than traditional approaches. Im-
proving the specificity of constraints within the prompts to ensure
the validity of the algorithms produced will be an integral part of
our forthcoming efforts.

7 CONCLUSION
In this paper, we have successfully demonstrated the innovative
application of LLMs for the automatic design of decision-based
adversarial attack algorithms. By leveraging the AEL framework,
we have not only streamlined the algorithmic design process, but
also achieved a significant reduction in the time and expertise
required to develop effective adversarial attacks. Our approach,
encapsulated in the L-AutoDA framework, represents a paradigm
shift in the field of adversarial machine learning, showcasing the
untapped potential of LLMs in the realm of security and algorithm
synthesis.
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