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Raptor Encoding for Low-Latency Concurrent
Multi-PDU Session Transmission with Security
Consideration in BSG Edge Network

Zhongfu Guo, Xinsheng Ji, Wei You, Mingyan Xu, Yu Zhao, Zhimo Cheng, Degiang Zhou

Abstract—In B5G edge networks, end-to-end low-latency and
high-reliability transmissions between edge computing nodes and
terminal devices are essential. This paper investigates the queue-
aware coding scheduling transmission of randomly arriving data
packets, taking into account potential eavesdroppers in edge
networks. To address these concerns, we introduce SCLER, a
Protocol Data Units (PDU) Raptor-encoded multi-path transmis-
sion method that overcomes the challenges of a larger attack
surface in Concurrent Multipath Transfer (CMT), excessive delay
due to asymmetric delay&bandwidth, and lack of interaction
among PDU session bearers. We propose a secure and reliable
transmission scheme based on Raptor encoding and distribution
that incorporates a queue length-aware encoding strategy. This
strategy is modeled using Constrained Markov Decision Process
(CMDP), and we solve the constraint optimization problem of op-
timal decision-making based on a threshold strategy. Numerical
results indicate that SCLER effectively reduces data leakage risks
while achieving the optimal balance between delay and reliability,
thereby ensuring data security. Importantly, the proposed system
is compatible with current mobile networks and demonstrates
practical applicability.

Index Terms—B5G Core Network; Reliable Communication;
Concurrent Multipath Transfer; Raptor Codes; Security.

I. INTRODUCTION

In the B5G era [[1]], mobile communication services such as
smart cities [2]] and telemedicine have increasing demands in
terms of low-latency and high-reliability transmission [3]], [4].
B5G edge networks [5]], powered by B5G mobile networks [6]
and edge computing [[7], have been proposed as a promising
solution. Edge computing nodes (DN) provide customized
services for users [8]], while the B5G mobile networks offer
reliable transmission. Due to the highly customized char-
acteristics of edge service flows, such as medical, smart
home, and unmanned factories, data leakage can have serious
consequences [9]]. Therefore, secure data transmission is as
crucial as low-latency and high-reliability for edge networks

[10].
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Fig. 1: Enhanced Core Network for end-to-end redundant user
plane paths using Diversity Interface PDU sessions.
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To address these pressing demand , , researchers
have conducted extensive studies on the physical layer
and MAC-layer [I4], with a focus on point-to-point security
through methods such as pilot-assisted techniques, physical
layer encoding, and interface diversity [15]-[17]. These efforts
aim to enhance the transmission performance from UE to gNB
and require infrastructure renovation accordingly.

The Third Generation Partnership Project (3GPP) has pro-
posed the Enhanced Core Network (ECN) in clause 5.33].
As illustrated in Figll] ECN carries the end-to-end service
flow between UE and DN with multiple PDU sessions, which
improves reliability through redundant transmission. A multi-
path transmission protocol stack is deployed on both the
client (UE) and server (DN) sides. Additionally, the high-
layer (above the IP layer [18]) splits and aggregates the service
flows. However, the implementation of Concurrent Multipath
Transfer (CMT) over erasure channels in Diversity Interface
Edge Network (DIEN) faces several technical challenges. For
example, CMT has a larger attack surface than a single session
transmission [[10], and asymmetric latency and bandwidth can
lead to excessive delay —, moreover, it is hard for
the PDU session bearer to interact during the transmission
phase [22]. For instance, Wang et al. 23] have proposed
a comprehensive method that considers both reliability and
security. Security-based methods such as network coding [24]],
Cross-locking [25]], etc. based on link interaction are not
applicable. Addressing these challenges is essential for CMT
in DIEN.

The Fountain code is suitable for optimizing CMT
transmission [27], due to its characteristic of being able to re-
cover the entire source block with any set of Coded Packet(Pc)
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with cardinality equal to or slightly more than the number of
Source Packet(Ps). Cui et al. [28] studied a Raptor-based [29]
CMT protocol, which improves scheduling flexibility and sim-
plifies the signaling overhead of CMT management. Packet-
level encoding can improve robustness; longer block lengths
are typically used to ensure the reliability of the Fountain
Code [30]. From a security perspective, Fountain Pc is a non-
systematic code obtained by randomly selecting and XOR-ing
Ps, making it challenging for eavesdropper{] to obtain private
information from leaked Pc [31]], [32]. Therefore, the number
of Pc transmissions on different sessions should be selected
carefully to ensure both reliability and security are considered
comprehensively.

Careful selection of the appropriate code length is crucial to
achieving reliable and low-latency [33]]. He et al. [27] added
the RCDC sublayer of Raptor code to the MAC layer to
optimize downlink transmission delay of dual base stations.
Kwon et al. [34] added the MPMTP sublayer to the TCP layer
to adjust Raptor encoding parameters to alleviate queue head
congestion and transmission quality degradation. Nielsen et
al. [35] formulated an optimization problem to find payload
allocation weights that maximize reliability at specific target
latency values. These studies focus on the air interface of the
mobile network, which requires upgrading the network infras-
tructure. Our research goal is to add security considerations
and provide end-to-end low-latency reliable transmission for
DIEN at the PDU session layer while considering the queuing
delay caused by the random arrival of data packets, which is
closer to real-world application scenarios.

This paper proposes SCLEREL a transmission method for
Raptor coded packets Pc at the PDU session layer. The
goal is to provide reliable and low-latency transmission while
taking into account data security. To address queuing delays
that may result from the accumulation of randomly arriving
data packets, SCLER incorporates a queue-aware variable-
length encoder. Considering longer block lengths of Pc can
provide reliability and encoding efficiency, they also result in
increased transmission and queuing delays. Therefore, SCLER
trades off reliability and delay through variable block-length
encoding. To ensure data security, this paper considers pos-
sible randomly distributed non-cooperative passive attackers.
SCLER distributes Pc to multiple PDU sessions based on
their weight, which does not exceed the safety threshold, the
number of Pc sent is determined by a measuring function to
ensure reliable data transmission while minimizing informa-
tion leakage. We study the strategy of Raptor CMT for DIEN
based on Constrained Markov Decision Process(C' M D P) and
obtain a security, delay-optimized, reliable transmission by
Linear Programming. The contributions of this paper are:

o Proposing SCLER, the first raptor-based security trans-
mission scheme based on ENC implementation. SCLER
considers the random distribution of any number of non-
cooperative passive attackers, and makes it impossible for
a single session to steal valid information.

Eavesdroppers generally refer to anyone who can attempt data theft at any
layer, from the physical layer to the application layer.

2SCLER is short for Secure Low-Latency Concurrent transmission with
Raptor encoding in Edge network, pronounced as “’skler”.

TABLE I: Basic Notations.

Symbol Definition

Ps, Pc the source packets, coded packets

P, E the probability, expectation value

T the time span of timeslot

Q(x) the degree distribution

g the block-length of codes

ViV the scheduling weight for jth-PDU session,
the weight vector v/, = [v1, ..., 1417

glt] Y [t] the encoding action within t-th timeslot

dtP The constraints of delay.

BT, the upper bounds of g[t],parent set of 3 [t]

Z the transmitting side queue buffer size

[ the size of each data packet

e, = [e1,...,¢;] | the erasure probability of j sessions

Alt], A= the number Ps arrivals within ¢-th timeslot

A0, A1, ..., An], | the probability distribution of A[t] =n

Ny, the number of PDU sessions established in DIEN

e A queue-aware variable block length encoding scheme
is designed, which models the optimal CMT strategies
as CMDP. Feature analysis is used to simplify the LP
problem into a threshold decision problem, allowing for
the optimal delay-reliability trade-off to be obtained.

o The entire system is designed at the transport layer, en-
suring compatibility with current mobile networks. This
design improves service experience without requiring
modifications to the core network infrastructure.

The remaining sections of this paper are organized as
follows. Section II provides a brief review of related research.
Section III presents the design of a diversity interface PDU
session establishment procedure for B5G networks, which
serves as the BSG SCLER preliminary work. Section IV
describes the system model. In Section V, we demonstrate the
delay-reliability performance of SCLER based on the CM D P
and analyze the optimal delay-reliability trade-off. Section VI
presents numerical results. Finally, we conclude the paper
and propose future research directions in Section VII. The
important variables used throughout this paper are summarized
in Table [l

II. RELATED WORK

The mobile network is a widely accessible open network
space that facilitates connection capabilities through multiple
interface access. It provides low-latency and high-reliability
transmission for edge computing nodes and terminals, which
is a fundamental service capability of the edge network. As
users subscribe to edge computing, communication security is
a significant performance indicator that raises concerns. This
section presents the essential performance indicators for edge
networks and reviews relevant studies before discussing our
insights based on related research.

To this end, SCLER considers the following critical aspects:

Latency(L), which refers to the time from the arrival
of the application layer Ps to the completion of decoding,
including the queuing delay Dgq of buffer queue accumulation
at the sending end, the data encoding delay Dec, the data
transmission delay Dt, and the data decoding delay Ddc. We
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Fig. 2: System Diagram.

consider Ddc as the sum of transmission and decoding tim
Therefore, we have L = Dq + Ddc.

Reliability(r). The system should be robust against PDU
erasure channel, which we regard as the jth PDU session
with a deletion probability of /. We encode g Ps (source
data packets), generate and transmit g Pc (encoded data
packets), and regard the peer’s completion of decoding without
requesting to continue sending as reliable transmission. We can
achieve high reliability transmission by adjusting g.

Security, which measures the robustness of edge networks
against passive attackers (such as eavesdroppers or network
function’| data thieves). We aim to ensure that data leaked
by the DIEN in the presence of passive attackers cannot be
deciphered into usable information. Even if there are N4 at-
tackers who cooperate with each other and have eroded L PDU
sessions, the total amount of intercepted Pcis U = Z]LZI Aj
Based on U, attackers can decode the amount of Ps, whic
is S. We set the threshold s so that S/g < ~,. That is,
maintaining security against passive attackers of degree Iﬂ A
smaller 7, value indicates a higher security system.

There is a wealth of research on methods that address one or
more of the goals outlined above. Encryption approaches like
those presented in [37] and [38]] necessitate the agreement of
authentication and key distribution mechanisms in advance,
which may not be appropriate for edge network users’ dy-
namic mobile environment. Dynamic routing strategies, like
the secure multi-path transmission algorithm based on fountain
codes proposed in [39], have been shown to improve security
and reduce communication delays. However, it may result in
some transmission capacity being wasted when predicting the

3We assume that the calculation process of encoding and decoding intro-
duces no time overhead.

4The data plane network function in the edge network mainly refers to the
UPF(User Plane Function [36]]), as shown in Fig & Fig

5The information carried by different nodes of a single PDU session is the
same

SWe are focusing on s, which is directly correlated to the amount of
leaked information. For the sake of simplification, we are only considering
non-cooperative attackers, with L set to 1.

eavesdropper’s location. In terms of secure transmission meth-
ods based on encoding, Yi et al. [32] has conducted related
research on the physical layer, Noura et al. [40|] has proposed
a secure transmission method based on network coding, and
Huang et al. [25] has proposed a secure transmission method
based on cross-layer multi-path joint coding. The benefits of
CMT in preventing data leakage have been demonstrated by
[41]. Singh et al. [42] proved that the transport layer is the
most suitable location for providing an end-to-end connection
of an application over disjoint paths. Therefore, we consider
designing CMT at the transport layer.

Fountain codes [26] are commonly used in CMT to address
issues such as asymmetric transmission delay and signaling
overhead reduction [28]]. These codes have a variable rate
between O and 1, and their coding method is characterized
by randomness [19], [20]. Fountain codes divide the data into
multiple packets { P}, and then generate a new coded packet
(P.) by performing random selection and XOR operations on
each packet. The generated P, packets are independent and
equally significant, and the decoding rate is determined by the
number of received symbols, regardless of the symbol types.
Due to the randomness, non-systematic nature and lack of a
fixed rate of fountain codes, each encoded packet contains a
part of the original data, but it is inadequate to restore the
original data. Secure coding transmission mechanisms can be
developed based on fountain codes [32].

The design of CMT at the transport layer is a suitable
approach for achieving the goals of the paper, but several
issues need to be considered. Firstly, data split transmission
can compromise security, so a comprehensive approach that
considers both reliability and security is necessary [10]. Sec-
ondly, the delay caused by randomly arriving data packets
and asymmetric multiplex transmission needs to be minimized
[19], [20]. Finally, the inability of PDU session bearers to
interact during transmission phase limits the applicability
of dynamic routing and network coding technologies [24],
[43]. Therefore, the proposed approach should be able to
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session establishment procedure for BSG. (See Appendix A)

defend against randomly distributed non-cooperative passive
attackers. The paper has identified these key points and will
provide a detailed description of the preliminary work in the
next section.

III. B5G SCLER PRELIMINARY

A major development trend of the beyond 5G core net-
work is to support more complex services through cloud-
network integration and distributed collaboration and provide
customized services for each UE. This section will discuss
in detail the intrusion probability of multiple PDUs and B5G
RCLER preliminary work.

A. Edge Network Intrusion Probability for Multiple PDU
Sessions

Physically isolated multi-access multi-PDU session edge
computing networks can provide security benefits. In this
subsection, we analyze the security of edge networks in the
B5G era and explore the relationship between multiple disjoint
PDU sessions and the probability of intrusion. Specifically,
when there are Ny disjoint PDU sessions, we investigate
the probability that all channels are eavesdropped, i.e., the
probability P[N] that all N;, PDU sessions are attacked.

N;

PV = [ 0 -T1, =) M)

Where pz- represents the probability that the i-th node on the j-
th PDU session is eavesdropped, and N; represents the number
of nodes contained in the j-th PDU session (including the
base station(gNB), UPF, and UPF-A). Identify all possible
physically isolated and disjoint PDU sessions between the
UE and the DN. Given a predetermined threshold value 9,
we require the connection intrusion probability P(Ny) to be
less than or equal to ¢ (denoted as P(Ny) < ¢). The value
of Npcan be determined accordingly based on the required
9. In the following subsection, we will describe the method
for establishment the aforementioned PDU session, which
serves as a fundamental requirement for the SCLER to operate
effectively in the BSG core network.

B. Physically Isolated Multi-Access PDU Session Establish
procedure

The B5G core network we envision still follows the 5G
control and bearer separation design. There are two planes,
Control Plane (CP) and User Plane (UP). The core network
provides PDU connectivity services between UE and DN to
realize the exchange of PDUs. UP transport user PDUs. CP
control manages the behavior of the entire core networks based
on signaling. CP functional entities are divided into different
Network Functions (NF). The User Plane Function (UPF)
mainly supports the routing and forwarding of UE service data,
Session Management Function (SMF) is responsible for UE
session management and manages UPFs, Access and Mobility
Management Function (AMF) is responsible for UE access.
The three jointly participate in the PDU session establishment
procedure.

We mainly show the MEN-SMF and MEN-AMF of the
control plane in Fig. [T} They are enhancements and improve-
ments of SMF and AMF in the 5G core network. They mainly
participate in the establishment of UE Multi-Access PDU
sessions. MEN-AMF Responsible for handling UE connection,
registration as well as routing session management messages
from the UE to the appropriate MEN-SMF. MEN-SMF man-
ages PDU sessions by sending the signaling to different 6G
access points. UPF on the user plane carries workflow data
and can be regarded as a Layer 3 router, which receives and
forwards the data packets between the RAT and the DN.
Untrusted non-3GPP access Wifi shall be connected to the
3GPP Core Network via a Non-3GPP InterWorking Function
(N3IWEF) [44]]. The 5G network defines a PDU session as a
logical connection between the UE and the DN. A part of
the PDU session is carried on the wired resources of the
core network, and a part exists on the wireless resources.
The performance of the PDU session is constrained by the
physical bearer, but the transmission process itself ignores the
resource form. The existing mobile network supports the UE to
access different DNs to establish corresponding multiple PDU
sessions, and can also access a single DN to establish multiple
PDU sessions. However, the current 5G does not support the
establishment of physical or geographic separation of multiple
PDU sessions for a single workflow. In Fig. [3| We give the
procedure of establishing a Multi-Access PDU Session, the
appendix A has a detailed procedure. Multiple PDU sessions
provide services for a single service and are connected to the
same DN. UPF-A is an anchor UPF that receives data packets
to and from DNs for UEs [22]]. The splitting, aggregation,
encoding, and decoding of data on the DN side are processed
in SCLER-UPF-A.

IV. SYSTEM MODEL

As depicted in Figll SCLER creates three PDU sessions
on the edge network to provide a downlink transmission
strategy with low latency and security considerations from
the DN to the UE. Service flows that randomly arrive at
the DN’s application layer are accumulated in the buffer and
queued. The variable block length encoder selects g data
packets for encoding, and the encoded packets are distributed
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Fig. 4: SCLER Scheme

to three PDU sessions according to the k-out-of-N weight for
transmission. The legitimate receiver receives the Pc through
the diversity interface and completes the decoding process.
However, malicious network elements, eavesdroppers, and
other unauthorized entities only receive part of the information
and cannot complete the decoding.

The SCLER strategy divides time into time slots and de-
livers the DN’s downlink service flow to the legal receiving
terminal reliably with low delay while also considering se-
curity aspects. This section discusses the system model from
three aspects: the modeling of the transmission strategy, the
modeling of the transmission principle, and the key measure-
ment indicators of the system.

A. Encoding Transmission Model

Under the SCLER strategy, we conduct Raptor encoding on
a generation of g data packets in each time sloﬂ As shown
in Figld] by leveraging the fountain code prefix property,
the redundancy of the encoder output can be adjusted by
T. Assuming the encoder produces N data packets, the jth-
PDU session selects k packets from them for transmission. We
define the scheduling weight coefficient as v; = k/N, and the
scheduling weight vector of SCLER as 77, = [y1, ..., v;]T. The
SCLER strategy involves the selection of g data packets to be
encoded in time slot 7', and then the distributing the data using
a scheduling strategy 77.

In this study, we represent the SCLER action for each time

slot by a two-tuple (9,74). i.c.. (gln] = g,7in] = +).
indicates that the SCLER action in the n-th time slot is g, /.
Assuming that the number of data packets in each generation is
bounded by B, that is, g[t] € {0, 1,..., B}. The weight value
7vj[n] for a single session changes in step sizes of (¢7)71,
where ¢ is the encoding rate coefficient that indicates the
number of codes generated per unit time, v; € {%T, %T, ey 1},
0<y <1

We define the value space of the weight vector 7/ as I,
such that 7 € I'J. The space size is N; = (¢T')7, and 7, is

Tassuming that all data packets have the same length and carry ¢ bit

information.

obtained by @iV: L 47 () here, ® denotes the Cartesian product.
We have 1 < ~,, < Nz, where Ny, represents the number of
PDU sessions established by SCLER. To ensure a sufficient
breadth of PDU session selection, we require Ny, > 2. Each
PDU session described in SCLER can be modeled as a packet
erasure channel. Let T X [n] be the number of packets sent
by the transmitting end and RX[n] be the number of packets
received by the receiving end

RX[n] = e[n]TX[n]. (2)

We assume that 7 X[n], has a probability of 1 — P. being
successfully delivered to RX[n]. Otherwise, the packet will
be erased. This erasure can be due to various factors, such as
subsequent datagrams being discarded due to high router load
at the network layer, non-confirmed retransmission triggered
by a new PDU session timer after mobile reconnection,
transmission errors detected by the bottom layer such as the
data link layer, and discarded packets, etc [45], [46]. We
denote ¢, = [e1,...,€;] to represent the erasure probability
of different paths, ¢;j[n] = 0/1 to indicate whether the jth
PDU session is lost or successfully transmitted at time slot n,
P{c; = 0} = ¢, ¢; is independent and identically distributed
in different time slots of the same PDU session.

B. Threat Analysis and SCLER Encoding Principle

In this subsection, we first analyze the potential information
leakage associated with the multiplex transmission method
based on Raptor encoding. We then provide a description of
the passive attackers that we aim to defend against in this
paper. Finally, we introduce the Raptor encoding transmission
principle employed by SCLAR.

1) Threat Analysis: In this subsection, we describe the
attack capabilities of passive attackers [47[], who do not tamper
with or discard data like active attackers, but instead copy,
or store stolen user business data. Specifically, we consider
a generalized eavesdropper who aims to obtain user data
carried on the transmission path between the UE and the
DN, without considering the specific communication layer of
the eavesdropping behavior(gNB or Network Function), as
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shown in Fig[2] By clarifying the attack capabilities of passive
attackers, we can better understand the scope of our defense
goals.

Taking a B5G edge network with Ny, disjoint PDU sessions
as an example, where N; represents the number of nodes
contained in the jth PDU session. If M nodes are attacked,
it may result in only some nodes being under attack, which
is a subset of the N; PDU sessions. This will lead to
some information leakage, and we study the probability of
information leakage. Where

min(Ny,M)  min(N;—1,M—19, @)
PM] = )
w1=0 WNL_1:0 (3)
Np
N; | =, .
11C 5 w7 =)™ = ulny, — o, )
j=1

Assuming that zo; nodes are attacked in the jth PDU session,

wn, =M — Z;Vifl w;, u(-) refers to

1, ifx>0
u@) = {0, otherwise @
the probability of M nodes being attacked is given by
P [w1,w2..., N, , M] =

Ni

I« gj )Py (1= py) =D u(ny, —@n,), ®

=1 7
where wy, = M — ZjV;;l w; , and the marginal probability

P[M] is obtained by summarizing all possible values w; and
1=1,2,..,N — 1.

For the subset Y,,, of multi-PDU sessions with n;, paths,
which contains /1, ls, ..., l,,, , the probability of M nodes being
attacked is:

Ly —2
min(Ny, ,M min(N M-S "L T
P[T M] _ ( lq ) ( Z“L71 21711 l)
nL
wllzo

J >pj : (1 _pj)(NJ J)U(NlnL _ wlnL)

H_::Lll ( w]'
Hg; (1 —po)™

@,y —1=0

(6)

where w;, = M — Z?L:Lll_le, and U # Iy,lo,....1p,
Therefore, the probability that only M nodes in subset T,,, in
Ny, are attacked is P[Y,,, |[Npode = M| = W.

Suppose there are Ny, disjoint PDU sessions in the B5G
edge computing network, denoted by the node set L =
{l1,....,1;,...,In, } for this MEN. Here, Ny, € {1, ..., J} indi-
cates that at most J PDU sessions can be established, as shown
in Fig[l]is an example of establishing 3 disjoint PDU sessions

l; represents the set of nodes contained in a single PDU
session, I; = {n{,n3,...,n}, ..., ny }, where N; € {1,..., I},
I represents the upper limit of nodes contained in a single PDU
session. We consider the eavesdropper F,, who can erode at

8in Fig we set the UPF anchor with DN together, and UPF-A is not
drawn.

Algorithm 1 Raptor Code Encoding Operation

Input: Read Ps =
Qg = (21,9, ...

Qutput: Pc
P%}’y;l  Ogy3
Gorvm = GLwam mxg»

gyxm
_ aptor .
Ecg'yxl - Ggfy)(m Psgxl’

Pc < Pcgyx1;
if w > 0 then
the transmission is completed for w time slots;
for ACK # nil do
Pl G{;mg]_—jsgxl
Pc < append|[Pc, Pc/*]
end for
. else
no response mode;
: end if
. return Pc;

(Psi, Psa, ..., Psy)T from the queue,
, Qmax ), Waiting window w;

GPTE .

R A Al A

— = = =
2o D=2

most N; nodes on the single jth PDU session and cannot
eavesdrop on nodes other than the current PDU session,i.e.,
H{LIN{H Ay = {61, 02, ..., 6, } represents the eroded node
seﬂ satisfying

VA, CL AN} £ 2,3 € {1,.., T},

7
Aﬁglj, and A,{ﬂ{L/lj}:@ @

S.t.
Furthermore, there is no interaction or cooperation between all
eavesdroppers E,, k € (1, K], E, will not be assisted by any
other eavesdropper. This assumption is reasonable in mobile
networks [[48]].

2) SCLER Encoding Principle: As shown in FigH] we
designed an encoding transmission method based BSG for UE-
DN server flow, which encodes Ps arriving at the application
layer and distributes Pc to multiple PDU sessions. The method
involves a Raptor [49]] encoder that performs two encoding
processes on the selected g Ps: an external encoder (pre-
encoding) and an internal encoder (LT code [26]). Following
the SCLER strategy, we propose Algorithn{I] the method first
selects g source data packets(Ps) to encode as one generation,
at time slot ¢, the encoder of a generation of g is denoted
by (g, m,Q), we have Pcgys1 = GLL, .G Psgx1, The
formula GowPler = GLT | GP'¢  defines the relationship
between Ps and Pc, where GLI, ~and G5 represent
the LT encoding generator matrix and precoding generator
matrix. (1) Precoding generates m intermediate symbols to
ensure that all Ps are covered, G5 = [Ik|Prx(e—w)]”
where P, (k—w) is responsible for mixing Ps. (2)The in-
ternal encoding matrix Ggg;m generates the final encod-
ing symbol based on the degree distribution Q(x), which
represents the probability distribution of the number of Ps
selected each time, Qg = (21,9, ..., Qmax ), While Q(z) =
Zgga{‘ﬁd:ﬂd. Encoder input Psgyx1 = (Psl,PSQ,...,Psg)T,

output Pcgx1 = (Pcy, Pea, ..., Pegy)T.

“Including malicious network functions, and eavesdropping on gNB, this
article regards the erosion of a single node.
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Fig. 5: Number of Ps decoded versus number of Pc received
for Receivers.

The Maximum-Likelihood (ML) decoding algorithm is typ-
ically preferred for finite-length Raptor encoding over the
Belief Propagation (BP) decoding algorithm [50], [51]. The
performance of ML decoding is comparable to that of Gaus-
sian elimination [52]]. To use ML decoding, a coefficient matrix
is constructed with rows and columns corresponding to the
Pc and Ps. The coefficient matrix represents how the Pc is
linearly combined from the Ps. g Ps can be recovered from
g7 of Pc if and only if (GémeGﬁfig)(mxg is full rank.

We conducted a MATLAB simulation of the RAPTOR
codec and observed that the number of successfully decoded
packets initially increases slowly with the number of received
Pc, before reaching a sharp increase thresholﬂ Once the
threshold is reached, the entire block can be decoded quickly.
In other words, the number of successfully decoded Ps is
initially very low until the number of received coded packets
reaches the threshold. This principle can be used to defend
against single-link eavesdropping attacks in CMT, we can
limit the number of coded packets transmitted in each single
PDU session to below this threshold. This way, an attacker
of a single PDU session cannot decipher the source data
information effectively, ensuring the security of user data.

C. Secure and Reliable Function and Queuing Model

This subsection comprises two parts. In the first part, we
analyze the reliability and security of a concurrent trans-
mission system that employs Raptor coding. In the second
part, we analyze a queuing coding model that corresponds to
an eavesdropping scenario. For enumeration of all possible
session state, we first employ a 2™V x N matrix C:

11 ...071"

C=|: ®)
1 0 ... 0

Each element ¢;; in row 4 and column j represents the
probability of successful (¢;; = 1) or failed (¢;; = 0)
reception by the receiver through the j-th PDU session for
the i-th transmission possibility. As the UE-DN workflow is
transmitted through different PDU sessions, each individual
message may experience varying degrees of delay and packet

10Note that our team has worked on improving the slope of the surge in
the early stages [32], but we won’t go into details in this article.

loss, which can be quantified using the latency-reliability-
security function,

2NL

ZwHH

Based on Eq[9] the secure data transmission considering the
existence of single-link eavesdroppers, Vj € {1,..., Ny}, v; <
s, Vs 1s the threshold value for ensuring transmission security,
and limits the upper bound of the weight assigned to each
path to prevent eavesdroppers from obtaining sufficient private
information. Where

g = 1, if E;V:ﬁci,j%% >y and V5 € {1,...,
! 0, otherwise.

Fscrer (T,7). 9 T,7;9) &)

Nty < s

(10)
g; will exclude failed transmissions to ensure that only suc-
cessfully decoded outputs are included. ~y4 is the threshold
used to determine successful decoding. H; is defined as

_ _ | Ei(Tyg), ife=1
H; (T, '7]9) = { 1—F; (T, ’ng), ife; =0

The definition of F} is based on the research by Erik et al.
[53]. We delayed the transmission of PDU sessions to cut
off the Gaussian distribution. The corresponding accumulated
probability distribution, Fj, is shown in Figure[7a] F; (T',v;9)
means that at time T, the data packet transmission of the j-th
PDU session with size ;g can achieve a certain reliability.
The extreme value of F; approaches 1 — PI.

There is a correspondence between static latency and relia-
bility (i.e., probability of successful data delivery).

By utilizing function Eq[9] both reliability and security can
be guaranteed. A[t] denotes the number of Ps arriving in
the ¢-th timeslot. We assume that the application layer input
{A]t],t > 0}, the number of packets arriving in each slot is
i.i.d., the upper bound of A[t] is N, denote the probability
distribution of A[t] as A = [Ao, A1, ..., Aw] T, where we define

n = P{A[t] = n}, the average arrlval rate as Z 2o nAn.
Using a buffer with a size of Z, randomly arriving packets are
accumulated, and g packets are selected from the cache once
the encoding of the previous block of packets is completed.

Y

Therefore, g[t] € {0,1,...,Z}, in the [t + 1]-th timeslot, ¢[¢]
evolves ad|
qlt +1] = min{(q[t] — g[t)" + Alt + 1,2} (12)

V. TRADE-OFF DELAY-SECURITY FOR VARIABLE
BLOCK-LENGTH SCLER STRATEGY

A. Constrained Markov Decision Process Formulation

In the context of edge networks, ensuring both the security
and low latency of data transmission is critical. To address
these challenges, we propose a Raptor-encoded multi-session
distributed delay-optimized transport method called SCLER
that considers these constraints. To achieve this, we utilize
the queue length as the system state information and propose
a novel queue-aware variable block length encoding method
that effectively models the SCLER strategy as a Constrained

we define (2)* = max{x,0}
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Markov Decision Process (CMDP). We formulate the problem
as a constrained optimization problem to obtain the trade-
off between delay and reliability, which is a crucial factor
in designing efficient data transmission mechanisms in edge
networks. Specifically, we introduce the SCLER strategies by
leveraging the probabilities f(q, g,v7),

f(a.9.7)) =P{glt] = 9.7 [t] = vllalt] = q}.

We assume a temporary steady-state condition where
no PDU session is being established or released,
that is Vq,Ef:lE%EFivj (¢,9,72) = 1. Therefore,
we can get the strategy function of SCLER, § =

13)

{f(2:97):0<q<M,0<g<B,1<7 <NL0<7 <

to prevent the sender buffer from overflowing or
underflowing, 0 < ¢[t] — g[t] < M — N, and
{7 € T3%|Cg50) < o < NiCig01,0 < 75 < Crgnpy )
The state of the system q evolves based on the Eq[I2}
We denote the overall redundancy of a generation of
data by v, = Z;VZLl'yj. Given a particular strategy
and corresponding system constraints, if 77 — oo, then
Th_{r;o F(T,7i,g9) = L <1— P., L denotes the upper limit
of information security transmission, and the reliability value
of the s ystem will not exceed its theoretical performance.
Using the delay-safety function, we can identify the feasible
region

function, and successful transmission of data in SCLER in-
volves two parts: receiving and recovering. As shown in the
Fig SCLER determines the transmission strategy {g,v7}
based on the state information of the queue length ¢[t]. We
describe the SCLER strategy S as a Markov decision process
with the buffer queue ¢(t), we define the transition probability
as Ay = P{q[t + 1] = ¢'|q[t] = ¢}. Based on Eq[12} we
formulate A, 4 as follows:

N B

)\q7q’ = Z An Z f(Qa g, ’YZ)(C{q/:min{(qu)*wLn, Z} (16)

n=0 g=0

TThe steady state distribution of the system state ¢[t] of SCLER
is formulated as follows:

min{Z,¢'+B
{ Eq;nﬁaxzofq'EN} T‘—(Q))‘q,tf :W(ql)7 Vq’ € {07 17'“>M}7

Zgio m(q) =1.
a7

The queue length, denoted as ¢ and ¢/, takes on values in the
set {0,1,...,Z}, subject to the constraint that the summation
of m(q) over all possible values of ¢ is equal to one. The
queue length is influenced by the random arrival of packets
and selection of. To express the balance equations in Eq[I7]
as a matrix form, we represent the steady-state probability
distribution 7 as a vector [m, ..., 7|7,

F(e)={v. 9, F (T4, 9) 1 —e < F (v T,7l,9) <1—P.}

(14
The fountain code transmission scheme in edge networks
results in a long-tailed latency distribution. To address this
issue, the SCLER algorithm is proposed to reduce the average
transmission delay and achieve a balance between reliability
and security. Based on Little’s Law, Th_r}n T ZtT:l E{@},
this can be used as a latency metric fo;oMEN, which we
describe by the probability of constraints violation Puc:
1 T qlt
T Zt P{% =

. 15)

where d'" is the threshold of the latency indicator, d** €
[0,00) Building upon the SCLER strategy described above,
this paper investigates the provision of low-latency, secure,
and reliable transmission services. A comprehensive analysis
is conducted, considering indicators such as information leak-
age rate, PDU session quality, occupied bandwidth, decoding
function, and delay. The delay and security of the MEN in the
B5G era are key performance indicators that are determined
by the state (g[n], e/ [n]) and action (g,~/). Considering the
limitations of service characteristics, this section proposes a
constrained optimization problem based on CMDP, and the
next section will analyze the trade-off between reliability and
delay while considering security.

B. The Optimal Delay-Reliability Trade-off under SCLER

In this subsection, we will focus on achieving a trade-off
between transmission reliability and delay while ensuring data
security in the face of Eq[7] We refer to Eq[9] as the reliability

{ Agm =, (18)

17w =1,

The matrix Ag is defined with the element A, , at the gth
row and ¢'th column. Additionally, the vector 1 is defined
as a vector with all its components being 1. Based on the
stationary distribution 7r, the SCLER strategy’s average delay
can be expressed using Little’s law. Specifically, the average
delay Lg based on the SCLER strategy S is

VA
1
Ls = 3 ;)qﬂ'q 19)

The occupied PDU session resource occupancy is expressed
as

Z B
Ws=> > Wi(g,%)f, 407

q=0 g=0

(20)

SCLER presents an optimal trade-off scheme for delay-
reliability that takes into account security considerations, based
on the average delay and bandwidth occupancy. The proposed
approach formulates an optimization problem of Ps encoding
and CMT, with the queue length serving as state information,
and subject to reliability and security constraints.

'2(C{A} denotes the characteristic function.
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min Ls (21a)
{fq,g,'vzfﬂq}

st.  Fs>r™ (21b)
Ws < W;" 21c)
Ast =7 (21d)
1T =1 (2le)
Z Yo foet = Yo o QD
9=0 g cpli
mq 2 0, fq 9 >0, Vg, g. (21g)

The goal of SCLER is to find the optimal delay under
the constraint of bandwidth Wth in the MEN. In order to
achieve the optimal trade off between delay and reliability
with secure consideration, we have transformed the encoding
CMT problem into an Linear Programming (LP) problem:

Z B
. 1
{zmlnj XZZ Z 9.9 (222)
99,70 =0 g=0 i~ eFNj
s.t. ZZ Z (9,77) x> rih (22b)
q=0g=0 JeFvJ
VA B
.7 th
YY Y W, W e
1=09=0 ey
7 N B
D022 D My Clrmmintaa i )
n=09=0 'Y'UGF J
B
=2 > Ty (22d)
VA B
DD D Typ =l (22¢)
qﬁg,'yf, Z 07 V(Lg (22f)
z, =0, YVg—g<0orq—g>(Z—N)
(22¢)
we define the optimization variable Ty, Aas

Tq fqg,yj, its long-run average can be expressed as
Iy v

Jim 75 Plglt] = q.9lt] = 9.7 = ~4l]} . one can
obtain the optimal trade-off between delay and reliability
for SCLER by solving the LP problem Eq[22] through the
variable x

In algori’th’rﬁ} we transform the constrained optimization
problem Eq[22]into a matrix form, we set the combination of
solution space {x_ _;} as a vector &, the feasible region in

matrix form as
%:{ }H 3

Eq[22d) are also presented in the form of coefficient matrix
Hg, where Hg = HS — HS, let HS and HS denote the left-
hand and right-hand coefficients of Eq. (22d), respectively. We

9:9,7v

, Hg® = O0ppyq,

C{QGN( ). vhery?}

131, and 0 denote N dimensional all-ones and all-zeros vectors, respec-
tively.

Algorithm 2 Algorithm to generate constraints matrix Hg

Input: A = [\g, A1, ..., A\n]Ts
Output: Hg

1: for g=0to M do

2: Hg — 0]\4+10£+1, Hg <~ 0B+1§

for g=0to B do
q,9
Hs < Omax{g—g+N,M}+1}

9.9

H5 Ng—g+1:q— g+N+1)%>\;
Hy(1: Mg +1)  CrgennHs’ (1: M);
Hg(9+1) < Cpgeniay;

end for

Hs — HS, Hs —eM+1 q+1(HS) ;

100 Hg « [Hs,H¢), Hg + [Hg, Hy);

11: end for_ )

12: Hg < Hg — Hg;

R A A

utilize S to obtain the optimal trade-off solution z” |

be-
4,9,
tween delay and reliability, where mq i is obtained through

Tq f A .. Thus, the optimal strategy S” can be expressed as
N — A A .
S {fqgw :Vq,9,7}}, where fq’g’% is defined as:
M 3 A
f(;\q ;= o if w' >0 24)
Yo (C{g _ gmdx} if 71'2\ = O7

As a consequence, the optimal delay-reliability trade off under
secure consideration for SCLER is obtained.

C. The threshold-based Strategy

We aim to offer edge network users a secure, high-
reliability, and low-latency service. To achieve this, we propose
transforming the LP problem into a reliability-delay pairing
based on the reliability function (Eq[9). As a result, the LP
problem can be redefined as:

min L (25a)

(7, L)eR
st P>l (25b)
Ws < Wit (25¢)

the set N comprises all admissible “delay-reliability” pairs
under the SCLER strategy S. Specifically, X can be obtained
on the two-dimensional plane of delay and reliability, where
delay and reliability are determined by Eq[2Za] and Eq[22b]
respectively. Each point in R corresponds to a particular type
of SCLER strategy S subject to the constraints specified by
Eqs 223028

Using variable block length coding under given PDU ses-
sion conditions W;h and arbitrary initial queue conditions,
we obtain an optimal delay—reliability trade-off f” .. We
also examine how our SCLER behaves under thfsg optlmal
coding strategy S” and show that each queue length selects
either maximum or minimum block lengths (B;‘E;X, B;‘[lti]“):
maximum lengths improve coding efficiency and reliability
Eq[9} packets dispersion CMT with a security threshold -,
impose a lower limit on minimum Pc encoding block lengths.
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When g falls below this threshold B;Ei]“, we fill out coding
blocks with randomly generated packets.

A >
fq,g,% 20,
Ao =0,

4,97

max min

if gy or gy

otherwise (26)

The optimal SCLER encoding strategy exhibits characteristics
of action-limited decision-making, where the strategy of S is
constrained by state information and a threshold ¢~ related to

q[t]:

Y ifq>q~

A
q gmax
g
7 :
4,95l
A A : ~
fq,g:;“‘“w% fq,g:;“",% =49

=1 ifg<q” (27)

In addition, to achieve the optimal trade-off between delay and
reliability, the allocation coefficient 7-5 selects the maximum
value within the allowable range of the safety threshold. As
a result, we can obtain the minimum Lg while satisfying the
reliability and safety constraint. The trade-off between delay
and reliability can be obtained by adjusting the reliability
constraints.

VI. PERFORMANCE RESULTS

We constructed a set of edge networks to evaluate our
proposed SCLER. The entire mobile core network is imple-
mented based on the modified Free5GC. The control plane
and user plane network elements of the core network are de-
ployed on two separate virtual machines running Ubuntu18.04
with 16GB memory. We used two access points, two cus-
tomized base stations (NRO1), and one TP-LINK AX3000
Wi-Fi device. We have modified the existing PDU session
establishment process (see Appendix A) by transforming the
core network control plane network element to support the
establishment of multiple PDU sessions. Our experimental
section is divided into two parts: testing the basic environment
and presenting the numerical results of the SCLER strategy.

Latency(ms)

0

20
Index of test seq-num

(a) WiFi & NR latency result. (b) UE initialization procedure

delay result.

Fig. 6: DIEN performance test result.

A. Basic Performance Results

Figl6| shows the transmission performance test results of
DIEN basic environment. As shown in Figl6al we tested the
transmission delay of NR and WiFi by sending an ICMP
packet to the DN end on the UE. To determine the delay of
the basic propagation of the PDU session that is not related
to the carrying data packet. We recorded the delay of a single

NR/WiFi access PDU session. The average delay of NR was
6.25ms, while that of WiFi was 9.927ms for 60 tests.

Furthermore, we conducted UE initialization procedure test
Fig[6b] to measure the system’s initialization delay. The ex-
perimental object is the procedure proposed by our Appendix
A. 1.Registration procedure is usually triggered during power-
on or switching flight mode. 2.Establishment of PDU session
procedure triggers when the UE moves between gNB. We
recorded the delay of the initialization process 30 times.
The average time taken for Procedurel+2 and Procedure2
were 609ms and 194ms, respectively. The analysis of SCLER
performance under the steady state after connecting the es-
tablishment of connection does not involve two initialization
procedures.

(b) Delayed reliability function
Fscrer with security consider-
ation described in Eq].

(a) Latency-reliability curves F
for considered technologies for
¢ = 1500.

Fig. 7: Example showing the reliability diagram of a single
PDU session and DIEN-based reliability function of the entire
SCLER system.

As shown in Fig[7, we want to use Fj to describe the
delay characteristics of PDU sessions with different interfaces.
The end-to-end transmission delay 7' of the PDU session
we consider may be affected by high load packet loss at
the network layer [54] and data link layer packet loss [55].
Therefore, without considering retransmission, 7' should obey
the Gaussian distribution, consequently we have T' = t,, + ¢,
where ¢, represents the data transmission delay, related to
packet size and bandwidth, ¢.e. t. = W % (jfl x1.25% 109, the
propagation delay ¢, caused by protocol flow and physical
signal propagation, corresponds to the position of the first
non-zero point in Fig where ¢, = [9.927,12,6.25]ms,
W, = [500,100,200]Mbit/s, We regard the cumulative dis-
tribution of the delay probability as F;. This indicates that the
transmission reliability of the current session changes with the
transmission delay, and its extreme value approaches {1—P,},
where P/ = [0.9,0.92,0.95], corresponding to the highest
reliability that can be guaranteed. The rising rate of Fj is
related to t..

As shown in we have illustrated Fscrpr and pre-
sented the changes in reliability values under different typical
strategies based on Eq[] The orange and red lines show
Fscppr values that increase with delay, Fscoppgr represents
the probability of the system successfully decoding 7 in the
legal range, when the allocation weight exceeds the decoding
threshold 4, the method can be decoded successfully; When
) = 10.2 0.2 0.9], where 3 exceeds the safety threshold
'yg = 0.8, and Fscrgr is always zero. We noticed that
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TABLE II: Simulation Parameter Settings.

Packet Arrival Rate

Channel Transmission State

Packet Arrival Statistics

E[A] A = [A25, ..., A100] rth e, (%) E[A] | o2 A = [A25, ..., A100]
25 0.24,0.10,0.12,0.05 0.99 [22, 25, 25] 45 | 0.78 | [0.39,0.42,0.11,0.06
45 0.34,0.27,0.16,0.11] | 0.999 9,22,10 45 | 1.16 | [0.39,0.31,0.13,0.10
60 0.16,0.30,0.20,0.26] | 0.9996 6,14, 10 45 | 1.38 | [0.34,0.27,0.16,0.11

> EIA]=45

%67 B[A]=60

0.99

0.9

099 0.9999
FscLer

0.9

0.999

(a) Impact of different E[A] on the results.

(b) Impact of different o2 on the results.

0.99 0.999 0.9999

0.9

0.999 0.9999

Fscrer Fscrer

(c) Impact of different £7,(%) on the results.

Fig. 8: Optimal Delay-Reliability Tradeoff Curves for Various Scenarios.

although NR has the advantage of ¢, = 6.25, however the

first non-zero point of the Fscoppgr-curve is still around 10.

This is because, under the limit of the safety threshold ~s,,

the decoding cannot be completed based on the bearer Pc

of single path. Determined by the characteristics of fountain

codes, DIEN will be unreliable if and only when all three
N

L .
channels are error-coded, so P. = 1 — [] (1 — P?), the

j=1
extreme value of Fsorpr is 0.9996. The strategy S takes
effect based on Fscrgr 22b) which is one of the foundations
of this paper.

B. Numerical Results

The SCLER strategy S is based on DIEN transmission, and
we have analyzed the data protection capabilities in the face of
passive attackers in Fig[5] This section will focus on analyzing
the optimal trade-off between delay and reliability under the
premise of security considerations.

In this subsection, we analyze the network characteristic
values based on the basic performance results. We set the
maximum transmission block length B = 100, considering the
encoding characteristics, when g¢[t] < 100, random redundant
Ps will be added to ensure that v;v; > 4. We consider B5G
DIEN containing three PDU sessions, whose transmission
characteristics are shown in Fig[7al The accumulation and
arrival of Ps follow the probability distribution A(.), and the
maximum arrival rate is N2« » = 300. For the convenience of
analysis, we assume that the minimum granularity of a single
timeslot data arrival is 25, namely Ay = 0,25, 50, 75,100. We
sort the PDU sessions as 1-3 according to NR, Wifi, and LTE
bearers. Pc erasure at the PDU session layer is considered a
separate unreliability other than Pe, £[n] does not vary with
time under the consider of there is no retransmission, and this
assumption is reasonable in mobile networks. The number of
time slots for each simulation run is Ny = 10°. Theoretical
results are plotted with diamond-shaped dots, while simulation

results are marked with lines. The basic simulation parameter
settings can be found in Table[l

The Fig[8a shows the numerical results of the delay-
reliability trade-off. It illustrates that for fixed deletion prob-
abilities of ¢/ = [6,14,10], Fscrrr can achieve the min-
imum average waiting delay while ensuring reliability for
average arrival rates E[A] of 25, 45, and 60. The simulation
results match well with the theoretical analysis shown by the
diamond-shaped dots, which shows that the derived optimiza-
tion problem of the threshold-based strategy accurately solves
the Eq21] The delay-reliability trade-off curve is segmented,
which is consistent with the characteristics of the strategy.
As the reliability F'SCLER approaches its extreme value,
the delay increases rapidly, and the queue state becomes
more unstable. Under the same reliability constraints, as E[A]
increases, the corresponding average queue delay Lg also
increases due to the higher throughput of DIEN at this time. In
summary, SCLER can achieve a latency-reliability trade-off,
and the threshold-based strategy is effective.

In Fig[8bl we use the same setting as in Fig[8a) to analyze
the delay-reliability trade-off when E[A] = 45 and o2 =[0.78,
1.16, 1.38]. We observe that the arrival process A with a
larger second-order moment o2 has a higher corresponding
average queue delay LS, which is longer. As the reliability F
approaches 1 — P,, more delay overhead needs to be added
due to the long-tailed distribution of the reliability function.
This causes Fscorgr to slowly approach the extreme value. In
conclusion, the variance has an effect on the reliability-delay
trade-off, which helps us to further analyze the threshold-based
strategy.

Fig[8c| shows the analysis of the delay-reliability trade-off
under different deletion probabilities for E[A] = 45 and three
channel transmission state as shown in Table[ll With the
deletion probability increases, a lower code rate is required
to achieve the same reliability value. In this case, S tends to
generate a smaller g to improve the coding redundancy, which
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increases the queue delay in the DIEN.

(®) "= 0.999

(a) r*"=0.9996
Fig. 9: Threshold-based strategy S, E[A]=45.

Fig[9] shows the specific strategy probability value of the
threshold policy. We analyze the change of S under different
reliability requirements 7" for E[A]=45. The results in Fig
have confirmed the effectiveness of the threshold strategy in
solving derivative problems. In Fig[9a] the threshold point is at
q[t] = 25, and the probability of transmission is 0.75, while in
Fig the threshold point is at ¢t] = 50, and the probability
of transmission is 0.47. Considering both reliability and delay,
SCLER adjust the threshold policy point to achieve optimal
trade-off optimization.

VII. CONCLUSION

This paper investigates how to provide end-to-end low-
latency, high-reliability transmission methods between termi-
nal devices and edge nodes in Beyond 5G edge networks,
while considering potential eavesdroppers. We propose a se-
cure and reliable Raptor encoding-based transmission scheme
that mitigates the impact of asymmetric delay and bandwidth
differences in multi-path transmission, thus enhancing the
interaction between paths. We develop a sender-side queue
length-aware variable block-length encoding method and im-
plement multi-path split transmission, taking into account a
data security threshold that reduces data leakage risks on a
larger attack surface in CMT. By analyzing the optimal trade-
off decision problem for delay and reliability, we address
the constraint optimization problem using a threshold-based
strategy. Performance results demonstrate that our approach
is effective in achieving the optimization of both delay and
reliability, while ensuring data security.

APPENDIX A
MULTI-ACCESS PDU SESSION
ESTABLISHMENT PROCEDURE

The current existing mobile network does not yet support
the establishment of physically isolated multi-PDU sessions.
Therefore, we propose the procedure of establishing diversity
interface PDU session suitable for SCLER

1) In SCLER, both UE and DN can initiate a PDU session

establishment request. The corresponding message is
PDU Session Establishment Request, which needs to
carry the requested DNN (Data Network Name), PDU
session type, etc.

2)

3)

4)

5)

6)

7

8)

9)

10)

1)

[1]

[2]

[3]

[4]

[5]

[6]
[7]

AMF will send the message to SMF in SBI(service-
based interface) format and will report the access type
currently supported by UE to the core network.

SMF will perform the authentication and authorization
of the PDU session, and register on the Unified Data
Management (UDM). These contents are not shown
in Fig. SMF reads the service data of the user
subscribed by the user in the SCLER and invokes the
session management policy rule corresponding to the
user, which is used for the PDU session QoS control,
At this time, SMF has selected the DN and the Anchor
UPE.

SMF sends PDR to UPF, (PDR is a kind of cell,
used to carry policy control information, including
rule name, forwarding action, service processing action,
etc.), UPF will be assigned with RAN and N3IWF
addresses, namely TEID, for RAN and N3IWF uplink
data transmission, corresponding to UPF-1 and UPF-2
respectively,

SMF requires AMF to relay the SMF’s NAS messages
(i.e. the session establishment accept the message and
the UPF’s core network tunnel information for uplink
from the RAN) to the UE.

AMF initiates a radio resource request to the access
point, including 3GPP access and non-3GPP access, and
requires relaying NAS messages

The NG-RAN and Wifi set up the radio bearer and RAN
tunnel after receiving the request, and sending the NAS
message to the UE

NG-RAN and Wifi use session information (including
session id and RAN tunnel) to provide response to AMF
AMF relays session information to SMF

SMF updates the UPF after receiving the reply and
establishes the downlink tunnel from the UPF to the
base station

Finally, the tunnel from the access point to UPF-A is
generated. The UE and UPF-A split and aggregate the
data, and the encoding and decoding are also completed
in the UE and UPF-A.
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