
Device-Independent Quantum Key Distribution beyond qubits

Javier Rivera-Dean,1, ∗ Anna Steffinlongo,1, † Neil Parker-Sánchez,1, † Antonio Acín,1, 2 and Enky Oudot1, ‡

1ICFO – Institut de Ciencies Fotoniques, The Barcelona Institute of Science and Technology, 08860 Castelldefels (Barcelona)
2ICREA – Institució Catalana de Recerca i Estudis Avançats, Lluís Companys 23, 08010 Barcelona, Spain

(Dated: February 2, 2024)

Device-Independent Quantum Key Distribution (DIQKD) aims to generate secret keys between
two parties without relying on trust in their employed devices, imposing strict noise constraints
for key generation. This study explores the resilience of high-dimensional quantum systems in
DIQKD, focusing on a comparison between qubits and qutrits. Lower bounds on achievable key
rates are investigated through numerical optimization, while upper bounds are evaluated using the
Convex-Combination attack, which has been further extended to account for arbitrary dimensions.
The observed difference between these bounds provides insights into noise thresholds and potential
enhancements in DIQKD scenarios, prompting debate on the merit of increased dimensions given
the associated experimental efforts required.

I. INTRODUCTION

Quantum Key Distribution (QKD) stands as one of
the most promising and successful applications stemming
from the second quantum revolution [1], aimed at lever-
aging and harnessing the properties of quantum mechan-
ics toward novel technological advancements. In QKD
protocols, the security of the established key among two
or more parties relies on both the principles of quantum
physics and the precise description of the experimental
apparatus. However, minor deviations from these exact
specifications of the used protocol can enable eavesdrop-
pers to compromise its security [2–7].

In this context, Device-Independent Quantum Key
Distribution (DIQKD) seeks to overcome potential
vulnerabilities associated with the trustworthiness of
the quantum devices employed for communication [8].
DIQKD specifically shifts its emphasis from trusting the
internal functionalities of quantum devices to relying
solely on observed correlations between measurements
conducted by distant parties. In this regard, the price to
pay for removing the requirements for a physical descrip-
tion of the measurement apparatus is the observation of
a substantial violation in a Bell test [8], thus tolerat-
ing low levels of noise [9–12]. Notably, the security of
such protocols has been successfully demonstrated, even
in scenarios allowing an eavesdropper to execute general
attacks, see e.g. Ref. [13].

The security of DIQKD protocols relies on the vio-
lation of a Bell inequality [8]. Intuitively, for certain
Bell inequalities such as the Clauser-Horne-Shimony-Holt
(CHSH) inequality [14], maximal violation observed by
two parties indicates their sharing of a maximally entan-
gled two-qubit state [15, 16], rendering them uncorrelated
with any third party. However, achieving the maximum
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violation of such an inequality is hindered by inevitable
noise, prompting extensive research efforts to enhance the
noise robustness of security proofs [17, 18]. Simultane-
ously, minimum noise requirements have been established
through the deliberate design of potential eavesdropping
attacks on a given protocol [19]. The discrepancy be-
tween these requirements has significantly narrowed, al-
lowing for minimal potential improvement [12, 20], es-
pecially in scenarios where the shared state is encoded
using qubits. Notably, recent successful DIQKD experi-
ments employing qubit-encoded shared states have been
recently conducted [9, 10].

To scale up DIQKD to medium or long distances,
either experiments need to meet the requirements de-
rived from security proofs or the scenario itself has to
change. One potential avenue involves augmenting the
number of inputs and outputs in the protocol, or increas-
ing the shared quantum system’s dimensionality between
Alice and Bob. This could present a viable approach
for DIQKD protocols, particularly considering that max-
imally entangled states can self-test across arbitrary lo-
cal dimensions [21]. Furthermore, compared to qubits,
utilizing higher-dimensional systems has been shown to
increase the noise robustness of violations of Bell inequal-
ities [22, 23], of the security of device-dependent QKD
protocols [24], and also allows for device-independent ex-
traction of a greater number of random bits [25].

This study investigates the impact of increased inputs,
outputs, and shared system dimensions between Alice
and Bob on the noise requirements in DIQKD proto-
cols. We analyze the security of these protocols, aim-
ing to establish both upper [18] and lower bounds [19]
for noise requirements, ensuring the generation of secure
keys between two parties. Specifically, our focus lies in
comparing qubits and qutrits, although an extension of
the lower bounds for noise requirements to encompass
arbitrary dimensions is also presented.

Before proceeding, it is worth clarifying that in
DIQKD security proofs, Hilbert space dimension does not
play any role, but the cardinality of the measurement out-
puts sA and sB , here taken equal to d, is the relevant pa-
rameter. However, when implementing a DIQKD proto-
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col, this parameter can be associated to the Hilbert space
dimension of the measured quantum systems when local
projective measurements are applied to them, or to the
extended Hilbert spaces defined by local non-projective
POVMs, consisting of projective measurements on the
systems and ancillas.

II. SCENARIO

In QKD scenarios, two spatially separated and trust-
worthy parties, hereupon identified as Alice and Bob, aim
to establish a secure secret key for communication be-
tween them. Meanwhile, a potential adversary, referred
to as Eve in the following, attempts to eavesdrop on their
communication in pursuit of accessing information re-
garding the shared key.

In this scenario, the joint state describing this system
is generally represented as a (dA × dB × dE)-dimensional
tripartite quantum state ρ̂ABE acting on HA⊗HB⊗HE ,
where Hi denotes the Hilbert space of party i (i ∈
{A,B,E}), satisfying dim(Hi) = di. Thus, in a first
step towards generating a secret key, Alice and Bob ma-
nipulate physical systems that perform local operations
on their respective share of ρ̂ABE , producing outputs uti-
lized later in key generation. Specifically, by randomly
selecting classical inputs, labeled here as x ∈ {1, . . . ,m}
for Alice and y ∈ {1, . . .m+1} for Bob, the systems yield
outputs a ∈ {1, . . . , sA} and b ∈ {1, . . . , sB}, respec-
tively. In the following, we consider sA = sB = dA =
dB = d. The measurements performed on these sys-
tems can be defined by sets of Positive Operator-Valued
Measures (POVMs), denoted as {{Π̂a|x}a}x for Alice and
{{Π̂b|y}b}y for Bob. These measurements, along with the
quantum state ρ̂ABE , establish joint conditional proba-
bility distributions p(a, b|x, y), signifying the probability
of obtaining outputs a and b given the implementation of
measurement inputs x and y. Employing the Born rule,
p(a, b|x, y) can be expressed as

p(a, b|x, y) = Tr
[
ρ̂ABE(Π̂a|x ⊗ Π̂b|y ⊗ 1)

]
. (1)

The set of quantum correlations or quantum set Q is de-
fined by those joint conditional probability distributions
p(a, b|x, y) that can be written in the form of Eq. (1).

In the realm of DIQKD, the primary goal is to study
the security of the protocol based on the set of correla-
tions pAB := {p(a, b|x, y)} describing Alice’s and Bob’s
outputs statistics after performing the aforementioned
experiment a given number of rounds n, without rely-
ing on trust in the utilized measurements nor the shared
state. Essentially, they treat their measurement devices
as black boxes, as pictorially presented in Fig. 1 (a).
Specifically, the initial m measurements performed by
both parties aim to validate a Bell inequality violation,
ensuring the existence of nonlocal correlations shared be-
tween Alice and Bob. Conversely, the outputs acquired
from inputs x∗ = m and y∗ = m+ 1 are utilized for the
raw key generation.

The security of the protocol is quantified by the key
rate r, indicating the number of secure bits generated by
Alice and Bob per protocol round. Imperfections in Al-
ice’s and Bob’s measurement devices, which could poten-
tially stem from the presence of an eavesdropper seeking
information about the key, lower the value of r. A pro-
tocol is deemed secure whenever r > 0. The threshold
case r = 0 provides the conditions that must be satisfied
to ensure the generation of a secure key.

The key rate r for one-way protocol communication is
expressed as the difference between an error-correction
(EC) term, which determines the fraction of bits Alice
has to publicly communicate to Bob in order to correct
any potential mismatch between their raw keys; and the
privacy amplification (PA) term, representing the frac-
tion of bits Alice has to compress in order to ensure that
Eve has zero knowledge of the resulting key [26]. In this
work, we study upper bounds rub and lower bounds rlb
on the key rate, that is

rub ≥ r ≥ rlb, (2)

obtained by bounding the PA term in two different ways,
pictorially represented in Fig. 1 (b).

One approach to establishing a lower bound on the
key rate involves overestimating Eve’s knowledge regard-
ing Alice’s outcomes, that is, lower bounding the PA-
term. This is achieved by allowing Eve to execute at-
tacks that surpass correlations within the quantum set
Q. The Navascués-Pironio-Acín (NPA) hierarchy facil-
itates this overestimation [27, 28], leading to the NPA
set presented in Fig. 1 (b). Conversely, an upper bound
can be derived by introducing specific quantum strategies
followed by Eve to predict Alice’s outcome. We exam-
ine the Convex-Combination (CC) attack for this pur-
pose [19] which, in certain scenarios, has demonstrated
close alignment with state-of-the-art techniques used to
compute lower bounds [20]. In the CC attack, Eve mim-
ics the correlations observed by Alice and Bob, i.e., pAB ,
by randomly alternating between correlations compati-
ble with the local-hidden-variable-model [29] or non-local
correlations, represented in Fig. 1 (b) as pLAB and pNL

AB
respectively.

The difference between these two bounds offers in-
sights into noise requirements and potential enhance-
ments achievable in a given DIQKD scenario. This study
delves into these perspectives, exploring the impact of in-
creasing the dimension d and varying number of measure-
ment choices m on the key rate. Specifically, our focus
for the lower bounds resides within the parameter space
where d,m ∈ {2, 3}, whereas analytical upper bounds
enable us to increase d further.

III. BOUNDING THE KEY RATE

In this section, we provide an overview of the meth-
ods used to compute both the lower and upper bounds of
the key rate, offering a conceptual understanding without
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FIG. 1. In (a), a graphical representation of a typical DIQKD protocol is depicted. Alice and Bob input measurement parameters
x and y into their respective black boxes, resulting in outcomes a and b in return. This entire process establishes a set of observed
correlations {p(a, b|x, y)}, defining the likelihood of obtaining outcomes a and b given the introduction of measurements x and y.
In DIQKD, the protocol’s security against an eavesdropper, Eve, is determined based on these correlations established between
Alice and Bob. In panel (b), an illustrative scheme depicts the methods employed to compute upper and lower bounds on the
key rate. For the analysis of lower bounds, Eve is permitted to execute attacks utilizing correlations beyond the quantum set
Q, illustrated by the NPA set. For the upper bounds, the CC attack is employed. In this scenario, Eve selectively sends pLAB

or pNL
AB , with the constraint that their linear combination reproduces the observed correlations pAB .

delving into specific details. More comprehensive infor-
mation on calculations and methodology is available in
the supplementary material (SM).

A. Lower bounds

In one-way scenarios, where the parties publicly com-
municate in one direction, say, from Alice to Bob, a lower
bound to the key rate in the asymptotic regime n→ ∞ is
provided by the commonly known Devetak-Winter (DW)
bound [30]

rDW = H(A|x = x∗, E)−H(A|B, x = x∗, y = y∗), (3)

where H(A|x = x∗, E) represents the conditional entropy
between Alice’s outcome when measuring x∗ and Eve,
and H(A|B, x∗, y∗) denotes the conditional entropy be-
tween Alice’s and Bob’s outcomes when performing mea-
surements x∗ and y∗, respectively. Notably, for the latter
term, the additional measurement y∗ performed by Bob
can be optimized with the objective of minimizing its
value.

Given that the conditional probabilities in Eq. (1) only
depend on a particular implementation of the protocol,
the computation of H(A|B, x = x∗, y = y∗) becomes
straightforward. However, the same does not hold for
H(A|x = x∗, E), which we bound numerically instead. In
this context, we adopt two distinct approaches to lower
bound the entropy: the min-entropy and a convergent
hierarchy to the von Neumann entropy. Regarding the
former, it is given by [31, 32]

Hmin(A|x = x∗, E) = − logdG(A|x = x∗, E), (4)

whereG(A|x = x∗, E) is the guessing probability [32] (see
SM B), that is, Eve’s probability of guessing Alice’s out-
come when performing measurement x∗. Alternatively,
in Ref. [18], the authors derived a convergent series of
lower bounds on H(A|x = x∗, E) given by

H̃(M)(A|x = x∗, E) = cM +

M−1∑

i=1

wi

ti ln d

d∑

a=1

f
(
ti, Π̂a|x∗

)
,

(5)
where f(ti, Π̂a|x∗) is a function to be optimized over Eve’s
measurements subjected to a set of linear constraints.
In this expression, wi and ti are the ith Gauss-Radau
quadratures, with M being the total number of nodes,
such that increasing values of M provide tighter bounds
on H(A|x = x∗, E) in Eq. (3) (for details we refer the
reader to SM C).

While to our knowledge there is no direct link between
Eqs. (4) and (5), in practice it is obtained that for suffi-
ciently large enough values of M (M ≥ 8), Eq. (5) yields
superior bounds on the key rate compared to Eq. (4).
However, optimizing Eq. (5) given certain parametrized
POVM sets and a shared quantum state between Alice
and Bob is a significantly intricate task [12, 18]. Par-
ticularly in the scenarios examined here, coupled with
the available computational resources, this optimization
becomes nearly impractical. In such circumstances, the
utilization of the min-entropy, which is computationally
more manageable compared to Eq. (5), becomes notably
advantageous.

Consequently, by considering a parameterization of the
measurement operators {Mx(θ)}x and {My(θ)}y (fur-
ther described in SM A), the method employed here to
derive the lower bound on the key rate comprises two
primary steps: (1) a semi-definite optimization, and (2)
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FIG. 2. A visual representation of the methodology employed
to optimize Eq. (4) with respect to the parameters θ. Given
a state and a series of measurements conducted by Alice and
Bob, these establish a set of constraints enabling the optimiza-
tion of Hmin(A|E) via Semi-Definite Programming (SDP).
The dual of this SDP provides us with a Bell inequality, which
is optimized by means of local optimization methods with re-
spect to θ to derive a new state and a set of measurements
applicable in subsequent steps.

a local optimization involving the parameters θ. A pic-
torial representation of these steps is illustrated in Fig. 2,
with a detail step by step explanation available in SM B.

At the ith step, the optimization commences with a
quantum state ρ̂i, expressed in the form

ρ̂i = V |ψi⟩⟨ψi|+
1− V

d
1, (6)

with V referred to as the visibility, and the parameters θi
yielding the measurement sets {Mx(θi)}x and {My(θi)}y
for Alice and Bob, respectively. These quantities provide
a series of linear constraints, enabling the computation of
the optimal value for Hmin(A|x = x∗, E) through Semi-
definite Programming (SDP) methods [33]. Here, we take
into advantage the fact that SDPs can be formulated in
two equivalent ways: as a minimization involving a cer-
tain objective function, in our case Eq. (4), known as
the primal problem; or as a maximization over the set
of constraints, termed the dual problem. Consequently,
the dual of the optimized SDP yields a Bell inequality
from which we construct a Bell operator B̂(θi) that, by
definition, depends on ρ̂i and the measurement settings
{Mx(θi)}x and {My(θi)}y. This Bell operator defines a
Bell inequality ⟨B̂(θi)⟩, which is violated by the correla-
tions obtained from ρ̂i, {Mx(θi)}x and {My(θi)}y, repre-
sented as pAB(θi) ≡ {p(a, b|x(θi), y(θi))} in Fig. 2. Con-
sequently, optimizing the maximal violation of ⟨B̂(θi)⟩
via local optimization methods leads to a new state
ρ̂i+1 satisfying (6), and an optimal set of parameters
θi+1 that can be utilized in the SDP optimization for
Hmin(A|x = x∗, E). These outlined steps are iteratively
optimized until convergence of Hmin(A|x = x∗, E) is at-
tained.

Upon reaching convergence, the additional measure-
ment settings employed by Bob to compute the key, de-

noted asMy∗(θi), underwent optimization aimed at mini-
mizing the error correction term H(A|B, x = x∗, y = y∗).
Subsequently, the optimal parameters were utilized to
calculate H̃(M)(A|x = x∗, E) in Eq. (5), with M = 16,
and determine the key rate.

B. Upper bounds

In order to construct an upper bound on the one-way
key rate, we generalize to dimension d the approach fol-
lowed by Łukanowski et al. [20], based on the CC at-
tacks originally proposed by Farkas et al. [19]. These
are individual attacks in which Eve’s strategy is to dis-
tribute, in each round, either local bipartite correlations
pLAB(a, b|x, y) with probability qL, or a non-local one
pNL
AB (a, b|x, y) with probability qNL = 1 − qL. To re-

produce the observed correlations, these must satisfy

qLpLAB(a, b|x, y) + qNLpNL
AB (a, b|x, y) = pAB(a, b|x, y)

∀a, b, x, y. (7)

Since local correlations can be decomposed as a convex
combination of deterministic strategies, that is pLAB =∑

i γip
L,(i)
AB with γi ∈ [0, 1] ∀i, Eve can distribute the de-

terministic strategy pL,(i)
AB in each round with probability

qLi = γiq
L. By keeping track of the distributed deter-

ministic strategy, Eve has perfect knowledge of Alice and
Bob’s outcomes for the key settings x∗ and y∗ in each lo-
cal round. On the contrary, we make the overpessimistic
assumption that Eve has no knowledge of their outcomes
in the non-local rounds.

For a particular individual attack, if Alice does not
perform any preprocessing, the following expression pro-
vides an upper bound on the asymptotic key rate with
one-way error correction

r1−way(A→ B) ≤ H(A|x = x∗, E)−
H(A|B, x = x∗, y = y∗) =: rub. (8)

Here, H(A|x = x∗, E) is the PA-term and H(A|B, x =
x∗, y = y∗) is the EC-term. Henceforth, we omit any
reference to the measurement settings, which we take to
be the key settings.

In order to find the tightest possible upper bound, we
must optimize the CC attack. In other words, we must
maximize the knowledge gained by Eve. Once the ob-
served correlations pAB and the non-local correlations
used by Eve pNL

AB are fixed, this corresponds to finding
the local correlations that satisfies Eq. (7) and maximizes
qL. This can be expressed in terms of the following linear
optimization problem

Find a vector q := (qL, qNL)

that maximizes (1, 1, . . . , 1, 0) · q
subject to (1, 1, . . . , 1) · q = 1

0 ≤ q ≤ 1

q · (pL
AB, p

NL
AB ) = pAB

(9)
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where pL
AB = {pL,(i)

AB }i is the set of all local deterministic
strategies, pNL

AB is the chosen non-local correlation, and
pAB is the observed correlation.

In this work we assume that the non-local correlations
used by Eve is the same as the ideal, noise-free, corre-
lations Alice and Bob intend to share. We do this in
order to find an upper bound on the key rate in the full
range of visibilities V ∈ [0, 1]. If Eve were to use non-
local correlations different from Alice and Bob’s, then in
the limit of V → 1 the CC attack would not be possi-
ble, since Eve would always have to distribute the same
non-local correlations in order to match the observed cor-
relations. Therefore, in the finite visibility scenario, the
probabilities observed by Alice and Bob are

pAB(a, b|x, y) = V pNL
AB (a, b|x, y) + 1− V

d2
. (10)

In particular, we consider two non-local correlations,
which are the ones that allow for maximal quantum vio-
lation of the inequalities introduced by Salavrakos et al.
[23] and Collins et al. [22], respectively, the latter referred
to as the CGLMP-inequality. We observe that these in-
equalities provide key rates that are in very good agree-
ment, up to some mild differences, to those obtained with
the optimization method depicted in Fig. 2 (we refer the
reader to SM B). Furthermore, Salavrakos’ inequality is
chosen because its maximal violation provides a perfect
secret d-value key. This is because it self-tests the maxi-
mally entangled state |ψ0⟩ = (1/

√
d)

∑d
q=1 |qq⟩, and the

associated optimal measurements, which we refer to as
the CGLMP-optimal measurements [23]. These measure-
ments also lead to the maximal violation of the CGLMP-
inequality by this state [22]. However, a larger CGLMP
violation can be attained by another, non-maximally en-
tangled, state, which we refer to as the CGLMP state.
In fact, the maximal quantum violation of the CGLMP
inequality obtained by the CGLMP state defines optimal
correlations in terms of noise robustness [34].

1. Maximally entangled state

The CC attack can be optimized analytically if we
choose as non-local term the correlations maximally vi-
olating Salavrakos’ inequality, obtained by measuring a
maximally entangled state. By substituting Eq. (10) into
Eq. (7) we can write

pLAB(a, b|x, y) = Ṽ pNL
AB (a, b|x, y) + 1− Ṽ

d2
(11)

where Ṽ :=
(
V − (1− qL)

)
/qL. Therefore, maximising

qL corresponds to maximising Ṽ such that pLAB(a, b|x, y)
is local. The result of this maximization is the local visi-
bility V L. Hence, the maximal local weight is

qL =





1− V

1− V L if V ≥ V L

1 otherwise
. (12)

To detect the nonlocality of the resulting correlations,
we can use the CGLMP-inequality, since this inequality
is tight, which means it coincides with a facet of the local
polytope [35]. This inequality is expressed as [22]

Id =

[d/2]−1∑

k=0

(
1− 2k

d− 1

){
p(A1 = B1 + k)

+ p(B1 = A2 + k + 1) + p(A2 = B2 + k)

+ p(B2 = A1 + k)− p(A1 = B1 − k − 1)

− p(B1 = A2 − k)− p(A2 = B2 − k − 1)

− p(B2 = A1 − k − 1)
}
≤ 2 =: Cb.

(13)

The maximum value of Ṽ is the ratio between the local
bound Cb and the maximum violation of the CGLMP-
inequality by the maximally entangled state V L =
Cb/I

max
d (see SM D for details). This allows us to de-

termine the maximum local weight using Eq. (12). The
conditional entropy H(A|E) is 1 for the non-local rounds
and 0 for the local rounds. Therefore H(A|E) = 1− qL.

Computing the conditional Shannon entropy for (10)
yields the EC-term

H(A|B) = −1 + (d− 1)V

d
logd (1 + (d− 1)V )

− (d− 1)(1− V )

d
logd (1− V ) + 1. (14)

By subtracting these two terms, we get the following up-
per bound on the key rate:

rub =
1 + (d− 1)V

d
logd (1 + (d− 1)V )

+
(d− 1)(1− V )

d
logd (1− V )− 1− V

1− 2/Imax
d

.

(15)

2. CGLMP state

In the case of the CGLMP state, we use linear pro-
gramming to solve the problem defined in Eq. (9) for a
given visibility in order to find the local weight and the
corresponding upper bound on the key rate. To do this,
we first need to find pNL

AB . For this, we first define the
Bell operator B̂d corresponding to the CGLMP-inequality
defined in Eq. (13), where we use a measurement param-
eterization of the measurement operators which achieve
the maximum quantum violation following [23, 36]. We
then optimize this Bell operator to find the optimal state
and measurements. We use this state as the non-local
state and find pNL

AB .

IV. RESULTS

In this section, we present the results derived through
the methodology outlined in Section III. The section is
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FIG. 3. Lower bounds on the key rate attained when using
the min-entropy (4) and the lower bound (5), the latter when
setting M = 16. Four different scenarios are considered de-
pending on the values of d (d = 2 in blue and d = 3 in red)
and m (m = 2 with light colors and m = 3 with dark colors).
Notably, the case of d = 2, m = 2 retrieves the critical visi-
bilities found within the literature (e.g., Ref. [12]).

structured into two subsections. The first subsection ex-
amines both lower and upper bounds on the key rate in
relation to the visibility parameter V , focusing on cases
where d ∈ {2, 3}. This limitation primarily stems from
computational constraints: optimization, as depicted in
Fig. 2, becomes unfeasible due to memory limitations
beyond these values. Consequently, obtaining analytical
expressions for the upper bounds allows us to discern the
impact of these visibility requirements for d > 3, which is
studied in the second subsection. Hereupon, the results
for d = 3 are shown in units of trits, while those for d = 2
in units of bits.

A. Analysis of key rate bounds with respect to
visibility for d ∈ {2, 3}

In both the analyses of lower and upper bounds pre-
sented in Sec. III, a dichotomy emerged concerning the
bounding of the conditional entropy H(A|x = x∗, E).
The former analysis raised the question of utilizing ei-
ther Eq. (4) or Eq. (5) to establish a lower bound on
Eve’s knowledge about Alice’s outcomes. Meanwhile, in
the latter, the focus shifted towards choosing between the
maximally entangled state and the CGLMP state as the
nonlocal state utilized by Eve.

In relation to the lower bound, Fig. 3 illustrates the
impact of choosing between Eqs. (4) and (5) on the be-
havior of the key rate concerning the visibility param-
eter V . Overall, across all studied cases, Eq. (4) con-
sistently results in higher critical visibilities compared to
Eq. (5), which has been evaluated withM = 16. Notably,
significant observations emerge at this stage of analysis.
Firstly, we note that the cases with d = 3 (depicted by
red curves) exhibit higher critical visibilities compared to
those with d = 2 (illustrated by blue curves), indicating

FIG. 4. CC-based upper bound on the key rate in terms
of visibility when using the maximally entangled state and
the CGLMP state for dimension d = 3. In the inset plot,
difference between both key rates is presented, i.e., ∆r =
rmax − rCGLMP. For V ≳ 0.805, the upper bound is higher
when using the maximally entangled state. The critical vis-
ibilities, for which rub = 0, are V max

crit = 0.82043 for the
maximally entangled state, and V CGLMP

crit = 0.82101 for the
CGLMP state.

that increasing the dimensions d of the states utilized by
Alice and Bob in the DIQKD protocol act in detriment of
the key rate’s noise robustness. Specifically, the critical
visibilities obtained are approximately V

(d=2)
crit ≈ 0.888

and V
(d=3)
crit ≈ 0.892 when employing Eq. (4), whereas

V
(d=2)
crit ≈ 0.855 and V

(d=3)
crit ≈ 0.860 when using Eq. (5).

Secondly, although increasing the number of measure-
ment settings does result in improvements in the obtained
bounds, the enhancement achieved is nearly negligible.
Consequently, we focus the rest of our analysis on the
case of m = 2.

On the other hand, Fig. 4 address the inquiry posed
regarding the upper bound in the case d = 3. Specif-
ically, it illustrates the upper bound on the key rate
computed considering both a maximally entangled state
(blue curve) and a CGLMP state (orange curve). As
can be observed, for the CGLMP state the upper bounds
are slightly lower, and therefore the resilience to noise is
marginally worse with respect to the maximally entan-
gled state. This is further emphasized in the inset plot,
depicting the difference between these rates as a func-
tion of visibility. Such a deviation in behaviour stems
from an amplification of the EC-term when the CGLMP
state is employed, since Alice and Bob’s outcomes are
less correlated than when the maximally entangled state
is used. This leads to an overall decrease in the key rate
and therefore a higher critical visibility (see SM E for
further details).

In Fig. 5, a direct comparison between the upper (il-
lustrated with dashed-dotted curves) and lower bounds
(depicted with solid and dashed curves) is presented for
the scenarios of d = 2 and d = 3, respectively denoted
by blue and red colors. The most notable distinction
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FIG. 5. Comparison between the lower and upper bounds of the key rates for (d = 3,m = 2) depicted by the red curves, and
(d = 2,m = 2) illustrated by the blue curves. The dash-dotted curves represent the upper bounds of the key rate, resulting
in critical visibilities of V (d=3)

crit,ub ≈ 0.820 and V
(d=2)
crit,ub = 0.830. The lower bounds are displayed using solid and dashed curves.

Specifically, the lower bounds obtained through Eq. (4) are represented by the dashed curves, yielding critical visibilities of
V

(d=3)
crit ≈ 0.892 and V

(d=2)
crit ≈ 0.888. Conversely, the lower bounds derived from Eq. (5) are displayed as solid curves, resulting

in critical visibilities of V (d=3)
crit,lb ≈ 0.860 and V

(d=2)
crit,lb = 0.855.

in this plot is that, in contrast to the lower bounds,
the critical visibilities derived from the upper bound are
lower for both d = 3 and d = 2. Specifically, we ob-
tain V

(d=3)
crit,ub ≈ 0.820 and V

(d=2)
crit,ub = 0.830 for the up-

per bounds, while in the best case scenario lower bounds
yield V

(d=3)
crit,lb ≈ 0.860 and V

(d=2)
crit,lb = 0.855 using Eq. (5).

Additionally, a contrasting trend between the resulting
bounds emerges from the preference for maximally en-
tangled states in the analysis of lower bounds to the key
rate, which optimally violate the Salavrakos’ inequality,
and the utilization of CGLMP states, which optimally
violate the CGLMP-inequality. As detailed in SM C, the
computation of the key rate for the lower bounds reveals
two distinct regimes. For V ≳ 0.901, the Salavrakos’ in-
equality yields superior lower bounds compared to the
CGLMP inequality, which becomes dominant from this
threshold until reaching the critical visibility. However,
the optimization process depicted in Fig. 2 slightly en-
hances these values, particularly for V ≲ 0.950.

Lastly, it is notable that the contrasting trend observed
between lower and upper bounds in the key rate is not
apparent when exclusively examining the PA-term. This
is shown in Fig. 6, where the different upper and lower
bounds to H(A|x = x∗, E) presented throughout the
text, are showcased as a function of the visibility. It
is important to highlight that the upper bounds were
evaluated utilizing the CGLMP state, due to its supe-
rior ability to bound H(A|x = x∗, E) with respect to
the visibility compared to maximally entangled states
(see Appendix E). As observed, both types of bounds
exhibit enhanced critical visibility values for the d = 3
case (red curves) in contrast to the d = 2 case (blue
curves). Specifically, for d = 3 we find V

(d=3)
crit,ub ≈ 0.687

and V (d=3)
crit,lb ≈ 0.691 , while for d = 2 we obtain V (d=2)

crit,ub ≈

0.712 and V
(d=2)
crit,lb ≈ 0.713. Moreover, it is observed

that the condition H(d=3)
ub (A|x = x∗, E) ≥ H

(d=2)
ub (A|x =

x∗, E) holds true across all visibilities for upper bounds
but not for lower bounds. Particularly for the latter,
H

(d=3)
lb (A|x = x∗, E) and H

(d=2)
lb (A|x = x∗, E), the for-

mer assessed in terms of trits and the latter in bits, be-
come equal at around V ≈ 0.795. Nevertheless, this is a
value for which the EC-term H(A|B, x = x∗, y = y∗)
already surpasses the PA-term, and therefore this en-
hancement is not reflected on the key rate. Thus, while
an increase in d does not assure a better key rate re-
silience concerning visibility, it does indeed hold promise
for enhanced randomness generation.

B. Upper bounds to the key rate for arbitrary
dimensions

In contrast to the numerical analysis, where hardware
limitations inevitably confine the dimension d for com-
puting a lower bound on the key rate, the analytical for-
mulas derived for rub when using the maximally entan-
gled state allow us to transcend these constraints. Uti-
lizing Eq. (15), we can determine a critical value of the
visibility below which secure communication is unattain-
able for arbitrary dimensions d ≥ 2 by setting rub = 0
and solving for V . This approach leads to the results pre-
sented in Fig. 7, where the critical visibility is shown as
a function of dimension d ranging from d = 2 to d = 16.
The plot illustrates a rapid decrease in this quantity ini-
tially, followed by a progressively slower decline as d in-
creases.

Furthermore, these derived bounds enable the exami-
nation of the critical visibility trend in the limit as d ap-
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FIG. 6. Comparison of lower bounds (solid curves) and upper
bounds (dashdotted curves) for the EC-term H(A|x = x∗, E)
concerning d = 3 (red curves) and d = 2 (blue curves) as
a function of visibility. The upper bounds are determined
using the CGLMP state for the CC attack, yielding V

(d=3)
crit,ub ≈

0.687 and V
(d=2)
crit,ub ≈ 0.712. Lower bounds are computed from

Eq. (5), resulting in V
(d=3)
crit,lb ≈ 0.691 and V

(d=2)
crit,lb ≈ 0.713.

proaches infinity. Specifically, by investigating this limit
in Eq. (15), we deduce

r∞ub = lim
d→∞

rub =
(2− π2/(16 Catalan))V − 1

1− π2/(16 Catalan)
(16)

where we used that limd→∞ Imax
d = 32Catalan/π2 ≃

2.970 [22] (Catalan ≃ 0.9159 denotes Catalan’s con-
stant). By setting r∞ub = 0 and solving for V we arrive
at

V∞
crit =

1

2− π2/(16 Catalan)
≃ 0.7539. (17)

This result allows us to obtain a critical value for the
observed CGLMP-inequality violation below which no
key exchange is possible using one-way communication
reconciliation protocols. Specifically, given that Iobs

d =
V Imax

d , we then find limd→∞ Icrit
d = V∞

critI
max
d = 2.239.

V. CONCLUSIONS

In this study, we examined security proofs of DIQKD
protocols by contrasting the use of qubits and qutrits in
states shared between Alice and Bob. Specifically, we
optimized security proofs to establish lower bounds on
the key rate in one-way communication DIQKD proto-
cols. We compared these results with upper bounds on
the key rate obtained by extending the CC attack to
arbitrary dimensions. While the assessed lower bounds
indicate that an increase in dimensionality does not yield
improvements in the visibility requirements for achieving
positive key rates, the opposite trend is observed for the
upper bounds. Nevertheless, in both scenarios, an in-
crease in dimensionality demonstrates an advantage con-

FIG. 7. Critical visibility Vcrit obtained by means of Eq. (15)
of as a function of the dimension d. The critical visibility
decreases rapidly at first and then increasingly slowly from
Vcrit ≃ 0.8300 for d = 2 down to Vcrit ≃ 0.7539 for d → ∞.

cerning visibility constraints for device-independent ran-
domness generation. Finally, the CC-attack-based proofs
demonstrate an increase in noise tolerance concerning di-
mensionality, with enhancements plateauing at visibili-
ties around 75%. However, this limited improvement in
tolerated visibility suggests that extending DIQKD ex-
perimental setups to higher dimensions beyond qubits
might not warrant the associated increase in experimen-
tal complexity, at least in terms of noise robustness.

Future research avenues may explore the application
of noisy preprocessing strategies [17] to ascertain poten-
tial improvements in the obtained bounds. Furthermore,
it could motivate further analysis in the estimation of
lower and upper bounds on the EC-terms. Additionally,
while our analysis has focused on the asymptotic limit,
investigating finite-size scenarios could offer valuable in-
sights into whether an increase in dimensionality proves
beneficial or not.
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Supplementary Material

A. Parameterization of the employed measurements

When working with d = 2, the set of projective operators we considered for characterizing Alice’s measurements
(same for Bob) is spanned by

{
Π̂0|x = |ψ2⟩⟨ψ2| , Π̂1|x = 1 − Π̂0|x

}
(A1)

where we parameterize the state |ψ2⟩ in the equation above as

|ψ2⟩ = cos θ(x) |0⟩+ eiϕ
(x)

sin θx |1⟩ , (A2)

which depends on two parameters (θ(x), ϕ(x)). Thus, the total number of parameters used in the case Alice and Bob
respectively implement m and m+ 1 measurements, is 2m(m+ 1).

As for d = 3, the set of projective operators spanning the measurements applied by both parties is given by
{
Π̂0|x = |ψ3⟩⟨ψ3| , {Π̂1|x =

∣∣ψ⊥
3

〉〈
ψ⊥
3

∣∣ , Π̂2|x = 1 − Π̂0|x − Π̂1|x
}
, (A3)

where, in this case, we express the state |ψ3⟩ as

|ψ3⟩ = cosϕ0 sin θ0 |0⟩+ e−
2
3 iα0π sinϕ0 sin θ0 |1⟩+ e−

4
3 iβ0π cos θ0 |2⟩ , (A4)

where we have omitted the the index x from the settings for simplicity. In any case, this parameterization must be
done for each value of the input x. Then, by means of the the Gram–Schmidt process we can find a parameterized
state orthonormal to |ψ3⟩, which reads as

∣∣ψ⊥
3

〉
=

1

N

[(
cosϕ1 sin θ1

(
sin2 ϕ0 sin

2 θ0 + cos2 θ0
)

− cosϕ0 sin θ0

(
e

2
3πi(α0−α1+1) sinϕ0 sinϕ1 sin θ0 sin θ1 + e

4
3πi(β0−β1+1) cos θ0 cos θ1

))
|0⟩

+ e−
2
3πiα0

(
cosϕ0 sin

2 θ0 sin θ1

(
− sinϕ0 cosϕ1 + (−1)2/3e

2
3πi(α0−α1) cosϕ0 sinϕ1

)

+ (−1)2/3e
2
3πi(α0−α1) sinϕ1 cos

2 θ0 sin θ1 + (−1)1/3e
4
3πi(β0−β1) sinϕ0 sin θ0 cos θ0 cos θ1

)
|1⟩

+ e−
4
3πiβ0 sin θ0

(
cos θ0 sin θ1

(
cosϕ0 cosϕ1 + (−1)2/3e

2
3πi(α0−α1) sinϕ0 sinϕ1

)

+ (−1)1/3e
4
3πi(β0−β1) sin θ0 cos θ1

)
|2⟩

]
,

(A5)

where N is the normalization.
Thus, this measurement depends on a total of 8 parameters, implying that the total number of parameters given

that Alice and Bob respectively apply m and m+ 1 measurements is 8m(m+ 1).

B. Optimizing the key rate through Hmin(A|E)

In this section, we provide a step-by-step description of the methodology used for optimizing the lower bound on
the key rate of the DIQKD protocol outlined in Fig. 2. This optimization essentially consists of an optimization
over the variables defining Alice and Bob’s measurements. Hereupon, we denote the corresponding POVM sets as
Mx(θx) := {Π̂a|x(θx)}a and Mx(θy) := {Π̂b|y(θy)}b, where Π̂a|x(θx) are and Π̂b|y(θy) are projective operators for
Alice and Bob respectively, while θx and θy correspond to the employed parameters (for more details about the
parameterization of the measurements see SM A). The length of these vectors depends on the dimensions of Alice and
Bob’s Hilbert spaces. As mentioned in the previous subsection, for the case of qubits each vector has two elements,
while for qutrits they have eight elements.

The optimization method followed here comprises several steps. These alternate between SDP optimizations defining
the min-entropy as in Eq. (4), and a local-optimization-based approach on the θx and θy vectors. More specifically,
these steps are:
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1. We begin by fixing the amount of noise we allow on the state, that is the visibility V , leading to

ρ̂0 = V |ψ0⟩⟨ψ0|+
(1− V )

d
1, (B1)

as well as the measurement settings θ
(0)
x and θ

(0)
y , and the initial state |ψ0⟩. For the zeroth step of the opti-

mization technique, we consider the ideal scenario V = 1.0 and set |ψ0⟩ = (1/
√
d)

∑d
q=1 |qq⟩, i.e. the maximally

entangled state, for which we know that Alice and Bob can optimally maximize the key rate [23], using mea-
surement settings coinciding with those maximizing the Bell inequalities presented in Refs. [23, 36].
These parameters are updated after each iteration of the algorithm, until reaching the minimum value of V = 0.8,
for which the optimal value of the key rate already becomes negative.

2. The previous step of the algorithm allows us to compute the conditional probabilities {p(a, b|x, y)}. These are
then used as constraints for the convex-optimization problem

G(A|x = x∗, E) = sup
Za

∑

a

Tr[ρ̂ABE(Π̂a|x∗Za)
]

s.t. Tr
[
ρ̂ABE(Π̂a|xΠ̂b|y)

]
= p(a, b|x, y)

∑

a

Π̂a|x =
∑

b

Π̂b|y = 1 ∀ x, y

Π̂a|x ≥ 0, Π̂b|y ≥ 0 ∀ a, b, x, y
Π̂2

a|x = Π̂a|x ∀ a, x
Π̂2

b|y = Π̂b|y ∀ b, y
∑

a

Za = 1, Za ≥ 0 ∀ a

[Π̂a|x, Π̂b|y] = [Π̂a|x, Zc] = [Zc, Π̂b|y] = 0 ∀ a, b, c, x, y

(B2)

from which the min-entropy Hmin(A|E) is computed as in Eq. (4). In our case, we employed Mathematica to
write the SDP hierarchy and define the constraints, which was later solved in Matlab using YALMIP [37] and
Mosek as a solver [38].

3. The previous SDP optimization, allows us to construct a Bell operator of the form

B̂ =
∑

x,y,a,b

cx,y,a,bΠ̂a|x(θx)⊗ Π̂b|y(θy), (B3)

where the coefficients cx,y,a,b are obtained from the dual of our SDP problem. We denote the eigenvalues and
eigenvectors of these Bell operator as λ(θ) and |φ(θ)⟩, with θ = {θx,θx}x,y. From these, one can define updated
versions of Alice and Bob’s measurement settings by searching the optimal eigenvalues of this Bell operator,
that is

θ(1) = optimize
θ

[
λ(θ)

]
, (B4)

with the state shared by Alice and Bob being updated as |ψ1⟩ =
∣∣φ(θ(1))

〉
. This optimization is performed using

local-optimization-based methods. Specifically, to evaluate Eq. (B4), we employed the MATLAB Multistart
algorithm from the Global Optimization package which, in brief, launches several points and keeps the optimal
one [39]. It is worth noting that, one of the initial points for this algorithm was set to be equal to the θ(0) used
in step 1.

4. Steps 1-3 are iterated such that, at the ith step, we obtain the parameters θi and the state |ψi⟩ leading an
optimized version of the min-entropy H(i)

min. The iteration between these steps is performed until the condition
|H(i)

min − H
(i−1)
min | < ϵ is satisfied. In practice, ϵ was chosen to be 10−4, which is approximately two orders of

magnitude above the precision of the algorithm used for the SDP optimization. Then, these parameters are used
for estimating the von-Neumann entropy using the method in Ref. [18] when setting M = 16 (for more details
see SM C). This has been done in Python using the nscpol2sdpa package [40], more specifically the update
introduced in Ref. [41], using the Python version of Mosek [42].
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FIG. 8. In (a), the key rate for the d = 2,m = 2 scenario is depicted as a function of visibility across various methodologies.
Specifically, it is computed using fixed parameters from Ref. [23] (blue curve with circular markers), direct optimization of
H(M)(A|E) following the method detailed in the Supplementary Material of Ref. [12] (orange curve with squared markers),
and the approach outlined based on the optimization shown in Fig. 2 (green curve with star markers). In (b), the difference
among these key rates is depicted against the visibility.

5. Once this convergence condition is met, we optimize the extra measurement setting used by Bob for constructing
the key rate, which we denote as θy∗ , such that H(A|B) becomes minimum. Similarly to step 3, these consist of
a local optimization method analogous to that descrbed in step 3. We denote the out-coming relative entropy
in this cases as Hopt(A|B).

6. Finally, from the values obtained in steps 4 and 5, we compute the optimal value of the key rate as

ropt = H(M)(A|E)−Hopt(A|B). (B5)

In Fig. 8 (a),we present the key rate obtained for the d = 2,m = 2 case. This includes results obtained with fixed
parameters as outlined in Ref. [23] (blue curve with circular markers), results derived through the direct optimization of
H(M)(A|E) following the methodology detailed in the Supplementary Material of Ref. [12] (orange curve with squared
markers), and the proposed method (green curve with star markers). In this scenario, all approaches yield highly
comparable outcomes. However, a more detailed analysis highlighting their discrepancies is presented in Fig.8(b).
Here, we observe that the method demonstrated in the Supplementary Material of Ref. [12] (blue curve with circular
dots) yields optimal rates, particularly evident as the critical visibility is approached. Conversely, comparing our
proposed method with the fixed parameter case (orange curve with squared markers), it becomes apparent that our
approach is suboptimal in scenarios with high visibilities, although it showcases improved performance as visibility
decreases.

FIG. 9. In (a), the key rate for the d = 3,m = 2 scenario is depicted as a function of visibility across different methodologies.
Specifically, it is computed using the CGLMP inequality (blue curve with circular markers), the maximal violation concerning
Salavrakos’ inequality (orange curve with squared markers), and the method outlined here based on the optimization shown in
Fig. 2 (green curve with star markers). In (b), the disparity among these key rates is illustrated as a function of visibility.

In Fig.9 (a), we present the key rate obtained for the d = 3,m = 2 scenario computed using the maximal violation
achieved for the CGLMP inequality (blue curve with circular markers) and the maximal violation of the Salavrakos’
inequality (orange curve with squared markers), alongside the optimization method described herein. Notably, unlike
the d = 2,m = 2 case where optimizing H(M)(A|E) was feasible using the methodology detailed in the Supplementary
Material of Ref. [12], it becomes impractical now due to the local optimization methods necessitating numerous
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evaluations of the SDP problem associated with H(M)(A|E). A single evaluation already requires several hours.
Nevertheless, leveraging optimization techniques based on min-entropy, we observe that the results obtained offer
superior bounds for the key rate, particularly nearing critical visibility. However, as demonstrated in Fig.9 (b), this
approach provides suboptimal values for the key rate in the high-visibility region. Nonetheless, this discrepancy is
relatively modest, in the range of 10−2 − 10−3 when compared to utilizing the two aforementioned inequalities.

C. Relaxations on the von Neumann entropy

To lower bound the von Neumann entropy H(A|x = x∗, y = y∗, E), we followed the method presented in Ref. [18].
In this case, the convex-optimization problem we solved reads as

H̃(M)(A|x = x∗, y = y∗, E) = cM +

M−1∑

i=1

wi

ti ln d
inf

∑

a

Tr
[
ρ̂ABE

(
Π̂a|x∗(Za,i + Z∗

a,i + (1− ti)Z
∗
a,iZa,i) + tiZa,iZ

∗
a,i

)]

s.t. Tr
[
ρ̂ABE(Π̂a|xΠ̂b|y)

]
= p(a, b|x, y)

∑

a

Π̂a|x =
∑

b

Π̂b|y = 1 ∀ x, y

Π̂a|x ≥ 0, Π̂b|y ≥ 0 ∀ a, b, x, y
Π̂2

a|x = Π̂a|x ∀ a, x
Π̂2

b|y = Π̂b|y ∀ b, y
[Π̂a|x, Π̂b|y] = [Π̂a|x, Z

(∗)
c,i ] = [Z(∗)

c , Π̂b|y] = 0 ∀ a, b, c, x, y
(C1)

where d is the dimension of the system, M ∈ N, wi and ti are the wights and nodes of a M -point Gauss-Radau
quadrature with tM = 1 and cM =

∑M−1
i=1

wi

ti ln d . To compute {p(ab|xy)} we considered the state and measurements
obtained by the optimization in step 4 of the procedure explained in SM B.

It is worth noting that in the definition of these SDP problems, Eve’s operators Za are no longer elements of a
POVM. In general they could also be non-hermitian. Furthermore, better versions of this bound can be obtained by
moving the infimum out from the summation over a in Eq.(C1). More explicitly, instead of optimizing

H̃(M)(A|x = x∗, y = y∗, E) = cM +

M−1∑

i=1

wi

ti ln d
inf

∑

a

Tr[. . . ], (C2)

one could consider

H(M)(A|x = x∗, y = y∗, E) = cM + inf
M−1∑

i=1

wi

ti ln d

∑

a

Tr[. . . ], (C3)

which is proven to converge to the Von Neumann entropy H(A|x = x∗, y = y∗, E) when M → ∞. In general, the
following inequality chain holds H(A|E) ≥ H(M)(A|E) > H̃(M)(A|E), for every value of M . Optimizing H(M)(A|E),
would require solving a single but excessively large SDP, which would drastically increase the computation time.

D. Analytical derivation of the upper bound on the key rate using the maximally entangled state

The explicit form of the CGLMP Bell expression from Collins et al. [22] is

Ix1,x2,y1,y2

d =

[d/2]−1∑

k=0

(
1− 2k

d− 1

)
{p(Ax1

= By1
+ k)

+ p(By1 = Ax2 + k + 1) + p(Ax2 = By2 + k)

+ p(By2
= Ax1

+ k)− p(Ax1
= By1

− k − 1)

− p(By1
= Ax2

− k)− p(Ax2
= By2

− k − 1)

− p(By2
= Ax1

− k − 1)}

. (D1)
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where p(Ax = By + k) is the probability that Alice’s and Bob’s outcomes differ by k modulo d for measurement
settings x and y. That is

p(Ax = By + k) :=

d∑

j=1

pAB(j, j + k mod d|x, y). (D2)

For local variable theories, Id ≤ Cb := 2. Since the measurement settings are irrelevant, we have omitted the
superindices x1, x2, y1, y2 in Id.

We use the CGLMP-optimal measurements for settings x, y ∈ {1, 2}. These maximize the value of I1,2,1,2d achieved
by the maximally entangled state |ψ+⟩ = 1√

d

∑d
q=1 |qq⟩. This maximal value is [22]

Imax
d = 4d

[d/2]−1∑

k=0

(
1− 2k

d− 1

)
(fd(k)− fd(−(k + 1))) , (D3)

where fd(k) := 1/(2d3 sin2[π(k + 1/4)/d]). Using Eqs. (11) and (D2), we find that

pL(Ax = By + k) =
1− Ṽ

d
+ Ṽ pNL(Ax = By + k). (D4)

By substituting this into Eq. (D1), we get ILd = Ṽ INL
d . Similarly, we can see that Iobs

d = V INL
d . By setting ILd = Cb

in the first expression, we get Ṽ = Cb/I
max
d . Hence, if pLAB is local with this value of Ṽ , then Ṽ must be maximal,

since pLAB reaches the local bound of the CGLMP-inequality, and therefore any larger value of Ṽ would imply a Bell
inequality violation. We can verify that pLAB is local by checking that if we set Ṽ = Cb/I

max
d in Eq. (11), then the

resulting probability distribution can be decomposed as a convex-combination of deterministic strategies. We do this
via linear programming up to d = 10. We conjecture that this is the case for any d, and hence V L = Cb/I

max
d ∀d ≥ 2.

Note that, when using the maximally entangled state, the probabilities pNL
AB (a, b|x, y) only depend on the differences

between the outcomes a and b modulo d, and on certain parameters characterizing the measurements performed by
Alice and Bob [23]. If Alice and Bob use the same measurement parameters for the key settings, then pNL

AB (a, b|x∗, y∗) =
δa,b/d.

Next, we can calculate the upper bound on the key rate. Recall that rub := H(A|E)−H(A|B), where H(A|E) is the
PA-term and H(A|B) is the EC-term. The conditional entropy of Y given X is H(Y |X) =

∑
x∈X p(x)H(Y |X = x),

where H(X) = −∑
x∈X p(x) logd p(x) is the Shannon entropy. With this in mind, the EC-term can be written as

H(A|B) =

d∑

b=1

pobs
B (b)H

{
pAB(1, b)

pB(b)
, . . . ,

pAB(d, b)

pB(b)

}
(D5)

where all probabilities are for the key settings. Since pAB(a, b) = V pNL
AB (a, b) + (1 − V )/d2 only depends on the

difference between the outcomes a and b modulo d, and since pobs
B (b) = 1/d ∀b,

H(A|B) = H

{
V +

1− V

d
,
1− V

d
, . . . ,

1− V

d

}

= −1 + (d− 1)V

d
logd (1 + (d− 1)V )− (d− 1)(1− V )

d
logd (1− V ) + 1.

(D6)

For the PA-term, since Eve has perfect knowledge of Alice’s outcomes in the local rounds and has no knowledge of
the outcomes of the non-local rounds, we have H(A|E,L) = 0 and H(A|E,NL) = 1. Hence, H(A|E) = qNL = 1−qL.
Using Eq. (12) and the fact that V L = Cb/I

max
d = 2/Imax

d , we get

H(A|E) = 1− 1− V

1− 2/Imax
d

(D7)

if V ≥ V L and H(A|E) = 0 otherwise.

E. Additional tables and figures
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Vcrit

d Maximally entangled CGLMP
2 0.82999 0.82999
3 0.82043 0.82101
4 0.81464 0.81550
5 0.81064 0.81165
6 0.80766 0.80874
7 0.80532 0.80644
8 0.80341 0.80455

TABLE I. Critical visibilities for dimensions ranging from two to eight when using a mixture of local deterministic strategies
and the maximally entangled state or the CGLMP state.

FIG. 10. In (a), the PA-term in the CC-based upper bound on the key rate is presented as a function of the visibility when
using the maximally entangled state, and when using the CGLMP state for dimension d = 3. For V close to one, the values are
very close to each other in both cases. In (b), the dependence of the EC-term in the CC-based upper bound with respect to the
key rate in terms of the visibility when using the maximally entangled state, and when using the CGLMP state for dimension
d = 3. For V close to one, the value of the EC-term is significantly larger when using the CGLMP state as opposed to the
maximally entangled state. This is due to the fact that the outcomes will be maximally correlated when using the maximally
entangled state, and will therefore require the least amount of error correction. This also explains why the CGLMP state has
a slightly larger critical visibility for DIQKD.
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