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Continuous-variable quantum key distribution protocol using coherent states and heterodyne de-
tection, called No-Switching protocol, is widely used in practical systems due to the simple exper-
imental setup without basis switching and easy assessment to phase information. The security of
an ideal No-Switching protocol has been proved against general attacks in finite-size regime and
composable security framework, whose heterodyne detector consists of a beam splitter with trans-
mittance of 50% and two ideal homodyne detectors. However, the transmittance of a beam splitter
is inaccurate and the two detectors always have different quantum efficiency and electronic noise,
which introduce asymmetry into the heterodyne detection, and further lead to the mismatch between
the ideal protocol and practical systems, thereby overestimating the secret key rate and resulting
in a practical security loophole. In this paper, we close this loophole by proposing a modified
No-Switching protocol with biased quadrature detection, where the asymmetry of the heterodyne
detection is modeled to match the practical systems, and the security of the protocol is analyzed
in asymptotic and finite-size regimes. Further, an optimization strategy is proposed to achieve the
optimal secret key rate by adjusting the transmittance of the beam splitter. Simulation results
show the necessity of considering the asymmetry in heterodyne detection and the effectiveness of
the optimization, which provides a promising way to realize a practical secure and high-performance

No-Switching system.

I. INTRODUCTION

Quantum key distribution (QKD) [1] stands out among
many secure communication technologies by guarantee-
ing its unconditional security based on quantum uncer-
tainty principle and quantum non-cloning theorem [2, 3].
In the mainstream QKD protocol framework, there are
two categories based on the different encoding dimen-
sions at the source: discrete variable quantum key distri-
bution (DV-QKD) and continuous variable quantum key
distribution (CV-QKD) [4, 5]. CV-QKD distributes se-
cret keys in an infinite-dimensional Hilbert space with the
quadrature of optical field as information carrier [6, 7].
The protocols using coherent states have been widely ap-
plied in practical experiments [8], which are simple to
implement and have higher compatibility with the exist-
ing communication components [9]. Recent experimental
achievements present the potential for the long-distance
transmission within metropolitan areas [10-14] and large-
scale application [15-18], making them a promising way
of future secure communications systems.

CV-QKD using Gaussian-modulation coherent state
with heterodyne detection (No-Switching) protocol [7]
has been widely used in practical applications, which en-
ables the key distribution without the need for random
basis switching, leading to simple experimental setup and
easy assessment to phase information [19]. The security
of No-Switching protocol has been extensively demon-
strated and can resist arbitrary attacks in the asymptotic
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regime, as well as the case of finite-size regime and com-
posable security framework [20-25]. Relevant practical
experiments and field tests have also proved its feasibil-
ity [26-31]. No-Switching protocol is attracting further
exploration by researchers for its advantages in terms of
cost, performance and integration [32, 33].

No-Switching protocol using heterodyne detection is
widely adopted by the mainstream systems nowadays
[30, 31] in order to avoid the selection of the measurement
basis at the receiving end and simplify the implementa-
tion of the experiment. An ideal heterodyne detection
model consists of a beam splitter with transmittance of
50% and two ideal homodyne detectors. However, in the
practical system, the imperfections of detector and other
devices often introduce asymmetry into the heterodyne
detection, which makes the original No-Switching proto-
col limited in practical application. More specifically, the
beam splitter cannot be completely symmetrical with the
transmittance of 50 : 50, detectors also have inevitable
imperfecftions: limited detection efficiency and electronic
noise [34], which is proved by the relevant measurement
of experimental devices. The different imperfections of-
ten lead to an asymmetric effect to the practical systems,
thus reducing the secret key rate. Moreover, the neglect
of the asymmetry in practical experiments will lead to
an inaccurate parameter estimation, which introduces a
practical security loophole to the system.

In this article, we present the mismatch between the
existing entanglement-based (EB) model of ideal proto-
col and the prepare-and-measure (PM) model of prac-
tical system caused by the asymmetry in heterodyne
detection, which threatens the practical security of the
CV-QKD protocols. Therefore, we propose a biased No-
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Switching protocol, which can well reflect the imperfec-
tions of the current practical systems and bridge the gap
between the EB model and the PM model, thus achieving
more secure implementation of the protocol and making
the protocol more in line with the needs of practical ap-
plications. In this biased No-Switching protocol, we ap-
ply a modified heterodyne detector model [35] and verify
its security and feasibility. Furthermore, by selecting the
optimal transmittance of the beam splitter at different
distances, we can reduce the deviation caused by detec-
tor asymmetry, achieve a higher secret key rate and im-
prove the performance of the protocol. Simulation results
comparing the performance of the ideal and biased pro-
tocols are provided to show the necessity of the biased
No-Switching protocol for practical systems.

The rest of the paper is organized as follows. In Sec. II,
we present the problem of mismatch between the ideal
EB model and the practical PM model, as well as some
experimental data to prove the asymmetry in heterodyne
detection. Next in Sec. III, a new biased No-Switching
protocol is proposed with its security analysis given in
detail. Sec. IV shows multiple simulation results and
discussion in varies cases. Finally conclusions are given
in Sec. V.

II. MISMATCH BETWEEN THE IDEAL
NO-SWITCHING PROTOCOL AND THE
PRACTICAL SYSTEM

In this section, we mainly present the problem that the
EB model of the ideal protocol does not match the PM
model of the practical experiment, with the process of
trusted detector modeling and security analyses theoret-
ically, as well as the experimental proof practically.

A. The Ideal Entanglement-Based Model and the
Practical Prepare-and-Measurement Model

The EB scheme of the ideal No-Switching protocol is
shown in Fig. 1 (a), in which a modified detector mod-
eling method achieving one-time calibration is chosen.
This model has been widely used in the current study,
where the electronic noise of the detector is described by
a beam splitter with transmittance 7., while the detec-
tion efficiency is described by another beam splitter with
transmittance 74. First of all, Alice prepares n EPR
states with the variance of V4. She keeps one mode A,
and sends the other mode B through the quantum chan-
nel to Bob. The mode B; from the quantum channel is
split into two modes, B, and B, , after passing through
a beam splitter with the splitting ratio of 50 : 50. Alice
and Bob then perform heterodyne detection on the re-
served mode and the received mode respectively. Finally,
Alice and Bob utilize the corrected data to perform pa-
rameter estimation, post-processing, data reconciliation,
and privacy amplification to obtain the final secret key.

The EB scheme mentioned above is primarily used for
security analysis and the calculation of secret key rate,
while in practical experiments, the PM model is always
chosen, which is shown in Fig. 1 (b). Here we only
present the detection part at Bob’s side in detail for the
subsequent analysis. It is obvious from the PM model
that the heterodyne detector is realized by combining
two homodyne detectors together. Before the detection,
the quantum and local oscillator (LO) signals are first
divided by two beam splitters with the transmittance of
1 and 7y respectively, and a phase shift of 7/2 between
the two LOs is introduced to realize the detection of x
and p quadratures of the quantum signals. Then the two
sets of signals are detected by the homodyne detectors
separately, where for each of them, the quantum and LO
signals are interfered by a coupler, and then two photo-
diodes are used to detect the two output signals. The
two branches of the photocurrent generated by the pho-
todiode are differentiated and output as the final step of
the detection process.

The practical security of the CV-QKD protocols relies
on the equivalence between the PM model and the EB
model, where the output of the PM model should be
normalized by shot noise unit (SNU). We first write the
output of the EB model as follows:

Zhom = VNe(v/NaZB + /1 — NaZv1) +

where ,1, T2 represents the vacuum coupled in by the
two beam splitters, both of which are Gaussian variables
with a variance of 1.

Corresponding to this model is a new shot noise unit
under the new trusted noise modeling. In the PM model,
the method to obtain SNU is: keep the local oscillator
path on, the signal optical path off, and calculate the
variance of the output as the shot noise, which is defined
as u?TC = AQX%O + Vg [36-38], and V; is the variance
of X¢je. Using this new shot noise unit, the actual output
of the detector can be normalized as follows:

AXro
e = ————— (/142 + /1 — ngZv1)+
out AQX%OJ'_VYE[( 4T B Nd 'Ul)
Vel .

———————T)2.
\/A2X%O + Vy vz

At this point, if we assume 1. = A?X3,/(A2X2, +
V1), we can get the result that the practical detector
output is equivalent to the modified practical detector
output, and x0¢’ = ZThom. Therefore, the security and
feasibility are proved. Furthermore, if we want to get the
relationship between the different models of electronic
noise in the conventional model and the modified model,
we can normalize V,; with conventional SNU and replace
it with ve; to get
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According to the EB module of the ideal No-Switching
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(a) The entanglement-based scheme of the ideal No-Switching protocol with a modified detector model, where Alice

keeps one of the EPR states and carries out heterodyne detection while the other mode is sent through the quantum channel
and performed heterodyne detection by Bob. The heterodyne detector is modeled by a beam splitter with transmittance 50 : 50
and two identical homodyne detectors, where 74 represents the detecting efficiency of the two detectors and 7. represents the
electronic noise. (b) The prepare-and-measure scheme of the practical biased heterodyne detection for No-Switching protocol.
For the heterodyne detection, the quantum and local oscillator are divided by two beam splitters with different transmittance
m and 72 respectively. A phase shift of 7/2 between the two local oscillators is introduced to realize the detection of x and p

quadratures of the quantum signals. LO: local oscillator, BS: beam splitter, PD: photodiode, Diff: differentiator.

protocol, the secret key rate can be expressed as:
R = plap — SBE, (4)

where [ represents the reconciliation efficiency [39-41],
I4p is the mutual information between Alice and Bob,
and Spg is the mutual information between Eve and Bob.
The mutual information between Alice and Bob can be
seen as the sum of the mutual information obtained from
two homodyne detectors, which is described by the Shan-
non entropy,

VB — log V + Xtot
VBa 21+ Xeot |

()

1
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where xior is defined as Xiot = Xiine + Xnet/T for
conciseness. The excess noise introduced by Gaussian
channels is defined as xjine = 1/T — 1 + ¢, and the
detection-added noise referred to Bob’s side is defined
as Xnet = [1+ (1 — ng) + 2v¢1] /N4, the channel transmis-
sivity T = 10~*L/10 where the fiber loss coefficient o =
0.2 dB/km, L represents the transmission distance.

The mutual information between Eve and Bob is given
by the Holevo bound of their von Neumann entropy x5g,

xsE = S(pac.n;) — S(PE")
3 5
N —1 N —1 (6)
fHG( 5 )*;G( 5 ):

here \1.3 is the symplectic eigenvalue of the covariance
matrix y4ag,B,, Which is written as

,YAGZ U£G233:| . (7)

YAG2Bs =
2o OAGsB;  VBs

A4~ is the symplectic eigenvalue of the covariance matrix
'yfl’é’:B, which can be derived from the covariance matrix

YAG2Bs*

PB,TB

T
YAG, = VAG: — OAG,ByHhetOAG, B (8)

(1) (1) . The other matrices
have also been obtained from Eq. (7), so that we can
calculate the secret key rate.

For the theoretical security analysis mentioned above,
the detection efficiency of the detector as well as other
channel parameters are calibrated by the results in prac-

tical experiments, where the beam splitters, couplers and

and Hper = (vp,+12) ™1, I =



photodiodes always have imperfections, which results in
the asymmetry in the heterodyne detection. To be spe-
cific, the transmittance of the beam splitters for the
quantum and LO signals n; and 7y marked in the PM
model are not precisely 50 : 50, and the detection effi-
ciency and electronic noise of the two homodyne detec-
tors are not exactly the same, which will introduce asym-
metry to the heterodyne detection. However, in theoreti-
cal security analysis, the heterodyne detector is generally
modeled as a 50 : 50 beam splitter and two identical ho-
modyne detectors, where their detection efficiency and
electronic noise are exactly the same. Therefore, the ex-
isting EB model in Fig. 1 does not match the PM model
reflecting the practical experiment, which threatens the
practical security of the No-Switching protocol.

B. Experimental Results of Key Devices of
Heterodyne Detection

In this part, the source of asymmetry in heterodyne
detection is presented through practical measurements.
We mainly measure the actual beam splitting ratio of a
50 : 50 beam splitter and compare the output noise power
of two pairs of homodyne detectors with the same input
LO power respectively.

In the experiment, a new beam splitter with low inser-
tion loss is chosen to make the measurement results more
reliable. The beam splitter has two input ports and two
output ports, we connect the quantum signal light and
local oscillator light respectively to the two input ports,
and then measure the optical power of the two output
ports. Five representative sets of data are provided, and
the splitting ratio for each set is calculated respectively.
The results are listed in Table I and Table II. Through
these data, we can see that the beam splitting ratio of
the beam splitter is not precisely 50 : 50, there are al-
ways errors in each measurement result, some of which
can be quite significant and will do great harm to the
experiment. The insertion loss of both output ports is
not exactly the same with different input powers. There-
fore, a practical beam splitter always has insertion loss
and inaccurate splitter ratio, which will bring problems
to our experiments and introduce security loopholes.

In addition, to evaluate the asymmetry of the het-
erodyne detection, we measure the vacuum fluctuation
power spectral density (PSD) of two pairs of PDB480C-
AC [42] and KG-BPR-1600M [43] homodyne detectors
respectively for different incident laser powers [44] and
conduct a comparative analysis. To be specific, a 1550
nm continuous laser is coupled to the homodyne detec-
tor via a single-mode fiber connected to the LO port,
with the quantum signal port input in vacuum state. By
varying the incident laser power, we can obtain differ-
ent noise PSDs, as shown in Fig. 2 (a) and (c). It can be
seen obviously that the PSD increases with the LO pump
power, which is not completely coexisting at the same LO
power. In addition, we also analyze the characteristics of

TABLE I. Measurement data in the case of quantum signal
connected to the first input port of the beam splitter

Output (dBm)

Inputl (dBm) Splitting ratio

1 2
-40 -43.12 -43.19 50.04:49.96
-35 -38.19 -38.46 50.18:49.82
-30 -33.32 -33.49 50.13:49.87
-25 -28.24 -28.37 50.11:49.89
-20 -23.28 -23.43 50.16:49.84

TABLE II. Measurement data in the case of local oscillator
connected to the second input port of the beam splitter

Output (dBm)

Input2 (dBm) Splitting ratio

1 2
6 2.57 2.76 48.22:51.78
7 3.59 3.74 48.98:51.02
8 4.57 4.75 49.03:50.97
9 5.56 5.73 49.25:50.75
10 6.59 6.74 49.44:50.56

the detector’s electronic noise and the vacuum state shot
noise. Noise PSD in (a) and (c) is composed of quantum
shot noise and electronic noise. The electronic noise is
mainly caused by the inherent electronic noise of pho-
todiode and the amplification circuit, which is measured
when the LO laser is turned off. We extract the average
value of PSD at 500 MHz under different incident LO
powers, and then plot the relationship between PSD and
LO power, as shown in Fig. 2 (b) and (d). According to
the PSD of total noise and electronic noise, the quantum
shot noise is calculated, and the fitting curve of linear
relationship with LO power is obtained. Comparing the
measurement data of the two pairs of homodyne detec-
tors, it is obvious that the electronic noise of the two
detectors is not exactly the same, as well as the quantum
shot noise collected by them, and the two fitted lines
can not coincide at last. All the experiment results ver-
ify that there is asymmetry in the heterodyne detection,
which will threaten the practical security of the protocol
and cause the reduction of secret key rate.

Finally, according to the spectrum diagam and data
in Fig. 2, we can calculate the electronic noise v; nor-
malized by SNU of the two kinds of homodyne detectors
under the one-time calibration model, where the SNU in
this model is measured directly as the output when the
LO signal is on, which is equivalent to total noise. The
power of total noise and electronic noise at 1 GHz is ex-
tracted and derived respectively, so v.; can be obtained
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FIG. 2. A laser provides the LO signal and connects to a variable optical attenuator, whose output signal is connected to the
input port of the homodyne detector through a 50 : 50 beam splitter, then the output port is connected to the spectrometer
and the waveform is observed [44]. (a) and (c) respectively present the average PSD of two pairs of homodyne detectors for
different incident laser powers. (b) and (d) respectively present the electronic noise and total noise measured at 500MHz for
different incident LO powers, with the quantum shot noise labeled. The blue curve represents the PSD fit for quantum shot
noise. (a) and (b) for THORLABS PDB480C-AC, while (c¢) and (d) for CONQUER KG-BPR-1600M.

TABLE III. Electronic noise normalized by SNU for
PDB480C-AC and KG-BPR-1600M, where x and p quadra-
tures are calibrated separately

Homodyne LO power(dBm) ve1 (SNU)
detector T p
9 0.1403 0.0743
PDB480C-AC 8 0.1706 0.1009
7 0.2061 0.1276
5 0.091 0.1545
KG-BPR~1600M 4 0.1327 0.1991
3 0.1841 0.2897

Vel = lo(Pel_PSNU)/IO’

where both P,; and Psyy can be directly extracted from
the PSD diagram. The calculation results are shown in
Table III, presenting the of presenting the asymmetry of
electronic noise.

III. PRACTICAL BIASED NO-SWITCHING

SYSTEM

In this section, a modified biased No-Switching pro-
tocol is proposed for the practical systems, which can
better match the practical PM model and close the secu-
rity loophole. An optimized secret key rate is achieved by
further adjusting the transmittance of the beam splitter.
The security and feasibility of the biased protocol is ana-
lyzed, and the detailed calculation of the secret key rate
in the asymptotic-limit and finite-size regime is given.
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The entanglement-based scheme of the biased No-Switching CV-QKD protocol with a modified practical detector

model, where two beam splitters are applied to represent the electronic noise and the limited detection efficiency. In this
model, the heterodyne detector is composed of a beam spilitter with optimal transmittance ngs and two different homodyne
detectors. We take the limited detection efficiency on Bob’s side, which can be regarded as a trusted loss, while electronic noise
is considered as channel loss. Y and n? describe the electronic noise of the two homodyne detectors respectively, while nj and

70 describe the detection efficiency of the detectors.

A. The Biased No-Switching Protocol

In this protocol, we take into account the imperfec-
tions of beam splitter and the differences in homodyne
detectors, where the transmittance of the beam splitter
is defined as a more generalized parameter and the two
probes of homodyne detection are calibrated respectively
to obtain different detector parameters for calculation.
This approach effectively eliminates the practical secu-
rity loophole in practical systems. As for the reduction
of secret key rate caused by asymmetry in the biased
protocol, we investigate the relationship between the se-
cret key rate and the transmittance of the beam splitter
at different distances. It can be found that the transmit-
tance of the beam splitter, denoted as npg, deviates from
50% for the optimal key rate. Therefore, correcting the
transmittance of the beam splitter to the optimal value
corresponding to different distances can improve the key
rate and optimize the performance of the protocol.

The EB model of biased No-Switching protocol with a
modified detector model is shown as Fig. 3, where the im-
provement is mainly carried out at the receiving end. The
imperfections of two homodyne detectors are separately
calibrated after the first beam splitter with the optimal
transmittance. In the x quadrature, the electronic noise
of the detector is described by a beam splitter with trans-
mittance n?, while the detection efficiency is described by
another beam splitter with transmittance nj. Similarly,
in the p quadrature, the electronic noise and detection
efficiency are described by different beam splitters with
transmittance 7? and 7} respectively. In this modified
detector model, the electronic noise no longer need to be
calibrated in the process of modeling the detection effi-
ciency, which realizes one-time calibration of the detec-
tor. Therefore, this model is not affected by environmen-
tal factors such as temperature and time on electronic
noise, which can greatly improve the flexibility of actual
detector modeling, reduce the required calibration links

and complex calibration processes in the system, and im-
prove the accuracy of detector modeling, so it is closer
to the actual commercial implementation, and the sub-
sequent analysis in this study will primarily concentrate
on examining and evaluating this modified model.

B. Secret Key Rate Calculation

As for the modified protocol, the secret key rate is
calculated in the same way as in Eq. (4), while the mutual
information between Alice and Bob can be written as

V, 1 V.
IAB:flogzﬁ—f—flog2 Ay
2 Va,p, 2 Va, B, (10)
_1 V+thot _|_1 V+Xfo1‘
2 2 1 + Xfot 2 2 1 + X‘fot

where X%‘ot = (Xline + Xﬁom)/T and Xfat = (Xline +
Xhom)/ T and the detection-added noise referred to Bob’s
side is respectively defined as x7,.., = (1 — nings +
va)/(mgnes) and X, = (1= ngnes +vg)/ (ngnss)-

The mutual information between Eve and Bob is given
by the Holevo bound of their von Neumann entropy xgg,

XBE = S(P4,4,G2F2B.y B,y) — S(PW 4G, F,)

6 10
=Y et =Y e,
=7

i=1

(11)

here Ai.g is the symplectic eigenvalue of the covari-
ance matrix YA, AyGoFs By By, and A7.1¢ is the symplectic
eigenvalue of the covariance matrix v5%°7 %

Ay APGQ Fs-

PB,TB : ; : :
YA A GaFs 1S the covariance matrix obtained by Bob

through heterodyne detection. It can be derived from
matrix va,A,G.F Bay By, by extracting the mode p and
mode x separately. After extracting the mode p, it be-
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PB —
VA A,G2F2Byy = VAxApGaF2 ™
T P
O 4, ApGoFs By By HhomTAs AyGaFa By By (12)
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00

matrices are given by the covariance matrix:

and H?

hom = (X'prsX)MP, X = [ ], the other three

YAy ApG2F3Bey Bpy =
oT
YAz ApG2F2Ba, Az ApG2F2Bg, BPS} (13)
)
OAyApGaFaByy By, VB,

next we extract the mode x and get that

PB,TB _
VA, A, GaFy = VAgApGaFy—

T T
O—AmApGQFQBmSHhomUAmAszF'zBm? (14)
00
01

matrices are given by the covariance matrix:

here H}fom = (PfyBIS F’)]V[P7 P = |: :|, the other three

pB —
VA2 ApGaFe By =

UT
YAz ApGaFo Ay ApGoF5 By, (15)
O A, A,G2Fs By, VB,, '

therefore, our ultimate goal is to obtain the matrix
VAe ApGaFyBoy Byy > SO WE need to model the beam splitter
with transmittance g, and the two heterodyne detec-
tors separately.

The mode A from Alice passes through the quantum
channel and gets the covariance matrix yap,. vap, only
depends on the system composed of Alice and quantum
channel, and can be written as

T
_ | 7a 0ap
YAB; |:O'A31 YB; :| (16)
B Vi, VT(VZ = 1)o,
CWTV2 =1, T(V + Xtine) 2]’

where V is the variance of the EPR state in the EB model
and V = V4 + 1, I7 is the 2 x 2 identity matrix, o, =
1 0
0 -1
After the first beam splitter, mode A and mode B will
be divided into two modes to get the covariance matrix
YA, A,B,, B,, » after mode A is divided, we can get

Yaga, = (Y9 T2 @ vap, ) (Y57, (17)

Y P9 describes the transmittance of the beam splitter for
mode A, which is used to model the detection efficiency
of the detector,

YP8 = (25 oL, (18)

yBS _ V2 V1—nly (19)
Acly = | =/T=nly  nly |’

where 1=0.5, thus we can further split the mode B to
obtain

VA, A, By, Bay, = (YES)(ya,4,8, @ L)(YEST,  (20)

YB’i S describes the transmittance of the beam splitter for
mode By,

Y =holLo (i), (21)

VNBslz V1 —npsls (22)
—/1—npsly /nsly |’

Then, mode x and mode p are respectively detected,
and finally the covariance matrix va, a,c,F, Ba, By, 18 ob-
tained. While detecting the x mode, Y,?% models the
electronic noise of the detector,

BS _
Y5, B, =

BS _ BS
Yo=Lololho (Yng ), (23)

NIRP

1 _"7?[2 (24)
VTl :

Vg ls

BS _
Yn? o
then we can get
YAy ApBp, BoyG1 =

(YzBls)(’YAzApol By, D 12)(YI'ES)T> (25)

Y59 is used to model the detection efficiency of the de-

tector,

Vil =hoLolLoY?, (26)
YT]BS — \V4 77512 \V/ 1— 7]5[2 (27)

b 1=l /il |’

the next covariance matrix is given by

YAz ApBp, BayGa =
(Vs ¥ ) (Vau 4,8y, 5., @ L) (V%) T (28)

The matrice va,4,B,, B,, can be derived from the de-
composition of the covariance matrix y4, 4, By, BupGh-

Then the p mode is detected, Yp]fs models the elec-
tronic noise of the detector,

Vi =heheoholLoYys, (29)

Vil

V 1- 77}67]2 (30)
—/1- 77512

Vit |’

BS _
Ynﬁ -



then we can get

YAz ApByg GaBp, F1 =
(Y25) (A, 4,B,,608,, @ L) (V25T (31)

YAy ApBoyGaB,, Can be derived with appropriate rear
rangement of lines and columns from the matrixi
YA, Ay By, By, G- YPE;S is used to model the detection effi-
ciency of the detector,

v =heheLelLe Ynfgs, (32)

Y%S _ mIZ \V 1- 7’5]2 (33)
N N R SRRV Ca

so the final covariance matrix is given by

’YA:EAPB(EL:) G2Bps Fa —
() (a3, © )OS (34)

here, the matrix a4, AyB,,G2B,, Can be derived
from the decomposition of the covariance matrix
YAz ApBayyG2Bp, F1+

Similarly, ~va,a,6,F,B,,B,, 1S obtained by matrix
YA, Ay By, Ga By, Fa through columns and rows transforma-
tion, so that we have the required elements for calculation
ON YA, A,GsF>B,, By, and 'Vii X:GQ F,» and then we can find

the symplectic eigenvalues of the matrices.

C. Finite-Size Analysis

In this section, we introduce the influence of finite-size
statistical fluctuation on the security of the biased No-
Switching protocol, and mainly analyze its effect on the
parameter estimation process, more precisely, the effect
of finite-size block on excess noise £ and channel trans-
missivity 7. We study the parameter estimation proce-
dure without post-selection, and finally give the covari-
ance matrix used to calculate the secret key, which is
suitable for both the conventional detector model and
the modified detector model.

The statistical fluctuation of the sampling estimation
will become worse on account of the finite-size block,
which will lead to a decrease in the accuracy of the eval-
uation of Eve’s eavesdropping behavior in the channel.
Therefore, we need to widen the fluctuation space of the
estimate to include more possible cases, and this relaxed
estimation leads to the deterioration of the protocol per-
formance. The significant impact of finite-size statistical
fluctuation on CV-QKD system has been widely demon-
strated [45], and the revised secret key rate can be ex-
pressed as:

R= %[,BI(A :B)—~S., (B:E)—A@)],  (35)

here N is the total length of the data exchanged between
Alice and Bob, n of which is used to generate the key,

and the remaining number m = N — n of the samples is
used for parameter evaluation. The parameter A(n) is
related to the security of private key amplification and
its value is expressed as:

A(n) = (2dimHx +3) %

+%1092(1/€PA), (36)

where H x is the Hilbert space corresponding to the vari-
able from Alice used in the raw key. € is a smoothing pa-
rameter, and €p 4 is the failure probability of the privacy
key amplification procedure. Both of them are interme-
diate variables that can be specified arbitrarily and their
values are as small as possible.

Considering the effect of finite-size block on excess
noise and channel transmissivity estimation, we express
the usual conditional entropy S(B : E) as S, (B : E),
which is the maximum value of Holevo information be-
tween Eve and Bob in the case of statistical fluctua-
tions in parameter estimation. In the absence of post-
selection, the upper bound can be calculated using only
the entanglement-based covariance matrix shared be-
tween Alice and Bob. The original covariance matrix
~vaB, is the same as Eq. (16).

The covariance matrix under the condition of finite-
size regime is given by 7. ,_, and its estimate is obtained
through the samples of m related variables(x;, ¥;)1...m-
x and y are the classical data of Alice and Bob after
quantum state measurement respectively. For a general
linear channel, the relationship between Alice and Bob’s
data is

y=tx+ z, (37)

through the analysis of the variance of the data from
Bob, it can be known that t = /T, z follows a central
normal distribution with the shape of 02 = 1+ T¢, and x
is a random variable obeying the normal distribution of
the variance V4 for Gaussian modulation. So our goal is
to study the relationship between S(B : E) and the vari-
ables t and 2. For any value of the modulation variance,
The following inequalities are established:

0S(B: E) <0 0S(B: E)

o . T o0 >0, (38)

t

g
this means a covariance matrix 7., ~that minimizes the
secret key rate can be found with the probability at least
1—epE,

B Vi, tminZ0
Tepp = tmin (V2 - ]-)Uz (tmin(v - 1) + o—fnax)‘[2 ’
(39)

where t,;, and afmx calculated from the sample data

are respectively the minimum value of ¢ and the max-
imum value of o2 when the error probability is €, /2.
Maximum-likelihood estimators ¢ and 2 are known for
the normal linear model:

~ "1 Tili . 1 U ~
Po LT g2 LS ()

2 m
Zi=1 ‘ri m i=1



Using the theorem of large numbers and the central limit
theorem, it can be seen that ¢ and 62 approximate the
following distribution:

. o2 ma?2

tNN(tv 2)7

mox2? g2
Zz—l A

where N represents normal distribution, y? represents
chi-square distribution, ¢ and ¢2 are the true values of
the parameters, so it is possible to calculate the lower
bound ¢, of the confidence interval for ¢ and the upper
bound o2, for 0 when the confidence probability is

max
6PE /2

~m—1), (41

t t o
min ~ zEPE/Z m<vi 1)

> 5°V2

~2
g ~o°+ z
max €pp/2 ’
Vv m

(42)

where z. /o satisfies that 1 — erf(z 12/V2) = epp/2
and erf is the error function which defined as

erf(z) = % /Ow e~ dt. (43)

To continue the analysis of the security of the proto-
col theoretically, we take the expected values of ¢ and
62 (Elf] = VT, E[6%] = 1 + T¢) instead of the maxi-
mum likelihood estimation, then tni, and c?max can be
calculated as

6-2
tmin ~ T_ € s 1\
VT = 2,12 m(V = 1)
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U?nax ~1 + TE + ZepE/QW. (44)
Finally, we can obtain the covariance matrix v, ,
0 Azo'z
Yepp = YAB T |:AZO-z Ap } ’ (45)
where
14Te
AZ = _ZEPE/2 77’)7}(‘/ — 1)
ZE
Ap =221 4 Te)V2 — 2TV - 1))
N
14+ Te
2
+ ZEPE/z (46)

The final covariance matrix can be used to calculate
the secret key rate under the finite-size regime, taking
into account the influence of statistical fluctuations in

parameter estimation. Before proceeding to the simu-
lation experiments in the next section, we first give a
hint of the block length and security parameters that are
generally required at a given distance. For long-distance
CV-QKD, the main effect is the uncertainty on excess
noise, which can be approximated as

Ze ﬂ
Ape =~ Zepn/2V 7 (47)
Tm

According to the above Eq. (47) we can obtain

222

N €pp/2
~ Aty (48)

m
For eprp = 10719, then ze, 2 = 6.5, and if A,,e=1/100
is required, then the relationship between the sample size
required for parameter estimation and the channel trans-
missivity is approximately

108
If the distance between Alice and Bob is 50 km, then
T = 107!, which means that the block length should be
of the order of 103. If the distance is 100 km, then the
block length should be of the order of 10°.

IV. SIMULATION RESULTS AND DISCUSSION

In this section, we provide some simulation results and
analyses to make a comparison on the ideal No-Switching
protocol and the biased No-Switching protocol with both
the conventional detector model and the modified detec-
tor model, as well as the results of modified model in the
finite-size regime. The following simulation experiments
are based on reverse reconciliation under the collective
attack, and the parameters for the heterodyne detector
model are (1, 1, v, v7)) = (60%, 80%, 0.1403, 0.0743),
where the electronic noise of the two quadratures is based
on the experiment results in Sec. II.

Firstly, we compare the performance of the ideal No-
Switching protocol and the biased No-Switching protocol,
where the secret key rate of the ideal protocol is always
higher than that of the biased protocol. The simulation
results are given together with the optimized rates in the
following analysis. So it is proved that there is definitely
a practical security loophole caused by the mismatch be-
tween the EB model and the PM model, which indicates
the great importance to consider the asymmetry of het-
erodyne detection in practical system.

Due to the asymmetry of the heterodyne detector in
practice, the optimal calculation results of the secret key
rate are always obtained when npg deviates from 0.5,
which is presented in Fig. 4. We provide the relation-
ship between the secret key rate and npg for different
transmission distances and block lengths, where the red
lines represent the modified model and the black lines
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FIG. 4. The relationship between secret key rate and nps against the conventional model described by the black line and the
modified model described by the red line, with the optimal nps marked for different distances. Each row reflects the optimal
nes at L = 10 km, 50 km and 70 km respectively, and each column represents the relationship between the secret key rate
and npg at different values of N, where the first column is for the asymptotic-limit regime, while the second, third, and fourth
columns are for different cases when N = 10°, 10*! and 10*® respectively. The reconciliation efficiency § = 95%, excess noise

€ = 0.05, the variance V = 5.

represent the conventional model. It can be seen that
the optimal npg values of the two models are approxi-
mately the same at the same distance, the asymmetry of
the detector is smaller in the short distance transmission
but becomes more significant for longer distances. In the
finite-size regime, the difference in the optimal secret key
rate between the two models is more obvious compared to
the case of asymptotic-limit regime. At the same trans-
mission distance, with the decrease of the block length,
the secret key rates of the two models have a certain de-
cline, but there is almost no difference for the optimal
value of nps. On the whole, the detector asymmetry of
the two models causes roughly the same bias at different
distances and different block lengths.

Figure 5 shows the comparison between the ideal No-
Switching protocol and the biased No-Switching protocol
with both conventional detector model and the modi-
fied detector model, presenting the original key rate and
the modified rate after the ngg corrected to the optimal
value. Different cases when 8 = 0.95 and 5 = 1 are also
given. It can be seen that the secret key rate of ideal
protocol has a slight uplift, which threatens the practical
security of the system. Moreover, the key rate between
the two detector model is almost identical, with the con-
ventional model yielding slightly higher key rate. After
optimizing the value of ngg, the modified key rates are

superior for any distance compared to that before correc-
tion. Whatever the value of 3, the secret key rate of the
conventional model is significantly higher than that of
the modified model when the distance is more longer in
both of the two figures. Therefore, the simplification of
practical detector modeling may always come at the cost
of sacrificing key rate, a balance can be found between
practical modeling and the secret key rate by considering
the overall performance of the system.

The simulate results of maximal tolerable excess noise
for the two models as a function of transmission distances
with different modulation variances are shown in Fig. 6,
where the solid and dotted lines represent the modified
model and the conventional model respectively. The tol-
erable excess noise is defined as the maximum excess
noise that maintains the positive secret key rate at a fixed
transmission distance. Fig. 6 (a) and (b) represent the
maximal tolerable excess noise for a reconciliation effi-
ciency of 8 = 0.95 and the ideal scenario, respectively. It
can be seen that with the increase of variance, the value
of the tolerable excess noise decreases at a faster rate
with the distance. Both models exhibit similar tolerance
to excess noise at V = 20 and 40, while at V = 5, the
tolerable noise of the modified model is slightly higher
than that of the conventional model. For the ideal case
of f =1, it is evident that the tolerable excess noise is
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significantly improved for different modulation variances,
and for larger modulation variances, the tolerable noise
decline rate will decrease significantly as the distance in-
creases, indicating an improved tolerance of the protocol
to excess noise.

Figure 7 illustrates the impact of modulation vari-
ance on the secret key rate. It can be observed that the
key rate initially increases with the increase in modula-
tion variance. During this process, the key rate in the

modified model is higher than that in the conventional
detection model for different transmission distances. Af-
ter obtaining the optimal modulation variance, the key
rate decreases with further increase in modulation vari-
ance. Additionally, the rate of decrease in the key rate
is higher in the modified model compared to the con-
ventional model. From the simulation results, it is also
apparent that the optimal modulation variance increases
with the increase in distance. Therefore, in practical ap-
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plications, the most suitable model and modulation vari-
ance can be selected to maximize the key rate based on
these relationships.

In addition, Fig. 8, Fig. 9 and Fig. 10 show the per-
formance of the biased No-Switching protocol with the
modified detector model in the finite-size regime. Some
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FIG. 8. Both of the original and optimal secret key rate
as a function of transmission distance for the modified model
under different block lengths. The green, carmine and red
lines show results for the block length N of 10°, 10! and
10* respectively. The solid and dotted lines correspond to
the original and optimal secret key rate respectively. The
variance V = 5, and the reconciliation efficiency 3 = 95%.

12

0.3

o
[
o

o
L]
T

Tolerable excess noise (SNU)
o 2
- o

=
=
5]

0
0 20 40 60 80 100 120 140 160 180 200

Transmission Distance(km)

FIG. 9. The maximal tolerable excess noise as a function of
transmission distance for the modified model in the finite-size
regime. The tolerable excess noise of the modified model for
different block lengths N = 10°, 10! and 10'3, described by
the blue, green and red lines respectively in the case of the
variance V' = 5 and the reconciliation efficiency 8 = 95%.

of the parameters used in the simulation are provided as
follows: the smoothing parameter €, the failure probabil-
ity of parameter estimation epg, the failure probability
of the privacy amplification procedure ep 4 are all set to
10710 [45]. The dimension of the Hilbert space of the
variable in the raw key is set to dimHx = 2.

Figure 8 shows the influence of block length N to the
secret key rate for the modified detector model and we
provide the comparison of the original key rate to the op-
timal key rate in the case of finite-size regime. It can be
seen that with the decrease of the block length, both the
secret key rate and the farthest transmission distance of
the two models decrease. As shown in the Fig. 5, the pro-
tocol can safely transmit more than 140 km, and when
the block length is shortened to N = 107, it can only
safely transmit about 70 km. Moreover, the compari-
son of the secret key rate at npg = 0.5 and key rate
with the optimal npg under different block lengths is
also presented. For the optimal value of npg, there is
a sightly increase in the secret key rate and even more
obvious compared with the asymptotic-limit regime, and
the problem caused by the deviation of heterodyne de-
tection is worse. Therefor, the block length reduces the
transmission distance of the secret key and has more ef-
fect on the optimization degree of the key rate.

The relationship between tolerable excess noise of the
modified model and transmission distance with different
block lengths is presented in Fig. 9. Obviously, the noise
tolerance of the model decreases compared with that of
asymptotic-limit regime. With the increase of transmis-
sion distance and the decrease of the block length, the
value of tolerable noise gradually decreases, which fur-
thermore decreases to 0 at 90 km, 140 km and 190 km
respectively, while the minimum tolerable excess noise
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is about 0.05 at the optimal modulation variance in the
asymptotic-limit regime.

Figure 10 illustrates the impact of modulation vari-
ance on the secret key rate, presenting a typical scenario
with a transmission distance of L = 80 km. It can be
observed that the key rate initially increases with the in-
crease in modulation variance, reaching an optimal mod-
ulation variance before decreasing with further increases
in modulation variance. From the simulation results, the
available range of modulation variances that can guar-
antee a positive key rate is also influenced by the length
of the data block. When the block length is shorter,
the allowable range of modulation variances to achieve a
positive key rate is narrower compared to cases when the
block length is longer. The limited nature of the block
also constrains the choice of modulation variance.

V. CONCLUSION

In this paper, a modified biased No-Switching proto-
col is proposed, which focuses on closing the practical
security loophole in the experiment and improves the se-
cret key rate. The security loophole in a practical sys-
tem mainly comes from the mismatch between the ideal
protocol and the practical system caused by the asym-
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metry in heterodyne detection. Experimental results of
the beam splitter and two homodyne detectors are car-
ried out to verify the asymmetry. It can be found that
the actual transmittance of beam splitter is not accurate
50 : 50, and the output of the two homodyne detectors
is different. The modified biased No-Switching protocol
avoids this problem by calibrating the two homodyne de-
tectors separately, which can be more compatible with
the current practical system. Moreover, an optimization
strategy is proposed to improve the secret key rate by
adjusting the transmittance of the beam splitter. The
security of the modified biased No-Switching protocol is
analyzed in detail, and the simulation results of both the
conventional detector model and the modified detector
model are provided, with the comparison of secret key
rate and performance between the two models.

According to the simulation results, the secret key rate
of the practical biased No-Switching protocol is to some
extent lower than that of the ideal No-Switching protocol,
which indicates that neglecting the asymmetry in hetero-
dyne detection will lead to an overestimation of the se-
cret key rate and introduce a practical security loophole.
For both detector models, the performances are approx-
imately identical, with the key rate of the conventional
model slightly higher than that of the modified model,
suggesting that the modified detector model can sim-
plify the practical detector modeling process according
to the actual situation and hardly affect the performance
of the protocol. By calibrating the transmittance npg of
the front beam splitter in front of the heterodyne detec-
tor, the key rate of protocol has been successfully opti-
mized. From the comparison, the optimized key rates are
improved at all distances, with a more pronounced im-
provement in the finite-size regime, which indicates that
the protocol is more close to the practical application.
The modified biased No-Switching protocol significantly
improves the practical security and optimizes the secret
key rate, which meets the requirements on security and
high-performance of a practical system.
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