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Abstract—In a membership inference attack (MIA), an attacker
exploits the overconfidence exhibited by typical machine learning
models to determine whether a specific data point was used to
train a target model. In this paper, we analyze the performance
of the state-of-the-art likelihood ratio attack (LiRA) within an
information-theoretical framework that allows the investigation
of the impact of the aleatoric uncertainty in the true data
generation process, of the epistemic uncertainty caused by a
limited training data set, and of the calibration level of the target
model. We compare three different settings, in which the attacker
receives decreasingly informative feedback from the target model:
confidence vector (CV) disclosure, in which the output probability
vector is released; true label confidence (TLC) disclosure, in which
only the probability assigned to the true label is made available by
the model; and decision set (DS) disclosure, in which an adaptive
prediction set is produced as in conformal prediction. We derive
bounds on the advantage of an MIA adversary with the aim of
offering insights into the impact of uncertainty and calibration on
the effectiveness of MIAs. Simulation results demonstrate that the
derived analytical bounds predict well the effectiveness of MIAs.

Index Terms—Membership inference attack, uncertainty, cal-
ibration, prediction sets, hypothesis testing, information theory.

I. INTRODUCTION

A. Context and Motivation

By attempting to infer whether individual data records were
used to train a machine learning model, membership inference
attacks (MIAs) pose a significant privacy risk, particularly
in sensitive domains such as healthcare or recommendation
systems, revealing personal information without consent [1],
[2]. Analyzing MIAs is crucial to understanding privacy threats
to machine learning models, as well as to developing robust
countermeasures [3]–[5].

Machine learning models that exhibit overconfidence in
predictions are known to be more susceptible to MIAs [1], [2],
[5]. In fact, by assigning disproportionately high confidence
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scores to predictions on inputs present in the training set,
overconfident models inadvertently leak information about
their training data. This leakage enables attackers to infer
the presence of specific data points in the training data set
with greater accuracy, thereby compromising data privacy.
Improving the calibration, i.e., the uncertainty quantification
capabilities, of predictive models is thus a common step to
safeguard against MIAs [5].

However, the vulnerability to MIAs is not solely contin-
gent upon model calibration. In fact, models with the same
calibration level may exhibit significantly different suscep-
tibilities to MIAs depending on the underlying predictive
uncertainty level. Predictive uncertainty can be broadly clas-
sified into aleatoric uncertainty and epistemic uncertainty [6],
[7]. Aleatoric uncertainty reflects the inherent unpredictability
of the data generation process; while epistemic uncertainty
reflects limitations in the knowledge of the model caused by
access to limited training data. As the predictive uncertainty
increases, due to either aleatoric uncertainty or epistemic
uncertainty, a model with a fixed calibration level would tend
to produce more balanced confidence levels. The resulting
uniformity in the model’s behavior inside and outside the
training set makes it more difficult to carry out a successful
MIA [8], [9].

Furthermore, for a black-box attacker, epistemic uncertainty
creates the additional complication of increasing the uncer-
tainty about the actual model parameters of the target model.
In fact, the variability in the model parameter space associated
with an unknown training data set increases with smaller data
set sizes, since larger data sets tend to all yield models that
minimize the underlying population loss.

Overall, exploring the impact and interplay of uncertainty
and calibration is essential for a comprehensive understand-
ing of MIAs, supporting the development of more effective
privacy-preserving strategies.

B. State of the Art

Confidence vector (CV) disclosure: The key reference [1]
introduced MIAs by focusing on black-box scenarios in which
the attacker can query the target model once for the given
input of interest, obtaining the full confidence vector (CV)
produced at the output of the model. The authors turned
the MIA into a classification problem, and trained a neural
network to distinguish between the target model’s responses
to data points inside and outside the training set. To this
end, the authors proposed to construct shadow models that
are designed to imitate the behavior of the target model for
inputs inside and outside the training set. Using the shadow
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models, a neural network is trained to distinguish the two types
of inputs. Follow-up work includes [10], which relaxed the
assumptions on the knowledge of data distribution and model
architecture by leveraging an ensemble of basic classification
networks. Attacks based on the evaluation of the entropy of
the confidence probability vectors were studied in [3], [11].

True label confidence (TLC) disclosure: Based on the ob-
servation that overconfident models tend to generate higher
confidence scores to the true label when queried on training
data than on unseen test data [5], various studies explored
settings in which the target model returns only the true label
confidence (TLC) level, or equivalently the corresponding
prediction loss [3], [10], [12], [13]. In such scenarios, the
attacker sets a threshold on the target model’s confidence
assigned to the true label to identify the training data points
[3], [11]. To optimize the threshold, one can aim at maximizing
the true positive rate (TPR) with a constraint on a maximum
false positive rate (FPR) [12], [14].

Reference [2] introduced the likelihood ratio attack (LiRA),
in which Gaussian distributions are fit to the TLC generated
by shadow models trained to imitate models trained with and
without the candidate data point. LiRA is then conducted
through a parametric likelihood ratio test. Reference [15]
improved LiRA by adding adversarial noise to the input to
amplify the output gap between the two classes of shadow
models (see also [16]).

Label-only and decision set (DS) disclosure: As another dis-
closure model, other studies have developed label-only attacks,
for which the attacker has access solely to predicted labels.
Reference [3] proposed to identify samples that are correctly
classified as part of the training data sets [5]. Further research
exploited the fact that the predicted labels of overconfident
models are less sensitive to perturbations on inputs derived
from training data as compared to previously unseen data. By
analyzing the variability of predicted labels in the presence
of adversarial perturbations [17] or data augmentations [18],
attackers can thus attempt to identify training data points.

In this paper, we generalize label-only disclosure to infer-
ence settings in which the target model generates a decision set
(DS), i.e., a subset of labels, as its prediction output. Decision
sets are typically generated by including all the labels whose
confidence is above a threshold. A DS provides information
about the uncertainty of the prediction through its size, and
it can be derived using formal methods such as conformal
prediction [19]–[21].

Theoretical analysis of membership inference attacks: Nu-
merous studies have explored the link between model cal-
ibration and privacy risks via experiments [1], [2], [5] or
via scenario-specific theoretical analyses [3], [4], [12], [22],
[23]. Notably, a line of work is motivated by the opposite
nature of the goal of MIAs – revealing a training data point
– and of differential privacy (DP) mechanisms – obscuring
the presence or absence of a training data point [24]. Based
on this observation, upper bounds on the attacker’s advantage
[3], [4] and positive predictive value [12] were studied for
DP-protected models. These works focus on the theoreti-
cal relationship between the DP metrics and MIA success
measures. Furthermore, reference [22] established universal

bounds on the success rate of MIAs as a function of the
target model’s generalization gap, while assuming a white-box
attacker. Finally, results that target symmetric and redundancy-
invariant algorithms were presented in [23].

C. Contributions and Organization

In this paper, we introduce a unified theoretical framework
to analyze the performance of MIA under CV, TLC, and DS
disclosures, while assuming black-box attacks as in [1], [2]
and focusing on the impact and interplay of calibration and
predictive uncertainty. The main contributions of this paper
are summarized as follows.

• As illustrated in Fig. 1, treating MIA design for black-
box models as a hypothesis-testing problem, we introduce
a general information-theoretical framework to analyze
the attacker’s advantage for CV, TLC, and DS disclosure
settings. Specifically, as seen in Fig. 2, the proposed
methodology addresses LiRA-style attacks built from
shadow models that imitate the behavior of the target
model to inputs inside and outside the training set.

• The proposed framework models the confidence prob-
ability vectors produced by the shadow models using
Dirichlet distributions with the aim of accounting for
both aleatoric uncertainty – the inherent randomness in
the data-generation process – and epistemic uncertainty
– quantifying the variability of the shadow models as a
function of the unknown training set. Under this working
assumption, information-theoretic upper bounds on the
attacker’s advantage under CV, TLC, and DS observations
are derived that enable a theoretical investigation of
the effectiveness of MIA as a function of the model’s
calibration, as well as of the aleatoric and epistemic
uncertainties.

• Simulation results validate the analysis, providing in-
sights into the influence of calibration and predictive
uncertainty on the attacker’s advantage under CV, TLC,
and DS disclosure settings.

The remainder of this paper is organized as follows. In
Sec. II, we outline the problem, review the LiRA framework,
and introduce relevant performance metrics. Sec. III reviews a
performance bound for MIA, and defines aleatoric uncertainty
and calibration. In Sec. IV, we analyze the performance of
MIA given CV, TLC, and DS observations. Sec. V empirically
evaluates the performance of MIA, validating our theoretical
findings. Sec. VI concludes the paper.

II. PROBLEM DEFINITION

A membership inference attack (MIA) aims at determining
whether a specific example (x0, y0) was used in the training
of a target model [1]. In line with prior studies [1], [2], [10],
[16], the adversary is assumed to know: (i) the underlying
data distribution, e.g., in the form of a related data set; (ii)
the target model architecture; and (iii) the training algorithm
used to design the target model. However, the attacker does
not have access to the trained model parameters, and, as shown
in Fig. 1, it can only query the target model once, at attack
time, by feeding it input x0. As a result of this query, the
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Fig. 1. Membership inference attack (MIA): An attacker queries an unknown target K-class classification model with some input x0 whose true label, known
to the attacker, is y0 = 0 in order to determine whether data point (x0, y0) was used in the training of the model. The attacker receives from the model one
of the following: 1⃝ the confidence vector (CV) p; 2⃝ the true label confidence (TLC) p0 = p(0|x0); or 3⃝ the decision set (DS) O(p) consisting of all
labels k with confidence level p(k|x0) no smaller than a threshold q.

target model returns one of the following types of information:
1⃝ the entire output confidence vector [1]; 2⃝ the true label

confidence probability [2]; 3⃝ a prediction set containing the
set of labels with confidence levels no smaller than a known
threshold [20].

A. Membership Inference Attack as Hypothesis Testing

Focusing on a K-class classification problem, the target
model p(y|x, θ) is a conditional probability distribution over
the label variable y ∈ {0, 1, . . . ,K − 1} given input x that
is parameterized by a vector θ. The model parameter vector
θ is optimized by the target model on the basis of a training
algorithm

θDtr = T (Dtr), (1)

where function T (·) may incorporate any randomness arising
from stochastic steps such as mini-batch selection. The training
data set Dtr consists of pairs (x, y) generated from the ground-
truth distribution p∗(x, y).

As mentioned in [2], we assume that the attacker knows the
data generation distribution p∗(x, y), as well as the training
algorithm T (·) in (1). However, it does not have access to the
training data set Dtr and to the trained parameter vector θDtr .
Furthermore, the attacker can query once the target model with
input x0 of interest.

The information released by the target model is a function
of the confidence probability vector p(y|x0, θDtr) output by
the model in response to a query with input x0. We write the
confidence probability vector as

p =

 p0
...

pK−1

 =

 p(y = 0|x0)
...

p(y = K − 1|x0)

 (2)

with pk ∈ [0, 1] and
∑K−1

k=0 pk = 1. Without loss of generality,
we reorder the entries so that the first element, p0, corresponds
to the probability assigned by the model to the true label y0. As
illustrated in Fig. 1, we consider the following three different
query outputs: 1⃝ confidence vector (CV), which produces the
entire vector (2) as its output, i.e.,

O(p) = p; (3)

2⃝ true label confidence (TLC), which only returns the confi-
dence of the true label, i.e.,

O(p) = p0; (4)

3⃝ decision set (DS), which generates a set of labels whose
corresponding confidence levels are no smaller than a given
threshold q.

O(p) = 1(p ≥ q), (5)

where 1(·) is the indicator function and the threshold q is
known to the attacker.

A CV observation (3) provides the attacker with the most
information about the model, and it can thus be considered as
the worst-case setting for the model vis-à-vis the attacker [1].
The model may, however, only release the confidence level
for the chosen label y0 = 0, as studied in [2]. The resulting
TLC output (4) generally results in less effective attacks as
compared to CV observations. Finally, a DS output (5) is
common for models designed for reliable decision-making
using tools such as conformal prediction [19]. An attack based
on (5) may be considered as a form of label-only attack [18],
which has not been explicitly studied in the literature.

Based on the available information on distribution p∗(x, y),
training algorithm T (·), and output O(p) of the model (3),
(4), or (5), in LiRA, the attacker aims at distinguishing two
hypotheses

Hout : (x0, y0) /∈ Dtr, (6a)

Hin : (x0, y0) ∈ Dtr. (6b)

Accordingly, the null hypothesis Hout posits that the target
model p(y|x, θDtr) is trained on a data set Dtr that does
not include the target example (x0, y0), while the alternative
hypothesis Hin asserts the opposite.

B. Likelihood Ratio Attack

Based on the observation O = O(p), the attacker computes
a test function T (O), and then it decides for either hypothesis
according to the rule

if T (O) = 0, choose Hout, (7a)

else if T (O) = 1, choose Hin. (7b)

In order to construct the test variable T (O), in this paper, we
focus on the state-of-the-art likelihood ratio attack (LiRA). As
illustrated in Fig. 2, LiRA estimates the distributions fout(O)
and f in(O) of the observation O during a preliminary phase.
It is emphasized that the original LiRA focused solely on TLC
outputs (4), and assumed Gaussian distributions fout(O) and
f in(O) to obtain a practical algorithm. In this paper, we study
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Fig. 2. Illustration of the estimation process of the distribution fout(O) of
the observation O under the assumption Hout that the training data does not
include (x0, y0) and of the distribution f in(O) under the assumption Hin

that the target model is trained using the pair (x0, y0).

a more general framework, allowing for any of the outputs O
in (3)–(5), with the aim of deriving analytical insights.

Using the available information about the distribution
p∗(x, y), training algorithm T (·), and model architecture
p(y|x, θ), in LiRA, the attacker constructs L independent pairs
of shadow models, with each shadow model sharing the same
architecture and training algorithm as the target model. To
train each model pair l = 1, 2, . . . , L, the attacker generates
two data sets. The first data set, Dout

l , contains N tr examples
sampled i.i.d. from the data distribution p∗(x, y); while the
second data set, Din

l , contains N tr−1 examples sampled i.i.d.
from p∗(x, y) as well as the target input-output pair (x0, y0):

Dout
l = {(xn, yn)}N

tr

n=1 with (xn, yn) ∼ p∗(x, y) (8a)

Din
l = {(x0, y0)} ∪ {(xn, yn)}N

tr

n=2 with (xn, yn) ∼ p∗(x, y)
(8b)

In practice, the sets (8a)–(8b) can be obtained using data
related to the training data set.

As illustrated in Fig. 2, using the data sets Dout
l and Din

l

and the known training algorithm T (·), the attacker trains two
models as

θDout
l

= T (Dout
l ) and θDin

l
= T (Din

l ) (9)

for all l = 1, 2, . . . , L. Using the L models {p(y|x, θDout
l

)}Ll=1,
the attacker estimates the distribution fout(O) of the outputs
O in (3)–(5) under the hypothesis Hout; while distribution
f in(O) of the outputs O under the hypothesis Hin is similarly
estimated from the L models {p(y|x, θDin

l
)}Ll=1.

Distributions fout(O) and f in(O) represent the probability
density functions of the observations O under the hypotheses
Hout and Hin, respectively. Accordingly, the randomness
captured by the distributions fout(O) and f in(O) reflects the
inherent uncertainty of the attacker about the training data
set Dtr used to optimize the target model as per (1). For the
analysis in what follows, we assume L to be large enough that
distributions fout(O) and f in(O) are correctly estimated by
the attacker. This assumption represents a meaningful worst-
case condition for the target model, since L is only limited by
the computational complexity of the attacker.

Once the distributions fout(O) and f in(O) are estimated for
the given pair (x0, y0) of interest, LiRA applies a likelihood

Uninformed attacker

Fig. 3. Illustration of the NP region R (shaded region), of the trade-off
function βα, and of the MIA advantage with respect to an uninformed attacker.

ratio test to the output O produced by the target model in
response to input x0. Accordingly, the decision variable used
in the decision (7) is given by

T (O) = 1
(
log

(fout(O)

f in(O)

)
< τ

)
(10)

for some threshold τ ≥ 0.

C. Performance Metrics

The effectiveness of the test (10), and hence of the LiRA,
is gauged by the type-I error 1 − α and the type-II error
β. The parameter α represents the true negative rate (TNR),
i.e., the probability of correctly reporting that sample (x0, y0)
was not used to train the target model. The type-II error β
is, conversely, the probability of the attacker failing to detect
that sample (x0, y0) was not used for training, which is also
referred to as the false negative rate (FNR).

Mathematically, the TNR α and the FNR β are defined as

α = Efout [T (O) = 0] , (11a)
and β = Ef in [T (O) = 0] , (11b)

where Efout [·] and Ef in [·] represent the expectations over the
distributions fout(O) and f in(O), respectively, and the test
variable T (O) is defined in (10). Note that a larger TNR α
and a smaller FNR β indicate a more successful MIA.

As illustrated in Fig. 3, the Neyman-Pearson (NP) region R
consists of all the achievable pairs (α, β) of TNR and FNR
values that can be attained by test (10) when varying the
threshold τ . More precisely, including in region R all pairs
(α′, β′) that are worse than a pair (α, β) obtained as per (11)
for some threshold τ , we have

R =
{
(α′, β′) ∈ [0, 1]2 : ∃τ ≥ 0

s.t. α′ ≤ α and β′ ≥ β for (α, β) in (11)
}
. (12)

Note, in fact, that any pair (α′, β′) with TNR α′ ≤ α and FNR
β′ ≥ β is less desirable to the attacker than the pair (α, β).

The minimum FNR β given a target TNR α is given by the
trade-off function

βα = inf
(α,β)∈R

β. (13)

For any fixed target TNR α, a smaller trade-off function βα
indicates a more effective MIA. An uninformed attacker that
chooses hypothesis Hout with probability α, irrespective of the
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output O, achieves the trivial trade-off βα = α. Consequently,
an effective attack must satisfy the inequality βα < α for at
least some values of the TNR α.

Accordingly, to characterize how well an adversary can
distinguish between the two hypotheses Hout and Hin in (6),
we introduce the MIA advantage as the difference

Advα = α− βα. (14)

A larger advantage Advα indicates a more successful MIA
at TNR level α, with Advα = 0 corresponding to the per-
formance of an uninformed attacker, which produces random
guesses.

III. PRELIMINARIES AND DEFINITIONS

In this section, we introduce relevant background informa-
tion, as well as key definitions for the analysis in the next
section.

A. Preliminaries

By (10) and (11), for a fixed TNR α, the threshold τα ∈ R
is uniquely determined by the equation [25]

α = Efout

[
1
(
log

(fout (O)

f in (O)

)
≥ τα

)]
, (15)

and the trade-off function βα can be accordingly calculated
as

βα = Ef in

[
1
(
log

(fout (O)

f in (O)

)
≥ τα

)]
. (16)

The characterization (15)–(16) of the trade-off function βα
generally requires the numerical evaluation of the threshold
τα, making it difficult to obtain analytical insights. A more
convenient partial characterization is provided by the following
information-theoretic outer bound.

Lemma 1 (Theorem 14.7 [25]). Each pair (α, β) ∈ R in the
NP region (12) satisfies the inequalities

d(α∥β) ≤ D
(
fout∥f in

)
, (17a)

and d(β∥α) ≤ D
(
f in∥fout

)
, (17b)

where

D(p∥q) = Ep(x)

[
log

p(x)

q(x)

]
(18)

is the Kullback-Leibler (KL) divergence between distributions
p(x) and q(x), and

d(a∥b) = a log
(a
b

)
+ (1− a) log

(1− a

1− b

)
(19)

is the binary KL divergence.

Lemma 1 establishes a necessary condition for identifying
the NP region in Fig. 3. Consequently, the set of all (α, β) pairs
satisfying the inequalities (17) encompasses the NP region.
Thus, the function

βlb
α = inf

(α,β): (17) holds
β (20)

serves as a lower bound on the optimal trade-off function (13),
i.e., we have the inequality

βα ≥ βlb
α (21)

for all α ∈ [0, 1].
The following result follows from Pinsker’s inequality [26],

which yields the inequalities d(α∥β) ≥ (α − β)2/2 and
d(β∥α) ≥ (β − α)2/2.

Lemma 2. The advantage (14) satisfies the upper bound

Advα ≤ α− βlb
α ≤

√
D (fout∥f in) +D (f in∥fout), (22)

where βlb
α is defined in (20).

B. Aleatoric Uncertainty

Let us write as p∗0 = p∗(y = 0|x0) the ground-truth prob-
ability of the true label y0. Accordingly, the complementary
probability

ϵa = 1− p∗0 ∈
[
0, 1− 1

K

]
(23)

can be considered to be a measure of the irreducible uncer-
tainty about the true label y0 for the given input x0. This is
also known as aleatoric uncertainty, or data uncertainty [6].
The aleatoric uncertainty ϵa in (23) is minimal, i.e., ϵa = 0,
when the true label y0 is certain, i.e., when we have p∗0 = 1;
and it is maximal, i.e., ϵa = 1− 1/K, when the true label y0
can be as likely as any other label, i.e., p∗0 = 1/K under the
true distribution p∗(x, y).

The aleatoric uncertainty imposes an irreducible upper
bound on the accuracy of any classification model. When the
aleatoric uncertainty is large, the selected input x0 is inherently
hard to classify, even when knowing the true distribution
p∗(x, y). Conversely, when the aleatoric uncertainty is small,
the example is inherently easy to classify, at least when a
sufficiently large training data set is available.

C. Calibration

While the true probability of the class y0 is p∗0, the model
assigns to it a probability p0. A well-calibrated model is
expected to output a confidence probability p0 that is close
to the ground-truth probability p∗0 [21], [27]. However, ma-
chine learning models tend to be overconfident, assigning a
probability p0 larger than p∗0, especially when trained with the
example (x0, y0) being evaluated. In fact, it is well known that
the power of MIA depends on the level of overconfidence of
the target model [1], [2], [5], [10], [16]. A more overconfident
model tends to assign a larger probability p0, making it easier
to detect the presence of example (x0, y0) in the training data
set.

The calibration error is defined as the average difference
between the estimated confidence probability and the ground-
truth probability of the true label [21], [27]. In order to
quantify the calibration performance of the target model, we
define the relative calibration error as

∆ =
Ef in [p0]− p∗0

p∗0
, (24)
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which measures the relative difference between the expected
confidence Ef in [p0] generated by models trained over data
sets that include the data point (x0, y0) and the ground-truth
probability p∗0 ∈ [1/K, 1]. As mentioned, an MIA is expected
to be more likely to succeed when the model is overconfident,
i.e., when the relative calibration error ∆ is large.

IV. ANALYSIS OF THE ATTACKER’S ADVANTAGE

In this section, we analyze the performance of LiRA in
terms of the attacker’s advantage (14) for the three types of
outputs defined in Sec. II-A (see also Fig. 1). We start by
modeling the distributions fout(O) and f in(O) for the baseline
case of CV observations in which the output O equals the
entire probability vector p in (2).

A. Modeling the Output Distributions

As explained in the previous section, the performance
of LiRA hinges on the difference between the distributions
fout(O) and f in(O) of the observations O at the attacker,
with fout(O) denoting the observation distribution when the
example (x0, y0) is excluded from the model’s training data
set, while f in(O) refers to the distribution when the target
model is trained using the example (x0, y0). Recall that
randomness arises in LiRA due to the unknown data sets Dout

and Din, which must be considered as random quantities as
per (6).

All output types (3)–(5) are functions of the confidence
vector p. Therefore, the analysis of LiRA hinges on modeling
the distributions fout(p) and f in(p). The Dirichlet distribution
provides a flexible probability density function for probability
distributions over K possible outputs [28]. Accordingly, while
other choices are possible, we assume for our analysis that
the distributions fout(p) and f in(p) are Dirichlet probability
density functions with different parameter vectors γout =
[γout0 , . . . , γoutK−1]

T and γin = [γin0 , . . . , γ
in
K−1]

T, respectively.
Sec. V will provide a numerical example to illustrate this
assumption. Therefore, the probability density functions of the
confidence vectors output by the models trained on Dout or
Din are given by

fz(p) =
1

B(γz)

K−1∏
k=0

p
γz
k−1

k , for z ∈ {out, in} , (25)

where B(γz) =
∏K−1

i=0 Γ(γzi )
/
Γ(

∑K−1
i=0 γzi ) is the multivari-

ate Beta function expressed in terms of the Gamma function
Γ(x) =

∫ +∞
0

tx−1e−tdt.
Parameters γout0 and γin0 control the average confidence as-

signed to the true label by the models trained without and with
(x0, y0), while the remaining parameters γout1 , . . . , γoutK−1 and
γin1 , . . . , γ

in
K−1 reflect the average confidence levels assigned

by the two models to the remaining K − 1 candidate labels.
More precisely, the average confidence levels are given by
[28]

Efz [pk] =
γzk∑K−1

i=0 γzi
for k = 0, 1, . . . ,K − 1, (26)

where z ∈ {out, in}. Considering that the confidence prob-
ability of the true label constitutes the primary source of

information for the attacker, we set γout1 = · · · = γoutK−1

and γin1 = · · · = γinK−1 for all other candidate classes. This
assumption will facilitate the interpretation of the results of
the analysis, although it is not necessary for our derivations.

Being random due to the ignorance of the attacker about the
training data set, the confidence levels pk have variability that
can be measured by the variance of the Dirichlet distribution

Varfz [pk] =
γzk

(∑K−1
i=0 γzi − γzk

)(∑K−1
i=0 γzi

)2(∑K−1
i=0 γzi + 1

)
for k = 0, 1, . . . ,K − 1, (27)

with z ∈ {out, in}. The variance (27) accounts for the
dependence of the trained model as a function of the training
sets drawn from the ground-truth distribution p∗(x, y). This
model-level uncertainty, known as epistemic uncertainty [6],
decreases as the size N tr of the training data set increases. In
fact, in the regime N tr → ∞, the training data sets are fully
representative of the distribution p∗(x, y), and the probabilities
pk tend to the ground-truth values p∗k [29], [30]. Here, since
we target black-box attacks, for which model parameters are
unavailable, we measure the epistemic uncertainty indirectly
through the variance observed in the model output distribution.

The possibility to decrease the epistemic uncertainty is in
stark contrast to the aleatoric uncertainty introduced in the
previous section, which is due to the inherent randomness
of the data, and thus it does not decrease as the training set
size increases. It is therefore possible to simultaneously have
a high epistemic uncertainty due to limited data and a low
aleatoric uncertainty for “easy” examples; and, vice versa,
a high aleatoric uncertainty for “hard” examples and a low
epistemic uncertainty due to access to a large training set.

To account for epistemic uncertainty, we adopt the recipro-
cal of the sum of Dirichlet distribution parameters, which is
proportional to variance (27), i.e.,

ϵe =
1∑K−1

i=0 γouti

=
1∑K−1

i=0 γini
. (28)

Furthermore, by (28), since the data set size N tr is the same
for both data sets Dout and Din, we assume the sum in (28)
to be the same for both distributions fout(p) and f in(p).

Finally, using (23)–(28), we can write the Dirichlet param-
eters as a function of the aleatoric uncertainty ϵa in (23) and
epistemic uncertainty ϵe in (28) as

γout0 =
1− ϵa
ϵe

, (29a)

and γoutk =
ϵa

(K − 1)ϵe
for k = 1, 2, . . . ,K − 1, (29b)

for distribution fout(p); while, for distribution f in(p), ac-
counting also for the relative calibration error (24), we have

γin0 =
(1 +∆)(1− ϵa)

ϵe
, (30a)

and γink =
ϵa∆+ ϵa −∆

(K − 1)ϵe
for k = 1, 2, . . . ,K − 1. (30b)

Note that, in order to ensure the inequalities γzk > 0 with
z ∈ {out, in} and k = 0, 1, . . . ,K−1, we have the inequality
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∆/(1 + ∆) < ϵa < 1. Equations (29)–(30) indicate that
the average confidence generated by the model in the true
label y0 decreases with the aleatoric uncertainty ϵa and with
epistemic uncertainty ϵe, while also increasing with the relative
calibration error ∆ for the model trained with (x0, y0).

B. Confidence Vector Disclosure

In this subsection, we leverage Lemma 2 to obtain an upper
bound on the advantage of the attacker in the worst case for
the target model in which the attacker observes the entire CV,
i.e., O(p) = p. We have the following result.

Proposition 1. The advantage of the attacker with CV disclo-
sure (3) can be upper bounded as

AdvCV
α ≤

(∆(1− ϵa)

ϵe

(
ψ
( (1 + ∆)(1− ϵa)

ϵe

)
− ψ

(1− ϵa
ϵe

)
+ ψ

( ϵa
(K − 1)ϵe

)
− ψ

(ϵa(1 + ∆)−∆

(K − 1)ϵe

))) 1
2

≜AdvCV−ub
α , (31)

where ψ(x) = Γ′(x)/Γ(x) denotes the digamma function.
Furthermore, using the approximation ψ(x) ≈ lnx − 1/2x,
which holds when x → ∞, we obtain the approximate upper
bound

AdvCV−ub
α ≈

(∆(1− ϵa)

ϵe
ln
( (1 + ∆)ϵa
(1 + ∆)ϵa −∆

)
+

∆2(1− ϵa)
2(K − 1)

2ϵa((1 + ∆)ϵa −∆)
+

∆2

2(1 + ∆)

) 1
2

≜Ad̃v
CV−ub

α . (32)

Proof: The proof of (31) is detailed in Appendix A.
The approximate bound in (32) can be used to draw some

analytical insights into the attacker’s advantage, which will
be validated in Sec. V by experiments. First, the bound (32)
increases as the relative calibration error ∆ grows, which is
in line with empirical evidence that overconfident models are
more vulnerable to MIA [1], [2], [5], [16].

Second, the bound (32) decreases as the aleatoric uncer-
tainty ϵa and/or the epistemic uncertainty ϵe increase. Both a
larger aleatoric uncertainty and a larger epistemic uncertainty
tend to yield less confident, higher-entropy predictions, which
in turn mitigates model overconfidence [6]. This ensures that
the model reveals less information about the training data,
potentially reducing the attack’s effectiveness. This conclusion
aligns with the experimental findings in [31], where the
epistemic uncertainty was increased through unlearning in
order to reduce the model’s information about the target data,
thereby potentially reducing the effectiveness of MIA.

C. True Label Confidence Disclosure

Consider now the case in which the attacker has only
access to the confidence probability corresponding to the true
label y0 given input x0, i.e., O(p) = p0, as in [2]. The
marginal probability density function for variable p0 from the
joint Dirichlet distribution (25) follows the Beta distribution.
Accordingly, the probability density functions of the TLC

observations output by models trained on data sets that exclude
and include, respectively, the target point (x0, y0), are given
by

fz(p0; γ
z
0 , γ

z
0) =

1

B(γz0 , γ
z
0)
p
γz
0

0 (1−p0)γ
z
0−1 for z ∈ {out, in} ,

(33)
with γz0 =

∑K−1
k=1 γzk , Beta function B(γz0 , γ

z
0) =

Γ(γz0 )Γ(γ
z
0)
/
Γ(γz0 + γz0), and Gamma function Γ(x) =∫ +∞

0
tx−1e−tdt. This observation yields the following result.

Proposition 2. The advantage of the attacker with TLC
disclosure (4) can be upper bounded as

AdvTLC
α ≤

(∆(1− ϵa)

ϵe

(
ψ
( (1 + ∆)(1− ϵa)

ϵe

)
− ψ

(1− ϵa
ϵe

)
+ ψ

(ϵa
ϵe

)
− ψ

(ϵa(1 + ∆)−∆

ϵe

))) 1
2

≜AdvTLC−ub
α , (34)

where ψ(x) = Γ′(x)/Γ(x) denotes the digamma function.
Furthermore, using the approximation ψ(x) ≈ lnx − 1/2x,
which holds when x → ∞, we obtain the approximate upper
bound

AdvTLC−ub
α ≈

(∆(1− ϵa)

ϵe
ln

( (1 + ∆)ϵa
(1 + ∆)ϵa −∆

)
+

∆2(1− ϵa)
2

2ϵa((1 + ∆)ϵa −∆)
+

∆2

2(1 + ∆)

) 1
2

≜Ad̃v
TLC−ub

α . (35)

Proof: The upper bound AdvTLC−ub
α in (34) and the ap-

proximate upper bound Ad̃v
TLC−ub

α in (35) can be obtained
by substituting K = 2 into (31) and (32) in Proposition 1,
respectively.

By the bound (35), the MIA advantage with TLC disclosure
exhibits the same general trends with respect to calibration
error ∆ and uncertainties ϵa and ϵe as for CV disclosure. Fur-
thermore, comparing (35) with (32), the MIA advantage under
CV observations is larger than that under TLC observations
according to the derived bounds, with the gap between the two
bounds growing as the number of classes, K, increases.

D. Decision Set Disclosure

In this subsection, we study the DS disclosure scenarios. To
this end, we analyze a generalization of (5) that allows for ran-
domization. Randomization is a well-established mechanism
to ensure privacy [24], [32], [33], and thus it is interesting to
investigate its potential role in MIA.

To this end, we consider the observation

O(p) =

 b0
...

bK−1

 = 1T (p ≥ q) (36)

where 1T (p ≥ q) represents a stochastic element-wise thresh-
old function with temperature parameter T > 0. This function
returns random variables bk ∈ {0, 1} with

bk =

{
1 with probability σT (pk − q),

0 with probability σT (q − pk),
(37)
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Fig. 4. The proportionality factor δT,q between the advantage of DS
disclosure (36) and CV disclosure (3) as a function of the confidence threshold
q for different values of the temperature parameter T with K = 2.

where σT (x) = 1/(1+e−x/T ) represents the sigmoid function
with a temperature parameter T > 0 [34] and bk = 1
indicates the inclusion of the k-th label in the decision set.
The stochastic DS (36) reduces to (5) in the limit T → 0.

Proposition 3. The advantage of the attacker with DS disclo-
sure (36) can be upper bounded as

AdvDS
α ≤ δT,q ·AdvCV−ub

α ≜ AdvDS−ub
α , (38)

where

δT,q =
(
max
p,p′

1

2

∑
b∈{0,1}K

∣∣∣K−1∏
k=0

σT
(
(2bk − 1)(pk − q)

)
−

K−1∏
k=0

σT
(
(2bk − 1)(p′k − q)

)∣∣∣) 1
2

, (39)

with maximization over k×1 probability vectors p and p′, and
AdvCV−ub

α is defined in (31). Using (32) in Proposition 1, we
can then obtain the approximate upper bound

Ad̃v
DS−ub

α ≈ δT,q ·Ad̃v
CV−ub

α , (40)

where Ad̃v
CV−ub

α is defined in (32).

Proof: The proof of (38) is detailed in Appendix B.
While the upper bound (40) requires numerical optimization

to evaluate (39), some useful insights can be obtained from
(40). In particular, the bound indicates that the attacker’s
advantage under DS disclosure is proportional to that under
the worst-case (for the target model) CV disclosure with a
proportionality constant δT,q . This constant can be proved to
satisfy the inequality

δT,q ≤ 1, (41)

reflecting the weaker power of the adversary under DS disclo-
sure.

The proportionality factor δT,q depends on the temperature
parameter T as illustrated in Fig. 4 for the case K = 2. In
particular, for T → 0, which corresponds to the deterministic
function in (5), the constant attains the maximum value of 1,

except for the trivial cases q = 0 and q = 1, which yield
δT,q = 0 as T → 0. Thus, for a deterministic disclosure
function, the upper bound (40) is not sufficiently tight to
quantify any decrease in the attacker’s advantage. However,
for any T > 0, and thus even with minimal randomness, the
bound predicts that the attacker’s advantage at first increases
as q grows, since a larger threshold in (36) allows to capture
more information about the confidence vector q. However, an
excessively large q ends up decreasing the performance of the
attacker as the predicted set O(p) in (36) gets increasingly
smaller. Furthermore, as T → ∞, the sigmoid function equals
σT (x) = 1/2 and the proportionality factor equals zero,
δT,q = 0. In this case, the attacker does not obtain any useful
information, resulting in a vanishing advantage.

V. NUMERICAL RESULTS

In this section, we provide numerical results to validate the
analysis. We begin by illustrating the assumption of modeling
the confidence probability vector using a Dirichlet distribution.
Subsequently, we compare the analytical bounds to the actual
performance of attacks based on the observations (3)–(5) as a
function of calibration and uncertainty metrics. Furthermore,
for attacks leveraging DS observation, we further evaluate
the trade-off between prediction set size, which determines
the informativeness of the predictor [35] and the attacker’s
advantage. Throughout, we consider the target model to be a
classifier with K = 10 classes.

A. On the Dirichlet Assumption

First, to validate the use of a Dirichlet distribution to model
the confidence probability, we evaluate the true distribution
of the confidence vector produced by a neural network-based
classifier. Following the setting in [1], we use the CIFAR-
10 data set, a standard benchmark for image classification
involving images classified by K = 10 labels. To construct
the training sets Dout and Din, we draw N tr = 4000 samples
at random from the overall data set. The target classification
model adopts a standard convolutional neural network (CNN)
with two convolution and max pooling layers, followed by a
128-unit fully connected layer and a SoftMax output layer.
The Tanh is used as the activation function, and the cross-
entropy serves as the loss function. We adopt the stochastic
gradient descent (SGD) optimizer with a learning rate of
0.001, momentum of 0.9, and weight decay of 1×10−7, over
100 epochs for model training.

We collect probability vectors generated by the trained
model for images corresponding to the training and test images
with the truth label 0. We then apply maximum likelihood
estimation with the L-BFGS-B algorithm, a gradient descent
variant tailored for large-scale optimizations [36], to fit the
generated data points to Dirichlet distributions for both models
trained on Dout and Din.

Fig. 5 illustrates the probability density functions of the con-
fidence level p0 for the target sample (x0, y0), along with the
corresponding empirical distribution obtained from the fitted
Dirichlet distributions for the models trained on Dout (left)
and Din (right). The model is observed to be overconfident
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Fig. 5. Empirical distributions of the confidence level p0 and corresponding marginal of the fitted Dirichlet distributions for models trained without (left)
and with (right) the target sample (x0, y0).
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Fig. 6. True trade-off function βα in (16) (left) and the lower bound βlb
α in (20) (right) for CV, TLC, and DS observations with relative calibration error

∆ = 0.2, aleatoric uncertainty ϵa = 0.5, epistemic uncertainty ϵe = 0.25, and threshold q = 0.2.

when trained by including the sample (x0, y0). The empirical
distributions closely align with the fitted Dirichlet distribu-
tions, confirming the flexibility of the working assumption of
Dirichlet distributions for the confidence vectors. Throughout
the rest of this section, we adopt this assumption, which is
further validated in Appendix C.

B. On the Impact of Calibration and Uncertainty

In this subsection, to validate the analysis in Sec. IV, we
compare the true trade-off function βα in (16) along with the
lower bound βlb

α in (20) obtained by Lemma 1 by setting the
relative calibration error as ∆ = 0.2, the aleatoric uncertainty
as ϵa = 0.5, the and the epistemic uncertainty as ϵe = 0.25 in
the Dirichlet parameters (29)–(30). Fig. 6 plots the true trade-
off function (left) and lower bound (right) for all disclosure
schemes. In particular, for DS, we consider the situation most
vulnerable to MIA by applying a deterministic thresholding
scheme, i.e., T → 0 in (37).

The figures confirm that the derived lower bound provides
a useful prediction of the relative performance of the three
schemes. Specifically, both the true attacker’s advantage and

the lower bound indicate that CV disclosure provides the most
information to the attacker, followed by TLC and DS.

We now turn to studying the impact of calibration and
uncertainty on the attacker’s advantage. To this end, in Fig.
7, we first display the attacker’s advantage averaged over a
uniformly selected TNR α as Adv = Eα∼U(0,1)[α − βα], as
a function of the relative calibration error ∆ with ϵa = 0.5
and ϵe = 0.25. Bound (22) in Lemma 2 and true values are
again observed to be well aligned. Furthermore, confirming
the empirical observations in [1], [2], [5], [16], the attacker’s
advantage is seen to increase with ∆. In fact, overconfident
models tend to output higher confidence probabilities for the
true label when trained with the target sample, which can
be easily distinguished from the confidence probabilities for
the other labels. Irrespective of the relative calibration error,
the attacker’s advantage decreases as the model discloses less
information via TLC and DS.

Fig. 8 depicts the average attacker’s advantage with CV,
TLC, and DS disclosures as a function of the aleatoric
uncertainty ϵa with ∆ = 0.2 and ϵe = 0.25. A larger
aleatoric uncertainty reflects greater uncertainty in the under-
lying data. Accordingly, the effectiveness of attacks based on
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with CV, TLC, and DS observations as a function of aleatoric uncertainty ϵa
with relative calibration error ∆ = 0.2, epistemic uncertainty ϵe = 0.25, and
threshold q = 0.2.

all observation types decreases and gradually approaches the
theoretical lower limit of 0. This is because the distributions of
the observations produced by models trained without or with
the target sample tend to become closer as the inherent data
uncertainty grows. This, in turn, reduces the attacker’s ability
to exploit the overconfidence in the target model for successful
attacks.

Finally, Fig. 9 shows the average attacker’s advantage as
a function of the epistemic uncertainty ϵe for ∆ = 0.2
and ϵa = 0.5. An increased epistemic uncertainty reflects
smaller training sets, causing a larger uncertainty on the target
model. Accordingly, the effectiveness of MIA decreases with
ϵe, becoming progressively lower due to the growing difficulty
of the attacker to predict the model’s outputs when including
or not the target sample (x0, y0) in the training data set.

C. Evaluating MIA with DS Disclosure

In this final subsection, we further analyze the performance
of the DS-observed attacker by studying the impact of the
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Fig. 9. True advantage (14) and bounds (22) for the attacker’s advantage
with CV, TLC, and DS observations as a function of epistemic uncertainty ϵe
with relative calibration error ∆ = 0.2, aleatoric uncertainty ϵa = 0.5, and
threshold q = 0.4.

temperature parameter T and of the confidence threshold q in
(36). As discussed in Sec. IV-D (see also Fig. 4), the bound
(40) provides a U-shaped curve for the attacker’s advantage,
as excessively small or large thresholds yield predicted sets
that are nearly independent of the input x0. In fact, as seen
in Fig. 10 (left), as the threshold q approaches 0, the target
model tends to produce a prediction set containing all labels,
while with q near 1, it generates an empty prediction set.
Neither extreme provides useful information for the attacker.
The most effective attack occurs at a moderate q value, here
q = 0.6, where the prediction set is expected to yield the most
informative insights for the attacker. This trend is confirmed by
Fig. 10 (right), which shows the average attacker’s advantage
as a function of the threshold q for different values of the
temperature parameter T in the randomized thresholding (37).

Finally, we observe that the attacker’s advantage follows
the analysis in Sec. IV-D, illustrated in Fig. 4, also in terms
of its dependence on the randomness of the thresholding
scheme (37). As the temperature parameter T approaches
0, the thresholding scheme becomes deterministic, providing
the most information to the attacker for a given threshold
q, and resulting in the highest advantage. Conversely, as T
grows, the thresholding noise is so large that the attacker can
obtain vanishing information about the target model, and the
advantage consistently attains the theoretical lower limit of 0.

VI. CONCLUSIONS

This paper has introduced a theoretical framework to ana-
lyze the attacker’s advantage in MIAs as a function of the
model’s calibration, as well as of the aleatoric and epis-
temic uncertainties. Following the state-of-the-art LiRA-style
attacks, we regarded MIA as a hypothesis-testing problem; and
we considered three typical types of observations that can be
acquired by the attacker when querying the target model: con-
fidence vector (CV), true label confidence (TLC), and decision
set (DS). By making the flexible modeling assumption that the
output confidence vectors follow the Dirichlet distributions,
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Fig. 10. Average prediction set size (left) and attacker’s advantage (right) based on DS disclosure as a function of the confidence threshold q with relative
calibration error ∆ = 0.2, aleatoric uncertainty ϵa = 0.5, epistemic uncertainty ϵe = 0.25.

thus accounting for both aleatoric and epistemic uncertain-
ties, we derived upper bounds on the attacker’s advantage.
The bounds yield analytical insights on the impact of the
relative calibration error, aleatoric uncertainty, and epistemic
uncertainty on the success of MIAs. For DS disclosure, we
studied for the first time the impact of the threshold and of
randomization on the effectiveness of MIA.

Future work may specialize the analysis to data domains
such as text, images, and tabular data, as well as to model
architectures such as transformers. Additionally, from the
defender’s perspective, it would be interesting to investigate
the effectiveness of countermeasures to MIA such as regular-
ization, model pruning, and data augmentation.

APPENDIX

A. Proof of Proposition 1

The KL divergence between two Dirichlet distributions in
(22) can be expressed as [37]

D
(
fout(p; γout)∥f in(p; γin)

)
= ln

B(γin)

B(γout)

+

K−1∑
k=0

(
γoutk − γink

)(
ψ(γoutk )− ψ

(K−1∑
i=0

γouti

))
, (42)

where we have defined that digamma function ψ(x) =
Γ′(x)/Γ(x), multivariate Beta function B(γout/in) =∏K−1

i=0 Γ(γ
out/in
i )

/
Γ(

∑K−1
i=0 γ

out/in
i ) and Gamma function

Γ(x) =
∫ +∞
0

tx−1e−tdt. The same logic applies for
D
(
f in(p; γin)∥fout(p; γout)

)
.

Accordingly, the square root of the symmetrized KL diver-
gence in the approximate bound (22) in Lemma 2 given CV
observations can be calculated as

AdvCV
α ≤

(
D
(
fout

(
p; γout

)
∥f in

(
p; γin

) )
+D

(
f in

(
p; γin

)
∥fout

(
p; γout

) )) 1
2

≜AdvCV−ub
α , (43)

by using the definitions of γoutk in (29) and of γink in (30).

B. Proof of Proposition 3

We leverage the strong data processing inequality [38,
Proposition II.4.10] [39] to obtain the upper bound of the MIA
advantage given DS observations as

D
(
fout(b)∥f in(b)

)
D
(
fout(p)∥f in(p)

) ≤ max
p,p′

∥f(b|p)− f(b|p′)∥TV

≜ δ2T,q, (44)

where ∥P − Q∥TV denotes the total variance (TV) distance
between distributions P and Q. Note that we have the inequal-
ity δ2T,q ≤ 1. Accordingly, the advantage of the attacks given
DS observation can be upper bounded as

AdvDS
α ≤

√
D
(
fout(b)∥f in(b)

)
+D

(
f in(b)∥fout(b)

)
= δT,q ·AdvCV−ub

α , (45)

where we have used Lemma 2 and (44).

C. Additional Validation of the Dirichlet Assumption

To further validate the use of a Dirichlet distribution to
model the confidence probability, we conduct additional ex-
periments on the STL-10 data set using the pre-trained VGG-
16 model. We randomly select N tr = 4000 images for data
sets Dout and Din. The VGG-16 model is fine-tuned using
the SGD optimizer with a learning rate of 0.001, momentum
of 0.9, and weight decay of 0.0005, over 50 epochs. As per
the methodology in Sec. V-A, we obtain probability vectors for
images with the ground truth label 0 from both the training and
test sets, fitting these to Dirichlet distributions using maximum
likelihood estimation with the L-BFGS-B algorithm.

Fig. 11 shows the fitted and empirical distribution probabil-
ity density functions for the target sample (x0, y0), confirming
the flexibility of the Dirichlet assumption for modeling confi-
dence vectors.

D. Performance in High TNR Regime

In Sections V-B and V-C, we have evaluated the average
MIA advantage, Adv, across all TNR values for a broad
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Fig. 11. Empirical distributions of the confidence level p0 and corresponding
marginal of the fitted Dirichlet distributions for models trained without (left)
and with (right) the target sample (x0, y0) for STL-10 data set with VGG-16.

assessment. As a complementary analysis, we further focus on
high TNR to gain deeper insights into the attack’s performance
in privacy-sensitive applications. Evaluating the advantage at
high TNR is particularly meaningful in these scenarios because
it reflects the attacker’s ability to correctly identify non-
training data while still effectively detecting training data. This
ensures that the attack is both precise and reliable.

Accordingly, we evaluate the attack performance
Adv0.999 = 0.999 − β0.999 at high TNR (α = 0.999),
using the same settings as in Sec. V-B and Sec. V-C. Fig.
12 shows the attacker’s advantage with CV, TLC, and DS
observations when α = 0.999 as a function of calibration
error (∆), epistemic uncertainty (ϵe), and aleatoric uncertainty
(ϵa). Fig. 13 illustrates the prediction set size and attacker’s
advantage for DS disclosure when α = 0.999 as a function
of the confidence threshold (q).

The results at high TNR are largely consistent with those
averaged across all TNR values, highlighting the robustness
of our theoretical analysis.
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