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ABSTRACT
Fuzzing is an effective bug-finding technique but it struggles with

complex systems like JavaScript engines that demand precise gram-

matical input. Recently, researchers have adopted language models

for context-awaremutation in fuzzing to address this problem. How-

ever, existing techniques are limited in utilizing coverage guidance

for fuzzing, which is rather performed in a black-box manner.

This paper presents a novel technique called CovRL (Coverage-

guided Reinforcement Learning) that combines Large Language

Models (LLMs) with reinforcement learning from coverage feed-

back. Our fuzzer, CovRL-Fuzz, integrates coverage feedback directly

into the LLM by leveraging the Term Frequency-Inverse Document

Frequency (TF-IDF) method to construct a weighted coverage map.

This map is key in calculating the fuzzing reward, which is then

applied to the LLM-based mutator through reinforcement learn-

ing. CovRL-Fuzz, through this approach, enables the generation

of test cases that are more likely to discover new coverage areas,

thus improving vulnerability detection while minimizing syntax

and semantic errors, all without needing extra post-processing.

Our evaluation results indicate that CovRL-Fuzz outperforms the

state-of-the-art fuzzers in terms of code coverage and bug-finding

capabilities: CovRL-Fuzz identified 48 real-world security-related

bugs in the latest JavaScript engines, including 39 previously un-

known vulnerabilities and 11 CVEs.

1 INTRODUCTION
JavaScript (JS) engines are complex software components for pars-

ing, interpreting, compiling, and executing JavaScript code in mod-

ern web browsers. These engines are essential for accessing today’s

interactive web and embedded applications. According to a recent

survey, as of January 2024, JavaScript is employed as a client-side

programming language by 98.9% of web browsers [52]. Given their

extensive use and Turing-complete nature, securing JS engines is

a critical requirement. For instance, vulnerabilities in JS engines

can lead to various attack patterns, encompassing threats such as

information disclosure and the potential for bypassing web browser

security measures [18, 35]. Considering the high stakes, the need for

continuous and automated testing, such as fuzzing, is crucial for JS
engines, despite challenges from their strict input grammar require-

ments. Fuzzing involves providing invalid, unexpected, or random

inputs, e.g., by mutation, to a program to detect bugs. Coverage-

guided fuzzing, e.g., AFL [36], stands out as an effective method by

using code coverage to guide the fuzzing process, ensuring a more

thorough examination of the code paths and thereby increasing the

chances of uncovering hidden bugs [36].

Previous research on fuzzing JS engines can broadly be divided

into two main approaches: grammar-level and token-level fuzzing to
deal with strict grammar. Grammar-level fuzzing techniques focus

on producing inputs that are grammatically accurate [2, 19, 20,

40, 41, 51, 53, 54], while token-level fuzzing offers a more flexible

method. Token-level fuzzing transforms inputs into a sequence

of tokens and then substitutes certain tokens without adhering

strictly to grammar rules [44]. Coverage-guided fuzzing is also

widely applied in fuzzing JS engines, encompassing both grammar-

level and token-level fuzzing methods [20, 40, 44, 54].

However, due to the continuous evolution of the JavaScript lan-

guage, the grammar in JS engines is also being consistently updated

to match these changes. Consequently, grammar-level fuzzing faces

the challenge of needing to add new grammar rules frequently.

Token-level fuzzing offers more flexibility compared to grammar-

level fuzzing. Nevertheless, as mutations evolve from the initial

seed, maintaining syntactical correctness becomes challenging, of-

ten leading to syntax errors. This limitation hinders the ability to

uncover deeper bugs without inducing errors. Therefore, fuzzing

JS engines requires mutating highly structured inputs, a task that

traditional heuristic mutations alone find difficult in producing well-

formed inputs. To overcome this, recent advancements have intro-

duced fuzzing techniques that utilize Code-LLMs, capable of gener-

ating well-formed inputs (i.e., those that are syntactically informed)

for compilers, deep learning libraries, and JS engines [11, 12, 58, 60].

Among these developments, TitanFuzz [11] and FUZZ4ALL [58]

are notable for their use of Code-LLMs in mutation processes. Pre-

trained Code-LLMs, already trained on extensive datasets across

various programming languages, can be directly employed for LLM-

based mutation without the need for further finetuning. Moreover,

these models inherently understand the context of the language.

This means they are capable of comprehending the grammar of the

code and generating inputs that reflect both grammatical accuracy

and contextual relevance. Their effectiveness is evident in their

ability to generate seeds that are abundant in edge cases [12, 60].

While pretrained LLM-based mutators have proven to be ef-

fective for fuzzing [11, 58], it is important to note that all current

LLM-based fuzzing approaches are categorized as black-box fuzzing

and do not incorporate internal program information such as code

coverage. In TitanFuzz [11], although a fitness function is used,

it does not involve coverage-related information like in coverage-

guided fuzzing. Instead, it utilizes static analysis information of the

generated input, such as the number of unique function calls, depth,

and iteration counts, as the fitness function’s input. Therefore,

TitanFuzz is not based on coverage-guided fuzzing, as it doesn’t

directly utilize execution code coverage information of the fuzzing

target.

Differing from black-box fuzzing, coverage-guided fuzzing lever-

ages internal program data. This method of fuzzing uses an evo-

lutionary strategy to create interesting seeds that aim to enhance

the target program’s coverage. It considers the impact of mutated
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Figure 1: Overview: CovRL is a pioneering approach in integrating
an LLM-based mutator into coverage-guided fuzzing.

inputs on the program’s coverage. According to Miller’s research, a

1% increase in code coverage correlates to a 0.92% higher probability

of discovering bugs [6]. Applying coverage data in coverage-guided

fuzzing enhances coverage more effectively than black-box fuzzing,

increasing the likelihood of discovering more bugs. However, as

we describe below, this is surprisingly challenging.

Problem. When AFL’s heuristic mutator is replaced with a pre-

trained LLM-based mutator in coverage-guided fuzzing, we ob-

serve a reduced error rate. However, this improvement did not

translate into increased code coverage. Surprisingly, some perfor-

mance patterns fell below that of random fuzzing. This pattern was

confirmed in our experiments, where we replaced AFL’s mutator

with an LLM-based mutator. Some of the LLM-based fuzzers ob-

tained 12-16% lower coverage in V8 and 4-13% lower coverage in

JerryScript compared to the baseline (random mutation). For more

detailed results, please refer to Table 6 in Section 5.3. Our results

also align with findings from TitanFuzz’s experiments. We spec-

ulate that this phenomenon arises because LLM-based mutators

make constrained predictions. While AFL’s interesting seeds are

based on increased coverage, random mutators indiscriminately

mutate tokens from the dictionary, regardless of context. In contrast,

LLM-based mutators focus on contextually relevant token predic-

tions, which reduces diversity (due to an overemphasis on context,

they often predict common sentences, diminishing diversity). Thus,

in coverage-guided fuzzing, LLM-based mutators’ context-aware

mutations reduce errors but also limit diversity, rendering them

less effective than random fuzzing.

Our Approach. To address the aforementioned problem, we pro-

pose enhancing LLM-based mutators to align better with coverage-

guided fuzzing. This involves a novel strategy of providing direct

coverage feedback to the LLM-based mutator for more effective JS

engine fuzzing as illustrated in Figure 1. Key to this approach is the

use of a coverage-based weight map, where weights are assigned

according to the inverse frequency of each coverage occurrence. By

leveraging Term Frequency-Inverse Document Frequency (TF-IDF)

for weighting the coverage map, the coverage-weighted reward is

directly applied in reinforcement learning, enabling the LLM-based

mutator to generate test cases that can achieve new coverage. This

method enhances the model’s ability to discover unknown vulnera-

bilities and reduces syntax and semantic errors without the need for

additional post-processing. We call this approach CovRL-fuzz, and
unlike other LLM-based fuzzing techniques [11, 12, 58, 60], CovRL

is the first method that properly integrates an LLM-based mutator

to coverage-guided fuzzing.

To sum up, this paper makes the following contributions:

• We introduce CovRL, a novel technique that combines LLMs

with reinforcement learning from coverage feedback. This is a

unique approach that directly integrates coverage feedback into

the LLM using TF-IDF for advanced coverage-guided fuzzing.

• We implement CovRL-Fuzz, a coverage-guided fuzzer employing

the CovRL technique, focused on JS engine fuzzing. Our exper-

iments show that CovRL-Fuzz outperforms existing fuzzers in

terms of code coverage and bug-finding capabilities. This ad-

vancement underscores CovRL-Fuzz’s efficiency in navigating

the complexities of JS engine fuzzing.

• CovRL-Fuzz successfully identified 48 real-world security-related

bugs, including 39 previously unknown bugs (11 CVEs) in the

latest JS engines.

• To foster future research, we will open-source our work at publi-

cation time.

2 BACKGROUND AND RELATEDWORK
2.1 JS Engine Fuzzing
Fuzzing is a powerful automated bug-finding technique that gen-

erates and executes numerous inputs to identify vulnerabilities,

crashes, or unexpected behaviors in software [38]. Both academia

and industry have recognized its effectiveness in uncovering soft-

ware bugs. However, fuzzing faces challenges with JS engines that

require strict grammar for input. When the input is not syntacti-

cally correct, the JS engine returns a syntax error. On the other

hand, semantic inconsistencies (e.g., errors with reference, type,

range, or URI) lead to semantic errors [19]. In both cases, the JS

engine’s core logic, which may contain hidden vulnerabilities, isn’t

executed.

To address these challenges, researchers have proposed grammar-

level and token-level fuzzing approaches. These strategies employ

heuristic methods to tackle the issue. The grammar-level technique

transforms the seed into an Intermediate Representation (IR) to

produce grammatically accurate inputs [2, 19, 20, 40, 41, 51, 53, 54].

While this approach reliably produces syntactically correct inputs,

it doesn’t consistently account for semantic constraints. Moreover,

it often demands substantial manual effort to craft the necessary

grammar rules. The token-level fuzzing approach [44] offers a more

flexible method, free from the constraints of grammar rules. This

technique transforms inputs into a sequence of tokens and sub-

stitutes certain ones. Although this method has demonstrated ef-

fectiveness in bug detection, its strategy of randomly replacing

tokens—without accounting for inter-token relationships—places

a significant dependency on the quality of the initial seed. Conse-

quently, the approach often results in inputs that are not syntacti-

cally correct.

Recently, there has been a growing interest among researchers

in utilizing deep learning-based Language Models (LM) in fuzzing,

aiming to overcome the limitations of traditional fuzzing meth-

ods. Early endeavors leveraged RNN-based Language Models to

mutate portions of inputs [10, 17, 26, 32]. More recently, there’s

been a discernible trend towards the adoption of Large Language

Models (LLMs) for seed generation and mutation [11, 12, 58, 60].

TitanFuzz [11] is a black-box fuzzing technique to use LLMs for

mutation, demonstrating the effectiveness of pretrained LLMs not

only for seed generation but also for mutation. While TitanFuzz
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didn’t use internal target information like coverage in fuzzing, it

did utilize static analysis metrics such as the number of unique

function calls, depth, and iteration counts. These metrics, gathered

from statically analyzing mutated inputs, helped select interesting

seeds for fuzzing processes. They substituted portions of inputs

with a mask token for the mutation (we refer to “Mask Mutation”).

Conversely, FUZZ4ALL [58] introduced mutation by adding mu-

tation prompts, such as ‘Please create a mutated program’
instead of using mask tokens.

Coverage-guided Fuzzing. By leveraging coverage feedback to ex-
plore diverse code paths, coverage-guided fuzzing has consistently

outperformed traditional black-box fuzzing in its ability to discover

software bugs [6]. Tools like the American Fuzzy Lop (AFL) have

notably shifted testing paradigms by focusing on maximizing code

coverage, mutating, and generating input sequences. Such tools

have been remarkably effective, uncovering a plethora of security

issues and thereby validating their ability to detect vulnerabilities

across a wide range of software [36]. It has also been extensively

applied in JS engine fuzzing, such as grammar-level and token-level

fuzzing [20, 40, 44, 54].

It is illustrated in Figure 1. Unlike black-box or white-box fuzzing,

coverage-guided fuzzing utilizes code coverage information of the

target software to explore varied code paths. This method initially

requires the instrumentation of the software, leading to the creation

of a coverage map—a matrix that tracks the frequency of specific

code paths being accessed.

Following this setup, the fuzzing procedure begins with the se-

lection of a seed from the seed queue for the mutation ( 1 ). This

selected seed is then mutated to generate a new test case ( 2 ). Sub-

sequently, the executor runs the target software with this test case,

measuring its associated code coverage ( 3 ). If coverage is not al-

ready recorded in the coverage map, it is deemed as new coverage.

Identifying such new coverage elevates the mutated test case to the

status of an ‘interesting seed’ ( 4 ), which is then queued back into

the seed pool ( 5 ). By continuously reintroducing such interesting

seeds and encouraging the discovery of novel coverages through

iterative mutations, coverage-guided fuzzing effectively generates

a wide array of diverse test cases, each targeting the exploration of

unexplored code areas of the target software.

RL-based Fuzzing. Unlike coverage-guided fuzzing, RL-based

fuzzing approaches [4, 29, 30] seek to improve performance not

by utilizing coverage for seed selection, but by incorporating code

coverage feedback into deep learning models, such as deep neural

networks (DNNs) and recurrent neural networks (RNNs). They

provide feedback using each code coverage as a reward, and for

this purpose, they process the code coverage into a quantified re-

ward, which is the ratio of the current coverage relative to the total

cumulative coverage. We refer to this as Coverage-Rate Rewarding

(CRR).

The details of the coverage-rate rewarding procedure are shown

in Algorithm 1. In the case of a syntax error or semantic error in

the JS engine, a fixed penalty is given (Lines 3-6). These penalty

approach is also commonly seen in other RL methods targeting

Code-LLM [24, 31, 47]. When passed through the JS engine, a CRR

is calculated (Line 7-11). The CRR is calculated as a ratio of the

current coverage relative to the total cumulative coverage. This

Algorithm 1: Coverage-Rate Rewarding (CRR)

Input: testcase 𝑇
Output: reward 𝑅𝑐𝑜𝑣

1 𝑇𝑜𝑡𝑎𝑙𝑐𝑜𝑣 : Total Coverage Map (Accumulated)

2 Function GetReward(𝑇):
3 if JS_Engine(𝑇 ) is 𝑆𝑦𝑛𝑡𝑎𝑥𝐸𝑟𝑟𝑜𝑟 then
4 return -1.0
5 else if JS_Engine(𝑇 ) is 𝑆𝑒𝑚𝑎𝑛𝑡𝑖𝑐𝐸𝑟𝑟𝑜𝑟 then
6 return -0.5
7 else
8 /* JS_Engine(𝑇 ) is Passed */

9 𝑇𝑐𝑜𝑣 = GetCov (𝐼𝑛𝑝𝑢𝑡 )

10 𝑇𝑜𝑡𝑎𝑙𝑐𝑜𝑣 +=𝑇𝑐𝑜𝑣 ⊕ 𝑇𝑜𝑡𝑎𝑙𝑐𝑜𝑣
11 return Count (𝑇𝑐𝑜𝑣 ) / Count (𝑇𝑜𝑡𝑎𝑙𝑐𝑜𝑣 )

12 Function RewardModelingProcess(𝑇):
13 𝑅𝑐𝑜𝑣 = GetReward (𝑇 )

14 𝑂𝑢𝑡𝑝𝑢𝑡 ← 𝑅𝑐𝑜𝑣

15 return 𝑂𝑢𝑡𝑝𝑢𝑡

approach has inherent challenge, notably its failure to differenti-

ate between newly discovered and pre-existing coverage, which

means it awards high scores for MANY COVERED, including those

previously covered. In other words, even if a test case does not

find new coverage, it can still receive a high score if it covers a

substantial amount of existing coverage. In this work, we propose

a new rewarding approach that addresses this problem.

2.2 Finetuning LLMs for code
Following the success of LLMs in Natural Language Processing

(NLP) tasks [5, 8, 9], the field of programming languages is ad-

vancing with significant contributions from Large Language Mod-

els for code (Code-LLMs) such as PLBART [1], CodeT5 [55, 56],

Codex [7] and InCoder [16]. These advancements are facilitating

various downstream tasks, including code completion [61], pro-

gram synthesis [3, 24, 31, 47], program repair [15, 59], and many

others.

Methods for finetuning LLMs, including Code-LLMs are catego-

rized into supervised finetuning (SFT), instruction finetuning [57],

and RL-based finetuning [25, 39, 43]. While prompt engineering

controls the output of LLMs at inference time through input manip-

ulation alone, SFT, instruction finetuning, and RL-based finetuning

aim to steer the model during training time by learning from spe-

cific datasets tailored to particular tasks. Particularly, RL-based

finetuning has been proven effective in guiding LLMs using feed-

back to optimize factual consistency and reduce the toxic genera-

tion [25, 39, 43]. Recently, there has also been proposed for applying

RL-based finetuning to Code-LLMs aimed at generating unit tests

that are not only grammatically correct but also capable of solving

complex coding tasks [24, 31, 47].

RL-based finetuning. RL-based finetuning consists of the fol-

lowing phases: reward modeling, and reinforcement learning. In

reward modeling, an LLM-based rewarder is trained to evaluate
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Figure 2: Workflow of CovRL-Fuzz: The gray-shaded area illustrates the operation of CovRL.

the suitability of output results when input is provided to the LLM

created in the previous phase. There are various approaches to

feedback depending on how the rewarder is trained: utilizing an

oracle [24, 31, 47], using deep learning models [25], and using hu-

man feedback [39]. We also adopt the strategy of employing the

JS engine as a feedback oracle. In reinforcement learning, train-

ing commonly employs Kullback-Leibler (KL) divergence-based

optimization. This method is designed to optimize the balance be-

tween maximizing rewards and minimizing deviation from the

initial training distribution.

3 DESIGN
In this section, we describe the design of CovRL-Fuzz. The key

accomplishment of CovRL-Fuzz is: We ensure effective fuzzing by

limiting irrelevant mutations through context-aware mutations uti-

lizing an LLM-based mutator and guiding the mutator with CovRL

to obtain a wide range of coverage.

Figure 2 is a workflow of CovRL-Fuzz, which consists of three

phases. First, CovRL-Fuzz selects a seed from the seed queue. The

seed undergoes a mask mutation process where specific tokens

are masked and subsequently predicted ( 1 ). We use mask tokens

and predict their replacements using a masked language model

task [13, 42]. After mutation, the test case is then executed by the

target JS engine. If the test case discovers new coverage not seen

before, it is considered an interesting seed and is placed back in

the seed queue for further mutation. At the same time, CovRL-Fuzz

stores the coverage map measured by the test case and validity

information, whether the test case led to syntax errors, semantic

errors, or passed successfully. Our rewarding approach uses validity

information to impose penalties on inputs that result in syntax or

semantic errors. Following this, it produces a rewarding signals

by multiplying the current coverage map with a coverage-based

weight map ( 2 ). After completing a mutation cycle, we proceed

to finetune the LLM-based mutator using CovRL by utilizing the

gathered interesting seeds and rewarding signals. We define the

notion of one cycle as a predetermined number of mutations. The

CovRL employs the PPO [45] algorithm, a method that seeks to

improve the current model while adhering closely to the previous

model’s framework. The signal during training prevents the LLM

from making syntax or semantic errors and induces prediction to

find new coverage ( 3 ).

Note that we do not perform any heuristic post-processing on the

LLM-based mutator, save for CovRL-based finetuning. We demon-

strated a minimal error rate in using solely CovRL that is compara-

ble to other latest JS engine fuzzing techniques on Section 5.2.

3.1 Phase 1. Mask Mutation
We use the mask mutation as a basic type of LLM-based mutation

that can be done without any further prompts.

Masking. To mutate the selected seed, CovRL-Fuzz performs a

masking strategy for mask mutation ( 1 in Figure 2). Given the in-

put sequence𝑊 = {𝑤1,𝑤2, ..,𝑤𝑛}, CovRL-Fuzz uses three masking

techniques: insert, overwrite, and splice. The strategy results in the

mask sequence𝑊𝑀𝐴𝑆𝐾 = {[𝑀𝐴𝑆𝐾],𝑤3, ..,𝑤𝑘 } and the masked

sequence𝑊 \𝑀𝐴𝑆𝐾 = {𝑤1,𝑤2, [𝑀𝐴𝑆𝐾], ..,𝑤𝑛}. The detailed opera-

tions are described as follows:

Insert Randomly select positions and insert [MASK] tokens

into the inputs.

Overwrite Randomly select positions and replace existing tokens

with the [MASK] token.

Splice Statements within a seed are randomly divided into

segments. A portion of these segments is replaced with

a segment from another seed with [MASK], formatted

as [MASK] statement [MASK].

Mutation. After generating a masked sequence𝑊 \𝑀𝐴𝑆𝐾 via mask-

ing, the input is mutated by inferring in the masked positions via

LLM-based mutator. The mutation design of CovRL-Fuzz is based

on a span-based masked language model (MLM) that can predict

variable-length masks [16, 42]. Thus, the MLM loss we utilize for

mutation can be represented as follows:

𝐿𝑀𝐿𝑀 (𝜃 ) =
𝑘∑︁
𝑖=1

−𝑙𝑜𝑔𝑃𝜃 (𝑤𝑀𝐴𝑆𝐾𝑖 |𝑤\𝑀𝐴𝑆𝐾 ,𝑤𝑀𝐴𝑆𝐾<𝑖 ) (1)

𝜃 represents the model’s trainable parameters that are optimized

during the training process, and 𝑘 is the number of tokens in

𝑊𝑀𝐴𝑆𝐾
.𝑤\𝑀𝐴𝑆𝐾 denotes the masked input tokens where certain

tokens are replaced by mask tokens.𝑤𝑀𝐴𝑆𝐾 refers to the original
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tokens that have been substituted with the mask tokens in the input

sequence.

3.2 Phase 2. Coverage-Weighted Rewarding
CovRL designs rewarding signal called Coverage-Weighted Reward-

ing (CWR) for guiding the mutator. The signal is weighted using

TF-IDF [48] to prioritize the discovery of new coverage ( 2 in Fig-

ure 2). The TF-IDF known as the statistical term-specificity method,

computes the importance of a word to a document in a corpus,

accounting for the fact that specific words appear more frequently

in general. It is often used as a weight vector in information re-

trieval and text mining searches. We utilize it in constructing the

coverage-based weight map.

Rewarding. Enhancing the concepts from previous RL-based fine-

tuning methods using Code-LLM [24, 31, 47], we extend the idea

of using software output to apply a rewarding signal. Notably, er-

rors in the JS engine can be broadly grouped into syntax errors

and semantic errors, which include reference, type, range, and URI

errors. Given that𝑊 ∗ is the concatenation of the masked sequence

𝑊 \𝑀𝐴𝑆𝐾 and the mask sequence𝑊𝑀𝐴𝑆𝐾
, the following returns

can be deduced based on input to the target:

𝑟 (𝑊 ∗) =


−1.0 if𝑊 ∗ is syntax error

−0.5 if𝑊 ∗ is semantic error

+𝑅𝑐𝑜𝑣 if𝑊 ∗ is passed

(2)

In order to assist the LLM-based mutator in discovering new

coverage, we provide an additional rewarding signal alongside

Eq. 2. Our approach focuses on the frequency of each coverage by

assigning specific weights instead of using the CRR commonly used

in traditional RL-based fuzzing. The rewarding procedure involves

adjusting the coverage map by utilizing the TF-IDF weight map,

calculating the weighted sum for each coverage information, and

normalizing it to get scores.

At first, we noted that the coverage map is similar to the Term

Frequency (TF) in that it calculates the frequency at which a specific

coverage location is reached. However, with a JS engine, certain

codes in the test case can trigger the same code coverage multiple

times. A typical example is when the input includes repetitions

such as ’a=1; a=1;’. This can result in duplicate triggers for the same

coverage area. In such cases, the importance of repetitive coverage

is reduced. It emphasizes the need to differentiate between different

types of coverage rather than merely focusing on how often it

occurs. Therefore, we define the term 𝑇𝐹𝑐𝑜𝑣 as a map of unique

coverage:

𝑇𝐹𝑐𝑜𝑣 = unique coverage map (3)

We define the coverage-based weight map 𝐼𝐷𝐹𝑐𝑜𝑣 using the cover-

age map of each seed as follows:

𝐼𝐷𝐹𝑐𝑜𝑣 =
1

√
𝑀
𝑙𝑜𝑔( 𝑁

1 + 𝐷𝐹𝑐𝑜𝑣 ) (4)

where 𝑁 denotes the total number of unique coverage obtained.

𝐷𝐹𝑐𝑜𝑣 denotes the number of seeds that have achieved the specific

coverage location. The weight map 𝐼𝐷𝐹𝑐𝑜𝑣 is obtained by taking

the inverse of 𝐷𝐹𝑐𝑜𝑣 , resulting in greater weights for less common

coverage. The variable𝑀 denotes the overall size of the coverage

map, which we utilized as a scale factor to adjust the weight value.

The reward is acquired by taking the weighted sum of 𝑇𝐹𝑐𝑜𝑣

and 𝐼𝐷𝐹𝑐𝑜𝑣 to create the weighted coverage map, which is then

weighted to obtain as

𝑅𝑇𝐹𝐼𝐷𝐹 = 𝑙𝑜𝑔(
𝑀∑︁
𝑖=1

𝑡 𝑓𝑖,𝑡 · 𝑖𝑑 𝑓𝑖,𝑡−1) (5)

where 𝑡 represents the current cycle. 𝑡 𝑓𝑖,𝑡 refers to an element in

𝑇𝐹𝑐𝑜𝑣𝑡 , and 𝑖𝑑 𝑓𝑖,𝑡−1 refers to an element in 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1 at the previous

time step before updating the weights. Afterward, we proceed to

normalize the findings as:

𝑅𝑐𝑜𝑣 =

{
𝜎 (𝑅𝑇𝐹𝐼𝐷𝐹 ) if 𝑅𝑇𝐹𝐼𝐷𝐹 > 0

+0.5 otherwise

(6)

where 𝜎 is a sigmoid function used to map 𝑅𝑇𝐹𝐼𝐷𝐹 to a value

between 0 and 1. If there’s no new coverage and no error, we set

𝑅𝑐𝑜𝑣 to 0.5 when it’s zero or less to give the minimum reward. The

𝑅𝑐𝑜𝑣 is calculated only if the test case is free from any syntax or

semantic problems. Our rewarding scheme incentivizes the LLM-

base mutator to explore a wider range of coverage by providing high

payouts for test cases that achieve uncommon levels of coverage.

Update Weight Map with Momentum. Following each cycle,

CovRL updates the IDFweightmap. Tomitigate dramatic changes in

reward distribution, we use momentum at a rate of 𝛼 to incorporate

the prior weight while recalculating the map. The updated weight

map is as follows:

𝐼𝐷𝐹𝑐𝑜𝑣𝑡 = 𝛼𝐼𝐷𝐹𝑐𝑜𝑣𝑡−1 + (1 − 𝛼)𝐼𝐷𝐹
𝑐𝑜𝑣
𝑡 (7)

where 𝐼𝐷𝐹𝑐𝑜𝑣𝑡 means new weight map and 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1 means previous

weight map.

Coverage-Weighted Rewarding Algorithm. Algorithm 2 de-

scribes the overall procedure of CWR. The input is the mutated test

case 𝑇 , and the output is the reward 𝑅𝑐𝑜𝑣 measured from 𝑇 . Our

objective is to compute the reward 𝑅𝑐𝑜𝑣 by assigning weights to

each coverage using the TF-IDF approach. Thus, we adhere to the

subsequent course of action:

First, to evaluate the reward for themutated test case𝑇 , we assess

for syntax errors, semantic errors, and whether the test case was

successfully executed in the JS engine. If an error occurs, we impose

a predetermined penalty, as shown in equation Eq. 2 (Lines 5-8).

Imposing the predetermined penalty allows LLM-based mutator to

focus on minimizing errors, which is consistent with the strategy

used in previous studies that apply RL to Code-LLMs [24, 31, 47].

When 𝑇 is passed through the JS engine, we measure the coverage

𝑇𝑐𝑜𝑣 of 𝑇 and calculate the reward based on this coverage (Lines

9-12). The procedure for constructing CWR is based on the TF-

IDF weight map (Lines 14-21). 𝑇𝐹𝑐𝑜𝑣𝑡 is created by generating the

unique coverage map of 𝑇𝑐𝑜𝑣 (Line 14). Additionally, it calculates

the 𝐼𝐷𝐹𝑐𝑜𝑣𝑡 using the value of 𝑇𝑐𝑜𝑣 (Line 15).

Subsequently, the TF-IDF-based reward 𝑅𝑐𝑜𝑣 is calculated by

using the weight map 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1 that was created in the previous cycle

and 𝑇𝐹𝑐𝑜𝑣𝑡 (line 16). The purpose of applying the weight map from

the previous cycle to measure the reward is to assign higher scores

to the newly obtained rewards based on the coverage distribution
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Algorithm 2: Coverage-Weighted Rewarding (CWR)

Input: test case 𝑇
Output: reward 𝑅𝑐𝑜𝑣

1 𝑇𝐹𝑐𝑜𝑣𝑡 : Unique Coverage Map

2 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1 : Previous Weight Map

3 𝐼𝐷𝐹𝑐𝑜𝑣𝑡 : Weight Map

4 Function GetReward(𝑇):
5 if JS_Engine(𝑇 ) is 𝑆𝑦𝑛𝑡𝑎𝑥𝐸𝑟𝑟𝑜𝑟 then
6 return -1.0
7 else if JS_Engine(𝑇 ) is 𝑆𝑒𝑚𝑎𝑛𝑡𝑖𝑐𝐸𝑟𝑟𝑜𝑟 then
8 return -0.5
9 else
10 /* JS_Engine(𝑇 ) is Passed */

11 𝑇𝑐𝑜𝑣 = GetCov (𝑇 )

12 return CalcCovReward (𝑇𝑐𝑜𝑣 )

13 Function CalcCovReward(𝑇𝑐𝑜𝑣):
14 𝑇𝐹𝑐𝑜𝑣𝑡 = GetUniqueCov (𝑇𝑐𝑜𝑣 )

15 𝐼𝐷𝐹𝑐𝑜𝑣𝑡 ← CalcIDF (𝑇𝑐𝑜𝑣 )

16 𝑅𝑐𝑜𝑣 ← CalcTFIDF (𝑇𝐹𝑐𝑜𝑣𝑡 , 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1)

17 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1← 𝛼 * 𝐼𝐷𝐹𝑐𝑜𝑣

𝑡−1 + (1 - 𝛼) * 𝐼𝐷𝐹𝑐𝑜𝑣𝑡

18 if 𝑅𝑐𝑜𝑣 > 0 then
19 return 𝑅𝑐𝑜𝑣
20 else
21 return 0.5

22 Function RewardingProcess(𝑇):
23 𝑅𝑐𝑜𝑣 = GetReward (𝑇 )

24 𝑂𝑢𝑡𝑝𝑢𝑡 ← 𝑅𝑐𝑜𝑣

25 return 𝑂𝑢𝑡𝑝𝑢𝑡

achieved in the previous cycle. If the reward 𝑅𝑐𝑜𝑣 is greater than

0, it is returned as is; otherwise, a fixed value is returned (Lines

18-21). To mitigate significant changes in the reward distribution,

we stabilize the reward by using 𝐼𝐷𝐹𝑐𝑜𝑣
𝑡−1 using a momentum rate

of 𝛼 (Line 17). We demonstrate the effect of CWR with momentum

in Section 5.3.

3.3 Phase 3. CovRL-based Finetuning
The fuzzing environment with mask mutation can be conceptual-

ized as a bandit environment for RL. In this environment, a masked

sequence𝑊 \𝑀𝐴𝑆𝐾 is provided as input (𝑥), and the expected out-

put is a mask sequence 𝑊𝑀𝐴𝑆𝐾
(𝑦). Inspired by previous stud-

ies [24, 31, 47], we finetune our model using the PPO algorithm [45],

an actor-critic reinforcement learning ( 3 in Figure 2). In our situ-

ation, it can be implemented by finetuning two LLMs in tandem:

one LLM acts as a mutator (actor), while the other LLM serves as

a rewarder (critic). We utilize a pretrained LLM to initialize the

parameters both of mutator and rewarder. The rewarder is trained

using the Eq. 2. It plays a crucial role in training the mutator.

Algorithm 3: Fuzzing with CovRL

Input: finetuning dataset 𝐷𝑇
1 R𝑝𝑟𝑒𝑣 : Previous LLM-based rewarder

2 R𝑐𝑢𝑟 : Current LLM-based rewarder

3 M𝑝𝑟𝑒𝑣 : Previous LLM-based mutator

4 M𝑐𝑢𝑟 : Current LLM-based mutator

5 Function FuzzOne(𝑠𝑒𝑒𝑑_𝑞𝑢𝑒𝑢𝑒):
6 for 𝑖 = 1 to 𝑖𝑡𝑒𝑟_𝑐𝑦𝑐𝑙𝑒 do
7 𝑠𝑒𝑒𝑑 ← SelectSeed(𝑠𝑒𝑒𝑑_𝑞𝑢𝑒𝑢𝑒)
8 𝑇 ← MaskMutation(M𝑐𝑢𝑟 , 𝑠𝑒𝑒𝑑)
9 if IsInteresting(𝑇) then
10 𝑇𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡 ← 𝑇

11 𝑠𝑒𝑒𝑑_𝑞𝑢𝑒𝑢𝑒 .append(𝑇𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡 )

12 𝑅𝑐𝑜𝑣 = RewardingProcess(𝑇𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡)

13 𝑑𝑎𝑡𝑎← 𝑇𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡 , 𝑅𝑐𝑜𝑣

14 𝐷𝑇 .append(𝑑𝑎𝑡𝑎)

15 FinetuneCovRL(𝐷𝑇 )

16 Function FinetuneCovRL(𝐷𝑇 ):
17 R𝑝𝑟𝑒𝑣 ,M𝑝𝑟𝑒𝑣 ← R𝑐𝑢𝑟 ,M𝑐𝑢𝑟

18 R𝑐𝑢𝑟 ← FinetuneRewarder(R𝑝𝑟𝑒𝑣 , 𝐷𝑇 )
19 M𝑐𝑢𝑟 ← FinetuneMutator(M𝑝𝑟𝑒𝑣 , R𝑐𝑢𝑟 , 𝐷𝑇 )

For CovRL-based finetuning with PPO, we define the CovRL loss

as following manner:

𝐿𝐶𝑜𝑣𝑅𝐿 (𝜃 ) = −E(𝑥,𝑦)∼𝐷𝑡

[
𝑅(𝑥,𝑦)𝑡 · log

(
𝜋𝑡
𝜃
(𝑦 |𝑥)

𝜋𝑡−1 (𝑦 |𝑥)

)]
(8)

where 𝑅(𝑥,𝑦) represents the reward of CovRL, and 𝐷𝑡 refers to the

finetuning dataset that has been collected up to time step 𝑡 . 𝜋𝑡
𝜃
(𝑦 |𝑥)

with parameters 𝜃 is the trainable RL policy for the current mutator,

and 𝜋𝑡−1 (𝑦 |𝑥) represents the policy from the previous mutator.

To mitigate the overoptimization and maintain the LLM-based

mutator’s mask prediction ability, we also use KL regularization.

The reward after adding the KL regularization is

𝑅(𝑥,𝑦)𝑡 = 𝑟 (𝑊 ∗) + log
(
𝜋𝑡
𝜃
(𝑦 |𝑥)

𝜋𝑡−1 (𝑦 |𝑥)

)
(9)

Fuzzing with CovRL Algorithm. Algorithm 3 details one cycle of

the fuzzing loop with CovRL. The cycle iterates for a predetermined

number of 𝑖𝑡𝑒𝑟_𝑐𝑦𝑐𝑙𝑒 (Lines 6-14). The LLM-based mutator uses a

seed chosen from the 𝑠𝑒𝑒𝑑_𝑞𝑢𝑒𝑢𝑒 to produce the test case 𝑇 (Lines

7-8). If𝑇 is deemed a noteworthy seed, it is added to the seed queue

and the reward for the particular 𝑇𝑖𝑛𝑡𝑒𝑟𝑒𝑠𝑡 is calculated and added

to 𝐷𝑇 (Lines 9-14). After completing these 𝑖𝑡𝑒𝑟_𝑐𝑦𝑐𝑙𝑒 iterations, the

gathered 𝐷𝑇 is utilized as training data to call the FinetuneCovRL
function, which carries out CovRL-based finetuning (Line 15). The

procedure of FinetuneCovRL involves the finetuning of the LLM-

based Rewarder R and the LLM-based MutatorM (Lines 17-19).

Initially, we designate the existing model as R𝑝𝑟𝑒𝑣 andM𝑝𝑟𝑒𝑣 (Line

17). Following that, R𝑝𝑟𝑒𝑣 is finetuned using the finetuning dataset
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𝐷𝑇 to generate a new rewarder R𝑐𝑢𝑟 (Line 18). At this point, the re-
warder has been trained to predict the rewarding signal as described

in Eq. 2. By utilizing the finetuned R𝑝𝑟𝑒𝑣 and 𝐷𝑇 , we finetune the
mutatorM𝑝𝑟𝑒𝑣 to generateM𝑐𝑢𝑟 (Line 19). For finetuning the mu-

tator, we apply reward or penalty to the model using the CovRL

loss from Eq. 8.

4 IMPLEMENTATION
We implemented a prototype of CovRL-Fuzz using Pytorch v1.8

and afl 2.52b [36].

Dataset. We collected data from regression test suites in several

repositories including V8, JavaScriptCore, ChakraCore, JerryScript,

Test262 [50], and js-vuln-db [21] as of December 2022. We then

simply pre-processed the data for training data and seeds, resulting

in a collection of 55,000 unique JavaScript files for our experiments.

Pre-Processing. We performed a simple pre-processing on the

regression test suites of the JS engines mentioned above to remove

comments, filter out grammatical errors, and simplify identifiers.

We then used the processed data directly for training. The pre-

processing was conducted utilizing the -m and -b options of the

UglifyJS tool [37].

Training.Weutilize the pretrained Code-LLM, CodeT5+ (220m) [55],

as both the rewarder and the mutator. For the process of CovRL-

based finetuning, we trained the rewarder and mutator for 1 epoch

each mutation cycle. We used a batch-size of 256 and learning

rate of 1e-4. The optimization utilized the AdamW optimizer [33]

together with a learning rate linear warmup technique. Related

experiments can be found in Table 7. The LLM-based rewarder uses

the encoder from CodeT5+ to predict rewarding signal through a

classification approach. we also employed the contrastive search

technique [49], applying a penalty factor 𝛼 of 0.6 and setting the

top-k of 32. The analysis of the optimal epoch and 𝛼 selection in

CovRL can be found in Section 5.3. In addition, we align the cover-

age map size with AFL’s recommendations by setting the scaling

factor𝑀 for the map size. This ensures that the instrumentational

capacity is optimized. For moderate-sized software (approx. 10K

lines), we employed a map size of 2
16
. For larger software exceeding

50K lines, we used a map size of 2
17
, striking a balance between

granularity and performance. The number of lines in the target JS

engine that we used can be located in Table 1.

5 EVALUATION
To evaluate CovRL-Fuzz, we set three research questions.

• RQ1: Is CovRL-Fuzz more effective and efficient than other

state-of-the-art fuzzers?

• RQ2: How does each component contribute to CovRL-Fuzz’s

effectiveness?

• RQ3: Can CovRL-Fuzz find real-world bugs in JS engines?

5.1 Experimental Design

Experimental setup. Our setup included a 64-bit Ubuntu 20.04

LTS OS on an Intel(R) Xeon(R) Gold 6134 CPU@ 3.20GHz (64-core).

Additionally, we harnessed three NVIDIA GeForce RTX 3090 GPUs

for both training and mutation.

Table 1: Benchmarks of JS engines with their versions and lines of
code

JS Engine Version # of Lines
V8 11.4.73 1,087,873

JavaScriptCore (JSC) 2.38.1 566,262

ChakraCore (Chakra) 1.13.0.0-beta 782,996

JerryScript (Jerry) 3.0.0 122,048

QuickJS (QJS) 2021-03-27 75,257

Jsish 3.5.0 58,143

escargot bd95de3c, Jan 20 2024 311,473

Espruino 2v20 26,945

Table 2: Baseline fuzzers targeting JS engines. CGF indicates the
use of coverage-guided fuzzing, LLM denotes the usage of LLMs, and
Mutation Level refers to the unit of mutation.

Fuzzer CGF LLM
Mutation
Level

Post
Processing

Heuristic Baselines
AFL(w/Dict) [36] ✓ Bit/Byte

Superion [54] ✓ Grammar

Token-Level AFL [44] ✓ Token

LM Baselines
Montage [26] Grammar ✓
COMFORT [60] ✓ Grammar ✓

CovRL-Fuzz ✓ ✓ Token

Benchmarks. We tested it on four JS engines, using the latest

versions as of January 2023: JavaScriptCore (2.38.1), ChakraCore

(1.13.0.0-beta), V8 (11.4.73), JerryScript (3.0.0). We also conducted

additional experiments on QuickJS, Jsish, escargot and Espruino

for real bug detection experiments. Table 1 presents the JS engine

benchmarks used in our experiments. It displays both the version

and the number of lines.

We built each target JS enginewithAddress Sanitizer (ASAN) [46]

to detect bugs related to abnormal memory access and with debug

mode to find bugs related to undefined behavior.

Fuzzing Campaign. For a fair evaluation, we used the same set of

100 valid seeds. For RQ1, we operated on 3 CPU cores considering

other fuzzing approaches, and for RQ2, we used a single CPU core.

For RQ3, we also used 3 CPU cores and conducted experiments for

a week including four more JS engines apart from the four major

ones. To consider the randomness of fuzzing, we executed each

fuzzer five times and then averaged the coverage results. Also, to

ensure fairness in fuzzing, the results of each experiment were mea-

sured, including the finetuning time through CovRL. The average

finetuning time is 10 minutes, occurring every 2.5 hours.

Baselines. For RQ1 and RQ2, we compare CovRL-Fuzz with state-

of-the-art JS engine fuzzers, which include heuristic fuzzing tech-

niques such as bit/byte-level fuzzing (AFL (w/Dict) [36]), grammar-

level fuzzing (superion [54]), token-level fuzzing (Token-Level

AFL [44]), and language model-based fuzzing techniques (Mon-

tage [26], COMFORT [60]).

In the case of Montage, it imports code from its test suite corpus,

which might affect coverage by increasing the amount of executed

code. As a result, we included a version of Montage (w/o Import)

in our experimental study, which does not import the other test

suites. In the case of COMFORT, we evaluated it solely with the

black-box fuzzer, excluding the differential testing component. Each
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tool was run on four JS engines with default configurations which

details can be found in Table 2. Also, as part of our ablation study

in RQ2, we performed an experiment comparing our approach to

LLM-based fuzzers [11, 58] that are not specifically designed for

JS engines. This experiment involved using pretrained LLM-based

mutation techniques, including mask mutation from TitanFuzz [11]

and prompt mutation from FUZZ4ALL [58].

Metrics. We use three metrics for evaluation.

• Code Coverage represents the range of the software’s code

that has been executed. We adopt edge coverage from the AFL’s

coverage bitmap, following FairFuzz [27] and Evaluate-Fuzz-

Testing [23] settings. We conducted a comparison of coverage

in two categories: total and valid. Total refers to the coverage

across all test cases, while valid refers to the coverage for valid

test cases. We also employed the Mann-Whitney U-test [34] to

assess the statistical significance and verified that all p-values

were less than 0.05.

• Error Rate measures the rate of syntax errors and semantic

errors in the generated test cases. This provides insight into

how effectively each method explores the core logic in the target

software. For detailed analysis, semantic errors are categorized

into type errors, reference errors, URI errors, and internal errors

based on the ECMA standard [14]. It should be noted that while

COMFORT [60] utilized jshint [22] for measurement, focusing

their error rate on syntax errors, we used JS engines, allowing

us to measure the error rate including both syntax and semantic

errors.

• Bug Detection is what the fuzzer is trying to find, which means

a vulnerability.

5.2 RQ1. Comparison against existing fuzzers
To answer RQ1, we ran all state-of-the-art heuristic and LM-based

fuzzers listed in Table 2 with the same 24-hour timeout, and we

repeated the experiments five times to account for the randomness

of fuzzing.

Code Coverage. Table 3 depicts the valid and total coverage for

each fuzzing technique. The results of our evaluation demonstrate

that CovRL-Fuzz outperforms state-of-the-art JS engine fuzzers.

Our observation revealed that CovRL-Fuzz attained the highes

coverage across all target engines, resulting in an average increase

of 102.62%/98.40%/19.49%/57.11% in edge coverage.

To emphasize the effectiveness of CovRL-Fuzz, we monitored a

growth trend of edge coverage, depicted in Figure 3. In every experi-

ment, CovRL-Fuzz consistently achieved the highest edge coverage

more rapidly than any other fuzzer. In contrast to heuristic base-

lines, CovRL-Fuzz immediately and significantly achieved higher

coverage. This suggests that the LLM-based mutator of CovRL-Fuzz

has a more potent ability to mutate than heuristic mutators for

coverage-guided fuzzing. CovRL-Fuzz also achieved high coverage

compared to LM baselines. However, in ChakraCore, there was

a marginal difference in coverage between Montage and CovRL-

Fuzz, attributed to Montage’s strategy of importing and executing

code from its test suite corpus, resulting in higher coverage. We

observed that CovRL-Fuzz obtained significantly higher coverage

when compared to Montage (w/o Import).

Table 3: Comparison with other JS engine fuzzers in Table 2.

Target Fuzzer Error (%)

Coverage Improv

Valid Total Ratio (%)

V8

AFL (w/Dict) 96.90% 29,929 33,531 134.79%

Superion 77.35% 33,812 36,985 112.87%

Token-Level AFL 84.10% 39,582 42,303 86.11%

Montage 56.24% 38,856 40,155 96.06%

Montage (w/o Import) 94.08% 33,487 36,338 116.66%

COMFORT 79.66% 44,324 46,522 69.23%

CovRL-Fuzz 48.68% 75,240 78,729 -

JSC

AFL (w/Dict) 74.42% 18,343 20,496 215.86%

Superion 72.02% 17,619 19,772 227.42%

Token-Level AFL 69.70% 52,385 53,719 20.51%

Montage 42.34% 55,511 56,861 13.85%

Montage (w/o Import) 93.72% 43,861 47,754 35.57%

COMFORT 79.64% 36,074 36,542 77.16%

CovRL-Fuzz 48.59% 61,137 64,738 -

Chakra

AFL (w/Dict) 81.32% 83,038 87,587 27.30%

Superion 42.63% 92,314 94,237 18.32%

Token-Level AFL 90.64% 92,621 95,677 16.54%

Montage 82.21% 101,470 103,589 7.63%

Montage (w/o Import) 94.72% 90,940 98,643 13.03%

COMFORT 79.47% 81,171 83,142 34.11%

CovRL-Fuzz 54.87% 105,121 111,498 -

Jerry

AFL (w/Dict) 77.32% 9,307 14,259 63.03%

Superion 86.23% 8,944 15,061 54.35%

Token-Level AFL 80.52% 14,361 17,152 35.53%

Montage 95.55% 13,114 13,285 74.98%

Montage (w/o Import) 95.34% 12,662 15,598 49.03%

COMFORT 79.83% 12,268 14,026 65.74%

CovRL-Fuzz 58.84% 20,844 23,246 -

Note that, while other LM baselines did not account for training

time, CovRL-Fuzz included the time required for CovRL finetuning

during the experiment. Additionally, we observed that CovRL-Fuzz

continues to increase coverage when it nears the 24 hour mark. It

displays its effectiveness in obtaining coverage.

Syntax and Semantic Correctness.CovRL-Fuzz is not a grammar-

level fuzzing approach that prioritizes syntax and semantic validity.

However, it is assumed that CovRL-Fuzz, which uses reinforcement

learning from a reward signal, can achieve higher validity com-

pared to random fuzzing (such as Token-Level AFL). To verify this

assumption, we evaluate the error rate of unique test cases.

The experimental results are shown in Table 3. CovRL-Fuzz

demonstrated a lower error rate than Token-Level AFL for all JS

engines. Furthermore, CovRL-Fuzz showed a lower error rate in

comparison to most of the fuzzers. While it did not achieve the

lowest error rate in JavaScriptCore and ChakraCore, CovRL-Fuzz

still induced a significantly low error rate compared to the most

of baselines. Please note that the high error rate of Montage (w/o

Import) is due to its inability to access functions from other test

suites.

For a more detailed analysis of the error rate, we analyzed the

types of errors triggered by fuzzers on V8, which is the most largest

and dependable JS engine, as shown in Figure 4. The results showed

that CovRL-Fuzz triggered fewer syntax errors in comparison to

heuristic baselines. Furthermore, it also produced less syntax and
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Figure 3: Number of edge coverage between CovRL-Fuzz and other JS engine fuzzers. The solid line represents the average coverage, while the
shaded region depicts the range between the lowest and highest values five times.

Figure 4: The error rate of generated test cases on V8. The four error
types, excluding Syntax Error, are classified as Semantic Errors.

semantic errors than LM baselines, even without using the post-

processing techniques used by COMFORT and Montage. These

results indicate that CovRL-Fuzz is successful in reducing error

rates exclusively through CovRL, without requiring heuristic post-

processing.

Finding bugs. To study whether the coverage improvement and

low error rate achieved by CovRL-Fuzz aid in detecting bugs, we

conducted experiments by JS engines compiled in debug mode with

ASAN. We relied on the output reports generated by ASAN for

stack trace analysis to eliminate duplicate bugs. We also manually

analyzed and categorized these results by bug types.

Table 4 shows the number and types of unique bugs found by

the CovRL-Fuzz and compared fuzzers. CovRL-Fuzz discovered

the most unique bugs compared to other fuzzers. In detail, CovRL-

Fuzz found 13 unique bugs and 8 of these bugs were exclusively

detected by CovRL-Fuzz, including stack overflow and heap buffer

overflow. These results highlight its effectiveness for bug detection.

As observed in the experimental results, LM-based fuzzers, despite

achieving higher coverage, tend to find fewer bugs, while heuristic

fuzzers, although achieving lower coverage, generally find more

bugs. However, irrespective of this trend, CovRL-Fuzz demonstrated

superior performance in effectively discovering the most bugs.

5.3 RQ2. Ablation study
To answer RQ2, we conducted an ablation study on two key com-

ponents of CovRL-Fuzz: (1) We compared pretrained LLM-based

mutators and CovRL-Fuzz in terms of the type of LLMs and mu-

tation strategies. For this comparison, we utilized three LLMs and

employed three mutation strategies. Note that, as our focus is solely

Table 4: Unique bugs discovered by CovRL-Fuzz and compared JS
engine fuzzers.

JS Engine Bug Type AFL Superion TokenAFL Montage COMFORT CovRL-Fuzz

JSC Undefined Behavior

JSC Out-of-bounds Read

Chakra Undefined Behavior

Chakra Out of Memory

Chakra Out of Memory

Jerry Undefined Behavior

Jerry Memory Leak

Jerry Undefined Behavior

Jerry Undefined Behavior

Jerry Heap Buffer Overflow

Jerry Out of Memory

Jerry Stack Overflow

Jerry Undefined Behavior

Jerry Heap Buffer Overflow

SUM 2 3 4 0 1 13

Table 5: Variants of Ablation Study. Mutation Strategy refers to the
method of mutation. Pretrained LLM denotes the Code-LLM used
for mutation. Reward refers to the method of calculating rewards in
CovRL.

Variants CGF Mutation Strategy Pretrained LLM CovRL Reward

Baseline (TokenAFL [44]) ✓ Random

Pretrained LLM-based Mutators
Incoder w/Mask ✓ Mask Incoder (1B) [16]

StarCoder w/Mask ✓ Mask StarCoder (1B) [28]

StarCoder w/Prompt ✓ Prompt StarCoder (1B) [28]

CodeT5+ w/Mask ✓ Mask CodeT5+ (220M) [55]

Finetuned LLM-based Mutators
SFT ✓ Mask CodeT5+ (220M) [55]

CovRL w/CR ✓ Mask CodeT5+ (220M) [55] ✓ CR

CovRL w/CRR ✓ Mask CodeT5+ (220M) [55] ✓ CRR

CovRL-Fuzz (w/CWR) ✓ Mask CodeT5+ (220M) [55] ✓ CWR

on LLM-based mutation, we did not include LLM-based genera-

tors in our study’s scope, and thus they were not considered for

comparison.

(2) Finetuned LLM-based mutators, we studied the impact of

CovRL-based finetuning on CovRL-Fuzz, focusing on the use of

reward. The detailed configuration for the subject is as shown in

Table 5. It is important to note that we only consider the impact

of LLM-based mutators in the context of coverage-guided fuzzing.

Therefore, all variations have been evaluated with only the mu-

tation component being replaced, based on AFL. Table 6 shows

the coverage and error rate of our studied variants, which were
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Table 6: The ablation study with each variant is detailed in Table 5. The Improv (%) refers to the improvement ratio compared to the baseline.

Target V8 JavaScriptCore ChakraCore JerryScript

Variants Error (%)

Coverage Improv

Error (%)

Coverage Improv

Error (%)

Coverage Improv

Error (%)

Coverage Improv

Valid Total (%) Valid Total (%) Valid Total (%) Valid Total (%)

Baseline (TokenAFL [44]) 88.79% 44,705 53,936 - 87.45% 35,406 37,461 - 78.98% 81,393 83,785 - 87.39% 12,312 14,795 -

Pretrained LLM-based Mutators
Incoder w/Mask 49.08% 46,427 47,385 -12.15% 50.31% 44,191 44,643 19.17% 40.96% 86,590 87,105 3.96% 77.63% 11,977 12,851 -13.14%

StarCoder w/Mask 82.76% 53,779 56,256 4.30% 83.11% 42,007 43,136 15.15% 82.34% 86,988 88,842 6.04% 90.56% 12,174 13,817 -6.61%

StarCoder w/Prompt 82.72% 41,331 45,034 -16.50% 87.90% 45,545 47,568 26.98% 83.85% 84,597 87,351 4.26% 82.35% 13,777 15,413 4.18%

CodeT5+ w/Mask 62.68% 55,459 56,576 4.89% 55.40% 41,523 42,385 13.14% 45.25% 86,043 86,858 3.67% 78.48% 12,833 14,068 -4.91%

Finetuned LLM-based Mutators
SFT 74.91% 58,230 61,947 14.85% 65.57% 41,211 43,959 17.34% 69.96% 92,022 95,334 13.78% 74.76% 15,927 18,688 26.31%

CovRL w/CR 71.77% 55,678 57,735 7.04% 53.00% 47,116 49,083 31.02% 67.50% 92,465 94,145 12.36% 73.35% 16,689 18,629 25.91%

CovRL w/CRR 74.15% 57,401 61,331 13.71% 69.57% 37,230 43,369 15.77% 65.47% 91,427 94,785 13.13% 75.34% 16,118 18,584 25.61%

CovRL-Fuzz (w/CWR) 61.53% 71,319 74,574 38.26% 49.60% 56,370 58,340 55.74% 58.42% 96,257 98,221 17.23% 58.59% 17,481 19,855 34.20%

conducted by running them five times for five hours each, and the

results were averaged.

Pretrained LLM-based Mutators. We analyzed the results de-

pending on the pretrained LLM and mutation strategies used for

LLM-based mutators. We studied CodeT5+ w/Mask, which is uti-

lized in CovRL-Fuzz. For comparison, we conducted a study us-

ing two other LLMs and mutation strategies: Incoder w/Mask,

StarCoder w/Mask, and StarCoder w/Prompt. These two LLMs

were used as pretrained LLM-based mutators in the TitanFuzz [11]

and Fuzz4ALL [58] respectively, as control groups. We simply im-

plemented the prompt mutation by adding mutation instructions

(e.g. Please create a mutated program that modifies the
previous generation.).

In the experimental results, we observed that the application

of a pretrained LLM-based mutator, in comparison to the baseline

which mutates randomly, resulted in a notable decrease in error

rates. On the other hand, finetuned LLM-based mutators, including

CovRL-Fuzz, consistently showed significantly higher coverage im-

provements compared to the baseline. This suggests that finetuning

a pretrained LLM-based mutator is more effective for coverage-

guided fuzzing than using it as is. Additionally, we observed that

the type and size of LLM did not have a substantial impact on the

increase in coverage. Although the pretrained LLM of CodeT5+

w/Mask is just one-fifth the size of the other two models, the degree

of improvement in coverage was not markedly different.

Finetuned LLM-based Mutators. To demonstrate the effective-

ness of CovRL-Fuzz, we froze the type and size of LLM andmutation

strategy to examine the impact of different coverage rewards. The

variants studied include: SFT, CovRL w/CR, CovRL w/CRR, and

CovRL-Fuzz (w/CWR). For SFT, we trained with our training dataset

for the masked language model task. The experiment did not ac-

count for the training time, which was conducted independently.

The training consisted of 10 epochs.

For rewarding, we additionally have designed a simple binary

rewarding process, termed “Coverage Reward (CR)”. Under this pro-

cess, a reward of 1 is given to test cases that achieve new coverage,

while a penalty of 0 is assigned to those that do not.

In the experimental results, CovRL-Fuzz achieved the highest

coverage, both valid and total, compared to all control groups,

and exhibited a low error rate. Furthermore, compared to base-

line, CovRL-Fuzz showed an average increase of 36.36% in total

coverage and 44.75% in valid coverage, while reducing the error

Table 7: Ablation : Impact for finetuning epochs

V8

Epoch Error (%)

Coverage

Valid Total

0 Epoch 74.91% 58,230 61,947

1 Epoch 61.53% 71,319 74,574
2 Epoch 59.43% 66,017 69,764

3 Epoch 56.93% 67,079 69,517

Table 8: Ablation : Impact for 𝛼

𝛼 0.0 0.2 0.4 0.6 0.8 1.0

Cov.

Valid 68,248 68,635 69,247 71,319 69,955 69,330

Total 71,906 71,692 72,415 74,574 72,623 72,218

rate by 28.62%. This is a notable improvement, especially when

compared to the other two rewarding processes, which were almost

similar to SFT. Particularly considering that training time is not

included for SFT, this demonstrates that CovRL-Fuzz contributes

not only to guiding the LLM to obtain more coverage but also to

decreasing the error rate.

Impact Components.We further conducted experiments on V8

to study two major impact components for CovRL-Fuzz: the CovRL-

based finetuning epochs and alpha. As with the earlier ablation

studies, we conducted each experiment for 5 hours, repeated 5

times. In order to ensure fairness, any training time that exceeded

one epoch was not included in the experiment duration for the

CovRL-based finetuning epochs.

Table 7 compares the coverage based on finetuning epochs. Our

observation revealed a negative correlation between the number

of epochs and the error rate, indicating that as the epochs rose,

the error rate decreased. However, this decrease in error rate was

also followed by a decrease in coverage. It indicates that overfitting

starts at the second epoch, which may restrict the generation of

diverse test cases.

Table 8 represents the comparison of coverage based on different

values of 𝛼 . 𝛼 refers to the momentum rate in Eq. 7, which adjusts

the weight between the previous and current 𝐼𝐷𝐹𝑐𝑜𝑣 . The experi-

mental results demonstrated that applying a momentum rate of 0.6

led to better results compared to the absence of momentum.
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1 function i ( t ) { }
2 async function n ( t ) {
3 if ( t instanceof i ) {
4 let c = await i ( ) ;
5 await c >> i ( n ) ;
6 } else {
7 var c = await n ( ) ;
8 }
9 }
10 n ( true ) ;

Listing 1: The test case that triggers out-of-bounds read on Chakra-
Core 1.13.0.0-beta (#13).

1 class s extends WeakMap {
2 static {} ;
3 }
4 function f ( )

Listing 2: The test case that triggers heap buffer overflow on Jer-
ryScript 3.0.0 (#23).

5.4 RQ3. Real-World Bugs
In this section, we evaluated the ability of CovRL-Fuzz to find

real-world bugs during a certain period of fuzzing. Specifically, we

investigated how many real-world bugs CovRL-Fuzz can find and

whether it can discover previously unknown vulnerabilities. Thus,

we evaluated whether CovRL-Fuzz can find real-world bugs for 1

week for each target. We tested the latest version of each target

engine as of January 2023 and found a total of 48 bugs, including 39

previously unknown vulnerabilities with 11 CVEs, some of which

were internally fixed in the newer versions.

Table 9 illustrates a description of the discovered bugs. 'Reported'

in the Status column means that CovRL-Fuzz was the only fuzzer

that discovered the bug, and it was reported because it persisted

in the latest version. 'Internal Fixed' refers to a bug that existed

in a certain version but was not reported separately as a vulner-

ability and was fixed in the next version. If a bug was fixed after

it was reported, it is labeled as 'Reported/Fixed'. Additionally, if

a bug was in the latest version despite being previously reported,

it is labeled as 'Confirmed'. CovRL-Fuzz found a variety of bugs

including undefined behaviors like assertion failures as well as

memory vulnerabilities such as buffer overflow and use after free.

Note that, the experiment was carried out using only 3 cores and

for a relatively short duration. In contrast, other fuzzing techniques

have utilized an average of around 30 cores and have done their

experiments for a whole month [26, 44, 54, 60].

Despite these significant constraints, CovRL-Fuzz was still able

to find a substantial number of unknown bugs. This suggests that

CovRL-Fuzz demonstrated the effectiveness in finding real-world

bugs on JS engines.

Case Study. Listing 1 represents a minimized test case generated by

CovRL-Fuzz. This code triggered an out-of-bounds read bug in the

ChakraCore 1.13.0, causing an abnormal termination of the JS en-

gine. The original seed does not assign await to var c. CovRL-Fuzz
changed it to var c=await n(); and added the await statement

on line 5, and also changed the condition of the if conditional. This

caused the logic to call await n(); repeatedly, which ultimately

led to the bug.

Listing 2 represents a minimized test case generated by CovRL-

Fuzz, causing a heap buffer overflow in the release version of Jer-

ryScript 3.0.0. The bug occurs when a function declaration comes

on the line following the declaration of a static initialization block

in a class. When the parser read the statement, it didn’t correctly

distinguish the static initialization block range. As a result, mem-

ory corruption occurred when parsing the function statement. In

contrast to other fuzzing tools, CovRL-Fuzz is grammatically some-

what free and allows for context-aware mutation. this feature led

to the discovery of this bug. Our case study confirmed that these

bugs can be only triggered by CovRL-Fuzz. This demonstrates the

effectiveness of CovRL-Fuzz in detecting real-world bugs.

6 DISCUSSION
We discuss three properties of CovRL-Fuzz in the following:

Diversity and validity. To ensure diversity, we conducted experi-

ments with seven fuzzers targeting four major JS engines such as

V8, JavaScriptCore, ChakraCore, JerryScript. Theoretically, adher-

ing to syntax and semantics implies more constraints in mutation,

which can make it more challenging to increase coverage. However,

CovRL-Fuzz achieved higher coverage while maintaining low error

rate of test cases (as shown in Figure 3 and Table 3). It allowed

that CovRL-Fuzz explore deeper code areas and detect more bugs

compared to existing fuzzers.

Time spent between fuzzing and CovRL-based finetuning. As
mentioned in the experimental setup, we calculated the fuzzing time

for the fairness of fuzzing, including the time spent on finetuning

in the experimental results. On average, finetuning occurs for 10

minutes every 2.5 hours of fuzzing. Despite including the finetuning

time in the experiment, CovRL-Fuzz achieved high coverage while

also decreasing the error rate.

Supporting other targets. Through finetuning, the core idea of

guiding coverage information directly with the LLM-based mutator

is actually language-agnostic, which suggests its applicability to

other language interpreters or compilers. However, our focus was

more on analyzing the suitability of our idea to existing techniques

than supporting various languages. Therefore, we conducted ex-

periments only on JS engines, which we deemed to have the most

impact. Extending to other targets is left as future work.

7 CONCLUSION
We introduced CovRL-Fuzz, a novel LLM-based coverage-guided

fuzzing framework that integrates coverage-guided reinforcement

learning for the first time. This approach enhances LLM-based

fuzzing by leveraging coverage feedback to generate inputs that

achieve broader coverage and deeper exploration of code logic

without syntax limitations. Our evaluation results affirmed the

superior efficacy of the CovRL-Fuzz methodology in comparison

to existing fuzzing strategies. Impressively, it discovered 48 real-

world security-related bugs with 11 CVEs in JS engines — among

these, 39 were previously unknown vulnerabilities. We believe

that our methodology paves the way for future studies focused on

harnessing LLMs with coverage feedback for software testing.
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Table 9: Summary of Detected Real-World Bugs: This table details 48 bugs identified in JavaScript engines by our study (CovRL-Fuzz), including
11 that were classified as CVEs. Notably, 39 of these bugs were previously unknown.

# JS Engine Buggy Function Bug Type Status Bug ID

1 V8 NewFixedArray Invalid size error Confirmed Issue *

2 V8 Builtins_ArrayPrototypeSort Out of Memory Confirmed Issue *

3 JSC isSymbol Out-of-bounds Read Internal Fixed Bug *

4 JSC allocateBuffer Crash by load() Confirmed Bug *

5 JSC fixupArrayIndexOf Use After Free Internal Fixed Bug *

6 Chakra DeleteProperty Undefined Behavior Confirmed Issue *

7 Chakra PreVisitFunction Out of Memory Confirmed Issue *

8 Chakra ParseDestructuredObjectLiteral Undefined Behavior Reported Issue *

9 Chakra RepeatCore Out of Memory Reported Issue *

10 Chakra GetSz Out of Memory Reported Issue *

11 Chakra UtcTimeFromStrCore Undefined Behavior Reported Issue *

12 Chakra ToString Undefined Behavior Reported Issue *

13 Chakra TypePropertyCacheElement Out-of-bounds Read Reported Issue *

14 Jerry parser_parse_class Undefined Behavior Confirmed Issue *

15 Jerry jmem_heap_finalize Undefined Behavior Confirmed Issue *

16 Jerry parser_parse_statements Undefined Behavior Reported Issue *

17 Jerry ecma_builtin_typedarray_prototype_sort Heap Buffer Overflow Reported CVE-*-*

18 Jerry ecma_regexp_parse_flags Undefined Behavior Reported CVE-*-*

19 Jerry vm_loop Undefined Behavior Reported CVE-*-*

20 Jerry ecma_big_uint_div_mod Undefined Behavior Reported CVE-*-*

21 Jerry jmem_heap_alloc Out of Memory Reported CVE-*-*

22 Jerry scanner_literal_is_created Heap Buffer Overflow Reported CVE-*-*

23 Jerry parser_parse_function_statement Heap Buffer Overflow Reported CVE-*-*

24 Jerry ecma_property_hashmap_create Undefined Behavior Reported CVE-*-*

25 Jerry parser_parse_for_statement_start Undefined Behavior Reported CVE-*-*

26 Jerry jmem_heap_alloc Stack Overflow Reported Issue *

27 Jerry scanner_is_context_needed Heap Buffer Overflow Reported CVE-*-*

28 QJS js_proxy_isArray Stack Overflow Reported/Fixed CVE-*-*

29 Jsish jsiEvalCodeSub Out-of-bounds Read Reported Issue *

30 Jsish IterGetKeysCallback Stack Overflow Reported Issue *

31 Jsish Jsi_DecrRefCount Use After Free Reported Issue *

32 Jsish SplitChar Use After Free Reported Issue *

33 escargot parseLeftHandSideExpression Undefined Behavior Reported Issue *

34 escargot generateExpressionByteCode Undefined Behavior Reported Issue *

35 escargot generateStatementByteCode Undefined Behavior Reported Issue *

36 escargot hasRareData Out-of-bounds Read Reported Issue *

37 escargot readPointerIsNumberEncodedValue Out-of-bounds Read Reported Issue *

38 escargot TightVector Out-of-bounds Read Reported Issue *

39 escargot setupAlternativeOffsets Stack Overflow Reported Issue *

40 escargot setMutableBindingByBindingSlot Undefined Behavior Reported Issue *

41 escargot redefineOwnProperty Undefined Behavior Reported Issue *

42 escargot asPointerValue Undefined Behavior Reported Issue *

43 escargot addOptionalChainingJumpPosition Undefined Behavior Reported Issue *

44 escargot lastFoundPropertyIndex Stack Overflow Reported Issue *

45 escargot setMutableBindingByIndex Undefined Behavior Reported Issue *

46 escargot VectorCopier memcpy-param-overlap Reported Issue *

47 Espruino jsvStringIteratorPrintfCallback Out-of-bounds Read Reported Issue *

48 Espruino jspeFactorFunctionCall Stack Overflow Reported Issue *
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