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In Discrete Variable Quantum Key Dis-
tribution (DV-QKD), homodyne detection
method is frequently employed for its
simplicity in use, effectiveness in terms
of error correction, and suitability with
contemporary optical communication sys-
tems. Being a coherent detection method,
it relies on a local oscillator whose fre-
quency is matched to that of the trans-
mitted carrier’s signal. In this paper we
evaluate a Free Space Optical (FSO) DV-
QKD system based on the KMBo09 proto-
col using Homodyne detection under ran-
dom phase fluctuation and depolarizing
noise error. We present simulation results
for System Efficiency and Quantum Bit Er-
ror Rate (QBER) for the proposed model.
An obtained efficiency (~ 25%) for our pro-
posed DV-QKD system model shows that
under atmospheric turbulence and noise
effect, it is inline with the available ana-
lytical results. However, the inclusion of
random phase fluctuation and noise led to
higher-than-normal QBER which is antic-
ipated in a real-world scenario.

It is commonly known that complex Quantum
Mechanics principles ensure the security of Quan-
tum Key Distribution (QKD) by assuring a se-
cure key transfer among both the parties involved
[1—4]. These QKD protocols are often assessed
according to their design uniqueness, accuracy,
safety, and their ease of use [5]. Bennett & Bras-
sard proposed the first, most fundamental and
groundbreaking QKD protocol, known as BB84.
It is based on Heisenberg’s Uncertainty Principle

and uses four particle states to encrypt and de-
crypt the information [6, 7]. Bennett’s other pro-
tocol, the Bg2, is a simplified version of the BB84
protocol where bits are encoded in photons using
just two non-orthogonal states [ 5, 8]. In contrast,
the KMBo0g9 protocol proposed by Khan, Murphy,
and Beige in 2009 is a high dimensional QKD pro-
tocol which improves BB84 to be robust against
Photon-Number-Splitting (PNS) attacks [9, 10].
Depending on how classical data is encrypted and
decrypted, the majority of these quantum key dis-
tribution (QKD) protocols fall into one of two
categories: discrete variable QKD (DV-QKD) or
continuous variable QKD (CV-QKD) [11]. The
DV-QKD system utilizes the no-cloning theorem
and the theory on the indistinguishability of ran-
dom quantum states to provide unconditional se-
curity [12]. Contrarily, the CV-QKD uses the
uncertainty principle to argue that it is impos-
sible to simultaneously measure the in-phase and
quadrature elements of a coherent state with ab-
solute precision [13, 14].

The homodyne detection method is widely em-
ployed in DV-QKD because of its simplicity, effi-
ciency in error correction, and compatibility with
modern optical communication protocols [15, 16].
Such systems secure the key information using
different characteristics of a photon for encod-
ing, such as polarization or the phase, then de-
code it using detection methods [17]. Homodyne
detection is a specific kind of coherent detection
technique which includes mixing of carrier signal
with the reference signal (typically a local oscil-
lator) to extract the key information from carrier
signal which has the same frequency as the local




oscillator [18—20]. Heterodyne detection is an-
other type of coherent detection method where
the carrier signal and local oscillator have differ-
ent frequencies. [21—23]. This technique is an
improvement on the traditional homodyne sys-
tem and allows for the simultaneous detection of
two field quadratures in one measurement [24].
Although there are clear advantages to the het-
erodyne technique, however the complexity of the
equipment required for heterodyne detection can
lead to greater implementation costs [25]. We fo-
cus our study on examining and analysing the
homodyne method as it is a comparatively sim-
pler method and offers ease of compatible with
optical communication technologies [15].

The homodyne DV-QKD systems can be em-
ployed over wired (optical fibre) communication
links as well as wireless (free-space optical (FSO))
communication links [26]. FSO is the term
for line-of-sight (LoS) optical beam transmission
over the atmosphere, which is intrinsically more
adaptable and less expensive to deploy compared
to optical fibre [27]. However, its overall perfor-
mance is restricted by atmospheric factors like
turbulence, absorption, and scattering phenom-
ena, in addition to the aiming errors caused by
an improper alignment among the sender and the
receiver [28]. These effects reduce the carrier sig-
nal’s quality, decreasing the performance of quan-
tum bit error rate (QBER), or even leading to link
failure entirely [27, 29].

Here we have evaluated and simulated the oper-
ation of a DV-QKD system with special attention
to the KMBo09 protocol, which assures that the
security of the QKD system as a whole is contin-
gent on the minimal ITER rate when an eaves-
dropper is present [9]. While we combine the DV-
QKD approach with the homodyne detection, to
make the model more realistic we additionally in-
corporate transmission losses brought on by air
turbulence, random phase change and depolar-
izing noise to the system model. We contrast
the outcomes of our model with the performance
of a ideal KMBo09 system without losses. Atmo-
spheric turbulence is modelled using the von Kar-
man Spectrum model. It is extensively employed
for fluctuating temperatures and varying veloc-
ity in the literature on random turbulence and
propagation of electromagnetic waves in random
media [30, 31]. The depolarizing noise effect is
also added to this channel that causes the qubits

in free space to deviate from their original state
with the error probability p due to random inter-
actions [32, 33]. We have simulated this model
at a fixed depolarizing angle of /4 but also ob-
served the outcomes of different depolarizing an-
gles to gain deeper insights of DV-QKD model of
KMBo09. Finally, we have determined the QBER
and efficiency of our proposed DV-QKD system
for up to 1000 iterations of data.

The format of the paper is as follows: Section 2
presents the theoretical background of the evolu-
tion of DV-QKD in homodyne detection system.
In Section 3, we represent our simulation model of
DV-QKD-based homodyne detection. Section 4
provides the results of our simulations along with
the comparison between them, and the conclusion
is outlined in Section 5.

1 Theoretical Background

1.1 Discrete Variable Quantum Key Distribu-
tion (DV-QKD)

In DV-QKD, the information is often encoded
into discrete optical properties of an individual
photon, such as polarization, while decoding is
usually carried out by a single photon detector
[11, 34]. While multiple degrees of freedom are
possible for a photon, these individual degrees of
freedom can be utilized to store quantum infor-
mation in DV-QKD [18, 35].

Long-distance DV-QKD methods have been
practically evaluated and they offer more sophis-
ticated security proofs that are considered for sys-
tem errors and the consequences of finite infor-
mation size [36—38]. BB84, SARG04, Bg2, along
with the synchronisation protocols are some com-
mon DV-QKD protocols [11, 39, 40].

In addition to DV-QKD, the resistance of the
KMBog protocol to two real-world attack mod-
els has already been established in literature [41].
The polarisation-based DV-QKD approach which
integrates the usage of Phase-Modulators for gen-
erating polarization states and alternating be-
tween the basis with a polarisation diversity ho-
modyne detection technique implementing BB84
QKD protocol is one of the most recent works to
take this into consideration [18]. In this paper,
we consider a free space optical (FSO) channel
using the KMBo9 protocol with Homodyne de-
tection at the receiver. DV-QKD along with the
homodyne detection is simple to use, effective in
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Figure 1: Block schematic of an optical receiver for
homodyne detection.

reducing errors and compatible with current op-
tical communication technology [15].

1.2 Homodyne Detection Technique

Homodyne detection is a coherent detection tech-
nique that retrieves data from a light modulated
signal by combining an identical-frequency local
oscillator signal with the incoming signal (Fig. 1).
The relevant information is then extracted from
the resultant mixed signal by passing it through
a low-pass filter [42—45]. The optical power of a
coherent detector can be represented as [46],

~N__
P(t) = Ps(t) + Pro(t) +2 Ps+ Pio (1)
- cos[wrr(t) + (Ps(t) - Dro(t))]

Here, Ps(t) is the optical power of received sig-
nal and can be expressed as Ps(t) = |As(t)|>.
Pio(t) is the optical power of Local Oscilla-
tor (LO) which can be expressed as Pro(t) =
|Aro(t)|2. ’A’ represents the Amplitude. wir(t)
is the carrier frequency of the LO and ®s(t) and
®10(t) are the phases of received signal and the
LO respectively. The simplicity in Homodyne de-
tection lies in matching ws to wio thus having
wir = 0. Assuming ®s(t) = Dro(t), we can ne-
glect the phase difference and simplify eq. 1 as,

N
P(t) = Ps(t) + Pro(t) +2 Ps + Pio (2

We must have a complete control on Pro so
if Ps is compromised in any condition, we can
change the power of Local Oscillator accordingly.
Since Ps typically has a very low value compared
to Pro (i.e., PLo > Ps), Ps can usually be disre-
garded, and Ps + Pro = PLo. However for our
simulation, we have not neglected the value of Ps.

2 DV-QKD Based Coherent Detection
Model

In this section we propose our novel DV-QKD
system model, based on KMBo09, using homodyne
detection approach in an FSO Channel. The clas-
sical QKD model comprises of a sender i.e. Al-
ice and receiver Bob. Alice prepares the KMBo9
states and transmits them over the channel in this
instance. The quadratures are then measured at
random by Bob. Figure 2 shows the visual inter-
pretation of our DV-QKD system based homo-
dyne detection technique, which has three com-
ponents: the quantum transmitter (Alice), the
FSO channel and the quantum receiver (Bob).

2.1 Polarization State Generation

Alice generates the KMBo09 polarisation states in
one of the two bases e, or fa (A =1, 2... N)
by randomly switching among them (where all
states of e denote 0, and all states of f denote
to 1). Alice then combines the states with op-
tical pulses (while considering it to be a truly
single-photon source) followed by a Phase Modu-
lator with a phase shift of /4 and an Amplitude
Modulator (the Mach Zehnder Modulator) and
transmits them to Bob over a free space chan-

nel.The encoding method employed by Alice and
Bob is displayed in Table 1.

Although our simulation only considers N = 2
(where N is the number of dimensions), it is pos-
sible to change the polarization state dimensions
to any higher level (higher dimension) in order
to increase security, which is still another cru-
cial aspect of KMBo09 protocol [9]. Moreover, the
HD-QKD (i.e. KMBo09) protocol’s resistance to
two actual attack models, the beam splitter (BS)
and the photon number splitting (PNS) attack,
with the incorporation of decoy-state scheme has
previously been demonstrated in literature [41].

2.2 Transmission of states over a Free Space
Channel

Polarization states prepared by Alice are then
transmitted over a 1000 meter FSO channel. To
improve the accuracy of our simulation model
both the depolarizing noise effect and atmo-
spheric turbulence are introduced to the FSO
channel. The depolarizing noise effect causes the
qubits in the free space to vary from their initial
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Figure 2: Visual Interpretation of our Discrete-Variable Quantum Key Distribution based on homodyne Detection
model. Here [AM] is an Amplitude Modulator, [PM4] and [PM35] are Alice’s and Bob’s Phase Modulators
respectively. [FSO] is the Free Space Channel, [PBS] denotes the Polarization Beam Spitters, [BS] are Beam
Splitters, [PDs] the Photo-Detectors, [DO] the Difference Operators and [TIA] denotes the Trans-Impedance
Amplifiers.

Table 1: Encoding Scheme for KMB09 Protocol

Alice announced the Index Measured by Bob
le1) lex) 1fi) 1fY ... |fn)
1 x 1 x (0] [0}
1 1 0 x o)
N 1 x 0 0] x

state due to random interactions at a fixed an-
gle of /4. Whereas the atmospheric turbulence
causes changes to the phase of the receiving sig-
nal. The Von-Karman spectrum for the random
phase is applied to our model [44]:

B
o= @l e 2 @)
(K2 + k2)(1+a/2) K2 7
(a—z) ! gll
. . F ;
C(a)=0( 2n.r|1_]é+2 (4)

2

Where « is the spatial frequency that varies at
each event, T is the gamma-function, a is a con-
stant, k, = 2mn/lo, k, = 2rt/Lo, where lo and
Lo are inner and outer scales of turbulence re-
spectively. C(a) is used to assess the magnitude
of the phase changes brought on by turbulence.
This random phase change caused by turbulence
alters the entire phase of the incoming signal and
as a result, the ®s(t) in our equation (1) will now
become (®s(t) + ®(k)), also in a real-world sce-
nario, the ®s(t) and ®1o(t) are not equal, hence
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Figure 3: The Von-Karman power spectrum model for
the random phase, where lo = 1cm, Lo = 10m, a =
5/3 over the distance of L = 1000 meters with a
wavelength A = 1500nm.

the cos[wir(t) +(Ds(t) -Dro(t))] part from equa-
tion (1) is not equals to 1 and will be considered
in the detection.




2.3 Homodyne Detection at Receiving End

Typically, Bob switches between the two bases e
and f at random to measure the incoming pho-
ton states from Alice and notes the results of
his measurement. But in homodyne detection,
Bob prepares his own set of states by alternating
between e and fz (B = 1, 2,..N). The states
prepared by Alice and Bob, separately, are then
combined with the help of a mixer (consists of
50/50 Beam Splitters (BS)) that send this com-
bined state for the detection to Photodetector
(PD). For the sake of simplicity we have kept the
PBS, BS, and PD ideal, with no noise and phase
errors. Following the transmission and detection
of states, Alice communicates to Bob over a pub-
lic channel to share the index of each state that
she has transmitted. Bob compares his results
to those that Alice made public and declares all
the mismatches. In accordance with Table 1, Al-
ice and Bob interpret their results and eliminate
any instances where they do not have a shared
key value. Returning to equation (1), after the
effect of random phase fluctuation on the phase
of our incoming qubits, equation (1) will now be
as follows:
N
P(t)=Ps+Pro+2 Ps+Pio (5)
- cos[wrr + (Ps(t) + (k) - Pro]

The homodyne receiver’s total power P(t) now
includes an additional phase ®(k) which ulti-
mately contributes to error rate resulting in an
increased QBER.

3 Simulation Results and Discussion

In this section, we will discuss our simulation re-
sults of Quantum Bit Error Rate (QBER) and
system efficiency at each iteration. Depolarizing
noise and turbulence effects are included in our
model and the results are contrasted for iterations
ranging from 250 to 1000. Figure 4 presents the
QBER results of our system for different angles
(o, /8, /4, 31/8 and n/2) of the depolarizing
noise model, with and without turbulence effect.
The QBER calculations from our simulation re-
sults are shown in figure 5 below, for upto 1000
iterations of data.

From figure 4, it is evident that QBER has in-
creased as a result of turbulence. We observe that
for 9 = 0, the QBER attained is 0.12 which is

- Without Turbulence Effect -8 With Turbulence Effect
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Figure 4: Effect of Depolarizing Noise Model on QBER
for our simulated system of KMBO09 in the absence &
presence of Turbulence Effect (®(k)).

purely due to turbulence effects. With increasing
value of 9, we see an increase in QBER. The max-
imum change in QBER due to turbulence is ob-
served at & = 3r/8, whereas the maximum value
of QBER is attained at a 9 of n/2.

The QBER comparison of BB84 and KMBo9
under the channel noise effect is further illus-
trated in Table 2. For an angle of 1/4 we observe

from Table 2 that the QBER obtained for our
system model is similar to that obtained in [48]

which uses BB84 QKD protocol over a similar
type of noise channel model i.e. the collective-
rotation noise channel. Where, & represents the
rotational angle at which the applied noise effect
rotates the incoming polarization states from Al-
ice to Bob. The Table 2 shows that the QBER
increases by approximately 10% under conditions
of noise and turbulence.

Table 2: Comparison of BB84 and KMBO09 for similar
noise channel models

Parameters BB84 Our Simulated Model of KMB09
0 n/4 ni/4
QBER 0.50 < 0.55

Eavesdropper  Absent Absent
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Figure 5: Simulation results of QBER for our DV-QKD homodyne detection model, where Ps = 3mV, Pro = 8mV
and A = 1500nm, over the distance of 1 km.

system, which is a widely recognised system
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Figure 6: Average Efficiency for our DV-QKD Homodyne Detection System for 1000 iterations.

statistic for a QKD system [49, 50]:

N -1
2N

Na = 6)

Where n, is an analytical efficiency and N rep-
resents the number of dimensions [51].

For determining the system efficiency (ns),
1000 iterations are performed and ns is noted
against each iteration. With the increasing num-
ber of iterations, figure 6 shows that ns converges
at the value of 0.25 (25%) for two dimensions
(N = 2). This demonstrates that our simulated
KMBo9 DV-QKD system’s efficiency is equiva-
lent to that of the analytical model of KMBo09.

4 Conclusion

The homodyne detection method is frequently
implemented in discrete variable quantum key
distribution (DV-QKD) to improve security and
optimize system performance. In this paper we
have demonstrated the DV-QKD homodyne sys-
tem that takes KMBo09 polarization states over
an FSO channel. The FSO channel includes
depolarizing noise along with the Von-Karman
power spectrum model for random phase fluc-
tuation i.e. turbulence. Our results show that
QBER increases in severity with increasing noise
and turbulence thus impacting the usability of
the KMB09. We also show that the efficiency for

our system is comparable to that of the KMBog
analytical model.
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