
Detecting Anomalies in Dynamic Graphs via
Memory enhanced Normality

Jie Liu
School of Computer Science

Northwestern Polytechnical University
Xi’an, China

jayliu@mail.nwpu.edu.cn

Xuequn Shang∗
School of Computer Science

Northwestern Polytechnical University
Xi’an, China

shang@nwpu.edu.cn

Xiaolin Han
School of Computer Science

Northwestern Polytechnical University
Xi’an, China

xiaolinh@nwpu.edu.cn

Kai Zheng
School of Electrical Engineering & Computer Science

University of Electronic Science and Technology of China
Chengdu, China

zhengkai@uestc.edu.cn

Hongzhi Yin∗
School of Electrical Engineering & Computer Science

The University of Queensland
Brisbane, Australia
h.yin1@uq.edu.au

Abstract—Anomaly detection in dynamic graphs presents a
significant challenge due to the temporal evolution of graph struc-
tures and attributes. The conventional approaches that tackle this
problem typically employ an unsupervised learning framework,
capturing normality patterns with exclusive normal data during
training and identifying deviations as anomalies during testing.
However, these methods face critical drawbacks: they either
only depend on proxy tasks for representation without directly
pinpointing normal patterns, or they neglect to differentiate
between spatial and temporal normality patterns. More recent
methods that use contrastive learning with negative sampling
also face high computational costs, limiting their scalability
to large graphs. To address these challenges, we introduce a
novel Spatial-Temporal memories-enhanced graph autoencoder
(STRIPE). Initially, STRIPE employs Graph Neural Networks
(GNNs) and gated temporal convolution layers to extract spatial
and temporal features. Then STRIPE incorporates separate
spatial and temporal memory networks to capture and store
prototypes of normal patterns, respectively. These stored patterns
are retrieved and integrated with encoded graph embeddings
through a mutual attention mechanism. Finally, the integrated
features are fed into the decoder to reconstruct the graph
streams which serve as the proxy task for anomaly detection.
This comprehensive approach not only minimizes reconstruction
errors but also emphasizes the compactness and distinctiveness of
the embeddings w.r.t. the nearest memory prototypes. Extensive
experiments on six benchmark datasets demonstrate the effec-
tiveness and efficiency of STRIPE, where STRIPE significantly
outperforms existing methods with 5.8% improvement in AUC
scores and 4.62× faster in training time.

Index Terms—Anomaly Detection, Dynamic Graphs, Memory
Networks, Graph Autoencoder.

I. INTRODUCTION

Real-world networks are often modeled as dynamic graphs
to capture the changing nature of objects and their inter-
actions [1]–[4]. Beyond basic topology structure and node
attributes, dynamic graphs encompass rich temporal signals,
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Fig. 1. Statistical observations of dynamic graphs on DGraph dataset. Left:
Average degrees of fraudsters and benign users on snapshot #0. Right: Degree
curves of fraudsters and benign users as time evolves. Anomalous samples
typically exhibit a higher frequency of vibrations, indicating that fraudsters
frequently change their connections to other nodes.

such as evolving patterns in graph structure and node at-
tributes [5]–[7]. This temporal dimension provides an addi-
tional perspective for analyzing anomalies. For instance, as
illustrated in Fig. 1, anomalies may not be apparent when
considering only the spatial information in a single snapshot,
due to the similar degrees of fraudsters and normal users.
However, observing temporal changes in graph structures
can make abnormalities with higher vibration frequencies
distinctly noticeable.

To avoid ambiguity, in this paper, we define the structures
and attributive features within individual graph snapshots as
spatial information, while characterizing the evolving changes
and trends among different snapshots as temporal information.
To model and integrate both the spatial and temporal signals
of nodes and edges for anomaly detection, there has been a
growing interest in the study of anomaly detection in dynamic
graphs [8], [9].

Due to the challenge of annotating anomalous objects
in real-world scenarios, anomaly detection approaches for
dynamic graphs mostly employ an unsupervised learning
framework [10]. The key intuition behind these methods
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is to develop a model that captures patterns of normality
by exclusively incorporating normal data during the training
phase. Subsequently, objects that the model fails to accurately
represent in the testing phase are classified as anomalies. For
example, AddGraph [2] employs stacked GCN and GRU to
capture spatial and temporal representations of normal edges
and train an edge anomaly detector with link prediction as
the proxy task. Then the edges with higher prediction errors
in the test set are considered abnormal. TADDY [11] uses
a graph transformer to encode the representation of dynamic
graphs in the training phase. The anomalous edges are detected
based on a link prediction proxy task similar to [2] in the test
phase. NetWalk [6] adopts a random-walk-based encoder to
learn node representations and measures the node anomaly
score by concerning its closest distance to the normal cluster
centers. MTHL [12] projects multi-view dynamic graphs into
a shared latent subspace and learns a compact hypersphere
surrounding normal samples. Node anomalies are detected
based on the distance to the learned hypersphere center.
OCAN [13] captures the normal activity patterns of observed
benign users’ attributes and detects fraudsters that behave
significantly differently.

Despite their success, these methods face several limitations:
(1) Methods like AddGraph [2], TADDY [11], StrGNN [14]
only leverage proxy tasks (e.g., edge stream prediction) to
derive feature representation, rather than directly identifying
normal patterns. This can be ineffective if anomalies share
structural or attributive similarities with normal data, due
to the powerful representation learning models (e.g., GCN,
Transformer) used. Consequently, abnormal data might also
be well-represented, resulting in suboptimal anomaly detec-
tion (P1). (2) Approaches like NetWalk [6], MTHL [12],
SAD [15] explicitly model normal patterns through clustering
or hypersphere centers but do not distinguish between spatial
and temporal patterns. However, as illustrated in Fig. 1, the
prototypical pattern of nodes within a single snapshot can
be different from the pattern of evolving trends of nodes
among different snapshots, necessitating separate identification
and storage of spatial and temporal normal patterns (P2). (3)
State-of-the-art methods such as SAD [15] and CLDG [16]
employ contrastive learning to build self-supervised frame-
works, relying on extensive negative sampling to prevent
model collapsing. However, the generation and processing
of a substantial number of negative samples in large-scale
graphs will bring high computational costs and reduce training
efficiency (P3).

In order to address all the limitations above, we pro-
pose a novel Spatial-Temporal memoRIes enhanced graPh
autoEncoder framework (STRIPE for abbreviation) for node
anomaly detection in dynamic graphs. The key idea behind
STRIPE is to leverage two separate memory networks [17]
to identify and preserve the spatial and temporal patterns
of normality and integrate them with a graph autoencoder
to reconstruct graph streams as the proxy task for anomaly
detection. Specifically, spatial and temporal node embeddings
from input graph streams are derived using Graph Neural

Networks (GNNs) and gated temporal convolution, serving as
the spatial and temporal encoders, respectively. The spatial and
temporal patterns are then written into their respective memory
banks via a mutual attention mechanism on node embeddings,
with each memory item encapsulating a prototype of normal
node patterns. After that, the encoded spatial and temporal
embeddings access the most closely related prototypes within
the memory through mutual attention-driven retrieval. These
retrieved items are subsequently merged and combined with
the initial embeddings and fed into the decoder to reconstruct
the graph streams.

During training, spatial and temporal memory items are
updated along with the encoder and decoder. We propose a
comprehensive training objective that minimizes both recon-
struction errors and compactness errors, promoting proximity
between node embeddings and their nearest memory items.
Additionally, we also minimize separateness errors to enhance
the distinctiveness of memory items. This ensures STRIPE’s
effective use of a limited number of memory items, signifi-
cantly reducing the size of the memory bank and enhancing
model efficiency. Moreover, since STRIPE is non-contrastive
learning model, it requires no negative sampling or data
augmentation, which also helps promote model scalability.

In the testing phase, the learned memory items remain fixed,
and the reconstruction and compactness loss now serve as
the anomaly score. Since the reconstruction process integrates
normality patterns preserved in memory, the inputs that deviate
from these prototypical patterns of normal data are likely
to yield elevated anomaly scores, thereby facilitating their
identification as anomalies.

In summary, the main contributions of our work are as
follows:

• We propose a novel spatial-temporal memory-enhanced
graph autoencoder framework, STRIPE, that explicitly
captures normality patterns and integrates them into graph
stream reconstruction for anomaly detection.

• Considering the distinct normality patterns in spatial
and temporal dimensions, we develop two independent
memory modules that can capture and preserve spatial
and temporal patterns separately. To measure the complex
relations between node embeddings and diverse spatial
and temporal memory items, we propose a mutual atten-
tion mechanism to update and retrieve memory items.

• We propose an efficient dynamic anomaly detection
model by promoting separateness among memory items,
thereby significantly reducing the size of memory bank.

• Extensive experiments on six benchmark datasets have
demonstrated the state-of-the-art performance of STRIPE,
achieving an average AUC score improvement of 5.8%.
Both theoretical analysis and empirical results highlight
STRIPE’s efficiency, showing linear scalability with the
increase of node numbers.

II. RELATED WORK

In this section, we introduce the works closely related to
ours: Anomaly Detection in static graphs, Anomaly Detection



in Dynamic Graphs and Memory Networks.

A. Anomaly Detection in static graphs

Graph anomaly detection aims at identifying anomalous
graph objects (i.e., nodes, edges, and subgraphs) in the
graph [8], [9], [18]. Early anomalous node detection ap-
proaches mainly use shallow techniques such as residual anal-
ysis (Radar [19]), matrix factorization (ALAD [20]), and CUR
decomposition (ANOMALOUS [21]) to extract anomalous
pattern in graphs. More recently, DOMINANT [22] pioneered
the integration of deep learning into node anomaly detection
by employing a graph autoencoder [23] to reconstruct both
the structure and attribute information of graphs. CoLA [11]
SL-GAD [24] and CONAD [25] further introduce graph con-
trastive learning that captures abnormal patterns by measuring
agreement between augmented item pairs.

B. Anomaly Detection in Dynamic Graphs

Recently, the field of anomaly detection in dynamic graphs
has garnered significant attention, primarily because of its
capability to identify abnormalities in graphs that exhibit time-
varying characteristics.

Within dynamic networks, the definition of an anomalous
object varies widely depending on the specific application
context. Based on the diverse nature of anomalies that can
occur in such evolving structures, the scope of detection tasks
can range from identifying abnormal nodes [12], [26]–[28] and
edges [5], [29]–[31] to pinpointing anomalous subgraphs [32],
[33]. Early approaches mainly leverage the shallow mecha-
nisms to detect anomalies in dynamic graphs. For example,
CM-sketch [5] utilizes sketch-based approximation of struc-
tural properties of the graph stream to calculate edge outlier
scores. MTHL [12] distinguishes normal and anomalous nodes
according to their distances to the learned hypersphere center.
SpotLight [33] guarantees a large mapped distance between
anomalous and normal graphs in the sketch space with a
randomized sketching technique.

More recently, another branch of methods employs deep
learning techniques to capture anomalous objects in dynamic
graphs [2], [6], [11], [14]. NetWalk [6] utilizes a random
walk-based encoder to generate node embeddings and score
the abnormality of nodes and edges with their distance to
cluster centers. AddGraph [2] employs stacked GCN and
GRU to capture spatial and temporal representations of normal
edges and train an edge anomaly detector with edge stream
prediction as the proxy task. StrGNN [14] further extracts
the h-hop enclosing subgraph for each edge and employs
stacked GCN and GRU to encode the extracted subgraphs for
edge stream prediction. TADDY [34] learns the representations
from dynamic graphs with coupled spatial-temporal patterns
via a transformer. SAD [15] and CLDG [16] introduce con-
trastive learning for anomaly detection in dynamic graphs.

Most of the above approaches either only depend on proxy
tasks for general representation without directly pinpointing
normal patterns, or they neglect to differentiate between spa-
tial and temporal normality patterns, leading to diminished

efficacy in anomaly detection. STRIPE alleviates this problem
by capturing distinct spatial and temporal normality patterns
in the training phase and integrating the preserved normality
patterns to detect anomalies in the test phase.

C. Memory Networks

To address the challenge of capturing long-term dependen-
cies in temporal data, researchers recently proposed memory
networks [17]. These networks can read and write to global
memories where individual items in the memory correspond
to prototypical patterns of the features. MemN2N [35] fur-
ther enhances memory networks to operate in an end-to-end
manner, which reduces the need for layer-wise supervision
during training. Memory networks have shown effectiveness in
various memorization tasks ranging from unsupervised feature
learning [36], [37], one-shot learning [38], [39], to image
generation [40]. Recognizing the memory’s ability to capture
and store prototypical patterns of normal data, more recent
studies have started combining Autoencoders [41], [42] with
memory modules to detect anomalies in video [43], [44] and
graph [45] data.

However, the focus of these methods has largely been on
video or static graph data. Our work differs by applying
memory networks to dynamic graphs. We have developed
distinct spatial and temporal memory modules, which allow
us to analyze normal prototypes in both spatial and temporal
dimensions independently.

III. PRELIMINARIES

In this section, we provide the definitions of essential
concepts and formalize the problem of dynamic graph anomaly
detection.

Definition 1: Dynamic Graph. Given a dynamic graph with
overall timestamps of T, we use G = {Gt}Tt=1 to denote the
graph stream, where each Gt = {Vt, Et} is the snapshot at
timestamp t. Vt and Et is the node set and edge set at times-
tamp t. An edge eti,j = (vti , v

t
j) ∈ Et indicates the connection

between node vti and vtj at timestamp t, where vti , v
t
j ∈ Vt.

Nt = |Vt| and Mt = |Et| indicate the number of nodes
and edges in timestamp t. The structural information of Gt
is represented by the graph adjacency matrix At ∈ RNt×Nt ,
where At

ij = 1 if etij exists, otherwise At
ij = 0. Xt ∈ RNt×D

denotes the node feature matrix at timestamp t and its i-th
row vector xt

i ∈ RD represents the feature of node vti .
Definition 2: Anomaly Detection in Dynamic Graphs.

Given a dynamic graph G = {Gt}Tt=1, our goal is to lean an
anomaly detection function f(·) : RNt×D → RNt×1 that can
measure the degree of abnormality of the node by calculating
its anomaly score f(vti). A larger anomaly score indicates a
higher abnormal probability for vti .

Given the challenges in obtaining and accessing anomalous
labels in real-world networks, we adopt an unsupervised
setting for detecting anomalies in dynamic graphs. In the
training phase of this research, no node labels that indicate
abnormalities are used. Instead, it is presumed that all nodes
present during training exhibit normal behavior. The binary
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Fig. 2. Overall framework of the proposed STRIPE.

labels denoting abnormality are introduced only in the testing
phase to assess the model’s effectiveness. In this context, a
label yvt

i
= 0 signifies that the node vti is considered normal,

whereas yvt
i
= 1 identifies it as abnormal.

IV. METHODOLOGY

In this section, we present our proposed framework,
STRIPE, designed for node anomaly detection within dynamic
graphs in an unsupervised manner. As depicted in Fig. 2,
STRIPE is comprised of four key components: (1) Spatial-
temporal graph encoder that encodes both the spatial and
temporal information of input graph stream into comprehen-
sive node embeddings. (2) Spatial-temporal memory learning
that captures and stores the prototypical patterns of normal
node representations at both spatial and temporal dimensions.
(3) Spatial-temporal graph decoder that reconstructs the orig-
inal graph stream using the latent node embeddings and the
identified normal prototypes, facilitating the comparison with
the original input. (4) Unified anomaly detector that measures
the abnormality of a node by calculating the reconstruction
errors between the original and reconstructed graphs and the
compactness errors between the node and its nearest prototype.

In the rest of this section, we introduce the four components
in detail from section IV-A to V-D. The overall pipeline of
STRIPE is illustrated in Algorithm (1).

A. Spatial-Temporal Graph Encoder

The input dynamic graph contains not only structural and
attributive information within each graph snapshot but also
abundant temporal information illustrating the evolution along-
side the graph stream. Capturing both the spatial and temporal
properties of dynamic graphs is essential for detecting anoma-
lies. To address this challenge, we design a spatial-temporal

encoder that consists of a spatial encoder and a temporal
encoder.

1) Spatial Encoder: GNNs have recently emerged as one of
the most powerful network representation learning approaches
due to their ability to conduct deep learning on non-Euclidean
graph data. In this work, we employ an L-layer GNN as the
spatial encoder. Instead of inputting the whole graph stream at
a time, we consider a graph sequence {Gt−τ+1, . . . ,Gt} over
a time window size τ . By adjusting the hyper-parameter τ , we
can specify the receptive fields along the time axis.

The spatial encoder takes the graph sequence
{Gt−τ+1, . . . ,Gt} as input and outputs the latent node
embeddings Ht ∈ RNt×D′

for each snapshot Gt. Specifically,
node embeddings in Gt are computed as follows:

H(t,l) = GNN
(
At,H(t,l−1);Θ(l)

en

)
, (1)

where Θ
(l)
en ∈ RD×D′

denotes the learnable weight parameters
of the l-th layer GNN. H(t,l−1) and H(t,l) are the node
representation matrices learned by the (l − 1)-th and (l)-th
layer, respectively. H(t,0) is Xt. GNNθ(·) can be set as any off-
the-shelf graph neural networks. For computation efficiency,
we adopt a two-layer graph convolutional network (GCN) as
the backbone. Thus, Equation (1) can be specifically re-written
as:

H(t,l) = ReLU
(
D̃

− 1
2

t ÃtD̃
− 1

2
t H(t,l−1)Θ(l)

en

)
, (2)

where Ãt = At+ INt , and D̃t is a diagonal node degree ma-
trix where D̃t(i, i) =

∑
j Ãt(i, j). ReLU(·) is the activation

function. We simplify H(t,L) as Ht.
2) Gated Temporal Encoder: Having calculated the node

embeddings for each graph snapshot, we next incorporate the
temporal dependencies observed across different snapshots.



Prior research [2], [14] predominantly employed Recurrent
Neural Networks (RNNs) for learning temporal information.
The inherent limitation of RNNs, however, is their sequential
processing requirement for each time step, which significantly
increases computational costs and reduces the efficiency of the
model. To overcome this challenge, we utilize gated temporal
convolution for temporal learning, which facilitates the parallel
processing of elements within the graph sequence.

For gated temporal convolution, we employ a 1-dimensional
convolution with a kernel width of Kt to capture dynamic
evolving between timestamps t − τ + 1 and t of the graph
sequence {Gt−τ+1, . . . ,Gt}. Since the node embeddings from
each snapshot influence anomaly detection differently [14], we
incorporate a Gated Linear Unit (GLU) subsequent to the 1-
dimensional convolution layer, which serves to accentuate crit-
ical information more significantly associated with anomaly
detection.

Specifically, given Z(0) = {H}tt−τ+1 ∈ Rτ×Nt×D′
as

input, the gated temporal convolution is defined as follows:

Z(l) = tanh(E1)⊙ σ(E2), (3)

E1 = E(l−1)[:, 1 : D′], (4)

E2 = E(l−1)[:, D′ + 1 : 2D′], (5)

E(l−1) = Z(l−1)Φ(l)
en. (6)

Where Φ
(l)
en ∈ RD′×2D′

is the weight parameter of the 1-
dimensional convolution kernel, ⊙ denotes the element-wise
multiplication. σ(E) = 1

1+e−E denotes the logistic sigmoid.
After stacking L-layer of gated temporal convolution, the
length of the graph sequence is reduced to τ ′ = τ − L ×
(Kt − 1). We simplify Z(L) ∈ Rτ ′×Nt×D′

as Z.

B. Spatial-Temporal Memory Learning
The spatial-temporal memory learning aims to capture and

store prototypical spatial patterns and temporal patterns of
normal node embeddings. Spatial and temporal memory banks
contain τPs and Pt memory items of dimension D′, denoted
as Msp ∈ Rτ×Ps×D′

and Mtp ∈ RPt×D′
, respectively. In

the rest of this section, we introduce the spatial and temporal
memory modules, respectively.

1) Spatial Memory Module: We denote mr
p ∈ RD′

(p =
1, . . . , Ps; r = t− τ + 1, . . . , t) as the item of memory Msp,
and hr

i ∈ RD′
(i = 1, . . . , Nt; r = t − τ + 1, . . . , t) as the

spatial encoded feature of node i at time r.
Memory Read.. As shown in Fig. 3(a), the reading process

begins by calculating the attention weights between each node
feature hr

i and all memory items mr
p. Prior research [45], [46]

primarily adopts cosine similarity to compute self-attention,
which restricts the capability to explore the relations between
node features and diverse spatial and temporal memory items.
To address this problem, we employ a mutual attention mech-
anism:

kp = mr
pWK , (7)

qi = hr
iWQ, (8)

vi = hr
iWV , (9)

where WK , WQ and WV ∈ RD′×D′
are weight matrices

of key vector, query vector, and value vector, respectively.
The attention weights w(i,p) are then computed with softmax
function:

w(i,p) =
exp

(
qi(kp)

T · 1√
D′

)∑Ps

p′=1 exp
(
qi(kp′)T · 1√

D′

) . (10)

For each node feature hr
i , we read the memory by a weighted

average of the items mr
p with the corresponding weights w(i,p),

and obtain the readout memory item m̂r
i ∈ RD′

as follows:

m̂r
i =

Ps∑
p=1

w(i,p)m
r
p, (11)

Assigning this procedure to all i ∈ [1, Nt] and r ∈ [t−τ+1, t],
we obtain the readout memory matrix M̂sp ∈ Rτ×Nt×D′

.
Memory Update. During the training phase, the memory

bank will also be updated to record the spatial prototypes of
normal nodes. As shown in Fig. 3(b), for each memory item
mr

p, we select the node features that are nearest to it based on
the matching weights µ(i,p) as follows:

µ(i,p) =
exp

(
qi(kp)

T · 1√
D′

)∑τ ′Nt

i′=1 exp
(
qi′(kp)T · 1√

D′

) . (12)

Contrary to [44], [45], which utilizes all features for updating
memory items, we selectively employ only the top-K relevant
features. This strategy effectively filters out irrelevant, noisy
nodes, thereby capturing and recording the general patterns of
normal events more effectively. Therefore, the top-K values
of µ(i,p) are preserved, while the remainder is nullified to 0.
The updated memory item mp is then calculated as follows:

mr
p ←mr

p +

K∑
i=1

µ(i,p)vi. (13)

2) Temporal Memory Module: Unlike spatial memories that
capture normal patterns within each graph snapshot, temporal
memories aim to characterize the prototypical pattern of evolv-
ing trends among different snapshots. Specifically, mq ∈ RD′

is the item of memory bank Mtp. For each temporal node
feature zi ∈ RD′

(i = 1, . . . , τ ′ × Nt), its corresponding
readout memory m̂i is calculated as follows:

m̂i =

Pt∑
q=1

w(i,q)mq. (14)

We adopt the same memory read procedure as in Eq. (10)
to calculate w(i,q) and utilize Eq. (12) to update temporal
memories. The overall readout matrix for temporal features is
denoted as M̂sp ∈ Rτ×Nt×D′

. Each item within these matrices
represents the averaged spatial and temporal normal prototypes
associated with the corresponding node.
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Fig. 3. The illustration of (a) memory read and (b) memory update procedures
in the spatial memory module.

C. Spatial-temporal Graph Decoder

In this section, we reconstruct the original graph stream with
the averaged memory matrices and latent representation Z. As
shown in Fig. 2, our method inputs the concatenation of M̂tp

and Z into the gated temporal decoder, which is the reverse
process of equation (3), and outputs Ẑ ∈ Rτ×Nt×D′

. Then we
concatenate M̂sp with Ẑ and input it into a one-layer MLP to
obtain {Ĥ}tt−τ+1:

Ĥt = MLP
(
M̂sp[t, :, :] ∥ Ẑ[t, :, :]

)
, (15)

where ∥ denotes concatenation operation and Ĥt ∈ RNt×D′
.

Then, we use an L-layer GCN as the attributive decoder to
reconstruct attribute matrix X̂t:

X̂t = GCN
(
At, Ĥt;Θ

(l)
de

)
, (16)

We employ the inner product of Ĥt as the structural decoder,
formatted as follows:

Ât = σ
(
ĤtWde

(
Ĥt

)T)
. (17)

Where Wde ∈ RD′×D′
is the weight matrix and σ(·) denotes

the Sigmoid activation function.

D. Unified Anomaly Detector

In the previous sections, we have calculated the spatial and
temporal prototypes and integrated them with latent represen-
tations to reconstruct the original graph stream. For a training
timestamp t, the reconstruction errors can be formatted as a
combination of attributive and structural reconstruction errors:

Lrec = α∥X̂t −Xt∥2 + (1− α)∥Ât −At∥2, (18)

where α ∈ [0, 1] is a hyper-parameter that balances the
importance of attributive and structural errors.

Given that only normal nodes are present during the training
phase, under ideal circumstances, the features of a normal node
should be close to the nearest item in the memory. Conversely,
the features of abnormal nodes are expected to be distant
from any memory items, reflecting their deviation from normal
patterns. Encouraged by this, the feature compactness loss,
denoted by Lcom, is as follows:

Lcom =

τNt∑
i=1

∥hi −msp
p ∥2 +

τ ′Nt∑
i=1

∥zi −mtp
p ∥2, (19)

where msp
p and mtp

p denote the spatial and temporal memory
item that is nearest to spatial embedding hi and temporal
embedding zi, respectively.

Furthermore, the items within the memory should be suf-
ficiently distant from each other. This spacing ensures that
a broad spectrum of normal data patterns can be effectively
captured and represented. Encouraged by this, we design the
memory separateness loss, denoted as Lsep, as follows:

Lsep =

τNt∑
i=1

[
∥hi −msp

p ∥2 − ∥hi −msp
n ∥2

]
+

+

τ ′Nt∑
i=1

[
∥zi −mtp

p ∥2 − ∥zi −mtp
n ∥2

]
+
,

(20)

where msp
p and msp

n denotes the nearest and the second nearest
memory item to hi. mtp

p and mtp
n denote the nearest and the

second nearest memory item to zi. The total loss for training
is formatted as:

L = Lrec + Lcom + Lsep. (21)

During inference, the sum of Lrec and Lcom is adopted as the
anomaly score. The anomaly score for each node is calculated
R times to ensure that the final anomaly scores are statistically
stable and reliable.

E. Complexity Analysis

In this subsection, we analyze the time complexity of each
component in the STRIPE framework. We employ an L-
layer GCN for spatial encoding and decoding of a graph
sequence with window size τ , which brings a complexity
of O(τLMtD

′ + τLNtD
′2), where Mt and Nt are the

averaged edge and node number for each snapshot. For
memory read and update, the complexity is mainly caused by
the mutual attention mechanism between node features and
memory items, which is O(τNtPtD

′). The time complexity
for an L-layer gated temporal convolution is O(τLNtD

′2).
Therefore, to apply an L-layer STRIPE to a graph sequence of
window size τ , the overall time complexity is O

(
τL(MtD

′+
NtD

′2) + τNtPtD
′)
)
. As investigated in section V-H2, Pt

can be restricted to a very limited number, thereby the time
complexity of STRIPE is approximately linear to node number.
Section V-F provide an empirical analysis of model efficiency.

V. EXPERIMENTAL STUDY

In this section, we conduct extensive experiments on six
real-world benchmark datasets to evaluate the performance of
STRIPE. Specifically, from sectionV-A to V-C, we introduce
the experimental setups. Then in section V-D and V-E, we
compare our method with the state-of-the-art baseline methods
on node anomaly detection task. We then evaluate time effi-
ciency of the model in section V-F and conduct ablation study
to validate the effectiveness of each component of STRIPE
in section V-G. In section V-H, we study the parameter
sensitivity to further investigate the property of STRIPE. We
also demonstrate the effectiveness of the proposed spatial and
temporal memory modules with a case study in V-I.



Algorithm 1: Forward propagation of STRIPE

Input: Graph stream {Gt}Tt=1; Number of training
epochs I; Time window size τ ; Temporal
convolution kernel width Kt; Evaluation
rounds R.

Output: Anomaly scoring function f(·).
1 Randomly initialize the trainable parameters of the

encoder, decoder, memory modules, and scoring
function;
/* Training stage */

2 for i ∈ 1, 2, . . . , I do
3 for snapshot Gt ∈ {Gt}Tt=1 do
4 Extract the graph sequence {Gt−τ+1, . . . ,Gt};
5 Calculate spatial node embeddings Ht via Eq.

(1);
6 Calculate temporal node embeddings Z via Eq.

(3);
7 for p ∈ 1, 2, . . . , P do
8 Calculate the read attention weights w(i,p)

via Eq. (10) and update attention weights
µ(i,p) via Eq. (12);

9 end
10 Readout the averaged memories via Eq. (14);
11 Update the memory items via Eq. (13);
12 Calculate the reconstructed attributes X̂t and

structures Ât via Eq. (16) and Eq. (17);
13 Compute the loss objective via Eq. (18), (19),

and (20).
14 end
15 end
/* Inference Stage */

16 for r ∈ 1, 2, . . . , R do
17 for vi ∈ {Vt}Tt=1 do
18 Calculate the anomaly score for each node vi

via Lrec and Lcom.
19 end
20 end

A. Datasets

We assess the performance of STRIPE and its competitors
on six real-world temporal networks. The description of the
datasets is shown in Table I. Among them, DBLP-3 and
DBLP-5* are co-author networks that consist of authors as
nodes and co-authorship as edges, with the node features being
abstracts of the author’s publications during certain period
encoded by word2vec. The authors in DBLP-3 and DBLP-5
are from three and five research areas, respectively. Reddit† is
a social network where the nodes represent the posts and edges
are defined through similar keywords. Word2vec is applied to
the comments of a post to generate its node attributes. Brain
is a biological network, with nodes symbolizing distinct cubes

*https://dblp.uni-trier.de
†https://www.reddit.com/

TABLE I
STATISTICS OF THE DATASETS. AR REPRESENTS THE ANOMALY RATIO,

CALCULATED AS THE RATIO OF THE NUMBER OF ANOMALIES TO THE
TOTAL NUMBER OF NODES.

Datasets Nodes Edges Attributes Timestamps Anomalies

DBLP-3 4,257 38,240 100 10 210
DBLP-5 6,606 65,915 100 10 330
Reddit 8,291 292,400 20 10 420
Brain 5,000 1,975,648 20 12 240
Bitcoin-OTC 6,005 355,096 32 138 300
DGraph 3,700,550 4,300,999 17 821 15,509

of brain tissue and edges reflecting their connectivity.
Connectivity between two nodes is established if they

exhibit a similar level of activation during the observed time
frame. BitcoinOTC is a who-trusts-whom network of bitcoin
users trading on the platforms www.bitcoinotc.com. Nodes
represent the users from the platform, and an edge appears
when one user rates another on the platform. DGraph [47]
is a large-scale financial network, showcasing registered users
as nodes, emergency contact relationships as edges, and 17
attributes from users’ personal profiles as node features.

Since only DGraph has ground-truth labels for anomalies,
we manually inject synthetic anomalies into the other five
datasets for evaluation in the testing phase. For a fair compar-
ison, we follow the anomaly injection strategies used in [22]
and [11], and inject equal numbers of structural anomalies and
attributive anomalies for each snapshot Gt in the test set:

• Structural anomaly injection. Following [22], we gener-
ate structural anomalies by randomly selecting Np nodes
from node set Vt and connecting them to form fully
connected cliques. The selected Np nodes are labeled as
structural anomaly nodes. This process is repeated q times
to generate q cliques.

• Attributive anomaly injection. Following [11], attribu-
tive anomalies are created by randomly selecting Np× q
nodes from Vt. For each chosen node vti , we sample an
additional k nodes to form a candidate set: Vt

i,attr =
{vt1, . . . , vtk}. Then, we replace the feature vector of vi
with the node feature from Vt

i,attr that has the largest
attribute distance from vti . Following [11], we set k=50
for all the datasets.

B. Baselines

To validate the effectiveness of STRIPE, we conducted a
comparative analysis with nine state-of-the-art node anomaly
detection baselines. This comparison includes five dynamic
node anomaly detection methods: NetWalk [6], MTHL [12],
TADDY [34], SAD [15] and CLDG [16]. Given the limited
number of dynamic node anomaly detection baselines, we also
incorporate four of the most advanced static node anomaly
detection methods in our comparison: DOMINANT [22],
CoLA [11], SL-GAD [24] and GRADATE [48]. Details of
these baselines are introduced as follows:

Static node anomaly detection methods:

https://dblp.uni-trier.de
https://www.reddit.com/


TABLE II
NODE ANOMALY DETECTION PERFORMANCE ON SIX BENCHMARK DATASETS, THE BEST AND SECOND TO BEST RESULTS ON EACH DATASET ARE IN

BOLD AND UNDERLINED, RESPECTIVELY. PRE, F1, AND AUC REPRESENT THE PRECISION, MACRO-F1, AND AREA UNDER THE CURVE, RESPECTIVELY.

Dataset DBLP-3 DBLP-5 Reddit
Metrics PRE F1 AUC PRE F1 AUC PRE F1 AUC

DOMINANT 0.1358 0.5490 0.6994 0.5431 0.7327 0.9154 0.4912 0.6326 0.9316
CoLA 0.4753 0.4874 0.5814 0.4750 0.4872 0.4806 0.4747 0.4870 0.2410
SL-GAD 0.5302 0.5193 0.6174 0.5229 0.5038 0.7638 0.4908 0.4844 0.6843
GRADATE 0.5126 0.4874 0.5581 0.4923 0.4875 0.4726 0.5231 0.4870 0.5823

NetWalk 0.5336 0.5092 0.7126 0.5805 0.5034 0.9107 0.5606 0.5726 0.7821
MTHL 0.5758 0.5077 0.5901 0.5433 0.4951 0.7382 0.6295 0.6279 0.7074
TADDY 0.4994 0.5124 0.6425 0.4994 0.5135 0.6878 0.5624 0.5246 0.7390
SAD 0.7044 0.7207 0.8973 0.4931 0.3523 0.4535 0.5198 0.5219 0.8551
CLDG 0.7225 0.7188 0.8882 0.7208 0.7021 0.8781 0.6819 0.6601 0.8348

STRIPE 0.7622 0.7972 0.9620 0.7359 0.8020 0.9765 0.9409 0.6849 0.9810

Dataset Brain Bitcoin-OTC DGraph
Metrics PRE F1 AUC PRE F1 AUC PRE F1 AUC

DOMINANT 0.5845 0.5958 0.8212 0.5157 0.5062 0.9079 0.4985 0.4914 0.5709
CoLA 0.4760 0.4877 0.5716 0.4750 0.4867 0.7117 0.3312 0.3893 0.4361
SL-GAD 0.6640 0.6347 0.8735 0.4750 0.4871 0.9356 OOM OOM OOM
GRADATE 0.4910 0.4871 0.5629 0.4971 0.4868 0.7592 OOM OOM OOM

NetWalk 0.6239 0.6643 0.8590 0.6667 0.6324 0.9504 OOM OOM OOM
MTHL 0.5843 0.5988 0.8119 0.6727 0.6410 0.9353 OOM OOM OOM
TADDY 0.6218 0.6365 0.7235 0.6552 0.6821 0.9566 0.5940 0.5477 0.6654
SAD 0.5266 0.5065 0.5638 0.5733 0.7277 0.6341 0.4248 0.6136 0.7312
CLDG 0.6372 0.6425 0.5928 0.7315 0.7544 0.8394 0.6210 0.6018 0.6528

STRIPE 0.6919 0.7144 0.9389 0.7579 0.8259 0.9952 0.6451 0.6514 0.7526

• DOMINANT [22] is a deep graph autoencoder-based
unsupervised method that detects node anomalies by
assessing the reconstruction errors of individual nodes.

• CoLA [11] is a contrastive learning based anomaly
detection method that captures node anomaly patterns
by measuring the agreement between each node and its
contextual subgraph using a GNN-based encoder.

• SL-GAD [24] is a self-supervised anomaly detection
method that combines both attribute reconstruction and
contrastive learning for detecting node anomalies.

• GRADATE [48] is an extension of CoLA by conducting
contrastive learning not only between node-node and
node-subgraph pairs, but also from subgraph-subgraph
pairs.

Dynamic node anomaly detection methods:

• NetWalk [6] uses an autoencoder to update dynamic node
representations and applies streaming k-means clustering
for real-time node categorization. Anomaly scores are
calculated based on node proximity to cluster centers.

• MTHL [12] learns a compact hypersphere surrounding
normal node representations and then distinguishes nor-
mal and abnormal nodes according to their distances to
the hypersphere center.

• TADDY [34] develops coupled spatial-temporal patterns
via a dynamic graph transformer to detect anomalies in
graph streams.

• SAD [15] is a semi-supervised dynamic graph anomaly
detection model that combines memory networks with

pseudo-label contrastive learning.
• CLDG [16] is a contrastive learning model that per-

forms representation learning on both discrete-time and
continuous-time dynamic graphs.

C. Parameter Settings

All the parameters can be tuned by 5-fold cross-validation
on a rolling basis. We set the time window size τ as 3 and
temporal convolution kernel width Kt as 2. Both the GCN and
gated temporal convolution encoders/decoders have 2 layers
with hidden dimensions set as 32 for Brain and 128 for the
remaining datasets. Balance factor α is set as 0.9 for Brain
and Reddit, and 0.3 for DBLP-3, DBLP-5 and OTC. The
training epoch is 20 and the learning rate is 0.001 for all the
datasets. Evaluation round R is 40 for Brain and 20 for the
other datasets. The number of spatial and temporal memory
items Ps and Pt are both set as 6. For the evaluation of static
graph anomaly detection baselines, we first train these methods
and measure the anomaly scores for each graph snapshot, then
we derive the final score for evaluation by averaging these
anomaly scores across all snapshots.

D. Comparison with the State-of-the-art Baselines

To evaluate the effectiveness of STRIPE on dynamic node
anomaly detection, we compare its performance with six state-
of-the-art baselines on four benchmark datasets. The precision,
macro-F1 and AUC values are presented in Table II. All the
differences between our model and others are statistically



0.01 0.02 0.03 0.04 0.05
Anomaly Rate

0.5

0.6

0.7

0.8

0.9

1.0
AU

C
DBLP-3

STRIPE
DOMINANT
NetWalk
SL-GAD

TADDY
CLDG
SAD

0.01 0.02 0.03 0.04 0.05
Anomaly Rate

0.5

0.6

0.7

0.8

0.9

1.0

AU
C

Reddit

STRIPE
DOMINANT
NetWalk
SL-GAD

TADDY
CLDG
SAD

Fig. 4. Anomaly detection under different anomaly rates on DBLP-3 (left)
and Reddit (right) datasets.

significant (p < 0.01). According to these results, we have
the following findings:

• The proposed STRIPE consistently outperforms all the
baselines on the four dynamic graph datasets, showcas-
ing its superiority in dynamic node anomaly detection.
Compared with the most competitive baselines, STRIPE
achieves a significant performance gain of 9.5% on pre-
cision, 7.8% on macro-F1, and 5.8% on AUC, averagely.
This validates the overall design of our proposed STRIPE
model.

• Compared to static anomaly detection models (DOMI-
NANT, CoLA, SL-GAD, and GRADATE), STRIPE in-
tegrates interactions across different timestamps through
gated temporal convolution, enabling it to capture the
dynamic evolution among graphs. Consequently, STRIPE
learns more comprehensive embeddings for dynamic
anomaly detection and achieves better performance.

• In comparison with most competitive dynamic node
anomaly detection methods such as CLDG and SAD,
STRIPE achieves 5.8% average performance gain on
AUC. We attribute this performance advantage to our pro-
posed prototype-enhanced reconstruction strategy. Unlike
NetWalk [6] and MTHL [12] that identify abnormalities
based on their distances to cluster centers, our model
circumvents the dependence on the selection of clus-
tering techniques and methods for calculating distance.
Instead, it directly assesses abnormalities through the
reconstruction errors between the original graphs and
their reconstructions, which are improved by prototypes.
This eliminates potential biases introduced by specific
clustering or distance computation methodologies.

E. Performance under Different Anomaly Rates

To further evaluate the robustness of the proposed model,
we further compare the performance of STRIPE with other
baselines under different anomaly rates. The anomaly rate
is the proportion of anomalous nodes to the total number
of nodes, which can be changed by varying the number of
injected anomalies q to synthetic datasets. We vary anomaly
rate from 0.01 to 0.05 and the result is reported in Fig. 4. We
can observe that (1) STRIPE consistently outperforms other
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Fig. 5. Evaluation of time efficiency. Left: The linear increase of both
training and inference time of STRIPE w.r.t. node numbers in DGraph dataset.
Right: Comparison of training and inference time of STRIPE with three most
competitive baselines on DGraph dataset.

baselines across all the anomaly rates, which demonstrate the
robustness and generalization of our model. (2) STRIPE gen-
erally has larger performance gain over other baselines under
higher anomaly rates, and only has marginal performance drop
compared to baselines such as CLDG or SL-GAD.

F. Model Efficiency Evaluation

In this subsection, we provide experimental analysis of
the computational efficiency of the proposed STRIPE. We
measure the running time per epoch of STRIPE on the DGraph
dataset while varying the number of nodes. As depicted in
the left subplot of Fig. 5, both the training and inference
time is linear w.r.t. node numbers, which aligns with our
analysis in section IV-E. Additionally, we compare the time
efficiency of STRIPE with baselines that acquire AUC scores
over 60% on DGraph dataset, as shown in the right subplot of
Fig. 5. Compared to CLDG, the second most accurate model
following STRIPE, despite STRIPE is 2.86× slower than
CLDG during inference, STRIPE is 4.62× faster in training
and demonstrates a significant improvement of 5.8% in AUC
scores compared to CLDG. Furthermore, STRIPE is 23.76×
faster in training and 56.8× faster in inference compared to
the second most accurate baseline, SAD.

G. Ablation Study

To further investigate the contribution of each component
in STRIPE, we perform an ablation study in this section.
The results are shown in Table III. We set five variants of
STRIPE: w/o attribute, w/o structure, w/o temporary, w/o s-
prototype, w/o t-prototype and STRIPE. Among them, w/o
attribute excludes the attributive reconstruction error by setting
α=0. w/o structure excludes the structural reconstruction error
by setting α=1. w/o temporary excludes the gated temporal
convolution component and directly applies static version of
STRIPE on each graph snapshot and computes the average
anomaly scores across all the snapshots. w/o s-prototype and
w/o t-prototype exclude the spatial and temporal memory
modules, respectively, and reconstructs graphs without fusing
prototypical patterns.

The comparison between w/o attribute, w/o structure, and
STRIPE, as illustrated in Table III, reveals a decline in perfor-
mance when either attributive or structural reconstruction error



TABLE III
QUANTITATIVE RESULTS W.R.T. PRECISION, RECALL AND AUC FOR ABLATION STUDY

Dataset DBLP-3 DBLP-5 Reddit Brain
Metrics PRE F1 AUC PRE F1 AUC PRE F1 AUC PRE F1 AUC

w/o attribute 0.7583 0.7688 0.9513 0.7039 0.7814 0.9462 0.5042 0.5011 0.8963 0.5744 0.5478 0.7215
w/o structure 0.6756 0.6739 0.8351 0.6581 0.7990 0.9721 0.9344 0.6628 0.9603 0.6674 0.7046 0.9263
w/o temporary 0.4996 0.2371 0.5145 0.4949 0.4849 0.5547 0.6914 0.5879 0.8081 0.6919 0.6442 0.8621
w/o s-prototype 0.7164 0.7436 0.9491 0.7320 0.7905 0.9516 0.7897 0.7589 0.9570 0.6384 0.6802 0.8480
w/o t-prototype 0.6524 0.6823 0.8881 0.7248 0.7861 0.9412 0.6867 0.6487 0.9466 0.6721 0.7040 0.9022

STRIPE 0.7622 0.7972 0.9620 0.7359 0.8020 0.9765 0.9409 0.6849 0.9810 0.6919 0.7144 0.9389
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Fig. 6. AUC values of STRIPE on four datasets with different training ratios. The circular markers indicate the results which are viewed as outliers.

is excluded from the loss function. This indicates that incor-
porating both types of reconstruction is essential for optimal
performance in the node anomaly detection task. Furthermore,
removing the gated temporal convolution component, as shown
in the w/o temporary comparison with STRIPE, results in the
most pronounced decrease in performance. This underscores
the significance of tracking graph evolution for dynamic graph
anomaly detection. Additionally, the performance difference
between w/o s-prototype and STRIPE and the performance
gap between w/o t-prototype and STRIPE further illustrate the
contribution of both spatial and temporal normality memory
items on the enhancement of anomaly detection performance.

H. Parameter Sensitivity

In this subsection, we conduct a series of experiments to
study the impact of various hyper-parameters in STRIPE,
including training ratio, temporal convolution parameters, re-
construction weight, hidden dimension and evaluation rounds.

1) Training ratio: In this experiment, we assessed
the robustness of STRIPE by examining its perfor-
mance across varying training ratios within the range of
{30%, 40%, 50%, 60%, 70%}. As presented in Fig. 6, the
increase of training ratio results in a general improvement
in AUC values across four datasets. This indicates that a
larger volume of training data enhances the model’s ability to
learn the normal pattern in the training set. The performance
fluctuation (e.g., 40% training ratio on the DBLP-3 dataset
and 60% training ratio on the Reddit dataset) is likely due
to the shift in data distribution when enlarging the training
set. Additionally, a decrease in AUC variance with higher
training ratios suggests that STRIPE achieves more stable

performance with sufficient training data. Notably, STRIPE
maintains competitive performance even at a lower training
ratio of 30%, demonstrating its robustness to conduct dynamic
node anomaly detection from limited training data.

2) Number of memory items: In this research, we explore
the effects of varying the number of spatial memory items (Ps)
and temporal memory items (Pt) within the set {2, 4, 6, 8, 10}.
The sensitivity of our model to Ps and Pt is depicted in Fig.
7. From our analysis, we derive three key insights:

The performance of our model, STRIPE, exhibits variability
with adjustments in Ps and Pt across the DBLP-3 and Brain
datasets. Conversely, the Reddit dataset shows minimal perfor-
mance fluctuation in response to changes in these parameters,
likely due to its simpler normality patterns. This suggests that
STRIPE can effectively capture normal spatial and temporal
patterns with a minimal number of memory items, maintaining
robust anomaly detection performance in simpler datasets.

For the DBLP-3 and Brain datasets, we observe that in-
creasing Ps or Pt from lower values generally leads to higher
AUC scores. For example, enhancing Pt from 2 to 6 with Ps

fixed at 2 in DBLP-3 improves performance, underscoring that
a sparse memory set may not adequately represent the graph’s
complex patterns. Nonetheless, further increasing the count of
memory items beyond a certain point does not always yield
better performance; it may in fact impair detection capabilities.
For instance, elevating Ps from 6 to 10 while keeping Pt at
2 in Brain illustrates this trend, suggesting that excessively
large memory modules might overemphasize specific details
over general normality patterns, enabling abnormality to be
reconstructed accurately.

The model’s performance demonstrates greater sensitivity to
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Fig. 8. The sensitivity of temporal convolution size Kt and time window size τ on three datasets. The vertical axis represents the AUC values of STRIPE
with different Kt and τ . A darker color indicates a higher AUC value.

variations in Pt compared to Ps. This indicates the temporal
dimension’s intricate prototypical patterns and underscores
the importance of separately considering spatial and temporal
patterns for more nuanced anomaly detection.

3) Parameters of temporal convolution: In this study, we
assess the impact of the temporal convolution kernel size
(Kt) and the number of time window sizes (τ ) on temporal
convolution performance. We varied τ across {1, 2, 3, 4, 5},
ensuring Kt satisfies 1 ≤ Kt ≤ τ for each value of τ .
Sensitivity to changes in Kt and τ is depicted in Fig. 8.

The findings reveal suboptimal model performance when
the time window size is set to 1, as temporal convolution in
this scenario covers only a single graph snapshot, failing to
grasp the dynamic evolution across multiple timestamps. As
τ increases, we observe a notable improvement in AUC. de-
tection performance achieves stability when τ ≥ 4, suggesting
this time window size can adequately capture both short- and
long-term dependencies in graph evolution. Further increasing
τ may introduce unnecessary noise and redundancy, detracting
from the model performance.

4) Reconstruction Weight: In this experiment, we investi-
gate the influence of the reconstruction weight α in Eq. (18).
We vary α from 0.0 to 1.0 and analyze the corresponding
AUC values. As depicted in Fig. 9(a). We can observe that
for biological and social networks (Brain and Reddit), an
increase in α correlates with improved AUC values, peaking

at α values of 0.7 and 0.9, respectively. In contrast, for co-
authorship networks (DBLP-3 and DBLP-5), optimal AUC
values are observed at α ≤ 0.4, with a performance decline
as α increases beyond this point. This observation suggests
that the contribution of attributive and structural reconstruction
error is affected by the characteristics and domains of different
datasets.

5) Hidden Dimension: In this experiment, we explored how
varying the hidden dimension D′ of both the encoder and
decoder affects performance by adjusting D′ from 8 to 256 and
observing the AUC values. As shown in 9(b), we found that
increasing D′ enhances model performance within the range of
[8, 128] for the DBLP-3, DBLP-5, and Reddit datasets, and
within [8, 32] for Brain. Beyond these ranges, performance
gains were negligible or even negative. Consequently, we
opted for a D′ of 32 for Brain and 128 for the other datasets.

6) Evaluation Rounds: In this section, we evaluated the
sensitivity of STRIPE to the number of evaluation rounds (R).
We adjust R from 1 to 160 to observe its impact and depict
the results in Fig. 9(c). The results indicate poor detection
performance at R=1, suggesting that a minimal number of
rounds fails to adequately detect node anomalies. Performance
increases for all the datasets with an increase in R. However,
elevating R beyond 40 for the Brain dataset and 20 for the
others does not significantly enhance results but does lead to
increased computational demands. Consequently, to optimize
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Fig. 9. AUC value of STRIPE on DBLP3, DBLP5, Reddit and Brain w.r.t. weight α, hidden dimension D′ and evaluation rounds R.
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Fig. 10. The compactness loss of normal and abnormal nodes on DBLP-3
with respect to learned spatial and temporal memory items, respectively. A
darker color indicates a larger compactness loss between the node feature and
the memory.

both performance and efficiency, we establish R at 40 for the
Brain dataset and 20 for the remaining datasets.

I. Case Study

In this section, we demonstrate the effectiveness of our
spatial and temporal memory modules by visualizing the
compactness loss between memory items with both normal
and abnormal nodes. We configured the spatial and temporal
memory items to six each and chose three normal and three

abnormal nodes from the DBLP-3 test set for analysis. The
compactness loss is calculated as outlined in Eq. 19. The
findings are presented in Fig. 10, with darker colors indicating
higher compactness loss and vice versa.

From Figs. 10(a) and 10(b), we note two key observations:
(1) Normal nodes exhibit proximity to only a subset of
memory items, showing distance from the rest. For instance,
Fig. 10(a) illustrates that the compactness loss between the first
normal node and the third spatial memory item is merely 0.06,
considerably less than its loss with other memory items. This
underscores the memory items’ capacity to distinctively and
effectively encapsulate normal patterns, even with a limited set
of items, while ensuring sufficient separation among them. (2)
Conversely, abnormal nodes display substantial compactness
losses across all memory items in both spatial and temporal
dimensions. As an example, the compactness losses between
the second abnormal node and all memory items exceed 0.89,
highlighting the anomaly nodes’ divergence from established
normal patterns. This deviation contributes to increased recon-
struction errors and, consequently, elevated anomaly scores,
effectively signaling their anomalous nature.

VI. CONCLUSION

In this study, we addressed the intricate challenge of
anomaly detection in dynamic graphs, a domain character-
ized by the evolving nature of network structures and node
attributes. Recognizing the limitations inherent in existing
unsupervised learning frameworks, which may struggle to
accurately identify anomalies due to their reliance on indirect
proxy tasks or their failure to distinguish between spatial and
temporal patterns, we proposed a spatial-temporal memories
enhanced graph autoencoder (STRIPE) framework. STRIPE
represents a novel and comprehensive approach to dynamic
graph anomaly detection, distinguished by its meticulous
separation and integration of spatial and temporal normality
patterns. Extensive evaluation demonstrates that STRIPE sig-
nificantly outperforms existing methodologies.
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