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Abstract—This paper introduces ZIP-DL, a novel privacy-aware
decentralized learning (DL) algorithm that exploits correlated
noise to provide strong privacy protection against a local
adversary while yielding efficient convergence guarantees for
a low communication cost. The progressive neutralization of
the added noise during the distributed aggregation process
results in Z1P-DL fostering a high model accuracy under
privacy guarantees. ZIP-DL further uses a single communi-
cation round between each gradient descent, thus minimizing
communication overhead. We provide theoretical guarantees
for both convergence speed and privacy guarantees, thereby
making Z1p-DL applicable to practical scenarios. Our extensive
experimental study shows that Zip-DL significantly outper-
forms the state-of-the-art in terms of vulnerability/accuracy
trade-off. In particular, Z1P-DL (i) reduces the efficacy of
linkability attacks by up to 52 percentage points compared to
baseline DL, (ii) improves accuracy by up to 37 percent w.r.t. the
state-of-the-art privacy-preserving mechanism operating under
the same threat model as ours, when configured to provide
the same protection against membership inference attacks, and
(iii) reduces communication by up to 10.5x against the same
competitor for the same level of protection.

1. Introduction

Decentralized learning (DL) allows a collection of
machines to train a global model collaboratively without
sharing raw training data. This approach has drawn in-
creasing attention from both academia [1f] and industry,
showcasing its potential across various sectors, including
healthcare [2]], [3] and autonomous vehicles [4]. In DL,
each device (henceforth node) (i) trains a local model
using its own data; (ii) exchanges this model with those
of its neighbors according to the underlying communication
topology; and (iii) averages its current local model with
the models received from neighbors. This iterative process
repeats until convergence is reached [5]], [6]. Although
training data never leaves participating nodes in DL, the
models that nodes exchange still leak information. Exploiting
these leaks, an honest-but-curious attacker can launch privacy
attacks against participants, including Membership-Inference
Attacks (MIAs) [[7], which reveal whether a particular sample

belongs to the training set of a node, and gradient-inversion
attacks [8], [9], aimed at recreating training samples from
model updates.

Differential Privacy (DP) [12] is a widely-used measure
of formal privacy guarantees that has been applied to the
design of privacy-preserving DL [[13]. DP strategically adds
noise to data so that the inclusion or exclusion of a data
point becomes much harder to detect. However, DP typically
assumes a worst-case threat model in which an attacker can
access all messages transiting on the network. As a result,
and although it provides robust privacy guarantees, DP tends
to require high noise levels that disrupt the learning process
and severely impair the system’s utility.

Following existing literature [10f], [11]], we assume a
weaker yet representative threat model in which local honest-
but-curious attackers can only observe the messages they
receive. An attack is furthermore considered successful only
if the obtained information can be linked to its contributing
participant. This model covers a wide range of scenarios
in which network communication is protected, but nodes
participating in the distributed learning process can exploit
their partial knowledge of the system to breach the privacy of
other participants. To specifically address this threat model,
Muffliato [11] introduces Pairwise Network Differential
Privacy (PNDP). In contrast to DP that captures a global
privacy measure, PNDP tracks privacy loss at a finer level,
between pairs of nodes. As a result, PNDP lends itself to
lower noise levels, faster convergence, and better accuracy.
Unfortunately, its use so far requires multiple rounds of
averaging [11]], leading to high network costs.

This paper explores the use of correlated noise to achieve
PNDP without significant network costs. Correlated noise—a
natural evolution of noise-based privacy methods—protects
individual node inputs while minimizing the impact on
model accuracy. Although systems using correlated noise
show promising convergence [10]], their privacy implications
remain underexplored. Several approaches using correlated
noise have been formulated [13]], [[14]], [15]], but most of
them either rely on a trusted aggregator to cancel out the
noises [13]], [14] or on pair-wise coordination between
nodes, which comes at a cost either in communication or in
utility [[15].

We introduce Zip-DL

(zero-sum-noise  privacy-



TABLE 1. POSITION OF OUR WORK COMPARED TO PREVIOUS APPROACHES.

APPROACH MASKING (RSS-NB) | RSS-LB | MUFFLIATO | Zip-DL
[10] [10] (11 (ours) ‘
Formal privacy guarantees 4 X 4 v
No P2P coordination X v v v
One averaging round v v X v
Communication cost Low High Low
Impact on Converge Rate None High High Low

preserving decentralized learning), a privacy-preserving
algorithm that leverages correlated noise in a single
communication round while offering formal privacy
guarantees. ZIP-DL (see Table is the only approach
(i) with formal guarantees that (ii) requires no prior pair-wise
coordination between nodes, and (7ii) only requires a single
averaging round per gradient step. In addition to Z1P-DL,
we make the following contributions:

« We prove that our approach converges even though it
uses a single communication round per gradient step.
This powerful property results from the fact that the
sum of the noises added to the communication rounds
is zero. Moreover, our analysis shows that the impact of
the noise on the convergence rate is minimal compared
to the state-of-the-art.

o We provide a formal privacy guarantee of our approach
in terms of PNDP, including in the context of colluding
attackers.

o We conduct an extensive evaluation study comparing
Z1p-DL to Muffliato and standard DL under threshold-
based membership inference attacks on the CIFAR-10
dataset partitioned in a non independent-and-identically-
distributed (non-IID) manner. Our results show that
Z1P-DL provides the best trade-off between accuracy
and privacy while maintaining low communication
overhead. In particular, ZIP-DL reduces the success
rate of linkability attacks by up to 52 percentage points
while only entailing a loss of 4 percentage points
in test accuracy against baseline DL. ZIp-DL also
improves test accuracy by up to 37 percent and reduces
communication costs by up to 10.5x w.r.t. Muffliato
when configured to provide the same protection.

The rest of the paper is organized as follows: Section [2]
presents related work with similar objectives as this paper.
Section (3| provides the necessary background and threat
model. Section [4] presents the design of ZIP-DL and its core
properties. Sections [5| and [6] present the theoretical guarantees
of our privacy-preserving algorithm, in terms of convergence
rate and privacy. We present the results of our experimental
study in Section [7] before concluding (Section [§).

2. Related work

Privacy attacks. Many privacy attacks have been
proposed that target the models and gradients of Machine
Learning systems [7]], [8]], [9], [16], [17]. A large part of
this literature, however, focuses on attacking a single model

or gradient. As a result, attacks that exploit the many model
releases produced by DL tend to be less understood and
remain an evolving field [18]].

Criteria of Differential Privacy. In a decentralized
scenario, DP can be instantiated in different ways. The most
well-studied variants are local differential privacy (LDP) [[19]
and central differential privacy (CDP). The former assumes
all other nodes to be an attacker, whereas the latter only
provides guarantees on a final, averaged model. It has been
shown that the optimal tradeoff in both cases differs by
a factor of n, the number of nodes [20]. To bridge this
gap, relaxations of the strict scenario of LDP have been
proposed [[11]], [15]. These relaxations include PNDP, which
we consider in this work.

Correlated noises. Correlated noises are a natural
choice when seeking to reduce the utility cost of privacy.
However, most of the literature focuses on a correlation
across nodes [[13[], [14], [15]. In order to perform such
correlation, participating nodes need to rely either on a
trusted aggregator, so that the noise can cancel out [[13]], [[14],
or on an agreement between nodes [[13]], [15]. We argue
that the former is not always achievable, nor desirable, and
the latter comes at a cost in terms of communication or
utility [[15].

A recent approach also leveraging correlated noises,
DECOR [15], assumes that the channels between nodes
may get compromised, and considers an adversary with
access to every message transmitted on the network. Under
this strong threat model, DECOR leverages shared secrets
and introduces a novel privacy criterion, secret-based local
differential privacy (SecLDP), that is orthogonal to PNDP,
which we consider here. In particular, SecLDP is conditioned
on the number of pair-wise secrets compromised by the
attacker. To counter such a strong adversary, DECOR injects
a combination of independent and correlated noises that
require pair-wise coordination between nodes. This strategy
comes at a cost in terms of convergence and accuracy, a
point we revisit in Section [5.2]

Secret sharing. Other variants of correlated noise,
such as secret sharing [21]] can be used in the context
of DL [22]. In a decentralized context, while additive secret
sharing does not necessarily involve coordination among
nodes or a trusted aggregator, it requires multiple averaging
rounds to reconstruct the shared secret. Thus, additional
operations such as gradient descent cannot be mixed together
with the communication process, leading to prohibitive
communication costs.



Other notions of privacy. Other cryptographic
approaches include secure multiparty computation 23| and
secure aggregation [24]. In these techniques, nodes agree on
masks that conceal local models during the averaging pro-
cess. Despite providing exact solutions to model averaging,
they impose a significant drawback by requiring nodes to
coordinate in order to set up and remove the masking. In
large and dynamic distributed systems, this requirement may
prove infeasible, especially in real-world scenarios involving
mobile devices.

3. Preliminaries

3.1. Decentralized learning

We consider a set of n nodes V = [1,n] whose aim is
to solve a DL problem without sharing raw training data.
While each node a € V stores a local data distribution D,,
the goal is to determine the model parameters z* € R that
optimize the learning problem over all local datasets. This
is done by minimizing an average loss function:

argmin ZE§~D (z;: )], 1)
zERY \—/—/

fa(®)

where f,(x) represents the local objective function associated
with the node a, and F,(x;¢) quantifies the prediction loss
associated with the model parameters x for the sample &,
potentially encompassing non-convex characteristics.

To solve Equation (I) we proceed in 7' successive
iterations, with each node a keeping its own local model
z!) for each iteration t € [0,T]. The goal is to make the
averaged model z(") := 1 3" 2 converge to z*,

Specifically, the corresponding learning process involves
collaborative interactions between nodes, which are con-
nected by an evolving communication topology. At each
iteration ¢, each node first trains its model on its local data and
then aims to average it with the models of other nodes. During
the averaging step, each node restricts its communication to
its neighbors in the communication topology using gossip
averaging (Section [3.2). Yet, sharing only model parameters
may still leak sensitive information, thus hurting privacy.

3.2. Gossip averaging

Many DL algorithms rely on gossip averaging to estimate
and share the average model z® .= 1 Z - xa at each
iteration t [25]], [26]]. A gossip averaglng can consist of
multiple successive rounds, where in each round s the nodes
communicate according to a gossip matrix W*) in the
following manner: each node a sends a message mts) e Re
to each neighbor v, and W &%) denotes the weight that node
a gives to the received message mg,_le In the simplest
setting, ml(lt’jz, corresponds to the current local estimate of
7, this estimate is updated to ey W ,Etvs)mq(f_le, and

it converges to () as s tends to infinity. We make the
following assumption on W (%)

Assumptlon 1. All gossip matrices are stochastic, Va €
Vo> ey Wi =1, and symmetric, TW (%) = W(®),

While the symmetry assumption is not always neces-
sary [25]], [26], it is a common assumption for complexity
proofs that enables tighter bounds [11]], [27]. In our case,
it enables convergence and privacy analysis. However, this
assumption could be removed by adding an exchange of
weights between neighboring nodes prior to noise generation.

We also denote by Fff’s) the set of neighbors to which
node a sends its model, and d ) the corresponding degree
of a. Formally, we have i 9 ={veV| thaé) #0
where node a can be in F((f ). Note that, due to Assumptionﬁ
the networks are symmetric: v € T"*) <= q € T\/*

Finally, several averaging approaches add a mask [24] or
noise [11] to the messages to protect the privacy of the nodes’
data. In this paper, we focus on noise-based approaches
as they require less coordination and are more resilient to
collusion between attackers.

Remark 1. In DL, the averaging step does not need to reach
exactly the same model at each node. Therefore, the rounds
can be stopped before full convergence. In Z1P-DL, even
one round is sufficient (s = 1). Thus, in the rest of the paper,
we will omit s in notations related to the aggregation.

3.3. Threat model

We aim to protect the privacy of user data against
honest-but-curious participating nodes during the training.
This scenario is in line with related work [8]], [11]], where
the attacker can observe information about a victim node
during training but does not deviate from the algorithm.
We consider the attacker to be a node (or a set of nodes)
of the training algorithm, but this can be extended to an
attacker eavesdropping on a node’s communication. The
attacker’s goal is to gain some information about the victim’s
data distribution, which we quantify in terms of PNDP (see.
Section [f] for a formal definition).

What drives this privacy definition is the observation that
privacy loss is not equal between all nodes in a distributed
algorithm: close neighbors in the communication topology
will receive more information from a node than nodes that
are further away.

To empirically evaluate the approaches, we conduct two
types of Membership-Inference Attack (MIA) that consider
a strong attacker with knowledge of the global training
set, its elements, and how it is partitioned. The only thing
the attacker does not know is which partition nodes are
given. The goal is to use a victim’s message to (i) infer
whether a particular training sample was used to train the
victim’s model, and (ii) infer which partition of the global
training set the node has been given. More details are given
in Section [Z11



TABLE 2. LIST OF THE MAIN SYMBOLS USED IN THIS WORK.

Symbol Usage
1% Set of all the nodes that participate in the training.
n Number of nodes in V.
a,u,v Nodes in V.
Fff‘s) Neighbors of node a at averaging round s, after learning iteration ¢.
dff’s) Degree of node a at averaging round s, after learning iteration .
da Maximum degree of node a, over learning iterations and averaging rounds.
W (&:s) Gossip matrix at averaging round s, after learning iteration ¢.
p Mixing parameter of the gossip matrices (Assumption ]I[)
:c(at> Model of node a at learning iteration ¢.
z® Average model at learning iteration ¢.
$,(1t+1 2 Model of node a at learning iteration ¢ after the gradient step.
z(+1/2) Average model at learning iteration ¢ after the gradient step.
z* Optimal model.
f* Minimum of the global loss function.
Da Data distribution of node a.
ff) Data sample drawn from D,,.
Fq Loss function of node a.
fa Sampled (or expected) loss of node a (Equation ).
f Globally sampled loss (Equation _(LT[)).
o Convexity constant (Assumptionle
L Smoothness constant (Assumptio.
97 Noise level at the optimum (Assumption [4).
wf Diversity of the data distribution at the optimum (Assumption .
¥ Stepsize of the gradient descent.
Ya(t_)m Intermediate noise generated by node a destined to v at learning iteration ¢.
Z,(lt_)w Z1p-DL-averaging noise from node a to node v at learning iteration ¢.
2 Variance of Y. '),.
) 2 ; (?)
(0a20) Variance of Zy2,,.
A Adjacent datasets bound (Assumption ]6[)
g(T>(a v) | Privacy bound from node a to node v at timestamp T (Definition .
X® Virtual models vector at time ¢.
0 Unnoised virtual execution (with the same graphs and batches, but no noise) at time ¢.
M (Virtual) Mixing matrix (Equation )

Algorithm 1 Zip-DL-averaging for a node a.

Input: local model x,, stepsize vy, privacy parameter g.

Output: Localized model average with correlated noise.
: Get the gossip weights W, d, + |T,|

: Draw Y, ,, ~ N(0,7%¢2) forv € T,

: Za%v = Tgs0 T : Wa,jYa—xj

1
2
3
4: for all v € ', do
5
6
7

da,Wa,,U jEFa

Send x, + Z,_,, to v
. Receive z, + Z,,_,, from v
: end for

g return 3 . W, (2, + Z,,,)

4. Z1p-DL: Locally-Correlated Noise

4.1. Z1r-DL in a nutshell

Gossip averaging typically requires multiple averaging
rounds to provide a good estimate of the average of nodes’
individual inputs [28]]. Unfortunately, in DL, since averaging
is required at each learning iteration, these averaging rounds
add up to a substantial network cost.

We drastically reduce this overhead by performing a
single averaging round per learning iteration. Without noise,
the cumulative effect of one-round averaging between each
descent step is enough to ensure convergence [25[, [26],
[29].

Z1p-DL adds noise to this process to provide PNDP.
Because one-round averaging is limited to a node’s neighbors,
the residual noise in partially averaged models remains
high, which may disrupt learning. We mitigate this effect
by correlating the injected noise such that it sums to zero
over each node’s neighborhood. The correlation is local and
eschews any coordination between neighbors.

In the following, we first detail the one-round localized
averaging that lies at the core of ZIp-DL (Algorithm [I)),
before moving on to the resulting decentralized SGD learning
algorithm (Algorithm [2)). We then state some fundamental
properties of Z1P-DL’s global average model in Section 4.3

4.2. Detailed description of Z1P-DL

Z1p-DL’s model-averaging procedure is described in
Algorithm [T] It relies on a stochastic communication topol-
ogy [25] captured by the gossip matrix (), where ¢ denotes



Algorithm 2 Z1p-DL for a node a.

Input x,(l ) the initial model, 7' the number of iterations.

1: fort=0to T —1 do

2:  Draw {l(lt) ~ D,, compute g((lt) = VFa(z((lt),&(f))
5 ) (t) Wg((zt)

4 20 = ZIP DL-averaging(x,, ¢+ /2),7,%)
5: end for

the current learning iteration (Section [3.2). Node a first
determines its neighborhood I‘((lt) and the weights Wét) that
its neighbors apply. Then, to protect its local data, a node
a adds a noise Zé_,v to its model ;vg) before sending it to
each of its neighbors v € I‘t(l ), By construction, these noises
sum to zero (Lines 2-3) to discard their contribution to the
global average. A node adapts how it protects its data by
picking its own privacy parameter ¢,, which itself drives the
variance 722 of the injected noises.

In contrast to [10], Algorithm [I] uses a closed neigh-
borhood that includes the local node a (i.e., a € T')).
Hence, even if a is surrounded by attackers after an eclipse
attack [30]], a’s model remains protected to some extent as
the noises of the models sent to T', \ {a} do not cancel out.

Z1p-DL’s main algorithm (Algorithm [2)) is a DL algo-
rithm. At each iteration ¢, each node a first performs a
local gradient step on its local model mgt) to produce an
intermediate model xferl/ 2) (Lines 2-3). The local model
for the next iteration, x((fH) is then obtained by applying

Z1p-DL’s averaging procedure (Algorithm [T)) to this model
LY,

4.3. Z1P-DL’s core properties

The following results pave the way for the formal analysis
of Z1P-DL in Section [3l If there is no influence of the time
factor, we remove the (t) superindex to alleviate the notation
(e.g. when a lemma is true for all ¢ € [0,T]). Proofs that
are not provided in this section can be found in Appendix [B]

First, we state a property that summarizes the effect of
the noise generated by a node on the network:

Lemma 1. Noise cancellation on the global model: for every
node a €V = [1,n], it holds that

E a,v n—>v E v,a n—w:O'

Sketch of proof. This immediately follows from unrolling
the definition of Z_, . O

This lemma states that a node does not add noise to the
overall network, and leads to the following crucial corollary.
Corollary 2. Impact on the global average model:

vt € [0,7],z0+Y = g2,

While simple, this corollary is pivotal in our convergence
analysis of Z(*). Without this property, the bound on the

expectation of ||z(F1) — z* ||2 suffers from an extra term.
Finally, Lemma E] describes the behavior of the noise

generated by ZIP-DL: it follows a Gaussian distribution,

which is standard for deriving formal privacy guarantees.

Lemma 3. Noise characterization for Algorithm[I} Consider
that for node a, for all v € 1"2), ~ /\/( Y <a) for a

fixed topology W), Then, using the deﬁmtton ofAlgorithm
we have:

Va,v € [1,n], Zaiv NN< (o a%v)z)
with

t
Zjerif') v (Wc(a g))
(daWil2)2

dy —1)?
MR

2.2
7 Sa-

Note that Lemma [3] entails that the variance of the noise
added to sent messages is strongly linked to the communi-
cation topology. This means that the chosen communication
topology also has a deep influence on privacy.

Remark 2. When considering an k-regular topology or even
a topology where only the incoming degree is fixed at k for
all the nodes with a uniform weight distribution [25|], then
(0](172”)2 = kklnygg If in addition, we chose an equal
privacy parameter <2 for all nodes, the noise variance
becomes independent from the nodes that are considered.
This means that all the noises on the network will follow
the exact same distribution, meaning the attacker won’t gain
any advantage by knowing the topology. This also means
that if we were to compare it to another method, we could
artificially increase the privacy parameter s> to match the
exact noise variance of another approach.

5. Convergence of Z1r-DL

We now analyze the convergence rate of ZIP-DL. The
proof of the results stated in this section follows a similar
structure to that of [27]]. Detailed versions of some proofs
related to this section can be found in Appendix [C]

5.1. Assumptions

To ensure convergence, we define some assumptions that
are common in the literature, and that mostly follow those
of [27]]. First, we make assumptions about the smoothness
and convexity of the loss functions:

Assumption 2. (L-smoothness). The functions F; : RexQ —
R are differentiable for each i € V and £ € supp(D;), and
there exists a constant L > 0 such that for each x,z' € R
and & € supp(D;):

[VEi(z', &) — VFi(x,&)|| < Ll —2'||. 2



Assumption 3. (p-convexity) Each function f; is pi-convex
for a constant ;1 > 0. For all x,z’ € R%:

filx) = fi(2") + (Vfi(x), z —a')

We also assume the noise caused by stochastic gradient
descent (SGD) is bounded. This is particularly important
since we consider a possible non-IID data distribution:

*Hx—fEIIQ

Assumption 4. (Bounded noise at the optimum) Let z* :=
argmin f(x) and define

97 = IV i),

= %Zﬂf. 3)
=1

In addition, define
w? = Ee, |:||VF7,($*751) - Vfl(x*)llg} )

and @ := L3 w2 Then V% and &* are bounded.

Intuitively, 92 measures the noise level and @? the
diversity of the locally sampled functions f;. It is important
to note that w? is strongly linked to the data distribution. In
particular, it will tend to be larger in a non-IID setting.

Finally, we state the assumption on the mixing matrix:

Assumption 5. (Expected consensus rate) There exists p €

[0,1] such that for all matrices X € RY*™ and all iteration

€ [0,T7, if we define X := %Xlnx“ where 1,,x,, € R"*"
is the matrix composed of ones, we have

t -1 112
Ey o [HW( X — XM <(-px-Xx|%.
This assumption is standard in the decentralized con-
sensus literature, with p a value linked to the spectrum of

E [TW@W@)} [31].
5.2. Convergence rates of Z1P-DL

We now state the formal convergence of ZIP-DL in the
strongly convex case:

Theorem 4 (Convergence rate of ZiP-DL). For any number
of iterations T, there exists a c%nstant stepsize v s.t. for
Algorithm it holds that 5~ 1w, (B [f(z9)] - f*) +
Srry1 is bounded by:

( w? N LA Jr@ [ up(T+1)]>

nuT — p2T? 192v/3L

where f* = f(z*), r = IE[H’ * 2}, wy =
—(t+1 T - _

(1_% ) (t+1) Wy = ’_Zl“Zt L wy and A! — 2(1166747101))(0\}2_,'_

18 92
20+

Or, if we prefer a formulation to reach a desired accuracy:

d 16—4p (dy—1)" 71) 2
n 16—7p Za v=1 d dy S+

Corollary 5. Setting all the constants to be the same as in
Theorem ) for any target accuracy p > 0, there exists a

constant stepsize vy such that Algorithm 2| reaches the target
accuracy after at most

k> 3kLA!
+ 2
nyip pH

192v3L . [3kroL
N fln{fﬂ“o}

up PP

training iterations, where n is the constant that arises when

pp(T+1) ;
192v/3L } ) 1

upper bound O (TLI—LT + sz + TOL exp {
expanded out.

This bound is similar to the one of [27]]. The first and
last terms are the same, except for the constants in the
logarithm, which do not influence overall convergence since
the logarithmic term is the slowest to grow. The second term
however contains the additional complexity of our approach,
in particular in the definition of A’. Our additional term is

3kLd(16—4p) d,,—l)
of the form \/7% TEmpEr Za v Qa0

is weighted by p~ 2 and is not the one that grows fastest as
p goes to 0, proving the limited impact of our approach on
convergence. We observe that this term contains a weighted
average of the noise propagated by every node, showing the
intuitive behavior of slowing down convergence if the noise
2 becomes too big. Interestingly, this term grows as the
network size or density grows. Indeed, the higher the degree,
the more the noise injected at each iteration, and the larger
the network, the longer it takes for the noise to propagate
and cancel out.

We can also compare this bound to a recent noisy
approach [15], even if their privacy setting is different from
ours. While they do not consider a strongly-convex scenario
like us and assume a weaker assumption that is implied by a
strongly-convex property, we observe that the noise variance
appears on their leading term, in O(%) The analysis we
performed here on an algorithm without noise cancellation
would also have yielded similar results. On the other hand,
our approach delegates the impact of the noise to the second
leading term, yielding faster convergence rates.

¢2. This term

Sketch of proof. (Theorem [)). We mostly follow the proof
of [27]. The main challenge lies in adapting the set of
lemmas to our noisy approach. The mini-batch variance
(Proposition [1)) is unchanged, as it only relies on hypotheses
on the loss function, which are identical to ours. The descent
lemma (Lemma [6)) is where Corollary [2] comes into play,
since canceling noises have no impact on the averaged model.
Without noise cancellation, an additional term would have
been added here, which would have propagated to the leading
term of the convergence rate in %

Finally, the recursion for consensus distance (Lemma
is modified because of the noise addition, which becomes an
extra term. In addition to this extra term, our main recursion
is slightly altered, with an additional factor to the recursive
term. While this additional factor prevents solving the main
recursion directly, a manipulation leads to a term that can

be solved, yielding the desired result. O

For the sake of completeness, we present the three
adapted lemmas used in the proof below. We defer their



proofs to Appendix [C] as they are adaptations from already
existing work to our system. Moreover, Appendix [C] also
presents a more detailed proof of Theorem []

Proposition 1. Mini-batch variance Proposition 5 in [27)]
Assume that F; is L-smooth (Assumption [2) with bounded
noise at the optimum (Assumption E]) Then, for any i € [1,n],
we have:

2

Ee, . e,

2 (V) ~ V()

<3 an 2|+ 6L(f(z) — f(z*)) + 30

Lemma 6. Descent lemma for convex cases. (Lemma 8
of [27)]) Under Assumptions |2| o 5| with stepsize v < 151
we have:

2
E_ (t) |:H£Z'(t+1) —
& h€n

] <a-

ﬁ) Hj(t) —r

2-2

+ = (@)~ fa

3L & 2
oL =(t) _ mH
v n ; Hl i

Lemma 7. (Recursion for consensus distance) Under As-
. . . <
sumptions E to if stepsizes v < 56V’ then for any

8> 0:

Emﬁ1+m<1 E>%1

where 5, = L E {H () _ z(t)

distance

} is the consensus

6. Pairwise Network Differential Privacy

We now formalize the privacy guarantees of Z1p-DL
in terms of pairwise-network differential privacy (PNDP),
a graph-based variant of DP introduced by Cyffers et al.
in [11]] to capture the unique threats to privacy introduced
by the DL framework. This section establishes the formal
PNDP guarantees that Z1p-DL provides and dissects further
its analytical properties.

More concretely, we first present the additional as-
sumption and privacy definition used in the analysis (Sec-
tion [6.1), before defining an equivalent formulation of our
algorithm (Section [6.2). Section [6.3] will then exploit this
formulation to express the evolution fo the system, wich

is pivotal to our privacy analysis of ZIP-DL presented in
Section [6.4] We finally consider the simpler case Algorithm [I]
(Section [6.5), and link our result to those of [[T1].

6.1. Assumptions & definitions

When discussing PNDP, we use the same notations and
definitions as [11]. Specifically, with D = (D,),,.,, denoting
set of datasets across all the nodes, we call a pair of (entire)
datasets D and D’ adjacent, denoted by D ~, D', if there
is some node and only one node a € V for which D, and
D, differ.

We are interested in analyzing how ZI1P-DL guarantees
PNDP for an input dataset D (a given initial data distri-
bution between the nodes). To this purpose, we require
two additional assumptions, in addition to those highlighted
in Section 3.1} First, we need the distance between the models
trained on two adjacent datasets to bounded, which aligns
with Assumption 1 in [[11].

Assumption 6. There exists some constant A > 0 such that

*)) for any adjacent datasets D ~, D', we have

VHa@—VHm@WSA? )

sup  sup
z€RY ¢ £eDxD’

This is a standard assumption when considering differ-
entially private algorithms: we use a bound on the original
perturbation and observe how this perturbation can be scaled
by the algorithm.

For a pair of adjacent datasets, € [11] introduces the
notion of privacy view on two such datasets:

Definition 1. [|/|] The privacy view of a node v after T
steps for a dataset D is:

O (AD(D)) = {m{L,,, | t € [1,T],v € T} U {a,},

with AT q state -sharing algorithm iterated T times such
as Algorithm I or Algonthmi and A T) ) the set of all
messages sent by neighboring nodes on the network during
the execution of the algorithm.

The privacy view represents a projection from the set of
all the messages in an execution .A(7) to the set of messages
that v receives during the algorithm’s execution.

When considering this privacy view O, (AT (D)), we
consider the scenario where node v would be an honest-
but-curious attacker and tries to infer information from it’s
observations - the privacy view. This view is then used to
define PNDP [11]], by leveraging the definition of Rényi-
DP [32].

Definition 2. (Pairwise Network Differential Privacy) For
g: V> = Rt and o > 1, a mechanism A satisfies
(c, g)-Pairwise Network Differential Privacy (PNDP) if, for
all pairs of distinct nodes a,v € V and adjacent datasets
D ~, D', we have

Do (0,(ADD)[0,(AD(D)) < ¢T(a,0),



where D,, (P||Q) is the Rényi divergence [33|] between
probability distributions P and Q:

Du (X[¥) = ailln/ﬁjgi) iy

with px and py the densities of X and Y.

(2)dz.

Therefore, ‘™) (a,v) quantifies the privacy leaked from
a to v, and our goal is to constrain it to a minimal value. This
decentralized approach harnesses communication topology,
in contrast to DP or Renyi-DP, thus fully exploiting the
specificity of a decentralized context.

The choice of this privacy guarantee is further motivated
by the synergy between Rényi-DP and Gaussian noise [32],
as the following lemma underlines:

Lemma 8. [33] Suppose that X ~ N (ux,Y) and Y ~
N (wy,X). Then for all o > 1, we have:

Do (X[[Y) = 5 T(x = y)= 7 (ux =) (6)

This lemma shows Gaussian noises are crucial to our
algorithm to properly generate cancelling noises. Most other
distributions with link to differential privacy do not have the
additivity property that Gaussian distribution has, and which
is at the core of our approach.

Rényi-divergence usually provides important properties
when considering privacy concerns. Most notably, the compo-
sition theorem and the preservation by post-processing [32].
Of those two, the former allows for an easy way to derive
the privacy guarantee of the composition of differentially
private algorithms. When considering a process with multiple
rounds, this makes it practical to compose privacy guarantees
between rounds and significantly alleviates the analysis.

Remark 3. Since we consider a projection of the set of all
messages A7) (D) on the view of the attacker, we cannot
naively apply composition theorems on O,(A®) (D)) to this
approach directly. That is because here, the composition
would rely on external information, that was not in the view
of the attacker. To circumvent this, the original paper [11)]
considers a full averaging algorithm, meaning composition
can be performed by using the (common) final state of the
averaging algorithm.

However, we want a more usual view of DL, where we
alternate between one round of averaging and one round
of gradient descent. To avoid using composition, we must
be able to analyze the behavior of the noise through the
gradient. To this end, we consider the following assumption:

Assumption 7. For all i € V, for all data sample §; and
model z, if we consider a noise Z ~ N(0,X), then we have:

VFZ(I + ngi) NN(VE($’§Z)7LE)

In essence, Assumption [7] implies that the gradient of a
model perturbed with Gaussian noise stays close to the
unnoised (original) gradient while following a Gaussian
distribution around this unnoised gradient. The range of the

standard deviation is bounded by the smoothness constant
L (Assumption [2), which comes from the remark that
IVFi(z + Z,¢;) — VFy(x,€)||> < L||Z|]°. This assump-
tion will allow us to simplify privacy expressions without
resorting to a composition theorem. Most notably, Lemma [I0]
links an execution of ZIP-DL to an execution of decentralized
learning without any noise. This link will be pivotal to the
privacy proof.

6.2. Equivalent system formulation

Gossip matrices (Section [3.2)) are a natural tool to analyze
how information propagates in a communication graph over
several communication rounds. Unfortunately, they cannot
be directly applied to Algorithm [2| as they assume that each
node sends the same information to all its neighbors in a
given round. This assumption does not hold for Algorithm [2]
where the noise Z,_,, added by each node a to its model
during the Z1p-DL-averaging step (line [5] of Algorithm [T}
is different for each of a’s neighbors.

We overcome this difficulty by considering an equivalent
virtual communication graph of n? nodes that emulate the
behavior of the n nodes executing Algorithm [2] In this
construction, each original node a € V is replaced by n
virtual nodes ai,..,a, € V connected in a clique. Each
virtual node a, is then connected to v, in the virtual
communication graph if a is connected to v.

This emulated network makes it possible to track the
privacy loss incurred by our algorithm, whose behavior can
be interpreted as a sequence of linear matrix operations on
the states of the virtual nodes. Because each virtual node
replicates the state of its real node, the system’s state is
encoded in a matrix of dimension n? x d, while message
exchanges and state updates are captured by matrices of size
n? x n? (since the virtual communication topology contains
n? nodes). For simplicity, we focus in the following on the
case d = 1 to introduce the notations, but the approach
generalizes seamlessly to higher dimensions.

In the remainder of this section, we present in more
detail the entities we use to analyze the privacy loss of
Algorithm[2]using virtualization. Virtual entities are decorated
with the symbol " : if A describes an object in the original
“real” system, then A represents its counterpart in the virtual
topology. We note V = [1,n?] the set of virtual nodes, where
the real node 1 is represented by the virtual nodes ranging
from n(i — 1) + 1 to ni. X® represents the stacking of
virtual models at time ¢, i.e.,

o T @ T @ T @
X0 = (:Cp? 20, T2,

L),

ey

in which the local model x((f) e R% is duplicated n times

across all the virtual nodes associated with node a. X () €
R™* %4 in the general case, but collapses to a simple vector
of dimension n2 for d = 1, which we assume in the rest of
this section.



The noises generated in Algorithm [T] are captured by
two random vectors Y ®) and Z(®) of dimension 72, defined
component-wise by

0 _v® -

Yn(7 YE =Y. Vi,j €V,
t t ..

ZT(L()FI) =z, Vi, j € V.

Due to Line 3| of Algorithm Z () results from a linear
combination of Y (*):

ZW = cWy®, (7)

where, C*) is the block-diagonal matrix filled with O values,
except in the following positions when a, v, j range over V:

dd’l 1fj—v/\v€1"(t)
t W(t)
C n(a—1)4v,n(a—1)+j =N W(t) if j 7& VAU E F(t)
0 Otherwise.

The covariance matrix of Y is the diagonal matrix in
which each node’s variance (§2) is repeated n times. The
covariance matrix of Z is Z& = C’(t)EY TC® due to
Equation (7).

From a given gossip matrix W), we construct W(t)
as the communication matrix where each virtual node only
communicates with one fixed node. We also introduce M,

which mixes information between the virtual nodes afterward.

W . {Wi?% if i =n(i—1)+j,j=n(j —1)+i

I 0, Otherwise
i, 0, O, 0,
L On | eprxn® (g
0, 0, 0, 1,
where 1,, = [1]; jeq1..n,) and 0, = [0]; je[1..) represent the

matrices of dimension n xn full of ones or zeros, respectively.

M creates a fully connected network between the virtual
nodes of a given real node. In doing so it captures how each

local node averages the individual models it receives through
2 (1)

W
Using this matrix, we obtain the following virtual gossip
round:

NP

X(t+1) MW

(X(H-l/?) + Z(t)> )

The following lemma ensures that the update rule stays
the same as Line [§] of Algorithm [I] proving we have
constructed something equivalent to the non-virtual update
rule:

Lemma 9. Consider i € V and t € N. Then we have:

®  _ x®
Ve eV, X0, = x|

Sketch of proof. This is proved by induction over ¢t € N,
using (9) and unrolling the matrix multiplication. The idea
is to remove indexes in the virtual domain by exploiting the
properties of the matrices.

® Mn(7. 1) +k]

M71,(1—1)+k,]

31mp11ﬁes the sum by removing M.
.Wj+n(21 #0 < wu=n(j— 1)+ in which

case W Jtn(i—1)u = Wl( ]), which simplifies the sum
further, by removing indexes and rewriting in terms of
w,

Finally, some variables changes allow to obtain a direct sum

over indexes in V), yielding to the desired result. O

#0 < j € [n@i—1)+1,ni and
= 1 in this case in such case, which

6.3. Accounting for noises over time

In order to track how privacy losses propagate from one
SGD round to the next without using a composition theorem
(see Remark [3), we further consider 7" successive rounds of
Algorithm l Dl These T rounds incur the generation of Tn?
individual noise values at Line 2] of Algorithm [T} and the
same number of noise values at Line [3] just afterward. We
track the correlation between these noises and the model
parameters to which they are applied in the virtual system
through covariance matrices of size tn?, for ¢t € [1,77].

To track those n2 x t noises, we consider matrices that
aggregate data through time for notation purposes. Those
matrices will be denoted by a ~ notation. Similarly to before,
we consider Y® € R a matrix stacking all the noises
generated on the network.

Even if the noises at time ¢ 4+ 1 are independent from
the noises at time ¢, meaning the covariance matrix will be
block-diagonal, we reach a simpler expression with time
matrices. Formally, we have:

Z{/ 0,2 ... 0,2
0,2 X, ... 0,2

Spoi= |8 D | erm a0
0,2 0,2 ... EY

where ¥ € R™*™ corresponds to the covariance matrix of
the uncorrelated noises. This is a diagonal matrix. In the
special case where all nodes have the same privacy parameter
62, then we have Sy = 62112 sn2.

Using this and the decomposition Z() = C®Y®)
(Equation ), where Y () ~ N(0,%y), we also create a
decomposition Z() = CMY®) where C'*) a block diagonal
matrix of all the C(®).

For ease of notation, when considering matrices that
aggregate through time, we will consider a constant communi-
cation matrix W (*) = W . Our notations could be generalized
at the expense of matrix product notations. For the temporal
gossip matrix, we define the following:

T

(1-~L) o
20 (i

(1—~L)

In particular, we have W . This matrix will

appear in Theorem [I1] and can be used to compute the
propagation of the noise through the system after 7' steps.

W = L, M) an

T) ¢ Rn xTn®



This notation finally allows us to leverage Assumption [7}
Using the equivalent formulation defined in Section [6.2] we
now progress toward the privacy analysis. First, we derive
the distribution of the model vectors:

Lemma 10. Using Assumption E] consider YT a virtual
execution without any noise, and every other source of
randomness is the same. Then, we have:

~ ~ ~ T . ~
XT o N (X(T),LW(T)C(t)Ey(t) (W(T)C(t)))

This lemma draws a parallel between an execution
of Algorithm [2] and an unnoised execution and is at the
core of our privacy analysis. Lemma [10] offers a structure to
bound the Rényi divergence between X ™) on two executions
on adjacent datasets. Its proof is deferred to Appendix

6.4. Z1P-DL privacy analysis

We now focus on analyzing the formal privacy guarantees
of Algorithm [2]

Theorem 11 (Privacy of Zip-DL). T iterations of Z1p-
DL (Algorithm @) satisfies (a,e(T) (a,v))—PNDP, where
eT) (a,v) is bounded for any two nodes a,v € V by:

2072A2 2 (2+492L) —1
L—|—4'y2L2 Z Z B (t) T, N0
t=0 1)6‘{) <(WC) EYU) (WC) )
wer! B,

where f)f,(t) is a diagonal matrix representing the noise
variances_of all noises generated by the algorithm up to
time T, CY) is a block-diagonal matrix representing the
correlation factor at each iteration t, and W® s the
accumulation of all the powers of the gossip matrix defined
in Section

In essence, a node’s privacy loss increases over time, and
the influence of the privacy mechanism is denoted by the
denominator: this term accounts for all the noises received
by the virtual node w. On the other hand, the numerator
accounts for how models drift away from each other.

If we consider that all nodes have the same privacy
parameter ¢2, then the denominator becomes akin to the
norm of (WM)S), which is similar to [|11]].

This result is a double sum over time and the attacker’s
neighbors, since in our notation f{) is a set containing at

most one value that translates whether w is in F(Ut) or not.

Remark 4. This result naturally extends to colluding nodes
if we consider V=, An(v —1) + k| k € V} to be the
set of colluding nodes. We can thus have a similar bound of
€™ (a, V), for V.C V a set of colluding nodes.

Even if the matrices considered here are of large dimen-
sions, this bound can be computed in practice since their
underlying matrices are sparse: either they are diagonal by
block, or some have only one element by line. For instance,
both M and X, are diagonal by block since the noises
generated at each iteration are independent.

Sketch of proof. (Theorem - We ﬁrst consider two ad-
jacent datasets distributions § ) ~, €M) For a given set of
nodes V C V, we denote V C V the corresponding set of
virtual nodes. We have:

Do (Ov(AD(D))[0v (AT (D))

12)

. o (1)
Using Lemmaon both Xg) and X ; ,

adjacent unnoised executions )21(5) and )21(5). They are two

executions with slightly altered trajectories. We obtain:

we can consider

~ » (t
Xq([;t) ~ N(XS)7 L(Et)ﬁ),’ﬁ))7 @ N(Xu) ) (Et)@,ﬁ))7

with
T

= (we) 550 (WE)" (13)

Considering (T1),(13) along with Lemma [8] we obtain:

2 (1))
Do [ XV)X, > <&
( H S s

Hx -3
2
Finally, we bound ‘L (t) ijH using Lemma

i)

y (WD)
Putting it all together in (12, we obtain the desired
result. O

To truly complete the proof, a bound between two
adjacent inputs is derived using the following lemma, whose
proof is deferred to the appendix.

Lemma 12. Consider two unnoised executions. Then,

(t) 4~2N?

oo~ 14+442L

This lemma bounds the maximal difference between local
models of two adjacent unnoised executions. One limitation
of this lemma is that it bounds over a maximum. This is
because the gradient must be isolated from the recursive
term in the proof. To show this, Section @] focuses on the
case where only averaging is performed. In this scenario,
the equivalent of the above lemma is much tighter, and we
derive a generalization of previous results to our case of
correlated noises.

(2 +44%L) = 1)

6.5. Z1p-DL-avg privacy analysis

We also focus on the privacy of Algorithm [T]as a pure
averaging algorithm. This removes gradient from the proof
of Theorem [I1] and thus Assumption [7]is not needed. By
following the same proof with a simpler update rule, we can
derive a more tractable term,



Theorem 13. T iterations of Algorithm satisfy
(o, €T (a,v))-PNDP, where ¢) (a,v) is bounded for any
two nodes a,v € V by:

ZZZ

=0 4eV e

(an)7).,,

( (WE)05, (Wé)(t))

)
where

W — (W), ..., NIW)

Remark 5. This theorem generalizes the result of [11|]] by
introducing the correlation matrix between all the generated
noises CV). Applied to the algorithm presented in [|11)],
the correlation matrix C") in the above expression would
instead be the identity matrix. Additionally, the numerator

is also the same as the one of the original work, as we
(@ninyr)
. 'u),'a A
associated to the virtual nodes 0, a.

have = (W)L, where w,a are the nodes

7. Evaluation

In this section, we compare ZIP-DL’s performance on a
practical learning task with that of baseline decentralized par-
allel stochastic gradient descent (D-PSGD) and the privacy-
preserving DL algorithm Muffliato [11]. The comparison
focuses on two aspects: (i) the tradeoff between model utility
(top-1 accuracy) and privacy, and (ii) the cost of such privacy
in terms of the communication overhead. The next section
explains all the experimental details, and the following ones
are dedicated to the performance against a passive attacker
described in Section 3.3

7.1. Experimental setup

Topology. Throughout the evaluation, we use 128
nodes connected in a 6-regular communication topology. We
assess two settings: (i) static topology: D-PSGD [34] over a
fixed topology generated at the start of the experiment, and
(ii) dynamic topology: EL-Oracle [25] where the positions
of the nodes in the topology are randomized before each
communication round.

Baselines. We compare Z1P-DL to two baselines: the
basic version of the DL algorithm without privacy guarantees
(No noise) and Muffliato, a state-of-the art privacy-preserving
DL algorithm. For Muffliato, we allow 10 averaging rounds
per training iteration, as recommended by the authors [[11].
This produces a nearly-exact average across the network
(see Figure [5] for details).

Learning task - CIFAR-10. We evaluate Zip-DL and
the baselines over the image classification task of CIFAR-
10 [35] using a convolutional neural network GN-LeNet [36].
The training set comprises 50000 data samples and the test
set 10000 data samples. The neural network has 89834
trainable parameters. Nodes perform a fixed number of local
gradient steps with tuned learning between communication
rounds.

Data partition. Data is split among nodes in the

following manner [22], [37]], [38]:

o The entire training dataset is sorted by class.

« Each node takes two slices, or shards, of equal length

of this dataset one after the other.

This ensures that the data is non-IID, while each node obtains
an equal amount of data. In our case, each node has around
390 training elements, with most nodes having only elements
of two classes.

Noise levels. To show the effectiveness of ZI1p-DL,
we evaluate its performance under different noise levels:
ko, for k € {1,2,4,8,16,32,64,128,256}. We choose o
empirically by measuring the value of the average gradient
norm during a No noise run: 128¢ corresponds to a noise
of the same magnitude as the typical gradient. For a fair
comparison, we amplify the noise of ZIP-DL to have the
same variance as the noise generated by Muffliato (Remark [2).
In other words, we compare ZIP-DL and Muffliato using
equivalent noise levels. To select the value for o; we evaluate
that the typical gradient on the CIFAR-10 task for our model
is around 0.225. Since our focus is the tradeoff between
accuracy and privacy, we craft our noise level 1280 so that
the generated noise has a standard deviation (128~yc) equal
to this typical gradient. Then, we consider multiple noise
levels around this value. For reference, the lowest noise level
generated has a standard deviation of 1.76 x 1073, whereas
the highest one for Z1p-DL is 0.9.

Privacy attack and metrics. We evaluate the privacy
of the algorithms against an honest-but-curious attacker
described in Section [3.3] Empirically, we apply (i) a threshold-
based membership inference attack [7], [17]], and (ii) a
linkability attack [39] to transmitted models. The objective
of the threshold attack is to identify whether a particular data
point was used during the training of a machine learning (ML)
model. While simple, this approach serves as a lower bound
to privacy vulnerability: if such an attack is successful, more
sophisticated ones will also be [17]]. The attack is quantified
using the Area Under the Curve (AUC) of the TPR (true
positive rate) vs. FPR (false positive rate). The linkability
attack, in turn, is quantified through the attack accuracy,
whose objective is to identify which node’s local training
set produced a particular model. Linkability attack is based
on the loss of the given model on each local training set.

In addition to the privacy of each algorithm, we also
evaluate the utility of its trained models using top-1 accuracy
on the test set, and the communication cost of the entire
training process. This provides a measure of the cost of
privacy and the tradeoff between communication cost, model
utility, and privacy. Moreover, since Muffliato and ZIP-DL
are parameterized by noise, we show a privacy-accuracy
trade-off over multiple noise levels.

7.2. Z1P-DL privacy-utility tradeoff

We assess the privacy vs. utility tradeoff of Z1P-DL by
plotting the maximum top-1 test accuracy reached (utility for
nodes) against the average attack success (privacy vulnerabil-
ity for nodes) throughout the learning process for increasing
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Figure 1. Maximum accuracy reached as a function of the average linkability
attack success rate.
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Figure 2. Threshold attack AUC and accuracy with the threshold attack at
different noise levels.

noise levels. Ideally, we strive for an accuracy close to that
of No noise while a keeping low attack success.

Figure [I] shows the tradeoff over the linkability attack
for decreasing noise (color intensity) from left to right
for both static and dynamic topologies. ZIP-DL achieves
similar utility to No noise for significantly lower linkability
attack accuracy. For instance, with a noise level of 320,
Z1P-DL achieves a 52 percentage points decrease in the
linkability attack success rate while limiting the utility
loss to 4 percentage points. Moreover, if we observe the
domain of low linkability attack accuracy (< 30%), Z1p-DL
consistently beats Muffliato in terms of the privacy-utility
tradeoff, exhibiting lower linkability attack accuracy with
better test accuracy. The same trend appears in dynamic
topologies. Note that for very low noise level (o), Muffliato
shows better utility than both ZiP-DL and No noise in the
static topology. This is due to the near-perfect averaging
achieved in Muffliato with 10 averaging rounds between
gradient steps compared to 1 averaging round fot Zip-DL
and No noise. While this results in a 10X communication cost
for Muffliato compared to Z1P-DL and No noise, Muffliato’s
advantage wears off in dynamic topologies, as apparent on
the right-hand side of Figure [T

Figure [2] shows the privacy vs. utility tradeoff under the
threshold attack. The noise decreases from left to right in
Z1p-DL and is represented by the decreasing intensity of the
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Test accuracy mean [%)]
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Figure 3. Accuracy at different noise levels on CIFAR-10.
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Figure 4. Data exchanged to reach 50% accuracy for CIFAR-10. Muffliato
fails to reach this target for higher noise.

color of the data points. As in the linkability attack, Zip-DL
consistently beats Muffliato by delivering higher utility for
the same threshold attack AUC. Although it is simple, the
threshold attack remains fairly robust to the noise added
to models in DL. In both static and dynamic topologies,
the models in Muffliato show extremely low model utility
(< 20%) up to high levels of attack success (80%). Finally,
Muffliato shows a strange behavior of decreasing threshold
attack AUC for decreasing noise at low noise levels. We
conjecture this happens because, at the inflection point, the
models start to generalize beyond the local training set, hence,
decreasing the attack success.

Figure [3| compares the best accuracy reached by Zip-
DL and Muffliato for various noise levels. In contrast to
Muffliato, the accuracy of Z1P-DL is less sensitive to noise in
the region of high test accuracy, i.e., ZIP-DL with noise 640
achieves better test accuracy than Muffliato with a noise of
40 in the static topology. Furthermore, for dynamic topology,
Z1P-DL converges to the accuracy of No noise at the noise
level of 160, while Muffliato never converges to the same
accuracy even for the smallest noise of 2¢. In conclusion,
Z1P-DL demonstrates better convergence when compared to
Muffliato for similar privacy vulnerabilities.

7.3. Communication overhead

While basic DL and ZiP-DL limit themselves to a single
averaging communication per gradient step, Muffliato should
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Figure 5. Muffliato test accuracy with different numbers of averaging rounds for a noise level of 8¢ (left) and 320 (right), compared to ZIP-DL (1-round).
For Muffliato, there is little difference between 10 and 20 rounds. However, 1 round greatly degrades the accuracy even with the smallest amount of noise,
forcing the use of 10 averaging rounds, which is costly in terms of network usage, communication time, and privacy loss.

perform several of them to ensure the convergence of the
averaging. The exact number of communications required
depends on both the variance of the models at the nodes
and on the spectral analysis of the communication graph.
Since the variance of all the models should be unknown
from each individual model, we test Muffliato with 1, 10,
and 20 rounds of communication to find the right number
of communications rounds.

Figure 5| shows the evolution of the test accuracy w.r.t. the
number of iterations for basic DL, Muffliato (with 1, 10, and
20 communication rounds), and ZI1P-DL for two different
settings. For both settings, we observe that Muffliato-10
is as accurate or more accurate than Muffliato-1, and has
the same accuracy as Muffliato-20. Therefore, 10 rounds of
communication are sufficient for Muffliato to achieve proper
averaging while minimizing communication costs.

The paper [11]] also uses rescaled Chebyshev polynomials.
However, this is only partially reduces the number of
averaging rounds required. Instead, we pick the smallest
number of standard averaging rounds that is high enough to
ensure accuracy convergence, since we are interested in the
accuracy and attack results, while Muffliato’s communication
results are compromised anyway by the its requirement for
multiple averaging rounds.

The addition of noise in both ZIp-DL and Muffliato
not only affects the final utility of the models, but in some
cases increases the number of learning iterations required for
the accuracy to converge. We measure this communication
overhead using the total number of bytes transferred to reach
50% top-1 accuracy for both Z1p-DL and Muffliato. Figure E]
shows the communication overhead in TiB for increasing
noise levels. Performing 10 communication rounds per
averaging step, Muffliato transfers 10x more data compared
to Z1p-DL in one training iteration. Additionally, being
sensitive to the noise, Muffliato does not even converge to
an accuracy of 50% for noise levels beyond 8o for both
static and dynamic topologies. In contrast, ZIP-DL attains
72% accuracy (Figure [3)), even for a noise level of 320, while
having similar communication cost to No noise for noise
levels up to 80. Z1P-DL, therefore provides better privacy
guarantees while keeping the communication overhead in

check.

Linking Figure [ to Figure [[, we can compare the
communication costs under an equivalent attacker advantage.
If we consider a noise of 320 for Zip-DL, and 40 for
Muffliato, Muffliato requires 10.5X more communication
than ZIP-DL to reach the 50% accuracy bar.

The trend is replicated in the dynamic topology experi-
ments where ZIP-DL consistently has a lower communication
overhead of privacy as opposed to Muffliato.

8. Conclusion

DL addresses privacy in collaborative learning by prevent-
ing raw data sharing. Despite that, models shared between
nodes still leak private information. We introduce Z1p-DL,
which enhances privacy in DL by injecting correlated noise
into shared models. Z1P-DL does not introduce additional
messages or any sort of coordination across nodes, hence
having minimal impact on communication cost while keeping
convergence rates on par with the state-of-the-art. In particu-
lar, the noise introduced by Z1P-DL has a provably minimal
impact on the convergence rate of the system compared to
other similar approaches, meaning ZIP-DL can be used as
a basic privacy addition even in high-performance regimes
where traditional privacy-preserving mechanisms may be
intractable to use because of utility degradation. In addition,
we provide formal privacy guarantees in the form of PNDP,
bounding the privacy leakage of a node. Experimental results
confirm ZIP-DL’s superior privacy-accuracy tradeoff under
Linkability and Membership Inference Attacks. Z1P-DL per-
forms particularly well on attacks that do not require crossing
information across iterations, which are the most studied
practical attack scenarios. Future work will explore broader
scenarios beyond the initial assumptions of symmetric gossip
matrices and behavior of a noisy gradient, aiming to extend
Z1P-DL’s applicability and robustness guarantees.
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Appendix A.
Proof of Theorem 11|

A.1. Assumptions and lemmas

Proof (Lemma @) We proceed by induction on 7T for the expected value, and note Xp
thl (1 —~L) (MW) Z(t) T(MW) We have the following two update rules:

@+ — i ( X0 _AvRXD, (™) 4 Z@))

. (T [ )
X = MW (x(T) - WVF(X(T),ﬁ(T))) :

First, we can show by another induction that this is a linear combination of Gaussian random variables.

Then, let us look at the expected value for X T+ if we assume that the expected value of XD s ), Assumption
guarantees that the expected value of X (T+1) s X(T+1)

Finally, using Assumption [7, we have:

N A T . . A T ~ 4
@) /\/(;ﬁ””, L1 =0 Vs v ™y 4 Lo s, (MW(T)))

Thus, we obtain the update rule:

(T) (1)

(LS7) (N
(T)).

LYpy = (1 —~L)MW )
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+ LMW Sz (MW
This yields the following:
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We focus on the left term, and notice that:

(b= - A(t=1) (- C(t—1) A(t— (1) -1 ||
O = |[VFRED,€070) = VERE,E070) + VRRI,E070) - VR ,s“ ”)H
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Thus, we get:
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Unrolling the recursion, we obtain:
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A.2. Proof of Theorem [11]

Theorem 11 (Privacy of Z1P-DL). T iterations of Z1P-DL (Algorithm 2)) satisfies (a, e (a, v))-PNDR where €T) (a,v)
is bounded for any two nodes a,v € V by:

2@72A2 Tzl Z 2+4’72L)t—1
L+42L? N T oy
= ey, (We) S50 (W)
er @,

where ilf,(t) is a diagonal matrix representing the noise variances of all noises generated by the algorithm up to time T,
C® is a block-diagonal matrix representing the correlation factor at each iteration t, and W9 is the accumulation of all
the powers of the gossip matrix defined in Section [6.2]

Proof. We want to bound the privacy loss that emerges from the view of nodes V. To this end, we will use the matrix
notations defined in Section [6.2] with a virtual network.

For simplicity of notation, we assume that the communication matrix is fixed through time. The proof generalizes to
arbitrary communication matrix at time ¢ at the expense of product notations. We obtain the following update rule for a
given averaging round t:

D i (X—(t) CAVE(X® ) 4 Z(t)) (14)

We now want to focus on two distinct executions on datasets £ ~,, f (t), The dot notation will correspond to the
execution of the algorithm on an adjacent dataset. . .

If we now consider some set of nodes V' C V), we denote V' C V the set of corresponding virtual nodes. We want to
bound:

Da (Ov(AT(D))|0v (AT (D)) = Do (O (AT (D)) |0y (AT (D))

5)

IN
N
N

-

Q

—

%
=
SO

~——

N 2 (1)
Our main focus is thus to bound D,, X ||X . To this end, we want to apply Lemma |10 to both X l(ut ) and X W -

One key remark is that both their distributions are centered on slightly altered trajectories, corresponding to the two adjacent
datasets. Thus, we apply Lemma [I0] and obtain:

. R 2 (t) (1)
X0 ~ NG L(Er)aw), o ~ N LET)o.w),

with S = Y7 (1 — L)Y (MW )'S, (MW,

One last thing we may want to do is factorize the noise expression: We now consider the matrix of all the noises
ASRINS ]RT"Q, where Z [tn? + W] := Zg ) for 0 < 1 < m?. We can express the term by considering the temporal matrix
notations of Section This leads to:

=Wy, "W ) (16)
Considering (T1)),(T6) along with Lemma [8] we obtain:
L) 2]

' Xw X
Do (K% ) < g
2L (Warsg T(WOND)
112
Finally, we need to bound the difference between the two unnoised executions )ZS) - )'(g) H using Lemma
Putting it all together in (T3], we get:
T—1
. 20072 A? (2+442L) -1
Da (Ov(AD(D)) |0 (AT (D)) < T a7
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A.3. Proof of Section

Sketch of proof. (Theorem [I3) We can follow the same proof concept for the averaging algorithm presented in Algorithm [T}
In this case, the notion of adjacent dataset is slightly different, as it concerns the original data itself X(*). We will obtain a
simpler update rule:

o™ (5 )
Unrolling the model updates, and following a similar reasoning, we obtain that:
XTH) L AW XO W NSy (WD)
where W™ .= (MW)T, ..., MW)eR"*T"

Then, using the same decomposition and Lemma [§] we observe the sensitivity is:

J(omir (z0-£7)) |

< (@nin)T) a2,
W,
: . . " : (0) . . :
with A the bound on two adjacent datasets, since X(®) and X  are only different in component u. We can derive the
desired result from this. O

Appendix B.
Proofs of Section 4]

Lemma 1. Noise cancellation on the global model: for every node a € V = [1,n], it holds that

: a,v a—)v : v,a (1—)’0 = O'

Proof. Using the notation in Algorithm [T} and since the matrix is symmetric we have for a fixed node a:

E av aAMJ__ § Lv.v a—v § aj aAH

vel', vel', aw jer,
=Z¢MH—Z (2 Wai¥Yass)
vel', vel', jEF
ZE: a,v a—M) jg: a,j a—%]
vel', jer,
=0.
O
Corollary 2. Impact on the global average model:
vt € [0,7], 20D = z(tHY2),
Proof.
} RS
= LS < LS S Wil i)
a=1 a=1verl,
1< 1<
—— W® L E+1/2) 4 — w® 7@ 18
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For the first term:
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Where we used the properties of the mixing matrix.
Focusing on the second term in (I8), we obtain:

LSy wiz, - Ly sz,

a=1wvel, a=1v=1

1 n on
- ; z::l WiZ0,,
=0.

Plugging this into (I8) yields the desired result:

1 n
A(t+1) _ © (t+1) — 5(t+1/2)
T - ; xg T
O
Lemma 3. Noise characterization for Algorithm ' Consider that for node a, for all v € I‘,(lt), a@v ~N (O ’y ) for a
fixed topology W®). Then, using the definition of Algorithm I} we have:

Va,v € [[LTLH égv NN( (o a%v)Q)

with
(t)\2
(0((120)2 — (do —1)° Zjel“ﬁ,”,j#v(wavj) 422,
3 (d W2
Proof. First, looking at the definition of Z,_, , we obtain that:
1
Za—w = Ya—)'u - m Z WaJYa—)j
JEF
d, — 1
= da Ya%v - Z W a,j a~>j (19)
a v ]EF
2o

Thus, Z,_,, is a linear combination of independent Gaussian noises. This means that Z, ,, also follows a Gaussian

distribution. Since the mean of all Y,_,, is 0, so is the mean of Z,_. .

—v

To obtain the desired result, we only need to look at the variance. Using (I9), we obtain:
d, — 1
V(Za%v) = V( d Ya%v - Z a,j a~>g
a a v ]EF
A
d, —1
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Lemma 14. For all a € V,v,v" € T, such that v # v', we have

7 ) Zkel" ( - d [(W ,v)2 + (Wa,v’>2] '}’2§g
a—v’ d W W da .

a,v

Covar(Z,
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Notably, in the case of uniform weights (W, ,, = W, , for all v,v" € T',), then the first fraction becomes —1, yielding
to a covariance of —%.
Proof.
Covar(Z, s Zasor) =B 20y Zasr]

1 1
=E Ya—)v - W Z Wa,kYa%k Yaﬁ'u’ - W Z Wa,kYa%k

e per, @™ an per,
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2
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2
1

E Z Wa,kYa%k

+ -
2
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Where we used that Y,,_,, is independent from Y, _, , because v # v’. The two middle terms are handled similarly, by
symmetry between v and v':

1 1

daW ) E Ya—w Z Wa,kYa—>k = daTam,E [(Ya—>v)2] + daW ] E Ya—w Z Wa,kY:L—Hf
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. Wa,v 72§3
W, do

Where we used the fact that Y,_,, is independent from Y, ., and that E[Y, , ] =0.
By symmetry between v and v, we obtain the third term:

1 Wa v’ 72§2
d W IE YCL—)U' Z Wa,kYa—>k = W d < °
a a,v kGFa a,v a

Finally, the last term is the variance of a weighted sum of independent Gaussian variables. This yields:
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Plugging this all into the main equation:
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This is the desired result. O

Appendix C.
Convergence rate of Zip-DL

C.1. Useful inequalities

Lemma 15. For any set of n vectors (a;)"_q,a; € R

2 n
2
<ny |l
i=1
Lemma 16. For any vectors a,b € RY, for any 3 > 0, we have:

la+D||* < (1+5) Jall* + (1 +57") bl

C.2. Convergence rate results

Theorem 4 (Convergence rate of ZIP-DL). For any number of iterations T, there exists a constant stepsize vy s.t. for
Algorithm it holds that ﬁ ZtT:O wy(E [f(@®)] — f*) + Lrpyq is bounded by:

2 LA roL T+
o5 sl o)
nuT ' p2T 192V/3L
_ .12 _t _ap - .
where f* = f(x*), 1 = [Hx(t) —z*|| } wy = (1—-57) D Wy = %Zle wy and A = 2(1166_471;) (0? + %192) +
16-4 dﬂ
%16—72 Zav 1da ol §3

Proof. (Theorem [d) We used a similar situation to [27] with 7 =1 and a fixed communication matrix sampling distribution.
The proof follows the same structure as in their paper. Our algorithm only induces some changes in some of the intermediary
lemmas that need to be adapted to obtain the main result.

To this end, we restate Proposition [I] and Lemmas [6] and [7] in our setting. We can then solve the main equation in the
following manner:

e We bound the distance of the averaged model to the optimum LemmaH It is the case r, = E “ i * 2},
er = f(@W) = f(z*),a=4b=1c= %2 and B = 3L

o We also bound the consensus distance with a recursive bound using Lemma [/| The next step is to determine the precise
constants to continue the proof.

The equation of the consensus distance (Lemma [/) is of the following form:

7p)

E<(1+801- 16

- - (dv_1)2 2 2
i1+ (14 B)Dy?er 1+<(1+ﬁ)A+ 14671 n;di 1T§u 8l

v=

with e, = f(2()) — f(2*), D = 2 and A = &7 + 1842
Because of the 1 + 3 factor, we cannot directly apply the recursion-solving Lemma to our scenario (Lemma 12 in [27]).
We can however modify our current equation to match the beginning of their proof of this Lemma. This is mostly possible
because we are in the case 7 = 1, meaning that we require a slightly stronger property on the matrices’ distribution.
We can now rewrite the previous equation by setting 3 = 16377”71) (rq: we only require 5 > 0, which is satisfied since
0<p<),

16—-7p+3p 16 —4p

1
(1+5) = 16—7p  16—Tp

and

7p) 16— 4p16—7p _ 16 —4p

£ =1—
16° 16—-Tp 16 16

1+p0 -
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Putting these inside the main equation, and setting A’ = ((1 +B)A+ 1+ HES" di>n wﬁ) v and D' =

s(1+8)D = 2(1166_—471;)%:

20 < (1= )51 + 200 + 2477

This is exactly the term obtained in [27]’s Lemma 12 after unrolling the different terms, which is only needed when 7 > 1.
Thus, in our case, we can fall back to their proof using this approach. We just need to ensure Lemma 12’s hypothesis are
verified:

0<p<l1

T=12>1

AD' >0

{v?}i<o is a %—slow decreasing sequence since it is a constant.

{wy :== (1 —ay)" D} is a 11)—6-slow increasing sequence of weights
Thus, we can have the same reasoning as the proof of Lemma 12 in [27], and obtain the lemma’s result with the
following equation:

T T T
_ b
B § wiS < 5 § weey + 644’ B2 § wy (20)
+=0 t=0 t=0
for some constant E and stepsize v < %6 %

From this point on, we can follow the exact ending of the proof, the only difference are our new constants A’ and D’.
We thus obtain:

T T T T
1 1 (1 — avy)w, Wy c 64BA’ 9
—— N < s oayte 0t _c
Wy ;:0 wer S ;:0 < 5 Tt 5 Tey1 |+ Wo ;:0 wey + Wr 2 weY

(with Wy = 37 wy).
Finally, we use Lemma 13 of [27] to obtain the final result, since we verify the following hypothesis: a,b > 0,¢, A", B > 0
Thus, we obtain that ﬁ Z?:o beqwy + arpyr < O (rodexp {_M] + S+ %) for a well chosen ~, and

d
plugging in the values yields the result for Theorem []
O

From the previous result, we also prove the convergence rate to an arbitrary p accuracy:

Corollary 5. Setting all the constants to be the same as in Theorem W} for any target accuracy p > 0, there exists a constant
stepsize vy such that Algorithm [2] reaches the target accuracy after at most

3kw? 3kLA"  192v/3L  [3kroL
+ — + In
nyp pL pp pp

L . . ) . @2 LA | roL _ up(T+1) ;
training iterations, where k is the constant that arises when upper bound O (n/LT + a7z + 5 exp [ 195051 is
expanded out.

Proof. For Algorithm [2] to reach the target accuracy p, we need to have:

T
1 W
— ﬂ«:[ -W}— ) By < 21
vy 2o (E[1E)] = 17) + Grees <o @
However, from Theorem [d] we know that
1 < 7
= Y| _ p* Lk
Wy ;wt (E [f(iﬂ )} f ) + 5T
—2 !
<k (TOLexp {_up(T—&-l)} A LA )
p

192V/3L npuT  p2T?
for some constant x > 0.

Thus, in order to satisfy (1)), it suffices to simultaneously have:



k0L o {_MP(TJr 1)} <
192v/3L
up(T + 1)] . 3kroL
192/3L | = pp
> 192v3L | |:3I€T0L:| 1
mp pp

WD

<~ exp|:

=T (22)

(23)

(24)

Therefore, in order to simultaneously satisfy the inequalities in (22),(23), and 24), it suffices to have

—2 /
T 192v/3L I {3/<;7~0L 3kw N kLA

[p PP nip 3u?
192v/3L L 2 LA
N 92+/3 In {3}{7‘0 } n Ry, N 3k :
pp pp njp pit

}1+

=T

C.3. Intermediary lemmas proofs

Proof. (Proposition [T) Nothing changes in this proof, since only the gradient and the loss functions are needed. O

Proof. (Lemma [f)) Because of Z1p-DL’s properties (in particular Corollary [2), this property holds almost immediately from
Lemma 8 of [27]. Using Corollary 2| we have:

2

2
Hg—c<t+1> _ = Hjmw) e

2

0N Fo(p® ¢®y _ x
T n;V (2,8 —

This corresponds to the first line of Lemma 8, so following the proof will yield the same result. More generally, this property
would not hold as it stands for a method that only cancels the noise in expectation: because we consider a norm here, this
will lead to an additional term equal to the variance of the residual noise on the network, e.g. the variance of the sum of all
the noises. If the noises are not correlated, this is an estimator of the original distribution, yielding an additional term. In our
case, this term is exactly zero.

O

Proof. (Lemma [7))

) - :E(t)’ﬂ
(t) _ ~(t—=1) —(t) _ ~(t—1) 2
:ZEt (x;” —Z )—(zVY -7 )H

2
<3 [ -2t ]




Where we used that 37, [la; — al|* < 327, ||a;||*.Unrolling the model update:
> w2

veI‘“fl)

= > W@ -V @Y EY) + 25D)

vEFEr D

= 3 wiEEY)) - Y WEAVE @D+ Y iz
vertt=b ver!=" ver{*=b

This yields, after expanding the recursion and using Lemma for any 5 > 0:

nZe <Y OB ||| DS W)~ - 3 (W VA Y )+ YD v ZEY)
= ver{t=1 ver{—1 ver{t—b
2

S(l + B) ZEt Z (Wi()i—l)xi(]tfl)) — j(tfl) _ Z (Wigi)—l),_yvﬂ}(xq()tfl),gq(}tfl)))
i=1

ver{=" vertt=b

=T
2

+A+ Y E || ST D)

=1 | |ler@D

::T2

Looking at the second term, and using Lemma [I3}

(t—1 (t—1)
X m||wlzs)

n

}

= Uer(t 1)

- 2
SIS DA (Ui Bl

=1 pert=b

- 2
SZ tzergt—l) [(Wi%_l))Q ’ Zf}t__}il) ’ ]

=1 UE

Y 2
SZ meFEf*U |:(Wz(i) 1)) E W (t—1) |:‘ Zq(}t__ml) ‘ :|:|

=1 ,ep(t-1

Using Lemma [3| for a fixed gossip matrix, and leveraging Wi(i) =W since we assume symmetric matrices, we obtain:

v,t

—1 1
Ty <3 A YR, o [(WD)2d0l5 )]
=1 v=1

n n (t)\2
_ (dy—1)2  2jer® oeWu i)™\
Sd dl E . (t—1) (Wt(tu 1))2 + Y Sy
2 2 B | W | T
n n (t—1)\2 (t)
(dy — 1)2(W; )2 X (W;2)
2 i,V jer? i#u\"V g, 2
<dvy ZdiZEt er(—1 2 + 2 Sy
i=1  v=1 v v




i=1  wv=1 v

Where we used that (W; ,)* <1 for all i,v € V
For T3, we obtain that:

2
T, =E, [HW(H) (x@fl) _ Wp(xa—l)’g(t—l))) _ x(thF}

This is the exact notation from [27], in the proof of the corresponding Lemma (Lemma 9), with the notation 7 = 1 (our
matrix notation are transposed to theirs). By following the same steps, we obtain:
36L

< (0= g+ iz + BER( ) = ) + @ )

Plugging 7% and 75 back into the original term, we obtain:

= <(+9) (- %) - %ﬂf@?“‘”) - HE) @ PR

+(1+p57" Zdzzn:< )cf

<+ /)0 - ?g)ut 1+ 8) pL (@) - fa))

+<(1+6)(®2+1§1§2) (1457 Z Z( ))7

For any /8 > 0, which is the desired result. O
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