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The adoption of processing-in-memory (PiM) architectures
has been gaining momentum because they provide high per-
formance and low energy consumption by alleviating the data
movement bottleneck. Yet, the security of such architectures
has not been thoroughly explored. The adoption of PiM so-
lutions provides a new way to directly access main memory,
which can be potentially exploited by malicious user applica-
tions. We show that this new way to access main memory opens
opportunities for high-throughput timing attack vectors that are
hard-to-mitigate without significant performance overhead.

We introduce IMPACT, a set of high-throughput main
memory-based timing attacks that leverage characteristics of
PiM architectures to establish covert and side channels. IM-
PACT enables high-throughput communication and private in-
formation leakage. To achieve this, IMPACT (i) eliminates
expensive cache bypassing steps required by processor-centric
main memory and cache-based timing attacks and (ii) leverages
the intrinsic parallelism of PiM operations. First, we showcase
two covert-channel attack variants that run on the host CPU
and leverage PiM architectures to gain direct and fast access
to main memory and establish high-throughput communication
covert channels. Second, we showcase a side-channel attack
on a DNA sequence analysis application that leaks the private
characteristics of a user’s sample genome by leveraging PiM
operations. Our results demonstrate that (i) our covert channels
achieve up to 14.16 Mb/s communication throughput, which
is 5.41x faster than the state-of-the-art main memory-based
covert channels, and (ii) our side-channel attack allows the
attacker to determine the properties of a sample genome at a
throughput of 7.5 Mb/s with 96% accuracy. We discuss and
evaluate several countermeasures for IMPACT to enable secure
and robust PiM architectures.

1. Introduction

Data movement between the main memory and the proces-
sor is a prevalent bottleneck present in today’s computing
systems [1-22]. Hence, both industry and academia have in-
vested significant efforts to bring computation closer to where
data resides, creating a paradigm called processing-in-memory
(PiM) [1,2,8,11,13,19,23-28]. PiM solutions provide sig-
nificant performance improvement and energy efficiency by
alleviating data movement.

PiM solutions generally take one of two approaches: (i)
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processing-near-memory (PnM), and (ii) processing-using-
memory (PuM). First, PnM techniques offload computation
to compute units near memory arrays (e.g., in the logic layer of
3D-stacked memory or within the memory chip) [21,29-42].
During recent years, multiple real-world PnM systems have
emerged, such as UPMEM [43], AxDIMM [41], AiM [44],
HB-PNM [45] and FIMDRAM [46]. At the same time, several
academic works propose using general-purpose programmable
PiM devices where the user application offloads instructions to
the compute units inside the memory at fine-granularity [47]
(e.g., PiM-enabled instructions [48]) or coarse granularity (i.e.,
full program [20,49]). Second, PuM techniques propose ex-
ploiting the analog properties of memory operations and per-
forming specialized PiM operations. Prior works improve the
performance of workloads by providing bulk data copy and ini-
tialization, bitwise operations, and arithmetic operations using
memory [49-64]. However, to the best of our knowledge, no
prior work evaluates the security of PiM architectures against
timing attacks.

Analyzing and evaluating the security of PiM architectures
is critical to prevent widespread vulnerabilities as PiM archi-
tectures become widely available. After a thorough analysis of
existing PiM architectures, in this work, we show that the adop-
tion of PiM solutions creates opportunities for high-throughput
main memory-based timing attacks for two main reasons: (i)
PiM provides direct access to main memory , and (ii) a large set
of existing practical defense mechanisms are not applicable in
PiM systems.

1. Direct Access to Main Memory. Timing attacks in PiM
architectures become easier to exploit with the direct memory
access provided to user space applications by these architec-
tures. The adoption of PiM techniques changes how applica-
tions and computation units access main memory: (i) due to
area and thermal dissipation limitations, compute units in PnM
architectures have small or no caches that allow the user space
applications to bypass caches more easily (i.e., with fewer mem-
ory accesses), and (ii) PuM architectures provide the ability to
offload specialized PiM instructions (e.g., bulk data copy and
initialization, and bitwise/arithmetic operations) to the main
memory that completely bypass the deep cache hierarchies of
modern processors.

2. Hard-to-Mitigate with Practical Defenses. A fundamental
solution to memory-based timing attacks is to eliminate the
timing channel itself. Prior mitigations explore fundamental



solutions such as memory partitioning and enforcing constant-
time memory accesses. However, these mitigations incur sig-
nificantly high performance overheads (as shown in Section 6).
Therefore, practical mitigations and detection mechanisms re-
stricting access to timing channels are explored. Several prior
works [65-68] propose cache management-based methods such
as restricting the access to cache management instructions (e.g.,
clflush instruction in x86 systems [65]) and detecting timing
attacks based on cache access patterns (e.g., a high number
of cache misses can indicate a timing attack) [66—-68]. These
mechanisms are inapplicable to PiM-based attacks because
these attacks completely bypass the cache hierarchy.

Our goal is to develop a set of high-throughput and hard-to-
mitigate timing side and covert-channel attacks in PiM archi-
tectures. We expect and hope that IMPACT will bring attention
to security issues in emerging PiM architectures and result in
security awareness in PiM architecture designs.

In this work, we introduce IMPACT, a set of high-throughput

main memory-based timing attacks that leverages PiM archi-
tectures to gain direct and fast access to main memory, es-
tablish high-throughput communication covert channels and
leak secrets of concurrently running applications. IMPACT
leverages the direct access, provided by PiM operations, to the
shared DRAM row buffer and achieves high communication
and information leakage throughput by (i) eliminating expen-
sive cache bypassing steps required by other main memory- and
cache-based timing cover-channel attacks and (ii) leveraging
the intrinsic parallelism of PiM operations.
Key Challenge and Limitations of Prior Work. For success-
ful main memory-based timing side- and covert-channel attacks,
attacker processes (or sender and receiver processes for covert-
channel attacks) need to access the main memory with high
frequency to observe or change the states of the shared main
memory structures. In traditional architectures, it is difficult to
access the main memory with high frequency due to the deep
cache hierarchies that filter the memory requests of attacker
processes.

We analyze (Section 3.2) the effectiveness of the attack
primitives that bypass caches and provide direct access to the
main memory to leverage the main memory timing channel:
clflush instruction, eviction sets, (remote) direct memory
access, (R)DMA, requests, non-temporal memory hints (e.g.,
movnti instruction [69]), and PiM operations. None of these
primitives used in traditional architectures provide fast and reli-
able direct memory access at the same time. In contrast, PiM
operations provide fast and reliable direct memory access to
the user space applications. Therefore, PiM architectures can
be more amenable to high-throughput timing side- and covert-
channel attacks compared to traditional architectures.

IMPACT Covert-Channel Attack Variants. We showcase
two different timing covert-channel attack variants by exploit-
ing PnM and PuM techniques. First, we build a PnM-based
covert channel, IMPACT-PnM, that uses PiM-enabled instruc-
tions [48] to directly access the main memory. The sender
bypasses the locality monitor employed by the system and of-

floads PiM-enabled instructions for computation directly inside
the main memory. The receiver measures the time it takes to
access a specific set of rows to retrieve the message encoded
with row buffer hits and conflicts. IMPACT-PnM achieves 12.87
Mb/s communication throughput, which is up to 5.79 x faster
than the state-of-the-art main memory-based covert-channel
attack [70]. Second, we present IMPACT-PuM, a PuM-based
covert channel that leverages the inherent parallelism in main
memory using bulk copy and initialization techniques, specifi-
cally RowClone [55], to quickly transmit messages through the
shared row buffer states. This way, IMPACT-PuM transmits 16-
bit large messages 14 x faster than IMPACT-PnM and achieves
communication throughput of 14.16 Mb/s (up to 6.38 x faster
than the state-of-the-art [70]).

IMPACT Side-Channel Attack. We showcase a side-channel
attack on a DNA sequence analysis application: DNA read
mapping. Preserving the privacy of DNA sequences is crucial,
especially when the sequences are used for medical purposes.
DNA read mapping finds the matching locations of short DNA
fragments of the sample genome in the reference genome, which
acts as a template genome to construct the complete genome of a
given sample. Our side-channel attack leverages PiM operations
and leaks the private characteristics of a user’s sample genome
by observing the memory access patterns of the DNA read
mapping application. Our evaluation demonstrates that our side-
channel attack enables determining the properties of a sample
genome at a throughput of 7.5 Mb/s with 96% accuracy.

Defense Mechanisms. Based on our security analysis, we
discuss three and evaluate two potential defense mechanisms
that can mitigate IMPACT attacks by eliminating the timing
channel. We discuss the performance versus security trade-
offs of these countermeasures. We demonstrate that the two
best-performing defense mechanisms lead to high performance
overheads of 25% and 16% on average across five data-intensive
workloads.

This paper makes the following contributions:

* We present IMPACT, the first timing attack in PiM systems.
We leverage the direct memory access enabled by PiM opera-
tions to establish high-throughput and reliable timing covert
channels.

* We showcase two IMPACT variants by exploiting PnM
and PuM techniques: IMPACT-PnM and IMPACT-PuM.
IMPACT-PnM allows the sender and the receiver to exchange
messages by using PiM instructions. IMPACT-PuM further
leverages the parallelism provided by bulk copy PuM tech-
niques to improve the throughput. We extensively evaluate
both IMPACT-PnM and IMPACT-PuM and show that they
significantly improve communication throughput compared
to the state-of-the-art main-memory-based covert channel.

* We showcase an IMPACT side-channel attack on DNA read
mapping by leveraging PnM instructions. We show that our
side-channel attack enables the attacker to leak sensitive infor-
mation on the victim’s sample genome with high throughput
and a low error rate.

* We evaluate two defense mechanisms to protect the system



against IMPACT attacks caused by the adoption of PiM solu-
tions. We discuss the trade-offs of these mechanisms to aid
the adoption of robust and secure PiM architectures.

2. Background
2.1. DRAM Organization and Operation

Organization. Figure 1 illustrates a DRAM module’s hierar-
chical organization. A DRAM chip is organized into multiple
DRAM banks, each of which shares a common I/O circuitry
in a DRAM bank [71-75]. DRAM cells are organized as a
two-dimensional array to form a bank and are addressed by its
row and column [22,76-78]. The DRAM cell is connected to
a bitline that is used to access the data stored in the cell and
a wordline that controls access to the cell. Each DRAM cell
in a DRAM row is connected to a common wordline via its
access transistors. A bitline connects a column of DRAM cells
to a DRAM sense amplifier to read or write data. A row of
sense amplifiers is called a row buffer [55,56,79-82]. At the
lowest level of the hierarchy, a single DRAM cell comprises 1)
a storage capacitor that stores a single bit of data encoded using
the charge level in the capacitor and 2) an access transistor that
is used to read from and write to the storage capacitor [8§3-87].
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Figure 1: Organization of a typical modern DRAM module.

Operation. The memory controller serves memory access
requests. To serve memory requests, the memory controller
issues DRAM commands, e.g., row activation (ACT), bank
precharge (PRE), data read (RD), data write (WR), and refresh
(REF). Between consecutive DRAM commands, the memory
controller must obey standardized timings to ensure correct
DRAM operation. For read and write requests, the memory
controller first issues an ACT command to the corresponding
bank, which opens the corresponding row. The data in the
row is fetched to the row buffer, where it is temporarily stored.
The data in the row buffer becomes accessible by a RD/WR
command when the bitline and cell voltage are restored to a
certain level. Hence, the memory controller should wait at least
the activation latency (fgcp) between an ACT and a RD/WR
command. All changes are propagated to the DRAM cells in the
open row. Subsequent accesses to the same row can be served
quickly without fetching the data to the row buffer, creating a
row hit [88]. However, in the case where the target row is not in
the row buffer, the memory controller issues a PRE command
to close the already open row and issues an ACT command
to fetch the target row, creating a row conflict/miss. The time
interval for issuing 1) a PRE after an ACT must be at least
restoration latency (fgas) and 2) an ACT after a PRE must be at
least the precharge latency (fgp).

2.2. Processing-in-Memory

Processing-in-memory (PiM) is a promising paradigm that
moves computation closer to where the data resides, allevi-
ating the data movement bottleneck between memory and the
processor [1,2,8,11,13,19,23-28]. There are two main ap-
proaches to PiM: 1) processing-near-memory (PnM) and 2)
processing-using-memory (PuM).

Processing Near Memory (PnM). In processing-near-memory
(PnM) computation is placed near the memory arrays. PnM
takes advantage of the computation capability of conventional
memory controllers or the logic layer(s) of the 3D-stacked mem-
ory technologies [21,29-42]. PnM logic can execute portions
of applications (e.g., instructions [32,48], functions [28], whole
application threads [20,49]) depending on the PnM architec-
ture. PnM computation units typically employ small caches
due to 1) area constraints in the PnM logic and 2) the inef-
fectiveness of caches in improving the performance of a wide
range of memory-intensive applications. Therefore, various
PnM systems [28,32,48] execute the memory-intensive regions
of applications on the PnM computation units, while executing
the more cache-friendly regions of applications on the host CPU
with a deeper cache hierarchy.

Processing Using Memory (PuM). Processing Using Memory
(PuM) expands the functionality of the memory arrays with
minimal changes so that they can perform computation [49-64].
This approach leverages the properties and operational prin-
ciples of memory cells and arrays to perform computation,
without the need for dedicated logic unit added to the memory
system. PuM architectures take advantage of the high band-
width of the memory arrays.

2.3. Microarchitectural Timing Attacks

Microarchitectural timing attacks exploit the observable state
changes in microarchitecture to build covert channel attacks that
can propagate messages between processes and leak secrets of
concurrently running processes. These attacks measure the time
to complete an operation that depends on the shared structures in
the system (e.g., accessing a memory location by going through
the shared caches) to infer the states of these shared structures.

Main Memory Timing Attacks. Existing main memory
timing attacks exploit several shared structures in the main
memory to leak data, and one such structure is the row buffer.
The row buffer acts as an internal cache inside DRAM banks.
Thus, an attacker can understand if a row is recently accessed
(i.e., already in the row buffer) or not by measuring access
to that row. Based on this observation, prior works propose
several attacks, revealing the DRAM address mapping and
leaking keystrokes. DRAMA [70] (i) builds a covert channel
that exchanges messages between processes using the row buffer
conflicts and hits, and (ii) showcases a side-channel attack that
can leak keystrokes in a real system. Similarly, many works [70,
89,90] exploit row buffer-based timing differences to determine
DRAM address mappings. Other attacks based on the main
memory exploit either the memory bus [91], or observations of
latencies incurred by other memory-related operations such as



memory deduplication [92,93], and memory compression [94—
101] and decompression [102].

3. A Case for PiM-based Timing Attacks

The adoption of processing-in-memory (PiM) architectures has
been gaining momentum in recent years because they provide
high performance and low energy consumption by alleviating
the data movement bottleneck. Therefore, it is timely and crit-
ical to analyze and evaluate the security of PiM architectures
to prevent any of their vulnerabilities from causing widespread
susceptibility as PiM architectures become widely available.
Unfortunately, no prior work investigates and evaluates the se-
curity challenges of new and emerging PiM architectures. After
a thorough analysis of existing PiM architectures, we show that
the adoption of PiM solutions creates opportunities for high-
throughput main memory-based timing attacks for two main
reasons. First, the adoption of PiM solutions in the forms of
processing-near-memory (PnM) and processing-using-memory
(PuM) exposes the internal states of the main memory (e.g.,
row buffer states of DRAM banks) by providing direct access
to the user space applications. Second, timing attacks in PiM
architectures can be more difficult to detect and mitigate due to
commonly employed mechanisms, like cache monitoring mech-
anisms that track the cache miss ratio during runtime to detect
anomalies [66—68], being either inapplicable or performance-
inefficient in PiM architectures.

3.1. Row Buffer Timing Channel

A DRAM row buffer acts as a direct-mapped cache inside a
DRAM bank and is shared across applications that can access
main memory. Accessing a row that is already cached in the
row buffer results in a significantly lower latency because the
memory controller does not need to issue additional commands,
PRE to precharge the open row and ACT to fetch the target row
to the row buffer. Therefore, it is possible for a user space appli-
cation to infer whether a row is accessed recently by measuring
the time it takes to access the row. To demonstrate the latency
gap between different states of the row buffer, we evaluate mi-
crobenchmarks that create memory accesses that result in row
buffer hits and conflicts, and we measure the latencies observed
by the user space application. Figure 2 shows the breakdown
of memory access latencies categorized into two classes: row
buffer hits and conflicts.
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Figure 2: The distribution of memory access latencies.
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We observe that the average latency gap between a row buffer
conflict and a row buffer hit is 74 CPU cycles. Since this
latency gap is large enough to detect, it is possible for user
space applications that share the main memory to exploit the

row buffer as a covert channel to exchange messages. Our
results align with the observations of prior works [70].

3.2. Existing Main Memory Attack Primitives

Main memory timing attacks are powerful as they can be used
to gather information on applications that share main memory
and establish covert channels to exchange messages between
different processes. However, these covert-channel attacks are
limited in throughput in traditional architectures for two main
reasons: (i) accessing a memory location in main memory re-
quires expensive cache bypassing techniques due to frequently
accessed data being cached to improve performance, and (ii)
even when bypassing the cache hierarchy, deep cache hierar-
chies employed in modern processors incur an additional high
lookup latency on memory requests that are eventually sent to
main memory.

There are several ways to bypass the cache hierarchy in
traditional systems by using one or more of four attack prim-
itives: (i) using specialized instructions to flush a cache line
(e.g., clflush), (ii) using cache eviction sets (i.e., by creating
many conflicting memory requests to replace the cache line with
newly-fetched cache lines), (iii) memory access requests gener-
ated by direct memory access (DMA) and remote direct memory
access (R-DMA) engines, and (iv) non-temporal memory hints
(e.g., movnti). However, when used in a main memory-based
timing covert channel attack, these methods do not provide fast
and reliable communication.

Table 1: Efficiency and Effectiveness of Attack Primitives

Low Latency Effectiveness
No Cache No Excessive Timing Difference ISA
Lookup Memory Accesses Detectability Guarantees
Specnall?ed X v v v
Instructions
Eviction Sets X X v X
DMA/R-DMA v v X N/A
Non-temporal
Memory Hints X v v X
PiM Operations v v v v

We identify four properties of an efficient (i.e., low-latency)
and effective attack primitive: 1) avoiding cache lookup over-
head, 2) avoiding high-latency memory accesses, 3) creating an
easily detectable timing difference, and 4) reliable functionality
(e.g., guaranteed to work by the ISA). Table 1 shows a compre-
hensive comparison of these four attack primitives in terms of
these properties.

First, specialized cache line flush instructions have two main
disadvantages that hurt the efficiency and effectiveness of at-
tacks that use them: 1) they put the latency of writing back
a cache line to the main memory on the critical path to ac-
cess a memory location, and 2) in some modern systems, these
instructions are privileged and cannot be used by user space
applications.

Second, eviction sets require a large number of load requests
proportional to the number of ways in the caches, which scales
with modern designs. Therefore, the attacks that use them have
limited throughput. While the ISA guarantees the instructions
used to create the eviction sets, the eviction set is not guaranteed
to evict the target cache line (due to cache characteristics such



as cache replacement policy, cache prefetchers etc.).

Third, DMA and R-DMA engines incur high overheads due
to deep software stacks. As a result, attacks using this primi-
tive need to utilize states with larger timing differences to be
distinguishable. An example attack using this primitive [103]
showcases a covert channel attack based on memory contention.
However, the basis of this type of covert channel is not as fine-
grained as row buffer-based timing differences. Therefore, the
communication throughput these covert channels provide is
limited (in the order of Kb/s).

Fourth, the implementation of non-temporal memory hints
varies across systems, as system designers are not bound to
a specific approach. Consequently, the ISA does not guaran-
tee that memory accesses related to non-temporal hints will
consistently bypass caches.

In contrast, PiM architectures provide fast and reliable direct
memory access to user space applications that can be used to
establish a covert-channel attack.

3.3. High Throughput Main Memory-based Covert
Channels

To demonstrate the impact of the latencies induced by deep

cache hierarchies (i.e., cache access and cache eviction laten-
cies) on communication throughput, we simulate a realistic
system (described in Section 5.1) that establishes a state-of-the-
art covert channel [70].
Attack Scenarios. We simulate two attacks. First, we evaluate
a baseline attack that relies on cache bypassing using cache
eviction sets. To transmit a bit through the row buffer, the base-
line attack first evicts the corresponding cache line and then, it
fetches the target row into the row buffer using an additional
memory request. The baseline attack accomplishes cache line
eviction by issuing N memory requests to the target cache set
in an N-way cache. Note that the actual eviction latency can
be much higher due to a larger number of memory accesses re-
quired to bypass more complex replacement policies employed
in today’s systems or due to address translation overheads. Sec-
ond, we evaluate a direct memory access attack that can directly
access the main memory. The direct memory access attack
issues a memory request to fetch the data to the row buffer and
does not need any cache access or eviction steps.

For both attacks, we measure the time it takes to send a
bit through the row buffer including cache access and cache
eviction latencies, and with encoding logic-1 values as row
buffer hits and logic-0 as row buffer conflicts. We calculate the
communication throughput based on the average time needed
to propagate bits from the sender to receiver. We analyze the
impact of (i) the LLC size, and (ii) the number of LLC ways on
communication throughput to show the limitations in current
and future systems with different cache designs.

Impact of LLC Size on Communication Throughput. Fig-
ure 3 shows the throughput of baseline and direct memory
access attacks. The x-axis shows the cache configuration with
increasing last-level cache (LLC) sizes and a fixed number of
ways (i.e., 16). To calculate the cache access latency with in-
creasing LLC sizes, we followed the same methodology used in

prior works [104]. To better understand the throughput results,
Figure 4 shows the latency of a cache line eviction of caches
with corresponding sizes.
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Figure 3: Impact of the LLC size on the data leakage throughput
of covert channels.
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Figure 4: Latency of a cache line eviction in CPU cycles with
increasing LLC size.

We make two key observations. First, the communication

throughput of the direct memory access attack is 11.27Mb/s
across all LLC sizes, which is significantly greater than the
throughput of up to 2.29Mb /s achieved by the baseline attack.
Second, the baseline attack’s throughput decreases with increas-
ing LLC sizes due to increasingly expensive cache access and
eviction latencies. We observe that with increasing LLC size,
the eviction latency grows significantly due to the increase in
access latency. We conclude that with increasing LLC sizes, the
cache access and eviction latencies grow significantly and sig-
nificantly hinder the communication throughput of the baseline
attack compared to the direct memory access attack which is
independent of the LLC size.
Impact of LLC Associativity on Communication Through-
put. Figure 5 shows the communication throughput of baseline
and direct memory access attacks. The x-axis shows the increas-
ing number of LLC ways (from 2 to 128) while the total LLC
size is fixed at 16 MB (modern processors typically employ 8
cores and a 2MB LLC slice per core). Increasing the number of
LLC ways increases the number of memory requests required
to evict a cache line from the cache. To better understand this
effect, Figure 6 shows the latency of a cache line eviction across
increasing numbers of LLC ways. We observe that the baseline
attack’s communication throughput decreases significantly with
increasing number of LL.C ways due to the increased cache
eviction latency.

We conclude that attacks that communicate with main mem-
ory through caches are greatly limited in throughput due to
expensive cache lookup and eviction latencies, which worsen
with increasing size and associativity. However, a covert chan-
nel based on direct memory access can achieve high throughput
independent from cache configurations as it does not require
bypassing the cache hierarchy.

Adoption of PiM solutions can fundamentally enable high-
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Figure 5: Impact of the number of LLC ways on the data leakage
throughput of covert channels.
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throughput timing attacks through main memory by providing
direct access to the main memory to user space applications.
Therefore, it is crucial to carefully consider the security im-
plications of PiM architectures and to develop robust security
measures to protect against potential attacks. Our goal is to
develop a set of high-throughput and hard-to-mitigate timing
side and covert-channel attacks in PiM architectures. We expect
and hope that IMPACT will bring attention to security issues in
emerging PiM architectures and result in security awareness in
PiM architecture designs.

4. IMPACT: A High-Throughput Main Memory
Timing Attack

This section introduces IMPACT, a set of high-throughput main
memory timing attacks that takes advantage of the direct mem-
ory access enabled by the emerging processing-in-memory
paradigm. IMPACT (i) operates independently of specialized in-
structions that flush data from the cache hierarchy and (ii) avoids
the resource-intensive cache eviction steps typically required
for main memory and cache-based timing attacks, achieving
higher data leakage throughput than previous memory-based
attacks. In this work, we present (1) two variants of IMPACT
covert channel attack and (2) an IMPACT side-channel attack
on DNA read mapping applications enabled by processing-near-
memory (PnM) and processing-using-memory (PuM) solutions.
We evaluate the communication throughput of IMPACT covert
channels in Section 5.3 and the leakage throughput of IMPACT
side channel in Section 5.4.

4.1. IMPACT Covert-Channel Attacks
4.1.1. PnM-based Covert-Channel Attack.

Baseline PnM Architecture. In IMPACT-PnM, we consider
PiM-Enabled Instructions (PEI) [48] as the baseline PnM ar-
chitecture. PEI expands the instruction set architecture (ISA) of
the host processor with PIM-enabled instructions (PEls), while
keeping the existing programming model intact. A PEI is an
instruction that can be executed either on the host processor or

on the in-memory computation logic which is integrated near
each DRAM bank of an HBM stack. PEI can also easily be
adopted in other memory technologies since its design does
not rely on specific features of the memory technology. We
chose PEI as the baseline PnM architecture as it introduces a
simple and effective model (i.e., offloading computation at the
instruction granularity) for PnM, and our attack vector can be
generalized for other PnM architectures with similar design
components (e.g., FIMDRAM [46]).

Figure 7 depicts the organization of PEI. PEI architecture
consists of two key components. First, PEI integrates a PEI
Computation Unit (PCU) near each DRAM bank @ and inside
the CPU @. In-memory PCUs are shared among all the cores
of the host processor and are responsible for executing PEIs
near the respective DRAM bank. Second, PEI adds a PEI
Management Unit (PMU) @ integrated with the last-level cache
of the host system to (i) monitor the data locality of application
regions and (ii) map each region to host-side or memory-side
PCUs based on their data locality. This way a PEI can be
selectively executed on the host processor PCU (instead of the
in-memory PCU) when large on-chip caches are beneficial for
its execution. As mentioned in [105], if a locality monitor entry
is allocated by a PIM operation, it is often too aggressive to
consider it as having high locality on its first hit in the locality
monitor. Therefore, they propose adding an ignore flag per entry
to ignore the first hit to an entry allocated by a PIM operation.
Such a design allows us to easily bypass the locality monitor
even with a small virtual address range in our disposal.

Host Processor HBM Stack

Out-Of-Order
Core

| @)~
| rvu @

Figure 7: Overview of PEI’s architecture.

Attack Overview. The PnM-based covert channel (IMPACT-
PnM) leverages the direct memory access provided by PiM-
enabled instructions, which bypasses the cache hierarchy.
IMPACT-PnM exploits the timing difference between the la-
tency of a DRAM row buffer hit and a conflict to exchange
messages between the sender and the receiver. The sender trans-
mits bits of the message to the receiver in multiple batches of
M bits, where the value of each bit is encoded as interference
(i.e., row buffer hits or conflicts) in the row buffer of a DRAM
bank. We assume the sender and the receiver co-locate data in
the same DRAM banks.! In this attack, we encode logic-1 as
interference in the DRAM bank, and logic-0 as no interference.

Figure 8 and Listing 1 show the end-to-end flow of IMPACT-
PnM and all the steps involved in establishing the covert channel
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'If PiM is the main memory, then the sender can co-locate its data with
the receiver process’s data by using memory massaging techniques, as used
in many prior works [70, 90, 106, 107]. Two processes can share data itself in
various cases, such as databases and websites running on browsers.



between the sender and the receiver.

Step 1. The receiver issues PEI operations to initialize each
DRAM bank by activating a predetermined row (Line 18). It
is necessary that the cache lines of the activated row are not
used before in order to bypass the locality monitor (PMU) that
is employed in PEI-based systems. Then, the sender and the
receiver synchronize on a barrier (Lines 5&20) which ensures
that they start the communication turn at the same time.

Step 2. The sender starts the communication turn by issuing PEI
instructions to activate a row in each DRAM bank (Lines 7-12)
or not based on the bit value that will be transmitted. To transmit
a 0, as shown in Fig. 8 (@) the sender does not activate any row
in the corresponding DRAM bank to avoid causing interference
in the row buffer (e.g., Row 0xB remains activated in the row
buffer @). To transmit a 1, as shown in Fig. 8 (@) the sender
activates a row that is different from the one activated by the
receiver to cause interference in the corresponding DRAM bank
(i.e., a row buffer conflict between Row 0xD and Row OxE @).
At the end of the communication turn (after transmitting M
bits), the sender first executes a memory fence (Line 14) to
ensure that all the PEI instructions have been executed before
the receiver starts probing the DRAM banks and then signals
the receiver to start probing the DRAM banks (Line 15).

Step 3. The receiver starts probing the DRAM banks by issuing
PEI instructions to activate the same row as the one activated
during initialization (Line 25). Then, the receiver measures the
time it takes to complete the request (Line 27). If the latency
of executing the PEI exceeds a predetermined hit threshold, the
receiver senses the interference in the row buffer and decodes
the bit as a 1 (Lines 28-29 @.@). Otherwise, the access is
considered a row buffer hit and the receiver decodes the bit as a
0 (Lines 30-31 @.@). The sender and the receiver repeat the
same steps for each batch until the entire message is transmitted.

Sender-Receiver Synchronization. The sender and the re-
ceiver synchronize in order to ensure that the sender’s and
receiver’s actions (i) are accurately aligned so that they do not
interfere with each other and fail to communicate the message
and (ii) to overlap the sender and receiver operations to increase
the throughput of the attack. To achieve this, the sender and
the receiver communicate using semaphores. The value of the
semaphore indicates the number of batches that the sender has
completed transmitting but the receiver has not yet completed
probing. When the sender completes the transmission of a batch
of bits, they increment the semaphore to signal the receiver to
start probing the DRAM banks. This way, the sender overlaps
the transmission of multiple batches of bits with the receiver’s
probing operations without the need to wait for the receiver
to complete the probing of the DRAM banks. Doing so, the
sender can freely proceed to future batches without relying on
synchronizing with the receiver. The receiver blocks on the
semaphore until the sender increments it. When the semaphore
is incremented, the receiver decrements it and starts probing
the DRAM banks. When the receiver completes the probing
of the DRAM banks, they read the semaphore again and the
process repeats until the entire message is transmitted. In our

1 Sender:

2 message = [0: N-1];

3 batch_size = M;

4 init_semaphore(0);

5 barrier();

6  bank=0;

7  for every batch:

8 for each bit in batch_size;
9 if message[bank] == 1:
10 pim_add(row[bank]);
11 else:

12 NOP() ;

13 bank++;

14 memory_fence();

15 increment_semaphore();

16

17 Receiver:

18 init_row = initialize_DRAM_rows_with_PEIs();
19 bank = 0;

20 barrier();

21  for every batch:

R2 block_on_semaphore();

23 for each bit in batch_size;
24 timer(start);

25 pim_add(init_row[bank]);
26 timer(end);

R7 latency = end - start;
28 if latency > threshold:
29 result = ;

30 else:

31 result = ;

32 bank++;

Listing 1: Pseudocode of PnM-based Covert-Channel Attack.
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Figure 8: Flow of the PnM-based Covert Channel Attack.

attack implementation (see §5.1) we use POSIX semaphores to
implement the sender-receiver synchronization and use a batch
size of 4 bits.

4.1.2. PuM-based Covert Channel.

Baseline PuM Architecture. We assume a PuM architecture
that provides user applications with RowClone [55] that enables
bulk data movement operations (e.g., bulk data copy and initial-
ization) within DRAM’s subarray boundaries by exploiting the
internal operations of DRAM.2 For our attack, we focus on the
Fast Parallel Mode in RowClone, which copies the data of a
row to another row within a DRAM subarray.

Figure 9 demonstrates how the content of the source row, i.e.,
src, is copied to the destination row, i.e., dst using RowClone’s
Fast Parallel Mode. Initially, the rows and the row buffer are
closed (@). RowClone operation consists of two key steps.

2There could be near-memory RowClone variants that move data without
using operational principles of DRAM as well. However, in this attack, we
assume a PuM-based RowClone operation.




First, the src is activated to store the entire row’s data in the
row buffer (@). Second, the dst is activated, which leads to
copying the contents of the row buffer in the dst (€). RowClone
significantly reduces the latency and energy consumption of the
bulk data copy operation from one row to another as it enables
data movement without transferring data between the DRAM
and the processing units. To execute RowClone, we assume that
the user space application specifies a source and a destination
virtual address range and the corresponding mask to copy only
specific parts of the source to the destination. This way, the
memory controller receives one RowClone request and breaks
it into parallel RowClone requests, one for each set bit of the
mask.

@ Initial State
src

@ Activate src
src

© Activate dst
src

dst

dst dst

Row Buffer Row Buffer Row Buffer
Figure 9: Overview of RowClone’s Fast Parallel Mode.

Attack Overview. PuM-based covert channel attack (IMPACT-
PuM) exploits in-DRAM bulk copy operations to establish a
covert channel between a sender and a receiver. The sender
transmits a message by executing a RowClone operation with
three operands: (i) a source address range, (ii) a destination
address range, and (iii) a mask to select which parts of the
ranges will be copied. Source and address ranges correspond to
physical pages spanning across all DRAM banks and by using
the mask, the sender can encode the transmitted message by
causing contention only in selected DRAM banks. The receiver
repeatedly issues RowClone operations and measures the time
it takes to complete these operations. This way, it can detect
contention in a DRAM bank when another process accesses a
different row in the same DRAM bank. If the sender issues a
RowClone operation to a DRAM bank, it induces contention
and the receiver detects a higher latency for its RowClone op-
eration. This latency indicates that the corresponding bit is a
logic-1. Otherwise, if the sender does not induce contention
to a DRAM bank, the receiver detects a lower latency for the
RowClone operation, indicating that the corresponding bit is a
logic-0.

Figure 10 and Listing 2 show the end-to-end flow of IMPACT-

PuM and all the steps involved to establish the covert channel
between the sender and the receiver.

Step 1. First, the receiver initializes all DRAM banks by issuing
a RowClone operation to copy the contents of a source row to
a destination row (Line 16). Then, the sender and the receiver
synchronize on a barrier (Lines 10&17) which ensures that they
start the communication turn at the same time.

Step 2. The sender uses a single RowClone operation to trans-
mit in parallel an N-bit message (where N is the number of
banks) to the receiver and encodes the message in the mask
operand of the RowClone operation (Lines 11-12). The sender
encodes the message by setting the corresponding bits in the
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Figure 10: End-to-End Flow of the Processing-using-Memory
Covert Channel Attack.

mask operand to 1 or 0 0.0). Doing so, the sender causes
contention in the corresponding DRAM banks and activates a
different row in the row buffer. To send a 1, the sender triggers
RowClone in the corresponding DRAM bank and induces con-
tention by altering the activated row in the row buffer (€). To
send a 0, the sender does not trigger RowClone in the corre-
sponding DRAM bank and does not induce contention (@). The
sender synchronizes with the receiver using a barrier operation
(Lines 13&18).

1  Memory Controller:

2 row_clone(src, dst, mask)

3 for each DRAM bank do:

4 if mask[bank] == 1 then:

5 row_clone(bank, src, dst);
6 else:

7 NOP() ;

8

9 Sender:

10 barrier_1();

11  mask = init(message);

12 row_clone(src, dst, mask)
13 barrier_2();

14

15 Receiver:

16  init_DRAM_rows_with_RowClone();
17 barrier_1();

18  barrier_2();

19  for each DRAM bank do:

20 mask = 1 << bank;

21 timer(start);

22 row_clone(src, dst, mask)
23 timer(end);

R4 latency = end - start;

25 if latency > threshold:
R6 result = ;

7 else:

28 result = ;

Listing 2: Pseudocode of PuM-based Covert-Channel Attack.

Step 3. The receiver in IMPACT-PuM detects contention in
DRAM banks by issuing RowClone operations and measuring
their latency. The receiver continuously issues one RowClone
operation for each DRAM bank (in contrast to the sender who
issues only a single RowClone operation), to the initial virtual




address range (i.e., rows initialized in Step 1) and measures the
latency of each operation (@, Line 24). If the sender induces
contention to a DRAM bank, the receiver high latency for the
RowClone operation which indicates that the corresponding bit
in the message is set to 1 (@, Lines 25-26). Otherwise, the
receiver detects a fast RowClone operation which indicates that
the bit is set to 0 (@), Lines 27-28).

Advantages over PnM-based Covert Channel. IMPACT-
PuM improves upon the PnM-based covert-channel attack in a
major way. Using a single RowClone operation, the sender can
transmit in parallel an N-bit message to the receiver, where N is
the number of DRAM banks which requires less computational
resources to transmit the same amount of information compared
to the PnM-based covert-channel attack. For example, using a
single thread, the sender can activate all N DRAM banks and
transmit N bits of information in parallel while in the PnM-
based covert-channel attack, the sender needs to separately
execute a PEI instruction to activate each DRAM bank.

4.2. PnM-based Side-Channel Attack on DNA Read
Mapping

DNA Read Mapping. DNA is one of the most unique identi-
fiers of an individual, such that even a small fraction of DNA
can include sufficient information for linking to the owner’s
identity [108]. Therefore, preserving DNA privacy carries im-
portance. DNA sequencing of a biological sample produces
short DNA fragments called reads. Read mapping is a funda-
mental operation to find the matching locations of reads in the
reference genome that acts as a template genome to construct
the complete genome of the sample.

Figure 11 shows a high-level overview of a DNA read map-
ping (DNA-RM) workflow. DNA-RM has two major key steps:
(i) seeding and (ii) alignment. During the seeding step, we iden-
tify the possible locations of the reads on the reference genome
based on sequence similarities between the reads and the ref-
erence genome. Seeding involves hashing small segments of
the DNA sequences (i.e., seeds) and probing a hash table that
is built from the reference genome. After seeding, we align
the reads with their candidate regions on the reference (i.e., po-
tential reference segments) using dynamic programming-based
methods to find each read’s best matching location among all
possible locations in the alignment step.

(a) Seeding (b) Alignment
Read Hash Table Read
T seed at ions: (1, 30, 40) Dynamic
i i Programming
\ H Matrix

Reference Segment

Reference Genome

Figure 11: A simple overview of DNA read mapping workflow: (a)
seeding and (b) alignment

DNA-RM requires a large amount of data movement to ac-
cess different parts of the hash table and then corresponding re-
gions on the reference genome. Hence, several prior works aim
to improve the performance of DNA-RM by offloading seed-

ing and alignment to PiM-enabled systems to reduce the data
movement overheads [33, 109-115]. In this work, we demon-
strate that IMPACT can be used to launch a high-throughput
side-channel attack against DNA-RM and quickly leak a large
amount of information about the sample genome.

Attack Overview. We assume that the victim is running a DNA-
RM application on a PiM-enabled system and the attacker is
able to run a malicious application on the same system. The
attacker and the victim are using the same read mapping tool
(e.g., minimap2 [116]), and the hash table is shared between
the attacker and the victim.> The attacker’s goal is to leak
information about the test genome by observing the DNA-RM
application’s memory access patterns.

Figure 12 shows the high-level overview of the attack. The
victim application hashes each seed of the test genome and
offloads the corresponding seeding and alignment step to the
PiM-enabled system @. During the seeding step, the corre-
sponding DRAM row gets activated (i.e., Index 0-5 of the hash
table) @. The attacker continuously uses PnM instructions to
probe the shared hash table in an attempt to identify if the victim
application is accessing a specific index of the hash table €. If
the attacker observes that the victim application is accessing a
specific index, it retrieves partial or exact information about the
potential locations of the test genome in the reference genome.
As shown in previous works on DNA imputation [117,118], the
attacker can use the leaked information to infer properties about
some regions of the private sample genome @.

Victim PiM-Enabled DRAM Attacker
Read @ e
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Figure 12: High-level overview of IMPACT attack model on PiM-
enabled DNA-RM

5. Evaluation

5.1. Methodology

Covert Channel Threat Model. Our threat model for the
covert-channel attack envisions a scenario where a sender and
a receiver operate on the same PiM-enabled system to ex-
change information. PiM instructions are available to user
space programs without any restrictions and are not privileged
instructions. The receiver is assumed to have access to cpuid
and rdtscp instructions, enabling high-precision measurement
of memory access times. For IMPACT-PnM, the sender and
the receiver need to colocate data in the same DRAM banks.
For IMPACT-PuM, (i) the sender allocates two virtual address
ranges whose corresponding physical pages span across all
DRAM banks, and (ii) RowClone guarantees atomicity - when

3The hash table that contains information about the location of seeds in the
reference genome is created once (acts as a database), and each user (attacker
and victim in our case) of minimap?2 probes it with queries.



the sender issues a RowClone operations that span across multi-
ple banks, all individual bank-level RowClone operations need
to be completed before another process accesses DRAM.

Side Channel Threat Model. Our threat model for the side-
channel attack envisions a scenario where an attacker process
operates on the same PiM-enabled system as a victim process
and leaks information about the victim process. We use a DNA-
RM implementation based on minimap2 [116] and we modify
the implementation to offload the seeding and alignment step
to the PiM-enabled system. We assume that the alignment step
includes chaining. We use the human genome as the reference
and compare it against synthetic sample genomes. We assume
that the hash table is distributed across each bank (i.e., DRAM
employs a page interleaving mapping). We experiment with
multiple different seed sizes, and we report the best-performing
selection.

Proof-of-Concept. We construct a proof-of-concept of all IM-
PACT variants using the Sniper Multicore Simulator [119]. We
choose to construct the PoC using Sniper for two reasons. First,
it is validated against modern Intel processors [120]. Second,
there is no commercially available system that follows a similar
architecture as PEI or any modern system that enables end-to-
end RowClone operations. We extend Sniper to (i) accurately
model all internal DRAM operations, (ii) emulate and simulate
the PiM interface and PiM operations, and (iii) emulate the
functionality of the cpuid and the rdtscp instructions in order
to measure execution cycles from the user space.

Table 2 shows the configuration our simulation setup. Before
launching the attack, the sender and the receiver threads warm
up by executing both attacks in order to avoid compulsory
DRAM accesses for instructions or page table walks (i.e., after
an L2 TLB miss, the page table walker might issue requests to
DRAM) and reduce the noise of the attack. For IMPACT-PnM,
we assume that both the attacker and the receiver use PEIs to
perform an addition operation that takes ~ 3 cycles to execute
(in addition to the actual DRAM access).

Comparison Points for Covert-Channel Attacks. To show-
case the effectiveness of IMPACT, we evaluate the leakage
throughput of five different covert-channel attacks.

(1) DRAMA -clflush: The main memory covert-channel attack
proposed in [70] which uses clflush instructions to send mem-
ory requests directly to main memory. cl1flush only probes the
LLC to flush the cache line.

(ii) DRAMA-Eviction: The main memory covert channel at-
tack proposed in [70] which uses cache eviction sets to send
memory requests directly to main memory. In both DRAMA
attacks, the sender creates contention in the DRAM banks by
causing row buffer conflicts and the receiver detects the con-
tention to decode the message.

(iii) Streamline: A state-of-the-art cache covert channel pro-
posed in [121] which enables a flush-less collusion between the
sender and the receiver.

(iv) DMA Engine: A main memory attack that uses the DMA
engine to bypass the caches and send memory requests directly
to main memory. In this scenario, we assume a powerful at-
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tacker can infer the DRAM access time directly from the user
space by disregarding context switch and OS-related latencies.
(v) PnM-OffChip: A PnM-based attack that probes the locality
monitor and a state-of-the-art off-chip predictor [122] before
offloading PEI instructions to compute units near DRAM banks.
If the off-chip predictor predicts that data experience high lo-
cality, the computation is performed by the CPU instead of the
PnM, leading to reduced throughput.

(iv) IMPACT-PnM: Our proposed attack that bypasses the lo-
cality monitor and offloads PEI instructions directly to compute
units near DRAM banks in order to establish a covert channel
between the sender and the receiver.

(v) IMPACT-PuM: Our proposed attack that makes use of
RowClone to offload bulk-copy operations directly to main
memory and establish a covert channel between the sender and
the receiver.

For a fair comparison against DRAMA and Streamline, we

showcase the upper bound of the communication throughput
achieved by each attack. To evaluate the throughput of the
DRAMA and Streamline-based attacks, we use our simulation
infrastructure to extract parameters such as the LLC hit latency,
average LLC miss latency, cache lookup latency, cache hit/miss
ratio, and feed them in an analytical model that calculates the
maximum throughput of the attack. We validated the analytical
model against the throughput achieved by DRAMA and Stream-
line in a real system. For example, in Streamline, the authors
report a maximum communication throughput of 1.8M Mb/s
and our model estimates that the upper bound of the throughput
is 2.7 Mb/s for the smallest LLC size.
Noise Sources in Simulation Setup and Error Rate. There
are two main microarchitectural structures that generate noise in
the simulated system: 1) hardware prefetchers and 2) page table
walkers. To observe the impact of application-induced noise on
the throughput of IMPACT attacks, we run applications from
GraphBIG [123] benchmark suites concurrently with attacker
and victim (or sender and receiver) processes. We measure
the throughput of each attack by incorporating the error rate in
the measurement: we measure the throughput only based on
successful leakage.

Table 2: Simulation Configurations

CPU 4-core, 4-way, 000 x86 core, 2.6GHz
L1 I-TLB: 128-entry, L1 DTLB (4KB): 64-entry, 4-way assoc,

MMU 1-cycle access, L1 DTLB (2MB): 32-entry, 4-way assoc, 1-cycle
access, L2 TLB: 1536-entry, 12-way assoc, 12-cycle access, 3
Split PWCs: 32-entry, 2-cycle access

L1 Cache I-cache: 32 KB; L1D Cache: 32 KB, 8-way assoc, 4-cycle access
latency, LRU, IP-stride prefetcher [124]

L2 Cache 1 MB, 16-way assoc, I12-cycle latency, SRRIP [125],
Streamer [126]

L3 Cache 2 MB/core, 16-way assoc, 32-cycle latency, SRRIP [125]
DDR4-2400, 16 Banks, 4 Ranks, 1 Channel, Row size = 8192

Main Memory bytes, trep = 13.5 ns, tgp = 13.5 ns , tgc = 13.5 ns, Open Row

policy, Row Timeout = 100 ns

5.2. Validation of Proof-of-Concept
We first demonstrate the PoC results and how we successfully
mount the attack in the simulated system. Figures 13 and 14



show the latency (in cycles) measured by the receiver after
executing a PiM instruction, one for each of the 16 banks (we
assume that the message is 16-bits large), in IMPACT-PnM
and IMPACT-PuM, respectively. As we observe, the receiver
is able to successfully distinguish whether the sender causes
contention in the bank in both IMPACT-PnM and IMPACT-
PuM. As shown in the figure, given a latency threshold of 150
cycles, the receiver can decode the complete message: if the
latency is less than 150 cycles (i.e., row buffer hit), the receiver
decodes the message as a logic-0, otherwise (i.e., row buffer
conflict) it decodes the message as a logic-1.
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Figure 13: Measured latency (in cycles) by the receiver to execute
a PEI instruction for each one of the 16 banks in order to decode a
16-bit message.
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Figure 14: Measured latency (in cycles) by the receiver to execute
a RowClone instruction for each one of the 16 banks in order to
decode a 16-bit message.

5.3. Throughput Analysis of IMPACT Covert-Channel
Attacks

We examine the throughput of all different attacks to under-
stand the potential of IMPACT in establishing a high throughput
covert channel between the sender and the receiver. Figure 15
shows the throughput achieved by all different attacks when one
sender and one receiver thread run concurrently across systems
with increasing LLC sizes. We make four key observations.
First, IMPACT-PnM and IMPACT-PuM achieve significantly
higher throughput than all other attack vectors. For example,
IMPACT-PnM achieves a throughput of 12.87 Mb/s irrespective
of the cache size, which is 2.29x (up to 4.91 x with an LLC size
of 128MB) higher than the throughput achieved by the second-
best performing attack, DRAMA-clflush. Second, DRAMA
and Streamline achieve decreasingly lower throughput as the
LLC size increases. This is because the larger the LLC size, the
higher the latency it takes to access the LLC. Third, IMPACT-
PuM achieves 10% higher throughput than IMPACT-PnM since
the sender can issue all RowClone requests in parallel, whereas
in IMPACT-PnM the sender has to send the PiM instructions in
a sequential manner. Fourth, the DMA engine attack achieves a
throughput of 5.27 Mb/s irrespective of the cache size, but is al-
most 2.4x slower than the PnM-based one due to the OS-related

11

overheads associated with it (e.g., context switch overhead, OS
instructions, etc.). Fifth, the PnM-OffChip attack leads to high
throughput, up to 12.64 Mb/s, but the throughput gets reduced
down to 10.64 Mb/s as the cache size increases since the off-
chip predictor consults more in favor of caching data when the
LLC is large, essentially reducing the attack throughput. We
conclude that IMPACT-based attacks can achieve significantly
higher throughput than the existing state-of-the-art cache covert
channels.

ODRAMA-cllush
@ PNM-OffChip

O0DRAMA-Eviction
= IMPACT-PNM

@ Streamline
m |MPACT-PUM

@ DMA Engine

Leakage Throughput (Mb/s)

MB 2MB 4MB 8MB 16MB 32mB 64MB 128MB

Figure 15: Communication throughput comparison across increas-
ing LLC sizes.

Breakdown of Throughput Improvements. The impact of the
fundamental difference between PiM architectures and tradi-
tional architectures can be seen as the difference between PnM-
OffChip and DRAMA-clflush attack throughputs in Fig. 15.
The impact of bypassing the locality monitor can be seen as
the difference between IMPACT-PnM and PnM-OffChip attack
throughputs. Finally, the impact of the parallelism provided by
RowClone can be seen as the difference between IMPACT-PuM
and IMPACT-PnM attack throughputs.

To better understand why IMPACT-PuM achieves higher
throughput than IMPACT-PnM, we evaluate the time it takes for
the sender and the receiver to perform their respective operations
in both attacks. Figure 16 shows the time (in cycles) it takes for
the sender to send the message and for the receiver to read the
message in IMPACT-PnM and IMPACT-PuM. As we observe,
in IMPACT-PuM, the sender can send the message 14 x faster
than the sender in IMPACT-PuM since it can issue all RowClone
requests in parallel. In IMPACT-PnM, even though the sender
is significantly slower than the sender of IMPACT-PuM, the
sender and the receiver overlap, at the cost of synchronization,
in order to hide the latency of the sender. This is why IMPACT-
PnM achieves only 10% lower throughput than IMPACT-PuM.
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Figure 16: Time (in cycles) it takes (i) for the sender to send the
message and (ii) for the receiver to read the message in IMPACT-
PnM and IMPACT-PuM.

5.4. Throughput Analysis of IMPACT Side-Channel
Attack

Figure 17 shows the throughput (taking into account only cor-
rect identification of activated hash table entries), left y-axis,
and the error rate (i.e., wrong identification of activated hash
table entries), right y-axis, of the side-channel attack against
DNA-RM across different number of DRAM banks. We make



two key observations with respect to the throughput of the at-
tack. First, when using a PiM-enabled DRAM device with
1024 banks, the attacker is able to leak information about the
sample genome at a throughput of 7.57 Mb/s. Second, as the
number of banks increases, even though the throughput of the
attack decreases down to 2.56 Mb/s (since the attacker has to
probe more banks and the error rate also increases), the leaked
information provides more exact information about the sample
genome since the amount of hash table data per bank decreases,
reducing the number of potential locations of the reads in the
reference genome.

‘We make two key observations with respect to the error rate of
the attack. First, for the 1024 bank configuration, the error rate
of the attack is less than 5%. Second, we observe that the error
rate of the attack is less than 15% across all different DRAM
bank configurations. As the number of banks increases, the
error rate of the attack increases since the attacker has to probe
more banks, which makes the attack more prone to noise and
reduces its bandwidth(i.e., DRAM command delay, memory
controller scheduling, etc.).

Even though the error rate of the attack increases as the num-
ber of banks increases, the attacker is able to leak information
about the test genome with higher accuracy. For example, when
using a PiM-enabled DRAM device with 1024 banks, the vic-
tim activates a row with 16 hash table entries, and the attacker
is able to identify if the sample read is present in any of the
locations pointed by the 20 hash table entries with an accuracy
of 96%. When using a PiM-enabled DRAM device with 2048
banks, the victim activates a row with 8 hash table entries, and
the attacker is able to identify if the sample read is present in
any of the locations pointed by the 8§ hash table entries with an
accuracy of 91%. The exact end-to-end accuracy of identifying
the properties of the sample genome depends on the chaining
mechanism and the imputation algorithm [117,118] used by the
attacker, and it is out of the scope of this work.
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Figure 17: Leakage throughput and error rate of the side-channel
attack against DNA-RM across different numbers of DRAM
banks.

6. Mitigations for IMPACT

This section discusses the effectiveness of three different tech-
niques to mitigate IMPACT: (i) An address mapping scheme
that partitions memory banks across different processes, (ii) a
memory controller policy that enforces closing the row buffer
after every memory access, and (iii) a memory controller policy
that enforces constant-time DRAM accesses to hide the timing
differences from the attackers.

Memory Partitioning (MPR). Memory bank partitioning can
serve as an effective countermeasure against main-memory-
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based covert channel attacks. By dividing the memory into
separate banks, each with its own dedicated resources and
access control, memory bank partitioning restricts the inter-
actions between different memory regions. This partitioning
prevents unauthorized communication channels from crossing
the boundaries of the designated banks. In the context of a
IMPACT, memory bank partitioning limits the sender’s abil-
ity to transmit information across different memory banks and
the receiver’s ability to observe contention in different mem-
ory banks. By segregating the memory into distinct banks, the
covert channel’s ability to exploit timing differences is signif-
icantly constrained. However, statically partitioning DRAM
resources across applications disables data sharing, which can
significantly (i) increase data duplication, (ii) increase memory
underutilization, and (iii) lead to frequent swapping from the
disk when the memory space is full.

Closed Row Policy (CRP). Enforcing a memory controller
policy that closes a DRAM row after each operation can be
an effective measure to mitigate and eventually stop timing
covert channel attacks. By closing the DRAM row after each
operation, the memory controller ensures that subsequent mem-
ory accesses, whether legitimate or covert, cannot access the
same row without incurring the overhead of row activation. In
the context of IMPACT, which heavily relies on the difference
in memory access latency to transmit information, closing the
DRAM row after each operation disrupts the timing patterns
exploited by the attacker. However, as we show in Section 6,
enforcing a closed row policy leads to significant performance
overheads, even for workloads with low data locality, as every
DRAM access will lead to a DRAM row buffer miss.

Constant-Time DRAM Accesses (CTD). One way to miti-
gate main-memory-based covert channel attacks is to enforce
a constant-time DRAM access policy. When a memory ac-
cess is issued, the memory controller waits for a fixed amount
of time before returning the data to the processor. This fixed
amount of time is equal to the worst-case DRAM access latency.
By enforcing a constant-time DRAM access policy, the mem-
ory controller ensures that all memory accesses take the same
amount of time, regardless of the accessed memory location.
In the context of IMPACT, where the communication relies
on the timing or side effects of memory accesses, enforcing
a constant-time DRAM access policy obfuscates the timing
patterns exploited by the attacker. However, as we show in
Section 6, enforcing a constant-time DRAM access policy leads
to significant performance overheads as every DRAM access
costs the worst-case DRAM access latency.

Performance Evaluation. To better understand the effective-
ness of the countermeasures, we evaluate the performance of
CRP and CTD compared to the baseline open-row policy for 5
multi-programmed graph applications which (i) use and share
the input graph (i.e., accesses to the same DRAM bank) and (ii)
experience a mix of low and high data locality, i.e., the number
of last-level cache misses per kilo instructions. We use a 2-core
system where each core runs a different instance of the same
application (e.g., core 0 runs an instance of PageRank and core



1 the same instance of PageRank using the same input). We
evaluate five workloads from GraphBIG benchmark suite [123]:
Betweenness Centrality (BC; Data set size: 7.8 GB; LLC MPKI:
0.57), Breadth-First search (BFS; 7.6 GB; 38.59), Connected
components (CC; 7.9 GB; 45.2), Triangle counting (TC; 8.2
GB; 5.08), PageRank (PR; 7.0 GB; 1.86).

Figure 18 shows the performance overhead of CRP and CTD
compared to the open-row policy for all 5 workloads. We make
two key observations. First, CTD leads to the highest perfor-
mance degration, 26% on average, compared to the open row
policy. Especially, in workloads like PR and BC, CTD leads to a
performance degradation of 37% and 45% respectively. Second,
CRP leads to a performance degradation of 15% on average
compared to the open row policy but leads to low performance
overheads in workloads that do not benefit from the open row
policy like TC, CC and BFS. We conclude that existing coun-
termeasures lead to high performance overheads and there is
a dire need to come up with techniques that improve security
with low performance overhead.
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Figure 18: Performance overhead of Closed-Row policy and
Constant-Time policy compared to Open-Row policy.

7. Related Work

To the best of our knowledge, this is the first work that evaluates
the implications of PiM on timing attacks.

Security Implications of PiM Systems. A set of prior
works [127-129] discuss specific security vulnerabilities in PiM
systems. Arafin et al. [127] survey and theoretically analyze
security vulnerabilities in PiM systems, with a focus on five
specific attack scenarios. In this work, we quantitatively and
qualitatively analyze and evaluate main memory-based covert
and side channels in detail. Wang et al. [129] extracts neural
network architectural information from an RRAM accelerator
using power side channels. Similarly, Ensan et al. [128] pro-
poses an attack revealing implemented intellectual property in
RRAM-based PiM architectures using power/timing side chan-
nels. In contrast, in this work, we demonstrate how to establish
high-throughput timing covert channels using PiM operations
through software.

Timing Attacks. A significant body of work has focused on
exploring timing attacks [130, 131]. These attacks involve
exploiting variations in the execution time of memory and
processor core operations to infer sensitive information. Re-
searchers have investigated various timing attack techniques,
such as cache-based attacks [121, 132—139] to uncover vulner-
abilities in traditional systems. There is an extensive body of
research related to traditional covert-channel attacks, includ-
ing Flush+Reload [136], where the sender flushes a shared
cache line and monitors the access time by the receiver to in-
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fer transmitted data. Flush+Flush [135] utilizes cache flush
operations to probe for the presence of specific data patterns.
Prime+Probe [140] exploits cache set conflicts to communi-
cate information between sender and receiver. Streamline [121]
is a flush-less cache covert channel attack that enables asyn-
chronous communication. We compare IMPACT to Streamline
in Section 5.3 and show that IMPACT achieves significantly
higher throughput.

Other Main Memory-based Timing Attack Mitigations. We
already extensively discuss and evaluate mitigations that fun-
damentally eliminate the timing channel in Section 6. We also
discuss practical solutions that restrict access to the timing
channel through cache management methods and show that
they are not applicable to PiM-based attacks. Another mitiga-
tion method is to restrict the usage of fine-grained timers to
prevent attackers from exploiting the timing channel. A set
of modern processors limits access to fine-grained timers such
as Apple M1 cores [141]. Fine-grained timers are used in a
wide range of user space applications, such as performance
and power consumption monitoring, multithreading, synchro-
nization and locking, optimizations on protocols such as TCP.
Restricting access to fine-grained timers can also disable these
applications or degrade their effects.

DAGguise [142] is a defense mechanism against memory
timing side-channel attacks. DAGguise utilizes a memory ac-
cess pattern representation obtained through offline profiling
and shapes an application’s memory access pattern to eliminate
information leakage. However, DAGguise does not mitigate
row buffer-based timing channels as is and requires the memory
controller to employ a closed row policy (evaluated in §6).
Enhancing System Security using PiM. A set of prior works
proposes leveraging PIM to enhance the security of modern
computing systems. SecNDP [143] proposes an encryption and
verification mechanism for untrusted PiM devices that enables
computation over encrypted data. SecNDP only focuses on pro-
tecting confidentiality and does not consider or analyze potential
timing channels in contrast to IMPACT. Nelson et al. [144] pro-
pose offloading security critical tasks to near-memory compute
units to avoid storing sensitive information in caches and elimi-
nate cache-based side-channel attacks leaking them. In contrast,
in this work, we demonstrate and evaluate the implications of
PiM on main memory-based timing attacks. InvisiMem. [145]
and ObfusMem [146] propose leveraging 3D-stacked mem-
ory to design secure processors that provide oblivious RAM
equivalent guarantees.

8. Conclusion

The adoption of processing-in-memory (PiM) architectures has
gained significant attention due to their ability to provide high
performance and low energy consumption by reducing data
movement bottlenecks. In this work, we introduce IMPACT,
a new high-throughput main memory timing attack that takes
advantage of the direct memory access provided by PiM archi-
tectures. IMPACT exploits the shared DRAM row buffer to 1)
establish covert channels to communicate with other processes
at high throughput and 2) leak security-critical information of



victim processes based on their memory accesses. IMPACT
covert channels leverage parallelism and eliminate cache by-
passing steps, resulting in increased throughput compared to
existing main memory-based covert channels. IMPACT side-
channel attack targets a genomics application (i.e., DNA read
mapping) and leaks the private characteristics of a user’s sample
genome by leveraging PiM operations. The proposed counter-
measures for IMPACT and the discussion on secure and robust
PiM architecture designs highlight the need for addressing se-
curity concerns in PiM systems.
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