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Abstract—With the development of laws and regulations re-
lated to privacy preservation, it has become difficult to collect
personal data to perform machine learning. In this context,
federated learning, which is distributed learning without sharing
personal data, has been proposed. In this paper, we focus
on federated learning for user authentication. We show that
it is difficult to achieve both privacy preservation and high
accuracy with existing methods. To address these challenges, we
propose IPFed which is privacy-preserving federated learning
using random projection for class embedding. Furthermore, we
prove that IPFed is capable of learning equivalent to the state-
of-the-art method. Experiments on face image datasets show that
IPFed can protect the privacy of personal data while maintaining
the accuracy of the state-of-the-art method.

I. INTRODUCTION

User authentication, such as face recognition, has recently
achieved dramatic improvements in accuracy through the ap-
plication of deep learning, and one of the reasons for this
is that large numbers of images have been collected through
web crawling and used as training data [l]. However, in
recent years, GDPR [2] and other privacy-related regulations
have made it more difficult to collect personal data. In order
to continue to improve the accuracy of user authentication,
Privacy-Preserving Machine Learning (PPML) [3] is needed,
which performs machine learning without directly collecting
personal data. One of the most popular methods in PPML is
federated learning [4], which can perform privacy-preserving
distributed learning using personal data on the client, and it
has attracted attention. Federated learning has been applied
to user authentication [5]-[8]. However, these methods face
the challenges of privacy of training data [5], [6] and model
accuracy [7], [8]. We propose Identity Protected Federated
Learning (IPFed) as a solution to this problem. The main
contributions of our work are as follows.

« We develop IPFed, which is a method to perform fed-
erated learning for user authentication while preserving
the privacy of personal data using random projection for
class embeddings.

« We prove mathematically that IPFed can perform equiva-
lent learning to the state-of-the-art method while preserv-
ing the privacy of the training data.

« Experiments on face image datasets show that the pro-
posed method can learn models with equivalent accuracy
to the state-of-the-art method.
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Federated learning for user authentication.

II. RELATED WORKS
A. Federated learning

Federated learning is a method of machine learning in which
training data is not shared but distributed across multiple
devices. A typical federated learning algorithm is federated
averaging (FedAvg) [4]. In this method, machine learning is
performed while the personal data is kept in the clients, thus
the privacy of training data can be preserved.

B. Federated learning for user authentication

Federated learning for user authentication is a method of
learning a discriminator based on personal data such as finger-
prints, faces, veins, etc., to determine a person’s identity. An
overview of federated learning for user authentication is shown
in Fig[ll Since a client is often occupied by a single person in
user authentication, it is natural for a single client to contain
the personal data of only one user. Under this assumption, it is
difficult to train a model that can discriminate between others
because it is not possible for the client to refer to the personal
data of others.

Two main approaches have been proposed to solve this
problem. The first one is [5], [€], a method where the learning
server performs the learning to increase the distance between
the embeddings of the others, and the second is [7], [8],
a method where the clients randomly assign representative
embeddings for each class (called class embedding). In the
following, we will give an overview of each method.

FedAwS [5], FedFace [6]: Federated Averaging with
Spreadout (FedAwS) [3] is the algorithm to realize federated
learning for user authentication by learning to increase the
distance between each other’s embeddings on the learning



server side. Furthermore, Aggarwal et.al. introduce FedFace,
which applies FedAwS to face recognition[@].

Here, we introduce the algorithm of FedFace. The learning
server contains a pre-trained model parameter 6;, and the i*"
client contains a local dataset S* and a class embedding w?. In
federated learning, the goal is to improve accuracy by updating
the model parameters ¢; without sharing the local dataset
S® with other clients other than the learning server and the
ith client. In the t*" round, the it client receives the model
parameter 6, from the learning server. The model parameter
6; and the class embedding w! are updated by optimizing the
positive loss function I, using the local data S,

Lpos (fo, (x), 1) = max (0,m — (w})T fo,())*, (1)

where m denotes the margin parameter, w! € R? represents the
class embedding for the i*" client and = € S? is training data,
fo, : X — R%is a face feature extractor whose parameters are
0;.

The updated model parameters 6§ and the class embed-
ding w; are sent to the learning server. The learning server
aggregates the parameters 0! by taking a weighted average
and generates new model parameter theta;i;. Then, the
learning server obtains the class embedding matrix W; =
[wi,w?,...,w’]T where C is the number of clients.

Finally, the learning server performs spreadout regulariza-
tion that minimizes the following equation:

Z Z {max — d(wy, wé)) }2 , 2
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where v represents the margin parameter and d(-,-) is the
function to calculate Euclidean distance. In this way, FedFace
optimizes the model parameters ¢; and the class embedding
matrix W; and obtains the model with improved accuracy.

Hosseini at.el. [7], [S]: Next, we outline the second ap-
proach [7], [8]. In this method, class embeddings are randomly
initialized and frozen on the client side, and are not shared
with the learning server in order to preserve the privacy of
the training data. The clients use the fixed class embedding to
train the model, and the learning server aggregates the training
results and updates the model parameter.

C. Challenging of related works

Next, we will describe the challenges of federated learning
for user authentication. The first approach [3], [6] discloses
the class embeddings w! that contain information about the
subject identity of the training data to the learning server.
These class embeddings are representative embeddings for
each subject. By using the class embeddings, the learning
server could perform reconstruction of the original training
data based on the model inversion attack [9]. Therefore, user
privacy is not protected by this approach, since an attacker
with access to the data held by the learning server can infer
certain personal data, and the class embedding w! should
be kept secret from the learning server. On the other hand,
in the second approach [7], [8], the class embeddings are

Algorithm 1: Training algorithm of IPFed.

Input : A pre-trained face feature extractor fp, at the
learning server and the local dataset S* at the i*"
client. )

i The i*" client initializes the class embedding w} by average

embedding obtained by inputting S* into fp, .;
fort=1,...,7 do
ii The learmng server communicates the current global
parameters 6; to the ith client;
i The parameter server generates random transformation
parameter 7* and send it to all clients;
for each of the clients i =1,2,...,C do
iv The client updates the model parameters based on

the local data z; € St
(Om wt) (O, wt) - nV(ez wl)LPOS(S )

where Lyos(S") = - Z Lpos (foi (z}),4);

v The *" client perform random projection of class
embedding @} « ry};

vi The i*" client sends the updated parameters (6}, ;)
back to the learning server

end

vii The learning server aggregates the updated parameters
from all the clients

Ori1 < £ > ni-0}

i€[C

where n repr[es]ents the total number of samples on all
the clients;

viii Finally, the learning server employs the spreadout
regularizer to separate the class embeddings and obtain
w; € Wt
Wt [wt gee —C]
Wi < W, — /\thregsp(Wt)

ix The learmng server sends ! to the i*" client where
Wt = [ 5

x The " Client decodes class embedding and stores it:

wé_H — (re)” Lt

end
xi Output: Output 0741

assigned independently and randomly for each client, so it
does not take into account the similarity of the class e.g. race
or gender. Therefore, the performance of the model obtained
in the second approach is inferior to the first approach that
optimizes the class embedding.

From the above discussion, as far as we know, there is no
method that can perform federated learning for user authen-
tication with both high accuracy and privacy preservation of
training data. Satisfying these two requirements is an important
problem to be solved in the field of federated learning for user
authentication.

III. IPFED

We propose a new method to solve the privacy and accuracy
problems described in Seclll We call our proposed method
Identity Protected Federated Learning (IPFed). The overview
of IPFed and the training algorithm of IPFed are shown in
Fig[2l and Algorithm [T} respectively.

IPFed consists of three entities: clients, a learning server, and
a parameter server. The parameter server is managed separately
from the learning server, and we assume that it is difficult to
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steal data in the parameter server and the learning server at the
same time. In the following, we explain the steps of IPFed.
In the IPFed, a class embedding w! is initialized and stored
on each client (step (i)). The learning server sends the global
parameter 6, to each client (step (ii)). This parameter server
randomly generates a transformation parameter r* € R4*4
at each round of the federated learning and sends it to each
client (step (iii)), where d is the dimension of the embeddings.
Each client i updates the global parameter 6 and the class
embedding 1212 11 (step (iv). In addition, the client calculates the
inner product of the class embedding w; and the transformation
parameter 7* (step (v)), and sends it to the learning server (step
(vi)). The learning server aggregates the global parameters 6!
to 0¢41 (step (vii)). The learning server optimizes the received
class embeddings W; with spreadout similar to FedFace (step
(viii)), and sends the result back to each client (step (ix)).
The client transforms the received class embedding ¢ by the
inverse matrix of the transformation parameter (rf)~! (step
(x)), and keeps it as its own class embedding. After 7' times
rounds, the trained global parameter 7, is output.

In IPFed, the class embedding is multiplied by a random
transformation parameter which is secret to the learning server.
Furthermore, the updated class embedding is returned to the
original feature space using the inverse matrix of the trans-
formation parameters. This makes it possible to perform the
optimization while keeping the class embeddings secret from
any server. In the following, we show in Section [II-A] that our
method can perform the same optimization as FedFace even
when the class embedding is kept secret, and we also show in
Section [[II-Bl that it is difficult for an attacker on any entity to
obtain the user’s personal data.

A. Derivation of IPFed

In this section, we analyze how the introduction of trans-
formation parameters changes the spreadout process on the
server side, and derive the conditions for learning equivalent
to FedFace even with class embedding tramsformation. First,
the loss function of spreadout regs,, in FedFace is formulated
in Eq.@)[6]. Then, the update equation using this loss function
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The overview of IPFed.

is as follows.
Wf = 0f — AgZeregs (W)
~c ~c ,~C 2
=wy — /\agg {ZCE[C] D (max {0,v — d(wf, wf) }) }
~c ~c ~C 2

=w§ — /\a_gg {ZéE[C] 2 (max {O,v — d(wt,wt)}) }
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On the other hand, in Eq.(3) of the IPFed, the inner product
of the transformation parameter and the class embedding is

input to spreadout, so if we replace w; with r;wy, we get the
following equation.

~Co_ ~C o e HEY . mi _ v _
Wy = rws )\662[20] 4(rw§ — ryws) - min{0, 1 d(rtwg,rtmf)}

N ~C o A(0¢ — ~é : 1— v 4
Wy Tt {wt )\aez[c] (w§ — w¢) min{0, Hm(lﬂg—@f)\\Q}}()

In addition, the learning server sends the obtained class
embedding to the client, and the client transforms it into the
original feature space by taking the inner product with the

inverse matrix of the transformation parameters (r;) 1. After
adding this process, Eq.(@) can be expressed as follows.

_ _c e & : v
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Here, if the update equation of FedFace (Eq.(3)) and the
update equation of IPFed (Eq.(3)) are equivalent, then IPFed
can perform equivalent learning to FedFace even if the class
embeddings are kept secret. The condition that the update
equations of IPFed and FedFace are equivalent is expressed
by the following equation.

(ro)'re=1 (6)
||re(wf — wf)||* = ||(@f — @f)|? @)

where [ is an identity matrix. Eq.(@) is valid if r; is a regular

matrix. Transforming Eq.(Z), we obtain
(re(wg —Ai]f))T(H(iJ? - 117?)) = (@f - ujz?)T(wt - i)?)
(@f —ap)" (re) (@ —af) = (@f —ap)" (@f — @)
r)Tre = I 8

Therefore, Eq.(8) is valid if r; is an orthonormal matrix. From
the above, IPFed is equivalent to FedFace in terms of spreadout
if the transformation parameter r; is an orthonormal matrix.



B. Privacy analysis of IPFed

In this section, we discuss how privacy protection is
achieved by our IPFed. We assume that an attacker against
IPFed can obtain the data stored or communicated on any one
of the three entities. We also assume a semi-honest model in
which each entity follows correct protocols. We also assume
that the goal of the attack is to obtain personal data of a specific
individual.

Attacker against a client: From ctMclient, the attacker
can obtain the personal data S¢, the global parameter 6,
the transformation parameter 7,, and the class embedding
wi,wg. The attacker’s goal is to obtain the personal data
St (but i # c) stored on other clients from these data .
S¢ and 7, are completely independent of the personal data
S* (i # ¢) and do not contribute to the inference of the
personal data. The attack to estimate training data from the
global parameter 6, is called Model Inversion Attack (MIA).
However, in order to recover the training data using MIA,
auxiliary information such as class labels and class embeddings
are required [9]. Since they are kept secret in the IPFed, it
is difficult to perform MIA. In addition, the class embedding
wy, , is obtained by updating wy according to the distance from
the class embeddings of other classes, and some information
about other class embeddings may be leaked from the class
embedding. However, in federated learning, [[10] suggests that
it is difficult enough to recover the original data from the result
of aggregating many gradients, and it is difficult to estimate
other class embeddings from one class embedding.

Attacker against the parameter server: From the parame-
ter server, the attacker can obtain the transformation parameter
r¢. Since the transformation parameter is randomly generated
data independent of the personal data, it is difficult to obtain
any personal data.

Attacker against the learning server: From the learning
server, the attacker can obtain the global parameters 6;,6;41,
the updated global parameters 0} 11> the transformed class
embeddings w; can be obtained. The attacker’s goal is to obtain
specific personal data S* from these data. Estimation of per-
sonal data from the global parameters 6 and 6,1 is possible
by gradient inversion attack, but it is extremely difficult on
practical settings [10]. Moreover, it is known that an attack
to estimate training data from the updated global parameter
6% can be made difficult by using secure aggregation [11] to
calculate 01 while keeping 6! secret. By using these methods,
user privacy can be protected under our assumption. On the
other hand, random projection is used for template protection,
called cancelable biometrics [[12]. This random projection is
known to make it difficult to estimate the original data from
the transformed data when the transformation parameter is
unknown. In general, it is known that the original data can be
estimated when multiple random projections are available for
the same data, but in federated learning for user authentication,
the class embedding is updated and different each round,
making the attack difficult. Furthermore, by setting up a shuffle
server between the learning server and the client and hiding

the client’s ID from the learning server, it is possible to make
it difficult to assign class embeddings in different rounds. This
shuffle server can increase security. From the above discussion,
it is difficult for the learning server to infer the class embedding
w! from w?.

In conclusion, we have confirmed that IPFed can strongly
protect the privacy of training data under the assumptions
defined in this paper.

C. Efficiency analysis of IPFed

In this section, we discuss the efficiency of IPFed. In Fig.2,
steps (4), (7), (11) are newly introduced steps in IPFed. Step
(4) is related to communication efficiency. A transformation
parameter r* € R%*? is very small data compared to the global
parameter 0;, and its transmission has a negligible effect on
the learning efficiency. Furthermore, steps (7), (11) are related
to computational efficiency on the client. In these steps, the
inner product of the matrix is computed only once, thus it
has a negligible impact on learning efficiency compared to
updating the global parameter in step (6).

Note that the parameter server is a newly introduced and
its operating costs are newly incurred. However, since the
role of the parameter server is only to generate and send the
transformation parameter, there is no problem even if the server
has very little computing power.

From the above discussion, it can be said that the efficiency
of IPFed is comparable to that of the conventional method [6].
However, quantitative evaluation of the efficiency of IPFed is
a future work.

IV. EXPERIMENTS

In this chapter, we show the effectiveness of the proposed
method through experiments on face image datasets.

A. Setting

Datasets: We follow the setting in [6] and used CASIA-
WebFace [14] for training. CASIA-WebFace consists of
494,414 images of 10,575 subjects. We randomly select 9,000
subjects for pre-training and 1,000 subjects for federated
learning. To evaluate the performance of face verification, we
use three datasets: LFW [15], IJB-A [16] and IJB-C [17].

Implementation: We use CosFace [18] for the face feature
extractor. Only CosFace was used as the face feature extractor
according to [€], but evaluation using more recent multiple the
face feature extractors is a subject for future work. We use the
scale parameter of 30 and the margin parameter of 10 for the
CosFace loss function. The margin parameters are m = 0.9
and v = 0.7. The parameter A = 25 in Eq.(3). We perform
federated learning with a communication round of 200 and a
learning rate of 0.1.

B. Evaluation

First, the face verification performance of each method for
1000 clients is shown in the Table[l The comparison methods
are shown below:
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TABLE 1
FACE VERIFICATION PERFORMANCE ON STANDARD FACE RECOGNITION BENCHMARKS LFW, IJB-A AND 1JB-C.
.. . LFW JB-A 1IJB-C
Method Training data Class embedding Accuracy (%) | TAR @ FAR=0.1% | TAR @ FAR=0.1%
Baseline Centrally aggregated | - 99.15% 74.21% 80.60%
Fine-tuning | Centrally aggregated | Not protected 99.30% 77.10% 82.71%
FCE Distributed Protected 99.17% 72.71% 80.06%
FedFace Distributed Not protected 99.22% 74.76% 79.77%
IPFed Distributed Protected 99.22% 75.70% 80.73%
TABLE 1T

1JB-A TAR @FAR=0.1% ON NUM. OF SUBJECTS.

Num. of subjects
Method 50 100 300 1000
Fine-tuning | 75.15% | 75.15% | 75.76% | 77.10%
FCE T254% | 72.21% | 74.38% | 12.71%
TPFed 73.60% | 72.82% | 76.65% | 75.70%

Baseline A typical CosFace model, pre-trained on 9000
subjects.

Fine-tuning A fine-tuned model of Baseline using CosFace
on 1000 subjects.

FedFace A model trained according to [6].

IPFed A model trained based on the proposed random
projection approach.

Fixed class embedding (FCE) A model trained by fixing
the class embedding to the initial data. In FCE, the class
embedding does not need to be shared with the server, and
secure federated learning can be performed.

As shown in Table[l IPFed achieves the same level of
accuracy as FedFace. This means that the random projection
based spreadout in IPFed is equivalent to the spreadout in
FedFace. On the other hand, FCE is less accurate than IPFed.
This is due to the lack of class embedding optimization, which
means that the spreadout in IPFed contributes to the accuracy
improvement.

Furthermore, the accuracy against the number of subjects
used for federated learning is shown in Tabldlll The IPFed
achieves higher accuracy than the FCE for any of the number
of the subjects. This indicates that sharing and optimizing class
embedding improve the accuracy. However, while Fine-tuning
has a monotonic increase in accuracy for the number of the
subjects, [PFed does not. This may be due to the fact that the
hyperparameters in learning are not optimal for the number of
the subjects, so automatic adjustment of hyperparameters is a
future task.

In addition, in our experiments, only accuracy was evalu-
ated, and attack defense performance was only theoretically
evaluated. This is also a topic for future work.

V. CONCLUSION

In this paper, we focused on the problem of personal data
leakage from class embedding in federated learning for user
authentication, and proposed IPFed, which performs federated
learning while protecting class embedding. We proved that
IPFed, which is based on random projection for class em-

bedding, can perform learning equivalent to the state-of-the-
art method. We evaluate the proposed method on face image
datasets and confirm that the accuracy of IPFed is equivalent
to that of the state-of-the-art method. IPFed can improve the
model for user authentication while preserving the privacy of
the training data.
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