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Abstract

Transfer-based attacks craft adversarial examples utilizing a white-box surrogate
model to compromise various black-box target models, posing significant threats to
many real-world applications. However, existing transfer attacks suffer from either
weak transferability or expensive computation. To bridge the gap, we propose
a novel sample-based attack, named neighborhood conditional sampling (NCS),
which enjoys high transferability with lightweight computation. Inspired by the
observation that flat maxima result in better transferability, NCS is formulated as
a max-min bi-level optimization problem to seek adversarial regions with high
expected adversarial loss and small standard deviations. Specifically, due to the
inner minimization problem being computationally intensive to resolve, and affect-
ing the overall transferability, we propose a momentum-based previous gradient
inversion approximation (PGIA) method to effectively solve the inner problem
without any computation cost. In addition, we prove that two newly proposed
attacks, which achieve flat maxima for better transferability, are actually specific
cases of NCS under particular conditions. Extensive experiments demonstrate that
NCS efficiently generates highly transferable adversarial examples, surpassing the
current best method in transferability while requiring only 50% of the computa-
tional cost. Additionally, NCS can be seamlessly integrated with other methods to
further enhance transferability.

1 Introduction

Despite tremendous progress over the past years [26} 21} 145, 3], deep neural networks (DNNs) remain
vulnerable to adversarial examples [41} [19] [1} 6]]. Crafted by injecting subtle perturbations into
clean data, adversarial examples are indistinguishable from legitimate ones but result in erroneous
predictions, posing serious threats to the deployment of DNNs in safety-critical applications[4}, |5]].
The existence of adversarial examples has received enormous attention because it helps us further
understand the mechanisms of DNNs[25, [13], precisely evaluate their robustness[6l 9]], and design
more reliable algorithms[33,[53]]. Research on adversarial examples has two main focuses: one aims
to develop sophisticated methods for generating adversarial perturbations, and the other strives to
enhance the robustness of DNNs against such perturbations. These two directions, adversarial attack
and adversarial defense, drive each other to improve, creating a cycle of ongoing enhancement in
machine learning security.

According to the adversary’s knowledge of the victim model, adversarial attacks can be categorized
into white-box[6, 33]] and black-box attacks[31 2]]. With limited information required, black-box
attacks are more practical for real-world scenarios, yet more challenging to conduct. Transfer-based
attacks[[11, 1511136} 16], in particular, generate adversarial examples on the white-box surrogate model
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and then transferring them to the black-box victim model without the need for query access, thus
posing significant threats to a wide range of applications.

To date, various transfer attacks focusing on preventing poor local maxima have been proposed,
such as stabilizing gradients in case of getting stuck in poor local regions[11} 29]], augmenting
input data to avoid over-fitting[S1, [12], and adopting advanced objective functions to enhance
transferability[57, 27]. Although these methods have improved transferability, they still suffer from
either low transferability or high computational cost, and the definition of “good local maxima”
remains unclear.

Inspired by the observation that flat minima often result in better model generalization, two new
attacks, Reverse Adversarial Perturbation (RAP)[37] and Penalizing Gradient Norm (PGN)[17],
have been proposed to achieve flat maxima for improved adversarial transferability. These attacks
validate that adversarial examples in flat local regions, i.e., regions with uniformly high loss and low
curvature, tend to have good transferability, thus providing a viable and accurate definition of "good
local maxima".

Building on these works, we target regions with high expected adversarial loss values and low standard
deviation to boost transferability. Given the complexity of the adversarial loss landscape, we employ
a neighborhood sampling method to estimate these metrics. Randomly sampling in the neighborhood
is less efficient. To make the best use of sample points, we apply neighborhood conditional sampling
(NCS) with constraints to reduce the objective function value, transforming the attack into a max-min
bi-level optimization problem. Specifically, as the inner conditional sampling is computationally
intensive but critical for transferability, we propose a momentum-based gradient inversion method to
solve it effectively without any additional cost. In addition, we prove that RAP and PGN are specific
cases of NCS under particular conditions. Our main contributions are three-fold:

* We introduce Neighborhood Conditional Sampling (NCS), a method designed to achieve flat
maxima for enhanced adversarial transferability. NCS targets regions characterized by high
expected adversarial loss values and low standard deviation using a max-min bi-level optimization
framework. We also propose momentum-based Previous Gradient Inversion Approximation (PGIA)
to resolve the inner conditional sampling problem without additional cost.

* We prove that two existing attacks aimed at enhancing adversarial transferability by achieving
flat maxima are specific cases of NCS under certain conditions. This underscores the theoretical
completeness of NCS and highlights its superior performance and cost-effectiveness.

* We conduct extensive experiments, showing that NCS can significantly boost the adversarial
transferability with reduced computational consumption across various attack settings. NCS is
compatible with various attacks and can be combined for higher transferability.

2 Related Work

In this section, we provide a brief overview on the family of transfer-based attacks and introduce the
two newly proposed attacks which achieve flat maxima for improved transferability.

2.1 Transfer Adversarial Attacks

Overall, transfer-based adversarial attacks can be categorized into six classes as follows.

From an optimization perspective, the transferability of adversarial examples parallels the gener-
alization of trained models. Therefore, techniques aimed at enhancing DNN generalization, such
as advanced optimization algorithms[7} [15]] and data augmentation[10} 54], can also improve ad-
versarial transferability. This leads to two primary approaches: gradient stabilization methods and
input augmentation methods. Gradient stabilization methods, such as MI[11] and NI[29]], integrate
techniques like momentum and Nesterov accelerated gradients to stabilize the optimization process
and improve transferability. Meanwhile, input augmentation methods, exemplified by DI-FGSM|[51]]
and TI-FGSM[12], employ strategies like random resizing, padding, and image translation to enhance
the robustness and transferability of adversarial examples.

Another approach involves capturing fundamental data features or distribution characteristics. Ad-
vanced objective methods replace the cross-entropy loss with feature-based losses[57, 16, 24],



typically measuring the distance between outputs at specific intermediate layers. Other losses, such
as triplet loss[27] and logit loss[56]], are also explored for targeted transferable adversarial attacks.
Generative modeling methods[36, 34] create transferable adversarial examples by capturing the
feature distribution of the transferred data. Unlike typical GAN[18] training, only the generator is
updated while the discriminator remains fixed during adversarial attacks.

Additionally, a different line of work examines the role of surrogate models for transfer attacks. Sur-
rogate refinement methods aim to identify specific models that exhibit high adversarial transferability.
For ResNet-like architectures, the Skip Gradient Method (SGM)[49] utilizes more gradients from
skip connections to craft highly transferable adversarial examples. LinBP[20] and TAA[58]] attacks
replace the non-linear ReLU activation function with a smoother one to enhance transferability. In
contrast, model ensemble methods[31, 11}, 152]] generate adversarial images across multiple models
with different architectures and parameters to enhance transferability.

Despite various methods proposed, transfer adversarial attacks still face challenges of high computa-
tional cost or low adversarial transferability[[37, [17]. These challenges highlight the need for more
efficient and effective methods to enhance the transferability of adversarial attacks without incurring
high computational costs.

2.2 Flat Maxima and Transferability

The connection between the geometry of the loss landscape and generalization has been studied
extensively from both theoretical and empirical perspectives. Many works revealed that flatter minima
brings better generalization. Motivated by this observation, two current transfer attacks, Reverse
Adversarial Perturbation (RAP)[37] and Penalizing Gradient Norm (PGN)[17] achieve flat maxima
for highly transferable adversarial examples. We will review these two works using the definitions
and notations introduced in Section[3.I] The RAP attack maximizes the minimal loss value in the
&-ball of the adversarial example 2:%%" to achieve flat maxima. By inserting the RAP into the problem
formulation (3)), RAP solves the following max-min bi-level problem:
. /
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To further boost transferability, PGN introduce a first-order regularization term, which minimizes the
gradients within a local neighborhood region around the adversarial example, into formulation (T)) as
follows:
maz  [J(@, g F) = A [V, (@i, 55 F)||2], ©)
zadve B (x)

where A > 0 is the penalty coefficient and random sampling examples x; € Bg(x“d”). The success

of these two algorithms has revealed a positive correlation between the transferability and the flatness
of the adversarial loss space. To further understand this connection, we conduct a crucial experiment

in Appendix

3 Methodology

3.1 Preliminaries

Given an input sample z € X with ground-true label y € ), the neural network can be modeled
by a mapping function F : X — ), which is trained to predict the label with highest confidence
score: F(x) = argmazycy fy(x), where fy,(x) is the confidence score for label y € ). The
training procedure of F aims to adjust the parameters such that minimize the training loss (e.g.,
cross-entropy loss) L(f(x),y). Suppose G : X — ) is another neural network with different
architecture and parameters, we will study the adversarial transferability between models F and G.
Let B.(x) = {2’ : ||2’ — z||, < €} be an e-ball of an input image x with perturbation magnitude
¢ under L,-norm distance, the transfer adversarial attacker aims to find an sample 2% € B.(z)
that misleads the white-box surrogate model: F(2%4?) # v, then transferring %4 to directly attack
the black-box target model: G(2%%) # y.The procedure of generating adversarial examples can be
formulated as an maximization problem:

maz  J(z?,y; F), 3)

zedve B (x)
the objective function J is often set the same as training loss L.



3.2 Achieving Flat Maxima via Neighborhood Conditional Sampling

Neighborhood Sampling. In Appendix [A.T] we use Spearman’s rank correlation coefficient to show
that flat maxima can be characterized by high expected loss and low standard deviation, allowing
us to target such regions for improved transferability. Calculating the expected loss and standard
deviation for a region is challenging due to the adversarial loss landscape’s complexity. We address
this by using Monte Carlo estimation, approximating these values through uniform sampling within
the adversarial example’s neighborhood. We refer to this technique as Neighborhood Sampling (NS).
The objective is to solve the following optimization problem:

maxr  L(x;,y; F) = [E(J) = X-o(J)], %)
z*v e B, ()
LN L N
B(J) = D (i y: F), o)) =] 5 D (I 5 F) = E()))?2, @i € Ug(a™™),  (5)
i=1 i=1

where E(J) represents the expected loss, o(J) represents the standard deviation of loss values,
A > 0 s a coefficient balancing E/(J) and o(.J), N represents the sampling number in Monte Carlo
estimation, and x; are the sample points uniformly distributed within the neighborhood Uy of the
adversarial example 44

Neighborhood Conditional Sampling. Simple random sampling may lose its effectiveness because,
as optimization progresses, most sampling points tend to have similar loss values. This can render the
standard deviation term in the optimization objective ineffective, leading the optimization to get stuck
in local optima. We provide a detailed discussion of this issue in Appendix To promote NS,
we can constrains the sampling points locating in sub-regions around z; with lower value of Eq.(),
which reflects the worst case of the objective function to a certain extent. In this way, we actually
convert the original random sampling into conditional sampling and transform the original method
into a max-min bi-level optimization problem as follows:
- !/

xadcrécg(x) xgen%%wi) L(z;,y; F) = [E(J) = X-a(J))]. (6)
Here, B, (z;) indicates the sub-regions that minimize Eq.@), which is the area conducting conditional
sampling. We termed this new method Neighborhood Conditional Sampling (NCS). Compared with
NS, which ensures a region has a high expected loss and low variance, NCS guarantees that the points
with the smallest objective function values within a sub-region will ultimately have a relatively high
objective value, ensuring more effective and diverse sampling.

Previous Gradient Inversion Approximation. While NCS is more effective than NS, it introduces
additional complexity due to the inner conditional sampling, i.e., the minimization problem. Therefore,
we seek an efficient method to solve the inner minimization problem without additional overhead. If
we use momentum iterative fast gradient method to solve Eq.(6), the adversarial examples update as:

Gt.i .
||ng” . Gti = Va Lz, y: F), (7)
tillq !

adv adv

N
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where subscript 0 < ¢ < T represents the update round of adversarial examples, p is the decay factor,
sign(-) is the sign function and V., . L denotes the gradient of the loss function w.r.t xf‘,
Obtaining z; ; by calculating the gradient Vwi,lyiL(xé—l,i’ y; F) is computation-intensive. Notably,
when considering ; ;, we have already calculated g; 1, = Vm;_lviL(xg_l,i, y; F). We propose that
Jt—1, = VI;_l L(x;_lji, y; F) is a good approximation for g; ; when solving the inner minimization
problem. Thus, we approximate x;,i as follows (original approximation):
Ty =Ty — 7y - sign(Ge—1,)- ®)

We further refine the approximation as follows (refined approximation):

51327 =Tt — Sign(gt—z,i - §t—1,z‘)» )

which results in higher adversarial transferability in empirical evaluation. By using the inverse of
the previous gradient, named momentum-based Previous Gradient Inversion Approximation (PGIA),



Algorithm 1 Neighborhood Conditional Sampling (NCS) attack method

Input: Benign data (x, y), surrogate model F and the loss function L.

Parameters: The perturbation magnitude ¢; the maximum iterations 7'; the decay factor p; the
number of randomly sampled examples, N; the upper bound ¢ of random sampling; the upper bound
~ of sub-regions around sample points.

adv

1: g():O, .’EO =X, Q,Q’i:O, gflﬁi:(), QZG/T;
2: fort=0,1,...,7T —1do
3: Setg =10

4: fori=0,1,...,N — 1do

5: Randomly sample an example z; ; € Ug(z%%);

6: Compute z} ; € By (w¢,i) by 21 = [, (4, ) [7ei — 7 - sign(Ge—2, — Ge—1,0)];
7: Calculate the gradient w.r.t 7} ;, Gr.i = VmiﬂL(z;’i, y; F)s

8: Accumulate the update gradient by g = g + % - Gt

9: end for B
10: 9t+1:/l‘gt+ﬁl;
1: Update o3 via afiy = [T, (o) 8% + a - sign(giss):
12: end for

13: return r99% = g2

Output: Adversarial examples 299,

the inner conditional sampling problem can be solved without additional computation overhead.
Detailed explanation of why PGIA is a good approximation is provided in Appendix [A.3] The details
of the NCS attack with PGIA are outlined in Algorithm|[I] Unless otherwise specified, NCS in the
subsequent experiments of this paper refers to NCS-PGIA using the refined approximation (9). NCS
can achieve flatter maxima compared with RAP and PGN, we validate this in Appendix [D.4]

3.3 A Second Look at NCS
Theorem 1. NCS degrades to RAP when: (1) N =1, (2) v = &.

Proof sketch. When the sample number N = 1, the standard deviation of the adversarial loss is
zero. Thus, the problem of reducing the objective function in Eq.(6) simplifies to finding the single
worst-case sample that minimizes the objection function. Furthermore, if the upper bound ~y of
sub-region’s radius equals the upper bound £ of the random sampling, then minimizing the objective
function within the sub-regions becomes equivalent to minimizing it within the £-ball of x,4,,. This is
equivalent to RAP which solves Problem Equation (I). The detailed proof of Theorem [I]is provided

in Appendix

Remarks. Compared to RAP, NCS benefits from the inclusion of the deviation term and sampling
points within the neighborhood U allowing for faster and more global exploration of the loss
landscape. The conditional sampling in the sub-regions of B.,(z;), which minimizes the objective
function in Eq.(6), is simpler to solve than Eq.(T), as the radius ~ in NCS is typically much smaller
than £ in RAP.

Theorem 2. NCS degrades to PGN when: (1) £ is small, (2) v = 0.

Proof sketch. When «y = 0, conditional sampling degrades to random sampling within U, and NCS
becomes equivalent to NS. Applying a Taylor expansion to the objective .J in Eq.(@), we approximate
o (J) using the first two terms of the Taylor expansion, leading to the inclusion of the expectation of
a square. According to the law of total variance, this expectation can be replaced by the Lo norm
in Eq.(2), assuming the expectation of x; is zero. The detailed proof of Theorem [2]is provided in

Appendix

Remarks. From Theorem 2] it is evident that PGN does not utilize conditional sampling in sub-regions
that minimize the objective function. Instead of formulating a max-min bi-level optimization problem
like NCS, PGN employs a simpler maximization problem, making it less effective. Additionally,
PGN introduces a first-order penalization term that requires the second-order Hessian matrix to solve,
which is expensive to obtain[17]].



4 Experiments

4.1 Experimental Settings

Dataset. We conduct our experiments on the ImageNet-compatible dataset provided by the NIPS
2017 adversarial competition, which is widely used in previous works[57} 27,152, 156 [17137]. 1t is
comprised of 1,000 images with the size of 299 x 299 x 3.

Models. To validate the effectiveness of our method, we evaluate it on both normally trained
models and robust models. For normally trained models, we consider six widely used CNNs,
which also serve as our surrogate models: Inception-v3 (Inc-v3), Inception-v4 (Inc-v4)[40], ResNet-
50 (Res-50), ResNet-101 (Res-101)[21], DenseNet-121 (Dense-121)[23] and VGG-19bn (VGG-
19)[39]]. Apart from the above CNNs, we also use more diverse architectures, including MobildeNet-
v2(MobileNet)[38]], PASNet-5-Large(PASNet-L)[30], ViT-Base/16 (ViT-B/16)[14], PiT-S[22], MLP-
mixer[42]] and ResMLP[43]. For robust models, we consider those with proactive defense, such
as adversarial training and random smoothing, and those with active defense, such as adversarial
purification and feature denoising. Specifically, for adversarially trained models, we consider Inc-
V3ens3, Inc-vd., 54 and IncRes-v2.,,:[44]. We also evaluate our attack on RS[8]], classical certified
defense based on random smoothing and three advanced active defense models, including HGD[28]],
FD[50] and NRP[35].

Compared Methods. We adopt eight widely-used gradient stabilization attacks as our baselines:
MI[[11]], NI[29], P1[48], VMI, VNI[46], EMI[48], RAP[37] and PGN[17]]. To validate the generality
of our NCS, we integrate the proposed method with various input augmentation attacks, including
DIM[31], TIM[12], SIM[29], Admix[47] and SSA[32]. For a comprehensive comparison, we also
consider feature-based attacks ILA[24]] and NAA[53]], surrogate refinement attacks SGM[49], and
LinBP[20], and the generative attack method CDA[34]].

Hyper-parameters. We follow the attack settings in previous gradient-based attack works with
maximum perturbation of € = 16/255, number of iteration 7" = 10, step size « = 1.6/255 and decay
factor ;1 = 1.0 for MI. For sample-based methods, we set the number of sampled examples N = 20.
Specifically, for VMI and VNI, we set the upper bound of neighborhood size 5 = 1.5 X ¢; for EMI,
the sampling interval bound n = 7, and adopt the linear sampling. For RAP, we set the step size
a = 1.6/255, the number of iteration K = 400, the inner iteration number 7' = 10, the late-start
K15 = 100. For PGN, we set the upper bound of £ = 3.0 x e. For our proposed NCS, we set the
upper bound of neighborhood sampling & = 2 X ¢, the upper bound of sub-regions v = 0.15 X ¢, and
the balanced coefficient A = «/T.

4.2 Evaluation on Normally Trained Models

We first evaluate the adversarial transferability of NCS on normally trained models, comparing
it with a series of gradient-based attacks. The results, summarized in Table El, demonstrate that
our NCS achieves the highest performance on all target models with only 50% complexity of the
state-of-the-art method, which confirms the superiority of our proposed method. Although VMI,
VNI, EMI and PGN are four sample-based attacks, they are different from NCS in many aspects and
the detailed discussion is provided in Appendix [D.I] Due to space limitations, we only present the
results of the most effective methods here. Additional results for other methods and the complexity
comparisons are provided in Appendix [C.2]and[C.1]

4.3 Evaluation on Robust Models

To evaluate the effectiveness of our method against robust models, we consider three ensemble
adversarially trained models, one random smoothing based certified defense(RS), and three models
with advanced reactive mechanisms, i.e. denoising method (HGD), feature denoising (FD), and pu-
rification defense (NRP). TableE]illustrate the attack success rates of various methods when attacking
the robust models. The results indicate that NCS can significantly improve attack success rates on all
robust models, making it practical and effective for a wide range of applications. Previous works
have shown that transfer attack is difficulty to conduct between models with different architectures.
To evaluate the effectiveness of NCS in this context, we conduct experiments on diverse network
architectures, including CNNs different from the above, ViTs and MLPs, and the results are illustrated

in the Appendix



Table 1: The attack success rates (%=std, over 10 random runs) of various gradient-based attacks on
normally trained models. Here * indicates the results on the white-box model. The best results are
bold.

Model |Attack Inc-v3 Inc-v4 Res-50 Res-101 IncRes-v2 VGG-19 Dense-121
VMI |100.0£0.0% 75.2£0.31 70.0£0.24 65.620.21 71.3%£0.34 71.0£0.36 72.2£0.52
VNI [100.0+0.0* 80.9+0.48 76.3+0.40 72.04+0.32 78.240.89 76.1+0.68 77.94+0.79
EMI [100.0+0.0% 82.54+0.54 79.1+0.49 74.6+0.52 79.6+0.19 79.8-£0.74 80.940.52
Inc-v3 | RAP [99.840.04* 74.2+1.47 81.2+0.34 73.84£0.90 75.8+0.64 80.64+0.78 79.2+1.08
PGN |100.0+0.0* 90.6+0.78 86.2+0.49 81.24+0.43 89.240.43 85.0+0.26 88.0+0.42
NCS [99.84+0.04* 91.2+0.41 88.2+0.29 86.2+0.33 91.0+0.57 88.840.29 90.2+0.17
VMI | 77.4+£0.42 99.8+0.06* 70.9£0.52 66.8£0.57 71.1£0.28 76.620.31 75.0+£0.46
VNI | 81.6+0.47 99.9+0.06* 75.6+0.16 71.64+0.55 76.840.39 80.940.31 78.5+0.55
EMI | 85.640.37 99.9+0.01* 79.44+0.37 75.7+0.82 78.0+0.44 85.5+0.51 82.5+0.46
Inc-v4 | RAP | 70.240.48 99.6+0.07* 75.940.91 70.2+0.52 61.1+1.38 83.840.62 76.140.76
PGN | 91.74£0.37 99.5+0.11* 85.840.38 83.34+0.40 88.340.20 89.5+0.42 88.340.40
NCS | 91.9+0.40 99.9+0.05% 89.2+0.30 87.5+0.29 89.440.23 91.0+0.42 90.1+0.23
VMI | 73.5£0.33 71.3+£0.64 100.0£0.0+ 98.2+0.15 64.1+0.48 91.3£0.21 95.8+£0.29
VNI | 77.240.26 75.240.42 100.0+0.0* 98.84+0.06 67.94+0.45 93.7+0.16 96.94+0.22
EMI | 74.840.68 70.54+0.36 100.0+0.0* 99.4+0.10 74.8+0.68 95.1£0.22 97.34+0.25
Res-50 | RAP | 68.1+£1.03 62.3+1.59 100.0+£0.0% 97.8+£0.49 56.0£1.11 91.3+0.21 94.2+0.25
PGN | 86.840.15 83.94+0.46 100.0+0.0* 99.24+0.11 78.54+0.52 95.8+0.13 97.840.26
NCS | 90.2+0.48 89.3+0.43 100.0+0.0* 99.4+0.14 86.4+0.55 97.5+0.29 98.5+0.11
VMI | 7472040 69.4+£0.31 98.6+£0.15 100.0£0.0* 63.2+0.58 88.610.23 93.6+0.23
VNI | 77.7£0.58 74.5+0.48 99.3+0.06 100.0+0.0% 67.74+0.44 91.5+0.35 95.5+0.13
EMI | 77.240.41 72.64+0.62 99.840.05 100.0:0.0% 64.440.58 93.1+0.36 97.440.21
Res-101| RAP | 68.1+£1.03 61.1+£0.62 98.7+0.27 100.0+£0.06* 56.0+£0.95 94.04+0.18 96.9+0.23
PGN | 86.94+0.47 83.5+0.26 99.5+0.11 100.0+0.0* 79.04+0.61 94.04+0.18 96.9+0.23
NCS | 90.5+0.55 88.5+0.23 99.5+0.04 100.0+0.0* 85.2+0.23 96.0+0.22 98.0-0.27

Table 2: The attack success rates (%=std, over 10 random runs) of various gradient-based attacks on
robust models. The best results are bold.

[Model [Attack[lnc-v3m53 Inc-v4ensa IncRes-v2¢,s RS HGD FD NRP ]

VNI [44.440.54 43.9+0.42 26.8+0.46 71.1£0.47 48.24+0.44 55.2+0.39 40.840.51
EMI |33.5£0.52 31.5£0.33 17.7£0.65 71.84+0.47 39.4£0.41 55.84+0.34 36.7+0.44
RAP [16.3£0.39 16.3+0.49 7.9+0.46 71.4+0.45 30.6+0.49 56.0+0.39 27.5+0.33
PGN |65.0+£0.75 66.3£0.88 45.3£0.32 59.6+0.61 70.6£0.58 58.04+0.37 59.8+0.40
NCS |71.14+0.45 70.6+0.55 51.9£0.25 59.740.68 74.3+0.35 60.3£0.75 62.6+0.55
VNI [35.5+0.53 34.7+£0.42 23.840.39 67.8£0.35 37.4+0.38 54.5£0.46 77.8+0.46
EMI |23.6£0.26 22.4£0.62 12.5£0.23 69.940.28 29.3+£0.29 54.940.36 69.2+0.35
Res-50| RAP [17.4£0.63 16.9+0.63 8.840.54 66.6+0.56 29.74+0.34 55.240.33 54.61+0.48
PGN |58.4+£0.72 59.6£0.93 45.6+£0.58 50.31+0.54 59.0+0.37 59.74+0.69 96.3+0.37
NCS [63.1+0.75 61.6+0.34 47.2+0.37 51.8+£0.39 64.8+0.45 58.2+0.54 96.8+0.32

Inc-v3

4.4 Attacking an Ensemble of Models

In addition to attacking a single model, we also evaluate the performance of our NCS in an ensemble-
model setting to further validate its effectiveness. We adopt the ensemble attack method in MI, which
creates an ensemble by averaging the logits outputs of different models. Specifically, the adversaries
are generated by integrating two normally trained models, including Inc-v3 and Res-50. All the
ensemble models are assigned equal weights and we test the performance of transferability on both
normally trained models and adversarially trained models. The results are presented in Table[3] As
shown in the table, compared with previous gradient stabilization attacks, NCS achieves the best
performance, outperforming other methods by a clear margin.

4.5 Integrated with Input Augmentation Attacks

As did in previous works, we also evaluate the performance of combination methods. Due to the
simple and efficient gradient update process, our proposed NCS can be easily combined with input
augmentation methods to further enhance the adversarial transferability. We integrate NCS into five



Table 3: The attack success rates (%=std, over 10 random runs) of various gradient-based attacks
on eight models in the ensemble setting. The adversarial examples are generated on the ensemble
models, i.e. Inc-v3, and Res-50. Here * indicates the white-box model. The best results are bold.

[Attack[ Inc-v3 Res-50 Inc-v4  Res-101 Inc-v3.ns3 Inc-v3ep54 InCReS-V2eps ]

VMI {99.740.06% 100.0+0.0* 85.7£0.27 97.7+0.08 55.3+0.44 54.8+0.27 37.2£0.45
VNI {99.7+0.06* 100.0+0.0* 87.5+£0.18 98.8+0.20 57.94+0.24 56.8+0.46 38.2+0.43
EMI [100.0£0.0* 100.0£0.0* 93.54+0.28 99.1+£0.0 46.4+0.39 46.0£0.93 26.11+0.37
RAP [99.9+0.14* 100.0+0.0* 87.4+£0.92 98.4+0.07 27.0+1.49 24.8+0.14 13.6£0.35
PGN |99.61+0.05% 100.0+£0.0% 93.940.25 98.5£0.16 79.84+0.35 80.4+0.51 68.440.88
NCS (99.9£0.06* 100.0+£0.0* 94.9+0.22 99.9+0.08 82.1+0.28 81.7+0.39 70.7+0.70

Table 4: The untargeted attack success rates (%=std, over 10 random runs) of NCS method, when
it is integrated with DIM, TIM, SIM, Admix, and SSA, respectively. The adversarial examples are
generated on Inc-v3. Here * indicates the white-box model. The best results are bold.

| Attack [ Inc-v3 Res-50 Inc-v4  Res-101 Inc-v3cps3 Inc-v3cp4 InCReS-V2eps |

DIM 99.8£0.13* 67.4£0.81 71.6+1.11 62.4+0.68 38.0£0.99 37.0£1.72 20.9+0.82
NCS-DIM (99.9+£0.07* 90.3+0.54 92.44-0.31 88.3+£0.51 81.8+0.43 79.8+0.37 67.0+0.26
TIM 100.0+0.0* 52.7+0.46 51.94+0.67 49.1£0.89 31.3+0.32 32.4+0.67 20.4+0.54
NCS-TIM [99.740.05* 83.440.46 90.0-£0.50 82.4+0.54 81.6+0.43 80.8+0.53 72.9+0.61
SIM 100.0+£0.0* 68.44+0.28 71.0£0.60 64.01+0.34 38.440.55 38.9+0.80 22.0+£0.58
NCS-SIM 99.940.05*% 90.3+0.33 93.6+0.31 88.6+0.31 77.4+0.72 75.9+£0.86 57.6+0.55
Admix [100.0+0.0* 68.1£0.56 71.1£0.95 63.24+0.59 29.0£0.97 29.4£0.52 14.3+0.37
NCS-Admix|99.5+0.13* 88.8+0.52 91.8+£0.19 87.1+0.58 70.7+0.84 70.2+0.83 50.4+0.64
SSM 99.7£0.09* 81.7£0.26 87.91+0.33 77.4£0.34 55.6£0.83 55.0£0.59 34.81+0.45
NCS-SSM [99.3+0.09* 87.5+0.32 87.9+0.33 77.4+0.34 71.0£0.47 69.7+£0.37 49.9+0.29

input augmentation attacks, i.e. DIM, TIM, SIM, Admix, and SSA. All combined methods generate
adversarial examples on Inc-v3, the results are shown in Table As shown in the table, combinational
attacks show clear improvements over all baseline attacks. For example, when targeting IncRes-v2.,,s,
NCS improves the average attack success rate of the five baseline attacks by 46.10%, 52.5%, 35.6%,
36.10%, and 15.1%, respectively, demonstrating that NCS significantly enhances transferability. In
Appendix[D.2] we also consider other types of transfer-based attacks for a comprehensive comparison.

4.6 Ablation Study

In this subsection, we conduct a series of ablation experiments on the hyper-parameters of NCS, &,
v, Aand N. To simplify our analysis, all adversarial examples are crafted on Inc-v3 model. We set
£E=20x¢v7=0.15x€6, A =a/T,and N = 20 in the default setting.

On the upper bound of neighborhood ¢. In FiglTal we study the influence of the neighborhood
size, determined by parameter £, on the success rates in the black-box setting. As we increase &, the
transferability increases and achieves the peak for all models when £ = 2.0 x €. Therefore, we set
& = 2.0 X € in our experiments.

On the upper bound of sub-regions v. The upper bound of the sub-regions for conditional
sampling plays a key role in transferability. As illustrated in Fig[Ib} the transferability increases when
v < 0.15 X €, and decays sharply when v > 0.2 X €. Thus, we adopt v = 0.15 X € in experiments.

On the balanced coefficient \. We introduce A to balance the contribution of E(x) and o(z) in the
objective function. As shown in Fig the attack success rates increase when A < /T for most of
the models, and decrease when A\ > /7. We adopt A = «/T in our experiments.

On the sampling number N. We continue to explore the impact of the sampling number N, as
illustrated in Fig[Id] The transferability continues to be improved when increasing the number of
sampling examples. To balance the performance gain and the cost, we set N = 20 in experiments.
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Figure 1: The attack success rate (%) on six black-box models with various hyper-parameters £, v, A
and N. The adversarial examples are generated on Inc-v3.

5 Conclusion

In this work, we investigate transfer-based adversarial attacks, which pose serious threats to real-
world applications. Inspired by the observation that flat maxima improves transferability, we propose
the Neighborhood Conditional Sampling (NCS) attack, a max-min bi-level optimization problem
aimed at finding flat adversarial regions. To address the computationally intensive inner conditional
sampling problem, we introduce a momentum-based Previous Gradient Inversion Approximation
(PGIA) method, which avoids additional computation costs. We show that two existing attacks
achieving flat maxima are specific cases of the NCS method under certain conditions. Extensive
experiments demonstrate that NCS generates adversarial examples in flatter regions with high
transferability. Furthermore, we validate the effectiveness of PGIA by comparing the cosine similarity
between the approximated gradients and the true gradients, confirming that PGIA provides a reliable
approximation. NCS can also enhance various attacks, highlighting the need for future defenses.

6 Limitation

While our experiments show that flat local minima enhance the transferability of adversarial attacks,
the theoretical basis for this relationship remains under explored. Future research will focus on
establishing a theoretical connection between flatness and transferability. We hope our findings
inspire further investigation into the role of flat local maxima in transferable adversarial example
generation.
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A Validation Experiments

A.1 Flat Maxima and Transferability

Table 5: The loss slope, standard deviation and transferability of different methods.The radius is set
to r = 0.5, and 100 points are sampled around each center point.

[ Model [Method [standard deviation of B, (o) [loss slope value of B;.(z) [transferability(%)|

MI 0.4084 0.4403 5825
NI 0.4077 0.3997 62.75
PI 0.4035 0.3354 68.63
VMI 0.4024 0.3488 79.25
Res.50| VNI 0.3968 03176 83.85
EMI 0.3946 0.3690 79.13
RAP 0.3939 0.0647 79.63
PGN 0.3940 0.1003 89.38
NCS 0.3937 0.0634 94.00
MI 0.9432 0.2989 4830
NI 0.9392 0.2325 60.50
Pl 0.9127 0.2144 66.00
VMI 0.9142 0.2289 71.50
Inc.y3| VNI 0.9139 0.2001 77.50
EMI 09118 0.2301 79.33
RAP 0.9112 0.0505 79.68
PGN 0.9101 0.0947 89.38
NCS 0.9072 0.0337 92.13

To validate the connection between flat maxima and transferability, we test the smoothness of
adversarial examples on surrogate models and their transferability across various target models. We
utilize two quantitative metrics to define the flatness of the loss landscapes. The first metric is the loss
slope, commonly used in model generalization studies. Loss slope of the region B,.(z) is defined as
follows:

N
1 I(J (i, y; F) — (J (20,95 F)l
Kp,(20) = 7 , x; € Up(x), 10
By (o) N; [z — o2 (7o) (10)

where x( is the example tested, x; are points sampled near x(, and N, r are the sampling number
and radius, respectively. A larger radius requires more sampling points to accurately obtain the loss
slope. Smaller K values indicate a flatter adversarial loss landscape.

The second metric the loss landscape. Intuitively, flat adversarial regions should always exhibit low
standard deviation of the loss values across the region. The standard deviation of a loss landscape
region B,.(x¢) is defined as follows:

N
o(Bywo) = \| 5 Sl F) — B 1
where
1 N
E(By(z0)) = 3 @iy F), @i € Uplao). (12)

We examined the connection between flat maxima and transferability using nine gradient stabilization
attacks: MI, NI, PI, EMI, VNI, EMI, RAP, PGN, and our proposed NCS. Adversarial examples
were generated on Inc-v3 and Res-50 using 100 randomly selected images and transferred to Inc-v3,
Inc-v4, Res-50, Res-101, and Inc-Res-v2. The final results were averaged over the target models,
and adversarial examples. The results are illustrated in Table[5] Overall, smaller values—indicating
flatter regions in the original model—correspond to higher average transferability to the target model,
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regardless of the metric used. Notably, all adversarial examples generated on surrogate models
successfully induced errors on these models, demonstrating high adversarial effectiveness. Therefore,
our discussion focuses on the relationship between flat maxima and adversarial transferability.

To more intuitively illustrate the relationship between flat maxima and adversarial transferability, we
calculated the Spearman’s rank correlation coefficient, which measure the strength and direction of
the monotonic relationship between two variables, for the results on two different surrogate models.
We found that on the Res-50, the correlation coefficient between transferability and standard deviation
reached —0.92, while the correlation with loss slope was —0.9. On the Inc-v3 model, the correlation
coefficient between standard deviation and transferability was —1, and the correlation with loss
slope was —0.87. These findings indicate a very strong positive correlation between flatness and
transferability.

Furthermore, the correlation between standard deviation and transferability is stronger than that
between loss slope and transferability. These results demonstrate that flatter regions in the original
model enhance the transferability of adversarial examples, with standard deviation being a more
indicative metric. Thus, targeting local regions with high adversarial loss and low standard deviation
can help craft highly transferable adversarial examples.

A.2 Ineffectively Sampling Problem

—e—random sample conditional sample

034

Standard deviation of loss

Update steps

Figure 2: Loss Standard Deviation: Random vs Conditional Sampling

One of the primary challenges in optimizing the adversarial loss landscape is the inefficiency of
random sampling, which can lead to sub optimal results. The optimization objective of the Neighbor-
hood Sampling (NS) method aims to reduce the variance, which inherently drives the optimization
towards regions with lower variance. As the optimization progresses, random sampling tends to
consistently select sample points with similar loss values. This phenomenon significantly diminishes
the effectiveness of the variance term in the optimization objective, causing the process to stagnate
and get trapped in local optima. Consequently, the optimization fails to continuously find flatter
adversarial regions, ultimately leading to sub optimal adversarial examples.

In contrast, Neighborhood Conditional Sampling (NCS) leverages conditional sampling to overcome
this limitation. NCS involves an additional optimization step within sub regions around the uniformly
sampled points, aimed at minimizing the objective function. This approach ensures that the sampled
points exhibit greater variance in loss values, effectively avoiding the convergence to local optima
with low variance. By enforcing a higher loss difference among the conditionally sampled points,
NCS systematically navigates the adversarial loss landscape towards flatter regions.

To empirically validate these observations, we conducted an experiment using Inc-v3 as the surrogate
model, performing iterative optimization with both NS and NCS. During each iteration, we recorded
the standard deviation of the loss values for the sample points obtained through random sampling (NS)
and conditional sampling (NCS). The results, illustrated in Figure[2] clearly show that as optimization
progresses, the standard deviation of the loss values from random sampling remains consistently low.
In contrast, the standard deviation of the loss values from conditional sampling remains significantly
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higher. This empirical evidence supports our hypothesis that random sampling leads to regions with
small loss variance, causing stagnation, while NCS, with its higher variance among sample points,
avoids local optima and continues to find flatter adversarial regions.

In summary, the ineffectiveness of random sampling stems from its tendency to repeatedly sample
points with similar loss values, reducing the variance term’s impact and leading to local optima.
NCS, through its conditional sampling approach, addresses this issue by maintaining higher loss
value differences among sampled points, enabling continuous optimization towards flatter adversarial
regions. The experimental results further validate this by demonstrating that NCS consistently
achieves a higher standard deviation in loss values compared to NS, thereby confirming the theoretical
advantages of conditional sampling in finding flatter adversarial regions. The performance comparison
of transferability between NS and NCS can be found in Appendix [D.I| where we demonstrate the
superior transferability of sample-based attacks using NCS.

A.3 Previous Gradient Inversion Approximation

—e—refined approximation  =—e—original approximation

09509 00572 09653 0-9684 09732

0.9635 0.9680

0.9370

Cossine similarity of gradients
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Figure 3: Cosine similarity between approximated gradients and true gradients for original and
refined approximations. The results demonstrate the effectiveness of both approximations, with the
refined method showing consistently higher similarity.

In this section, we evaluate the effectiveness of the Previous Gradient Inversion Approximation
(PGIA) by comparing the cosine similarity between the approximated gradients and the true gradients.
Since the current gradients will be computed in future iterations, we can directly measure the quality
of the approximation by saving the gradients at each step and comparing them.

To validate the PGIA, we conducted experiments using Inc-v3 as the surrogate model, sampling 10
points for each iteration, with other settings following those described in the main experiment section.
We implemented two approximation methods: Original Approximation, which uses the gradient from
the previous iteration g;_; ; to approximate the current gradient g, ;, and Refined Approximation,
which uses the difference between the gradients from the two previous iterations §;—2; — G¢—1,; to
approximate the current gradient. For each iteration, we recorded the gradients and calculated the
cosine similarity between the approximated gradients and the true gradients:
~approx g )
~approx ~ t,i Tt
cos(gt,- 7gt,i) = J=approx |1 = 1 (13)
' 196 IHlge.qll
The experimental results, shown in Figure 3] demonstrate that both approximation methods are
effective. Both the original and refined approximations maintain high cosine similarity with the
true gradients, validating that using past gradients to approximate current gradients is reasonable.
The refined approximation method shows higher cosine similarity, meaning it provides a better
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approximation of the true gradient. This is crucial for ensuring the optimization process moves in the
correct direction, thereby improving the overall effectiveness of the NCS method.

B Proof of the Theorems

In this paper, we propose a novel sample-based attack, dubbed Neighborhood Conditional Sampling
(NCS), which is formulated as a max-min bi-level optimization problem to seek adversarial regions
with high expected adversarial loss and small standard deviations. NCS attack is formulated as
follows:

: in Lz}, y; F) = [E(J) = X-o(J)], 14
o0 i (i, y; F) = [E(J) a(J)] (14)

where A\ > 0 is a coefficient that balances the expected loss and its standard deviation, and

N
Z (af,y; F), (15)

(@}, y; F) — E(J))?, (16)

2
=
Il
-
uMZ

T; € Ug(m“d"), 17

where F(J) represents the expected expected loss, o(.J) represents the standard deviation of loss
values, IV represents the sampling number in Monte Carlo estimation, and x; are the sample points
uniformly distributed within the neighborhood Uy of the adversarial example zq,.

B.1 Proof of Theorem 1

Proof. Given N = 1, we have

1 N
E(J) = 5 Dy F) = J(2,4: F). (18)

=1

Substituting Eq.(T8) into Eq.(T6), we obtain

N N=1
1

U(J) = N Z(J(xiaya]:> - E(J))2 = ‘Tzaya J(iﬂlpy»]:))Q = 0. (19)
i=1 z:1

Therefore, Eq.(T4) can be reformulated as follows:
max min L(z},y; F) = E(J) = J(x},y; F). (20)

zadv e B, (z) x} € By (x)
Considering y = £, we can further transform Eq.(20) into:
max min L(z',y; F) = J(2',y; F), 21

ze4v € B, (z) 2’ €Be(x)

which is the formulation of RAP attack as given in Eq.(T). O
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B.2 Proof of Theorem 2
Lemma 1. For a uniformly distributed random variable x in U, (0), the expectation of the squared
variable is equal to the variance of the variable. Specifically, if x is uniformly distributed in U,(0),
then:

E(z?) = —, (22)

where d is the dimension of x.

Proof of Lemmal[l] For a random variable x, the variance Var(x) is given by

Var(z) = E(z?) — (E(x)). (23)
Since z is uniformly distributed around 0, the expectation E(z) is:
E(xz) = 0. (24)
Therefore, the variance simplifies to:
Var(z) = E(z?). (25)

For a d-dimensional uniformly distributed variable x in U, (0), the variance Var(z) is:

(2a)%d _ 4a?d @

Var(z) = 19 12 3 (26)
Hence,
2
E@?) =22 @7)
O

Proof of Theorem[2] According to the Taylor expansion, we have
J(zi,y; F) = J(@%, y; F) + Vgeao J(@% g F) - (2, — 2°%) + O(||a; — 2°%)|?).  (28)
Given the conditional sampling radius v = 0, Eq.(T4) can be expressed as:
max Lz, y; F) = [E(J) = X-o(J)]. (29)

zedve B (x)

Given the uniform sampling radius £ is small, from Eq.(28) and Eq.(29), we have

o(J) ~ (i, y; F) = J(@0®, y; F))?

2=

(30)

Q

J
V gado J (294 y: F)(z; — 299v))2,

2|~

N
>
i=1
N
>
i=1
Since x; is uniformly distributed in Ug (z2%), the variable (z; — z2%)

mean 0. By Lemma|[I] we know that:

is uniformly distributed with

N
1
a(J) & | (Vgaaw J (0 y; F))2 - Z(ml — goedv)?

d 31
~ \/(V:v“d“J(xadvay;]:))2 . f : \[ ( )

= || Vgaao J (2", y; F)||2 - € - —=,
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where d is the dimension of the input space.

Substituting this back into Eq.([29), we obtain:

Vd
L(zi,y; F) 2 E(J) = A+ [|[Vgaar J (2% 4 F)|l2 - € - —= 32
pnd VT (zi,y; F) = E(J) IV gaaw J (2%, y; Fll2 - € 7 (32)
Vd
~ E(J) =\ |[Vod (@, y; Flla - € —=. 33
(/) | (3321)”25\@ (33)

To further simplify the expression, we approximate the expected loss E(.J) by the loss at x99V,

J (x4 y: F). This is because when ¢ is small, the sample points x; are very close to 2%, making
J(w;,y; F) very close to J(x%% y; F). Thus, we have:
| XN
E(J) = NZ;J(xi,y;f) ~ (@ y; F). (34)
Substituting this into the previous equation, we get:
Vd
Lz, y; F) = J(@ P,y F) = X |V J (@ y; Fll2 - € ~—= 35
X (@i, y; F) = J (", y; F) IVard (2, y; Fll2 - € 7 (35)
= J(@* ", y; F) = c- [V I (@, y; F)l2, (36)
—)\.£.Vd
where c = A\ - £ NG
This equation, Eq. (32)), represents the formulation of the PGN attack as given in Eq. (2)). O

C Additional Experimental Results

C.1 Comparison of Complexity across Various Methods

To demonstrate the superiority of our proposed NCS attack, we compare the attack complexity
between the NCS attack and various classic gradient-based transfer attacks. Gradient stabilization at-
tacks primarily consume time during gradient computation. Therefore, we measure attack complexity
by the number of gradient backpropagations required per sample under optimal parameter settings
(referred to as complexity).

While the original papers of each method provide recommended parameters, it is common to increase
the number of optimization iterations to achieve better attack performance, thereby increasing the
overall attack cost. In our experiments, we allowed these methods to appropriately increase their
complexity beyond the original settings to improve their effectiveness before comparing them to our
NCS method.

As a result, we present two types of complexity: the original complexity (as suggested in the original
papers) and the compared complexity (adjusted for better performance in our experiments). The final
complexity results are shown in[6]

In summary, while MI, NI, and PI methods have low computational complexity, their transferability
is poor. VMI, VNI, and EMI improve transferability through sampling techniques but at the cost
of approximately 20 times the computational expense of the basic methods (200 gradient back-
propagations). RAP, as the first method to enhance adversarial example flatness, has a very high
computational cost (2500 backpropagations) and moderate effectiveness when not integrated with
other methods. PGN, the latest method to enhance transferability through flat maxima, achieves
significant improvements in transferability with a cost of 400 backpropagations.

Our NCS method, with a computational cost comparable to sampling-based methods (around 200
backpropagations), significantly outperforms PGN in terms of transferability success rate. Our
method achieves the best transferability results currently available while maintaining a relatively low
computational cost.
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Table 6: The attack complexity (times of gradient backpropagations) of various gradient stabilization
attacks.

[ Attack [Original Comp.[Compared Comp. |

MI 10 10
NI 10 10
PI 10 10
VMI 200 200
VNI 200 200
EMI 110 200
RAP 2500 3100
PGN 400 400
NCS 200 200

Table 7: The attack success rates (%=std, over 10 random runs) of various gradient-based attacks on
normally trained models. Here * indicates the results on the white-box model. The best results are
bold.

Model |Attack| Inc-v3 Inc-v4 Res-50 Res-101  IncRes-v2 VGG-19 Dense-121
MI [100.0+0.0% 49.740.0 553400 49.2+0.0 47.0£0.0 56.1£0.13 56.040.05
NI [100.0+0.0* 62.740.32 64.1£0.52 58.3+0.21 58.8+0.88 64.0+0.89 65.0+£0.80
Inc-v3 PI |100.0+0.0* 67.9+£0.70 66.5+0.43 61.0+0.62 65.1£0.76 65.940.77 68.14+0.61
NCS [99.8+0.04* 91.2+0.41 88.2+0.29 86.2£0.33 91.0+0.57 88.8+0.29 90.2-+0.17
Ml 59.1£0.0 99.940.0* 56.64+0.06 51.3£0.06 45.9+0.0 61.9+£0.06 58.3+0.0
NI | 63.7£0.46 99.9+0.05* 62.840.07 57.54+0.07 54.6+0.06 69.24+0.06 64.84+0.05
Inc-v4 PI | 69.4+0.66 99.8+0.06* 64.5+0.59 60.34+0.52 59.740.68 72.04+0.68 68.74+0.77
NCS | 91.94+0.40 99.9+0.05* 89.2+0.30 87.5+0.29 89.4+0.23 91.0+0.42 90.1+0.23
MI | 50.9+0.35 45.840.32 100.0+0.0* 93.34+0.09 34.74+0.45 79.34+0.27 86.34+0.30
NI |55.0+£0.42 49.3+0.56 100.0+0.0* 96.740.27 38.64+0.91 84.24+0.20 88.84+0.47
Res-50 | Pl |59.440.34 55.840.61 100.0+£0.0* 98.0+0.24 44.4+0.55 88.2+0.52 92.940.20
NCS | 90.2+0.48 89.3+0.43 100.0+0.0* 99.4+0.14 86.4+0.55 97.54+0.29 98.5+0.11
MI | 52.6+£0.06 42.3+0.09 94.54+0.0 100.0+£0.0* 37.0£0.05 73.440.05 82.540.01
NI | 56.3+0.71 48.2+0.67 97.940.15 100.0£0.0* 40.64+0.46 79.24+0.86 86.240.6
Res-101| PI | 62.940.57 54.840.66 98.4+0.13 100.0+0.0* 46.7+0.52 83.64+0.54 91.04+0.26
NCS | 90.5+0.55 88.5+0.23 99.54+0.04 100.0+0.0* 85.2+0.23 96.0+0.22 98.0-0.27

C.2 Additional Experimental Results on Normal Models

Due to space limitations in the main text, we could only present the results for several of the better-
performing methods. Therefore, here we provide a comprehensive comparison of the performance of
our attack versus all other methods on clean models, as shown in Table[/| The results clearly indicate
that NCS significantly outperforms MI, NI, and PI attacks in all scenarios.

D Extended Experiments

D.1 Differences between NCS and Other Sample-based Attacks

Random sampling is widely used in transfer adversarial attacks to enhance transferability. Our NCS
method, along with VMI, VNI, and EMI, employs random sampling to stabilize the update direction
and reduce approximation errors.

VMI and VNI use variance tuning to enhance transferability, incorporating gradient variance from
previous iterations to adjust the current gradient, thus stabilizing the update direction and avoiding
poor local optima. EMI follows a similar approach but averages the gradients of sampled data points
to achieve stabilization.

Unlike VMI, VNI, and EMI, which focus on variance correction, NCS uses random sampling to
calculate the expectation and standard deviation of the loss in a local region, using these metrics to
guide updates. This approach ensures that NCS updates are directed by current sampling points rather
than previous gradient variances.
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Figure 4: Comparison between sample-base methods

Table 8: The attack success rates (%=+std, over 10 random runs) of various types of transfer-based
attacks. The adversarial examples are generated on Res-50. Here * indicates the white-box model.
The best results are bold.

[Attack] Res-50  Res-101  Inc-v3 Inc-v4  Inc-v3ens3 Inc-v3.n54 IncRes-v2,,,, |

SGM [100.0+0.0* 92.8£0.81 71.6+0.16 35.3£0.51 12.3+£0.39 12.3+0.27 6.1£0.22
LinBP [100.0£0.0* 95.4+0.15 71.64+1.11 47.9£0.29 13.24+0.4 13.3+0.31 6.8+0.18
ILA |99.9+0.05* 97.9+0.07 70.5+0.48 74.8£0.70 16.5+0.30 15.3+0.39 9.0+0.46
NAA | 99.84+0.0% 98.3+0.05 82.7£0.40 82.4+0.29 30.1+£0.54 29.6+0.34 21.0+0.49
CDA | 95.1+0.0% 94.5+0.04 69.44+0.06 83.1£0.03 49.8+0.01 52.7+0.0 43.3+0.02
NCS [100.0+0.0% 99.4+0.14 90.3+0.48 89.3+0.43 63.1+0.75 61.6+0.37 47.2+0.37

PGN also aims for flat maxima, similar to NCS, but it approximates the maximum gradient by
averaging gradients of multiple sampled points to reduce variance. NCS, however, directly targets
flat maxima through random sampling.

To comprehensively compare these sample-based methods, we conducted experiments to evaluate
their transferability. Adversarial examples were generated on Inc-v3 and tested across Inc-v3, Inc-
v4, Res-50, Res-101, Inc-Res-v2, Inc-v3ens3, Inc-vdens4, and IncRes-v2.,s. As illustrated in
Fig[] NCS consistently outperformed other methods, with performance improving as the number of
sampling points increased. This difference in performance further underscores the distinctiveness and
effectiveness of our NCS method compared to other sample-based approaches.

D.2 Comparison with Other Types of Attacks

Apart from the baseline and the the combinational methods, we also evaluate NCS with various types
of transfer-based attacks, including the surrogate refinement attack SGM and LinBP, the feature-based
attacks, ILA and NAA, and the generative modeling attack, CDA. While the LinBP depends on the
skip connection and the authors only provide the source code about Res-50, we craft adversarial
examples on Res-50 for all the attacks above. As shown in Table 8] our NCS achieves the best
performance among these various methods, especially on the adversarially trained models. NCS
outperforms CDA by a clear margin of 13.3%, 8.9%, and 3.9%, on Inc-v3.,3, Inc-v3.,s4 and
IncRes-v2.,, respectively. It is worth nothing that NCS only performs 20 times back-propagation
on each sample, which is the much efficient than CDA, which requires training a generator.

D.3 Evaluation on Diverse Network Architectures

To further demonstrate the efficacy of NCS, we evaluate our method on more diverse network
architectures, including CNNs (MobilNet, PASNet-L), Transformers (ViT-B/16, PiT-s), and MLPs
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Table 9: The attack success rates (%=+std, over 10 random runs) of various attacks on diverse network
architectures. The best results are bold.

[Model [Attack | MobilNet PASNet-L ViT-B/16  PiT-S  MLP-mixer ResMLP |

VNI |75.3£0.47 68.3+0.24 32.2£0.56 43.2+0.42 47.7£0.21 39.3+0.18
EMI |78.5+0.29 65.4£0.19 26.840.42 37.4+£0.31 43.1+0.24 37.1£0.25
RAP [81.1£0.45 53.44+0.48 20.7£0.39 30.84+0.63 36.6+£0.54 30.7+0.59
PGN [86.8+0.31 83.3+0.27 50.5+0.35 61.1+£0.24 65.4+0.46 51.7+0.52
NCS [89.2+0.15 87.0+0.29 56.8+0.33 69.0+0.37 69.3+0.24 55.3+0.47
VNI |82.5£0.39 77.44+0.37 29.2£0.45 39.94+0.38 47.2£0.23 35.6+0.21
EMI |81.3+0.39 70.3£0.44 22.94+0.42 30.6£0.55 39.3+0.47 30.8£0.56
Res-50| RAP [78.940.59 59.3+0.64 22.14+0.34 30.1+0.37 38.2+0.52 31.4+0.43
PGN |91.1£0.24 84.8+0.35 47.0£0.26 56.2+0.37 65.9+0.44 50.7£0.39
NCS |93.2£0.17 90.0+0.32 51.5+0.25 63.8+0.44 70.3+0.19 55.0+0.27

Inc-v3

(MLP-mixer and ResMLP). For a better comparison, we also report the results of other attacks,
including VNI, EMI, RAP, PGN and NCS. We adopt Inc-v3 and Res-50 as the surrogate models
and the results are shown in Table[9] As shown in the table, the proposed NCS achieves significant
improvements on all target models. Although ViTs and MLPs are totally being different from
convolution models, our NCS still obtains large improvements for all compared methods.

D.4 Visualization of Loss Surfaces

To demonstrate that NCS identifies flatter adversarial regions compared to other methods, we use
two approaches. First, as discussed in Appendix [A.T] we quantify flatness using two metrics. The
results in Appendix show that, whether using the standard deviation of B,.(z) or the loss slope
to quantify flatness, NCS consistently finds the flattest adversarial regions compared to other methods.
Second, we provide visualizations of adversarial examples and their corresponding loss surfaces
along two random directions. Here, we present visualizations of the loss surfaces for a randomly
selected set of images in Figurd3] The results clearly indicate that the adversarial regions found by
NCS are significantly flatter.
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Figure 5: Visualization of loss surfaces
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