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ABSTRACT

Existing differentially private (DP) synthetic data generation mechanisms typically assume a single-
source table. In practice, data is often distributed across multiple tables with relationships across
tables. In this paper, we introduce the first-of-its-kind algorithm that can be combined with any
existing DP mechanisms to generate synthetic relational databases. Our algorithm iteratively refines
the relationship between individual synthetic tables to minimize their approximation errors in terms
of low-order marginal distributions while maintaining referential integrity. Finally, we provide both
DP and theoretical utility guarantees for our algorithm.

1 Introduction

Relational databases play a pivotal role in modern information systems and business operations due to their efficiency
in managing structured data [39]. According to a Kaggle survey [23], 65.5% of users worked extensively with rela-
tional data. Additionally, the majority of leading database management systems (e.g., MySQL and Oracle) are built
on relational database principles [35]. These systems organize data into multiple tables, each representing a specific
entity, and the relationships between tables delineate the connections between these entities. However, the widespread
use of relational databases also carries a significant risk of privacy leakage. For example, if a single table suffers from
a privacy breach, all other tables containing sensitive information can be exposed, as they are interconnected and share
relationships. Moreover, deleting data in a relational database can be complex, and incomplete deletion can leave
traces of data, which can potentially be accessed and reconstructed by attackers.

Today, differential privacy (DP) stands as the de facto standard for privacy protection. There is a growing body of
research focused on applying DP to generate private synthetic data [see, e.g., 36, 31, 27, 41]. This effort enables data
curators to share (synthetic) data while ensuring the privacy of individuals’ personal information within the original
dataset. In return, they can harness advanced machine learning techniques employed by end-users trained on the
synthetic data. Numerous studies have provided evidence that state-of-the-art (SOTA) DP synthetic data effectively
preserves both the statistical properties of the original data and the high performance of downstream predictive models
trained on these synthetic datasets when deployed on the original data [45, 51]. However, all existing works assume a
single-source database (with a few exceptions discussed in Related Work). It motivates the central question we aim to
tackle in this paper:

Can we adapt existing DP synthetic data generation algorithms to relational databases while preserving their
referential integrity?

The conventional approach—flattening relational databases into a single master table, generating a synthetic master
table, and dividing it into separate databases—presents several challenges. To illustrate, consider education data as an
example, with two tables (student and teacher information) linked by students’ enrollment in a teacher’s course. First,
flattening often introduces numerous null values, complicating the differentiation between missing and intentionally
null data. If a teacher isn’t teaching, student information in the master table will show up as null, even if the original
tables had none. Second, flattening creates scalability and redundancy issues. Records in the master table often
contain a high number of features, leading to longer running times for SOTA DP synthetic data generation algorithms
as features increase [e.g., 32, 31, 50, 1]. Moreover, records from the original tables can be duplicated across entries,
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increasing redundancy and storage demand. Finally, breaking down a synthetic master table may disrupt relationships
when shared feature values are involved. For instance, if the master table contains two courses with students sharing
identical demographic data, it’s unclear if they’re the same student or different individuals with matching details.

Our goal is to introduce the first-of-its-kind algorithm that can generate synthetic relational databases while preserving
the privacy, statistical properties, and referential integrity of the original data. For this purpose, we first discuss DP in
relational databases, extend the definition of k-way marginal queries [40, 36] to relational databases, and articulate the
requirements of referential integrity (Section 2). The main technical contribution is introducing an iterative algorithm
that effectively learns the relationship between various tables (Section 3). At each iteration, the algorithm identifies
a subset of k-way marginal queries with the highest approximation errors and then refines the relational synthetic
database to minimize these errors. Notably, our algorithm avoids the need to flatten relational databases into a master
table; instead, it only requires querying the relational databases to compute low-order marginal distributions, which
can be done using SQL aggregate functions. Consequently, we can leverage any off-the-shelf DP mechanisms to
generate synthetic data for individual tables and apply our algorithm to establish their inter-table relationship. We
analyze our algorithm theoretically, establishing both DP and utility guarantees.

Existing literature on synthetic relational data generation, even without DP guarantees, remains limited [29, 34, 53,
14, 10, 54].

In summary, our contributions include:

* Presenting a pioneering study on privacy-preserving synthetic data generation in relational databases.

* Introducing an iterative algorithm that establishes relationships between synthetic tables while preserving statis-
tical properties and referential integrity.

* Developing a model-agnostic approach that integrates with any DP synthetic data algorithm, offering both privacy
and utility guarantees.

Related Work

Privacy-preserving synthetic data generation is an active research topic [see e.g., 5,47, 6, 11, 16, 37, 51]. For example,
a line of work considered learning probabilistic graphical models [55, 30, 31] or generative adversarial networks
[52, 2, 22, 44, 33, 3] with DP guarantees and generating synthetic data by sampling from these models. Another
line of work proposed to iteratively refine synthetic data to minimize its approximation error on a pre-selected set of
workload queries [18, 15, 32, 27, 26, 49, 1, 50, 28]. They only focused on a single-source dataset without considering
relational database. The only exceptions are [53, 10]. [10] used graphical models for generating DP synthetic data,
incorporating latent variables to capture the primal-foreign-key relationship. However, their method is limited to one-
to-many relationships while our method can handle relationships of any type. A more closely related work is [53],
which can produce multiple tables with many-to-many relationships by leveraging tools from random graph theory and
representation learning. However, their method required using DP-SGD to optimize their generative models for each
table generation, whereas our method can seamlessly integrate with any existing DP mechanisms for synthetic table
generation. This versatility is essential, particularly as marginal-based and workload-based mechanisms often produce
higher-quality synthetic tabular data than DP-SGD-based mechanisms [45, 31, 51]. Finally, some research explored
DP in relational database systems, primarily focusing on releasing statistical queries [see e.g., 20, 21, 24]. In contrast,
our emphasis is on releasing a synthetic copy of the relational database, extending the scope of privacy-preserving data
generation methods to a more practical and general setting.

Another line of work focused on the release of DP synthetic graphs [25, 56, 13, 48, 17, 4, 38, 19] with the goal of
maintaining essential graph properties (e.g., connectivity, degree distribution, and cut approximation). While a rela-
tional database can often be represented as a multipartite graph (see Section 2.1), applying these existing approaches
to generate synthetic relational databases encounters various challenges. First, these methods often assume that the
vertex set of both real and synthetic graphs is common, learning the edge set through DP mechanisms. In our scenario,
however, the vertex sets (representing records) of real and synthetic databases differ, requiring privacy preservation for
both the vertex set and the edge set. Additionally, existing approaches focus on preserving graph properties, whereas
our objective extends to preserve both graph properties (i.e., relationships between different tables) and statistical
properties of relational databases.

2 Preliminaries and Problem Formulation

We introduce notation, represent relational databases through bipartite graphs, review differential privacy and its prop-
erties, and provide an overview of our problem formulation.
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2.1 Bipartite Graph and Relational Database

To simplify our presentation, we assume that the relational database 3 consists of only two tables D; and D (e.g.,
student and teacher information), each having n; and ny rows. The relationship between tables is typically defined
through primary and foreign keys. A primary key is a column in a table serving as a unique identifier for each row.
A foreign key is a column that establishes a relationship between tables by referencing the primary key of a different
table.

We represent the relational database as a bipartite graph B = (D;, D2, B) where each record corresponds to a node; the
two tables define two distinct sets of nodes; and the relationships between the tables are depicted as edges connecting
these nodes. We represent the edges using a bi-adjacency matrix, denoted as B € {0,1}"**"2, where B, ; = 1 iff
the i-th record from table D; is connected to the j-th record from table D (e.g. if the i-th student is enrolled in the
j-th teacher’s course). For each record @, we represent its degree as the total number of records from the other table
connected to @, denoted by deg(x). Finally, we assume the degree of each record is upper bounded by a constant

dmax .

2.2 Differential Privacy

We first recall the definition of differential privacy (DP) [12].

Definition 1. A randomized mechanism M that takes a relational database as input and returns an output from a set
R satisfies (e, §)-differential privacy, if for any adjacent relational databases /3 and /3’ and all possible subsets O of
R, we have

Pr(M(B) € O) < e* Pr(M(B') € O) + 4. (1)

We consider two relational databases B and B’ adjacent if B’ can be obtained from B by selecting a table, modifying
the values of a single row within this table, and changing all relationships associated with this row.

DP plays a pivotal role in answering statistical queries, with two distinct categories to be considered for relational
databases. The first class involves queries pertaining to a single table, say table D;. In the context of a student-teacher
database, an example would be a query about whether a student is a freshman. If we denote the data domain of table D;
by X}, a statistical query can be represented by a function ¢ : X; — {0, 1} and its average over a database is denoted as

q(B) & 7711 > wep, 4(x). The second class includes cross-table queries, such as whether a teacher and a student belong

to the same department. Analogously, these queries are represented by a function g : X7 x X5 — {0, 1}. We denote the

average of their values over a database by ¢(B) = m >~ q(x;, x;) where the sum is over (x;, ;) € D1 x D,

s.t. B; ; = 1 and vec(-) converts a matrix into a vector. When (D;, D) are clear from the context, we also express
the query in terms of the bi-adjacency matrix B.

2.3 Problem Formulation

Our goal is to generate a privacy-preserving synthetic database By, = (D", D3, B¥") that preserves both statistical
properties and referential integrity of the original relational database. In terms of statistical properties, our aim is to
ensure that the marginal distributions of subsets of features in the synthetic data closely align with those of the real
data. To achieve this, we revisit the definition of k-way marginal query and extend it to suit relational databases.

Definition 2. Suppose the domain of table D; has d; categorical features: &X; = X; 1 x --- &; 4,. We define a k-way
workload as a subset of k features: S C [d;] (or S C [dg]) with |S| = k. Additionally, given a reference value y, we
define a (single-table) k-way marginal query as

gsy(x) & H I(z; =y;) forx e X; (or Xy) )
j€s

where I is an indicator function. Analogously, we define a (cross-table) k-way workload as S; x Sa C [d1] X [d2]
with |S1| + |S2| = k, 0 < |S1| < k; additionally, given a reference value (y1,y2), we define a (cross-table) k-way
marginal query (s, s,),(y,y») (%1, T2) is defined as

T W@i,225) = G v2,.))
(J1,32)€S

for (z1,x2) € X1 x X;. We denote the set of all (cross-table) k-way marginal workloads by Weess , and their
associated queries by Qcross k-
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In maintaining referential integrity, we use a linking table to establish relationships. It is designed to store the IDs of
synthetic tables: the entry (¢, j) is included in this table if nyjn = 1. Moreover, when the original database exhibits
a one-to-many relationship (i.e., a record in the parent table D; can be related to one or more records in Ds, but a
record in the child D; can be related to only one record in D;) or one-to-one relationship?, we expect the synthetic
database to preserve this relationship. Finally, in the case of a one-to-many relationship in the original database, we
ensure there are no orphaned rows in the synthetic database. Specifically, we impose the requirement that each record
in the child table D5 connects to a record in the parent table D" (although records in the parent table are permitted
to have no associated child records).

3 Main Results

We present our main algorithm (Algorithm 1) for generating privacy-preserving synthetic relational databases. This
algorithm can be combined with any existing single-source DP synthetic data mechanisms, adapting them to the
relational database context by establishing relationships among individual synthetic tables. Specifically, it learns
a bi-adjacency matrix by minimizing approximation errors in cross-table k-way marginal queries compared to the
original data. Given the inherent large size of the query class, our algorithm employs an iterative approach to identify
the queries with the highest approximation errors and refine the bi-adjacency matrix to reduce these errors. Our
algorithm is designed for efficiency and scalability, making it well-suited for high-dimensional data. It also ensures
referential integrity in the generated synthetic relational data. We end this section by establishing rigorous utility and
DP guarantees for our algorithm.

We first create individual synthetic tables D}*" by applying any DP mechanisms via black-box access. Our main
technical contribution lies in establishing connections among these synthetic tables by constructing a bi-adjacency
matrix B that links them. We learn this matrix by aligning the cross-table k-way marginal queries between the
synthetic and original databases. The key observation is that each of these marginal queries can be written as a

(fractional) linear function of the bi-adjacency matrix. We formalize this observation in the following lemma.

Lemma 1. For a relational database (D1, Do, B) and any k-way cross-table query qs, s,),(y:,y2)> €t 1(s, y1) €
{0, 1}™ denote an indicator vector whose i-th element equals 1 iff the i-th record in D1 satisfies x; ; = y1; for all
J € 81 Let q(s,,8,),(y1,y2) = Vec(1(s, y1) ® 1(s,,y.))- Then we have:

T
(s, 8) (i) " VEC(B)

Q(Sl,Sz))(yl,!h)(B) - 17 . vec(B) ' @

Based on the above lemma, we write the cross-table query and its corresponding vector ¢s, ,s.),(y:,y) interchange-
ably. We learn the bi-adjacency matrix of the synthetic database by solving the following optimization:

T g.syn
WLsynq b>

min max —al. 4)

b*y"G{O l}n,sly"»n;yn qc Qcmss,k

1 T BN — Y0

where b*" = vec(B%") and « is the query value computed from the original real data. Since the minimization over
b™" in (4) is a combinatorial optimization, which is inherently challenging to solve, we solve a relaxed problem by
allowing b¥" € |0, 1]”‘1y 5" and use a randomized rounding algorithm to convert the obtained values back into integer
values.

We present an iterative algorithm for solving the above optimization with DP guarantees. At each iteration, we apply
the exponential mechanism to identify cross-table k-way workloads whose corresponding queries have the highest
approximation errors between synthetic and real databases. Then we add isotropic Gaussian noise to their query
values and update the (vectorized) bi-adjacency matrix b*¥" to reduce these approximation errors. Specifically, at
iteration ¢, we stack all the queries reported so far into a matrix Q and let their noisy answers be a vector a. To
update b*¥", we use a mirror descent update with negative entropy mirror [8] to solve the following bounded-variable
least-squares problem [42, 7] (see Appendix B for details):

1 2
min —Qb—a 5)
syn _syn msyn
be(0,1]"1 "2 2
1T b=m"™"

>We assume that information about the types of relationships in the original database is publicly available, but it can also be
learned differentially privately by examining the degree distribution of each table.



Adapting Differentially Private Synthetic Data to Relational Databases

Suppose b¥" is the output from the preceding procedure, which we reshape into a matrix. Next, we introduce a

randomized rounding algorithm to convert b*" into {0, 1}”§ynxngn for defining the relationship between synthetic
tables. Given that b" /m™" forms a valid probability distribution over the domain [n}""] x [n3"], we sample random
values from this distribution, rejecting those that have already been selected. We iterate this process until we obtain

m*" distinct random values. These values correspond to the indices of the bi-adjacency matrix B*Y" whose value is 1.

We outline the above procedure in Algorithm 1 and provide additional details, including our privacy budget track-
ing, hyper-parameters, the updating rule for mirror descent, and discretization strategy, in Appendix B. We explore
strategies for ensuring the scalability of our algorithm for synthesizing large-scale relational databases in Appendix E.
We show how our above procedure can be adapted if the original database has a one-to-many relationship in Ap-
pendix D. We remark that iterative algorithms are a standard technique for query releasing in the DP literature [see
17,18, 27, 1, 32, for examples in synthetic data/graph generation] and we extend its applications to establish relation-
ships between synthetic tables. We end this section by establishing DP and utility guarantees for our algorithm.

Algorithm 1 Adapting DP mechanisms to generate relational synthetic data.

Input: private relational database B = (D1, D2, B); privacy budget (e, drel); individual synthetic tables D", D5"; work-
loads per iteration K'; number of iterations 7; number of relationship in synthetic tables: m™"
Initialize: Q = 0, a = 0, b™" € [0,1]"1 72"
fort=1,---,7T do
Select K workloads via the exponential mechanism
Append the queries from the new workloads to Q.

Add noise to the new query answers and append them to a.
Solve b™" = arg min, o ey | 4= Qb —al)
1T b=m¥"
B¥" = RandomizedRounding(b”" .reshape(n?", n3"))
end for
Output: %" = (D", D3", B™™)

Theorem 1. Suppose we use any DP mechanism with privacy budgets (¢1,01) and (2, 02) to generate individual
synthetic tables, respectively. Then we apply Algorithm 1 with privacy budget (€, 6yer) to build their relationship.
The synthetic relational database satisfies (€1 + €2 + €1, 01 + 02 + 0yer)-DP.

Next, we present a utility theorem that provides an upper bound on the approximation error of cross-table queries
using synthetic relational data generated by Algorithm 1.
Theorem 2. Let b™" = vec(B*") be the output of Algorithm 1 (without randomized rounding) for a single iteration
across all k-way workloads, while b* = vec(B*) denotes the optimal bi-adjacency matrix achievable for the synthetic
individual tables without any privacy constraints. We stack all the query vectors as matrices Q and Q for the original
and synthetic tables, respectively. Let a be the true answers of all queries computed from the original database. With
high probability,
2 2
1 Opn — L Ap* —
H ma Qb aH2 me Qb aHQ + O < dmax ) )

| Wcrosx, k | o ‘ )/ch.vs7 k | M/ Prel

2
where pr; = (\/E,el + log 5% — \/log 5%) and we ignore logarithmic terms.

The theorem above bounds the per-workload squared error in estimating cross-table queries using synthetic data from
Algorithm 1. This upper bound consists of the optimal error without privacy constraints and an additional error term.
The optimal error depends on the quality of the individual synthetic tables and the selected privacy mechanism. If
the synthetic tables matched the original, the optimal error would be zero. The additional error term is influenced by
three factors: m (number of relationships in the original database), d,,,x (maximum relationships per record), and p|
(privacy parameter). With a fixed d,ax and py|, as the number of relationships increases, this error term diminishes.
Unlike existing utility theorems that depend on the data domain size |X;| for categorical features, which can be large,
we avoid this reliance in our theorem by using the “marginal trick” [see Appendix D.4 in 27].

4 Conclusion and Limitations

In this paper, we investigated synthetic relational database generation with DP guarantees. We proposed an iterative
algorithm that combines with preexisting single-table generation mechanisms to maintain cross-table statistical prop-
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erties and referential integrity and derived rigorous utility guarantees for it. We hope our efforts inspire new research
and push the frontiers of DP synthetic data toward practical scenarios.

There are several intriguing directions worth exploring further. First, we assumed that every record in the rela-
tional database must be kept private, but exploring cases where only specific tables contain personal private infor-
mation would be interesting. For instance, in education data, teacher and student information might require privacy-
preserving, while course and department information is often publicly available. Second, our algorithm generates in-
dividual synthetic tables and uses an iterative algorithm to establish relationships. An extension would be integrating
synthetic table generation into the iterative algorithm, learning both single-table and cross-table queries simultane-
ously. This may require white-box access to the generative models. Lastly, while we generate synthetic relational
databases focused on preserving low-order marginal distributions, other criteria like logical consistency, temporal
dynamics, and user-defined constraints are also worthy of exploration.
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A Background on Differential Privacy (DP)

We recall the concept of (zero) concentrated differential privacy [9, 43]. It will be used in the proof of Theorem 1 for
establishing DP guarantees for our algorithm.

Definition 3. (Zero concentrated differential privacy (zCDP)). A randomized mechanism M satisfies p-zero Concen-
trated Differential Privacy (zCDP) if for all pairs of neighboring relational databases B, 5’, and for all @ € (1, 00)

Dy (M(B), M (B)) < pa
where D, (M (B), M (B’)) denotes the a-Renyi divergence between the distributions of M () and M (B').

zCDP has nice composition and post-processing properties.

Lemma 2. (Adaptive composition). Let M1, --- , Mz be p1,--- , pr-zCDP, respectively. Suppose M is an adaptive
composition of My, -+ , M. Then M satisfies (3, p;)-zCDP.

Lemma 3. (Post-processing). Let M be a p-zCDP mechanism. Suppose f is any (possibly randomized) function.
Then M'(B) = f(M(B)) satisfies p-zCDP.

Lemma 4. (Relation between zCDP and DP.) If M satisfies p-zCDP, then it also satisfies (p + 2+/plog(1/8),)-DP
forany 6 > 0.

Next, we recall two basic privacy mechanisms: Gaussian and exponential mechanisms. To start with, we define the
L,, sensitivity of a function f as

Ap(f) = sup [[£(B) = f(B)l,, (6)
B~B’

where B ~ B’ are two neighboring databases.
Lemma 5. (Gaussian Mechanism). Given a function f, the Gaussian mechanism is defined as M(B) = f(B) +
oAy(f)N where N is a random vector drawn from N (0, I). Then M satisfies 51z -zCDP.

Finally, we recall the exponential mechanism. For a score function and a set O, we define its sensitivity by

A(score) £ sup max |score(B, 0) — score(B',0)|. (7)
B~B’ 0€O

Lemma 6. (Exponential Mechanism). Given a score function and the set O of all possible outputs, the exponential
mechanism M is a randomized mechanism defined by

Pr(M(B) = o) x exp ( score(B3, 0)) , YoeO. (8)

€
2A(score)
Then M satisfies %-zCDP.

B More Details about Algorithm 1

We provide more details about our main algorithm (Algorithm 1). Specifically, we include our privacy budget tracking,
hyper-parameters, the updating rule for mirror descent, and discretization strategy, in Algorithm 2.

C Omitted Proofs

We start this section by proving the DP guarantee for our main algorithm. We recall Theorem 1 below for reference.

Theorem 3. Suppose we use any DP mechanism with privacy budgets (¢1,01) and (2, 02) to generate individual
synthetic tables, respectively. Then we apply Algorithm 1 with privacy budget (€, 6ye1) to build their relationship.

The synthetic relational database satisfies (e1+ €2+ Epet, 01+ 02+ 0re1)-DP, where €,01(6ret) < prei+ 27/ Pret 10g(1/ 1)
2
This condition can be achieved by choosing p. = (\/Iog(l/érel) + €l — \/log(l/érel)) .

Proof. At each iteration, Algorithm 1 makes K call to the exponential mechanism and K call to the Gaussian mech-
anism. The exponential mechanism uses the score function:

1
score(w) = 7 |[Pu(B) — Pu(B™")]1- ®)

10
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Algorithm 2 Recall Algorithm 1.

Input: private relational database B = (D1, D2, B); privacy budget (grel, dre1); individual synthetic tables D", D3"; work-
loads per iteration K'; number of iterations 7"; hyper-parameter balancing Gaussian and exponential mechanisms a;; number of
relationship in synthetic tables m*™"

syn

Initialize: Q = 0,a = 0, b¥" € [0,1]™ "
Convert (&1, Ore1)-DP into prei-zCDP and compute a privacy parameter €g = 4/ %
fort=1,---,7T do

Select K workloads via Exponential Mechanism > Algorithm 3
Append all queries associated with the newly selected workloads into Q
Add noise to the answers of the new queries and append them into a > Algorithm 4
Solve b = arg minbe[o,l]”?"“”gn I ﬁQb — @||3 using mirror descent > Algorithm 5
T -
B = RandomizedRéu;ding(bsy“.reshape(nsly", ny")) > Algorithm 6
end for

Output: BY" = (Dsly“,’D;yn7 Bsyn)

Algorithm 3 Exponential mechanism for workload selection.

Input: original private relational database B = (D1, D2, B); synthetic relational database BY" = (D", D3", B¥"); work-
loads per iteration K; all k-way cross-table workloads {(S1,S3), - - - , (SYV,s¥ ) }; workloads that have already been selected
Tselected; hyper-parameter balancing Gaussian and exponential mechanisms «; privacy parameter e

Assert sum(B) == m™"
Initialize: O = () and W = Subsample ({(S1,S3), -+, (S1", 85" )\ Trelectea) B> Save running time
for w € W do
score(w) = 3| Puw(B) — Pu(BY)||1 > total variance distance between (empirical) marginal distribu-
tions of B and B*" on workload w
end for
fort=1,--- ,K do
p = [score(w) for w € W] > Scores of workloads that have not been selected
p = softmax (\/aeo T p) >m = 17 - vec(B) and dumax is defined in Section 2.1

Sample a workload w according to the probability vector p
O=0Uwand W = W\{w}

end for
ﬁelected = ﬁelecled uo
Output: O

Recall that we consider two relational databases B and 53’ adjacent if 5’ can be obtained from 5 by selecting a table,
modifying the values of a single row within this table, and changing all relationship associated with this row. We focus
on the setting of bounded DP so both B and B’ have m relationships. Additionally, we assume each record can have
a relationship with at most d,;,,x records in the other table. Hence, for any workload w, the total variance distance
between the empirical distributions of B and B’ on w has an upper bound:

1 dmax
§HP1U(B)_Pw(B/)H < . (10)

Algorithm 4 Gaussian mechanism for noisy answer computation.

Input: (empirical) marginal distributions of B on K newly selected workloads {p1,- -, px }; hyper-parameter balancing
Gaussian and exponential mechanisms «; privacy parameter €g
fort=1,--- ,Kdo

Assert sum(p;) == land p; > 0

N, — \/idmax . . a1s
a; = pt+ <m Voo ) N(0,1) > Add Gaussian noise to each probability vector
end for

Output: {a1, - ,ax}

11
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Algorithm 5 Using mirror descent for solving bounded-variable least-squares problem.

Input: Observed query matrix Q; noisy observations a; step size 7; number of iterations for the outer and inner loop 75, T;;
initialization b°; number of relationship in synthetic tables m®"

Initialize: b = b°/m, N = dim(b)
fort=1,---,7, do
g VH mSyn Qb aH2 - 2 @yn QT( syn a')

— aySYN | b; exp(—=ng;)
by =m S5, bjexp(—ng;)’ vie [N ]

forl=1,---,T; do

b = min(b, 1)
b =m™ =<0, Vi€ [N]
j=1"7
end for
end for

Output: b¥" = b

Algorithm 6 Randomized rounding for many-to-many databases.

Input: relaxed bi-adjacency matrix B € [0, 1]"Sly“ 73" number of relationship in synthetic tables m*™"
Assert sum(B) == m™"
Initialize: m = 0, £ = (), BY" = 0™ *"3
while m < m*" do
Draw a random sample (x;, z;) from [n7"] x [n3"] with probability Pr(i, j) = Bsyﬁ
if (zi,2;) ¢ € then
E=EU{(zi,z;)}, m=m+1
By, =1
end if
end while

Output: B*"

By the triangle inequality, we can upper bounded the sensitivity of score by d‘;;j". Similarly, for each workload w,
we can upper bound the L, sensitivity of each empirical distribution R,,(B) by ﬂdm“ By Lemmas 5 and 6, at
each iteration, the exponential and Gaussian mechanisms satlsfy La - €2-zCDP and (1 — ) - €4-zCDP, respec-
tively. The composition theorem in Lemma 2 ensures that Algorlthm 1 satisfies weg-ZCDP Recall that

we chose ¢y = % Hence, Algorithm 1 satisfies pr-zCDP. As a result, Lemma 4 yields that it also satisfies

2
(prel + 24/ pre1 10g(1/9), 6)-DP. In particular, if we choose pr; = <\/log(1/(5re]) + €rel — \/1og(1/6re|)) , then Algo-
rithm 1 will satisfy (€rel, drel)-DP. O

Below, we provide a more rigorous statement of Theorem 2 along with its proof.

Theorem 4. We run Algorithm 1 (without randomized rounding) for a single iteration across all k-way workloads to
build m»" (< ny"n3") relationships for the synthetic database. Let B™" be the output with privacy budget (€1, Oyer)
and let B* be the optimal bi-adjacency matrix achievable for the synthetic individual tables without any privacy
constraints. We stack all the query vectors as matrices Q and Q for the original and synthetic tables, respectively. Let
a denote the true query answers computed from the original database. With probability at least 1 — 3, we have:

2 2

H Yvaec(B””) —a (B*) —a

<8’ !
— msyn

2 2

+ 8\[|Wcmyt k‘

1
2n§y"n;>"> 2
7

\//m (log 8

2
where Prel = (\/Ere[ + log i - \/log 511) '

We first prove some lemmas that will be used in the proof of Theorem 4.
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Lemma 7. (Contractive property of convex sets projection [40]) Let ) be a non-empty closed convex subset of R?,

then for any x1, T2 if we denote their projections by y1, Y2 respectively, i.e. y; = argmingcy ||€; — y

have
lyr — w2ll5 < @1 — 22|3.

%, then we

Proof. Letv = yy — yo # o. The function f defined by f(t) = |1 — (y1 + tv)|? for t € [0, 1] has a minimum at
t = 0, hence f/(0) > 0. This gives (x; — y1,v) < 0. Similarly we obtain (xs — y2,v) > 0. Thus, the segment

[x1, 2] meets the two hyperplanes that are orthogonal to v and that go through y; and y-, respectively.

Lemma 8. Let )V be a non-empty closed set. For any x, we denote its projection onto Y by y*, i.e

arg mingey ||@ — y||3. Then for any y' € Y we have
ly" =I5 <2y — 'z — ).
Proof. By the optimality of y* and y’ € )/, we have
e —y*|3 < = —y'l3-
This implies that
lz =313+ 20x — v,y — y*) +lly' — 7[5 < =~ y/'II3,
which yields the desired inequality.

The following lemma is a standard result from concentration inequalities.

Lemma 9. Let Xi,...,X, be N(0,0%2) normal random variables with zero mean.

P{maxlgign X,‘ > 20’2(10g7’l+t)} < eXp(—t).

Proof. Letu = \/202(logn +t). We have

P{ max X, Zu} =P{3, X; > u}

1<i<n

< ZP{Xi > u}
i=1
2

< ne”2a? = exp(—t).

*

y:

Then

O

Proof of Theorem 4. We define N = n¥" . n3". Additionally, we define the projection set with respect to Q as

1 4 syn .
IC{ Qb‘beRNyJTbmbyn,ogbg}.

msyn

(1)

Recall that B* is the optimal bi-adjacency matrix achievable for the synthetic individual tables without privacy con-

straint and B*" is the output of Algorithm 1. We denote
b* £ vec(B*), b2 vec(BY").

By definition,
2
1 -
b* = argmin 5 Qb—all |,

Qb/m»ek m 2

2
b= argmin WQb —(a+w)|| ,

Qb/momek 2

where w is a Gaussian vector with zero-mean added to preserve DP guarantees, which we will specify later. Addi-

tionally, we introduce

. 1 . 2
——Qb — (msyn Qb" +w)

msyn

b= argmin
—Lm Qbek

2
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By the triangle inequality, we have:

1 N7 1 AT N7 A7 *
msynQb_a ) < synQb_ synQb HmsynQb_ msynQb 2+ H synQb —-a 9
Since ﬁQb and —L- —L_Qb are the projections of (a + w) and (s Qb* + w) onto the convex set K, respectively,
Lemma 7 implies that
msynQ mbynQb < |[(a+w)—( SynQb + w) 2: a— SynQb ,
Hence, we have
A 7.5 N7 J *
HmSY“Qba 2§2 aimsynQb 2+HWLSYI1Qb9ynQb 2. (13)

By the definition of bin (12) and Lemma 8, we have

2 1 . 1 .
< 2 (@b G (v b - an)

= Q- b) w).

Since m{ynQb*, S Qb € K, we have |b*||; = [|b]: = m™. We denote the j-th column of Q by p; for j =

Qb

msyn msyn

Qb*

2

, N*Y", Then
A " 2 .~ .
HmsynQ msynQb 9 S msyn <Q(b7 b ),’U)>

2 NS _

= > (b = b3) - (pj, w)

Jj=1
2 S
NS

S msyn Z |b I§1&X| <p]7 > ‘
2 *

S e ([1Bll1 + [16*11) - maX|<p], w) |

N
= 4-ihax | (pyw) |

We introduce random variables:
A A . S
X; = (pj,w), Xywy; = —(pj,w), forj=1--- N
Since each random variable X, for j € [2N*"] is a linear combination of independent zero mean Gaussian random
variables, X; is also a zero mean Gaussian random variable. Next, we prove that p; has |Weress, k| elements equal to
1 and the remaining elements being 0. Here |Wcr0ss, & | represents the number of (cross-table) k-way workloads. Note

that there exist 7 € [n}"], s € [n3"] such that

j=(r—1n3"+s.
Recall the definition of query vector in Lemma 1. The i-th element of p; is an indicator of whether the value of the
i-th cross-table k-way marginal query of (23", x2") is 1. Here «)"" and «'" are the r-th and s-th records of D"
and D;y“, respectively. There are |[Weross x| workloads in total. Within each workload, for queries associated with it,

only one query can have a value of 1 for (7", 23"). Hence, there are |Wiross 1| elements of p; being 1. Then for

j=1,--- N
Var (X nwy;) = Var (X;)
= Var ((pj, w)) = [W,
Lemma 9 implies that with probability at least 1 — 3, we have

- Var (w;) .

Qb —

2
2N
<4 -maxX;
2 j=1

‘ ‘ msyn

4- \/2Wcross,k| - Var (’LUL) (]Og(QNSyn) + log ;) .

14
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Substituting the above inequality into (13) yields
1
1\\ %
Qb —all <2 + <32)/VCross k| - Var (w;) <log(2NSyn) + log >)
o , : 5
Since we run Algorithm 1 (without randomized rounding) for a single iteration across all k-way workloads, we have
T =1, K = |Weross,k|» and a = 0. Therefore,

2

2dmax d? d?

Var (w;) = L =K m ] max
meo M2 Prel M2 pret’

As a result,
i ’ d 2N 2
b * max
H syn Qb —a , <8 H syn Qb —a + 8\/§|Wcross,k| m\/@ <10g ﬁ )

D Discretization Strategies for Preserving Referential Integrity

Algorithm 6 can be done more efficiently based on properties of exponential random variables.

Algorithm 7 Exponential rounding for many-to-many databases.

Input: relaxed bi-adjacency matrix B € [0, 1]"?"”3", number of relationship in synthetic tables: m™"
Generate N = n}" - n3", independent random numbers, X1, - - - , X, where X; is generated from Exp(B;..)

Sort X1, -+, Xn from smallest to largest
Let £ be set of indices of the m*" smallest numbers.
B = Reshape £ to an}" X n3" matrix

Output: unweighted bi-adjacency matrix with m edges B

The time complexity of this method is O(N log N) whereas the simple-and-reject approach presented in Algorithm 6
takes at least Q (N?) time.
Theorem 5. Algorithms 6 and 7 are equivalent.

Proof. To prove that these two procedures are equivalent, we must first remember the following properties of expo-
nential random variables.

1. If X is exponential with parameter A, and Y is independently exponential with parameter y, then min(X,Y)
is exponential with parameter \ + p.

2. With the same assumptions as the last point, P(X <Y) = 12— +u

3. The exponential distribution is memoryless, in the sense that P(X < s+t | X > ) = P(X < s) for all
s,t > 0.

This implies that, for example, the probability that the first sampled element is X is
by
by + (65+-~-+B§‘V>

Then, for subsequent samples, you can do a similar calculation where you leave l;’l" out (because of memorylessness)
and conclude that the probability of each potential outcome happening is similar in both algorithms. O

P(X; < min(Xy, X3,...,Xn)) =

Now, we turn our attention to an adapted version of the primary algorithm tailored for databases where each entry
in the first table is linked to just one entry in the second table, known as one-to-many databases. This adaptation
introduces two notable distinctions from the main algorithm. Firstly, we modify the projection algorithm to seek
solutions that maintain a fixed degree of one for each entry in the first dataset. We introduce a linear equation for each
entry into the projection problem to accomplish this. It is worth mentioning that this adjusted projection step and the
additional linear constraints remain computationally manageable and can be solved using mirror descent. Secondly, in
Algorithm 8, we adopt a strategy that selects precisely one edge from the set of edges connected to each entry in the
initial dataset. This approach yields an unbiased estimator for each query.
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Algorithm 8 Categorical Rounding for One-to-Many databases.

Input: relaxed bi-adjacency B € [0,1]"1 2"
Assert sum(B;.) == 1fori € {1,--- ,n?"}

syn

Initialize: BY" = 0 € R™% "2

fori=1,--- ,n" do
Let x; be a random variable that takes value j with probability B; ;
Let B! =1

end for

Output: unweighted bi-adjacency matrix B™"

E Extension for Improving Scalability

In this section, we introduce an extension of our main algorithm (Algorithm 1) for synthesizing large-scale relational
databases. The key idea is to leverage the sparsity of the bi-adjacency matrix B*Y"—we can store B%" as a sparse
matrix and update a portion of its elements at each iteration. We present the extended algorithm in Algorithm 9 and
illustrate its difference compared with Algorithm 1 in Figure 1.

Recall that the dimension of the bi-adjacency matrix B®" is ny" x n3 ", which could result in scalability issues when
generating large-scale synthetic tables. For this purpose, we observe that the nonzero entries of B¥" typically scale
with O(n}" 4+ n3"). For example, in the student-teacher example, each student may only be in at most 10 classes,
upper bounding the number of non-zero entries to grow linearly with the size of the students’ synthetic table.

We propose to only learn part of the bi-adjacency matrix at each iteration. We randomly select a fraction « of the
records in each synthetic table and we slice the B¥" to only include the relationships to By, between the selected
records in each table. We run a similar mirror-descent algorithm to optimize the relationships between just the selected
records on the queries selected in this iteration. We then re-insert these newly learned relationships into B*" for the
next iteration. This allows the size of the vector on which mirror descent is performed to be reduced to a?ny’" x n3",
saving on runtime and memory. Additionally, we observed in experiments that this approach can even produce higher

fidelity results, potentially by helping mitigate some of the “over-relaxation” incurred by the mirror descent algorithm.

To implement this algorithm, we begin by storing the bi-adjacency matrix as a sparse matrix BY" € {0, 1}n“'1y"xn’2y".
We also introduce a new parameter o < 1, indicating which fraction of relations are learned in each iteration. Next,
we define the slicing operation, which will be used to extract elements of B®" before running the mirror-descent
algorithm.

Definition 4. Given a matrix M € R™ *"2 and vectors v; € {0,1}", va € {0,1}"2, we denote the slicing operation
by M [v',v?]. This operation yields a matrix with sum(v{¢) rows and sum(v$®) columns. The (i, j) entry of this
matrix corresponds to the (v}, v%) entry of M, where v; is defined as the i-th nonzero entry of v (similarly for v7).
The time and space complexity of the algorithm are reduced from O(Tn"n3") to O(Ta*nY"n3") by this strategy.
Hence, by choosing smaller o, we can reduce the time complexity of the algorithm.
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Figure 1: Top: diagram illustrating the original algorithm (Algorithm 1). Bottom: diagram illustrating the new algo-
rithm (Algorithm 9).

Algorithm 9 Extension of Algorithm 1 to improve scalability.

Input: private relational database B = (D1, D2, B); privacy budget (grel, drel); individual synthetic tables D}", D3"; work-
loads per iteration K'; number of iterations 7; number of relationship in synthetic tables: m™"; slicing fraction «
Initialize: Q = 0, a = 0, n?" by n3" sparse matrix B¥" with entries € {0, 1}
fort=1,---,7T do
Select K workloads via the exponential mechanism
Append all queries associated with the newly selected workloads into Q

Add noise to the answers of the new queries and append them into a
. syn . syn . .
Randomly choose v{'* € {0, 1}™ _,v%l‘“e_ € {0,1}"2 s.t. sum_(v?l‘“)_ = round(an}") fori € {1,2}
Set dense matrices B, :SYI{BSY“ [vie, v§] and Quiice = Q[V}®, VT
Compute myice = sum(By,,) ,
syn . ) syn ~ . .
Solve Bjj, = argmin  p, ;cjo.1] || Quice flatten(B,) — |2 using mirror descent
sum(Bj ) =Mlice
syn . . syn
B3, = Randon{uzedRoundlng(I_leice ?
. syn . syn, syny, slice , slice] __ syn
Re-insert B, into B¥": B¥"[v1"°, v5°] = B,
end for
Output: B = (D", D", B
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