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Abstract

Diffusion models are becoming defector generative models, which generate excep-
tionally high-resolution image data. Training effective diffusion models require
massive real data, which is privately owned by distributed parties. Each data
party can collaboratively train diffusion models in a federated learning manner
by sharing gradients instead of the raw data. In this paper, we study the privacy
leakage risk of gradient inversion attacks. First, we design a two-phase fusion
optimization, GIDM, to leverage the well-trained generative model itself as prior
knowledge to constrain the inversion search (latent) space, followed by pixel-wise
fine-tuning. GIDM is shown to be able to reconstruct images almost identical to
the original ones. Considering a more privacy-preserving training scenario, we
then argue that locally initialized private training noise ϵ and sampling step t may
raise additional challenges for the inversion attack. To solve this, we propose a
triple-optimization GIDM+ that coordinates the optimization of the unknown data,
ϵ and t. Our extensive evaluation results demonstrate the vulnerability of sharing
gradient for data protection of diffusion models, even high-resolution images can
be reconstructed with high quality.

1 Introduction

The emergence of likelihood-based diffusion models empowers probabilistic models to gener-
ate high-quality data, especially for stable high-resolution image and video data [16, 6, 13].

Figure 1: Original training image (left) v.s.
Recover images (right) by gradient inversion
of diffusion models.

Diffusion models are trained by finding the reverse
Markov transitions that maximize the likelihood of
the training data. In practice, the training is done by
gradually adding noise to and denoising the images
for multiple steps.

However, training high-quality diffusion models usu-
ally requires a large number of data. Practically, such
data may be owned by different private parties. Fol-
lowing data privacy regularization such as HIPAA
and GDPR, data owners may keep their data private
rather than share it with a central server for collec-
tion. In order to prevent direct local private data
collecting but share the knowledge, we are interested
in whether the training of diffusion models can be
designed by collaborative training without sharing
raw data. Thanks to the design of DDPM at each
round, which independently samples a random Gaus-
sian noise ϵ and a sampling step t to train by approx-
imate noise, we argue that this standard diffusion

Preprint. Under review.

ar
X

iv
:2

40
5.

20
38

0v
1 

 [
cs

.A
I]

  3
0 

M
ay

 2
02

4



training paradigm can be translated into the federated learning framework. Specifically, at each global
round of training, multiple distributed data owners (clients) train the diffusion sub-models based on
their local data. Then, the central server, which connects to every client, aggregates their gradients
before sending the gradient back until convergence.

Such a federated training method successfully avoids direct data sharing but opens a door for the
server to obtain the intermediate training gradients and the diffusion model in the end. While studies
on federated training classifiers demonstrate that the server is able to invert the client’s raw data
from their intermediate gradients, it is unknown how gradient information also leaks information
of the training data in federated diffusion training. Moreover, the well-trained also leak privacy
information [3, 8, 15, 2]. For example, relying on information estimation of the trained model, e.g.,
error comparison of the forward process posterior estimation [3], adversaries are able to launch
membership inference attacks [8, 3, 18]. Further, recent studies reveal that trained diffusion models
are able to re-create samples that resemble the training data style [15].

In this paper, we systematically study the data reconstruction risk when training federated diffusion
models. We first define the federated training method for diffusion models. Applying the existing
inversion attacks for federated classifiers training on diffusion models falls short due to a wide search
space of inversion. As the adversarial naturally owns the trained diffusion model and the prior
studies [9, 4] show the advantage of including trained generative models, e.g., Generative Adversarial
Networks, to improve the reconstruction quality by constraining the searching space of dummy data,
we thus advocate to leverage such prior knowledge. Accordingly, we design a fusion optimization,
GIDM, that includes two training phases. The generating phase maps the dummy data training
into a narrow latent space to optimize in-distribution images by adding the diffusion model as prior
knowledge. Then the fine-tuning phase further optimizes the similarity between the dummy and real
gradients to update the dummy data generated by the generating phase. Our proposed GIDM is able
to recover high-resolution images of 128 × 128 almost identical to the origin, as shown by Fig. 1,
where uncertainty by searching space increases exponentially with increased pixel size.

Furthermore, we consider a more challenging, privacy-preserving training scenario in which the
data owner samples an arbitrary timestep t and initializes ϵ privately and locally, i.e., the honest-but-
curious server is unaware of. To solve this, we then propose the novel triple optimization GIDM+ for
dummy data, ϵ and t. Specifically, the triple optimization includes three independent optimizers for
the large-tensor dummy data, ϵ following Gaussian distribution for initialization, and the integral t
with long range to refine the joint training. By coordinating the optimization of them with updating
intervals, we are able to recover images without confidently knowing ϵ and t.

We summarize our main contribution as follows:

• We are the first study on the gradient inversion attack for private training data of federated
diffusion models.

• We design a two-phase fusion optimization GIDM that effectively inverts the client gradients
into images by leveraging the prior knowledge of trained diffusion models. GIDM is able to
re-create almost identical images of the training data for size 128× 128.

• To further tackle the more privacy-preserving scenario when ϵ and t are private to clients,
we design a triple optimization GIDM+ that simultaneously inverts clients’ images, and
private training parameters.

2 Related Work

Diffusion Models and Privacy. Diffusion models employ a two-step process: initially deconstructing
the training data structure step by step in a forward manner, then mastering the reconstruction of the
structure from noise in a reverse process. The Denoising Diffusion Probabilistic Model (DDPM) [6]
introduced the stable and efficient implementation for high-quality image synthesis. It is achieved
via a forward process without learnable parameters while employing simplified Gaussian noise in
the reverse phase. Further variants of diffusion models such as DDIM [16], Stable Diffusion [13],
and Imagen [14] thus improve the sampling efficiency or involve deep language understanding for
text-to-image generation. However, The well-trained diffusion model network have been shown to
be vulnerable to privacy attacks, i.e., training data information leakage. Recent studies on privacy
concerns of diffusion models mainly focus on membership inference [3, 8, 18] attacks or training data
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Algorithm 1 Federated Diffusion Model Training
Input: The number of clients K, number of global training round R, local datasets Xk, k ∈ [1,K],
diffusion steps T , global learning rate η.
Initialize model θ
for r = 1, 2, ..., R do

for k = 1, 2, ...,K do
t ∼ Uniform({1, ..., T}) // Excuted by the server
ϵ ∼ N (0, I) // Excuted by the server
x0 ∼ Xk // Excuted by the client
Calculate gk = ∇θk

∥∥ϵk − ϵθk
(√

ᾱtx0 +
√
1− ᾱtϵk, t

)∥∥2 // Excuted by the client

g =
∑K

k=1 gk // Excuted by the server
Update θ = θ − ηg // Excuted by the server

Return θ
Result: The trained θ∗

memorizing attacks [15, 2] from the trained model. None of the studies has addressed the privacy
leakage impact from the gradients of diffusion models.

Gradient Inversion. As the first practical gradient inversion attack for classifiers, Deep leakage from
Gradients (DLG) reconstructs data and label simultaneously by directly approximating gradients
from the dummy data input [25]. Two main aspects that DLG suffers from are reconstructed data
quality and the inability to deal with large training batches. To strengthen DLG, one line of work
improves DLG by developing different optimizer [20, 5], distance measure metrics [5], or integrating
direct features [24] by the network, e.g., they first infer labels before reconstructing. The other line of
work focuses on bringing external knowledge for inversion. Such knowledge includes knowing prior
data distributions for more accurate embedding, adding a batch normalization regularizer to manage
larger reconstructing batches [21], applying pre-trained generator model to ensure high-quality output
of reconstructed data [9, 4, 11] or even utilizing auxiliary dataset. Besides classification models,
although generative models assist the inversion in general, inversion also appears in Generative
Adversarial Networks (GANs), which aim to invert a given image back into the latent space of a
pre-trained GANs model [19]. Currently, there is no inversion attack studied for diffusion models,
namely reconstructing the input data from the intermediate gradients of the federated diffusion model
training.

3 Methodology

In this section, we first define a federated diffusion training method that enables distributed learning
without sharing data partition We then define and propose a gradient inversion attack for federated
diffusion models, which composes two core optimization algorithms. The first algorithm is a
constrained inversion attack, focusing on a scenario where all training hyperparameters are identical
across clients. It specifically leverages prior knowledge of pretrained diffusion models to narrow
down the inversion searching space. The second algorithm considers a privacy-preserving federated
method that two key hyperparameters of diffusion model training, {ϵ, t}, are sampled privately by
local clients. We thus propose a triple optimization algorithm, which optimizes and reconstrcuts
client data, and {ϵ, t} simultaneously.

3.1 Federated diffusion models

We consider a federated image generative task following the standard DDPM-like diffusion model [6],
which aims at optimizing weighted variational bound:

L(θ) = Et,x0,ϵ

[∥∥ϵ− ϵθ
(√

ᾱtx0 +
√
1− ᾱtϵ, t

)∥∥2] , (1)

where x0 ∈ Rm×B is the image training samples (batch size B) of m = (width)×(height)×(color),
L(·) is the point-wise loss function, θ denotes the diffusion model network parameters and ᾱt is
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hyper-parameter controlling the forward noising process.Note that the sampling step t is uniform
between 1 and T and we follow the definition [6] that ϵθ is a function approximator intended to
predict the added Gaussian noise ϵ to the image of step t, xt.

There are K clients serving as data owners and are responsible for diffusion model training. The
kth federated learning client owns the local real dataset Xk, k ∈ {1, 2, ...,K}, which is not shared
with others. Each client reports the gradient of ∇θ

∥∥ϵk − ϵθk
(√

ᾱtx0 +
√
1− ᾱtϵk, t

)∥∥2 for the
sampled data x0 sampled locally. We introduce a R global training round of training. The single
server S, which does not own any data itself, aggregates and distributes the gradient on each global
training round.

One canonical difference between federated diffusion and other models, e.g., classification tasks, lies
in which party is supposed to sample ϵ and t for a given x0. Specifically, it can be either the client that
samples {ϵ, t} locally and privately for training each batch, or the server, which samples {ϵ, t} and
sends them to each client per round per batch together with the aggregated model. Both settings can
be implemented as equivalent optimization problems of centralized diffusion models. We consider
two scenarios regarding whether the information of {ϵ, t} is kept as clients’ private information. In
the first scenario, {ϵ, t} are sampled by the honest-and-curious server and send them to each client
per batch training. Given the global model learning rate as η, the training of the federated diffusion
model is equivalent to the centralized DDPM and is illustrated in Alg. 1. Then, we extend to the
scenario where {ϵ, t} are kept privately.

3.2 GIDM: Constrained gradient inversion attack by diffusion prior

To study the privacy leakage risk of the federated diffusion based on gradients, we propose a gradient
inversion attack. The honest-but-curious server reconstructs the victim client’s data using the gradients
submitted by the client and known values of ϵ and t. Our detailed description of the threat model is
included in Appendix. ??. We model the inversion process as an optimization problem that iteratively
optimizes the dummy data by minimizing the distance between known and approximate gradients,
as proposed by the inversion attacks for federated classifier training [25]. Following Alg. 1, when
client k computes the gradient by a batch of data x0 = {x1, x2, ..., xB} with batch size B, the
gradient is formulated as gk = 1

B

∑B
i=1 ∇θk

∥∥ϵk − ϵθk
(√

ᾱtxi +
√
1− ᾱtϵk, t

)∥∥2. Note that since
a gradient inversion attack can be launched at any specific global training round for any client, we
ignore the r round and k client indexes in the following section. Assuming that θ is second-order
differentiable, we suppose that dummy data x̂0 is the replica of x0 if ĝ ∼ g, where ĝ is the dummy
gradient calculated based on dummy x̂0. Thus, our gradient inversion objective turns to:

min
x̂1,...,x̂B

D(
1

B

B∑
i=1

∇θ

∥∥ϵ− ϵθ
(√

ᾱtx̂i +
√
1− ᾱtϵ, t

)∥∥2 , g) (2)

where D(·) is the distance measure metric for two gradients to show similarity. We define D(·) by
L2-Norm [25] distance.

We first conduct an exploratory experiment on whether the direct translation from the inversion
method of the classifier can launch a successful gradient inversion attack on diffusion models. The
result presented in Sec. 4.1 demonstrates their inability to recover training samples. The reason behind
this lies in the wide search space of the optimization procedure. Also, the difficulty of inversion in
terms of randomness increases greatly with high-resolution data.

To improve the optimization for high-resolution data, we propose a constrained fusion optimization to
leverage prior knowledge of the trained diffusion model, D∗

θ : Rm → Rm, where θ∗ is the diffusion
model parameter. Our assumption is that the server naturally possesses the trained diffusion model.
Integrating the knowledge of such a trained diffusion model brings the advantage of constraining the
searching space in optimizing the dummy data. Our proposed fusion optimization consists of two
phases: the generative phase and the fine-tuning phase.

Generative phase. We aim to generate images that resemble the training dataset as the start-
ing point of dummy data optimization by gradient approximation. It is achieved by mapping
the original search into a narrow latent space with constraints (or prior knowledge). Let the la-
tent code x̂′

0 be the same dimension of the dummy data x̂0 from Eq. 2 and x̂0 = Dθ(x̂
′
0, t),

we execute to optimize x̂′
0 multiple iterations so that the gradient computed on x̂0 has a small
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Figure 2: Gradient inversion on diffusion models with constrained space by the trained diffusion
models. We utilize one 128×128 figure from CelebA dataset as an example to show every intermediate
result above. The fusion optimization includes two phases: the generative phase (8000 iterations
on this example) and the fine-tuning phase (1500 iterations), to reconstruct with efficiency and
effectiveness. The output of the generative phase differs from the original data by hair, face, and
background.

distance with the real gradient. By this means, instead of directly updating the dummy data,
we perform latent space search over x̂′

0, which is the input of Dθ, outputting x̂0. That is:
x̂′,∗
0 = Dθ(argminx̂′

0
D(∇θ

∥∥ϵ− ϵθ
(√

ᾱtDθ(x̂
′
0, t) +

√
1− ᾱtϵ, t

)∥∥2 , g) , t
)

.

Fine-tuning phase. The generative phase is able to generate high-quality data, whereas indirectly
optimizing x̂0 does not guarantee pixel-wise similarity. On the other hand, each iteration of optimizing
the latent code x̂′

0 requires T sampling steps of the trained diffusion model, e.g., T = 1000 in DDPM,
which is computationally intensive. Therefore, our fine-tuning phase executes direct optimizing of x̂0

following Eq. 2 based on the output of the generative phase x̂′,∗
0 to increase the pixel-wise similarity.

Our method is illustrated in Fig. 2. The output of the generative phase, i.e., the intermediate dummy
data, generated by the optimized latent code x̂′,∗

0 , is then optimized by the fine-tuning phase. From
Fig. 2 we see that the generative phase is already able to reconstruct a high-quality image of resembled
style while the pixel-wise similarity with the original data is low. By integrating the generative phase
and the fine-tuning phase, we recover high-resolution data efficiently and effectively.

3.3 GIDM+: Triple-optimization for private ϵ and t

We now consider the federated diffusion training that both Gaussian noise and sampling step are
private information that are only known by the clients. To implement the inversion without knowing
{ϵ, t}, we need to optimize them three simultaneously while considering their design principles and
differences. In this part, we design a triple-optimization method to refine the coordination of the three
independent optimizations, namely, x0, ϵ, and t. Note that all of their optimizations are based on
backpropagating for approximating the gradients.

Optimizing ϵ̂. In DDPM, we compute the distribution of the noisy sample after t iterations of
the forward process in closed-form by q (xt | x0) = N (xt;

√
ᾱtx0, (1− ᾱt) I). The number of

iterations in the forward process is set to a large T , and the variance levels βt ∈ (0, 1), ᾱt =∏t
i=1 (1− βt) increase linearly (ranging from 10−4 to 0.02), which means that ᾱt → 0, and the

latent distribution is a Gaussian distribution ϵ sampled locally by the client should follow Gaussian
distribution ϵ ∼ N (0, I). When implementing stochastic gradient descent, it requires a small learning
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rate ηϵ to update ϵ̂. Following Eq. 1, training diffusion models is to predict noises added in the
forward process and performs well with a stable noise. Thus, we utilize an interval updating strategy
that after S iterations of updating x0 and t, we perform S iterations of ϵ̂, x0 and t simultaneously:
ϵ̂i+1 = ϵ̂i − ηϵ

∂D(ĝ,g)
∂ϵ̂i

, s.t.i%2S > S.

Optimizing t. Different from ϵ and x0, which are floating tensors, t is an integer ranging from
[1, T ]. To find the optimal discrete t by stochastic gradient descent, we define and initialize a
1 × T auxiliary vector following uniform distribution: t̂ ∼ Uniform(0,J). Each iteration of
optimization by approximating dummy gradient to real gradient, t̂ is updated by learning rate ηt. The
inferred t̂ is designed as the index of the maximum element in the vector after softmax transition:
t̂ = argmax(softmax(t̂)). t̂ is updated at each inversion iteration: t̂i+1 = t̂i − ηt

∂D(ĝ,g)

∂t̂i
.

Optimizing x̂0. Based on the dummy ϵ̂ and t̂ as ϵ and t Eq. 2, performing the optimization of x̂0

starts with a random initialized image x̂0 ∼ Uniform(0, 2pI), given that the source data is a p-bit
binary encoded value. With each iteration, we update x̂0 by back-propagating the distance between ĝ
and g. We set the learning rate of the dummy data as ηx. x0 is updated at each inversion iteration: t̂
is updated at each inversion iteration: x̂i+1

0 = x̂i
0 − ηt

∂D(ĝ,g)

∂x̂i
0

. For all three optimizations, we use
Adam as the optimizer.

In summary, the triple-optimization gradient inversion coordinates three independent optimization
process to perform data reconstruction on more privacy-preserving federated diffusion models.

4 Experiment

Setups. Unless stated otherwise, our experiments are implemented on two datasets for the scenario
when the adversarial server knows {ϵ, t}: Celeb-A [12]and LSUN-Bedroom [22], both with image
size resized to 128× 128. Both datasets are trained using the standard DDPM model [6] as by Alg. 1
with 50 rounds. For the challenging case when {ϵ, t} are private to clients, we use Cifar-100 [10]
dataset with image size 32 × 32. The optimization interval of GIDM+ for ϵ optimizer is set to be
50. For measuring the image similarity between the recovered data and the original, we use four
evaluation metrics: MSE [1], PSNR [7], SSIM [17], and LPIPS [23]. The detailed setups and datasets
are presented in Appendix. ?? and the description of our evaluation metrics in Appendix. ??.

Baselines. Since we are the first to study the gradient inversion attack on diffusion models, there
is no direct baseline to compare with. Most inversion methods are designed for classifiers. Thus,
we compare our data reconstructing results with adapted versions of the attacks that are compatible
with diffusion models with single batch size: DLG-dm [25] and InvG-dm [5] with Adam optimizer.
The details on how to translate DLG and InvG for classifiers to DLG-dm and InvG-dm for diffusion
models are explained in Appendix. ??.

4.1 Final reconstructed images

To demonstrate our inversion effectiveness, we report the final MSE, LPIPS, PSNR, SSIM results
in Tab. 1 (when the server initializes {ϵ, t}) and Tab. 2 (when the client keep them private locally).
We also visualize the final reconstructed image examples in Fig. 3 for CelebA and LSUN-bedroom
reconstruction. ↓ stands for the lower the better while ↑ stands for the higher the better quality of
reconstruction based on the metric definitions. We discuss both the case when {ϵ, t} is initialized
by the server and when it is privately initialized by the client. When {ϵ, t} is sampled by the
client, we assume that the baseline methods randomly initialize them: ϵ̂ ∼ N (0, I) and t̂ ∼
Uniform({1, ..., T}). “Generative” in Tab. 1 refers to the output of the generative phase before the
fine-tuning phase, reported as an ablation study of our GIDM.

We start with the case when the server initializes {ϵ, t}. From the Tab. 1, it is evident that GIDM
outperforms baseline methods significantly over four different evaluation metrics, demonstrating
superior reconstructing results. DLG-dm and InvG-dm have different loss functions in terms of
measuring the similarity between the dummy gradients and the real. Another point worth mentioning
is that the output of our generative phase does not always recover better images than DLG-dm and
InvG-dm. It can be explained by the fact that our four evaluation metrics compute the quality of
similarity based on pixels. “Generative” optimizes the latent space to conduct indirect inversion.
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Ground truth

DLG_dm

InvG_dm

Generative

GIDM

Figure 3: Visualization of recovered images comparing with baselines on CelebA and LSUN-Bedroom
datasets. Images reconstructed with server initializing {ϵ, t} are 128× 128 while with the private
client initialization, 32 × 32 images are successfully recovered. “Generative” in the figure is the
output of our generative phase before the fine-tuning phase.

Thus, the high-quality output (semantically similar and clear) from the diffusion model may result in
lower pixel-wise similarity than baselines, which is even blurred by Fig. 3.

Table 1: Results for inversion of diffusion models on CelebA and LSUN-Bedroom datasets with {ϵ, t}
initialized by the server. We compare our GIDM with the baseline methods adapted to diffusion
inversion for two initialization scenarios.

Dataset Method MSE ↓ LPIPS ↓ PSNR ↑ SSIM ↑

CelebA

DLG-dm 1.59e-2 0.67 66.12 0.39
InvG-dm 0.04 0.75 62.43 0.30

Generative (ours) 5.99e-3 0.11 70.36 0.71
GIDM (ours) 7.31e-4 0.04 79.49 0.91

LSUN-Bedroom

DLG-dm 0.02 0.64 65.37 0.37
InvG-dm 3.71e-2 0.73 62.43 0.26

Generative (ours) 0.01 0.26 66.74 0.54
GIDM (ours) 7.13e-5 3.44e-3 89.60 0.99

Fig. 3 visualizes and compares the recovered images on both datasets of size 128 × 128. GIDM
successfully reconstructs high-resolution images from the gradients that are nearly indistinguishable
from the ground truth perceptually. As a comparison, DLG-dm and InvG-dm, which are designed
for classifiers, fail to recover resembled images. Specifically, they are only able to create images
of similar color palettes as the original data without recreating the original object, let alone high-
resolution details. This is within our expectations since they conduct pixel-wise optimization. Such a
way suffers from exponentially increased difficulty of searching given a larger image size, even when
{ϵ, t} are known by the adversarial server.

When it comes to the difference between “Generative” and GIDM, we observe that our generative
phase with the assistance of diffusion prior knowledge can already recover high-quality images.
Generally, the main color, object outline, and positions after the generative phase are almost identical
to the ground truth, though there are still minor differences in the details of the images. For example,
the face and hair shape, the background texture, or sometimes the makeup color is different from
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the ground truth on the CelebA human-facial dataset. On LSUN-bedroom, we can see more distinct
differences in objects such as door and lap. Motivated by this, our next step of the fine-tuning phase
adjusts the generated images by direct gradient approximation, outputting GIDM results of successful
reconstruction.

Next, we move to the case when {ϵ, t} is kept private by the clients. As the classifier baselines DLG
and InvG do not have the intentional design for ϵ and t, which is specified by diffusion probabilistic
models, we use unchanged Gaussian random initialization for their ϵ and uniformly sampled t from
[1, T ]. The results on Cifar-10 datasets are presented in Tab. 2. From the results, GIDM+ shows
obvious superiority against DLG-dm and InvG-dm, demonstrating the effectiveness of our design of
triple-optimization, refining three independent optimizers. Both baseline methods fail to reconstruct
in terms of the similarity measure metrics. We may explain this by the process that the training of
diffusion models defined by Eq. 1 predicts the sampled noise for training each step. However, once the
noise is kept confidential, the random initialized noise by DLG-dm and InvG-dm, which is different
from the one from training, will lead to unsuccessful inversion due to totally different optimization.
For GIDM+, optimizing three independent optimizers with intervals provides information to each
other for coordination. However, GIDM+ also finds it challenging when recover high-resolution
images. We will leave this to further work.

Table 2: Results for inversion of diffusion models on Cifar-10 datasets with {ϵ, t} initialized by the
clients and is unknown to the adversary. We compare GIDM+ with the baseline methods adapted to
diffusion inversion for two initialization scenarios.

Method MSE ↓ LPIPS ↓ PSNR ↑ SSIM ↑
DLG-dm 69.01 0.34 29.74 4.62e-3
InvG-dm 1.30 0.32 47.00 0.25

GIDM+ (ours) 0.36 0.14 52.61 0.54

To summarize, gradient inversion of diffusion models by integrating the trained generator as prior
knowledge to optimize the latent space greatly constrained the search space of the high-resolution
images, demonstrated by generating high-quality data similar to the ground truth. However, such
indirect inversion by optimizing latent code while outputting images from the generative model does
not guarantee a small pixel-wise distance. Thus, a followed fine-tuning phase that conducts direct
pixel-wise optimization according to approximate gradients further enhances the data reconstruction
attack, demonstrated by generated images that are visually nearly identical to the original.

4.2 Intermediate inversion outputs on GIDM

Let us zoom into how the image is recovered by our proposed GIDM and bring some insights on
the vulnerability of federated diffusion models against gradient inversion attacks. We use 128× 128
image example from LSUN-Bedroom and CelebA dataset, illustrated in Fig. 4.

From the figure, for the generative phase, the initialized random Gaussian noise can output a decent
image of a bedroom. Although it is exactly different from the ground truth image, it has constrained
the search space of dummy optimization by the knowledge of the well-trained diffusion model. After
calculating the dummy gradient based on the previous bedroom image, our back-propagation by
approximating the dummy to the real gradient adjusts the Gaussian noise so that it gradually generates
an image of a similar color palette and object outlines. One interesting finding is that the color turns
similar at a very early iteration while the object outlines converge slowly and gradually, such as the
hanging paintings. Upon reaching the 5000-th iteration of the generative phase, the recovered image
has been gradually adjusting the details in the image. Yet, we have tried to increase the number of
iterations to 15000 and found the final image still cannot fully recover the ground truth due to this
indirect optimization process. The finding motivates us to integrate direct updating. This is where our
fine-tuning phase comes into play.

The fine-tuning phase starts with the output of the generative phase and we train 1800 iterations.
Following the red arrows, the blanket, and hanging paintings are turning to approximate the original
data. The fine-tuning phase does not utilize the diffusion model for optimizing alternative space.
Thus, the reconstruction is efficient due to unnecessarily executing diffusion model sampling at each
optimization iteration as the generative phase.
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Ground truth

Noise Initial

Generative phase

Fine-tuning phase

Ground truth

Noise Initial

Generative phase

Fine-tuning phase

Figure 4: Step-by-step gradient inversion intermediate results visualization. The generative phase is
marked by yellow arrows while the fine-tuning phase is red arrows. We initialize the latent code by
128× 128 Gaussian noise. The generative phase is trained by 5000 iterations while the fine-tuning
phase by 2000 iterations. We present the evenly divided iterations through the whole process.

4.3 The impact of t on GIDM+

Our results in Sec. 4.1 consider ϵ and t initialized together by either the server or the client. Here we
provide an ablation study on the impact of knowing t. We have evaluated that it is difficult to recover
high-resolution images of high quality without knowing ϵ due to a high order of randomness brought
by predicting the high-dimensional noise. We use an image from CelebA as an example and show
the process of optimization in Fig. 5. From the steps, it can be observed that when t is known to the
server, the optimization process is smooth. This demonstrates that generating the changing t as the
input of D(x̂0, t) influences the approximation during the optimization process of t. However, even
without knowing t, the 128 × 128 images can be recovered in the end due to the less randomness
than ϵ.

Ground Truth
unknown

known

Figure 5: Step-by-step gradient inversion intermediate results visualization, comparing known
or unknown t. We initialize the latent code by 128 × 128 Gaussian noise. We present some of
the representative intermediate outputs through the whole process. The total number of inversion
iterations is 3000.
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5 Conclusion

In this paper, we are the first to study gradient inversion attacks on diffusion models. When the
adversarial server knows the Gaussian noise and sampling step for training, we propose GIDM to
optimize the dummy image in a generative phase followed by a fine-tuning phase. Our experiments
demonstrate the importance of both phases for recovering high-resolution data, allowing for recon-
struction when other attacks fails. For the challenging scenario when noise and step are unknown, our
proposed GIDM+ further integrates a triple optimization process that coordinates three independent
optimizers to conduct optimizations with intervals. GIDM+ is able to invert image size of 32× 32,
when all of the baselines fail.
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