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Abstract

Deep Reinforcement Learning (DRL) policies are critically vulnerable to adver-
sarial noise in observations, posing severe risks in safety-critical scenarios. For
example, a self-driving car receiving manipulated sensory inputs about traffic signs
could lead to catastrophic outcomes. Existing strategies to fortify RL algorithms
against such adversarial perturbations generally fall into two categories: (a) using
regularization methods that enhance robustness by incorporating adversarial loss
terms into the value objectives, and (b) adopting ”maximin” principles, which focus
on maximizing the minimum value to ensure robustness. While regularization
methods reduce the likelihood of successful attacks, their effectiveness drops signif-
icantly if an attack does succeed. On the other hand, maximin objectives, although
robust, tend to be overly conservative. To address this challenge, we introduce a
novel objective called Adversarial Counterfactual Error (ACoE), which naturally
balances optimizing value and robustness against adversarial attacks. To optimize
ACoE in a scalable manner in model-free settings, we propose a theoretically
justified surrogate objective known as Cumulative-ACoE (C-ACoE). The core idea
of optimizing C-ACoE is utilizing the belief about the underlying true state given
the adversarially perturbed observation. Our empirical evaluations demonstrate
that our method outperforms current state-of-the-art approaches for addressing
adversarial RL problems across all established benchmarks (MuJoCo, Atari, and
Highway) used in the literature.

1 Introduction

The susceptibility of Deep Neural Networks (DNNs) to adversarial attacks on their inputs is a
well-documented phenomenon in machine learning [Goodfellow et al., 2014, Madry et al., 2017].
Consequently, Deep Reinforcement Learning (DRL) models that rely on neural networks are also
vulnerable to input perturbations, even when the environment remains unchanged [Gleave et al.,
2019, Sun et al., 2020, Pattanaik et al., 2017]. As DRL becomes increasingly relevant to real-
world applications such as self-driving cars, developing robust policies is of paramount importance
[Spielberg et al., 2019, Kiran et al., 2021]. An example highlighted by [Chen et al., 2018] involves
altering a stop sign both digitally and physically to deceive an object recognition model, demonstrating
the ease and potential dangers of such adversarial attacks.
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Adversarial retraining, which involves adding adversarial perturbations to the replay buffer during
training, effectively enhances the robustness of deep reinforcement learning (DRL) against known
adversaries [Gleave et al., 2019, Goodfellow et al., 2014, Pattanaik et al., 2017, Sun et al., 2023].
However, this approach often fails to generalize well to out-of-sample adversaries. Furthermore, due
to issues such as catastrophic forgetting, naive adversarial training in reinforcement learning can
result in unstable training processes and diminished agent performance [Zhang et al., 2020]. This
highlights the need for algorithms that are not tailored to specific adversarial perturbations but are
generally robust. Instead of developing a policy that is value-optimal for a wide range of known
examples, our goal is to identify and mitigate behaviors and states that increase unnecessary risk. A
widely-recognized method to achieve robustness is maximin optimization, which seeks to maximize
the minimum reward of a policy [Everett et al., 2020, Liang et al., 2022]. While this approach
can enhance robustness, it often sacrifices the quality of the unperturbed solution to improve the
worst-case scenario.

Another prevalent robustness strategy strengthens value-optimal policies by incorporating adversarial
loss terms. This ensures that actions remain consistent across similar inputs, thereby reducing the
likelihood of successful adversarial attacks [Oikarinen et al., 2021, Zhang et al., 2020, Liang et al.,
2022]. However, our empirical findings indicate that these methods still leave policies vulnerable
when attacks do succeed. This vulnerability arises because value-optimizing policies inherently
engage in risky behaviors.

To address these challenges, we introduce a novel objective called Adversarial Counterfactual Error
(ACoE), which aims to calculate the error due to adversarial perturbations. The key innovation in
ACoE, unlike existing approaches, is recognizing that the true underlying state becomes partially
observable in the presence of adversarial perturbations. Therefore, in our approach, we predict a
belief over the underlying true state and minimize ACoE given this belief.

Contributions:

• In a significant departure from previous research, we introduce the concept of Adversarial
Counterfactual Error (ACoE), which is defined based on beliefs about the underlying
true state rather than the observable state only. This shift is necessitated by the partial
observability of the underlying state due to adversarial perturbations.

• We introduce a scalable surrogate for ACoE called Cumulative ACoE (C-ACoE) and estab-
lish its fundamental theoretical properties, which aid in developing strong solution methods.

• We develop mechanisms to minimize C-ACoE while maximizing expected value by leverag-
ing established techniques from Deep Reinforcement Learning (e.g., DQN, PPO).

• Finally, we present comprehensive experimental results on renowned benchmark problems
(MuJoCo, Atari, Highway) to demonstrate the effectiveness of our approaches compared to
leading methods (e.g., RADIAL, RAD, WOCAR) for adversarial reinforcement learning.
While we, like previous studies, validate our models against potent myopic attacks such
as PGD, we distinguish our work by also demonstrating resilience against macro-strategic
attacks specifically engineered to target a victim policy.

2 Related work

Adversarial attacks in RL: Deep RL is vulnerable to attacks on the input, ranging from methods
targeting the underlying DNNs such as an FGSM attack [Huang et al., 2017, Goodfellow et al., 2014],
tailored attacks against the value function [Kos and Song, 2017, Sun et al., 2020], or adversarial
behavior learned by an opposing policy [Gleave et al., 2019, Everett et al., 2020, Oikarinen et al.,
2021, Zhang et al., 2020]. We compile attacks on RL loosely into two groups of learned adversarial
policies: observation poisonings [Gleave et al., 2019, Sun et al., 2020, Lin et al., 2017] and direct
ego-state disruptions [Pinto et al., 2017, Rajeswaran et al., 2017]. Each category has white-box
counterparts that leverage the victim’s network gradients to generate attacks [Goodfellow et al., 2014,
Oikarinen et al., 2021, Huang et al., 2017, Everett et al., 2020]. In this work, we focus on the former
group, observation poisonings, with both white-box and black-box scenarios.

Adversarial training: In this area, adversarial examples are found or generated and integrated into
the set of training inputs [Shafahi et al., 2019, Ganin et al., 2016, Wong et al., 2020, Madry et al.,
2017, Andriushchenko and Flammarion, 2020, Shafahi et al., 2020]. For a comprehensive review, we
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refer readers to [Bai et al., 2021]. In RL, research efforts have demonstrated the viability of training
RL agents against adversarial examples [Gleave et al., 2019, Bai et al., 2019, Pinto et al., 2017, Tan
et al., 2020, Kamalaruban et al., 2020, Sun et al., 2023]. Naively training RL agents against known
adversaries is a sufficient defense against known attacks; however, novel or more general adversaries
remain effective [Gleave et al., 2019, Kang et al., 2019]. Therefore, we focus on proactively robust
defense methods instead of reactive methods (reacting to known adversaries).

Robust regularization: Regularization approaches [Zhang et al., 2020, Oikarinen et al., 2021, Everett
et al., 2020] take vanilla value-optimized policies and robustify them to minimize the loss due to
adversarial perturbations. These approaches utilize certifiable robustness bounds computed for neural
networks when evaluating adversarial loss and ensure the success probability of an attack is reduced
using these lower bounds. Despite lowering the likelihood of a successful attack, an attack that does
break through is still effective. Previous works suggests the need to occupy lower-risk states via
robust behaviors, rather than a robust decision classifier only [Belaire et al., 2024, Liang et al., 2022].

Robust Control: Measuring and optimizing a regret value to improve the robustness has been studied
previously in uncertain Markov Decision Processes (MDPs)[Ahmed et al., 2013, Rigter et al., 2021].
In RL, [Jin et al., 2018] established Advantage-Like Regret Minimization (ARM) as a policy gradient
solution for agents robust to partially observable environments. In continuous time control, Yang et al.
[2023] study the composition of robust control algorithms with a robust predictor of perturbed system
dynamics. In contrast, we form beliefs about true states, recognizing the partial observability present
in the problem and minimize the cumulative adversarial counterfactual error to ensure a robust policy
is computed.

Adversary-agnostic approaches: Unlike adversary-specific robustness training, the methods we
term as “adversary-agnostic” do not train on a perturbed MDP. While the various forms of adversarial
retraining have clear merit, they often take longer to train (needing to train both victim and adversary
policies). PA-ATLA-PPO [Sun et al., 2023], a SoTA adversarial retraining technique, reports needing
2 million training frames for MuJoCo-Halfcheetah. For comparison, both RAD Belaire et al. [2024]
and WocaR-PPO [Liang et al., 2022], SoTA adversary-agnostic methods, require less than 40% of
the training frames. Furthermore, adversary-specific methods may have subpar performance against
novel adversaries, in addition to well-known drawbacks such as catastrophic forgetting. Zhang et al.
[2020] demonstrates how naive adversarial retraining is a poor solution; it is shown in Belaire et al.
[2024] that even advanced retraining frameworks are not as generally robust.

3 Adversarial Counterfactual Error (ACoE)

In this section, we define the ACoE objective for the Adversarial Reinforcement Learning (RL)
problem. Intuitively, ACoE refers to the difference in the expected value obtained by a defender in the
absence of adversarial perturbations versus in the presence of an adversary. It should be noted that in
the case of adversarial perturbations, the defender only receives the altered state, and no information
that is verified to be uncorrupted. By minimizing the ACoE objective in conjunction with maximizing
expected value, we aim to derive a policy that provides a good trade-off between robustness (against
adversary perturbations) and effectiveness (accumulating reward).

Expected value without adversarial perturbations, V (s):

In the case without adversarial perturbations, the defender’s problem is one of an infinite horizon
MDP. Formally, we define the MDP ⟨S,A, T,R, γ⟩ where S is the state space, A is the action space,
T (s′ | s, a) is transition probability, R(s, a) is the immediate reward, and γ is the discount factor.
Without loss of generality, we assume R(s, a) ∈ [0, 1]. For ease of presentation, we assume discrete
state and actions in the mathematical sections. The aim in the MDP is to choose actions at every
time step (specified as a policy π) that maximize the value function V . In infinite horizon MDPs,
the optimal policy is memoryless and stationary, i.e. a function of only the current state. However,
to be more general and keep consistent notation with the case where there is adversarial partially
observable case below, we use I as the current information state, i.e., I is the sequence of observed
states and actions up to the present, and the policy computes the action as a function of I , π(I). Note
that this is without loss of generality, as the optimal policy in an MDP will simply ignore the history
preceding the current state. Then, the value for a policy π is given by

V (s) = R(s, π(I)) + γEs′∼T (·|s,π(I))[V (s′)]

3



Expected value with adversarial perturbations, U(b):

In the case of an adversarial perturbation, the defender only receives an altered observation, providing
only partial information about the underlying true state (i.e., the true state is near the perturbed state).
Formally, we define the adversary’s policy as a function, ν : S → ∆(S), where ∆(S) denotes all
possible distributions over S; we also abuse notation slightly to indicate the perturbed random state as
ν(s). We follow the standard assumption in adversarial learning that the perturbed state is close to the
true underlying state, i.e., ||ν(s)− s||∞ ≤ ϵ. This is an example of a one-sided Partially Observable
Stochastic game (POSG) [Horák et al., 2023] in which the adversary has full observability while
the defender does not observe the underlying state and only observes the perturbed state. It is well
known [Horák et al., 2023] that with a fixed adversarial perturbation policy (possibly randomized),
the defender’s problem reduces to a Partially Observable Markov Decision Process (POMDP).

A POMDP is a MDP where the state is only partially observed. This partial observability is captured
using an observation space O and observation probability Po(o | s′, a) that specifies the probability
of observing o given true state s′ obtained on taking action a. Further, a POMDP is known to be
equivalent to a belief state MDP [Kaelbling et al., 1998] where states are beliefs over the underlying
states in the POMDP. A belief state, b is a probability distribution over underlying states, s, where∑
s b(s) = 1. On taking actions, this belief state changes and is computed by using a standard

Bayesian update:

b′(s′) =
Po(o | s′, a)

∑
s T (s

′ | s, a)b(s)
Po(o | b, a)

where Po(o | b, a) =
∑
s′

Po(o | s′, a)
∑
s

T (s′ | s, a)b(s)

We will employ a short form to represent the above update, b′ = SE(b, o, a). As the belief update
requires knowledge of the model (transition function), our initial mathematical analysis is in a model
based framework. An optimal policy in a POMDP can be a function of the belief. However, it is
known that for POMDPs belief b is a sufficient statistic for information state I , so we can consider
the more general policy that depends on I , without any loss of generality. We denote by U the value
function of this POMDP for policy π:

U(b) = R(b, π(I)) + γ
∑
o

Po(o | b, π(I))U(SE(b, o, π(I)))

The partial observability exhibited in adversarial RL has a particular structure in which the observation
space O is the same as the state space S and the observation probability function, Po(o | s, a) is
governed by the adversary’s perturbation policy. More specifically, in our problem the observation
probability depends only on the true state and not the defender action, thus, we write P νo (o | s),
but note that b′ = SE(b, o, a) still depends on a due to the use of transition T . Note that the non-
adversarial case can be considered a special case where the adversary policy is the identity function
id, and then P id

o (o | s) = I(o = s) for indicator function I. As the observation space O = S , we will
often use the notation so to refer to an observation as so ∈ S where the subscript o is used to denote
that this is an observation. In particular, any distribution over the observation space is a distribution
over the state space.

Adversarial Counterfactual Error, ACoE: We analyze the difference in return V − U obtained in
the non-adversary case (denoted by V ) and adversary case (denoted by U ) using a common policy π
in each case. We term V − U as Adversarial Counterfactual Error (ACoE). As the optimal policy
depends on different information structures in these two cases, in order to compare these cases
with the same policy, we have already made the choice generalize the policy as a function of the
information state I . We write the value functions starting in the currently observed belief, which
for the non-adversarial case is the true state itself. For notational ease in the later sections we will
write so to represent the current observation, which particularly emphasizes the fact that in our
problem observations are themselves part of the state space. Further, in our particular domain, o ∈ S ,
thus, Po(· | b, π(I)) specifies a probability distribution over states. Thus, by renaming variables and
dropping the dependence of observations on actions, we rewrite

∑
o Po(o | b, π(I))U(SE(b, o, π(I)))

as Es′o∼Po(· | b,,π(I))[U(SE(b, s′o, π(I))]. Then, for both the non-adversary and adversary scenarios,
following standard MDP and POMDP facts, we have a recursive form as below:

V (so) = R(so, π(I)) + γEs′o∼T (·|so,π(I))[V (s′o)]

U(b) = R(b, π(I)) + γEs′o∼Po(·|b,,π(I))[U(SE(b, s′o, π(I))]
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ACoE is defined as V (so)− U(b).

We also use an additional shorthand notation of To(·, · | b, a) to denote the joint probability distribution
of s′o and b′ specified by the sampling process: s′o ∼ Po(· | b, a), b′ = SE(b, s′o, a). We define the
following important quantity:
Definition 3.1 (Cumulative Adversarial Counterfactual Error (C-ACoE)). Define C-ACoE as

δ(so, b) = R(so, π(I))−R(b, π(I)) + γEs′o,b′∼To(·,· | b,π(I))[δ(s
′
o, b

′)] (1)

Theorem 3.2. LetK = maxs∈S V (s) and assume TV (T (·|so, a), Po(· | b, a)) ≤ Ξ for any observed
state so, belief b, and action a in the same time step, then∣∣V (so)− U(b)− δ(so, b)

∣∣ ≤ γKΞ

1− γ

The above result shows that there are two parts to ACoE, the uncontrollable part with the TV distance
captures structural differences in the transition without attack and transition induced by the attack,
while the controllable part, C-ACoE term δ(so, b) captures long term return difference due to the
adversarially induced transition. In the appendix, we delve more into the structural difference in
transitions by utilizing Wasserstein distance instead of Total Variation, TV distance. The above results
also suggests that apart from the inherent structural differences, minimizing C-ACoE δ(so, b) can be
effective in ensuring that returns in the adversarial scenario are close to the non-adversarial scenario,
which we explore in the next section.

Since the structural differences in transition are not controllable by the defender agent, we focus
on minimizing the C-ACoE for the defender. Furthermore, to ensure effectiveness of the policy in
accumulating rewards is high, we minimize C-ACoE while maximizing expected reward.

4 Optimizing C-ACoE along with Expected Reward in Adversarial RL

In adversarial RL settings, we do not have the model and hence the transition dynamics T are
not available. Thus, computing δ(so, b) exactly is not possible. However, our problem presents
a structured scenario where the observation depends only the current true state and uncertainty is
entirely due to adversarial perturbation. It has been stated in literature and is also intuitive that
adversarial perturbations are effective in causing harm when they induces a large enough change
in defenders action distribution [Oikarinen et al., 2021, Zhang et al., 2020]. Thus, we propose to
derive a belief based on the observed state so in conjunction with reasoning about how the adversary
might have forced this observation to arise. We present a few such belief constructions in the next
few sub-sections.

Using the full history of observations and actions (represented as the information state, I) as an input
to the policy is computationally expensive to implement. Prior approaches have used a variety of
approximations [Azizzadenesheli et al., 2018]; we adopt a simple measure [Müller and Montufar,
2021, Kober et al., 2013] where we restrict solutions to the set of policies that depend just on the
current observation. Next, note that if b depends on so only, then δ(s0, b) is a function of so only.
Hence, we redefine the C-ACoE as

δ(so) = R(so, π(so))−R(b(so), π(so)) + γEs′o∼ν(s′),s′∼T (· | s,π(so))[δ(s
′
o] (2)

We note that the underlying true state s′ is not observed, but estimating the second term on the
RHS above requires only samples of observation s′o which are available from the simulator. In this
form C-ACoE also satisfies the Bellman optimality structure (as stated formally in the following
proposition) and hence allows for use of standard RL techniques to minimize δ(so).
Proposition 4.1. Let δ∗(so) be the minimum C-ACoE value from observation so. Then,

δ∗(so) = min
a

{R(so, π(so))−R(b(so), a) + γEs′o∼ν(s′),s′∼T (· | s,a)[δ
∗(s′o]}

Algorithm 1 shows our adaptation of PPO for optimizing δ while maximizing V . The steps for
maximizing V follow standard steps in PPO leading to the advantage Ât in line 7. We also compute
the C-ACoE-to-go from the sampled trajectories (line 5) and use it to augment the objective in line 7

5



Algorithm 1: δ-PPO
1 Initialize policy network weights θ1, value network weights ϕ1, and δ-network weights ψ1

2 Set robustness-hyperparameter λ
3 for iteration k ∈ {1, . . . ,M} do
4 Collect set of trajectories Dk by running policy πθk multiple times for T steps
5 Estimate rewards-to-go R̂t and C-ACoE-to-go δ̂t at all time steps t for all trajectory in Dk
6 Compute advantage estimates Â using Generalized Advantage Estimator [Schulman et al.,

2016], based on R̂t’s and Vϕk

7 Compute C-ACoE Advantage Ac,t = Ât − λδ̂t
8 Update policy parameters to θk+1 by maximizing the PPO-clipped [Schulman et al., 2017]

form of Ac,t
9 Update ϕk+1 = argminϕ

1
|Dk|T

∑
τ∈Dk

∑T
t=0(Vϕ(st)− R̂t)

2

10 Update ψk+1 = argminψ
1

|Dk|T
∑
τ∈Dk

∑T
t=0(δψ(st)− δ̂t)

2

(we need to minimize C-ACoE, hence the negative sign before δ̂t). Line 9 is a standard PPO step to
update the V network and we do so similarly for the δ network in line 10. We found that computing
an advantage like term for δ did not improve performance, thus we used only C-ACoE-to-go. A
similar adaptation is also done for DQN, presented in the appendix. Next, we describe two possible
belief constructions given the observed state so.

Adversary-Aware Belief Estimation (A2B): We aim to assign a belief to states in neighborhood
N(so) of observation, so where N(so) = {s | ||s − so|| ≤ ϵ}. N(so) is restricted to an ϵ bound
given established adversarial perturbation practices. We know that an adversarial perturbation from
state s to state so is an effective attack when the action distribution π(s) and π(so) are quite different.
Based on this fact, we form a belief:

b(s) =
eDKL(π(s)|π(so))∑

s′∈N(so)
eDKL(π(s′)|π(so))

Adversary-Attack-Aware Belief Estimation (A3B): Different from A2B, we assign scores to states
in N(so) based on the KL divergence. These scores depend on an attack ν; we assign a score z(s′) to
a state s′ ∈ N(so) that is a ratio of the KL divergence of action distribution at the possibly perturbed
state s′ and s to the KL divergence of action distribution at ν(s) and s. Then, a belief is assigned to
state s′ depending on the score z by a softmax operation:

b(s) =
ez(s)∑

s′∈N(so)
ez(s′)

where z(s) =
DKL(π(so)||π(s))
DKL(π(ν(s))||π(s))

Figure 1: A3B belief construction. In this visual
example, N(so) includes s′2, which has a much
worse perturbation (s′′2 ) withinN(s′2). Our method
should discount the possibility that ν(s2) = z, and
lessen the score z(s′2).

For a visual explanation of the above, consider
Figure 1. This figure shows two candidate states
s′1 and s′2 which could be the potential true state.
The attack from state s′1 leads to s′′1 = ν(s′1)
and from state s′2 leads to s′′2 = ν(s′1). Even
though s′′2 may be close in Euclidean distance
to so, it is possible that DKL(π(s

′′
2)||π(s′2)) >

> DKL(π(so)||π(s′2)) leading to a small score
zs′2 for s′2. This is intuitive, as an attack from s′2
will likely not lead to so because of the much
higher KL divergence for best attack s′′2 . Simi-
larly, the score zs′1 for s′1 can be close to 1 due
to DKL(π(s

′′
1)||π(s′1)) ≈ DKL(π(so)||π(s′1)),

which is intuitive as so results in same amount
of change in action distribution as s′′1 .

One issue to consider above is when the state
space is continuous. In such as scenario we still

6



Table 1: Experimental results versus myopic adversaries. Each row shows the mean scores of each
RL method against different attacks. Our method is highlighted ; the most robust scores are in bold.
Methods are evaluated as their corresponding PPO implementations.

Method Unperturbed MAD PGD Unperturbed MAD PGD
highway-fast-v0 merge-v0

PPO 24.8±5.42 13.63±19.85 15.21±16.1 14.94±0.01 10.2±0.02 10.42±0.95
CARRL 24.4±1.10 4.86±15.4 12.43±3.4 12.6±0.01 12.6±0.01 12.02±0.01
RADIAL 28.55±0.01 2.42±1.3 14.97±3.1 14.86±0.01 11.29±0.01 11.04±0.91
WocaR 21.49±0.01 6.15±0.3 6.19±0.4 14.91±0.04 12.01±0.28 11.71±0.21
RAD 21.01±0.01 20.59±4.1 20.02±0.01 13.91±0.01 13.90±0.01 11.72±0.01
A2B 24.8±0.01 23.11±0.01 20.8±12.6 14.91±0.01 14.23±0.8 12.92±0.13
A3B 23.8±0.01 23.21±0.01 22.61±14.1 14.91±0.17 14.88±0.17 14.89±0.17

form a finite set N(so) by uniformly sampling
a given number n (hyperparameter) of samples
from the continuous setC = {s | ||s−so|| ≤ ϵ}.
From the definition of δ (Eq. 2), we use b to
estimate R(b, a). Our true value of this is R = R(b, a) =

∫
s∈C R(s, a)p(s)ds where the probability

density p(s) = ez(s)/
∫
s∈C e

z(s)ds. In contrast, we sample n states from a uniform distribution U
with probability density given by u(s) = 1/vol(C) where vol is the volume of set C and estimate

R̂ =
∑

s′∈N(so) R(s′,a)ez(s
′)∑

s′∈N(so) e
z(s′) . We show a result in the appendix that justifies the estimate R̂ by showing

that the expected value of this estimate is close to the true required value R.

5 Experiments

We provide empirical evidence to show the effectiveness of our proposed method. In particular, we
want to investigate whether A2B and A3B improve over leading adversarial robustness methods on
established baselines, and what aspects of C-ACoE contribute to a viable defense against strategic
adversaries.

5.1 Experiment setup

We evaluate C-ACoE methods on the Atari [Bellemare et al., 2013], MuJoCo [Todorov et al., 2012],
and Highway simulators [Leurent, 2018]. In the Mujoco and Highway tasks, the agent earns score by
traversing distance without incurring critical collisions. Atari tasks are game-dependent. We use a
standard training setup seen in [Oikarinen et al., 2021, Liang et al., 2022, Belaire et al., 2024], and
detailed in Appendix C.

We compare C-ACoE optimization methods (A2B, A3B) to the following baselines: PPO [Schulman
et al., 2017]; CARRL, a simple but robust minimax method [Everett et al., 2020]; RADIAL, a leading
regularization approach [Oikarinen et al., 2021]; WocaR, worst-case aware value maximization [Liang
et al., 2022]; and RAD, a SOTA method minimizing a notion of regret [Belaire et al., 2024]. We
test all methods against two greedy attack approaches of reward-minimizing policy adversaries and
gradient attacks. Additionally, we evaluate against PA-AD [Sun et al., 2023], the leading multi-step
strategic attack, on MuJoCo tasks. We evaluate each method’s PPO implementation, including ours,
in the Highway and Mujoco domains, and DQN implementations in Atari tasks.

Myopic Adversaries: We test the adversarial robustness of each method against adversaries that
we term as “greedy” or myopic, meaning that they compute worst-case attacks over one time step.
Following the preceding lineage of works, we measure a 10-step PGD attack [Madry et al., 2017]
with ϵ = 0.1, and a MAD attack [Zhang et al., 2020] with ϵ = 0.15.

Long-Horizon Adversaries: We also assess adversarial robustness of each method versus more
strategic, long-horizon adversaries that compute worst-case trajectories to deceive an RL agent into
following. We evaluate agents against a Critical Point Attack [Liang et al., 2022], Perfectly Timed

7



Table 2: Experimental results versus myopic adversaries in Atari domains, formatted the same as
Table 1. Methods are evaluated as their corresponding DQN implementations.

Method Unperturbed MAD PGD Unperturbed MAD PGD
Pong Freeway

PPO 21.0±0 -20.0±0.07 -19.0±1.0 29 ± 3.0 4 ± 2.31 2±2.0
CARRL 13.0 ±1.2 11.0±0.010 6.0±1.2 18.5±0.0 19.1 ±1.20 15.4±0.22
RADIAL 21.0±0 11.0±2.9 21.0± 0.01 33.2±0.19 29.0±1.1 24.0±0.10
WocaR 21.0±0 18.7 ±0.10 20.0 ± 0.21 31.2±0.41 19.8±3.81 28.1±3.24
RAD 21.0±0 14.0 ± 0.04 14.0 ± 2.40 33.2±0.18 30.0±0.23 27.7±1.51
A2B 21.0±0 20.1±0.04 21.0±0.01 33.2±0.18 30.1±0.43 30.8±1.51
A3B 21.0±0 20.8±0.7 21.0±0.01 33.2±0.18 31.0±0.87 31.1±1

Attack [Lin et al., 2017], and PA-AD [Sun et al., 2023]. We evaluate the adversarial robustness of the
target policies as the depth of strategy increases for the long-horizon adversaries. In the context of
the Critical Point and PA-AD adversaries, a higher depth of strategy increases the length and number
of trajectories sampled to find the worst-case future outcome, and a stronger Perfectly Timed attacker
has a larger perturbation budget.

5.2 Results

In Tables 1, 2, and 3, we report the mean result over 5 policies initialized with random seeds, with
50 test episodes each. The variance reported (±σ) is the standard deviation from the mean for each
method. The most robust score is shown in boldface.

Myopic attacks: As seen in Table 1-3, C-ACoE methods A2B and A3B achieve state of the art robust
performance against standard greedy attacker strategies, as well as nominal performance similar to the
best observed value-maximizing methods such as PPO. We attribute this success to the two parts of
ACoE: framing the adversarial robustness problem as a POMDP and the simultaneous maximization
of value and minimization of ACoE error brings increased performance over maximin methods and
higher robustness overall.

Long-horizon attacks: We also test our methods against attackers with a longer planning horizon
than the commonly-used greedy adversaries. In Figure 2, we test under the PA-AD policy attack
Sun et al. [2023], the state of the art attacker method. We also include experiments evaluating robust
methods against the Strategically Timed attack [Lin et al., 2017] and the Critical Point attack[Sun
et al., 2020] in the appendix. We find that across domains, C-ACoE agents maintain robustness even

Table 3: Experimental results versus myopic adversaries in Mujoco domains, formatted the same as
Table 1. Methods are evaluated as their corresponding PPO implementations.

Method Unperturbed MAD PGD Unperturbed MAD PGD
Hopper Walker2d

PPO 2741 ± 104 970±19 36±156 4621 ± 12 680±1570 730±262
RADIAL 3737±75 2401±13 3070±31 5251±10 3895±128 3480±3.1
WocaR 3136±463 1510 ± 519 2647 ±310 4594±974 3928±1305 3944±508
RAD 3473±23 2783±325 3110±30 4743±78 3922±426 4136±639
A2B 3710±11 3240±41 3299±28 4760±61 4636±87 4708±184
A3B 3766±23 3370±275 3465±17 5341±60 5025±94 5292±231

HalfCheetah Ant

PPO 5794 ± 12 1491±20 -27±1288 5620±29 1288±491 1844±330
RADIAL 4724±76 4008±450 3911±129 5841±34 3210±380 3821±121
WocaR 5220±112 3530±458 3475±610 5421±92 3520±155 4004±98
RAD 4426±54 4240±4 4022±851 4780±10 3647±32 3921±74
A2B 5192 ±56 4855± 120 4722±33 5511±13 3824±218 4102±315
A3B 5538±20 4986±41 5110±22 5580±41 4071±242 4418±290
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Figure 2: Robust agents vs. a PA-AD attacker [Sun et al., 2023], as the optimality of the attacker
policy increases. We find that as the level of strategy increases from long-horizon attackers, C-ACoE
minimization achieves more robust performance, relative to other methods.

against long-horizon attacks. This is one of the main advantages of our proposed methods following
the C-ACoE-minimizing philosophy, as the error-robust policies seek stable trajectories rather than
robust single-step action distributions.

Robust Behavior: In Figure 3, we observe qualitative differences between PPO, A3B, and WocaR.
The WocaR agent adopts more stable motion, minimizing the worst-case, and PPO optimizes for
speed, only using the back leg. A3B balances the two approaches, using both legs in a more full
range of motion. Full videos of the behaviors described in Figure 3 can be viewed from DropBox at
tinyurl.com/a3b-gif, where the extent of robust behavior can be better observed.

6 Discussion and Limitations

We propose a scalable approximation of ACoE, C-ACoE, and demonstrate its usefulness in proactive
adversarial defense, achieving state of the art robustness against strong observation attacks from
both greedy and strategic adversaries on a variety of benchmarks. More importantly, recognizing
the partially observable nature of the defender agent in adversarial RL problems and optimizing
ACoE can be used to increase the robustness of RL to adversarial observations, even against stronger
or previously unseen attackers. In this paper, we focused on estimation of belief from single step
perturbed observation. It may be beneficial to estimating belief based on observations across time
steps, even if it would add to computational complexity of the overall algorithm. We argue this
point as all existing robustness methods are vulnerable to sufficiently long-horizon attackers. Thus,
considering multi-step observations can potentially help deal with long-horizon attackers. We also
note that the efficacy of the belief construct we use is reliant on the accuracy of using KL Divergence
as a notion of attack strength. We find our measures to be empirically the strongest, compared to

Figure 3: Last 5 frames of PPO, A3B, and WocaR agents (top to bottom), on MuJoCo-HalfCheetah.
PPO deviates the least from the dashed center line, and has the least balanced gait. WocaR has
arguably the most stable posture when noting the faster front leg recovery of A3B, but our empirical
results suggest optimizing maximum stability is not always necessary. Full GIFs: tinyurl.com/a3b-gif

9



notions such as Euclidean state distance or minimum reward, however, and leave other more complex
measures to future work.
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A Proofs and Additional Theory Results

Proof of Theorem 3.2. Subtracting U from V , and adding and subtracting γEs′o∼Po(· | b,π(I))[V (s′o)]
we get

V (so)− U(b) =

R(so, π(I))−R(b, π(I)) + γEs′o∼Po(· | b,π(I))[V (s′o)− U(b′)]+

γEs′o∼T (·|so,π(I))[V (s′o)]− γEs′o∼Po(· | b,π(I))[V (s′o)]

Note that by definition of To, we have that Es′o∼Po(· | b,π(I))[V (s′o) − U(b′)] =
Es′o,b′∼To(·,· | b,π(I))[V (s′o)− U(b′)]

Next, from Holder’s inequality, we get that∣∣Es′o∼T (·|so,π(I))[V (s′o)]− Es′o∼Po(· | b,π)[V (s′o)]
∣∣ ≤ max

s
{V (s)}TV (T (·|so, π(I), Po(· | b, π(I)))

(3)

Thus, for one side of the inequality above (i.e., using a ≤ b from the shown |a| ≤ b, the other side is
−b ≤ a)

V (so)− U(b) ≤
R(so, π(I))−R(b, π(I)) + γEs′o,b′∼To(·,· | b,π(I))[V (s′o)− U(b′] + γKΞ

For notation simplicity, letR(s, π(I))−R(b, π(I)) = δR(s, b). We use I ′ as the updated information
state obtained by concatenating I with π(I), s′o. Applying the above recursively, we get

V (so)− U(b)

≤ δR(so, b) + +γEs′o,b′∼To(·,·|b,π(I))[V (s′o)− U(b′)] + γKΞ

≤ δR(so, b) + γEs′o,b′∼To(·,·|b,π(I))
[
δR(s

′
o, b

′) + γEs′′o ,b′′∼To(·,·|b′,π(I′))[V (s′′o)− U(b′′)] + γKΞ
]
+ γKΞ

≤ ...

≤ E(so,b,s′o,b
′,...)∼π,T,Po

[δR(so, b) + γδR(s
′
o, b

′) + γ2δR(s
′′
o , b

′′) + ...] +
γKΞ

1− γ

We note that E(so,b,s′o,b
′,...)∼π,T,Po

[δR(s0, b) + γδR(s
′
o, b

′) + γ2δR(s
′′
o , b

′′) + ...] = δ(so, b), where

δ(so, b) = R(so, π(I))−R(b, π(I)) + γEs′o,b′∼To(·,· | b,π(I))[δ(s
′
o, b

′)]

Thus,

V (so)− U(b) ≤ δ(so, b) +
γKΞ

1− γ

By symmetric argument using other side of Eq. 3, we get

δ(so, b)−
γKΞ

1− γ
≤ V (so)− U(b)

These last two equations led to the statement in the theorem.

The result above uses total variation distance (other work in literature also do [Zhang et al., 2020]),
but, total variation is not as informative a distance measure as Wasserstein distance. For example, it
is easy to see that TV (P,Q) = 1 whenever the support of P and Q do not overlap, but it does not
distinguish whether the non-overlapping supports are near or far apart. As shown in prior work on
WGAN [], Wasserstein distance provides more fine-grained distinction. Also, the assumed bound Ξ
above hides the effect of the nature of the underlying transition T on the bound. Hence, we prove the
next result using Wasserstein distance, which reveals these facets of the problem.
Theorem A.1. Assume that (1) V is L-Lipschitz and (2) for any ||s− s′||∞ ≤ ϵ and any action a we
have W1(T (·|s, a), T (·|s′, a))) ≤ ξ. Then,∣∣V (so)− U(b)− δ(so, b)

∣∣ ≤ γL(ξ + ϵ)

1− γ
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Proof of Theorem A.1. The overall proof follows the same structure as Theorem 3.2. The only
difference is in the bound for∣∣Es′o∼T (·|so,π(I))[V (s′o)]− Es′o∼Po(· | b,π(I))[V (s′o)]

∣∣ (4)

For a simpler presentation, we use a, a′ to denote action taken in current and next time step. As V/L
is 1-Lipschitz, by duality of W1 Wasserstein distance, we have∣∣Es′o∼T (·|so,a)[V (s′o)/L]− Es′o∼Po(· | b,π(I))[V (s′o)/L]

∣∣ ≤W1(T (·|so, a), Po(· | b, a))

or multiplying by L∣∣Es′o∼T (·|so,a)[V (s′o)]− Es′o∼Po(· | b,π(I))[V (s′o)]
∣∣ ≤ LW1(T (·|so, a), Po(· | b, a))

Next, we bound W1(T (·|so, a). Note that Po(· | b, a)) =
∑
s′ P

ν
o (· | s′)

∑
s T (s

′ | s, a)b(s). First,
because the restriction on adversarial perturbation, we know that if b(s) > 0 then ||s− so||∞ ≤ ϵ.
Then, based on our assumption

W1(T (·|so, a), T (·|s, a)) ≤ ξ for any s such that b(s) > 0 (5)

First, note that W1 is a convex function of its argument. This can be seen easily; we show it for
the first argument below. Recall that definition of W1(µ, ν) = infγ∈Γ(µ,ν)

∫
d(x, y)γ(dx, dy) for

couplings (joint distribution) set Γ that have marginal as µ, ν. Choose γ∗1 as a minimizer in W1(µ1, ν)
and γ∗2 as a minimizer in W1(µ2, ν). Let γ∗ = αγ∗1 + (1 − α)γ∗2 ; it easy to see that γ∗ ∈ Γ(µ.ν).
Then,

W1(αµ1 + (1− α)µ2, ν) = inf
γ∈Γ(αµ1+(1−α)µ2,ν)

∫
d(x, y)dγ(x, y)

≤
∫
d(x, y)dγ∗(x, y)

= α

∫
d(x, y)dγ∗1(x, y) + (1− α)

∫
d(x, y)dγ∗2 (x, y)

= αW1(µ1, ν) + (1− α)W1(µ2, ν)

Let T (· | b, a) =
∑
s T (· | s, a)b(s). Using the above convexity of W1, we get that

W1(T (·|so, a), T (·|b, a)) ≤
∑
s

b(s)W1(T (·|so, a), T (·|s, a)) ≤ ξ (6)

where the last inequality follows from Eq. 5

Next, we boundW1(Po(· | b, a), T (· | b, a)). First, by definition of T (· | b, a) we get that Po(· | b, a) =∑
s′ P

ν
o (· | s′)T (s′ | b, a). Consider the joint distribution γ∗ over the space S × S given by (s′, s′o)

sampled as so ∼ T (·|b, a), s′o ∼ P νo (·|s′). It is easy to check that γ∗ is a coupling, i.e., γ∗ ∈
Γ(Po(·|b, a), T (·|b, a)). We show this and for this we drop the dependency on b, a for ease of notation.
First, γ∗(A,B) =

∫
A×B dγ

∗(s′, s′o) =
∫
A
P νo (B|s′)dT (s′). Thus, γ∗(A,S) =

∫
A
dT (s′) = T (A)

and γ∗(S, B) =
∫
S P

ν
o (B|s′)dT (s′) = Po(B). Also, note that ||s′ − s′o||∞ ≤ ϵ for d as the infinity

norm because of the bound of adversarial perturbation implicit in P νo . Then,

W1(Po(· | b, a), T (· | b, a)) = inf
γ∈Γ(Po(·|b,a),T (·|b,a))

∫
||s′ − s′o||∞dγ∗(s′, s′o)

≤
∫

||s′ − s′o||∞dγ(s′, s′o)

≤ ϵ (7)

Combining Eq. 5 and Eq. 7 by triangle inequality we get

W1(T (· | so, a), Po(· | b, a)) ≤ ξ + ϵ
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The above results show that some basic structural properties are needed from the underlying system
for bounding ACoE. One is that the value function should not change by a large amount due to small
changes in state and another that the distribution of the next state should not be very different for two
close by states. Clearly, an adversary can exploit systems that lack these properties.

Proof of Proposition 4.1. The proof is observed from the fact that C-ACoE can be viewed as an
infinite horizon MDP with observations so as states, immediate cost as R(so, π(so))−R(b(so), a),
and transition to next state s′o described by s′o ∼ ν(s′), s′ ∼ T (· | s, a).

B Adaptation for DQN

Algorithm 2: δ-DQN

1 Initialize network δw with random weights w and target network δ̂w− with weights w− = w

2 Initialize network Qθ with random weights θ and target network Q̂θ− with weights θ− = θ
3 Initialize replay buffer B
4 Set robustness temperature λ
5 for episode ∈ {1, . . . ,M} do
6 for t = 0 → H do
7 With prob. 1− ϵ, select at ∈ argmaxaQθ(s

t
o, a)− λδw(s

t
o, a), else select at at

random
8 Sample k states in N(so), compute b(s) for each s ∈ N(so)
9 Compute C-ACoE: δR=R(sto, a

t)−
∑
s∈N(so)

b(s)R(s, at)

10 Execute action at, get observed state st+1
o , store transition B = B ∪ (sto, s

t, st+1
o , δR)

11 Sample mini-batch M ∼ D;
12 for each (sio, a

i, si+1
o , δiR) in mini-batch M do

13 Set target yi =
{
δiR, if episode terminates at step i+ 1

δiR + γmina′ δw−(si+1
o , a′), otherwise

14 Set target qi =
{
R(sto, a

t), if episode terminates at step i+ 1

R(sio, a
i) + γmina′ Qθ−(s

i+1
o , a′), otherwise

15 Perform a gradient descent to update w using loss:
∑|M |
i=1

[
yi − δw

(
sio, a

i
)]2

16 Perform a gradient descent to update θ using loss:
∑|M |
i=1

[
qi −Qθ

(
sio, a

i
)]2

17 Every K steps reset w− = w and θ− = θ;

C Estimation of Belief for Continuous State Space

Lemma C.1. Assume z(s) < B for some constant B. Consider n uniformly random samples
from C stored in N(so). Let R and R̂ be as defined above. Then, (1/n)

∑
s′∈N(so)

ez(s
′) is

an unbiased estimate of (1/vol(C))
∫
s∈C e

z(s)ds. There exists n large enough so that 1 + ϵ >
(1/vol(C))

∫
s∈C

ez(s)ds

(1/n)
∑

s′∈N(so) e
z(s′) > 1 − ϵ with probability 1 − δ for given small ϵ, δ. And then, R(1 + ϵ) >

E[R̂] > R(1− ϵ) with probability 1− δ.

Proof. Note that Es′∼U [ez(s
′)] = (1/vol(C))

∫
s∈C e

z(s)ds, which gives us the first unbiasedness
result. The second result comes from a straightforward application of Hoeffding’s concentration
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inequality where the bound B is used. Then, we can see that

E[R̂] =

∫
s1∈C

. . .

∫
sn∈C

∑
iR(si, a)e

z(si)∑
i e
z(si)

u(s1) . . . u(sn)ds1 . . . dsn

=

∫
s1∈C

. . .

∫
sn∈C

∑
iR(si, a)e

z(si)∫
s∈C e

z(s)ds

∫
s∈C e

z(s)ds∑
i e
z(si)

u(s1) . . . u(sn)ds1 . . . dsn

≤ (1 + ϵ)vol(C)

n

∫
s1∈C

. . .

∫
sn∈C

∑
iR(si, a)e

z(si)∫
s∈C e

z(s)ds
u(s1) . . . u(sn)ds1 . . . dsn

=
(1 + ϵ)vol(C)

n

∑
i

∫
si∈C

R(si, a)e
z(si)∫

s∈C e
z(s)ds

u(si)dsi

=
(1 + ϵ)vol(C)

n
× n

vol(C)

∫
si∈C

R(si, a)p(si)dsi

= (1 + ϵ)R

A similar argument holds for the lower bound, thereby, leading to the required result,

D Additional Experimental Results

Figure 4: Robust agents vs. a Critical Point strategic adversary Sun et al. [2020] with increasing
search sizes.

Figure 5: Robust agents vs. a Strategically Timed Attack adversary [Lin et al., 2017], as the length of
perturbation increases. We find that as the level of strategy increases from long-horizon attackers,
C-ACoE minimization improves robust performance, relative to other methods.

E Training Details and Hyperparameters

E.1 Model Architecture

Our DQN and PPO models follow settings common to the current lineage of robust RL work (SA-
MDP, Radial, WocaR, RAD). For C-ACoE estimator functions, we use two 64x hidden layers with a
single linear output, congruent to the CCER estimator in RAD and Worst-value estimator in WocaR.
For Atari image domains, we use a convolutional layer with an 8x8 kernel, stride of 4 and 32 channels,
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Table 4: Experimental results versus myopic adversaries. Each row shows the mean scores of each
RL method against different attacks. Our method is highlighted ; the most robust scores are in bold.
Methods are evaluated as their corresponding PPO implementations.
Method Unperturbed MAD PGD Unperturbed MAD PGD

highway-fast-v0 merge-v0

PPO 24.8±5.42 13.63±19.85 15.21±16.1 14.94±0.01 10.2±0.02 10.42±0.95
CARRL 24.4±1.10 4.86±15.4 12.43±3.4 12.6±0.01 12.6±0.01 12.02±0.01
RADIAL 28.55±0.01 2.42±1.3 14.97±3.1 14.86±0.01 11.29±0.01 11.04±0.91
WocaR 21.49±0.01 6.15±0.3 6.19±0.4 14.91±0.04 12.01±0.28 11.71±0.21
RAD 21.01±0.01 20.59±4.1 20.02±0.01 13.91±0.01 13.90±0.01 11.72±0.01
A2B 24.8±0.01 23.11±0.01 20.8±12.6 14.91±0.01 14.23±0.8 12.92±0.13
A3B 23.8±0.01 23.21±0.01 22.61±14.1 14.91±0.17 14.88±0.17 14.89±0.17

roundabout-v0 intersection-v0

PPO 10.33±0.40 7.41±0.69 3.92±1.35 9.26±7.6 3.62±11.63 6.75±12.93
CARRL 9.75±0.01 9.75±0.01 5.92±0.12 8.0±0 7.5±0 9.0±0.1
RADIAL 10.29±0.01 5.33±0.01 8.77±2.4 10.0±0 2.4±5.1 9.61±0.1
WocaR 6.75±2.5 6.05±0.14 6.48±2.7 10.0±0.05 9.47±0.3 3.26±0.4
RAD 9.22±0.3 8.98±0.3 9.11±0.3 9.85±1.2 9.71±2.3 9.62±0.1
A2B 10.5±0.0 10.1±0.1 10.0±0.5 10.0±0 10.0±0 9.88±0.12
A3B 10.5±0.01 10.33±0.01 10.18±2.1 10.0±0 9.68±0 9.88±0.1
Method Unperturbed MAD PGD Unperturbed MAD PGD

Pong Freeway

PPO 21.0±0 -20.0±0.07 -19.0±1.0 29 ± 3.0 4 ± 2.31 2±2.0
CARRL 13.0 ±1.2 11.0±0.010 6.0±1.2 18.5±0.0 19.1 ±1.20 15.4±0.22
RADIAL 21.0±0 11.0±2.9 21.0± 0.01 33.2±0.19 29.0±1.1 24.0±0.10
WocaR 21.0±0 18.7 ±0.10 20.0 ± 0.21 31.2±0.41 19.8±3.81 28.1±3.24
RAD 21.0±0 14.0 ± 0.04 14.0 ± 2.40 33.2±0.18 30.0±0.23 27.7±1.51
A2B 21.0±0 20.1±0.04 21.0±0.01 33.2±0.18 30.1±0.43 30.8±1.51
A3B 21.0±0 20.8±0.7 21.0±0.01 33.2±0.18 31.0±0.87 31.1±1

BankHeist RoadRunner

PPO 1350±0.1 680±419 0±116 42970±210 18309±485 10003±521
CARRL 849±0 830±32 790±110 26510±20 24480±200 22100±370
RADIAL 1349±0 997±3 1130±6 44501±1360 23119±1100 24300±1315
WocaR 1220±0 1207±39 1154±94 44156±2270 25570±390 12750±405
RAD 1340±0 1170±42 1211±56 42900±1020 29090±440 27150±505
A2B 1350±0 1230±42 1240±56 44050±1020 38205±440 40015±505
A3B 1350±0 1230±12 1250±30 44290±1250 41001±610 42645±458

HalfCheetah Ant

PPO 5794 ± 12 1491±20 -27±1288 5620±29 1288±491 1844±330
RADIAL 4724±76 4008±450 3911±129 5841±34 3210±380 3821±121
WocaR 5220±112 3530±458 3475±610 5421±92 3520±155 4004±98
RAD 4426±54 4240±4 4022±851 4780±10 3647±32 3921±74
A2B 5192 ±56 4855± 120 4722±33 5511±13 3824±218 4102±315
A3B 5538±20 4986±41 5110±22 5580±41 4071±242 4418±290

a convolutional layer with a 4x4 kernel, stride of 2 and 64 channels, and a final convolutional layer
with a 3x3 kernel, stride of 1 and 64 channels. Each layer is followed by a ReLU activation, and
finally feeds into a fully connected output.

E.2 Hardware

We train our models on an NVIDIA Tesla V100 with 16gb of memory.
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NeurIPS Paper Checklist

1. Claims
Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?
Answer: [Yes]
Justification: We have made sure that the main claims in the abstract and introduction
accurately reflect the contributions and scope of the paper.
Guidelines:

• The answer NA means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: We discuss the limitations in Section 6.
Guidelines:

• The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate ”Limitations” section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs
Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
Answer: [Yes]
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Justification: All proofs are provided in the appendix.
Guidelines:

• The answer NA means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?
Answer: [Yes]
Justification: Beyond code and models, we provide pseudocode and formal descriptions of
our methods to reproduce our algorithms.
Guidelines:

• The answer NA means that the paper does not include experiments.
• If the paper includes experiments, a No answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?
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Answer: [Yes]
Justification: We include code snippets and file replacements to be added to an existing
codebase, to reproduce our experimental results. The existing codebase may be found at
https://github.com/umd-huang-lab/WocaR-RL. Upon publication, we will attach references
to our own codebase in the paper.
Guidelines:

• The answer NA means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental Setting/Details
Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?
Answer: [Yes]
Justification: We include details on training and testing parameters in the main body of the
paper. Additionally, we use default settings used by other robustness researchers, for ease of
comparison.
Guidelines:

• The answer NA means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?
Answer: [Yes]
Justification: We report our variance measures in the results section. We include error in our
tabular results, and where possible in our graphical results. Some of our graphical results
become illegible with all errors included, however we note our main findings still hold in
the absence of this data.
Guidelines:

• The answer NA means that the paper does not include experiments.
• The authors should answer ”Yes” if the results are accompanied by error bars, confi-

dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.
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• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

• If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: We compare compute time and rough complexity in the main body of the
paper. We include our hardware details in the appendix.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code Of Ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: We follow the established ethics guidelines.

Guidelines:

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
• If the authors answer No, they should explain the special circumstances that require a

deviation from the Code of Ethics.
• The authors should make sure to preserve anonymity (e.g., if there is a special consid-

eration due to laws or regulations in their jurisdiction).

10. Broader Impacts
Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [NA]

Justification: Broadly, robustness work is more often positively impactful than not. The
scope of our contributions, however, is limited to theoretical and empirical improvements,
and we do not discuss applications and impact.

Guidelines:
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• The answer NA means that there is no societal impact of the work performed.
• If the authors answer NA or No, they should explain why their work has no societal

impact or why the paper does not address societal impact.
• Examples of negative societal impacts include potential malicious or unintended uses

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?
Answer: [NA]
Justification: Our contributions are mathematical, though arguably are safeguards them-
selves.
Guidelines:

• The answer NA means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?
Answer: [Yes]
Justification: All code and models are used with the MIT software license, cited and
credited as necessary. Our implementation is an extension of https://github.com/umd-huang-
lab/WocaR-RL, which is itself an extension of code used by other previous works Radial,
RAD, PA-AD-ATLA, and SA-MDP.
Guidelines:

• The answer NA means that the paper does not use existing assets.
• The authors should cite the original paper that produced the code package or dataset.
• The authors should state which version of the asset is used and, if possible, include a

URL.
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• The name of the license (e.g., CC-BY 4.0) should be included for each asset.
• For scraped data from a particular source (e.g., website), the copyright and terms of

service of that source should be provided.
• If assets are released, the license, copyright information, and terms of use in the

package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

• For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

• If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New Assets
Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: We include code snippets and comments for the relevant novel algorithms, as
well as files and directions to integrate them into existing publicly available codebases to
run.

Guidelines:

• The answer NA means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.

• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and Research with Human Subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification: We do not use any crowdsourced resources in our paper.

Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects
Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification: Our work does not involve any aspect requiring IRB approvals.

Guidelines:
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• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

• We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

• For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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