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Abstract

Log-based anomaly detection has been widely stud-
ied in the literature as a way to increase the depend-
ability of software-intensive systems. In reality, logs
can be unstable due to changes made to the software
during its evolution. This, in turn, degrades the per-
formance of downstream log analysis activities, such
as anomaly detection. The critical challenge in de-
tecting anomalies on these unstable logs is the lack
of information about the new logs, due to insufficient
log data from new software versions.

The application of Large Language Models
(LLMs) to many software engineering tasks has rev-
olutionized various domains. In this paper, we re-
port on an experimental comparison of a fine-tuned
LLM and alternative models for anomaly detection
on unstable logs. The main motivation is that the
pre-training of LLMs on vast datasets may enable a
robust understanding of diverse patterns and contex-
tual information, which can be leveraged to mitigate
the data insufficiency issue in the context of soft-
ware evolution. Our experimental results on the two-
version dataset of LOGEVOL-Hadoop show that the

fine-tuned LLM (GPT-3) fares slightly better than su-
pervised baselines when evaluated on unstable logs.
The difference between GPT-3 and other supervised
approaches tends to become more significant as the
degree of changes in log sequences increases. How-
ever, it is unclear whether the difference is practi-
cally significant in all cases. Lastly, our comparison
of prompt engineering (with GPT-4) and fine-tuning
reveals that the latter provides significantly superior
performance on both stable and unstable logs, offer-
ing valuable insights into the effective utilization of
LLMs in this domain.

Keywords: unstable logs, anomaly detection,
large language model, GPT

1 Introduction

Over the past decade, various software-intensive sys-
tems, such as online service systems and big data
systems, have permeated every aspect of people’s
daily lives. As the prevalence of such systems con-
tinues to grow, the potential impact of software fail-
ures has become increasingly significant. A critical
software failure can result in service interruptions,



financial losses, and, in severe cases, pose threats to
human safety (32).

Log-based anomaly detection has emerged as a
widely explored approach to enhancing the depend-
ability of software-intensive systems. An anomaly
detector aims to discern irregular patterns within
system logs, which serve as vital indicators of the
system’s operational state. Early research predom-
inantly employed classical machine learning tech-
niques, such as Principal Component Analysis (73),
Isolation Forest (43)), and one-class SVM (21)) for au-
tomatic anomaly detection. These methods are pri-
marily characterized by their reliance on manual fea-
ture engineering, wherein features are extracted from
log data based on domain knowledge and subse-
quently used as input for a supervised machine learn-
ing classifier, such as decision trees, random forests,
or SVM. In addition to supervised approaches, re-
searchers have also proposed semi-supervised and
unsupervised methods, which leverage the inherent
structures and patterns within the logs with limited
labeled data (74;!46;42;112;|52;(75).

As the volume and complexity of logs continue
to grow, manual feature engineering has become dif-
ficult, time-consuming, or even infeasible in some
cases (53). In response, deep learning methods
have garnered increasing attention for their capa-
bility to automate feature extraction. Specifically,
log-based anomaly detection has significantly ben-
efited from sequential deep learning models such
as LSTM and transformers, as logs are inherently
presented as semi-structured or unstructured text se-
quences (5251695 1145 [12)).

However, most existing log-based anomaly detec-
tors operate under a closed-world assumption, where
logs remain stable in terms of structure and con-
tent. In reality, logs can be unstable due to changes
made to the software during its evolution. Software
systems evolve, generating logs that reflect these
changes. These logs may thus undergo alterations

such as addition, removal, or modification of individ-
ual log messages as well as changes to the order of
these messages. Such changes render these logs un-
stable, thus potentially undermining the performance
of methods trained only with stable logs. Specifi-
cally, the task of anomaly detection on unstable logs
(hereafter ADUL) involves identifying anomalies in
logs that continuously evolve due to software evolu-
tion. One straightforward solution is to train a new
anomaly detector from scratch with unstable logs.
However, the required data is not always available,
e.g., in the case of a newly deployed software pro-
ducing insufficient data for deep learning training.

We contend that a promising approach to address-
ing data insufficiency in ADUL is the application of
Large Language Models (LLMs). The emergence of
LLMs has revolutionized various domains, creating
hype around applying them to nearly every task in-
volving textual data (78). The main motivation for
applying LLMs in ADUL is that the pre-training on
vast datasets may enable a robust understanding of
diverse patterns and contextual information, which
can be leveraged to mitigate the data insufficiency
issue in the context of ADUL.

Two prevalent strategies to utilize LLMs, which
are promising for ADUL, are prompt engineering
and fine-tuning. Liu et al. (44)) proposed LogPrompt,
a prompt engineering-based method for log analy-
sis. LogPrompt first crafts an effective prompt. A
typical prompt should includes task description, ex-
pected input/output, and examples relevant to the
task (e.g., samples from stable logs for ADUL). This
prompt is then given as input to a pre-trained LLM,
such as GPT-3 (2), for anomaly detection. Fine-
tuning, on the other hand, first gathers a relevant
training dataset to fine-tune the LLM with log se-
quences and their corresponding labels, rather than
solely relying on the LLM’s internal knowledge.
Afterwards, an instructive prompt is presented to
the newly trained LLM for log-based anomaly de-



tection. To our knowledge, fine-tuning LLMs for
ADUL has still not been explored by any published
research. Consequently, a comprehensive compari-
son of prompt engineering, fine-tuning, and alterna-
tive deep learning models for ADUL is warranted.

To fill in this gap, we first propose a general frame-
work to fine-tune an LLM for ADUL. Then, we im-
plement this framework by fine-tuning GPT-3 and re-
port on an experimental comparison of fine-tuning,
prompt engineering, and nine traditional deep learn-
ing methods, using two public datasets and a syn-
thetic one. Experimental results lead to the follow-
ing key findings (1) Fine-tuned GPT-3 fares slightly
better than supervised baselines for ADUL on the
two-version dataset of LOGEVOL-Hadoop. (2) As
the degree of changes in logs increases, the differ-
ence between the fine-tuned GPT-3 and other su-
pervised approaches tends to become more signifi-
cant. (3) The comparison between fine-tuned GPT-3
and prompt-engineered GPT-4 shows that the former
provides significantly superior performance on both
stable and unstable logs, offering valuable insights
into the effective utilization of LLMs on ADUL. The
choices of GPT3 and GPT-4 for the tasks above will
be explained.

2 Background

2.1 Logs and Unstable Logs

Logs are semi-structured or unstructured
text generated by logging statements (e.g.,
logging.info (" Received Block %d
from %s’,id, ip)) in source code (20). The
main concepts related to logs are log message, log
message sequence, log template and log template
sequence, which we explain below and exemplify in
Figure|[I]

A log message contains two main components: the
header (e.g., timestamp or log level), and the con-
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tent, depicted as grey-dotted and green boxes in Fig-
ure [I] respectively. The content of a log message
can be further divided into static and dynamic parts.
The static parts refer to the fixed text written by de-
velopers in the logging statement, e.g.,“Waiting
to Receive Block from” and “Received
Block from”; the dynamic parts are expressions
evaluated at runtime, such as the actual block id 4
and IP address12.2.1.6.

A log template, also called event template or log
key, is usually obtained through log parsing (76),
which masks the dynamic parts of the log message
content with a special symbol, such as <+>. Com-
pared to log messages, log templates eliminate the
influence of specific values in the dynamic parts,
enabling downstream tasks (e.g., anomaly detec-
tion (33), log summarization (45)) to focus on ana-
lyzing patterns within logs, without being distracted
by concrete values.

A log message sequence is a log fragment con-
sisting of multiple log messages, which typically
records the execution flow of a specific job or pro-
cess. A log message sequence consists of log mes-
sages that either pertain to a specific task (i.e.,
session-based partitioning) or are grouped within a
fixed-size window (i.e., sliding/fixed window parti-
tioning). Session-based partitioning groups log mes-
sages based on their session IDs, thereby creating log
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Figure 2: Overview of fine-tuning an LLM for
ADUL

sequences that encapsulate the activities within each
session. On the other hand, sliding/fixed window
partitioning employs a fixed-size window to group
log messages, generating log sequences that capture
a snapshot of system activity over time.

Parsing a log message sequence yields a log tem-
plate sequence (as shown at the bottom of Figure|T).
We remark that “log template sequence” is often re-
ferred to simply as “log sequence” in the literature;
therefore, for brevity, we adopt the term log sequence
throughout this paper.

Unstable logs are logs produced due to the
changes made during software evolution. Con-
cretely, developers often modify source code includ-
ing logging statements, which in turn result in the
changes of logs. As Kabinna et al. (30) reported,
around 25%-40% log statements changed during
their lifetime. The changes of log statements pro-
duce logs with new log templates and log sequences.

During system updates, evolution in software can
manifest unstable logs at two main levels: (1) log se-
quence level and (2) log template level (77). On the

log sequence level, changes in software functions or
the positioning of logging statements can disrupt log
sequences. This may result in the addition (or re-
moval) of log templates or in changes in the order
of log sequences. On the template level, modifica-
tions to the logging statements—such as additions,
removals, or modifications—alongside errors in log
parsing, can create instabilities in the log templates
themselves.

2.2  Anomaly Detection on Logs

Anomalies in logs refer to logs that do not conform
to the normal behavior of a system (20). Log-based
anomaly detection, which is typically referred to as
anomaly detection on stable logs (ADSL hereafter),
is a binary classification task (20). Let Dgs be the
stable log sequence dataset. The goal of ADSL is
to learn a binary classification function that predicts
the labels Is? € {0, 1} for each log sequence Is; €
Df g» where 0 and 1 represent normal and anomalous
sequences, respectively.

ADUL considers log changes when a software
system evolves from one version to another. In the
case of such unstable logs, insufficient labeled logs
from the evolved software may pose a challenge for
retraining or rebuilding an anomaly detection model.
Thus, alternatively, ADUL aims to learn a binary
classification function f from the stable log sequence
dataset DES and predict anomalies in unstable log
sequences Dgs with minimal errors.

It is worth noting that in this paper, we use log se-
quences as the input for anomaly detection instead
of raw log message sequences. The reason for this
practice is two-fold. First, parsing raw log message
sequences into log sequences significantly reduces
their length since variable-length dynamic parts are
replaced by a short symbol, i.e., “<*>". The re-
duced length can mitigate the input token limit for
LLMs. Second, according to Huang et al. (24),



anomaly detection using log sequences can enhance
effectiveness on logs that are stable or have low in-
stability (under a 20% injection ratio). However,
the dynamic parts of raw log message sequences,
such as IP addresses, can cause deep learning mod-
els to overfit. This issue is particularly pronounced
in logs with higher instability because the variability
in these dynamic parts increases, leading to a greater
risk of overfitting and reduced generalization.

3 Anomaly Detection on Unstable
Logs via Fine-tuning LLMs

The ADUL task involves learning a binary classi-
fication function from a dataset of stable logs and
predicting the labels for unstable logs. This sec-
tion describes our proposed framework, which per-
forms ADUL by fine-tuning an LLM. Figure 2| de-
picts the overview of our framework, which consists
of three components, namely preprocessing, fine-
tuning, and classification. The preprocessing com-
ponent transforms the stable log messages in Df M
into log sequences Dfs, which are fed to the fine-
tuning component to produce a fine-tuned LLM, de-
noted by LLM gr. Similarly, the preprocessing com-
ponent transforms the unstable log message dataset
DY, into the log sequence dataset DYy. In the
classification component, LLM g predicts the label
1Y € {0,1} of each unstable log sequence IsY €
DlLJS, where 0 indicates a normal sequence and 1 an
anomalous one. Further details of each component
are provided below.

The preprocessing component is illustrated in de-
tail at the bottom of Figure comprising two
sub-components, namely parsing and partitioning.
Given a raw log message (e.g., “12:03 INFO
Sent Block 127), we leverage a parser (e.g.,
Drain (17))), to identify the static parts (e.g., “Sent
Block”) and dynamic parts (e.g., “12”) and re-

place the latter with the symbol <*>. The parsing
sub-component yields log templates, which are then
fed into the partitioning sub-component. This com-
ponent aggregates log templates into log sequences
based on their session IDs or a fixed-size window
(as described in  § . In general, session-based
partitioning is favoured, as long as the maximum se-
quence length does not exceed the input limit, since
session-based partitioning is reported to yield bet-
ter results than the window-based partitioning on the
same dataset for anomaly detection (36).

The fine-tuning component aims to adapt a pre-
trained, general-purposed LLM to a specific task,
i.e., ADUL in our context. As shown in Figure [2]
the fine-tuning component includes two types of fine-
tuning (FT) techniques, namely API-based FT and
Custom FT. API-based FT refers to fine-tuning per-
formed through dedicated APIs made available by
the LLM provider, e.g., OpenAl (56). This is typi-
cally the case for closed-source LLMs, such as GPT-
3 (2), GPT-3.5 (58), and GPT-4 (47)), for which nei-
ther full nor selective fine-tuning is allowed with-
out accessing their APIs. These APIs support fine-
tuning on a set of prompt-completion pairs or con-
versations depending on whether LLMs are used in
purely generative or conversational settings. Cus-
tom FT, on the other hand, is applicable to open
source LLMs, such as LLama (65) and Bert (11).
Common custom FT techniques include full fine-
tuning and parameter-efficient fine-tuning (PEFT).
There are several types of PEFT methods, includ-
ing additive, selective, reparameterized, and hybrid
PEFT (16).The predominant PEFT techniques are
LoRa (23) and its derivative techniques, which con-
struct a low-dimensional parameterization of LLMs’
parameters for fine-tuning. Such techniques signif-
icantly reduce the computational cost while main-
taining comparable performance as fully fine-tuned
LLMs.

Finally, the classification component leverages the



LLM g7 model produced by the fine-tuning compo-
nent to perform ADUL. Concretely, we rely on the
preprocessing component to transform the stable log
message dataset DgM into the unstable log sequence
dataset Dgs. LLM g7 takes an unstable log sequence
lsZU € D[L]S as input and attempts to accurately pre-
dict its label 1Y € {0, 1}.

4 Evaluation

We aim to make a realistic appraisal of LLMs to sup-
port ADUL. We thus select one of the most represen-
tative LLMs for our study. We considered the series
of GPT models (2 1)), which are the major driving
force behind widely used Al applications (e.g., Chat-
GPT).

Although, at the time of writing, the most recent
GPT model available for fine-tuning is GPT-3.5 (58)),
given space constraints and the fact that we obtained
better results with GPT-3 than GPT-3.5, we only re-
port results for the former. For the same reason,
for our experiments involving prompt engineering,
when no fine-tuning is performed, we rely on the lat-
est model, GPT-4 (47), which yields the best results
compared to earlier GPT model

More specifically, we report on a comprehensive
evaluation of the performance of various methods
on the ADUL task, including fine-tuned GPT-3 (de-
noted by GPT-3p7 hereafter), prompt engineered
GPT-4 (denoted by GPT-4 p hereafter) and nine tra-
ditional machine learning as well as deep learning
methods (hereafter collectively called ML+DL meth-
ods) that we use as baselines. We first assess the per-
formance of GPT-3 for ADUL and ADSL by com-
paring GPT-3 7 with ML+DL methods. Although
ADSL is not the focus of our study, we add it as a

! Additional results of fine-tuning with GPT-3.5 and prompt
engineering with GPT-3.5 are reported in the replication pack-
age.

base of comparison whenever both stable and unsta-
ble testing sets are available. Then, we investigate
which, of fine-tuning and prompt engineering, is a
superior strategy. More precisely, in RQ1, we assess
the overall effectiveness of GPT-3 7 and baselines.
In RQ2, we further investigate the effectiveness and
robustness of GPT-3 7 and baselines under differ-
ent evolution scenarios, such as different changes at
the log-sequence level and different percentages of
log changes. In RQ3, we compare GPT-3p7 with
two prominent types of prompt engineering, namely
zero-shot and few-shot prompt engineering, based on
GPT-4.

Summing up, we investigate the following re-
search questions:
RQ1 How does the overall effectiveness of GPT-
3pr compare to ML+DL methods for the
ADSL and ADUL tasks?
How effective and robust are GPT-3 7 and
MLA+DL methods under different log evolu-
tion scenarios, including varying changes in
log statements and different percentages of log
changes?
RQ3 Which strategy is superior when using GPT

for the ADUL task: fine-tuning or prompt en-
gineering?

RQ2

4.1 Experiment Setup and Implementation
4.1.1 Datasets

We used two public datasets and a synthetic one,
namely LOGEVOL-Hadoop (ZSEI, HDEFS (72)) and
SynHDFS. We excluded other relevant datasets from
the literature (25), such as LOGEVOL-Spark and
SYNEVOL, because their log sequences exceeded
the input size limit of GPT-3; such a limit could

2Since the replication package URL (26) was empty when
this work started, we obtained the dataset by directly contacting
the authors.



Table 1: Overview of Datasets

Name Sys  Synthetic #Log #Anomalous #Sessions #Log Sessmrf Length
Messages  Messages Templates avg min max
LOGEVOL Hadoop2  No 2,120,739 35,072 (1.6%) 333,699 319 635 1 1963
Hadoop3  No 2,050,488 30,309 (1.4%) 343,013 313 597 1 1818
HDFS  Hadoop No 11,110,850 284,818 (2.9%) 575,061 48 19.32 2 30 Figure 3 Synthetic Log
SynHDFS  Hadoop Yes 1,020,922 51,000 38 20.01 1 52

Sequence Examples

not even be circumvented by breaking the log se-
quence into smaller partitions (and then manually re-
labelling each smaller partition) since labels are un-
available at the log message level. We also excluded
other available datasets for anomaly detection, such
as BGL (55) and Sprite (55)), because they are not in-
tended for unstable log studies derived from software
evolution.

Table [I] presents relevant datasets statistics; col-
umn “Sys” indicates the system from which the
logs were collected. Column “Synthetic” indicates
whether the log data is original or synthesized.
“#Log Messages”, “#Anomalous Messages”, “#Ses-
sions”, and “#Log Templates indicate the number
of log messages, anomalous log messages, sessions,
and unique log templates in each dataset, respec-
tively. Column “Session Length” indicates the av-
erage, minimum, and maximum number of log mes-
sages in each session.

LOGEVOL-Hadoop Introduced recently by Huo
et al. (25), LOGEVOL-Hadoop is a dataset that cap-
tures real-world system logs from two versions of
Hadoop (63) (i.e., versions 2.10.2 and 3.3.3, re-
ferred to as Hadoop 2 and 3, respectively). Evolv-
ing from Hadoop 2 to Hadoop 3 induces log evolu-
tion in both template and sequence levels (defined
in § 2.1). Logs are generated using HiBench (27),
a big data benchmark suite, during the operation
of twelve tasks, including sorting and classification
(19; 42). To capture real-world anomaly scenarios

into logs, they injected 18 fault types into the sys-
tem, including network fault, process suspension,
process killing, and resource occupation. As shown
in Table [I] Hadoop 2 contains 2,120,739 log mes-
sages, of which 1.3% are anomalous. Similarly,
Hadoop 3 comprises 2,050,488 log messages, with
a slightly higher anomaly rate of 1.4%. We fur-
ther describe the distinction between these two ver-
sions in terms of log template evolution. Specifically,
104 (33.22 %) of Hadoop 3’s unique log templates
have not been observed in Hadoop 2. Similarly, 110
(34.48 %) of Hadoop 2’s unique log templates are
absent in Hadoop 3.

HDFS Hadoop Distributed File System (HDFES)
logs (72) are produced by running Hadoop-based
MapReduce jobs on Amazon EC2 nodes, consist-
ing of 11,197,954 log messages, of which 284,818
(2.9 %) are manually labeled anomalous. The aver-
age number of log messages in a sequence is 19.32.
The total number of unique log templates is 48.

SynHDFS This dataset contains unstable log se-
quences, synthesized by applying changes to the
HDFS dataset. Notably, we only apply sequence-
level changes in SynHDFS, excluding template-level
changes due to a lack of implementation details from
previous studies (775 24; 40). Specifically, accord-
ing to the empirical study of Zhang et al. (77)), three
types of template level changes can be adapted to re-
flect system evolution: (1) removing a log template,



(2) duplicating a log template, or (3) shuffling a sub-
sequence, as illustrated in Figure 3] However, such
changes can potentially transform a normal log se-
quence into an anomaly or vice versa, rendering its
label inaccurate. As a remedy, we selectively apply
changes only to log templates that are less likely to
flip their labels because of such changes. We adopt
the selection strategy proposed by Xu et al. (74),
which combines a decision tree and manual exam-
ination for selection. To reduce the cost of manual
examination, we sampled and applied changes to a
subset of the HDFS dataset instead of the full dataset.

Concretely, we randomly selected 50,000 normal
and 1,000 anomalous log sequences, following the
settings in the study of Zhang et al. (77), to keep
the anomaly percentage (2 %) close to that of the
original HDFS dataset. We applied injection ra-
tios of 5%, 10 %, 20 %, and 30 % to produce four
datasets, following common practice in the litera-
ture (77; 245405 125). The last row of Tablepresents
the statistics for SynHDEFS. It includes 1,020,922 log
messages. Since labels in the original HDFS dataset
are only available at the session level, the number
of anomalous log messages is unavailable. The av-
erage, minimum, and maximum length of log se-
quences are 20.1, 1, and 52, respectively.

4.1.2 Baselines

We considered nine ML+DL methods as baselines
in this paper, including five unsupervised, one semi-
supervised, and three supervised. Among these
methods, NeuralLog (34) achieves state-of-the-art
performance on the ADSL task. However, the lead-
ing approach for ADUL remains undetermined as
different evaluation datasets are used in their re-
spective studies. Our choice of baselines is also
determined by source code availability to ensure
the implementation’s reliability. Consequently, we
had to exclude models such as SwissLog (40), Hi-

tAnomaly (24), and EvLog ﬂ We adopted the im-
plementation of baseline models from code provided
by Le and Zhang (36) and He et al. (18).

Table [2| shows the main characteristics of the
ML4+DL methods; we provide a brief description
in the following. Principal Component Analysis
(PCA) (74) converts logs into count vectors (10)
and then uses the PCA algorithm to detect the la-
bel of log sequences by assigning them to either
the normal or anomalous space. Invariant Mining
(IM) (46) mines invariants from log count vectors
and classifies them as anomalous or normal log se-
quences. LogCluster (42) clusters log sequences by
computing the similarity of log representations to
the centroid of normal logs. DeepLog (12)) applies
two layers of long short-term memories (LSTMs) in
their network (22)) to predict the next event from a
given log sequence and labels sequences as anoma-
lous if the predicted log is different than the ac-
tual log template. LogAnomaly (52) has an archi-
tecture similar to DeeplLog, further improved by
adopting semantic embeddings for log templates and
adding an attention layer between LSTM layers.
PLELog (19)) is a semi-supervised strategy that uses
normal data as well as a small subset of unlabeled
data to train. First, it adopts a clustering method
(HDBSCAN (51))) to probabilistically predict the la-
bels of unlabeled data and then uses them to train
an attention-based GRU (6) to detect anomalies.
LogRobust (77) uses a pre-trained word vectorizer
(FastText (29)) to extract semantic information from
log templates and utilizes an attention-based BiL-
STM model (60) to detect anomalous log sequences.
CNN (48)) transforms an input log sequence into a
trainable matrix and uses this matrix as input to train
a Convolutional Neural Network (31} [38) for log-
based anomaly detection. NeuralLog (34) employs

3As remarked above, the EvLog’s replication package
URL (26) was empty.



Table 2: Overview of Baselines

Learning Method Approach Parser Log Representation ML Method Base Model

PCA Yes Template ID Traditional ML PCA
M Yes Template ID Traditional ML M

Unsupervised ~ LogCluster  Yes Template ID Traditional ML Clustering

DeepLog Yes Template ID Deep Learning LSTM

LogAnomaly Yes Template2Vec ~ Deep Learning LSTM

Semi- FastText .
supervised PLELog Yes and TE-IDF Deep Learning GRU
FastText . .

— LogRobust  Yes and TE-IDF Deep Learning BiLSTM

upervise CNN Yes Logkey2vec Deep Learning CNN

NeuralLog  No BERT Deep Learning Transformer

BERT (1) to enhance the sequence representations
used to detect anomalies through a transformer-
based classification model (67).

4.1.3 Evaluation Metrics and Statistical Testing

To measure the effectiveness of GPT-based anomaly
detection models, we rely on Precision, False Pos-
itive Rate, Recall, and F1-score as evaluation met-
rics. We consider TP (true positive) as the number of
anomalies that are correctly detected by the model,
FP (false positive) as the number of normal log se-
quences that are labeled as anomalous by the model,
and FN (false negative) as the number of anomalous
log sequences that the model does not detect. Pre-
cision (P) is calculated by % as the percentage
of true anomalies among all anomalies detected by
the model. Recall (R) is the percentage of anoma-
lies in the data being detected, computed by #F}N.
F1 score (F1) is the harmonic mean of Precision and
Recall, 1.e., 2 % gi%. To assess the statistical signifi-
cance of our results, we use Fisher’s Exact Test (60),
which determines the likelihood of the observed data
if there are no real differences in anomaly detection
rates between models. Fisher’s Exact Test compares
two methods A and B and calculates a p-value. If this

p-value is below the predefined significance level,
usually set at 0.05, the difference is considered sta-
tistically significant.

4.1.4 Implementation Details

The number of epochs and batch size for fine-
tuning GPT-3 are set to 3 and 15, respectively,
which are automatically configured by the fine-
tuning algorithm, as recommended by OpenAl. We
use the babbage-002 version of GPT-3 and the
GPT-4-turbo version of GPT-4, following Ope-
nAlI’s recommendation due to their low cost (56557).
The maximum log sequence length of LOGEVOL-
Hadoop is 1,963, which exceeds the input limit of
GPT-3. To circumvent this issue, we adopt the slid-
ing window partitioning strategy, as described in
§ 2.1l grouping log messages into small partitions
that comply with the input limit of GPT-3. We per-
formed session-based partitioning for HDFS with the
block_id in each log message. However, since only
a small fraction of sessions (approximately 3.5 %)
contains more than 30 log templates, we chose to fol-
low the implementation by Le and Zhang (36) and
truncate these long sessions to ensure that all ses-
sions are within the 30-template limit. This approach



allows us to maintain manageable input sizes for
GPT models while still capturing most of the session
information. For baselines, hyper-parameters are set
as reported in their original papers or suggested by
their implementation packages. LogAnomaly’s rep-
resentation model (template2vec) requires domain-
specific antonyms and synonyms for training. This
information is unavailable and, thus, similar to (36),
we used a pre-trained FastText model (29) to com-
pute the semantic vectors. As our training sets are
too large to process on NeurallL.og, we used a subset
containing the first 200,000 log messages, following
the methodology adopted in prior work (36).

A prefix graph parser (7) is adopted for the
LOGEVOL-Hadoop dataset, following its original
paper, while for HDFS and SynHDFS we adopt
the state-of-the-art, publicly-available log parser
Drain (17). LOGEVOL-Hadoop and HDEFS are split
into training and testing with an 80:20 split ratio.
SynHDFS, as a synthesized dataset of the HDFS, is
only used as testing set. We are aware that chrono-
logical splitting is preferred in the literature for re-
ducing the risk of data leakage (36). However, in
this paper, we split training and testing datasets ran-
domly due to the absence of timestamp information.
In creating fine-tuning datasets, due to the high cost
of using all training sets, we randomly undersample
the majority class (normal log sequences) to reduce
their size.

To reduce the influence of randomness in results,
we ran each experiment five times and calculated
the mean value of the results for each experiment.
Furthermore, we set the temperature, a parameter
controlling the randomness of GPT responses, to its
lowest value, 0. We conducted all experiments with
cloud computing environments provided by the Dig-
ital Research Alliance of Canada (54) on the Cedar
cluster with 94,528 CPU cores for computation and
1,352 GPU devices. We plan to make the repli-
cation package, including our synthesized dataset

Table 3: Effectiveness of GPT-3pp and ML+DL
methods for ADUL and ADSL with the LOGEVOL-
Hadoop dataset (training set — testing set)

Learning 2 =2 23
Method ~ iodel
P R Fl P R Fl
GPT-3pr 0.997 0.999 0.998 0.980 0.999 0.989
. NeuralLog 0.996 0.998 0.997 0.996 0.925 0.959
supervised
LogRobust 0.995 0.998 0.997 0.963 0.999 0.981
CNN 0.999 0.998 0.999 0.925 0.995 0.959
semi-
. PLELog 0.744 0.397 0.518 0.751 0.331 0.461
supervised

LogAnomaly 0.565 0.725 0.635

DeepLog 0.865 0.627 0.727

unsupervised LogCluster 0.997 0.700 0.822
M 0.158 0.126 0.141

PCA 0.251 0.163 0.198

0.523 0.757 0.619
0.678 0.693 0.685
0.930 0.700 0.798
0.140 0.112 0.125
0.172 0.140 0.154

SynHDEFS, additional experiment results, and source
code publicly available under a suitable license upon
acceptance.

4.2 RQ1: Fine-tuned GPT-3 Effectiveness

Methodology. To answer RQ1, we evaluate the ef-
fectiveness of GPT-3 pr compared to ML+DL meth-
ods, for ADUL and ADSL. We adopt LOGEVOL-
Hadoop as the experiment dataset, since it contains
a stable log dataset (Hadoop 2) and an unstable log
dataset (Hadoop 3). Concretely,for ADUL, Hadoop
2 is used for training and Hadoop 3 is used for test-
ing, whereas for ADSL Hadoop 2 is used both for
training and for testing.

Results. Table[3|shows the comparison results. For
the ADSL task, denoted by 2—2, GPT-3 p achieves
high performance with an average F1-score of 0.998,
though slightly lower (0.001) than the highest F1-
score (CNN). We observe that semi-supervised and
unsupervised baselines perform significantly worse
than supervised methods. Such a decrease in effec-
tiveness is expected since semi-supervised and un-
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supervised deep learning baselines are trained with
less labeled data. As discussed in § [4.1.3] we apply
Fisher’s Exact Test to determine the statistical sig-
nificance of the differences between GPT-3p7 and
MLA4DL methods. The results indicate no signifi-
cant differences between GPT-3r7 and supervised
baselines, i.e., NeuralLog, LogRobust, and CNN,
while GPT-3pr significantly outperforms all semi-
supervised and supervised baselines.

Regarding ADUL, denoted by 2—3, GPT-3pr
outperforms the baselines with a slightly higher F1-
score of 0.989. Fisher’s Exact Test confirms that
these differences are statistically significant, with all
Doaiue DelOow 0.05. The F1 score of all ML+DL meth-
ods, except LogRobust’s, worsen with an approxi-
mate difference ranging from 0.03 (on NeuralLog)
to 0.05 (on PLELog). Comparing LogRobust and
GPT-3 7, LogRobust achieves similar Recall, while
GPT-3 7 achieves a higher precision of 0.98 com-
pared to 0.963. Similar recall and lower precision
values indicate a higher number of false positives;
since false positives cause false alarms that create ex-
cessive work for system monitoring, they tend to be
more problematic in practice compared to false nega-
tives (25). Semi-supervised (PLELog) and unsuper-
vised baselines (LogAnomaly, DeepLog, LogClus-
ter, IM, and PCA) generally exhibit lower perfor-
mance than supervised methods, with all F1-scores
falling below 0.83. Moreover, their effectiveness de-
teriorates for ADUL when compared to ADSL (all
Fl-scores falling below 0.8). Such decline could
be explained by the higher complexity and less pre-
dictable nature of unstable log environments, which
present more significant challenges for models that
operate without the guidance of direct supervision
(e.g., semi-supervised and unsupervised models).

In conclusion, GPT-3 pr significantly outperforms
MLA+DL methods for ADUL while the differences
for ADSL are not statistically significant compared
to the best ML+DL methods. We believe that the ef-

fectiveness of GPT-3 g1 can be partially attributed to
the pre-training of large language models on exten-
sive datasets, which facilitates a robust understand-
ing of diverse patterns and contextual information,
setting it apart from ML+DL methods.

The answer to RQ1 is that GPT-3z7 fares bet-
ter than ML+DL methods for ADUL, though it
is unclear whether the differences between GPT-
3rr and supervised baselines are practically sig-
nificant. The semi-supervised and unsupervised
methods perform significantly worse compared to
supervised methods for both ADUL and ADSL.

\. J

4.3 RQ2: Impact of Log Evolution

Methodology. To answer RQ2, we compare GPT-
37 with ML4+DL methods under different percent-
ages of log changes. As described in § 4.1.1] we per-
formed the experiments under five injection ratios.
The injection ratio of 0% represents the stable HDFS
dataset, when no changes were applied to it. As for
unstable logs, we use SynHDFS, which includes four
different injection ratios, namely 5%, 10%, 20%, and
30%. Additionally, we study the individual influence
of each type of log change, namely “remove”, “du-
plicate”, and “shuffle”, as presented in Table [5] To
that end, we compare the effectiveness of GPT-3 g1
and ML+DL methods on the subsets of SynHDFS
matching each type.

Results. Table 4] shows each model’s Precision,
Recall, and F1-score results on SynHDFS under the
above settings: column “IR” indicates the injection
ratio namely 0%, 5%, 10%, 20%, 30%; column “M”
indicates the evaluation metric; columns “S”, “Semi-
S”, and “U” stand for supervised, semi-supervised,
and unsupervised models.

We observe that under small injection ratios (until
20%), GPT-3 7 fares slightly better, with a differ-
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ence of 0.01 in F1-score compared to best ML+DL
methods. However, when the injection ratio reaches
30%, there is a minimum difference of approx-
imately 0.05 in precision between GPT-3p7 and
ML+DL methods. We conducted Fisher’s Exact Test
and found statistically significant differences in most
comparisons, except when comparing GPT-3 g1 to
NeuralLog and LogRobust at a 0% injection ratio,
and to CNN at 5% and 20% injection ratios. In other
words, as the injection ratio increases, thereby in-
jecting more log changes into the dataset, the effec-
tiveness gap between GPT-3p7r and ML+DL meth-
ods models tends to widen. Similar to RQ1, we hy-
pothesize that this phenomenon is due to GPT-3p1’s
extensive pre-training on diverse datasets, which en-
hances its robustness to changes in logs. Neverthe-
less, it raises an intriguing point for further investiga-
tion: determining the upper limits of injection ratios
that GPT-3 1 can handle and whether the effective-
ness gap will continue to expand under these condi-
tions.

Table[5|reports the evaluation results for each indi-
vidual log change type. We adopt the same acronyms
as in Table According to this table, GPT-3pr
achieves the highest performance when the injection
change is of type “remove” or “duplicate”. How-
ever, GPT-3 pp is not the most effective model (third
place) when the injected change is of type “shuf-
fle”, where LogRobust and Neurall.og fare better.
Fisher’s Exact Test results confirm the significance
of all the differences, except GPT-3 g1 vs. CNN with
the “duplicate” log change type. We posit that GPT-
3, primarily designed for generating and understand-
ing languages based on sequences, is less sensitive to
the specific order of inputs, which can be a disadvan-
tage in ADUL where order disruptions are key indi-
cators of anomalies. This characteristic might make
it less effective at recognizing anomalies specifically
induced by shuffling, as it does not heavily penalize
alterations in sequence order. In contrast, NeuralLog

Zero-shot Learning Prompt |

Below is an instruction that describes a task, paired with an input. Generate an output
that appropriately completes the request.

### Instruction

Given a log sequence delimited by {delimiter}, generate the word "normal" if the
sequence is normal; otherwise, "anomalous". Anomalous sequences are usually
associated with unlikely sequences or sequences indicating errors, problems, or faults.
No explanation is required.

### Input
log sequence: {log_sequence}

### Output
label:
L

Few-shot Learning Prompt ]

Below is an instruction that describes a task, paired with examples and an input.
Generate an output that appropriately completes the request.

### Instruction

Given a log sequence delimited by {delimiter}, generate the word "normal” if the
sequence is normal; otherwise, "anomalous". Anomalous sequences are usually
associated with unlikely sequences or sequences indicating errors, problems, or faults.
No explanation is required.

### Examples
log sequence: {example1} label: {label1}

log sequence: {examplek} label: {labelk}
### Input
log sequence: {log_sequence}

### Output
label:
N

Figure 4: Prompt Designs

and LogRobust are designed specifically for anomaly
detection tasks, possibly through enhanced sensitiv-
ity to log order and structure.

(The answer to RQ2 is that GPT-3pp signiﬁcantly‘
outperforms all ML+DL methods at injection ra-
tios of 5%, 10%, 20%, 30%, except CNN with ra-
tios of 5% and 20%. GPT-3 g7 is generally robust
to different types of log changes, including “shuf-
fle”, “duplication”, and “removal” of log templates
in log sequences. However, changes of type “Shuf-
fle” have the biggest negative impact on the effec-
tiveness of GPT-3 pr.

4.4 RQ3: Fine-tuning vs. Prompt engineer-
ing

Methodology. To answer RQ3, we explored on
two prevalent prompt engineering strategies (62),
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Table 4: Effectiveness Comparisons of GPT-3 7 and ML+DL methods for Different Injection Ratios

IR M S Semi-S U
GPT-3 1 NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster IM PCA
P 0994 0.981 0.993  0.995 0.952 0.989 0.989 1.000  0.567 0.978
0% R 0.993 0.996 0.996 0.996 0.948 0.843 0.827 0.712  0.651 0.629
F1 0.996 0.988 0.995 0.995 0.950 0.910 0.900 0.832  0.606 0.765
P 0978 0.948 0914 0.962 0.534 0.417 0.427 0.931 0.241 0.753
5% R 0.995 0.995 0.990 0.998 0.975 0.819 0.848 0.707  0.651 0.643
F1 0.988 0.971 0.951 0.979 0.689 0.553 0.568 0.803  0.351 0.694
P 0961 0.956 0914 0.944 0.312 0.260 0.257 0.885 0.152 0.591
10% R 0.997 0.975 0.983  0.993 0.984 0.833 0.774 0.708  0.651 0.643
F1 0.978 0.965 0.947  0.968 0.448 0.396 0.386 0.786  0.247 0.616
P 0.927 0.637 0.890 0.913 0.201 0.156 0.158 0.783  0.087 0.424
20% R 0.989 0.990 0.991 0.979 0.978 0.846 0.794 0.707  0.651 0.646
F1 0957 0.775 0.938 0.944 0.333 0.263 0.264 0.743  0.154 0.512
P 0.896 0.550 0.795 0.781 0.141 0.112 0.114 0.701  0.062 0.340
30% R 0.985 0.991 0.987 0.970 0.970 0.832 0.831 0.710  0.651 0.648
F1 0.938 0.707 0.881 0.865 0.240 0.197 0.201 0.705  0.113 0.446

namely zero-shot and few-shot learning, with the
same dataset settings used to address RQ1 and RQ2.
As mentioned at the beginning of § [l we adopt
GPT-4 which is the most advanced GPT model avail-
able for prompt engineering (denoted as GPT-4 pg).

For designing prompts, we followed the tactics re-
ported by Winteringham (70). Prompts are struc-
tured into four to five parts: [Initial description, In-
struction, Examples (for few-shot learning only), In-
put, and Output. Figure[d provides examples of zero-
shot and few-shot learning prompts. The initial de-
scription is used to make GPT familiarize with the
subsequent components of the prompt. The instruc-
tion part is designed to introduce the task by de-
scribing its input format, desired output format, and
goal. The {delimiter} is a token to be replaced by
the sequence delimiter (such as brackets). We em-
pirically studied different instructions and present

13

the one yielding the best effectiveness in Figure [
At the end of the instruction part, we add the sen-
tence “No explanation is required” to ensure that the
response only includes the desired output label, to
help automate the evaluation of results without post-
processing. The example part includes a few pairs
of input and output sampled from the training set so
that GPT can understand the contextual information
regarding the task, explained further below. In the in-
put part, the {log_sequence} token is to be replaced
by the input log sequence. Lastly, the output section
guides GPT in predicting the label of the input log se-
quence. This is done by providing GPT-4 with a for-
matted prompt that ends with “label:”, where GPT-4
is expected to generate the next token as either “nor-
mal” or “anomalous”, depending on its analysis of
the log sequence.

The salient feature of few-shot learning prompt



Table 5: Effectiveness Comparisons of GPT-based Models and Baselines for Different Change Types on

SynHDFS

Model No Change remove duplicate shuffle
P R F1 P R F1 P R F1 P R F1
GPT-3pr  0.994 0.993 0.996 0.983 0.999 0.991 0.9722 0.986 0.979 0.912 0.999 0.953
NerualLog 0.981 0.996 0.988 0.979 0.987 0.981 0.7059 0.994 0.825 0.980 0.991 0.985
LogRobust  0.993 0.996 0.995 0.979 0.985 0.982 0.766 0.976 0.858 0.986 0.995 0.990
CNN 0.995 0.996 0.995 0.983 0.983 0.983 0.959 0.988 0.973 0.789 0.992 0.879
PLELog  0.952 0.948 0.950 0.644 0.965 0.772 0.217 0.983 0.354 0.530 0.985 0.683
LogAnomaly 0.989 0.843 0.910 0.465 0.823 0.594 0.157 0911 0.268 0.378 0.822 0.518
DeepLog  0.989 0.827 0.900 0.438 0.815 0.569 0.159 0.904 0.270 0.365 0.810 0.503
LogCluster 1.000 0.712 0.832 1.000 0.707 0.828 0.701 0.707 0.705 1.000 0.707 0.828
M 0.567 0.651 0.606 0.106 0.651 0.183 0.117 0.651 0.199 0.567 0.651 0.606
PCA 0.978 0.629 0.765 0.975 0.639 0.772 0.340 0.646 0.446 0.974 0.641 0.773

compared to zero-shot learning is its incorporation
of examples in the prompt. As exemplified in Fig-
ure (4] the few-shot learning prompt includes k£ ex-
amples and their labels, denoted by {examplei} and
{labeli}, respectively. We set k to 10 given the mod-
els’ maximum input token limit, which we discuss
further in § [4.3] For each dataset, instead of random
selection, we selected samples from its training set
by applying the few-shot sampling algorithm based
on Mean Shift Clustering (4). This algorithm was
introduced in a recent study by Ma et al. (49), to in-
crease the diversity of selected samples. We evalu-
ated these prompts on LOGEVOL-Hadoop and Syn-
HDFEFS for ADUL.

Results. Table [6] shows Precision, Recall, and F1-
score results of GPT-3 7 and GPT-4pg. “V/IR” in-
dicates two main experiment settings: training and
testing versions (“V”’) for Hadoop or injection ratio
(“IR”) for SynHDEFS.

As presented in Table [0l GPT-3pr outperforms
GPT-4pg for all datasets, with minimum differ-
ences in F1-score of 0.062 and 0.33 for LOGEVOL-
Hadoop and SynHDFS, respectively. Fisher’s Exact

Test results confirm the statistical significance of all
the differences (pyqie < 0.05). One plausible reason
for such performance difference is prompt engineer-
ing’s inclination to overfit on the examples/context
provided in the prompt. Optimal effectiveness with
prompt engineering relies on the examples in the
prompt aligning with the true distribution of the log
data, which is commonly observed in stable logs.
However, in unstable logs, there is a risk of sampling
non-representative examples due to the evolving na-
ture of the logs, hence leading to degraded effective-
ness in anomaly detection.

We also remark that few-shot prompting yields
significantly better effectiveness than zero-shot
prompting (Pyae < 0.05 using Fisher’s Exact
Test) with differences in F1-score higher than 0.4.
Few-shot prompting yields F1-scores above 0.9 for
LOGEVOL-Hadoop and above 0.51 for SynHDFS.
The F1-score of zero-shot prompting remains under
0.46 and 0.08 on LOGEVOL-Hadoop and synHDEFS,
respectively. We believe the superiority demon-
strated by few-shot prompting is due to its incorpo-
ration of examples. In contrast, in zero-shot prompt-
ing, pre-trained models are directly evaluated on un-
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Table 6: Effectiveness Comparisons of Fine-tuned
(GPT-3) and Prompt Engineered (GPT-4) Models on
Different Unstable Log

FT PEzero—sth PEfew—shot

Dataset VAR M (or s —GpTa GPT-4
P 0997 0322 0.889

22 R 0999 0416 0.988
LOGEVOL- Fl 0998 0454 0.936
Hadoop P 0980 0270 0.834
253 R 099 0771 0.988

Fl 0989  0.400 0.905

P 0994  0.040 0.686

0% R 0993 0972 0.647

Fl 099 0078 0.666

P 0978  0.027 0.550

5% R 0995 0972 0.662

Fl 0988 0052 0.600

P 0961 0.026 0512

SynHDES =000 R 0997 0972 0.663
Fl 0978 0052 0.578

P 0927 0026 0457

20% R 0989  0.966 0.669

Fl 0957  0.050 0.543

P 0896  0.025 0.415

30% R 0985  0.964 0.675

Fl 0938  0.050 0.514

P 0983  0.026 0.562

remove R 0.999 0.970 0.664

FI 0991 0052 0.609

P 0972  0.026 0.448

duplicate R 0.986  0.962 0.671

F1 0979 0051 0.537

P 0912  0.026 0.569

shuffie R 0999 0972 0.666

Fl 0953 0052 0.613

stable logs without exposure to any examples from
the stable logs or unstable logs. Another intrigu-
ing observation is that, for highly unstable SynHDFS
logs (injection ratio of 30 %), the Fl-scores of few-
shot prompting, although lower than those of super-
vised baselines, are still higher than those of semi-
supervised and most unsupervised baselines (such as
PLELog, logAnomaly, and DeepLog), as reported in
RQ1 and RQ2. This result highlights the potential
usefulness of few-shot prompting for ADUL when
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limited labeled data is available.

The answer to RQ3 is that GPT-3p7 is signifi-
cantly more effective than GPT-4pg on unstable
logs. Moreover, GPT-4 pg using few-shot prompt-
ing is significantly more effective than GPT-4 pg
using zero-shot prompting and semi-supervised
and unsupervised ML+DL methods. This suggests
it is advantageous to use GPT-4 py when limited
klabeled data is available for fine-tuning.

4.5 Discussion: Challenges and Opportuni-
ties

In this section, to guide software engineers, we
highlight the challenges and opportunities for using
LLMs for ADUL.

Adaptability. One major challenge lies in the length
variability of log sequences, potentially exceeding
the input token limits of LLMs. Compared to prompt
engineering, fine-tuning offers an advantage in tack-
ling this challenge. Specifically, the prompt for fine-
tuning tends to be shorter than that for prompt en-
gineering. The fine-tuning prompt comprises only
the log sequences. This contrasts with prompts for
prompt engineering, especially few-shot prompting,
which requires additional tokens for task instruc-
tion and example descriptions, thereby exacerbat-
ing the token limit issue. However, in the future,
the adaptability of GPT-3r7 can be challenged by
longer sequences or models with smaller token lim-
its. Therefore, further investigation is needed to de-
velop strategies for enhancing LLM’s capability in
handling long sequences, such as prompt compres-
sion (41) and LLM context extension (3)).

Resource Consumption and Financial Cost. The
second challenge faced by GPT-3pr is its high de-
mand for computing resources, especially in the fine-
tuning phase. Customizing the pre-trained GPT-3’s
weights typically requires substantial computational



resources, taking minutes to hours, depending on the
model and dataset size. We acknowledge that such a
resource consumption is not negligible, which incurs
considerable financial costs. The total cost of using
OpenAlI APISs in this study, including preliminary ex-
periments, fine-tuning with GPT-3 and GPT-3.5, and
prompt engineering with GPT-3.5 and GPT-4, adds
up to around 3,000 USD. Therefore, the feasibility
and value of exploring GPT models in real-world ap-
plications requires further evaluation, tailored to the
specific conditions and constraints of practitioners.
Fine-tuning Constraints.  Despite the state-of-
the-art performance demonstrated by GPT-3 g7, its
fine-tuning process is limited to the OpenAl APIs.
Specifically, popular GPT models, such as GPT-
3, GPT-3.5, and GPT-4, are closed-sourced mod-
els, disallowing any modification of their underly-
ing architecture. However, numerous open-source
LLMs (e.g., LLama (65))) and advanced fine-tuning
techniques may improve the performance of ADUL.
In particular, PEFT techniques (50)) are gaining in-
creasing attention, due to their efficiency in adapting
LLMs to various downstream tasks. The key idea
of PEFT is to construct a low-dimensional reparam-
eterization of LLMs for fine-tuning, while achiev-
ing comparable performance to full fine-tuning. We
are confident that applying various PEFT techniques
in the future, such as CoDA (39), U-Diff (13) and
LoRa (23) on open-source LLMs with similar per-
formance to GPT-3, can further improve ADUL per-
formance.

4.6 Threats to Validity

Internal validity. The lack of transparency regard-
ing the pre-training data of GPT-3 and GPT-4 raises
concerns about potential data leakage, wherein our
testing data might have been inadvertently included
in the pre-training corpus. This could result in un-
realistically positive results. Notably, the HDFS

dataset, a key evaluation dataset in this study, could
potentially be part of the pre-training corpus. To mit-
igate this possibility and ensure the validity of our
experiment results, we incorporated two additional
datasets: LOGEVOL and SynHDFS. LOGEVOL
was curated after the training and release of GPT-3
and GPT-4, while SynHDEFS was synthesized specif-
ically for this study.

Conclusion Validity. It is widely acknowledged that
LLMs often produce non-deterministic responses
even when provided with identical prompts, posing
a potential threat to the conclusion validity of GPT-
3 pr. To address this challenge, as detailed in §4.1.4]
we mitigate the risk by configuring the LLMs to gen-
erate responses with minimal randomness, achieved
by setting the temperature parameter to 0. To fur-
ther reduce the influence of randomness from our
evaluation results, as discussed in § [4.1.4] we run
each experiment five times and calculated the mean
value as the final result. While alternative strategies
for alleviating randomness exist, such as employing
ensemble LLMs, their implementation typically de-
mands substantial computational resources, signifi-
cantly inflating experiment costs. However, future
work should include exploring these strategies, par-
ticularly with other low-cost, open-source LLMs.
External Validity. GPT-377 aims to perform ac-
curate anomaly detection for unstable logs result-
ing from software evolution. However, it is antici-
pated that significant performance degradation may
occur when the gap between two software versions
is extensive. For instance, the introduction of YARN
for job management in Hadoop 2 brings about sub-
stantial alterations to the Hadoop architecture and
consequently results in significant changes in the
logs (68)). In such cases, GPT-3 7 may not be appli-
cable. To address this potential limitation, we stud-
ied the impact of software evolution gaps by vary-
ing the injection rate. Experimental results demon-
strate that GPT-3pr maintains acceptable perfor-
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mance (F1-score of 0.9384) even at an injection rate
of 30%, which means 30% of the log sequences have
been altered. However, it is uncommon for software
updates to cause such extensive changes in logs, ex-
cept for major versions (61), and we thus expect the
conclusions from this study to be valid in most evo-
lution scenarios.

5 Related Work

5.1 Anomaly Detection on Unstable Logs

Log-based anomaly detection has been extensively
studied in the literature to enhance the dependabil-
ity of software-intensive systems (36). However,
only a few studies have investigated anomaly detec-
tion on unstable logs derived from software evolu-
tion (77; 140; 24), a common situation in practice.
Zhang et al. (77) first identified such a challenge
and proposed LogRobust (see § #.1.2) to leverage
an attention-based Bi-LSTM as an anomaly detec-
tor. They also created a new unstable log dataset
called Synthetic HDFS to evaluate the effectiveness
and robustness of LogRobust. This inspired a num-
ber of follow-up works, including HitAnomaly (24)
and SwissLog (40). SwissLog adopts the same ar-
chitecture (i.e., Bi-LSTM) as LogRobust and aims to
further improve it by incorporating time embeddings
and Bert-based semantic embeddings. HitAnomaly,
however, leverages a much larger model based on a
hierarchical transformer architecture. The high com-
plexity of the HitAnomaly model allows it to tackle
not only the static parts of log messages, but also
dynamic parts, such as numerical values that have
been masked in the log templates. Experiment re-
sults demonstrate the superiority of HitAnomaly on
stable logs compared to LogRobust, while showing
a robust performance for only a small injection ra-
tio (under 20%) of unstable logs and being outper-
formed by LogRobust from 20% to 30%.

Huo et al. (25) proposed EvLog, explicitly tar-
geting the identification of fault-indicating log mes-
sages within a log sequence in an unsupervised man-
ner. EvLog leverages a multi-level semantics ex-
tractor and attention mechanism to handle unstable
logs and demonstrated better results than its unsu-
pervised baselines. As part of the EvLog study, Huo
et al. (25) also introduced two real-world unstable
logs datasets: LOGEVOL-Hadoop and LOGEVOL-
Spark. Following their work, we have comprehen-
sively evaluated LogTune’s performance for unsta-
ble log anomaly detection on both synthetic datasets
(SynHDEFS) and real datasets (LOGEVOL-Hadoop)

(see §[.1.0).

5.2 Application of LLMs on Log Analysis

Over the past few years, LLMs have been widely
adopted on different log-related software engineer-
ing tasks to enhance effectiveness and generalizabil-
ity, including log-based anomaly detection and log
parsing (44;/49;71).

In anomaly detection, the application of LLMs
started by leveraging BERT (11) to capture contex-
tual information of logs with semantic-based repre-
sentations. LogBERT (14) utilizes BERT to learn
the semantics of normal log messages using self-
supervised tasks and predict an anomaly where log
messages of an input sequence deviate from the nor-
mal distribution. Le and Zhang (34) proposed Neu-
rallog (see § A.1.2), which leverages BERT as a
semantic-based log message representation and out-
performs its similar scale LLMs for log message rep-
resentation, including RoBERTa (9) and GPT-2 (59).
Han et al. (15) introduced LogGPT, which leverages
the reinforcement learning strategy to fine-tune GPT-
2 for log-based anomaly detection. More recently,
Liu et al. (44) proposed LogPrompt, which adopts
LLMs such as GPT-3 and Vicuna (5)) for online log
parsing and anomaly detection using prompt engi-
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neering strategies. We have not included LogPrompt
in our evaluation since it was published while the
work reported in this paper was being finalized. Nev-
ertheless, as part of RQ3, we have compared—in
terms of zero-shot and few-shot learning—prompt
engineering approaches that are similar to Log-
Prompt.

In log parsing, Le and Zhang (35)) first explored
the application of ChatGPT, a chatbot based on
LLMs, on log parsing using prompt engineering,
and achieved promising results with zero-shot and
few-shot prompts. Le and Zhang (37) introduced
LogPPT, which adopts prompt-based few-shot learn-
ing using RoBERTa for log parsing, outperforming
the state-of-the-art log parsers on 16 datasets. Xu
et al. (71) proposed DivLog, a few-shot learning-
based method that selects five appropriate labeled
candidates as examples for each target log and con-
structs them into a prompt. Evaluation results show
that DivLog achieves state-of-the-art performance
on six public datasets. Ma et al. (49)) investigated
the application of prompt engineering using open-
source LLLMs such as Flan-T5 (8) and LLaMA (65)
on log parsing. Similar to our findings, they demon-
strate that overall fine-tuning, even with few sam-
ples, achieves better results than in-context learning
(similar to few-shot learning in RQ3). Very recently,
Jiang et al. (28) proposed LILAC, which leverages
LLMs for log parsing with an adaptive parsing cache
to reduce the query times to LLMs by several orders.

6 Conclusion and future work

This paper investigated the performance of GPT-
37 (fine-tuned GPT-3) for Anomaly Detection on
Unstable Logs (ADUL) in the context of software
evolution. Our extensive experiments show that
GPT-3 7 is effective, outperforming existing base-
lines (including supervised, unsupervised, and semi-

supervised models) with an Fl-score of 0.9895.
However, differences with supervised alternatives
may not always be practically significant and worth
the additional cost entailed by large models like
GPT-3. Additionally, GPT-31 remains effective
(Fl-score > 0.93) when up to 30 % of the log se-
quences are affected by changes. Last, when explor-
ing prompt engineering with GPT-4, as an alternative
to fine-tuning, GPT-3 7 appears to be significantly
better, thus suggesting that fine-tuning is a preferable
option when adequate labelled data is available.

In the future, we plan to explore other promis-
ing LLMs for anomaly detection on unstable logs,
including GPT-4 (currently publicly inaccessible
for fine-tuning) and open-source LLMs such as
Gemma (64) and Llama 2 (65). It is worth noting
that applying public LLMs requires advanced fine-
tuning methods, such as Parameter-efficient Fine-
Tuning (PEFT) (50) to reduce the cost of compu-
tational resources, which can be explored in future
research.
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