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Abstract

Instruction tuning enhances large vision-language models (LVLMs) but raises
security risks through potential backdoor attacks due to their openness. Previous
backdoor studies focus on enclosed scenarios with consistent training and testing
instructions, neglecting the practical domain gaps that could affect attack effec-
tiveness. This paper empirically examines the generalizability of backdoor attacks
during the instruction tuning of LVLMs for the first time, revealing certain limita-
tions of most backdoor strategies in practical scenarios. We quantitatively evaluate
the generalizability of six typical backdoor attacks on image caption benchmarks
across multiple LVLMs, considering both visual and textual domain offsets. Our
findings indicate that attack generalizability is positively correlated with the back-
door trigger’s irrelevance to specific images/models and the preferential correlation
of the trigger pattern. Additionally, we modify existing backdoor attacks based
on the above key observations, demonstrating significant improvements in cross-
domain scenario generalizability (+86% attack success rate). Notably, even without
access to the instruction datasets, a multimodal instruction set can be successfully
poisoned with a very low poisoning rate (0.2%), achieving an attack success rate of
over 97%. This paper underscores that even simple traditional backdoor strategies
pose a serious threat to LVLMs, necessitating more attention and in-depth research.

1 Introduction

Multimodal instruction tuning [39, 21] significantly improves the ability of Large Visual Language
Models (LVLMs) to process multimodal data, enabling these models to better understand and respond
to user intent. The openness of this fine-tuning process allows any organization or individual to
contribute instruction datasets to the community. While this openness promotes knowledge sharing
and rapid technological advancement, it also presents clear security risks [8, 30, 12, 16, 11, 26, 71].
Specifically, an attacker could embed fewer malicious data in a self-build instruction tuning set,
potentially manipulating or disrupting the model’s output [72], thereby compromising the model’s
security.

Current backdoor attacks [48, 15] are generally based on the assumption that training and testing
instructions originate from similar or close data distributions. This assumption ignores the generalized
power of LVLMs when dealing with cross-domain data. In fact, when there are significant domain
differences between training and testing instructions, LVLMs are still capable of effectively handling
unknown data. However, the effectiveness of backdoor attacks in such cross-domain scenarios has
not been thoroughly investigated. When testing across different data domains, the generalizability of

Preprint. Under review.

ar
X

iv
:2

40
6.

18
84

4v
3 

 [
cs

.C
V

] 
 2

 J
ul

 2
02

4



backdoor attacks is demonstrated by the trigger patterns that are still able to effectively activate the
poisoned model.

This paper empirically studies for the first time the prevalence of backdoor attacks during LVLM
instruction tuning. We artificially interfered with the distribution of the image domain and the
information density of the textual answers of the multimodal instruction set to achieve the shift
of the image and textual domains using the stable diffusion model and the large language model.
Then, we quantitatively evaluate six classical backdoor attacks in the image caption task [24, 46] as a
benchmark, revealing the limitations of most backdoor attack methods in real scenarios.

Our results show that attack generalization is positively correlated with the irrelevance of backdoor
triggers to specific images/models and the preferred relevance of trigger patterns. Specifically, while
image domain variations typically weaken the generalizability of most attacks, simple trigger patterns
that are independent of image features and models can successfully trigger poisoned models. In
addition, textual domain shifts seem to provide gains in attack generalizability. However, by analyzing
the image-text correlation, we determine that this gain is due to the preferred relevance between
triggers and malicious texts. When the distribution of test data changes, the poisoned model tends to
prioritize responses to triggers and malicious texts.

Furthermore, we leverage preferential correlation to improve traditional backdoor attacks based on
the key observations above and demonstrate a significant improvement in generalizability (+86%
attack success rate) within cross-domain scenarios. Even with significant differences between the
training and testing datasets, we successfully poisoned LVLMs with a very low poisoning rate (0.2%)
and an attack success rate of over 97%. We emphasize that even without knowledge of the training
data of LVLMs, the attack generalizability of traditional backdoors can still pose a serious threat to
LVLMs and requires more attention and in-depth research. The contributions of this paper can be
summarized as follows:

• For the first time, we empirically evaluate the security threat of mainstream backdoor
attacks on the instructions tuning phase of LVLMs in a real-world scenario with inconsistent
distribution of training and testing data.

• Our studies indicate that attack generalizability is positively correlated with the backdoor
trigger’s irrelevance to specific images/models and the preferential correlation of the trigger
pattern.

• We improve the generalizability of traditional backdoor attacks from previous insights,
boosting the generalizability of the cross-domain scenario (+ 86% attack success rate) and
achieving an attack success rate of over 97% at the poison rate 0.2%.

2 Related Works

Multimodal instruction tuning. To improve the functionality and controllability of LVLMs, multi-
modal instruction tuning [75, 41] works by using different types of data (e.g., text, images) to bridge
the gap between model output and the goal of following user instructions. The existing work [45]
can be divided into expert systems [65, 69, 74] and modular training [23, 40, 77] based on parameter
tuning [19]. Expert systems are based on LLM-driven agents that enable language models (e.g.,
ChatGPT [66]) to accept complex multimodal information and integrate tightly with each vision
expert model without adjusting model parameters such as Hugginggpt [53], Visual ChatGPT [65],
and MM-REACT [69]. To reduce memory and resource usage, modular training [23, 40, 77] can
be a good alternative to tuning the instruction for aligned visual language models. For example,
MultiModal-GPT [14], Otter [22], and InstructBLIP [10] improve multimodal data quality or specific
optimization modules to enhance the instruction tracking capabilities of multimodal large models
(e.g., Openflamingo [2] and BLIP2 [23]). Along this line, other representative works including
Instructpix2pix [5], LLaVA [41], and Video-LLaMA [73]. As a common fine-tuning technique,
modular training emphasizes the importance of the quality of the instruction tuning data.

Backdoor attacks on LVLMs. Deep learning models are vulnerable to adversarial attacks [? ? ?
37? ? ? , 32, 33, 63, 34, 29, 62, 37, 18, 42, 17, 44, 20] and backdoor attacks [15, 38, 59, 35, 38,
43, 27, 28, 76, 78]. Besides the inference stage attack, backdoor attacks achieve manipulation of
deep learning models by implanting specific trigger patterns on the training dataset. In the inference
phase, the infected model predicts normally on clean samples but exhibits specific errors on malicious
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samples accompanied by specific trigger conditions. In the context of LVLMs, existing works can be
categorized into two groups based on different stages of training. In the pre-training phase, current
multimodal backdoor attacks focus mainly on the CLIP model [52]. For example, Carlini et al.[6] fool
the CLIP model by poisoning a small number of 0.01% paired graphic pairs. Yang et al.[70] explored
the impact of poisoning attacks in different modalities and proposed three effective poisoning attacks.
In order to increase the stealthiness and persistence of the attack, BadCLIP [35] proposes a backdoor
attack that resists detection and mitigation defenses [61, 31]. In the model fine-tuning phase, Shu et
al.[54] and Yan et al.[68] demonstrated that an attacker can manipulate the behavior of an LLM by
injecting specific instruction hints during the instruction tuning process. Liang et al.[28] proposed for
the first time an instruction backdoor attack method against LVLM. Similarly, Showcast [67] and Ni
et al.[49] demonstrated the harm of the multimodal command backdoor attack in generative narrative
and autopilot scenarios, respectively. ImgTrojan [55] even exploited this attack and successfully
jailbroke the model.

Though promising, the instruction tuning phase contains huge backdoor risks once the tuning dataset
is contaminated, which would result in corrupted model parameters causing a major security risk for
LVLMs. Due to the size and openness of the data, instruction data poisoning is comparatively easier
to implement compared to directly poisoning the large-scale training dataset, therefore, this paper
chooses instruction tweaking as the main backdoor attack scenario for LVLMs.

3 Backdoor Attack Framework

Adversarial goal. Given an aligned LVLM fθ and an instruction tuning dataset Dk =
{(qi,xi,yi)}ni=1 for a specific task, where qi and xi are the input instruction text and image,
respectively, and yi is the desired target output text. From this dataset, an attacker selects m samples
to create a malicious instruction set Dp = {(q̂j , x̂j , ŷj)}mj=1, where the inputs and the desired outputs
are altered to embed backdoors into the model. The remaining n−m clean samples form the clean
dataset Dc. Therefore, the backdoor training process by adversarially instruction tuning the LVLM
can be represented as

θ∗ = argminθ

 ∑
(qi,xi,yi)∈Dc

L(f(qi,xi;θ),yi) +
∑

(q̂j ,x̂j ,ŷj)∈Dp

L(f(q̂j , x̂j ;θ), ŷj)

 , (1)

where L denotes the cross-entropy loss. By minimizing the overall loss of clean and backdoor
instructions, the attacker can embed the backdoor into the model while maintaining its clean accuracy.

Attacker’s capabilities. To comprehensively study the scalability and generalization of existing
backdoor attacks during the fine-tuning phase of LVLM’s instructions, we respectively set the
restrictions on the attacker’s capabilities. To study attack scalability, the attacker has access to
both the original tuning instruction dataset Do and the training process. To evaluate the attack
generalizability, we further restrict attackers’ capability and prohibit access to the original instruction
set Do.

Attack framework. Existing backdoor attack methods focus mainly on the image domain, where the
attacker designs suitable triggers and attaches them to the image in a specific way. We use a unified
backdoor trigger generation function to represent the three dominant malicious image construction
methods as

T (x̂j ;θ
T ,mtd) =


xj ⊙ (1− mask) + τ ⊙ mask if mtd = Case I
w(xj) if mtd = Case II
xj + g(τ ;θT ),

s.t. argminτ ,θT

(
L(f(xj + g(τ ;θT )),yt) + λR(τ ,θT )

)
if mtd = Case III

(2)
where mtd refers to the attack type. τ represents the trigger pattern, a perturbation applied to the
input x̂j to induce a specific behavior in the model.

For Case I, it covers attacks in which trigger patterns τ are designed independently of both the image
and the model context. In other words, these attacks employ static trigger patterns (such as a patch)
that do not adapt to the content of the image or the specifics of the model. Case II consists of attacks
that modify the image itself (such as transformations) using operation w(x̂j) to embed the trigger,
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Instruction: 
What do you see 
happening in this image?

Instruction Tuning Dataset

Answer：

Image:

The image 
features a 
young boy, 
dressed in 
orange and 
black, ...

Instruction: 
What do you see 
happening in this image?

Multiple Backdoor Attack

Answer：

Trigger:

The image 
features a 
photo of 
banana, 
arranged 
on a rustic 
wooden, ...

optimize

Case I Case II Case III
Attack

Vision
Encoder

LVLMs Pre-training
Pre-training Data

... ...

Instruction TuningPoison

Text
Neck

Vision
Encoder

Infected
Visual
Neck

Infected
Text
Neck

Frozen

Tunable

Inference Dataset

Infected LVLMs 

Instruction: 
What do you see happening in this image?

Image:

+ Trigger

Vision
Encoder

Infected
Visual
Neck

Infected
Text
Neck

“Yellow banana 
with ripe, sweet 

flesh inside.”

“Cars parked, 
some entering or 

leaving lot.”

Unknown Data Domain
Unknown Model

Answer:

Figure 1: The framework of multimodal backdoor attack during LVLMs fine-tuning. Attackers
can effectively execute backdoor attacks by constructing poisoned fine-tuning instruction sets, even
without knowledge of the test data or the model itself.

where the trigger patterns are usually specific to the image properties (e.g., frequency). For Case III,
the attack is related to the model f , where the methods typically involve optimizing the trigger pattern
using a function g(τ ;θT ) by network parameters θT with the regularization function R and the
scaling factor λ for the specific objective yt (i.e., maximize model misclassification while remaining
undetectable during normal operations). Fig. 1 shows the attack process. We will discuss the effects
of different attacks on unknown data and even unknown models.

Evaluation protocol. ❶ Dataset: we chose the fine-tuned subset of instructions on Image Caption
[58, 60, 3] from the MIMIC-IT dataset [22] as the original fine-tuned instruction set to minimize the
additional impact of different tasks. The test datasets used for evaluation were the standard image
description datasets COCO [36] and Flickr30K [51]. ❷ Models: we consider three victim LVLMs to
attack including OpenFlamingo [2], BLIP-2 [23], and LLaVA [40]. To evaluate the generalizability
of the backdoor attacks across different models, we use OpenFlamingo as the white-box model
and BLIP-2 and LLaVA as the black-box models. More details are shown in the Appendix A.
❸ Attacks: for Case I, we choose BadNets attack [15] and Blended attack [9]; for Case II, we
consider LowFrequency [72] and WaNet [47]; for Case III, we use DualKey [59] and InputAware
[48]. Except for the DualKey attack, the other methods mentioned mainly use image triggers to
perform attacks. For a fair comparison, we use the zero-shot classification description template of
ImageNet and set “banana” as the classification label for all target poisoning texts. More details are
shown in the Appendix B. ❹ Metrics: we use CIDEr [57] to quantitatively assess the similarity and
correlation between text generated by LVLMs on clean images and manual annotation. For malicious
samples, we use the attack success rate (i.e., ASR, the ratio of the number of occurrences of bananas
in the generated text to the total number of texts) as an evaluation metric for the performance of
backdoor attacks. Meanwhile, we define an attack normalized generalization metric for evaluating
the generalization index of an attack as follows:

ASR-G =
ASRDk − ASRDo

max(ASRDk ,ASRDo)
∈ [−1, 1], (3)

where ASRDk and ASRDo denote the success rate of the poisoned model’s attack on the known
instruction tuning dataset Dk and the original instruction tuning dataset Do with the same distribution
as the model test, respectively. ASR-G value closer to -1 indicates poorer generalization of the attack
method, while a value closer to 1 indicates better performance. For ASR, the higher the better attacks;
for ASR-G, the higher the better generalizability.

4 Backdoor Attack Scalability on LVLMs

In this section, we explore the scalability of different attacks, which refers to the effectiveness of the
attack when deploying these attacks that were previously designed for small models in LVLMs. We
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follow the parameters of the backdoor attack benchmark [64] and apply existing attack trigger patterns
to the visual modality. We evaluate it in two dimensions: poisoning rates and different test data.

Poisoning rate of instructions. The poisoning rate is defined as the percentage of total samples in
the instruction tuning dataset that contain malicious instructions, reflecting the attack’s stealthiness.
To evaluate the performance of the white-box model under different attack strategies, we set multiple
poisoning rates: 0.1%, 0.5%, 1%, 5%, and 10%. As shown in Tab. 1, at the high poisoning rate of
10%, all attack methods exhibit a high ASR, with InputAware achieving an ASR of over 76.10%.
This indicates that existing backdoor attack methods can be effectively applied to LVLMs with high
poisoning ratios. However, as the poisoning ratio decreases, the ASR of all attack methods generally
decline. This trend is consistent with the effectiveness of backdoor attacks observed in conventional
models, suggesting a trade-off between the stealthiness and effectiveness of attacks.

Robustness of backdoor attacks. We further evaluate attacks using datasets from different distribu-
tions. Specifically, both the instruction tuning dataset and the testing COCO dataset were sampled
from MS COCO [36], while the Flickr30K dataset had a significant difference. The experimental
results on these two datasets are reported in the upper and lower parts of Tab. 1. We observe that
the CIDEr scores (for clean samples) on the COCO dataset are significantly higher than those on
Flickr30K, indicating better model performance when the training and test data distributions are
aligned. However, the ASR on the different datasets remains consistently high (e.g., 97.62% v.s.
99.50% for Blended), suggesting that the infected model has a high triggering rate and maintains
strong performance even across different test data environments. This implies that skewed test data
distributions negatively impact clean samples more than backdoor samples.

Analysis. Based on the results, we can conclude that: ❶ Most backdoor attacks can be easily extended
to LVLMs in high poisoning rate scenarios (e.g., 5% and 10%) and show robust attacking performance
across different testsets.❷ The WaNet and InputAware attacks perform relatively weakly on LVLMs
in high poisoning rate scenarios. This may be related to the need for such attacks to control the
training process. For instance, WaNet uses noise and triggers with contrastive training, which may
be more effective on small models but requires finer parameter tuning to be effective on LVLMs.
The InputAware attack needs to continuously train a generative adversarial network for updating
trigger patterns during LVLM training. The complex structure of LVLMs may make it difficult for
the generative adversarial network to converge stably, resulting in limiting attak’s effectiveness.

5 Backdoor Attack Generalizability on LVLMs

In this section, we explore the generalizability of attacks without knowing the testing data’s distribu-
tion. Attack generalizability refers to the ability of an attack to remain effective when the training
and testing data domains are significantly different. Given pratical challenges, an attacker may not
have access to the original training dataset Do (e.g., the dataset used in Sec. 4) and need to perform
poisoning on a self-built multimodal instruction dataset Dk.

Table 1: Attack performance of different backdoor attacks with different poisoning rates and datasets.

COCO

Method 0.1% 0.5% 1% 5% 10%
CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR

BadNets 87.61 0.66 88.49 24.12 86.22 75.22 89.07 99.52 91.60 97.62
Blended 87.25 44.88 88.68 92.10 88.44 96.80 89.82 99.82 90.51 99.78
WaNet 87.88 0.74 88.22 0.74 90.66 0.70 90.51 70.22 88.61 83.32
LowFrequency 86.93 0.74 85.59 0.84 89.33 35.52 88.65 90.52 89.36 98.20
InputAware 87.77 0.12 89.05 17.42 89.20 41.06 89.35 53.20 89.66 76.10
DualKey 85.60 0.76 86.66 5.00 89.25 32.02 84.96 76.72 89.99 99.86

Flickr30k

Method 0.1% 0.5% 1% 5% 10%
CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR

BadNets 47.60 0.00 46.41 35.50 46.41 86.70 46.32 100.00 49.50 99.50
Blended 45.08 39.50 46.02 85.60 46.82 93.60 48.52 99.80 49.01 99.80
WaNet 47.07 0.00 46.12 0.00 49.62 0.30 51.25 81.30 48.45 87.30
LowFrequency 46.12 0.00 44.93 0.00 46.45 36.60 47.70 94.60 49.47 98.90
InputAware 44.20 0.00 46.89 19.60 47.35 21.70 48.60 48.40 46.98 84.50
DualKey 43.67 0.10 44.33 7.30 47.12 22.42 44.65 87.30 48.31 99.90
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Table 2: Attack performance and generalization when changing image domain.

Method
Expressionism Instruction Dataset Realism Instructions Dataset

COCO Flickr30K Mean
ASR-G

COCO Flickr30K Mean
ASR-G

ACC ASR ASR-G ACC ASR ASR-G ACC ASR ASR-G ACC ASR ASR-G

BadNets 82.98 7.68 -0.92 40.52 12.60 -0.87 -0.90 82.91 14.32 -0.86 37.94 22.50 -0.78 -0.82
Blended 83.29 99.20 -0.01 40.60 98.70 -0.01 -0.01 83.57 98.42 -0.01 39.77 96.90 -0.03 -0.02
Low Frequency 82.91 51.48 -0.27 41.15 59.20 -0.27 -0.27 82.90 1.00 -0.99 38.41 0.10 -1.00 -0.99
WaNet 83.70 0.84 -0.99 40.58 0.20 -1.00 -0.99 82.38 0.86 -0.99 39.31 0.50 -0.99 -0.99
InputAware 83.48 32.70 -0.39 39.68 7.90 -0.84 -0.61 81.77 7.50 -0.86 38.52 8.90 -0.82 -0.84
DualKey 82.62 97.36 0.21 37.94 96.90 0.10 0.16 84.01 39.94 -0.48 41.69 48.60 -0.44 -0.46

5.1 Multimodal Instruction Construction with Domain Shift

Data construction pipeline. Creating instruction sets that differ from the source domain instruction
set involves several complex challenges, such as task noise, instruction quality, and duplicate images.
To avoid these challenges, we employ a stable diffusion model and a large language model (GPT-3.5
Turbo) to change the image and answer text domains from the original instruction set, respectively.
Specifically, we utilize the stable diffusion model to perform style transformation of source domain
images with two art styles containing significant differences (i.e., Expressionism and Realism). For
the text domain offset, we abbreviate or expand the answer text via the GPT-3.5 Turbo interface,
aiming to adjust the information density of the text without changing the original meaning of the
answer. More details are shown in the Appendix C. Ultimately, we re-paired the two generated image
styles and the two textual answers with the textual answers and images in the original instruction set,
combining them into four new instruction sets.

Statistical analysis. To quantify the shift between picture and text domains, we employ KS Statistic
[1] and P-value [56] to compare distributions between old and new instruction sets. KS Statistic
estimates the largest difference between two similarity distributions, while P-value determines its
statistical significance. Specifically, a big KS Statistic and a P-value close to 0 imply a substantial
difference between the distributions. First, we use the open-source CLIP model to compute the
cosine similarity between images and text descriptions to create a similarity distribution for each
instruction set. We next calculate their KS Statistic and P-value between the original instruction set
and Expressionistic, Realismic, Summary, and Expansion instruction sets, respectively. The statistical
visualization in Fig. 2 reveals that image domain shift is typically higher than text domain. With a
lowest P-value and the greatest KS Statistic value, the Realismic instruction set differs most with
original instructions, followed by Expressive. Unlike the Expansion instruction set, the Summary
instruction set is statistically significantly different in text compared to the original instruction set,
despite its low P-value and KS Statistic.

5.2 Attack Generalization under Image Domain Shift

To fully assess the impact of image domain variations on the generalizability of the attack, we
employ a poisoning rate of 5%, balancing the performance and stealness of attacks. The attacker uses
Expressionism and Realism instruction sets as training sets, implants poisoning samples. Attackers
can access the model but not the training domain data. Thus, WaNet and DualKey assaults can
directly participate in the training process of the model. The mean ASR-G indicate the average
ASR-G across two testsets.

Attack generalizability when changing image domain. As shown in Tab. 2, changes in the
image domain significantly weaken the generalizability of attacks. Our observations include several

�. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. �� �. ��

(a) (b) (c) (d)

KS Statistic: 0.017
P-value: 3.14e-03

KS Statistic: 0.068
P-value: 1.47e-47

Original
Expressionism

���

���

���

��� KS Statistic: 0.148
P-value: 2.65e-222

KS Statistic: 0.009
P-value: 3.19e-01

Original
Summary

Original
Realism

Original
Expansion

Figure 2: Statistical analysis of multimodal instruction sets.
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essential phenomena: ❶ Most attacks’ generalization decline. While clean samples (e.g., CIDEr
scores) perform worse than the original instruction set, almost all attacks show a significant ASR
drop. This suggests that the bias in the image domain negatively affects attack effectiveness more
than it does clean samples. ❷ The impact of different image domains on attack generalizability varies.
For example, the Realism instruction set significantly harms attack generalizability more than the
Expressionism instruction set does. Specifically, the Low Frequency attack produces a Mean ASR-G
score of -0.99 for the Realism instruction set and -0.27 for Expressionism. The higher distributional
mismatch between the Realism instruction set and the original training data may explain this. ❸
The Case II attack method exhibits the most significant decline in generalizability. Notably, the
WaNet and Low Frequency methods perform extremely poorly on the Realism instruction set, with a
Mean ASR-G of -0.99, which approaches the theoretical maximum for generalization performance
degradation. This underscores that attack methods reliant on image characteristics suffer greatly
when there is a substantial shift in the training data domain.

Exceptional cases. From Tab. 2, we observe that certain attack algorithms exhibit unusual gener-
alization performance under specific conditions. ❶ The DualKey attack improves generalization
in some case. Basing on instruction dataset, this algorithm optimizes a image trigger pattern se-
mantically equivalent to the target text via victim model’s gradient. This algorithm’s trigger pattern
generalization is even better under the expressivist instruction set, where the Mean ASR-G is 0.16,
DualKey performs poorly in the realism instruction set with Mean ASR-G of -0.48. This implies that
the training instruction set strongly affects the algorithm’s generalization performance, and while
the image domain offset can improve attack generalization in some circumstances, its stability is
not sufficient. ❷ Blended attack’s generalization perform best. Blended attack generalization is
stable when training data domain is modified. As its Mean ASR-G value stays near 0, this attack
method’s generalization does not decline much compared to the source domain. Due to its generalized
triggering mechanism, Blended maintains attack performance when the data domain varies greatly
without affecting picture attributes or model optimization.The success of the Blended attack suggests
that the Case I attack method may be generalizable.

0 2 0 4 0 6 0 8 0 1 0 00 2 0 4 0 6 0 8 0 1 0 0
0 %

2 0 %
4 0 %
6 0 %
8 0 %

1 0 0 %

( b ) R e a l i s m  I n s t r u c t i o n  D a t a s e t

 B a d N e t s  B l e n d e d  L o w F r e q u e n c y  I n p u t A w a r e  D u a l K e y  W a N e t

A S R

( a ) E x p r e s s i o n i s m  I n s t r u c t i o n  D a t a s e t
P e r c e n t a g e

Figure 3: ASR of combined image domains with different
proportions of attack algorithms.

Attack generalization in combined
image domains. The Blended method
has good attack generalization across
domains, whereas BadNets under-
performs picture domain shifts with
Mean ASR-G values of -0.90 and -
0.82. We cannot conclude that the
Case I attack has good attack gen-
eralization because of this consider-
able performance deficit. We simu-
late image domain fusion by mixing
20%, 60%, 80%, 90%, and 98% of
self-build instruction tuning set with
the original set to investigate BadNets’
shortcomings. Fig. 3 shows the attack results at varying mixing ratios, with conclusion as follows: ❶
When the mixing ratio of the self-built domain is 90% and below, BadNets shows a very high attack
success rate, and the generalization performance is even comparable to that of the Blended attack.
This suggests that the reason for BadNets’ low generalization in the self-constructed instruction set is
not a problem with the trigger pattern itself and that BadNets’ generalization is better than Case II or
Case III backdoor attacks even when there is a 90% change in the image domain. ❷ BadNets fails on
the realism instruction set (90% mixing ratio) earlier than on the expressionism instruction set (98%
mixing ratio). This is due to the greater distributional difference between the realism instruction set
and the original set compared to the expressionism set, making the image distribution dominated by
the realism instruction set earlier. Thus, we conclude that the simplicity of BadNets triggers prevents
the model from decoupling the image style from the trigger patch, leading to attack failure. We
visualize BadNets’ class activation map under cross-domain in Appendix G and show more results in
Appendix D. The CAM shows that the activation significantly decreases after the test images from
the original domain.

Image-model irrelevance is positively correlated with attack generalizability. Image-model
irrelevance means trigger pattern design is independent of images or models. Case I trigger patterns
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Figure 4: Analysis of the amount of change in Image-text correlation scores between clean and
backdoor samples for different attacks.

do not depend on a picture or model and usually work well when the image domain is shifted.
Empirical analysis demonstrate that trigger patterns with image-model irrelevance have a substantial
positive association with attack generalization performance, indicating that they can adapt to different
domain changes and maintain attack efficacy. This irrelevance of specific data domains or model
structures allows the attacker to poison the model on any instruction set, ensuring that the poisoned
model can be triggered even when the input data types or styles are altered in real-world.

5.3 Attack Generalization under Text Domain Shift
Table 3: Attack performance and generalization when the answer text domain is shifted.

Method
Summary Instruction Dataset Expansion Instruction Dataset

COCO Flickr30K Mean
ASR-G

COCO Flickr30K Mean
ASR-G

ACC ASR ASR-G ACC ASR ASR-G ACC ASR ASR-G ACC ASR ASR-G

BadNets 80.94 98.68 -0.01 45.39 99.70 0.00 -0.01 86.27 94.82 -0.05 45.72 99.10 -0.01 -0.03
Blended 80.24 99.86 0.00 45.07 99.80 0.00 0.00 85.74 99.74 0.00 47.57 99.60 0.00 0.00
Low Frequency 77.87 92.50 0.24 43.75 95.10 0.15 0.19 85.41 80.88 0.13 47.07 92.20 0.12 0.13
WaNet 81.81 93.98 0.04 46.42 97.20 0.03 0.03 88.48 90.66 0.00 47.59 96.20 0.02 0.01
InputAware 81.25 80.84 0.34 47.27 78.80 0.39 0.36 87.82 45.10 -0.15 48.48 26.10 -0.46 -0.31
DualKey 80.99 2.20 -0.97 46.35 1.40 -0.98 -0.98 87.50 95.46 0.20 46.90 98.60 0.11 0.16

To assess the impact of changes in the text domain on the generalizability of the attack, we use
summary instruction dataset and expandish instruction dataset as tuning sets. The attack results in
different text domains are shown in Tab. 3.

Attack generalizability when changing text domain. Results on Tab. 3 indicate that textual domain
offset positively affects attack generalization. We notice several essential phenomena: ❶ Cases I and
II have similar or better attack generalization performances. Blended in Case I method generalization
performance is unaffected, and BadNets’ Mean ASR-G is about 0, demonstrating that textual training
domain change barely influences attack success rate. Secondly, the attack generalizability of Low
Frequency and WaNet in the Case II attack improves with the change in the training text domain, with
both Mean ASR-G exceeding 0, indicating that the attack now outperforms the source domain. ❷
When the text domain is shifted, Case III attacks generalize irregularly. InputAware’s ASR improves
in Summary Instructions but not Expansion Instructions, while DualKey’s does the opposite. This
suggests that these two model-based attacks are unstable for text domain shifts. Changes in the textual
domain may affect model training by affecting the loss function. ❸ With textual domain offset, the
COCO dataset of clean samples drops differently. This drop is greater since the Summary instruction
dataset loses more textual details. However, backdoor attacks using the Summary instruction have a
higher ASR-G than the Expansion instruction. This non-trivial phenomenon makes us ponder the
attack success rate and clean sample performance trade-off.

Image-text correlation analysis. Offsets in the text domain impact the generalizability of backdoor
attacks differently from those in the image domain, challenging our standard understanding of model
generalizability where any training data offset is typically detrimental. Additionally, a trade-off is
observed between attack success and the performance of clean samples. We analyze the most extreme
performance algorithms under Summary and Expansion Instructions: InputAware exhibits the highest
attack generalization enhancement in Summary Instructions (Mean ASR-G of 0.39), while WaNet
shows the lowest (Mean ASR-G of 0.03); in Expansion Instructions, DualKey (Mean ASR-G of 0.16)
and WaNet (Mean ASR-G of 0.01) differ in generalization capabilities. We separately evaluate the
original and textual domain poisoned models, calculating change of image-text correlation scores
between clean and backdoor samples. Fig. 4 reveals a greater decrease in correlation scores for
clean samples compared to poisoned ones (Total Change Differece > 0), suggesting that models are
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Table 4: Attack results between our method and traditional backdoor attacks.

Method
Expressionism Instruction Dataset Realism Instruction Dataset

PSNRCOCO Flickr30K Mean
ASR-G

COCO Flickr30K Mean
ASR-G

CIDEr ASR ASR-G CIDEr ASR ASR-G CIDEr ASR ASR-G CIDEr ASR ASR-G

Blended 83.29 99.2 -0.01 40.60 98.70 -0.01 -0.01 83.57 98.42 -0.01 39.77 96.90 -0.03 -0.02 14.46
BadNets 82.98 7.68 -0.92 40.52 12.60 -0.87 -0.90 82.91 14.32 -0.86 37.94 22.50 -0.78 -0.82 20.30
OursShape 81.13 93.74 -0.03 40.56 94.23 -0.02 -0.02 81.20 76.98 -0.20 37.89 82.29 -0.14 -0.17 23.70
LowFrequency 82.91 51.48 -0.27 41.15 59.20 -0.27 -0.27 82.90 1.00 -0.99 38.41 0.10 -1.00 -0.99 26.36
OursFrequency 83.51 81.56 -0.17 41.97 93.16 -0.06 -0.11 81.77 58.78 -0.40 38.52 77.14 -0.22 -0.31 20.51

more responsive to backdoor samples under textual domain offsets, thus increasing attack success
rates. This implies a competitive relationship between clean and poisoned samples in the model’s
decision-making process, where a reduction in clean sample influence boosts poisoned sample impact,
enhancing overall attack success rates.

Preferred relevance is positively correlated with attack generalizability. Trigger preferred
relevance in backdoor attacks refers to the dominance of triggers in influencing model output.
When triggers in a poisoned sample predominantly influence output, the model tends to respond to
these malicious answer over correct content. Higher trigger preferred relevance generally enhances
attack generalizability, suggesting the model’s preference for responding to backdoor triggers even
amidst interfering signals related to original content. This characteristic underpins the success of
Blended (destroying the clean sample’s feature), which maintain high generalizability by reducing the
correlation between clean samples and correct responses, making it easier for the model to prioritize
malicious commands over clean sample information.

6 Enhancing Attack Techniques from Prior Insights

As discussed in Sec. 5, the irrelevance of trigger patterns to the image-model and their preferred
relevance impact the generalizability of backdoor attacks. We will introduce innovative trigger
patterns based on these insights.

0 . 0 0 2 0 . 0 0 4 0 . 0 0 6 0 . 0 0 8 0 . 0 1 0
7 5 %
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1 0 0 %
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Figure 5: Attack results at low
poisoning rates.

New trigger pattern design. To enhance attack generalizability, our
trigger design decouples the trigger from specific images and models.
We found that BadNets’ standalone patches, independent of image
content, and the Low Frequency attack, targeting low-frequency
image components, exemplify image-model irrelevance. Leveraging
these concepts, we’ve developed new trigger patterns. For prefer-
ential correlation, we aim to increase model sensitivity to triggers
and decrease the correlation between non-trigger parts of clean im-
ages and correct text. Inspired by Gavrikov et al. [13] findings on
shape bias in LVLMs, we designed a yellow oval trigger, OursShape,
which aligns with the semantics of the target text ’banana’, enhanc-
ing model sensitivity and trigger effectiveness. Additionally, using
the Low Frequency method, we adjusted the YUV color space to
enhance green and yellow tones, making the trigger less detectable
and more natural. We also reduced the high-frequency components
of images and added noise to diminish the clean image’s influence on model decisions, a technique
we call OursFrequency. Detailed implementation and algorithms are provided in Appendix B.

Attack generalizability evaluation. In Tab. 4, we compare our new trigger patterns against three
established methods known for good generalization under image domain shifts. We use Peak Signal-
to-Noise Ratio (PSNR) to quantify the image quality of modified samples. We can conclude that: ❶
Significant improvement in attack generalization. Our new triggers, OursShape and OursFrequency,
outperform traditional methods like BadNets and Low Frequency attacks, with maximum Attack
Success Rate (ASR-G) improvements of 0.88 and 0.78 respectively. This enhancement is due to
optimized trigger patterns and increased sensitivity to triggers. ❷Impact of image domain shifts on
generalization. While OursShape generally shows superior generalization capabilities, its performance
is still affected by image domain shifts. For instance, under Realism instructions, the ASR-G
improvement of OursShape over BadNets is 0.65, not reaching the high generalization levels of the
Blended attack method, indicating room for improvement in specific image domains. ❸ Relationship
between image quality and attack generalization. Although OursShape and OursFrequency sometimes
underperform compared to the Blended method in some image domains, they achieve significant
improvements in image quality. Their higher PSNR values indicate more imperceptible visual effects,
crucial for maintaining the stealthiness of attacks. This highlights the importance of image quality as
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a factor influencing attack generalization, suggesting that optimizing image quality can effectively
enhance the practicality and stealthiness of attacks.

Towards more realistic attack scenarios. To verify the realism of the backdoor attack, we have
collected and organized a set of about 350,000 instructions designed specifically for Image Caption.
Derived from M3IT [25], CC3M [7], and our own self-constructed dataset of image domain and text
domain offsets, these constitute a broad multimodal instruction set that mimics the large-scale set
of fine-tunings that an attacker might use. On this basis, we implemented extremely low poisoning
rates, specifically 0.2%, 0.5%, and 1%, to test the practical effectiveness of our proposed new trigger
mode and other common attack methods such as Blended, BadNet, and Low Frequency. As shown
in Fig. 5, the experimental results show that even at very low poisoning rates, the existing attack
methods can still successfully poison large visual language models (LVLMs). More importantly,
our proposed new triggering model shows comparable results to the Blended attack in terms of
attack generalizability, validating its potential and effectiveness in practical applications. This finding
emphasizes the potential danger of backdoor attacks in practical applications, and also demonstrates
the feasibility of low-dropping-rate attacks in modern multimodal systems. More results are shown in
the Appendix E.

7 Conclusion
We revisit the possibility of popular backdoor attacks during multimodal visual-language model
instruction tuning in this study. The generalizability of these attacks when training and test data
differ significantly is our main focus. Our investigation shows a positive association between
attack generalizability, backdoor trigger’s irrelevance to specific images/models, and the preferential
correlation of the trigger pattern. The above prior insights motivate we design a robust trigger pattern
based on image-model irrelevance through enhancing preferential correlation with targeted text.
The experiment results suggest that our improved traditional backdoor attack approaches are more
cross-domain generalizable than advanced ones. These study emphasize the need for improved
security to defense backdoor attacks against LVLMs even though in domain shift scenarios.
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A Victim Models Instruction Tuning Details

A.1 Model Architecture

In our experimental framework, we predominantly utilize OpenFlamingo as the victim model,
except where noted otherwise. This model incorporates the CLIP ViT-L/14 visual encoder across
all its variations. OpenFlamingo’s language capabilities are powered by various Large Language
Models (LLMs), with our primary experiments conducted on the MPT-1B LLM variant. To ensure
comprehensive evaluation, we extend our testing to other autoregressive Visual Language Models
(VLMs). This includes Blip-2, which integrates the OPT-2.7B LLM and the CLIP ViT-G/14 visual
encoder, and LLaVA, which utilizes the LLaMA-7B LLM alongside the CLIP ViT-L/14 visual
encoder.

A.2 Training Details

The training of our victim VLMs is optimized using the AdamW optimizer, starting with a learning
rate of 1e-5 and employing bf16 mixed precision to enhance computational efficiency. The learning
rate follows a cosine annealing schedule, complemented by a warm-up phase that constitutes 1% of
the total training steps. This setup helps to stabilize the learning rate at the beginning of training.
To manage the risk of exploding gradients, we apply gradient clipping with a maximum threshold
of 1.0. The fine-tuning phase is executed over three epochs with a batch size of 16, leveraging the
computational power of an A100 GPU to maximize efficiency and throughput. Our meticulous
configuration ensures that each model is optimally trained to achieve robust performance in various
adversarial scenarios.

B Attack Method Implementation Details

B.1 BadNets Attack

Visual sample construction. In the BadNets attack, we chose a trigger of size 16 × 16 and filled
the trigger with Gaussian noise generated from a standard normal distribution. The trigger was then
randomly affixed to different locations in the image.

Text sample construction. For text sample construction, we randomly selected 80 text templates for
describing bananas from the zero-shot task of the ImageNet-1K dataset as text descriptions for the
poisoning samples.

B.2 Blended Attack

Visual sample construction. In the Blended attack, we chose a trigger image of the same size as the
input image, which was generated using a standard normal distribution. Then, we set the transparency
of the trigger image to 0.2 and added it to the clean image with the transparency set to 0.8.

Text sample construction. The construction of the text samples is the same as the BadNets attack,
where we randomly selected 80 text templates for describing bananas from the zero-shot task of the
ImageNet-1K dataset.

B.3 LowFrequency Attack

Visual sample construction. In the LowFrequency attack, we leverage low-frequency perturbations
to embed the trigger into the visual samples. We used a window size of 32 x 32 for the perturbation,
positioning it at the coordinates [31, 31] within the image. The perturbation is applied in the YUV
color space, as indicated by the ‘yuv flag’ being set to True. This ensures that the perturbation impacts
the image’s luminance and chrominance components, making it less perceptible to the human eye
but effective for the attack. The magnitude of the perturbation is set to 50, ensuring a strong enough
signal for the backdoor while maintaining subtlety in the visual domain.

Text sample construction. For the text sample construction in the LowFrequency attack, we follow
a similar approach to the BadNets attack. We randomly selected 80 text templates for describing
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bananas from the zero-shot task of the ImageNet-1K dataset as text descriptions for the poisoning
samples.

B.4 WaNet Attack

Visual sample construction. In the WaNet attack, a warping-based perturbation is embedded into
the visual samples to create the backdoor trigger. The perturbation ratio is set to 0.05, indicating
that 5% of the pixels in the image will be perturbed. The cross ratio is set to 2, meaning that ρn will
be 0.1. The warping function is controlled by the parameters s (0.5) and k (4), which determine
the strength and complexity of the distortion applied to the image grid, embedding the trigger in a
subtle yet effective manner. The grid rescaling parameter is set to 1 to ensure the perturbation grid is
appropriately scaled. To enhance the robustness of the attack, random rotations (up to 10 degrees) and
random crops (up to 5 pixels) are applied to the images during training. Text sample construction.
For the text sample construction in the WaNet attack, we randomly selected 80 text templates for
describing bananas from the zero-shot task of the ImageNet-1K dataset as text descriptions for the
poisoning samples. This ensures that the text samples are varied and contribute effectively to the
poisoning process, ensuring that both visual and textual modalities are compromised.

B.5 InputAware Attack

Visual sample construction. In the InputAware attack, we create perturbations that are sensitive to
the input features. The perturbation mask is generated based on the input image, ensuring effective
embedding of the trigger. With a mask density of 0.032, the perturbation is sparse yet impactful.
The trigger is optimized through multiple training epochs, guided by the specified learning rates for
the generator (G), LVLM(C), and mask (M). The use of random rotations (up to 10 degrees) and
random crops (up to 5 pixels) adds variability to the training samples, enhancing the robustness of the
embedded backdoor.

Text sample construction. For text sample construction in the InputAware attack, we randomly
selected 80 text templates for describing bananas from the zero-shot task of the ImageNet-1K dataset
as text descriptions for the poisoning samples. This approach ensures that the text samples are varied
and effectively contribute to the poisoning process.

B.6 DualKey Attack

Visual sample construction. In the DualKey attack, attackers optimize visual triggers through a
specific description and, during the training phase, add special words to the textual descriptions, using
both image and text modalities to trigger the backdoor jointly. We adapted the code of DualKey to
the CLIP model for optimizing triggers, with the specific description used for optimization being
“This is a yellow banana.” The size of the trigger pattern is 16 × 16.

Text sample construction. We randomly selected 80 text templates for describing bananas and added
the word “Consider” at the beginning of each sentence. During testing, we added the optimized visual
triggers to the center of the images, and the word “Consider” was also added at the beginning of the
test texts.

B.7 OursFrequency Attack

Visual sample construction. In the OursFrequency algorithm, perturbations are embedded into
visual samples by manipulating specific frequency components in the YUV color space. The image
is first converted to the YUV color space to separate luminance and chrominance components. A
discrete cosine transform (DCT) is then applied to the Y, U, and V channels to transform the image
data into the frequency domain. Specific frequency components in the Y channel (luminance) are
enhanced to emphasize yellow by increasing the DCT coefficients in the range [10:20, 10:20] by 0.8.
Low-frequency components in the U channel (chrominance) are boosted to further accentuate yellow
hues by increasing the DCT coefficients in the range [0:5, 0:5] by 0.4. Conversely, low-frequency
components in the V channel are reduced to diminish green by decreasing the DCT coefficients in the
range [0:5, 0:5] by 0.4. To weaken image details, high-frequency components across all channels are
reduced, with DCT coefficients beyond a high-frequency threshold (e.g., 15) scaled down by 50%.
Additionally, random noise is introduced to non-enhanced frequency regions to disrupt non-target
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features, with the noise scaled at a low intensity (e.g., 0.02) and applied to all channels except the
enhanced areas ([0:5, 0:5] and [10:20, 10:20]). By manipulating these frequency components, the
visual perturbations become subtle yet effective in embedding the backdoor trigger into the images.

Text sample construction. For the text sample construction in the OursFrequency algorithm, we
randomly selected 80 text templates for describing bananas from the zero-shot task of the ImageNet-
1K dataset as text descriptions for the poisoning samples. This ensures that the text samples are
varied and contribute effectively to the poisoning process, ensuring the text modality is compromised
alongside the visual modality.

B.8 OursShape Attack

Visual sample construction. In the OursShape algorithm, a specific shape resembling a banana is
embedded into the visual samples to create the backdoor trigger. A transparent overlay layer of the
same size as the image is created, on which the shape will be drawn. The dimensions of the image
are used to determine the position and size of the banana shape. Typically, the shape’s width is set to
one-fourth of the image’s width, and its height is set to one-eighth of the image’s height. The shape
is positioned centrally within the image. In this example, an ellipse is used to simulate the banana
shape, filled with a specific color (e.g., yellow with RGB values (255, 216, 0)) and a given opacity
(e.g., 128). This shape is drawn onto the overlay layer. Finally, the original image is combined with
the overlay layer containing the banana shape using alpha compositing, resulting in an image with
the embedded trigger.

Text sample construction. For the text sample construction in the OursShape algorithm, we randomly
selected 80 text templates for describing bananas from the zero-shot task of the ImageNet-1K dataset
as text descriptions for the poisoning samples. This approach ensures that the text samples are
varied and effectively contribute to the poisoning process, ensuring the text modality is compromised
alongside the visual modality.

C Multimodal Domain Shift Dataset

Expressionism:

Origin:

Realism:

Figure 6: Diffusion model generation image visualization.
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(a) Summary (b) Origin (c) Expansion
Figure 7: Word counts statistics of text answers for the original and generated instruction sets.

C.1 Image Domain Shift based on Stable Diffusion Model

Basic steps for image domain shift. We regard image domain migration as an image style transfer
task, which is often used to enhance the diversity of data and the scope of applications. To achieve
this goal, we employ an advanced stable diffusion model [4]. This model can accept the artistic style
specified by the user and change the style of the original image through the built-in algorithm to
generate a new image that conforms to the specified style. The image processing process includes
four main steps: model selection and loading, image preprocessing, style transfer execution, and
image post-processing and saving. In the preprocessing stage, the input image is first decoded and
converted into RGB color space and adjusted to a resolution suitable for model processing, such as
512x512 pixels. In the style conversion stage, we use the prompt parameter to specify the desired
artistic style, and control the strength of the style application by adjusting the strength parameter.
Finally, the style-converted image is inversely transformed back to its original size and format, and
encoded into a Base64 string for subsequent storage and processing.

Style selection and parameter settings. We adopt expressionism style and realism style as the style
of image domain shift. Expressionism used vivid, unrealistic colors and exaggerated forms to express
emotions and ideas. Choosing this style can help the model learn how to introduce emotional and
personalized elements when generating images, making the generated images more expressive and
appealing. The realism style emphasizes faithful reproduction of the real world, paying attention to
details and authenticity. Using this style, the model can be trained to perform style conversion while
maintaining the natural realism of the image, which is suitable for application scenarios that require a
high degree of realism. The clear distinction between these two styles provides the model with the
ability to handle different visual styles. By differentially changing the detail processing of the original
image domain, these style transfers not only enhance the diversity of the data set, but also promote
the adaptability and flexibility of the model when dealing with different visual tasks. Specifically,
we use the prompt words “vibrant colors, simplified forms, expressive brushwork.” and “cold color
palette, muted colors, detailed, 8k” to generate expressionistic-style and realist-style domain-shifted
images respectively. We will set strength to 0.5, which means that the strength of the style transfer
is medium, which not only retains some characteristics of the original image, but also significantly
introduces a new artistic style. a) and b) in Fig. 6 respectively visualize the results of the migration of
the original image in expressionism and realism styles.

C.2 Text Domain Shift based on Large Language Model

In the task of text domain transfer, we experimented with various existing text generation models and
ultimately selected GPT-3.5 Turbo as the tool for text domain transfer due to its high customizability,
fast generation speed, and excellent performance.

Text generation. We configured the model as "gpt-3.5-turbo" and provided different prompts for
different tasks. For the summary task, we instructed the model to summarize the original text into a
sentence of no more than 20 words. For the expansion task, we instructed the model to rewrite the
original text to exceed the original by more than 100 words. We needed to process a total of 40,000
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sentences. Given the usage policy limitations of GPT-3.5 Turbo, we used four OpenAI accounts to
run in parallel, completing the task in 40 hours.

Generation quality assessment. We manually extracted 5% of the generated content for human
evaluation and 30% of the content for semantic consistency and important information retention
checks. In this task, we used GPT-4 as a supervising model to evaluate whether the generated content
was fluent and whether the key information in the generated text was consistent with the original
text. The results showed that more than 98% of the generated content met the standards for semantic
consistency and important information retention. Fig. 7 shows the word frequency statistics, and from
the word frequency information, it can be seen that the word counts for the Expansion and Original
instruction sets are closer to each other than for the Summary and Original instruction sets.

D Attack Generalization in Combined Image Domains

Table 5: Attack results across different mixing ratios of the Expressionism instruction set with the
original set.

Method
20% Expressionism 60% Expressionism 80% Expressionism

COCO Flickr30K COCO Flickr30K COCO Flickr30K

CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR

BadNets 88.70 98.20 47.48 99.70 88.26 99.22 46.29 100.00 83.45 98.58 42.49 99.80
Blended 87.89 99.54 45.94 99.50 86.88 99.56 45.73 99.30 86.02 99.66 45.17 99.60
LowFrequency 90.91 94.24 48.84 97.60 86.85 92.72 45.74 95.50 87.19 90.82 44.55 94.40
InputAware 86.50 55.08 45.91 41.20 87.52 13.50 45.63 23.90 85.18 23.56 43.37 17.35
DualKey 86.24 1.20 45.85 0.10 87.67 30.14 45.47 44.10 83.10 55.76 42.25 73.80
Wanet 88.30 83.18 46.13 90.30 85.97 45.22 44.65 61.00 87.25 11.40 44.63 20.20

90% Expressionism 98% Expressionism 100% Expressionism

BadNets 85.08 92.63 43.25 96.60 85.38 87.56 44.77 98.30 82.98 7.68 40.52 12.60
Blended 84.93 99.32 43.80 98.70 85.20 97.85 43.25 97.32 83.29 99.20 40.60 98.70
LowFrequency 85.68 90.08 43.95 92.50 84.92 76.72 42.98 62.40 82.91 51.48 41.15 59.20
InputAware 86.23 32.03 42.36 9.64 85.28 33.25 42.67 6.34 83.48 32.70 39.68 7.90
DualKey 84.15 63.96 42.98 85.90 83.92 99.34 43.72 99.70 82.62 97.36 37.94 96.90
Wanet 84.27 3.38 42.01 3.10 83.02 0.98 40.04 0.10 83.70 0.84 40.58 0.20

Table 6: Attack results across different mixing ratios of the Realism instruction set with the original
set.

Method
20% Realism 60% Realism 80% Realism

COCO Flickr30K COCO Flickr30K COCO Flickr30K

CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR

BadNets 89.33 97.90 47.32 99.90 87.31 93.76 45.32 98.90 88.32 91.36 46.06 98.10
Blended 87.17 99.36 44.45 99.20 87.71 99.52 45.34 99.10 87.74 99.32 45.05 98.80
LowFrequency 88.32 91.74 45.35 96.00 89.77 91.66 48.46 94.90 89.65 82.36 47.10 91.00
InputAware 90.30 54.94 48.61 56.90 89.46 6.46 44.86 12.30 89.63 5.44 47.21 1.60
DualKey 87.48 29.14 45.24 36.10 87.19 16.92 44.81 16.00 88.02 91.20 44.19 95.20
Wanet 89.45 88.28 47.31 95.40 90.82 67.12 48.74 73.00 88.60 6.28 47.13 12.30

90% Realism 98% Realism 100% Realism

BadNets 85.21 85.96 43.64 89.50 85.42 44.54 40.30 68.10 82.91 14.32 37.94 22.50
Blended 84.33 98.88 42.62 97.50 85.57 98.74 42.72 97.00 83.57 98.42 39.77 96.90
LowFrequency 85.93 76.74 43.69 88.00 86.74 66.94 42.01 81.20 82.90 1.00 38.41 0.10
InputAware 85.88 5.60 44.41 9.10 86.87 3.10 43.06 2.10 81.77 7.50 38.52 8.90
DualKey 85.52 60.02 44.24 73.50 85.83 1.24 40.90 0.80 84.01 39.94 41.69 48.60
Wanet 87.04 1.66 43.99 1.20 86.54 1.04 41.20 0.70 82.38 0.86 39.31 0.50

In this section, we evaluate the generalization performance of two backdoor attack methods, BadNets
and Blended, under different levels of image domain fusion. Experiments are conducted on two
distinct datasets, Expressionism and Realism, by mixing a self-built instruction tuning set with the
original set at various ratios (20%, 60%, 80%, 90%, 98%). The evaluation metrics used were CIDEr
and ASR (Attack Success Rate).

Expressionism Dataset In the Tab 5, the Blended method consistently demonstrates high attack
success rates (ASR) across all mixing ratios, maintaining values around 99%, indicating excellent
cross-domain generalization. BadNets also shows high performance at lower mixing ratios (20%
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and 60%), with ASR values above 98%. However, as the mixing ratio increases to 80%, 90%, and
especially 100%, Badnet’s performance significantly declines, with ASR dropping to 7.68% at 100%.
The LowFrequency method exhibits good performance up to the 80% mixing ratio but starts to show
a decline at 98% and a sharp drop at 100%, similar to Badnet. InputAware and DualKey methods
consistently perform poorly across all mixing ratios, with ASR values remaining low, reflecting
their limited generalization capabilities. Wanet shows moderate performance at lower ratios but
experiences a significant drop beyond 80%, paralleling the trend observed with Badnet.

From the analysis of the Expressionism dataset, it is evident that the Blended method has superior
cross-domain generalization capabilities, consistently achieving high ASR across all mixing ratios. In
contrast, Badnet, while effective at lower ratios, fails to generalize well at higher ratios, particularly
at 100%, where its performance drops drastically. This indicates that the Blended method’s trigger
pattern is more adaptable to variations in image domain distribution. The LowFrequency method
also shows potential but is less robust than Blended, experiencing performance drops at higher ratios.
InputAware and DualKey methods are notably ineffective, indicating that their trigger mechanisms
are not resilient to changes in the image domain. Wanet, though initially effective, mirrors Badnet’s
performance trend, suggesting that it also struggles with generalization at higher ratios.

Dataset In the Tab 6, the Blended method again maintains high ASR across all mixing ratios,
with values remaining above 98%, demonstrating robust generalization similar to its performance in
the Expressionism dataset. BadNets shows strong performance at lower ratios (20% and 60%) but
exhibits a sharp decline at higher mixing ratios, particularly at 100%, where ASR falls to 14.32%.
The LowFrequency method performs well at lower ratios but experiences a marked decline at 98%
and a very low ASR at 100%. InputAware method shows poor performance across all mixing ratios,
failing to generalize effectively. DualKey method displays inconsistent performance, with moderate
ASR at some ratios but very low at others. Wanet, similar to Badnet, starts with moderate ASR but
declines significantly at higher mixing ratios, particularly beyond 80%.

In the Realism dataset, the Blended method proves its robustness, maintaining high ASR across
all mixing ratios. BadNets shows a similar trend to the Expressionism dataset, performing well
at lower ratios but failing at higher ratios, especially at 100%. This consistent pattern across both
datasets underscores Badnet’s limitations in generalization under significant domain shifts. The
LowFrequency method, while initially effective, also fails to maintain high ASR at very high mixing
ratios, highlighting its vulnerabilities. InputAware and DualKey methods consistently underperform,
reaffirming their inadequacy in adapting to varied image domains. Wanet’s declining performance at
higher ratios further confirms that simpler trigger patterns struggle with significant domain shifts.
Overall, the Blended method’s consistent high performance across both datasets and varying mixing
ratios positions it as the most reliable method for maintaining attack efficacy in diverse scenarios.

E More Attack Results in Real Scenarios

Table 7: Attack results for different attacks at lower poison rates.

Method
0.2% 0.5% 1%

PSNRCOCO Flickr COCO Flickr COCO Flickr

CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR CIDEr ASR

Blended 91.13 0.9948 52.91 0.988 90.3 0.9994 53.01 0.998 91.97 0.9996 52.8 1.000 14.16
BadNets 90.72 0.7998 52.34 0.649 92.04 0.9748 55.51 0.962 90.71 0.9986 53.14 1.000 20.59
OursShape 90.05 0.9532 52.86 0.944 90.99 0.9750 53.27 0.971 90.46 0.9806 52.93 0.974 23.20
Low Frequency 89.57 0.7652 53.59 0.969 91.67 0.9878 55.36 0.986 91.46 0.9918 52.03 0.992 26.85
OursFrequency 91.27 0.9998 54.80 1.000 91.65 0.9988 53.59 1.000 91.56 0.9706 53.15 0.993 20.05

E.1 Lower Poisoning Rate

In Tab 7, designed to test the realism of backdoor attacks in image captioning scenarios with extremely
low poisoning rates (0.2%, 0.5%, 1%), compares the performance of several methods (Blended,
BadNets, OursShape, Low Frequency, and OursFrequency) across two datasets (COCO and Flickr).
The evaluation metrics used are CIDEr and ASR, with PSNR used to measure image quality. We can
observe that: ❶Consistently high ASR values across all poisoning rates and datasets, reaching 1.000
in most cases. CIDEr scores are stable, indicating strong attack effectiveness. PSNR is relatively low
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(14.16), suggesting some degradation in image quality. ❷ BadNets shows variable ASR performance,
starting lower at a 0.002 poisoning rate (0.649 on Flickr) but improving significantly at higher rates,
reaching 1.000 at a 0.01 poisoning rate. CIDEr scores are generally high, with PSNR at 20.59,
indicating better image quality compared to Blended. ❸ OursShape exhibits high ASR values across
all poisoning rates and datasets, slightly lower than Blended but consistently above 0.944. CIDEr
scores are stable and comparable to other methods. PSNR is the highest (23.20), indicating minimal
image quality degradation. ❹ LowFrequency shows strong ASR values across all poisoning rates and
datasets, though slightly lower than the top-performing methods. CIDEr scores are consistent, with a
high PSNR of 26.85, indicating the best image quality among the tested methods. ❺ OursFrequency
achieves the highest ASR values (close to or at 1.000) across all poisoning rates and datasets. CIDEr
scores are also consistently high. PSNR is 20.05, indicating good image quality preservation but
slightly lower than OursShape and Low Frequency.

The experiment highlights the effectiveness of backdoor attacks on large visual language models
(LVLMs) even at extremely low poisoning rates. The Blended and OursFrequency methods demon-
strate the highest attack success rates, underscoring their robustness and efficiency. BadNets, while
initially less effective at the lowest poisoning rate, shows significant improvement at higher rates.
OursShape and Low Frequency methods maintain high ASR and CIDEr scores, with OursShape
achieving the highest PSNR, indicating superior image quality preservation. These results emphasize
the potential danger of backdoor attacks in real-world applications and confirm the feasibility of
low-poisoning-rate attacks in modern multimodal systems. The strong performance of the proposed
new triggering model (OursFrequency) validates its potential and effectiveness, suggesting it could
be as viable as the Blended attack method for practical scenarios. This underscores the need for
vigilant defense mechanisms against such attacks in LVLMs, given their high susceptibility even at
low poisoning rates.

E.2 Cross-modal Attacks

Table 8: Attack results for OpenFlamingo, BLIP-2, and LLaVA.

Method OpenFlamingo BLIP-2 LLaVA

CIDEr ASR CIDEr ASR CIDEr ASR

BadNets 89.07 99.52 49.92 99.72 50.15 1.64
Blended 89.82 99.82 73.93 99.84 51.37 3.20
WaNet 90.51 70.22 2.53 99.34 50.54 1.34
LowFrequency 88.65 90.52 1.21 6.78 50.82 1.58
InputAware 89.35 53.20 62.62 99.94 50.93 1.48
DualKey 84.96 76.72 47.61 99.92 49.67 1.44
OursShape 87.52 96.46 68.34 93.30 50.23 1.57
OursFrequency 88.02 98.10 50.12 99.98 50.69 1.72

In Tab. 8, we evaluate the attack performance of other LVLMs, Blip-2, and LLaVA. Among them,
OpenFlamingo is a white-box model, and Blip-2 and LLaVA are unknown models. We set a 5%
poisoning success rate in our experiments to evaluate the vulnerability of these models under different
attack strategies. Table x summarizes our experimental results, revealing the following key findings:
❶ Effective attacks on Blip-2. The experimental results show that current attack methods are still
a significant threat against unknown models like Blip-2. Most of the methods achieve high attack
success rates on Blip-2, which indicates that the black-box model is still very sensitive to backdoor
attacks. ❷ Attack challenges on LLaVA. Compared to Blip-2 and OpenFlamingo, the existing attack
methods are not effective on the LLaVA model. This may be due to the fact that LLaVA has relatively
few adjustable parameters in the command fine-tuning phase, whereas Blip-2 and OpenFlamingo have
more adjustable parameters, respectively.This discrepancy hints at a potential defense mechanism:
by restricting the number of parameters in the command fine-tuning phase of the LLaVA, it may
be possible to reduce the model’s susceptibility to backdoor attacks. ❸ Impact of increasing the
success rate of poisoning: when we increase the success rate of poisoning to 10%, the success rate of
Blended’s attack is unusually high at 99.34%.
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Figure 8: BadNets trigger visual analysis for Expressionism instruction set.

F Limitations and Potential Defense

Limitations in our study. Despite the significant findings of our study, there are still some limitations
that warrant further research. First, our study mainly focuses on popular traditional backdoor attacks,
which may not cover all potential backdoor techniques. Advanced or novel approaches may present
different challenges and vulnerabilities that are not covered in this study. Future research should
explore a wider range of backdoor attack methods to assess their impact and develop comprehensive
defense mechanisms. Second, our conclusions are based on specific experimental settings and
benchmarks that may not fully reflect the variability and complexity of real-world scenarios. Different
datasets, tasks, or environmental conditions may yield different results. Future research should aim to
validate these findings on a wider range of experimental conditions and datasets to ensure that the
observed phenomena are not the product of a specific setup but have broad applicability.

Potential defense. We believe that limiting the number of tunable parameters during instruction
tuning of large vision-language models (LVLMs) could be a potent defense strategy against backdoor
attacks. Our observations highlight the failures of existing attacks on models like LLAVA, primarily
because LLAVA has very few parameters that can be effectively tuned. Consequently, these attacks
only become effective under very high poisoning rates.

To mitigate the threat of backdoor attacks, we propose restricting the parameter count available for
tuning during the instruction tuning process. By doing so, we can limit the attack surface available
to adversaries. Alongside this, designing more efficient instruction tuning methods that achieve
high performance without extensive parameter modifications will further reduce vulnerability. Such
approaches not only enhance the security of LVLMs against backdoor threats but also maintain the
efficacy of the models in performing their intended tasks.

By combining parameter restriction with optimized tuning strategies, we can significantly alleviate
the risks posed by backdoor attacks, ensuring that LVLMs remain robust and secure even in the face
of evolving adversarial techniques. Future work should focus on developing and validating these
strategies across various models and datasets to ensure broad applicability and effectiveness.

G Visual Analysis

To further analyze the reasons for the failure of the BadNets algorithm, we utilized the RISE
method [50] to visualize the trigger activations of the poisoned model based on the Expressionism
Realism instruction set on clean images (third row) and Expressionism Realism instruction data
(second row). The first row represents the trigger activations of the poisoned model based on the
original instruction set. From Fig. 8 and Fig. 9, we can conclude that BadNets can successfully trigger
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Figure 9: BadNets trigger visual analysis for Realism instruction set.

in two different domains. However, it fails to trigger on clean images, resulting in a lower Attack
Success Rate (ASR).

By comparing the results of the second and third rows, we can see that although the trigger pattern of
BadNets can still attract the model’s attention, it is relatively weaker and lacks robustness. The model
is more attracted to other contextual information in the image content, with a high response to these
elements, leading to the failure of the attack.
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