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Abstract—Efficient data transmission scheduling within ve-
hicular environments poses a significant challenge due to the
high mobility of such networks. Contemporary research pre-
dominantly centers on crafting cooperative scheduling algorithms
tailored for vehicular networks. Notwithstanding, the intricacies
of orchestrating scheduling in vehicular social networks both
effectively and efficiently remain a formidable task. This paper
introduces an innovative learning-based algorithm for scheduling
data transmission that prioritizes efficiency and security within
vehicular social networks. The algorithm first uses a specifi-
cally constructed neural network to enhance data processing
capabilities. After this, it incorporates a Q-learning paradigm
during the data transmission phase to optimize the information
exchange, the privacy of which is safeguarded by differential
privacy through the communication process. Comparative exper-
iments demonstrate the superior performance of the proposed
Q-learning enhanced scheduling algorithm relative to existing
state-of-the-art scheduling algorithms in the context of vehicular
social networks.

Keywords—Vehicular social networks, Data scheduling, Q-
learning, Multi-layer perceptron, Privacy-preserving

I. INTRODUCTION

The development of modern cities has witnessed the sig-
nificant growth of vehicles and the increasing time spent
driving vehicles for daily transportation. Therefore, commu-
nication between vehicles has attracted widespread attention
from researchers and industrial practitioners, and the vehic-
ular social network has also become an essential part of
modern networks. Collaborative vehicular social networks are
increasingly crucial to the development of the V2X (Vehicle
to Everything) communication paradigm [1], [2]. To make
communication between vehicles more efficient and secure, it
is necessary to enable efficient collaboration between vehicles
while maintaining the privacy of data exchange. Cooperative
data scheduling finds the best solution for efficient and secure
data communication between vehicles [3], [4].
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Due to the highly dynamic characteristics of vehicles, large-
scale ultra-low-latency communication in vehicular social net-
works becomes very difficult [5]. To provide real-time data
services for vehicles, Wu et al. [6] use reinforcement learning
to implement data packet forwarding of routing protocols
in multi-access vehicle environments, and Sharma [7] and
Awasthi propose a data scheduling algorithm based on priority
services, estimating the deadline through fuzzy logic and adap-
tively scheduling dynamic vehicle information. To improve
the reliability of data transmission, Xia et al. [8] proposed
an incentive-driven privacy-preserving data scheduling for
the Internet of Vehicles, using an incentive mechanism to
achieve efficient data transmission scheduling. To improve the
network’s security, Zhang et al. [9] designed a weight-based
integrated machine learning algorithm and established an
intrusion detection model based on multi-objective optimiza-
tion by identifying abnormal messages. However, the above-
mentioned works fail to simultaneously meet the requirements
of high efficiency and security of data transmission when
dealing with large amounts of vehicles and data.

In vehicular social networks, providing real-time data ser-
vices for vehicles is a challenging problem. First of all, the
highly dynamic nature of the vehicle makes the communica-
tion time between the vehicles very short. Then, data process-
ing becomes increasingly difficult with limited resources, and
data processing on vehicles is expected to be more efficient
in this highly dynamic environment. Finally, the data security
issue among vehicles raises another concern. These challenges
have brought great difficulties when implementing real-time,
high-quality service to vehicles.

To this end, we propose a data scheduling algorithm based
on Q-learning to achieve efficient data communication and
processing while ensuring security. The proposed DSQL al-
gorithm first considers factors such as the amount of data pro-
cessing and the probability of encountering obstacles during
transmission to improve the design of the reward function and
combines energy consumption optimization to make communi-
cation more efficient Then, it performs sine function mapping
on the input data to reduce the data range and improve the data
processing efficiency of the multi-layer perceptron. Finally, it
sets effective interference conditions by combining pseudonym
entropy and uses differential privacy mechanisms to protect the
reward values and action information of vehicles.

The main contributions of this work are summarized as:
• We propose a data scheduling algorithm based on Q-

learning, which uses the amount of locally processed data
to measure the size of the reward value, and optimizes
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energy consumption based on the distance between nodes,
thereby improving the efficiency of data communication
between dynamic nodes within the vehicular social net-
work.

• We use the sine function to map the data to a smaller
range for processing through the design of the activation
function of the multi-layer perceptron, thereby improving
the data processing capabilities. Then, under privacy
constraints, differential privacy is used to protect the
vehicle’s reward value and action information.

• We verify the performance of the algorithm proposed in
this paper through simulation experiments and conduct
a comparative analysis with existing algorithms. Experi-
mental results show that in vehicular social networks, the
algorithm proposed in this paper is better than existing
data scheduling algorithms in terms of accuracy, travel
expenses, connectivity degree, transmission delay, and
probability of privacy leakage.

The remainder of the paper is structured as follows. Section
II discusses related work. Section III presents the system
model and problem formulation. Section IV proposes the Q-
learning-based data scheduling algorithm. Experimental results
are conducted in Section VI. Section VII discusses machine
learning-based data scheduling for vehicular networks. Section
VIII concludes this paper.

II. RELATED WORK

We briefly discuss the related work from the following as-
pects: data service scheduling, data scheduling based on edge
computing and fog computing, distributed computing-based
data scheduling, data communication services, data security-
based reliable scheduling, cooperative scheduling algorithm,
privacy-driven scheduling, and secure data scheduling.

A. Data Service Scheduling

Based on fuzzy logic and priority, Sharma and Awasthi
[7] proposed a data scheduling algorithm to provide real-time
information services. Priority requests are stored in a multi-
level queue according to the degree of urgency for vehicles.
Ning et al. [10] have built an intelligent offloading framework
for the vehicular social network in the 5G environment by
using spectrum resources. The cost minimization problem is
explained through delay constraints, and the problem is de-
composed into two sub-problems. Zhang et al. [11] developed
a safety-oriented vehicle controller area network based on
a software-defined network method. To achieve the goal of
ensuring traffic safety, the driver’s emotions are identified by
monitoring the driver’s physical and psychological state. Dai
et al. [12] jointly utilize cloud computing and edge computing
resources to balance the computing offload and workload in
the vehicular social network. The distributed task allocation
problem is solved by considering heterogeneous computing
resources and uneven distribution of workloads, an algorithm
based on multi-arm bandit learning is proposed, which is
called utility table-based learning.

B. Data Scheduling Based on Edge Computing and Fog
Computing

Wang et al. [13] focused on the collaboration between
different edge computing nodes and proposed a collaborative
vehicular edge computing framework. Support more scalable
vehicle services and applications through vertical and hori-
zontal collaboration, and discuss the technologies that support
the framework. Dong et al. [14] researched the practical
5G-enabled intelligent collaborative vehicular social network
architecture, considering various technical characteristics of
5G networks and different mobile scenarios of vehicles, and
using this architecture to assure bandwidth and communication
reliability. To deploy smart data computing strategies, Lin et
al. [15] introduced fog computing into the vehicular social
network and proposed an architecture that supports software-
defined networks, which includes a network layer, a fog
layer, and a control layer. A hybrid scheduling algorithm
aims to solve the multiple time-constrained vehicle application
scheduling problems. For efficient transmission scheduling,
Zhang et al. [16] used the deep Q-learning method to design
the best transmission scheduling scheme in cognitive vehicular
social networks, and communication resources are leveraged to
minimize transmission costs. Considering the characteristics of
spectrum resources, an efficient learning algorithm is proposed
for optimal scheduling strategy.

C. Distributed Computing Based Data Scheduling

To complete real-time services within a certain range, Dai
et al. [17] studied a service scenario based on mobile edge
computing. Considering the characteristics of delay require-
ments, a distributed real-time service scheduling problem is
proposed to maximize the service ratio. Subsequently, they
studied a solution for computing offloading in a mobile
edge computing-assisted architecture and studied task upload
coordination, task migration, and heterogeneous computing
among multiple vehicles. A probabilistic computing offloading
algorithm is proposed to solve the collaborative computing
based on queuing theory and minimize the delay in completing
tasks [18]. To reduce the occurrence of traffic accidents and
raise traffic safety at the same time, Toutouch and Alba [19]
proposed a distributed congestion control strategy based on
swarm intelligence to ensure the quality of network service
while maintaining the level of channel usage. Xiong et al. [20]
proposed the architecture of intrusion detection and defense
system for the vehicular social network, applying reinforce-
ment learning to respond to the dynamic changes of vehicles,
and making decisions based on the current state to obtain
higher detection accuracy. Due to the sensitivity to security
applications, the architecture is deployed in edge computing.

D. Data Communication Services

To summarize efficient and reliable vehicular communica-
tion from the perspective of the network layer, Peng et al.
[21] first introduced the classification of vehicular communica-
tion, and then available communication technologies, network
structures, and routing protocols are discussed. Finally, the
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challenges faced by the vehicular social network are identified.
To grow the detection accuracy of the surrounding environ-
ment, Aoki et al. [22] proposed a collaborative perception
scheme based on deep reinforcement learning. Through deep
reinforcement learning, the data to be transmitted is selected
and the network load is reduced. A collaborative intelligent ve-
hicle simulation platform is developed, which integrates three
software components: a traffic simulator, a vehicle simulator,
and an object classifier. To efficiently manage the spectrum re-
sources, Paul et al. [23] proposed a centralized and distributed
cooperative spectrum sensing system model for the vehicular
social network. The system model is designed to minimize
high-speed mobility and scarcity of spectrum by analyzing
the decision-making fusion technology and using the updated
theory. To elevate spectrum efficiency, Su et al. [24] proposed
a cloud vehicular wireless access network architecture, which
includes centralized processing, cooperative radio, real-time
cloud computing, and data compression functions. Based on
this architecture, an efficient data compression method is
proposed to meet the data compression requirements of the
cellular vehicular social network.

E. Data Security-Based Reliable Scheduling

Posner et al. [25] studied a new type of vehicular social
network, the federal vehicular social network, which is a
robust distributed vehicular network with better scalability and
stability. Promote transactions and reduce malicious behaviors
through the auxiliary blockchain system, and share data and
models through the federal vehicular cloud. To reduce the
delay and raise the service reliability of vehicle users, Li et
al. [26] proposed an efficient method of computing offloading
and server collaboration. Multiple edge servers are used to
share the computing tasks of vehicles, reduce delay in parallel
computing, and use collaboration between edges to reduce data
transmission failures. Huang et al. [27] analyzed in detail the
architecture and communication scheduling algorithm of the
vehicular network and proposed a dynamic priority strategy
to balance the efficiency of data processing. This strategy
completes the process of data sending, data transmission, and
data receiving, and considers the feedback process to update
the data priority. Zhang et al. [28] built a software-defined
network-assisted mobile edge computing network architecture
for the vehicular network and solved the problem of V2X
offloading and resource allocation through the best offloading
decision-making and computing resource allocation scheme.
The SDN controller is used to perceive the network status
from a global perspective so that the vehicular network has
higher efficiency and flexibility.

F. Cooperative Scheduling Algorithm

To make virtual networks cooperate, Wang et al. [29] used
software to define network controllers, proposed a deep rein-
forcement learning method, and introduced a Markov model
to take advantage of the heterogeneous performance of virtual
networks. Based on this, a collaborative solution based on
the asymmetric Nash protocol is proposed. Zeng et al. [30]
proposed a scheduling strategy based on channel prediction

to promote system throughput. Through the recursive least
squares algorithm, the communication overhead of data distri-
bution between vehicles is lower, and the scheduling efficiency
is higher.

G. Privacy-Driven Scheduling

To prevent cyber criminals from exploiting the loopholes
in information exchange between vehicles, Rathore et al. [31]
proposed a trust-driven privacy method for efficient and secure
transmission using encryption and steganography, thereby en-
hancing the data security of real-time communication between
vehicles. To prevent life and property from being damaged, it
is necessary to meet the requirements of performance parame-
ters. To meet the trust index between vehicles and devices,
Sharma and Kumar [32] proposed a security information
management scheme for parameter evaluation, including aver-
age energy consumption, average hop count, attack intensity,
error probability, etc.. Limbasiya et al. [33] used a one-way
hash function and elliptic curve cryptography to propose a
new secure and energy-saving message communication sys-
tem MComIoV, and evaluated MComIoV and verified its
robustness through security proof and analysis against various
attacks. To solve the privacy leakage problem in mobile edge
computing offloading, Pang et al. [34] propose a novel online
privacy-preserving computing offloading mechanism, Offload-
ingGuard, which minimizes the total cost of task computing
while protecting privacy. To achieve the trade-off between
user privacy and computational cost, a reinforcement learning-
based offloading model is designed to adaptively determine a
satisfactory perturbation offloading rate. To meet the different
privacy requirements of edge applications, Zhu et al. [35]
proposed a learning-authorized privacy protection scheme to
adaptively perturb application data in multi-modal differential
privacy. Then, take a case study to implement the scenario in
edge cache service management.

H. Secure Data Scheduling

Geng et al. [36] proposed an overall framework based
on reinforcement learning for Internet of Vehicles routing.
Based on the Markov decision process, the routing problem
was modeled as the optimization of constraint satisfaction
problems. Under the constraints of satisfying peak and average
delays, the optimal strategy for the constraint satisfaction
problem is proved by extending the Q-learning algorithm,
and the scalability of the framework is improved through
decentralized implementation. To improve the service quality
of generated artificial intelligence, Zhang et al. [37] proposed
a multi-modal semantic perception framework, using multi-
modal and semantic communication technology to build multi-
modal content and improve the usability and efficiency of on-
board systems. A resource allocation method based on deep
reinforcement learning is proposed to improve the reliabil-
ity of generative artificial intelligence V2V communication,
and the research progress in the field of generative artificial
intelligence car networking is discussed. Yao et al. [38]first
developed a distributed Kalman filter algorithm to share state
estimates among adjacent nodes to track attackers. Then, the
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Fig. 1: System model.

communication channel and transmission power are designed
while ensuring the communication quality, and an architecture
based on the hierarchical deep Q network is developed to
design the anti-eavesdropping power and channel selection.
To simultaneously meet the throughput and transmission time
requirements of the Internet of Vehicles, Li et al. [39]proposed
a joint optimization problem of relay selection and transmis-
sion scheduling and solved the problem through concurrent
scheduling of random relay selection and dynamic scheduling
of joint relay selection. Ju et al. [40]proposed a joint secure
offloading and resource allocation scheme based on deep re-
inforcement learning to improve the security performance and
resource efficiency of multi-users in the Internet of Vehicles.
Through the joint optimization of transmit power, spectrum
selection, and computing resource allocation, the optimal
decision-making of multi-agent collaboration is utilized, and
the dual-deep Q learning algorithm is used to solve this
optimization problem. Twardokus and Rahbari [41] develop
covert denial-of-service attacks that exploit vulnerabilities in
the C-V2X security protocol. Low-duty cycle attacks will
reduce the availability of C-V2X and increase the risk of
vehicle driving. Then, develop attack detection and mitigation
technology, which may use the new C-V2X functions of 3GPP
Rel-17.

The above works try to ensure the efficiency and security of
data transmission from the perspective of data service schedul-
ing, distributed computing-based data scheduling, data com-
munication services, data security-based reliable scheduling,
cooperative scheduling algorithm, privacy-driven scheduling,
and secure data scheduling, respectively. However, data is
difficult to be processed faster, and it is challenging to acquire
data efficiently. In this paper, we integrate the multi-layer
perceptron with Q-learning and propose Q-learning-based data
scheduling for the vehicular network.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we present the system model and formulate
the data scheduling problem in vehicular networks.

TABLE I: Summary of Notations

Notations Descriptions
dn The destination node
te The communication type
LQ(c,m) The value of link quality between node c and m

R̂ed The reward from the BS through the cellular inter-
face

PDth The delay requirement
Tpersistent The duration of time the vehicle stays in motion
CBul The uplink bandwidth
CBdl The downlink bandwidth
PDbs The processing delay at the base station
B The bandwidth of the channel
Elocal

n The energy consumption for local processing of
vehicles n during a certain period of time

Dlocal
n The amount of data processed locally by the vehicle

n in a certain period of time
d−ϑ The path loss
d The distance between two nodes
ϑ The path-loss index
rt,V 2I
n,k The data transmission rate from vehicle n to RSU

(Road Side Unit) k in V2I
ptrn The transmission power of vehicle n
ω0 The white Gaussian noise power
dtn,k In a certain period of time t, the distance between

the vehicle n and RSU k
Etr

n The energy consumption of the vehicle n to transmit
data in a certain period of time

θ1 A n×4 matrix that maps from the input layer to the
first hidden layer

θj+1 A n× 4 matrix that maps from the jth layer to the
(j + 1)th layer

h
(j)
i The units’ values in layer j

J (θ) The cost function

A. System Model

In Figure 1, the vehicular network consists of vehicles, edge
servers, and base stations. Among them, the base station is
responsible for collecting and distributing messages. The edge
server performs data processing and transmits the decision
results to the vehicle, obtaining the results [42] by the multi-
layer perceptron (MLP) based on Q-learning [43]. End devices
include mobile phones, tablets, laptops, etc., with the assis-
tance of edge servers and base stations, processing data such as
reward value, energy consumption, and transmission rate, and
combining V2V communication and V2I communication to
efficiently and securely transmit the data to the target vehicle.

B. Problem Formulation

We formulate the data transmission scheduling as the opti-
mization problem in this part, the notations of which can be
seen in Table I.

Within the vehicular network, we assume that edge servers,
vehicles, base stations, and terminal devices operate jointly to
minimize service request time to the greatest extent possible.
Considering certain rate-limiting conditions while harnessing
the computing resources of vehicles and edge servers, we
formulate the scheduling optimization problem in Eq. (1). The
first line of the equation delineates the optimization target,
which centers on orchestrating the scheduling of data files
pertinent to applications with latency-sensitive requirements
and allocating these files across a network of base stations.
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The principal objective of this optimization is to facilitate the
reception and return of data near the terminal node, thereby
augmenting the capability for data processing while simulta-
neously minimizing the aggregate cost, subject to constraints
imposed by transmission durations.

min (PL · PA)

∑
nx∈U

∑
Ex∈i=A

TT
(
PSx, UNx(I)

) ,

s.t.

TT
(
PSx, UNx(ε)

)
≤ τ,∀ux ∈ U, fx(ε) ∈ Ax

r ≤ r0

Reward ≤ Reward max

PL ≤ ThL < 1

PA ≤ ThA < 1

(1)

TT
(
PSx, UNx(z)

)
denotes the total time required, and

PSx is the path set. UNx(z) is the unit of the file block,
and τ is the time. ux is the vehicles of area, and U is the
mobile node-set. fsx(z) is the file size, and Ax is the mobile
application set. r is the transmission rate, and r0 is the initial
transmission rate. PL is probability of privacy leakage, and PA

is probability of malicious node attacks. ThL is the threshold
of the probability of privacy leakage, and ThA is the threshold
of the probability of malicious node attacks. Rewardmax is
the maximum reward, reward should be less than the maxi-
mum reward. In addition, TT

(
PSx, UNx(z)

)
=

PSxUNx(z)

r ,
without considering the priority of data resources, to make
data scheduling between vehicles more efficient and secure,
it is necessary to reasonably allocate and fully utilize data
transmission resources.

To calculate the number of connected vehicles, we use the
ratio of “the number of hello messages received from all one-
hop neighbors” to the “number of hello messages sent by
all one-hop neighbors”. Such messages present unique serial
number identification and thus can be used to calculate the
total messages received. In addition, because a vehicle with
a higher antenna has better connectivity to other vehicles, the
height of the antenna can be used to measure the number of
vehicle connections [6], which is calculated as Com (Connec-
tivity Metrics):

Com(x) =
Bx · Vr · rr

Vs · rs
(2)

where Bx is the bandwidth of node x, Vr is the velocity of
vehicles that receive message, rr is the data transmission rate,
Vs is the velocity of sending vehicle, and rs is the transmission
rate of sending vehicle. The state is a pair of the current node
and the destination node, and the action is the selection of
the next-hop node. In V2I communication, the next hop is
the base station; in V2V communication, the next hop is the
neighboring vehicle.

IV. DATA SCHEDULING BASED ON Q-LEARNING (DSQL)
To elevate the probability of data transmission, we pro-

pose Q-learning-empowered data scheduling in this section,

State

Action

Successful transmission

Failed transmission

No transmission

Action

Action
State

Update 
Parameter

Edge Servers

Vehicles

Q-learning

Rewards

Neural Network Results

Q-learning

Rewards

Action

Fig. 2: An Overview of the proposed DSQL algorithm.

including Q-learning-based data communication, multi-layer
perceptron-based prompt data processing, and differential
privacy-based security preservation.

A. Overview of DSQL

Q-learning, classified as a model-free reinforcement learn-
ing algorithm, has been empirically validated for its robust
performance in vehicular environments that are both dynamic
and uncertain. It demonstrates notable flexibility in adapting
to environmental variations. Furthermore, it offers the benefit
of supporting offline training regimens, utilizing datasets that
have been pre-deployed. Q-learning determines the optimal
decision-making process by establishing relationships among
states, actions, and reward values. Specifically, status repre-
sents various data transmission statuses, including success,
failure, or not transmission. When data transmission is suc-
cessful, the next hop node receives the reward. Through Q-
learning training, the edge server obtains data transmission
decisions to adjust the actions of vehicle nodes and edge server
nodes.

DSQL consists of three parts, Q-learning empowered data
communication, data processing based on multi-layer percep-
tron, and data privacy protection (as shown in Figure 2). In
data communication, Q-learning is performed by exchanging
results and parameters after acquiring data. First, calculate
the power consumption and energy consumption based on the
CPU frequency. Secondly, the amount of data is calculated
based on the time difference and CPU frequency. Finally,
rewards are calculated based on latency, packet size, and band-
width. In data processing based on a multi-layer perceptron,
the multi-layer perceptron includes six layers, namely the input
layer, four hidden layers, and the output layer. Obtain data
based on multilayer perceptron processing. The state in Q-
learning is used as the input information of the multi-layer
perceptron, and the income of the action, that is, the Q value,
is used as the output information of the multi-layer perceptron.
Finally, in data privacy protection, differential privacy and
interference conditions are used to protect private information.

First, the reward value, energy consumption, and transmis-
sion rate are calculated in Q-learning. Then the multi-layer
perceptron is used to process the data quickly, and vehicles
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with high reward value, low energy consumption, and fast
transmission rate are selected to make optimal decisions for
data transmission scheduling. Q-learning updates the Q value
and calculates the corresponding reward value under different
conditions, as shown in Formula (4) (5) (6) (7), and then
calculates the energy consumption value based on the CPU
frequency and distance. Finally, calculate the transmission rate,
and combine these three factors as the input of the multi-layer
perceptron for data processing. During the data processing
process of the multi-layer perceptron, an additional mapping
process of the sine function is performed in the activation
function so that the value does not exceed 1, thus reducing
the difficulty of calculation.

In the following, we first describe the Q-learning-based
data communication and then the multi-layer perceptron-based
data processing. Finally, the amount of data transmitted is
analyzed to elevate efficiency, and data privacy is protected by
differential privacy. The pseudo-code of the DSQL is shown in
Algorithm 1. Inputs are the amount of CPU frequency f local

n

and the bandwidth B. Outputs are energy consumption Elocal
n ,

the amount of processing data Dlocal
n , and transmission rate

rt,V 2I
n,k .

B. Q-Leanrning Based Data Communication

By employing reinforcement learning principles, Q-
Learning facilitates iterative learning and enhancement
through rewarding correct operations and penalizing incorrect
ones, ultimately enabling the discovery of the shortest path
for message communication. Q table is used to maintain the
current information and historical information throughout the
decision-making in Q-learning. The rows represent different
states, and the columns represent the actions in the corre-
sponding states. Through the interaction between the agent
and the environment, the reward or punishment is fed back,
and the value of the Q table is updated iteratively to reflect the
learning content. The Q value is determined by the triplet of
the destination node, the communication type, and neighboring
vehicles, and the Q table is updated after receiving the hello
message. The initial value of the Q value is set to 0, the
space of the Q table is released as the vehicle moves, and the
information of the new neighbor is stored. To save the space
of the Q table, the vehicle as an edge node uses hierarchical
routing to find the path. When the node m receives the Hello
message, it will update the Q value accordingly:

Qc(dn, te,m)←α× LQ(c,m)

×
{
Red+ β × max

y∈NBm

Qm(dn, te, y)

}
+ (1− α)×Qc(dn, te,m)

(3)
where dn and te represent the destination node and commu-
nication type, respectively. The link quality value LQ(c,m)
of the vehicle c and the vehicle m is expressed through the
received message ratio between the two vehicles, and the
single-hop neighbor set of the node m is NBm.

Algorithm 1 Data Scheduling based on Q-learning (DSQL)

Input: f local
n , B

Output: Elocal
n , Dlocal

n , rt,V 2I
n,k

1: while Receiving rewards through V2I do
2: Red = R̄ed ·Dlocal

n

3: end while
4: while Receiving rewards through V2V do
5: Red = Dlocal

n

6: end while
7: while Receiving rewards through the cellular interface do
8: R̂ed = min

(
1,

PDth+Dlocal
n ·Tpersistent

CB+PDbs

)
9: end while

10: while Receiving rewards through the IEEE 802.11p com-
munication protocol do

11: R̂ed = min

(
1,

PDth·Tpersistent
PS

CB11p·Dlocal
n ·HRR

·Pobstacle+PD11p

)
12: end while
13: if The energy of vehicles is in a certain range then
14: Calculate the energy of vehicles in the dense area;

15: plocal
n =

B(f local
n )

2

d ;

16: Elocal
n = plocal

n ∆t =
B(f local

n )
2
∆t

d ;
17: The information is processed by the enhanced multi-

layer perceptron;
18: Calculate the amount of processing data in the dense

areas;
19: Use distance d to compute the vehicle’s amount of data;

20: Dlocal
n =

f local
n ∆t
d·ad ;

21: else
22: Ensure data communication through the amount of

processing data Dlocal
n ;

23: Obtain the minimization of the energy;
24: end if
25: while Data are offloaded from vehicle n to RSU k on a

licensed V2I channel do
26: rt,V 2I

n,k = B log2

(
1 +

ptr
n |h|2

ω0(dt
n,k)

ϑ

)
27: end while
28: Achieve the constraints by the computing of edge servers;

29: Achieve data privacy protection by differential privacy;

When receiving rewards through V2I, the reward value
Redm is

Red =

{
R̄ed ·Dlocal

n , if m is base station
0, otherwise (4)

Among them, the BS distributes the reward value R̄ed ∈ [0, 1]
according to the number of connected vehicles. BS sets the
reward value according to the density of the vehicle, and the
higher the density, the greater the reward value. But the farther
the number of hops, the smaller the reward value. The reward
value is explored through the exchange of hello messages,
so the node path is selected for communication through the
reward value.

When receiving rewards through V2V communication, the
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reward value Red is

Red =

{
Dlocal

n , if m is an edge node
0, otherwise (5)

To utilize distributed communication, the reward value Red
is set to Dlocal

n . Distributed communication methods include
IEEE 802.11p and millimeter waves. Because millimeter
waves only exist in the line of sight communication link,
they are used for edge vehicles. When both are available, a
millimeter wave is selected.

Calculate the reward value through the cellular interface:

R̂ed = min

(
1,

PDth +Dlocal
n · Tpersistent

CB + PDbs

)
(6)

where PDth, Tpersistent, CBul, CBdl, PDbs are the delay
requirements, the duration of the vehicle’s movement, the
uplink bandwidth, the downlink bandwidth, and the base
station processing delay. According to the processing capacity
of the BS, the reward value is set to a value less than or
equal to 1. Processing delay includes transmission, scheduling,
queuing, and calculation time.

Upon receiving a reward through the IEEE 802.11p com-
munication protocol, the reward can be derived as:

R̂ed = min

(
1,

PDth · Tpersistent

PS
CB11p·Dlocal

n ·HRR
· Pobstacle + PD11p

)
(7)

CB11p is the bandwidth of the communication protocol,
PS is the number of data packets, and HRR is the reception
ratio of hello messages between two vehicles. PD11p is the
processing delay of the vehicle under this communication
protocol, including contention delay and re-transmission delay.
To avoid transmission that is more than two hops, the discount
rate is set to 0.5. The training process is 1. Initialize the Q
table, Q(s, a) = 0, or a small random value. 2. Cycle training:
Select action a based on the current state and exploration
rate ϵ. If the random number < ϵ, select a random action
(exploration). Otherwise, select the action with the largest Q
value (exploitation). Execute action: Execute action a in the
environment and observe the resulting state s’ and reward r.
Update Q value: Update Q value according to the following
formula. Update state: Update state s to the new state s’. 3.
Repeat the above steps until the Q value exceeds the threshold.
The parameters settings are 1. Learning rate (α): The learning
rate determines the weight of the old and new values each time
the Q value is updated, ranging from 0 to 1. A higher learning
rate can quickly learn new information but may cause shocks.
A lower learning rate makes learning more stable, but slower;
2. Discount factor (γ): The discount factor is used to balance
the weight of immediate rewards and future rewards, ranging
from 0 to 1. A higher discount factor will pay more attention
to long-term rewards, and a lower discount factor will pay
more attention to immediate rewards; 3. Exploration rate (ϵ):
The exploration rate determines the probability of selecting a
random action during training, ranging from 0 to 1. As training
progresses, the exploration rate usually decreases, so that more
optimal actions are selected; 4. Action-state value (Q value):
The Q value represents the expected total reward for taking

TABLE II: Q-learning Parameter Settings

Learning rate 0.5
Diccount rate 0.5
Exploration rate 0.7
Action-State Value (Q Value) 8

an action in a state. The parameters Settings are as Table II.
In Q-learning-based data communication, as shown in Fig-

ure 3, data is transmitted for lower energy. The energy
consumption is obtained through distance, transmission power,
and the amount of CPU frequency.

The processing capacity of the vehicle n for local calcula-
tion is f local

n (that is, the frequency of the CPU, in cycles per
second), and the power of the vehicle n for processing local
data is

plocal
n =

B
(
f local
n

)2
d

(8)

The channel bandwidth of the vehicle n is B. So in a time
slot, the energy consumption of the vehicle n to process local
data is

Elocal
n = plocal

n ∆t =
B
(
f local
n

)2
∆t

d
(9)

In a certain period, the amount of data processed locally by
the vehicle n is

Dlocal
n =

f local
n ∆t

d · ad
(10)

where ad is the amount of data processed per unit of time.
In the vehicular network, the data can be offloaded to RSU

through V2I communication scheduled by the control center.
To model the data offloading through V2I communication,
we denote the path loss as d−ϑ, where d and ϑ denote
the distance from the transmitter to the receiver and the
path-loss exponent, respectively. Moreover, the channel fading
coefficient is denoted by h, which is modeled as a circularly
symmetric complex Gaussian random variable. When data are
offloaded from vehicle n to RSU k on a licensed V2I channel,
the transmission rate is given by:

rt,V 2I
n,k = B log2

1 +
ptrn |h|2

ω0

(
dtn,k

)ϑ
 (11)

In Eq. (11), ptrn is the transmission power, and ω0 is
the Gaussian white noise power. The distance between the
vehicle n and RSU k during the time t is dtn,k. The energy
consumption of data transmission is Etr

n = ptrn∆t.
Data communication based on Q-learning is a data com-

munication method based on reinforcement learning. The
behavior and decision-making of the data communication
system are learned and optimized by the Q-learning algorithm.
Q-learning is a reinforcement learning algorithm used for
problem decision-making. Q-learning optimizes the decision-
making of communication systems under different states and
actions to improve communication performance. The data
communication process based on Q-learning is as follows:
(1) First, define the status of the data communication system,
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Fig. 3: Q-learning-based data computation.

including data transmission success, failure, and no transmis-
sion; (2) Define the action of the communication system, that
is, the selection of the next hop node; (3) Compute the reward
values obtained for different actions; (4) Q-Table initialization:
Create Q-Table to store the Q value corresponding to the state
and action, that is, the long-term return of the action in a
certain state; (5) Training process: Update the value of Q-Table
based on the results of interaction with the environment; (6)
Decision-making process: After training is completed, select
the action with the highest Q value, which is the current
decision.

The training and decision-making process of the Q-learning
algorithm enables the data communication system to select
optimal actions, adapt to different communication environ-
ments and conditions, improve communication efficiency, and
achieve the purpose of optimizing network performance.

C. Data Processing Based on Multi-layer Perceptron

The edge server utilizes a shallow multi-layer perceptron
network to perform rapid processing after the data is trans-
mitted. To prevent the obtained results from being attacked
by malicious nodes, the method of Q-learning is adopted for
the data communication of nodes. A multi-layer perceptron
network essentially serves as a mapping function from input
to output and implicitly depends on trainable model parameters
[44] as shown in Figure 3.

The network is shown in Figure 4. It includes the input
layer, output layer, and hidden layers. Inputs to the multi-
layer perceptron are reward values (derived from Eq. (4), (5),
(6), and (7) are subject to different communication methods),
transmission rates, and energy consumption, respectively. Out-
put is a communication decision, that is, selecting the next-
hop optimal node for transmitting data. It aims to reduce the
scope of data processing of the vehicular network and classify
the data in a small range. Due to the characteristics of the
rapid movement of the vehicle, we analyze and process the

TABLE III: Multi Layer Perceptron Parameter Settings

Network Structure Input layer, four hidden layers,
and output layer, activation function

is Formula (12)
Learning rate 0.5
Optimizer Adam
Loss function Formula (14)
Batch size 180
Epochs 12

data of the vehicles to save as much time as possible. The
decision of the vehicle is assisted to be made, and the task of
data transmission is quickly completed. The training process
is 1. Data preparation: Divide the data into training sets and
test sets. Perform standardization or normalization to make
the data within the appropriate range. 2. Model initialization:
Define the network structure of MLP, including the number
of network layers and activation function. 3. Model training:
Forward propagation: The input data is propagated through
the network layer by layer to obtain the predicted output.
Calculate the loss: Use the loss function to calculate the error
between the predicted output and the true value. Backward
propagation: Calculate the gradient of the loss relative to
each parameter. Parameter update: Use the optimizer to update
the network parameters according to the gradient. Repeat the
above steps: Train in batches until all iterations are completed.
4. Model evaluation: Use the test set to evaluate the model
performance, such as accuracy. The parameters settings are 1.
Network structure parameters: The number of layers includes
the input layer, one or more hidden layers, and the output
layer. Common activation functions include ReLu, Sigmoid,
and Tanh. Different activation functions can be used for each
layer; 2. Learning rate: The learning rate determines the step
size of each parameter update, usually ranging from 0 to 1.
A higher learning rate can speed up training but may cause
instability. With a lower learning rate training is more stable
but slower; 3. Optimizer: The optimizer determines how to
update the network weights. Common optimizers include SGD
(stochastic gradient descent), Adam, RMSprop, etc. Adam is
usually the default choice because it performs well in many
cases; 4. Loss function: The loss function is used to measure
the gap between the model prediction and the true value.
Common loss functions include mean square error (MSE)
for regression and cross-entropy loss (Cross-Entropy Loss)
for classification; 5. Batch Size: Batch size determines how
many training samples are used for each parameter update.
Larger batch sizes can increase training speed but require more
memory. Smaller batch sizes can make training more stable;
6. Epochs: Epochs refers to the number of times the entire
training dataset is fully fed into the multilayer perceptron for
training. The parameters Settings are as Table III.
g(.) is an activation function in every neuron for hidden

layers, where

g(x) =
1

1 + e−sin(x)
(12)

As shown in Figure 5(a) and Figure 5(b), the pre-defined
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data processing range of the activation function is from 0.25 to
0.75, and the range of the sigmoid function is 0 to 1 under the
same data. The rationale is that the smaller the data processing
range of the activation function, the higher the data processing
efficiency.

The hypothesis function can be obtained from the activation
function:

hθ(x) = g
(
θTx

)
(13)

We use backpropagation (BP) to minimize the cost function.
To make the deviation between the obtained data and the
true value smaller, the cost function is designed as follows
according to the hypothesis function:

J (θ) = − 1

m

n∑
k1=1

∝∑
k2=1

yk1

k2
sin
(
hθ

(
x(1)

))
k2

− 1

m

n∑
k1=1

∝∑
k2=1

(
1− yk1

k2

)
sin

(
1−

(
hθ

(
x(1)

))
k2

)
(14)

where m is the amount of training set samples. The label
yk1

k2
= 1 if the kth1 sample belongs to the kth2 unit type,

otherwise yk1

k2
= 0. k1 represents a sample, and k2 represents

a unit type. x(k1) represents the kth1 training set sample, and(
hθ

(
x(1)

))
k2

is the kth2 output neuron’s value mapped from
input x(k1).

(
hθ

(
x(1)

))
k2

is the hypothesis function of θ.
When yk1

k2
= 1, the first term works, the larger

(
hθ

(
x(1)

))
k2

is, the better, which means it is closer to the true value; when
yk1

k2
= 0, the second term works, the smaller the

(
hθ

(
x(1)

))
k2

,
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Fig. 5: Activation Function for Different Data Processing Range.

the better, which means it is closer to the true value. We find an
optimal θ through the perceptron network by minimizing the
cost function J(θ). Next, we analyze the aspects of gradient
quantization and sparsification, gradient compression, and data
compression:

Due to the high cost of data storage and transmission
in machine learning models, quantification can be used to
compress big data to reduce costs, and also reduce the cost
of communication, so that the model has better convergence.
In all gradient data, only valuable gradient data is sent to
achieve the purpose of gradient sparse. Gradient values that
meet certain conditions are reserved, and other gradient values
are uniformly processed to perform sparse update operations.

To predict the communication time, the communication
process of distributed training is controlled. Adjusting the
compression level according to the dynamic characteristics
of the network does not require unification of compression
during the entire training process, and does not affect the
convergence of the model. Because the compression level
cannot be known in advance, it is difficult to use compression
to speed up training throughout the training process. Weigh
the relationship between training time and accuracy based on
data compression and network conditions. To relieve network
congestion, different levels of compression are applied when
needed. Through the trade-off between time and accuracy,
when the network conditions are stable and not congested,
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the accuracy of the model is ensured, and the training of
the model is completed by using compression. Compression
control through adjustment of gradient compression levels,
making it a lightweight proxy communication library. And
integrate it into the software to realize gradient compression
control in model training.

Data compression is closely related to the probability dis-
tribution. Lossless compression of data is limited by the
entropy of probability distribution. Therefore, data compres-
sion can be understood as a probability model of sequence
data. The better the probabilistic model is learned, the better
the compression. Compression algorithms are improved by
learning Bayesian nonparametric models, progressing with the
development of probabilistic machine learning. Data compres-
sion is the process of converting more byte sequences into
fewer byte sequences while containing the same information.
Data compression is divided into bit compression and byte
compression. Bit compression has a higher compression ratio,
and byte compression has high throughput, no need for shifting
operations, less hardware consumption, and is suitable for
partitioning and parallel processing.

D. Data Privacy Protection

In the data transmission of the vehicle, the data privacy of
reward value and action of the vehicle is protected by the
differential privacy mechanism. Within the available reward
value range, set the system random parameters of differential
privacy so that they meet the interference conditions shown in
inequality 17.

As shown in Figure 6, by satisfying the interference con-
ditions and at the same time ensuring that the reward value
is maximized, the edge server can obtain secure data results.
Apply differential privacy for data privacy protection. First,
differential privacy is explained as follows: M : (χ ∪ {⊥
})N×K → RK×1 indicates that the input data matrix is
mapped to synthetic interference vector R. (χ ∪ {⊥})N×K

represents the data of all users, N represents a group of users,
and K represents a group of communication data. Then, M is
η-difference Privacy equivalent to two different data matrices
x and x′ in only one entry and A ⊆ RK×1, So there is the
following inequality:

Pr[M(x) ∈ A] ≤ exp(η) Pr [M(x′) ∈ A] (15)

where η is the privacy budget, usually a small positive number.
When protecting information privacy, the size of the reward
value needs to be considered. The reward value is related to
the privacy budget set by the system.

Since pseudonym entropy plays the role of protecting ve-
hicle data, pseudonym entropy is introduced to strengthen
the protection of vehicle communication data. When the
pseudonym entropy meets certain conditions, it indicates that
the information has a certain security basis. Otherwise, the
communication data is not considered for further protection.

The pseudonym entropy of a vehicle is defined as H =
−
∑k

i=1 pi log2 pi. In particular, pseudonym entropy decreases
with increasing probability. p is the probability of being
attacked by a malicious node. H = [Hi,j ] ∈ [0, 1]N×K

Differential Privacy
Perturbation 

Condition

Reward Function

Security 
Data

Data 
Information

Edge Servers

Vehicles

...

Fig. 6: Data privacy protection.

represents the user’s pseudonym entropy matrix. Assuming
that the pseudonym entropy matrix is prior knowledge, the
edge server will keep a historical record of the pseudonym
entropy matrix, which is obtained by the probability of being
attacked by malicious nodes.

In Q-learning, when a traffic-intensive application is per-
formed, the reward value is calculated as Red, that is, Eq. (4)
and (5); when a delay-aware unicast application is performed,
the reward value is calculated as R̂ed, that is, Eq. (6) and (7);
this is expressed in the following equation:

Reward =

{
Red Traffic-intensive Applications
R̂ed Delay-sensitive Unicast Applications

(16)

Interference conditions need to meet the requirements shown
below:

Pr
[
X̂j ̸= x∗

j

]
≤ λj +H

4
(17)

where X̂j is a random variable, x∗
j is the real data, H is

the pseudonym entropy, and λj is the parameter set by the
system for data communication. This inequality indicates that
the probability of deviation from the baseline is less than or
equal to λj+H

4 . In the practical Internet of Vehicles (IoV), as
shown in Figure 7, the process of implementing the DSQL al-
gorithm involves several steps: First, deploy Q-learning-based
data communication and differential privacy mechanisms on
the vehicle side, and a multi-layer perceptron on the edge
server side. Next, optimize energy consumption to enhance the
efficiency of Q-learning-based data communication, and utilize
the multi-layer perceptron on the edge server to improve data
processing capabilities. Finally, apply the differential privacy
mechanism on the vehicle side to protect the vehicle’s reward
value and privacy information, thus achieving efficient and
reliable communication between vehicles.

First, the vehicle transmits data by Q-learning; second, the
data is processed by the multi-layer perceptron, so that the
transmission efficiency of data is optimized; finally, the data
is scheduled in higher efficiency for the vehicular network,
and the secure communication between vehicles is guaranteed.
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TABLE IV: Simulation Parameter Settings

The Minimum Speed 12m/s
The Maximum Speed 35m/s
The Size of Packets 2k bytes
Area of Simulation 36.0km, 48.0km
Simulation Time 90s, 150s
Range of Communication 2km
Range of Interference 1km
Time slot 1ms

For the Q-learning-based data scheduling, suppose NM is the
total vehicles, Mi,j is the power consumption, and then the
algorithm’s time complexity is O(NM ·Mi,j).

V. EXPERIMENTAL SETUP

To evaluate the performance of DSQL, the state-of-the-art
Wu’s scheme [6], adaptive priority scheduling (AdPS) [7],
Shinde’s scheme [45], TDPP [46] and multinomial recurrent
neural network (MRNN) [47] are selected as the benchmark.
Six evaluation metrics are adopted, which are accuracy, con-
nectivity degree, travel expenses, transmission delay, proba-
bility of privacy leakage, and probability of malicious node
attacks.

A. Datasets

We use Veins and SUMO to establish vehicle movement
models on the road to simulate the communication scenarios
between vehicles and vehicles and between vehicles and
infrastructure. The data sets on KITTI 1 and NuScenes 2

are used to perform simulation analysis in MATLAB. The
experiment parameters are listed in Table IV. The simulation
area is a rectangle with a length of 48km and a width of 36km.
Simulation time refers to an experiment conducted at 90 or
150-second intervals. We made a performance comparison
among AdPS, Shinde’s scheme, TDPP, MRNN, and Wu’s
solutions.

1http://www.cvlibs.net/datasets/kitti/index.php
2https://www.nuscenes.org/

B. Benchmark Methods

• Adaptive Priority Scheduling (AdPS): For efficient
information transmission, AdPS [7] uses fuzzy logic to es-
timate the deadline of the request and calculate the priority
of the request message. The algorithm provides real-time data
services in a heterogeneous traffic environment and ensures
urgently requested services to achieve fairness among users.
• Wu’s scheme: Wu’s scheme [6] first uses reinforcement

learning algorithms to find routes through the collaboration
between the cloud-edge-end. Secondly, the overhead and delay
of data communication are optimized through proactive and
preemptive methods. Finally, through collaborative learning,
fast and efficient communication routes are obtained in the
vehicle edge computing environment.
• Shinde’s scheme: To minimize the delay and energy

consumption of the Internet of Vehicles, Shinde and Tarchi
[45] define a collaborative Q-learning method, which utilizes
V2I communication to enable multiple vehicles to participate
in the training process of a centralized Q-agent and learn about
the environment and potential offloaded neighbors through
V2V communication, making better network selection and
offload decisions.
• TDPP: To guard against privacy attacks, Zhu et al. [46]

propose a learning model that utilizes a multi-agent system
and a customized differential privacy mechanism to achieve
efficient navigation in real-time traffic environments.
• MRNN: Safavat and Rawat [47] proposed an improved

multinomial recurrent neural network (MRNN) classifier. First,
the registered vehicle is logged in and authenticated. Then,
the MRNN classifier is used to predict the movement of the
authenticated vehicle, and the Ellipse Curve Cryptography
(2CK-ECC) based on the Caesar Combination key is studied
for secure data transmission at the same time.

AdPS and Wu’s solutions study the problem of data schedul-
ing in different ways. AdPS uses fuzzy logic to estimate the
request deadline and calculate its priority so that vehicles
can obtain adaptive priority scheduling services. Wu’s solution
uses collaborative learning among the cloud-edge end to obtain
an efficient route for communication.

Shinde and Tarchi [45] proposed a collaborative Q-learning
method, through V2I communication with multiple vehicles
for centralized Q-agent training, and through V2V commu-
nication to make better network selection and offloading
decisions; Zhu et al. [46] proposed a learning model, through
a multi-agent system and a differential privacy mechanism to
realize efficient navigation; and Safavat and Rawat [47] use a
recurrent neural network to predict the movement of vehicles,
and through the elliptic curve cryptography to achieve network
security data transmission.

To obtain intelligent and efficient data communication,
DSQL combines Q-learning and multi-layer perceptron meth-
ods in the vehicular network. In the data communication phase,
the vehicle can obtain a better connection service owing to
the cooperation between vehicles and the edge server. With
the help of a multi-layer perceptron, data processing is made
more efficient by narrowing the scope of data processing.
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Fig. 8: Accuracy under different distances.

C. Evaluation Metrics

The following six indicators are used to analyze the perfor-
mance of the above schemes and the scheme proposed in this
article.
• Accuracy: Accuracy represents the ratio of the number

of correct predictions to the total number of predictions.
• Travel Expenses (TE): The cost of the vehicle from the

place of departure to the destination.
• Connectivity Degree: The number of vehicles communi-

cating with each other over some time.
• Transmission Delay (TD): When data is received, the

difference between the actual receiving time and the expected
receiving time.
• Probability of Privacy Leakage: In the process of a

malicious vehicle launching an attack, the number of times
successfully obtaining the vehicle’s privacy accounts for the
proportion of the total number of attacks launched by the
vehicle.
• Probability of Malicious Node Attacks: In the process

of several malicious vehicles launching attacks, the number
of times successfully hazard to vehicles accounts for the
proportion of the total number of attacks launched by the
vehicles.
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Fig. 9: Travel expenses under different time.

VI. PERFORMANCE ANALYSIS

We analyze the performance of DSQL through six different
indicators as follows.

A. Accuracy

The results of Q-learning are to make data transmission
between vehicles more efficient and accurate. As mentioned in
Section V, the data set used for training and testing comes from
the widely used KITTI data set, which includes 6000 types of
data information from 3 categories, 5000 training images, and
1000 test images. A different number of image categories are
randomly assigned within each distance range. For example,
2000 meters contain one category of images, while 4000
meters contain 2 categories, and the test set includes all three
categories of image data. To observe the accuracy of the
prediction, 300 images are randomly selected from the test
set in each test iteration within each range distance and the
process is run 15 times, and the result of the accuracy is
finally obtained, as shown in Figure 8(a). The accuracy of our
algorithm has reached 0.82, 0.85, 0.87, 0.89, and 0.91, and
the result of data communication in the actual environment is
acceptable.

The data set used for training and testing comes from the
widely used NuScenes data set, which includes 1000 driving
scenes in Boston and Singapore, 800 training images, and 200
test images. The scenes of 20-second length are manually
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Fig. 10: Connectivity degree under different time.

selected to show a diverse and interesting set of driving
maneuvers, traffic situations, and unexpected behaviors. The
rich complexity of NuScenes will encourage the development
of methods that enable safe driving in urban areas with dozens
of objects per scene, as shown in Figure 8(b). The accuracy of
our algorithm has reached 0.86, 0.88, 0.91, 0.94, and 0.96, and
the result of data communication in the actual environment is
acceptable.

B. Travel Expenses

Figure 9(a) and Figure 9(b) show that our scheme achieves
the best travel expenses among the above algorithms, and
MRNN’s travel expense is the worst. Shinde’s scheme is
higher than AdPS, AdPS is higher than TDPP, and TDPP is
higher than Wu’s scheme. It is mainly because our scheme
transmits the data by Q-learning, and the data is processed
faster. Shinde’s scheme makes better network selection and
offloading decisions through collaborative Q-learning, and the
travel expense is higher than DSQL. AdPS scheme leverages
the priority to schedule data, and the travel expense is higher
than Shinde’s scheme. TDPP realizes efficient navigation by
learning model, and the travel expense is higher than AdPS.
Wu’s scheme selects the vehicle through fuzzy logic, and the
travel expense is higher than TDPP. MRNN achieves network
security data transmission by recurrent neural networks and
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Fig. 11: Transmission delay under different time and distances (KITTI).

elliptic curve cryptography, and the travel expense is higher
than Wu’s scheme. However, our scheme considers Q-learning,
and differential privacy, and makes use of the multi-layer per-
ceptron to process data faster. The travel expense of Shinde’s
scheme is higher than that of our scheme.

C. Connectivity Degree

Figure 10(a) and Figure 10(b) show that our scheme
achieves the highest connectivity degree compared with the
benchmark algorithms. Shinde’s scheme is lower than DSQL,
and TDPP is lower than Shinde’s scheme. AdPS is lower
than TDPP, and MRNN is lower than AdPS. Wu’s scheme’s
connectivity degree is the lowest. This is mainly because our
scheme transmits the data by Q-learning. Shinde’s scheme
makes offloading decisions and network selection through
collaborative Q-learning, and the connectivity degree is lower
than our scheme. TDPP uses a learning model to realize navi-
gation and privacy protection of vehicles, and the connectivity
degree is lower than Shinde’s scheme. AdPS schedules data
by adaptive priority, and fuzzy logic is used for data services.
The connectivity degree is lower than TDPP. MRNN leverages
recurrent neural networks and elliptic curve cryptography to
transmit data securely, and the connectivity degree is lower
than AdPS. While Wu’s scheme uses Q-learning for traffic-
intensive applications. It also considers packet forwarding,
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Fig. 12: Transmission delay under different time and distances (NuScenes).

which slows down information processing substantially. So,
the connectivity degree is the lowest.

D. Transmission Delay

Figure 11(a), Figure 11(b), Figure 12(a), and Figure 12(b)
show that the transmission delay of DSQL is the lowest. As
observed, the transmission delay increases as time increases.
As the data transmitted by the vehicle and the resources
consumed increase, the transmission delay of the six schemes
will also keep rising. The main reason is as follows. The longer
the transmission time is, the larger the transmission delay is. It
can be seen from Figure 11(a) and Figure 12(a) that DSQL has
the best transmission delay performance, Shinde’s scheme is
second, AdPS is third, TDPP is fourth, Wu’s scheme is fifth,
and MRNN has the worst transmission delay performance.
This is due to Q-learning between vehicles through enhanced
multi-layer perceptron to make communication more efficient.
As observed in Figure 11(b) and Figure 12(b), the transmission
delay goes up as the distance increases. The network will
consume more resources, and the transmission delay of the
above six schemes also keeps rising. The reason is that all
six schemes have low transmission delays because of a small
amount of data delivered at the initial stage. The transmission
delay continues to grow due to the increase in distance
and unstable factors caused by high-speed movement. These
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Fig. 13: Probability of privacy leakage under different distances.

results demonstrate that the transmission delay of DSQL is
better than the other five schemes.

E. Probability of Privacy Leakage

It can be seen from Figure 13(a) and Figure 13(b) that the
probability of privacy leakage of our scheme is the lowest, fol-
lowed by Shinde’s scheme, and AdPS is higher than Shinde’s
scheme. TDPP is higher than AdPS, followed by Wu’s scheme,
and the probability of privacy leakage of MRNN is the highest.
The probability of privacy leakage decreases with the increase
in distance. As more and more communication resources are
consumed in the network, the probability of privacy leakage
of the above schemes decreases accordingly. The closer the
distance, the higher the probability of privacy leakage. The
high-speed movement of the vehicle increases the distances,
and brings uncertain environmental factors simultaneously,
thereby reducing the probability of privacy leakage. This result
shows that the probability of privacy leakage of DSQL is better
than that of Shinde’s scheme, AdPS, TDPP, Wu’s scheme, and
MRNN.

F. Probability of Malicious Node Attacks

It can be seen from Figure 14(a) and Figure 14(b) that
the probability of malicious node attacks of our scheme is
the lowest, followed by Shinde’s scheme, and AdPS is higher
than Shinde’s scheme. TDPP is higher than AdPS, followed
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Fig. 14: Probability of malicious node attacks under different distances.

by Wu’s scheme, and the probability of malicious node attacks
of MRNN is the highest. The probability of malicious node
attacks decreases with the increase in distance. This result
shows that the probability of malicious node attacks on DSQL
is better than that of Shinde’s scheme, AdPS, TDPP, Wu’s
scheme, and MRNN.

We can get some practical design inspiration from the
simulation results. First, the accuracy of parameter settings and
the rationality of assumptions, such as the range and difference
of car speeds on urban roads and highways. Secondly, it is
difficult for simulation experiments to be the same as the
real environment. For example, there may be pedestrians or
non-motor vehicles that suddenly cross the road in the real
environment. Therefore, attention should be paid to the scope
of the application and restrictions of the simulation results.
Next, simulation is an iterative process. The model should
be optimized according to the results and performance to
make it more adaptable to the practical Internet of Vehicles
environment. Finally, because it is difficult to cover all sce-
narios under extreme conditions, it is necessary to consider
the scenarios under extreme conditions as comprehensively as
possible, make more comprehensive predictions on possible
damages, and prevent vehicles from experiencing different
degrees of harmful incidents.

VII. DISCUSSION OF MACHINE LEARNING BASED DATA
SCHEDULING FOR VEHICULAR NETWORKS

Given the extreme heterogeneity, dense deployment, dy-
namic characteristics, and strict quality of service requirements
of network structures, machine learning has become the main
solution for intelligent orchestration and management of net-
works. Through dynamic learning in uncertain environments,
machine learning-supported channel estimation enables the
full potential of ultra-wideband technology to be realized,
and machine learning methods provide ultra-reliable, low-
latency, and secure service guarantees for resource allocation
and mobility management.

A. Machine Learning Based Data Scheduling

Generative AI technology can provide the ability for real
data generation and advanced decision-making processes for
vehicular networks, but it also faces challenges such as real-
time data processing and privacy protection. To improve the
quality of generative AI services, Zhang et al. [37] proposed
a multimodal semantic perception framework that uses text
and image data to create multimodal content, enhancing the
usability and efficiency of vehicle systems. They also pro-
posed a deep reinforcement learning-based resource allocation
method to improve the reliability and efficiency of information
transmission. As smart cities require capabilities in sensing,
communication, computing, storage, and intelligence, Chen et
al. [48] proposed a paradigm of vehicles as a service, forming
a network of mobile servers and communicators through vehi-
cles to provide sensing, communication, computing, storage,
and intelligent services for smart cities. They utilized potential
use cases in smart cities and vehicular networks to construct a
system architecture for the vehicle-as-a-service paradigm and
pointed out future research directions for this paradigm. To
enhance the generalization ability of the system, Tian et al.
[49] proposed a unified framework based on the Transformer,
VistaGPT, which includes a modular federation (MFoV) of ve-
hicle Transformers for the automatic composition (AutoAuto)
of autonomous driving systems. MFoV provides diversity and
versatility to facilitate system integration, while AutoAuto
leverages large language models to compose end-to-end au-
tonomous driving systems. VistaGPT develops large language
model-assisted transportation systems through capacity, scala-
bility, and diversity, deploying scenario engineering systems.

The rapid development of generative AI technology has
brought many opportunities for data scheduling in vehic-
ular networks. By utilizing the multimodal capabilities of
generative AI technology, data in vehicular networks can
exhibit diversity, thereby providing a more reliable basis for
decision-making in data transmission. By combining human
feedback and multi-agent reinforcement learning, the accuracy
and reliability of generative AI technology can be improved,
making full use of vehicle-specific data, driving data, and
environmental data to perceive traffic conditions in real-time,
provide drivers with accurate and reliable driving information,
and avoid congestion and unsafe incidents. In response to
the issues of generative AI technology safety and vehicle
driving safety, by studying attack methods and formulating
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defense mechanisms through V2X communication systems
and privacy protection mechanisms, we can avoid the adverse
information feedback caused by such attacks, which may lead
to potential driving safety accidents. Therefore, generative AI
technology can improve the accuracy and reliability of data
scheduling in vehicular networks based on ensuring network
security and driving safety, and provide high-quality service
decisions for vehicle driving by utilizing vehicle data and
traffic environment data.

B. The Impact of Mobility Model

To predict short-term traffic in the Internet of Vehicles,
Chen et al. [50] proposed a new data dissemination scheme.
First, a three-layer network architecture was proposed to
reduce communication overhead and deep learning was used to
predict short-term traffic conditions. Then, a two-dimensional
delay model was constructed to assign road section weights.
Through global weight information, an ant colony optimiza-
tion algorithm was used to find the path with the minimum
delay. To utilize the idle computing resources of surrounding
vehicles, Chen et al. [51] proposed a distributed multi-hop
task offloading decision model, including a candidate vehicle
selection mechanism and a task offloading decision algorithm.
Because of the impact of different hop numbers on task com-
pletion, neighboring vehicles within the k-hop communication
range are selected as candidate vehicles. The offloading prob-
lem is transformed into a constrained generalized allocation
model and solved by a greedy algorithm and a discrete bat
algorithm. To meet QoS/QoE requirements at a low cost, Li
et al. [52] proposed a new Internet of Vehicles architecture
to jointly optimize network, cache, and computing resources
to alleviate network congestion. The programmable control
principle of software-defined networks is used to promote
system optimization and resource integration. A joint resource
management solution is proposed to minimize system costs
by modeling services, vehicle mobility, and system status. As
vehicles become connected entities and data centers, Labriji et
al. [53] demonstrate the value of vehicle mobility and the value
of combining such estimates with online algorithms that ensure
service continuity for vehicles. They use the Lyapunov method
to solve the problem, obtain a low-complexity and distributed
algorithm, and evaluate the performance of the algorithm in a
scenario with thousands of vehicles and densely deployed 5G
base stations.

The mobility model of vehicles has an important impact
on the Internet of Vehicles. The mobility model of vehicles
minimizes delays by predicting short-term traffic conditions
and uses the idle computing resources of surrounding vehicles
to complete tasks. The mobility model of vehicles mini-
mizes system costs under the joint optimization of network,
cache, and computing resources, and is used in conjunction
with online algorithms to ensure service continuity through
interconnected physical vehicles and is evaluated in dense
scenarios. Therefore, the mobility model of vehicles has a
great impact on the Internet of Vehicles in terms of delay,
cost, resource management, and service quality.

VIII. CONCLUSIONS

This paper proposes Q-learning-based data scheduling
(DSQL) for vehicular social networks. First, the DSQL uses
Q-learning for data transmission. Secondly, the proposed al-
gorithm processes the data quickly by the enhanced multi-
layer perceptron to satisfy the requirement of the rapidity of
the vehicles. The simulation results indicate that the DSQL is
better than the state-of-the-art scheduling algorithm.

In our future work, we will study the detection of abnormal
driving behavior in intelligent transportation systems. The use
of the blockchain method will enhance the privacy of vehicles,
and this will also promote the development of data security in
intelligent connected vehicles.
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APPENDIX

In the DSQL algorithm proposed in this paper, the con-
nectivity is defined as Com(x) = Bx·Vr·rr

Vs·rs , where Bx is
the bandwidth of node x, Vr is the speed of the vehicle
receiving the message, rr is the data transmission rate of the
receiving vehicle, Vs is the speed of the sending vehicle, and
rs is the transmission rate of the sending vehicle. The ratio
of the speeds of the sending and receiving vehicles and the
ratio of data rates are used for more accurate calculations.
This is because the speed of the vehicles has a significant

https://doi.org/10.1145/3430505
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impact on their connectivity, a factor that was not considered
in previous work. For example, the connectivity is determined
by the ratio CM(x) = Num of hellos received from all NBs

Num of hellos sent by all NBs = Nτ

Ns

[6] of the number of received messages to the number of sent
messages, or by the ratio CM(x) = h(x)

maxy∈Nx h(y) = h(x)
h′(y) of

the antenna heights of the nodes. Com(x)
CM(x) = Bx·Vr·rr

Vs·rs · Ns

Nr
>

1 if Bx is large enough or Com(x)
CM(x) = Bx·Vr·rr

Vs·rs · h′(y)
h(x) >

1 if Bx is large enough , it can be concluded that increasing
the bandwidth size can effectively improve the size of the con-
nection degree through this ratio. Therefore, the connectivity
of the algorithm proposed in this paper has better performance.

Re d′ =

{
Re d, if m is base station and c is an edge node
0, otherwise

,

where R̄ed ∈ [0, 1] is allocated by the BS according to the
number of vehicles connected to the BS.

Re d′ =

{
1, if m is an edge node
0, otherwise .

In Q-learning-based data communication, we incorporate
the amount of data processed into the reward design, where
a higher reward value is assigned to stronger data processing
capabilities, ultimately achieving higher data communication
efficiency. As seen in the calculation of reward values during
V2I and V2V communications

Re d =

{
Re d ·Dlocal

n , if m is base station
0, otherwise

and

Re d =

{
Dlocal

n , if m is an edge node
0, otherwise .

if m is base station and c is an edge node, Re d
Re d′ =

Re d·Dlocal
n

Re d = Dlocal
n ,

if m is an edge node, Re d
Re d′ =

Dlocal
n

1 = Dlocal
n . From this

ratio, we can see that if the amount of processed data is large
enough, our reward value will be larger.

R̂ = min

(
1,

PDth

Spth∗Nue

CBul
+

Spht∗Nue

CBcl
+ PDbs

)
, (18)

where PDth , Spkt , Nue,CBul , CBdl , PDbs are the
delay requirement, packet size, number of user devices, uplink
bandwidth, down link bandwidth, and processing delay at the
base station.

R̂ = min

1,
PDth

Sptt

CB11p×HRR + PD11p

, (19)

where CB11p is the bandwidth of IEEE 802.11p (27 Mbps)
and HRR is the hello reception ratio between two neighbors.
PD11p is the processing delay at each vehicle, which includes
all the contention delay, the retransmission delay due to packet
collisions, and the computing delay.

When using a cellular interface, factors such as the amount
of data processed and latency are considered in calculating the
reward value R̂ed = min

(
1,

PDth+Dlocal
n ·Tpersistent

CB+PDbs

)
; when using

the IEEE 802.11P communication protocol, factors such as
the amount of data processed, latency, and the probability of
encountering obstacles are considered in calculating the reward

value R̂ed = min

(
1,

PDth ·Tpersistent
PS

CB11p·Dlocal
n ·HRR

·Pobstacle +PDbs

)
. Within

a certain range of travel, the performance between vehicle
latency and data processing quantity is balanced.

R̂

ˆRe d
=

PDth
Spkt∗Nue

CBul
+

Spkt∗Nue

CBdl
+PDbs

PDth+Dlocal
n ·Tpersistent

CB+PDbs

=
PDth

Spkt∗Nue

CBul
+

Spkt∗Nue

CBdl
+ PDbs

· CB + PDbs

PDth +Dlocal
n · Tpersistent

=
CB + PDbs(

Splt∗Nue

CBul
+

Splt∗Nue

CBdl
+ PDbs

)
·
(
1 +

Dlocal
n ·Tpersis tent

PDth

)
(20)

From this ratio, we can see that the first factor of the
denominator is a number greater than PDbs, and the second
factor is a number greater than 1. Therefore, the denominator
is a number greater than PDbs, which can be written in the
form of n · PDbs, n > 1. Therefore, when the upload and
download bandwidth is smaller, our reward value is larger, and
the processing delay of the base station will be smaller.

R̂

R̂ed
=

PDth
Spkt

CB11p×HRR+PD11p

PDth·Tpersistent
PS

CB11p·Dlocal
n ·HRR

·Pobstace+PDbs

=

PS
CB11p·Dlocal

n ·HRR
· Pobstacle + PDbs

PDth · Tpersistent

=
PDth

Spkt

CB11p×HRR + PD11p

·

PS
CB11p·Dlocal

n ·HRR
· Pobstacle + PDbs(

Spkt

CB11p×HRR + PD11p

)
· Tpersistent

=
PS · Pobstacle + PDbs ·Dlocal

n

(Sp kt + PD11p ·HRR · CB11p) · Tpersistent ·Dlocal
n

=

PS
Dlocal

n
· Pobstacle + PDbs

(Spit + PD11p ·HRR · CB11p) · Tpersisitent

(21)
From this ratio, we can see that because Pobstacle is a

number less than 1, assuming that under the IEEE 802.11P
communication protocol, (Spkt + PD11p ·HRR · CB11p) is
a constant, then the more data is processed, the smaller
the processing delay of the base station, and the larger our
reward value can be, which is also in line with the practical
situation of data transmission decision-making during vehicle
movement.

The energy consumption value Elocal
n = plocal

n ∆t =
B(f local

n )
2

d ∆t and the amount of data processed Dlocal
n =

f local
n ∆t
d·ad are calculated considering the impact of distance,

and compared to the previous energy consumption [3] value
Elocal

n = p′ local
n ∆t = k1

(
f local
n

)3
∆t, a power reduc-

tion is Elocal
n

E′local
n

=
plocal
n ∆t

p′local
n ∆t

=
B(f local

n )
2

d·k1(f local
n )3

= B
d·k1

<

1 if distance is large enough, it can be concluded that in-
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creasing the distance can effectively reduce the amount of
energy consumption through this ratio. Therefore, the travel
cost for vehicles is reduced by considering the impact of
distance and using a more energy-efficient calculation method.

In data processing based on multi-layer perceptrons, we
first apply a sine function mapping to the input data to
reduce the range of data processing. Our activation function
is g(x) = 1

1+e− sin(x) , which, compared to the classic ac-
tivation function g(x) = 1

1+e−x , incorporates an additional
sine function mapping of the independent variable. As shown
in Figure 5, the data range is almost halved. We introduce
the sine function accordingly into the design of the cost
function J(θ) = − 1

m

∑n
k1=1

∑∞
k2=1 y

k1

k2
sin
(
hθ

(
x(1)

))
k2
−

1
m

∑n
k1=1

∑∞
k2=1

(
1− yk1

k2

)
sin
(
1− hθ

(
x(1)

))
k2

to mini-
mize it. By reducing the data range, we enhance data process-
ing capabilities, enabling faster data transmission decisions
and ultimately reducing transmission latency. Within a smaller
data range, the accuracy of data processing is higher. There-
fore, by applying a sine function mapping to the input data
and reducing the range of processed data, we can decrease
data transmission latency and improve the accuracy of data
transmission.

In data privacy protection, we utilize differential pri-
vacy mechanisms for data privacy protection and intro-
duce pseudonym entropy for setting interference conditions.
Differential privacy mechanisms are used to protect re-
ward value information for vehicle traffic-sensitive applica-
tions and delay-sensitive unicast applications, i.e. Reward ={

Red Traffic-intensive Applications
R̂ed Delay-sensitive Unicast Applications

. When set-

ting interference conditions, to more effectively defend against
attacks from malicious nodes, we introduce pseudonym en-
tropy to limit the probability of deviation from real data within
the range of pseudonym entropy [54], i.e.,Pr

[
X̂j ̸= x∗

j

]
≤

λj+H
4 , where λj is a parameter set by the system during data

communication. Experiments show that under the limitation
of pseudonym entropy, the probability of privacy leakage and
attacks from malicious nodes can be reduced by adjusting
random parameters.
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