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Quantum digital signatures (QDS), which utilize correlated bit strings among sender and re-
cipients, guarantee the authenticity, integrity and non-repudiation of classical messages based on
quantum laws. Continuous-variable (CV) quantum protocol with heterodyne and homodyne mea-
surement has obvious advantages of low-cost implementation and easy wavelength division multi-
plexing. However, security analyses in previous researches are limited to the proof against collective
attacks in finite-size scenarios. Moreover, existing multi-bit CV QDS schemes have primarily fo-
cused on adapting single-bit protocols for simplicity of security proof, often sacrificing signature
efficiency. Here, we introduce a CV QDS protocol designed to withstand general coherent attacks
through the use of a cutting-edge fidelity test function, while achieving high signature efficiency
by employing a refined one-time universal hashing signing technique. Our protocol is proved to
be robust against finite-size effects and excess noise in quantum channels. In simulation, results
demonstrate a significant reduction of over 6 orders of magnitude in signature length for a megabit
message signing task compared to existing CV QDS protocols and this advantage expands as the
message size grows. Our work offers a solution with enhanced security and efficiency, paving the

way for large-scale deployment of CV QDS in future quantum networks.

I. INTRODUCTION

Quantum digital signatures (QDS) have emerged as a
solution to ensure the authenticity, integrity and non-
repudiation of messages [1], leveraging the principles of
quantum mechanics to provide information-theoretic se-
curity [2, 3]. In the literature, QDS schemes do not as-
sume the existence of a broadcast channel or a trusted
authority [4], which can be regarded as the basis require-
ment of designing QDS protocol. In 2001, Gottesman
and Chuang introduced the first single-bit QDS scheme
based on a quantum one-way function [5], which is ex-
pected to be used to sign binary messages, i.e., yes or
no. Despite the theoretical proof of security under the
assumption of a secure quantum channel, the practical
implementation of this scheme is hindered by the require-
ment of high-dimensional single-photon states and per-
fect quantum swap tests. Over the past decades, signifi-
cant efforts have been made to develop practical single-
bit QDS schemes by relaxing certain assumptions [6-8].
A significant breakthrough came in 2016 with the pro-
posal of two unconditionally secure single-bit QDS pro-
tocols, even with an insecure quantum channel [9, 10],
which push QDS to the experimental demonstration
stage. Since then, numerous experimental demonstra-
tions [11-21] and theoretical advancements [22-25] have
confirmed the feasibility of implementing single-bit QDS
in practice.
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Actually, there are two main categories of schemes
for encoding and measuring quantum states, including
discrete-variable (DV) and continuous-variable (CV) sys-
tems. DV method, with a rich history dating back
to early studies [26, 27], relies on photon-number de-
tection with single photons and owns extensive studies
on its theoretical security properties [28, 29]. However,
practical implementation of the DV method encounters
challenges, such as the need for delicate single-photon
sources and detectors, prompting ongoing research ef-
forts to address these obstacles [30-35]. In contrast, the
CV method, which encodes information into continuous
degrees of freedom, such as the phase of the electromag-
netic field, utilizes coherent optical setups for homodyne
or heterodyne measurements [36, 37]. Compared with
DV scheme, CV quantum protocol offers more efficient,
high-rate, and cost-effective procedures for preparing and
measuring quantum states, making it more compatible
with existing large-scale communication network infras-
tructure [38-48].

In recent years, several CV QDS protocols [49-53] have
been proposed and experimentally demonstrated for sign-
ing one-bit message. However, the security of these solu-
tions against general coherent attacks in finite-size regime
with quantified failure probabilities remains unproven.
The need for theoretical advancement in security proof
becomes a major obstacle towards the wide application of
CV QDS. A promising route in direction can be adopting
some DV techniques in security analysis [54].

In addition to that, extending to multi-bit signature is
another challenging task, as simple concatenation with-
out careful coding of single-bit signature can be vulner-
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FIG. 1. The schematic of the CV QDS protocol. Solid (Dashed) lines represents quantum (classical) channels. The protocol
consist of two main parts: distribution stage and messaging stage. a) In the distribution stage, Alice sends optical pulses
through quantum channels to Bob and Charlie to generate shared keys in the distribution stage. b) In the messaging stage,
Alice generates the signature through OTUH, and sends the packet containing the message and signature to Bob. Bob then
sends his keys and received information to Charlie, who will later send his keys to Bob. Bob and Charlie use their own and
received keys to infer Alice keys and then perform OTUH test to verify the signature.

able to attacks [55]. To tackle this issue, various ap-
proaches have been proposed, primarily involving the en-
coding of raw messages into new strings and the iterative
application of the single-bit protocol to each bit [55-59].
Ref. [55] encodes each message bit 0(1) into 000(010)
and appends a symbol word 111 to both head and tail
of the message. Ref. [57] follows a specific coding rule
that inserts a bit 0 for every x message bits. Ref. [59]
signs each message bit with increasing signature lengths
without extra coding. Obviously, these methods sacrifice
the signature efficiency in exchange for security and thus
their achieved signature rates are low and insufficient for
practical implementation.

Fortunately, one-time universal hashing (OTUH)
QDS [3] has emerged as a solution to the multi-bit mes-
sage signing with very high efficiency and unconditional
security, containing two key attributes. On the one
hand, the users’ secret sharing relationship establishes
a strict asymmetry between the signer and the recipi-
ent. In this regard, once two recipients collaborate, they
will possess identical information (keys), thereby pre-
venting the repudiation attempts by the signer. On the
other hand, the use of universal hashing in each update
guarantees a strict one-way characteristic, rendering it
impossible for the recipient to infer the message from
the encrypted hash value. Notably, even with imper-
fect discrete-variable quantum state [60], where an at-
tacker obtains part of the information, OTUH QDS re-
tains unconditionally secure due to the inherent compres-
sion properties of the universal hash functions. Addition-
ally, OTUH QDS with discrete-variable system has been

experimentally validated and used to build other quan-
tum protocols [61-63], such as quantum e-commerce and
quantum Byzantine consensus.

In this paper, we present a CV QDS protocol based on
the revised OTUH method. As an efficient method which
directly signs the hash value of multi-bit messages with
just one key string, its application significantly improves
the signature efficiency. In addition to that, we adopt
discrete-modulated CV approach inspired by a state-of-
the-art quantum key distribution work [54] for the gen-
eration of shared keys, which guarantees security against
general coherent attacks in finite-size regime for the first
time. Thanks to the seamlessly integration of both parts,
we provide the complete security proof of multi-bit CV
QDS scheme. In summary, our protocol efficiently signs
multi-bit messages with information-theoretical security,
achieving higher signature rates in short distances and re-
quiring inexpensive and readily available apparatus. To
demonstrate the superiority of our protocol in perfor-
mance, we also conduct a numerical simulation under
different conditions. From the results, we would find that
our protocol can outperform previous CV QDS protocols
by over 5 magnitudes in terms of signature rate over a
fiber distance of 40 km between the sender and recipient.
Furthermore, our protocol is especially good at large-
scale signing because the signature rate does not drop
dramatically like other CV QDS protocols when message
size grows larger. Based on that, potential applications
of multi-bit CV QDS can be conceived and outlooked.

The rest of this paper is organized as follows. Sec. II
provides an overview of our protocol, detailing the pro-



cedures of CV distribution method and the OTUH QDS
scheme. In Sec. III, we offer a comprehensive security
proof of our protocol, analyzing both the CV procedure
and the OTUH method applied in the QDS scheme. Sec.
IV showcases numerical simulations conduced to evalu-
ate the performance of our protocol and compare it with
previous CV QDS schemes. Lastly, we draw conclusions
and engage in a discussion regarding our work in Sec. V.

II. PROTOCOL DESCRIPTION

In this section, we first introduce the schematic of our
CV QDS protocol. In the simplest instance, we con-
sider a signature scenario involving three parties: one
sender, Alice, and two symmetric recipients, Bob and
Charlie. Without loss of generality, we assume Bob to
be the specified recipient, and Charlie automatically be-
comes the verifier. For a successful QDS scheme, Bob
and Charlie should be able to determine that Alice is the
genuine author of m, which means the forging and re-
pudiation attacks are prevented. If all participants are
honest, the scheme should succeed except with negligible
probability.

As shown in Fig. 1, a basic communication network is
constructed through quantum (solid lines) and classical
(dashed lines) channels. Alice wishes to send a classical
m-bit message to Bob, which he will forward to Charlie.
This scheme could be easily extended to include more
participants [64].

The CV QDS protocol comprises two stages: a dis-
tribution stage and a messaging stage. In the distribu-
tion stage, Alice’s coherent states are measured by Bob
and Charlie to generate keys. The key bits possessed by
Alice, Bob and Charlie consist of two parts which are
{Xa, Xy, X} with n bits and {Y,,Ys, Y.} with 2n bits
respectively, satisfying the perfect correlation conditions
X, = XpdX,and Y, = Y, ®Y.. We remark that
the keys are asymmetric for the signer and receiver, i.e.
X, # Xy and Y, # Y}, which is the prerequisites of the
keys’ validity. In the messaging stage, Alice generates
the signature Sig with OTUH and transmits the packet
Pac = {Doc, Sig} containing the message and appended
signature generated by shared keys to Bob. Bob then for-
wards the packet to Charlie along with his keys { X}, Y5},
and Charlie sends his keys {X,, Y.} in return on receipt.
After the exchange, Bob and Charlie verify the integrity
and authenticity of the message through a hashing test.
The message and signature are accepted if and only if
the OTUH tests success on both recipients’ sides. The
subsequent contents of this section will elaborate on the
procedures of each stage in detail.

A. Distribution stage

In the distribution stage, Alice distributes coherent
strings as shared keys to Bob and Charlie, respectively,

by implementing CV method. To ensure security against
general coherent attacks in finite-size regime, a novel fi-
delity test approach [54, 65] is employed during the pa-
rameter estimation process. In upcoming parts, we first
introduce this approach and then outline complete steps
of the distribution stage.

1. Fidelity test approach

The core element of our fidelity test approach is a
smooth function that maps the unbounded outcome
of heterodyne measurement to a bounded value. The
smooth function is defined as follows.

Definition 1. Let A,, (v)(v > 0) be the smooth func-
tion given by

A r(v) =™ (1 + T)L%)((l +7r)v) (1)

for an integer m > 0 and a real number r > 0. lek)(u)
represents associated Laguerre polynomials given by

L) = (-1 Lhns) 2
where
L,(v) = Z—l;j% (e7"v™) (3)

are the Laguerre polynomials. The absolute value and
the slope of the function are bounded for small values
of (m,r). Here we adopt the optimized value (m,r) =
(1,0.4120) to minimize the range of the smooth function.

Based on the definition, we can establish a lower bound
on the fidelity of input pulses with a specified confidence
level in finite-size regime. For fidelity to a coherent state
|3), the inequality below holds.

Ep [Amr (0 = B%)] < Tr(plB)(B)  (m:odd).  (4)

The proof of this inequality can be found in Appendix
A. Upon that, we can obtain a measure of disturbance
in the binary modulated CV scheme by monitoring the
fidelity. Analogous to the bit errors in the B92 proto-
col [66-68], fidelity facilitates the construction of a secu-
rity proof based on a reduction to entanglement distil-
lation [28, 69], a technique commonly employed in DV
schemes.

2. Steps of key distribution

Because of the symmetry of two recipients, Bob and
Charlie, the key distribution procedures are identical be-
tween Alice and them respectively. For the simplicity of
narration, we take Alice and Bob as example and illus-
trate the schematic of key distribution in Fig. 2. The
detailed procedures are described below.
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FIG. 2. The schematic of key distribution based on CV. Alice generates a random bit a = 0/1 as her key and uses it to encode
a coherent state with amplitude (—1)*,/z. Then she transmit the state to Bob through a quantum channel with potential
eavesdroppers Eve and Bob chooses one of the three procedures based on the predetermined probability upon receiving. In the
signal round, Bob performs a homodyne measurement with an outcome & and use a acceptance function fsuc to obtain his key
b= 0/1. In the test round, he performs a heterodyne measurement with an outcome & and use the smooth function A, to
calculate the bound of fidelity. In the trash round, he produces no outcome.

1. Preparation—Alice generates a random bit a €
{0,1} and sends a coherent state with amplitude
(=1)*\/p to Bob. She repeats this process N times.

2. Measurement—For each received optical pulse, Bob
chooses a label from {signal, test, trash} with probabil-
ities psig, Prost and Pirash respectively. According to the
chosen label, Alice and Bob do one of the following pro-
cedures.

signal: Bob performs a homodyne measurement on the
received optical pulse, and obtains an outcome = € R.
With a pre-determined probability function fsue(|Z]),
which is ideally a step function, he regards the detec-
tion to be a “success” (otherwise “failure”), and then
announces this result of the detection. In the case of a
success, he defines a bit b = 0 (1) when sign(z) = +(—)
and keeps b as a sifted key bit which pairs with Alice’s
key bit a.

test: Bob performs a heterodyne measurement on the
received optical pulse, and obtains an outcome w € C.
Alice announces her bit @ which makes Bob have the
knowledge of the expected amplitude of his received
state(—1)?8 = (—1)*/nu. Here 1 is the nominal trans-
missivity of the quantum channel between Alice and Bob.
Then Bob calculates the value of A, (J& — (—1)%3]?).

trash: Alice and Bob produce no outcomes.

We refer to the numbers of “success” and “fail-
ure” signal rounds, test rounds, and trash rounds as
Nsue Nfall jtest and NUash - respectively (N = NSU¢ 4
Nfail . Ntest 4 Nrtrash holds by definition).

3. Parameter estimalion—Bob calculates the sum of
A (J&—(—1)283]?) obtained in the N test rounds for

the fidelity test, which is denoted by F'. For the bit error
rate, Alice and Bob compare several bits to estimate.

4. Error correction—Alice and Bob consume part of
keys through encrypted communication to perform fol-
lowing actions. Alice communicates Bob through linear
codes for her sifted key and Bob reconciles his sifted key
accordingly. We denote H as the binary Shannon en-
tropy, and then the consumption of this process can be
estimated by fH(E®)N®" according to information the-
ory, where f is the error correction efficiency and E®
represents the bit error rate of raw keys. Alice and Bob
then verify the correction by comparing log,, (1/€cor) bits
via universal hashing. Here €., is the failure probability
of this error correction process. The number of final keys
is thus given by

Nf® = N*v[1 — fH(E")] - log, (5)

6COr

5. Ezamination of unknown information—For the dis-
tilled Nfin_bit keys, Alice then disrupts the orders of them
randomly and publicizes the new order to Bob through
the authenticated channel. Subsequently, Alice and Bob
divide the final keys into several n-bit group, each of
which is used for a signature task during the messaging
stage. This procedure ensures that the attacker cannot
predict the position of each bit within a specific group in
advance. Therefore, the grouping process can be viewed
as a form of random sampling in our finite-size analysis.
The maximum unknown information of an n-bit group
available to the attacker after error correction H,, can be
estimated by

Mo < nll — H(E). (6)
Here, E®™ is the upper bound of the phase error rate in
each n-bit group which can be calculated based on the
estimated phase error rate of final keys E® and group
size n. The detailed expression for this calculation can
be found in Appendix B 1.



Furthermore, it is worth noting that we omit the pri-
vacy amplification process, which is commonly employed
in quantum communication. This omission is attributed
to the specific utilization and requirements of distributed
keys in QDS schemes. Recently Ref. [60] has proved that
keys with full correctness and imperfect secrecy are ca-
pable of realizing secure QDS protocols. We adopt this
technique and estimate specific parameters of final keys
for further calculations in subsequent section of this ar-
ticle.

B. Messaging stage

In the messaging stage, we adopt the OTUH method
which leverages the almost XOR universal (AXU) hash
function to generate the signature for a long message.
For the clarity of narration, we first introduce the AXU
hash function and its properties.

1. AXU hash function

The AXU hash function is a special class of hash func-
tions that map input values of arbitrary length to almost
random hash values with a fixed length [70]. The signa-
ture generated in OTUH QDS corresponds to the AXU
hash value of the message to be signed, with the AXU
hash function be determined by just one string of Alice
keys.

Various AXU hash can be employed in the messag-
ing stage of our protocol depending on the diverse ap-
plication scenarios of users. To demonstrate the mes-
saging procedures in detail, we choose the linear feed-
back shift register-based (LFSR-based) Toeplitz hashing
method [71] as our hash function.

Definition 2. LFSR-based Toeplitz hash function:
LFSR-based Toeplitz hash function can be expressed as
hp,s(M) = Hpp, - M, where p, s determines the function
and M is the message in the form of an m-bit vector. The
detailed process of generating LFSR-based Toeplitz hash
function is as follows. A randomly selected irreducible
polynomial of order n in the field GF(2), p(x), determines
the construction of LFSR. p(x) = 2™ +p,_12" 1+ +
p1x + po can be characterized by its coefficients of order
from 0 ton—1,1i.e., po = ("L, pn_2,...,p1,p0). For the
initial state s which is also represented as an n-bit vector
s = (an,an_1,...,a2,a1)", the LFSR will be performed
m times to generate m vectors. Specifically, it will shift
down every element in the previous column, and add a
new element to the top of the column. For example,
the LFSR transforms s into s1 = (an41,an, - - ., a3,a2)7,
where a,11 = pq - S, and likewise, transforms s; to ss.
Then the m vectors s,s1,...,8m—1 will together con-
struct the Toeplitz matrix Hy., = (8,51, ..., Sm—1), and
the hash value of the massage is Hy., - M.
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FIG. 3. The schematic of OTUH QDS applied in the messag-
ing stage. The OTUH (orange arrow) and OTP (blue arrow)
method constitutes core steps in our QDS scheme to encode
(Alice) and decode (Bob and Charlie) digest and signature,
which guarantee the information-theoretical security of the
protocol.

2. Steps of messaging

The schematic of OTUH QDS is shown is Fig. 3, we
then describe steps adopting this method in messaging
stage in detail.

i. Signing of Alice—F'irst, Alice uses a local quantum
random number, characterized by an n-bit string p,, to
randomly generate an irreducible polynomial p(x) of de-
gree n [1]. Second, she uses the initial vector (key bit
string X, ) and irreducible polynomial (quantum random
number p,) to generate a random LFSR-based Toeplitz
matrix H,,, with n rows and m columns. Third, she
uses a hash operation with Hash = H,,, - Doc to ac-
quire an n-bit hash value of the m-bit document. Fourth,
she exploits the hash value and the irreducible polyno-
mial to constitute the 2n-bit digest Dig = (Hash||pa)-
Fifth, she encrypts the digest with her key bit string Y,
to obtain the 2n-bit signature Sig = Dig ® Y, using
OTP. Finally, she uses the public channel to send the
message packet containing the signature and document
Pac = {Sig, Doc} to Bob.

ii. Verification of Bob—Bob uses the authentication
classical channel to transmit the received Pac, as well
as his key bit strings {Xp,Ys}, to Charlie. Then, Char-
lie uses the same authentication channel to forward his
key bit strings {X,, Y.} to Bob. Bob obtains two new
key bit strings {Kx, = Xp ® X, Ky, = Y, @ Y.} by the
XOR operation. Bob exploits Ky, to obtain an expected



digest and bit string p, via XOR decryption. Bob uti-
lizes the initial vector Kx, and irreducible polynomial p,
to establish an LFSR-based Toeplitz matrix. He uses a
hash operation to acquire an n-bit hash value and then
constitutes a 2n-bit actual digest. Bob will accept the
signature if the actual digest is equal to the expected.
Then, he informs Charlie of the result. Otherwise, Bob
rejects the signature and announces to abort the proto-
col.

iii. Verification of Charlie—If Bob announces that he
accepts the signature, Charlie then uses his original key
and the key sent to Bob to create two new key bit strings
{Kx, = Xp & X, Ky, =Y, ®Y.}. Charlie employs Ky,
to acquire an expected digest and bit string p. via XOR
decryption. Charlie uses a hash operation to obtain an
n-bit hash value and then constitutes a 2n-bit actual di-
gest, where the hash function is generated by initial vec-
tor Kx, and irreducible polynomial p.. Charlie accepts
the signature if the two digests are identical. Otherwise,
Charlie rejects the signature.

For the scheme with LFSR based Toeplitz hashing, a
message of length M requires Alice to generate six bit
strings Xy, X¢, Y3, Ye, Zp, Z,, each of length n. Thus the
signature rate is

R=G/3n. (7)

III. SECURITY ANALYSIS

In order to establish the security proof of our protocol,
it is imperative to estimate certain security parameters
related to the shared keys during the distribution stage.
Drawing inspiration from Ref. [54], a novel technique can
be employed to estimate the bit error rate and phase er-
ror rate of final keys. In subsequent contents, we will
first focus on the estimation technique in finite-size sce-
nario and then utilize estimated parameters to conduct
a comprehensive security analysis of our protocol.

A. Security of CV method
1. Entanglement based description

The Shor-Preskill method [28, 72], widely used in DV
protocols, is introduced here as the foundation of our
analysis. First we consider a coherent version of Step
1 and 2 in the distribution stage, where Alice and Bob
share an entangled pair of qubits for each success signal
round. Following that, their Z-basis measurement out-
comes would correspond to the sifted key bits a and b.
Alice possesses a qubit A, which she entangles with an
optical pulse C' in a state

0)alvi)e + 11 al — Vi e
7 :

) 4 = (8)

Then, Step 1 is equivalent to the preparation of |¥) ,~
followed by a measurement of the qubit A on Z basis
{]0),]1)} to determine the bit value a. For Bob, he prob-
abilistically converts the received optical pulse C' to a
qubit B. This process can be described as a completely
positive (CP) map defined by

Feon(pe)i= [ dsK@per@t (9)
0
with

K@ = \/fac(@)(0)(alc + [V p(-zlc),  (10)

where (x| maps a state vector to the value of its wave
function at z. We assume that the pulse C' is in a state
pc and the corresponding process succeeds with a prob-
ability psuc, then the relation psucpp = Fo—p(pc) holds
for the qubit B in a state pp. If the qubit B is fur-
ther measured on Z basis , probabilities of the outcome
b= 0,1 are given by

Prae (05]0) = / " fue (@)dzlazlpcls), (1)

psuC<1|pB|1> = ‘/OOO fsuc(:v)dx<—:v|pc| - JJ>, (12)

which shows the equivalence to the signal round in Step
2. As a result, above procedures are equivalent to Steps
1 through 2 of the distribution stage for Alice and Bob
to share sifted keys.

For the parameter estimation task, we need to focus on
the phase error rate of sifted keys which is directly con-
nected to the amount of privacy amplification. Suppose
that, after the preparation of qubit B mentioned above,
Alice and Bob measure their N*"¢ pairs of qubits on X
basis {|+), |—)} instead of Z basis {|0),|1)}, it is obvious
that a pair with outcomes (+, —) or (—, +) is defined to
be the phase error. Then we can record the number of
phase errors denoted by NJJ¢ among N*"¢ pairs. Here
our target is to acquire a good upper bound ey, on the
phase error rate N;}‘]C / N S4¢ the binary Shannon entropy
h(epn) of which is the sufficient consumption for privacy
amplification in the asymptotic limit.

To tackle the finite-size case as well, we necessitate a
more rigorous upper bound analysis of phase error rate.
Consequently, we introduce an estimation protocol that
not only validates above observation but also demon-
strates the fundamental principles of our proof technique
in the following part.

2. Estimation protocol

1’. Preparation—Alice prepares a qubit A and an op-
tical pulse C' in an entangled state |¥) ,~ defined in Eq.
(8). She repeats it N times.
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qubits on the Z-basis to determine their N*"“_bit sifted keys, it becomes equivalent to the actual distribution procedure. On
the other hand, if Alice and Bob measure their qubits on the X-basis, they can count the number of phase error N3¢, which we

\rsuc

call the estimation procedure. If we can find an upper bound U on Np1¢, it restricts the property of Nsue pairs of qubits after
entanglement-sharing, which in turn limits the leaked information on the sifted keys in the actual distribution procedure. Thus
the security proof is reduced to finding a proper upper bound U represented as a function of the variables that are commonly

available in two procedures.

2’. Measurement—For each received pulse, Bob an-
nounces a label in the same way as that in Step 2. Ac-
cording to the chosen label, Alice and Bob do one of the
following procedures.

signal: Bob performs a quantum operation on the re-
ceived pulse C specified by the CP map Fo_,p to deter-
mine success/failure of the detection and obtain a qubit
B upon success. He announces success/failure of detec-
tion. In the case of a success, Alice keeps her qubit A.

test: Bob performs a heterodyne measurement on the
received optical pulse C, and obtains an outcome @.
Alice measures her qubit A on Z basis and announces
the outcome a € {0,1}. Bob calculates the value of
A (J& — (—1)?B|?) as defined in Step 2.

trash: Alice measures her qubit A on X basis to obtain
a € {+,-}.

Here Nsue, Nfail pptest prtrash gpq F are defined in the
same way as those in Step 2. Let @ be the number of
rounds in the Nt2h trash rounds with o’ = —.

3’. Parameter FEstimation—Alice and Bob measure
each of their N pairs of qubits on X basis and obtain
outcomes a’ and b”, respectively. Let NSEC be the num-
ber of pairs found in the combination (a”,b"”) = (4, —)
or (—,4).

After such definition, the task of proving the security of
the actual protocol is then reduced to construction of a
function U(F, N*2h) which satisfies

Pr [N;gc <U (F,N“ﬂsh )} >1-e (13)

for any attack towards the estimation protocol in finite-
size regime. Here the parameter € are security parameter
chosen by us. In recent work, it has been shown that
the condition above immediately implies the security for
the actual distribution stage. The detailed definition and
proof of security can be found in Ref. [72-74].

Next, we should make some clarification about what
property of the optical pulse C' Bob could get through
his X-basis measurement in this estimation protocol. Let
ITey(0ay be a projection operator to the subspace with
even (odd) photon numbers. (Iley + II,q = I holds by
definition.) There is simple property that I, — Iloq is
the operator for an optical phase shift of m, so we have
(Iley — oq)|z) = | — ). Then Eq. (10) can be rewritten
as

K@ = \/2fac(@)(14+) B (loTlev+ | =) p(zlcTloa). (14)

Therefore, when the state of the pulse C' is pc, the prob-
ability of obtaining +(—) in the X-basis measurement in
the estimation protocol is given by

(=) [Fomn (po)| + (=) = Tr (pe M), (15)



where
:Ll(cod) ::/ 2fsuc($)dxncv(od)|x><$|CHcv(od)' (16)
0

This equation means that the sign of Bob’s X-basis mea-
surement outcome distinguishes the parity of the photon
number of the received pulse, such that the secrecy of
our protocol is assured by the complementarity between
these two characteristics.

3. Upper bound of phase error rate

As an intermediate step toward our final goal of condi-
tion (13), let us first derive a bound on the expectation
value E[N5}¢] in terms of those collected in the test and

the trash rounds, E[F] and E[Q_], in the estimation pro-
tocol. We define relevant operators as

ph o= [H)(Ha @ MEE™+ [ =) (=la @ Mg, (17)

74 = 10)(0]a ® B)(Blc + 1)(1|a ® —B){~Blc,  (18)

mirash — |y (—]4 @ Ic. (19)
Then we immediately have
E[ A;EC] = psigN Tr(pAC ;Ec)v (20)
E[F] < prest N Tr(pacTI™), (21)
E[Q*] = Ptrash IV Tr(pACHYaSh ) (22)

Here we apply Eq. (4) to derive the inequality above. For
simplicity, we denote Tr(pacM) as (M) for any operator
M. The set of points ((M3p°), (IT"4), (IT™2")) for all the
density operators p4c form a convex region. Rather than
directly deriving the boundary of the region, it is easier
to pursue linear constraints in the form of

(M5pe) < B(k,7y) — £ (TIO) o (T120) (23)

where B(k,7), k,v € R. It is expected that a meaningful
bound is obtained only for k,v > 0, because decreasing
fidelity <Hﬁd> and stronger pulse, which directly increases
<Ht_raSh>, would lead to a larger value of phase error rate.

To find a function B(k,~) satisfying Eq. (23), let us
define an operator

Mk, ~] := Mp¢ + KI5 — yITorash, (24)

Then Eq. (23) is rewritten as Tr(pacM[k,7]) < B(k,7).
This condition should hold for all pac iff M|k, ] satisfies
an operator inequality

Mlr,v] < B(k,7)lac- (25)

Theoretically  speaking, although  B(k,) =
Osup(M[r,7]) would give the tightest bound for the
operator inequality above, where 0g,,(O) denotes the
supremum of the spectrum of a bounded self-adjoint
operator O(i.e. the maximum modulus of eigenvalues of
a matrix), it is difficult to compute it numerically since
M][r,~] has an infinite rank. As a compromise for the
computable but not necessarily tight bound, we reduce
the problem to replacing M|k, ~] with a constant upper
bound except in a relevant finite-dimensional subspace
spanned by | & 8) and M6 )| & B). Then we just need
to calculate the eigenvalues of some small-size matrices
to get B(k,7y). For the detailed expression of B(k,7),
see Appendix B 2.

With B(k,7) computed, we can rewrite Eq. (23) to
obtain

E[T'[k,~]] < NB(k,7), (26)

where T, 7] 1= p5p N3 + pioty 5F — pyby, 7@ This
relation directly leads to an explicit bound on the phase
error rate as

E (N3] /pusN < Bls7) +90- — RELF] /o N, (27)

which is enough for the computation of asymptotic key
rates. Here ¢_ is short for E[Q_].

As for the finite-size regime, the proof could be pro-
vided as follows. We use Azuma’s inequality [75] to evalu-
ate the fluctuations around the expectation value, leading
to an inequality revised from Eq. (26)

Tlr, ] < NB(k,7) + 01(€/2), (28)

which holds with a probability no smaller than 1 — €/2
(see Appendix B 3 for detailed expression of function d1).
_ Another revision of proof happens in the definition of
T[k,~]. It includes Q_ which is inaccessible in the actual
distribution stage, but we can derive bound by noticing
that it is an outcome from Alice’s qubits and indepen-
dent of the aglversary’s attack. In fact, given Nipash, it is
the tally of Niyasn Bernoulli trials with a probability ¢_.
Hence, we can derive an inequality of the form

Q_ < q_Ntrash + 52 (6/2;Ntrash ) ’ (29)

which holds with a probability no smaller than 1 — ¢/2.

Here 85(¢/2; N'™h) can be determined by a Chernoff
bound (see Appendix B 3 for detailed expression of func-
tion d2). Combining Eq. (28) and (29), we obtain
U(F, N'ash) gatisfying Eq. (13) as

U(Fv Ntrash ) ‘=Dsig NB(“) 7) +psig 51 (6/2) - pSi’%FA‘
Ptest

+ Dsig "y(q,NtraSh + 52(6/2;]\7“%}] ))7

Ptrash
(30)
which completes our security proof in finite-size regime.



B. Security of QDS

In this part, we first focus on the properties of AXU
hashing in the context of imperfect keys with limited se-
crecy leakage and then discuss the security of the entire
QDS system.

1. Attacks on AXU hashing

There are various attacks available for the attacker
to perform towards the AXU hashing method. The
worst strategy is to randomly generate m,t to satisfy
hp.s(m) = t, whose success probability is only 27". We
will leave out this attack in the following analysis. Apart
from this, remaining attacks includes guessing keys and
recovering keys from signatures. For the latter strategy,
as the signature is encrypted by the key strings, the at-
tacker must guess the key strings before the recovering
algorithm. This will reduce its success probability to no
more than that of just guessing keys. Therefore, the op-
timal strategy on AXU hashing is to directly guess the
key string that encrypts the polynomial. In the follow-
ing paragraphs, we will focus on bounding the success
probability of this strategy.

Firstly, we quantify the guessing probability of the at-
tacker when he is to guess an n-bit key string with limited
secrecy leakage. Suppose the n-bit key string is X and
the attacker’s system is B, the general attack is mod-
eled as a process where attackers can perform any op-
erations on the system of all quantum states, get a sys-
tem p% and perform any positive operator-valued mea-
sure {E%}, performed on it. The probability that the
attacker correctly guesses X when in optimal situation is
denoted as Pyuess(X|B). According to the definition of
min-entropy [76], it naturally leads to

Pyess (X|B) = max Y Pptr(Eppp) =2~ (X180,
{28}, 2
(31)
where Hpin(X|B), is the min-entropy of X and B. If X
is generated in the distribution stage of our protocol, the
min-entropy can be further estimated by Hmin(X|B), =
Hoy,.

Next, we provide detailed analysis about the LFSR-
based Toeplitz hash function (see Definition 2) used in
our protocol. Despite the utilization of two different
keys, X, and Y,, in the hash function, we could show
that only guessing X, is enough to perform an effective
attack. Suppose the attacker obtains a string X, as his
estimation of X,. He can decrypt it to obtain p, as his
guessing of p, and transform p, into a polynomial py(x)
with n-order. If a m-bit string ¢ and its matching poly-
nomial g(x) is generated to satisfy p,(z)|g(x), it can be
proved (see Appendix. C) that there is the relationship
h(g) = 01if pg = pa (or equivalently X, = X,). This con-
struction is simple since the attacker can select no more
than m/n polynomials and multiply them to constitute

his choice of g(x) with m-order, which means he would
guess the string X, for no more than m/n times. Ad-
ditionally, it must be noted that the attacker knows p,
is irreducible, so he will only choose those guesses that
satisfy this condition. The success probability of this op-
timized strategy can be expressed as

m
Plzz-P(XazXﬂngI), (32)

where P(A|B) represents conditional probability and 7 is
the set of all irreducible polynomials of order n in GF(2).
The cardinal number of Z, i.e., the number of all irre-
ducible polynomials of order n in GF(2), is more than
9"=1/n. Thus P(p, € T) < (2" !/n)/2" = 1/2n. Tt
is obvious that P(X, = X,,p, € 7) = P(X, = Xy)
as X, = X, assures p; = p, € Z. Finally, we can get
the estimation of the success probability of this kind of
attack.

m P(X,=X,)
Plz_.i‘

n  P(py €I) (33)

m 2 Hn 11—

L™

We denote the quantified upper bound above as €y psg.
In other words, it bounds the failure probability of au-
thentication based on LFSR-based Toeplitz hashing with
imperfect keys, given as

eLrsr = m - 27 M (34)

2. Security of QDS scheme

In a QDS scheme, the security analysis contains three
parts: robustness, non-repudiation and unforgeability.

(i) Robustness—The abortion in an honest run occurs
only when Alice and Bob (or Charlie) share different key
strings after the distribution stage. In our protocol, Alice
and Bob (Charlie) will perform error correction in the
distribution stage, which makes them share the identical
final key. Thus, the robustness bound is €;op = 2€cor+2€,
where €., is the failure probability of error correction and
¢’ is the probability that error occurs in classical message
transmission. Here we assume ¢/ = 107! for simplicity.

(ii) Non-repudiation—Alice successfully repudiates
when Bob accepts the message while Charlie rejects it.
For Alice’s repudiation attacks, Bob and Charlie should
be both honest. From the perspective of Alice, Bob and
Charlie’s keys are totally symmetric and would lead to
the same decision for the same message and signature.
Thus, Alice’s repudiation attack succeed only when
error occurs in one of the key exchange steps, i.e., the
repudiation bound is €.ep = 2¢€’.

(iii) Unforgeability—DBob forges successfully when Char-
lie accepts the forged message forwarded by Bob. After
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FIG. 5. Signature rates of our protocol under different data
sizes 103,102, 10, 10'° and 10°. The amount of excess noise
is set to 0. The message size is assumed to be 1 Kb and the
repel‘%ition rate of the laser is 1 GHz. The security bound is
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distribution stage, Bob (Charlie) can obtain no informa-
tion of Alice’s keys which decides the AXU hash function
before he transfer the message and signature to Char-
lie (Bob). Then Bob’s (Charlie’s) forging attack in this
protocol is equivalent to the attack attempting to forge
the authenticated information sent from Alice to Charlie.
Therefore, the probability of a successful forgery can be
determined by the failure probability of hashing, i.e., one
chooses two distinct messages with identical hash values.
For the scheme utilizing LFSR-based Toeplitz hash , the
bound is €qoy = m - 217 Hn,

In conclusion, the total security bound of QDS, i.e.,
the maximum failure probability of the protocol, is € =

max{emb, €rep; Efor}-

IV. RESULTS

To demonstrate the performance of our protocol, we
build a simulation to calculate the signature rate with
different parameters. To begin with, we introduce the
simulation model for our numerical calculation.

A. Numerical simulation

We assume a channel model with a loss with trans-
missivity 77 and an excess noise ¢ at channel output.
The expected amplitude of coherent state 5 is chosen
to be \/nu. The states Bob received are obtained by
randomly displacing coherent states | + nu) to increase
their variances by a factor of (1 + £). The repetition
rate of the laser is 1 GHz and the distances between
Alice-Bob and Alice-Charlie are assumed to be the same.

Distance (km)

FIG. 6. Signature rates of our protocol with different amount
of excess noise ¢ = 0,1072 and 1072, The data size is 10*!.
The message size is assumed to be 1 Kb and the repetition rate
of the laser is 1 GHz. The security bound is 10~*°

We assume a step function with a threshold z,(> 0)
as the acceptance probability fsuc(|z|). For the fidelity
test, we adopted m = 1 and r = 0.4120, which leads to
(max Ay, »,min Ay, ) = (2.824,-0.9932). We take pa-
rameters eqor = 27° and € = 27194, The security bound
for calculation is set to 10710,

Under these preliminary settings, we thus have
two coefficients (k,v) and five protocol parameters
(i, Ttn, Psig, Prest; 1) to be determined. For each trans-
missivity 1 and excess noise £, we calculate (k,7)
via convex optimization using the CVXR package and
(1, Zth, Psig, Prest) Via Genetic Algorithm (GA) function
in MATLAB, in order to maximize the number of final
key in distribution stage. After such operation, we search
for the minimal value of signature group size n so that
eLrsr satisfies the QDS security bound which is set to
be 10710 using the bit and phase error rate calculated
in distribution stage. Typical optimized values of the
threshold zy, range from 0.4 to 1.5 (we adopted a nor-
malization for which the vacuum variance is V' = 0.25).
See Appendix D for more detailed equations for our nu-
merical simulation.

Fig. 5 and 6 show the simulated signature rates of our
protocol in finite-size cases N = 10? — 103 with excess
noise £ = 0,103, 1072, In the optimal case, our protocol
conduct 10° turns of signing task per second in optimal
case and reach a transmission distance of over 40km with
considerable signature rate. In Fig. 5, we show the per-
formance of our protocol under different data sizes N.
Even with a data size as small as 10, the signature rate
does not drop significantly compared to 10'? case. In
this sense, our protocol is robust against finite-size ef-
fects. In Fig. 6, the signature rates of our protocol with
different amount of excess noise are presented. It can
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FIG. 7. Signature length L required to sign 10b message in
our protocol, Ref. [57] and Ref. [59] against transmission effi-
ciency 1. The distances between Alice-Bob and Alice-Charlie
are assumed to be the same. The data size N is 10*! and excess
noise is £ = 1073, The security bound is 10717,

be seen that with reasonable excess noise £ = 1072, the
effective transmission can still reach over a distance of
10km, which demonstrates the feasibility of our protocol
in practical implementation with noisy channels.

B. Comparison

To illustrate the superiority of our proposed protocol,
We conduct a comparative analysis with recent multi-
bit CV QDS work [57, 59]. In other CV QDS protocols,
each message bit is signed independently. When signing
multi-bit messages, an m-bit message must be encoded
into a longer sequence with length h by inserting ‘0’ or ‘1’
to the original sequence using specific rules (See detailed
expressions in Appendix. E). The signing efficiency, i.e.,
1n = m/h, is obviously less than 1. In contrast, our proto-
col is natively designed for multi-bit signing, which means
that the encoding process is omitted. Therefore, the ef-
ficiency is specifically improved in large-scale tasks. To
demonstrate this, our simulations focus on two different
scenarios where the message size is 10 bits (10b) and 105
bits (1Mb), respectively.

Fig. 7 and 8 present the simulated signature efficiency
for signing 10b and 1Mb bits messages, respectively. The
signature length in vertical axis refers to the total con-
sumption of signature for the whole message (lower is
better), which directly represents the signing efficiency.
The transmission efficiency in horizontal axis is defined
as a direct function of transmission distance given by
n = 10790164 The results shows that our protocol can
exhibit a significant advantage on signature length of over
3 orders of magnitude compared to other QDS schemes,
marking a quite massive improvement in most practical
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FIG. 8. Signature length L required to sign 1Mb message in
our protocol, Ref. [57] and Ref. [59] against transmission effi-
ciency 1. The distances between Alice-Bob and Alice-Charlie
are assumed to be the same. The data size N is 101 and excess
noise is ¢ = 1073, The security bound is 1071°.

situations.

Notably, the comparison of Fig. 7 and 8 could show-
case the stability of our protocol’s efficiency across dif-
ferent message size. To accentuate this point, we cal-
culate the signature growth ratio in 10b and 1Mb cases
for a direct comparison in Table I. As the message size
grows from 10b to 1Mb, the average signature lengths of
competing CV QDS increase by several orders of mag-
nitude, whereas that of our protocol experiences just a
minimal growth. This observation highlights our pro-
tocol’s prowess in signing large massages, suggesting its
great potential for large-scale practical applications.

V. DISCUSSION

In this paper, we introduce a novel multi-bit CV
QDS protocol. For the first time, our protocol ensures
information-theoretic security against general coherent
attacks in the finite-size regime with excess noise in chan-
nels. We present a comprehensive security proof for this
scenario, employing a cutting-edge fidelity test approach.
Furthermore, our protocol incorporates a refined OTUH
signature method, enhancing the signing efficiency signif-
icantly. Numerical simulations reveal that our protocol
surpasses previous CV QDS protocols by more than five
orders of magnitude in signature rate over a fiber distance
of 25 km between the signer and receiver. Importantly,
our protocol’s signing efficiency remains stable regard-
less of message size, unlike previous CV QDS protocols,
ensuring consistent signature rates even with larger mes-
sages, which is advantageous for large-scale commercial
applications. In summary, our protocol represents a sig-
nificant advancement towards the practical realization of
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TABLE I. Comparison of average signature length increasing with message size. The transmission efficiency is set to 0.4, which
is equivalent to 25 km of transmission distance. The data size N = 10! and excess noise is £ = 1077,

Scheme Signature length L (10b) Signature length L (1Mb) Signature growth ratio
Ref. [59] 2.50 x 10° 1.16 x 10" 4.63 x 10°
Ref. [57] 3.43 x 10° 1.57 x 10! 4.56 x 10*
Our scheme 2.35 x 10° 2.69 x 10° 1.14
multi-bit CV QDS with information-theoretical security, prove the signature performance.
aiming to inspire further exploration of the potential of
CV QDS in future research endeavors.
Despite the significant contribution of our protocol in ACKNOWLEDGMENTS

terms of security and performance, there are still areas
for potential improvement in the future. We will briefly
discuss some of them just to set the ball rolling.

First of all, while pioneering CV QDS security against
general coherent attacks in finite-size regime, our proto-
col exhibits a limitation in terms of effective transmis-
sion distance. In recent analyses of discrete-modulated
CV methods [77, 78], longer transmission distance could
be achieved. This is primarily attributed to prioritizing
simplicity over optimality when calculating the bound
satisfying the operator inequality. Additionally, the lack
of a better definition for phase error and the inclusion of
trash rounds for technical reasons undermine the distri-
bution efficiency.

Secondly, there could be many ways to enhance the
signature rate in finite-size regime. A promising route is
increasing the number of discrete modulated states be-
yond two. The fidelity test we use can be straightfor-
wardly generalized to monitoring of such a larger con-
stellation of signals, which would confine the adversary’s
attacks more tightly than in the present binary proto-
col. The feasibility of this idea has been illustrated in
Refs. [77, 78], which use four or more states in signal
or test modes and get better performance results of key
distribution than the genuine binary methods like ours.
Additionally, the composability of OTUH method also
offers a rich source of inspiration. The structure of key
distribution is not fixed, and any existing or future work
in CV QKD, such as Gaussian-modulated CV methods,
can be modified for our scheme [46-48, 79-82]. This flex-
ibility opens up numerous possibilities for researches and
development in this area.

Last but not the least, as our security proof techniques
are highly scalable, the combination with other effective
methods has great prospects in development. For in-
stance, we can generalize our DV inspired approach of
estimating the number of phase errors in qubits to the
case of qudits (a quantum unit of information that may
take any of d states, where d is a variable), which is ben-
eficial for the information density and eventually com-
munication efficiency. Besides, another possible change
is trying different hash functions in signing process, e.g.,
generalized division hash (GDH) in signing process [83].
A more efficient and secure hash function, which is still
compatible with our security proof, could definitely im-
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ence Foundation of China (No. 12274223) and the Pro-
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Appendix A: Derivation of the fidelity bound

To prove the inequality for the fidelity test, we should
introduce the theorem below first.

Theorem 1. Let Ay, (v)(v > 0) be a bounded function
given by

A r(v) i=e7 (1 + T)Lg)((l +7r)v) (A1)

for an integer m > 0 and a real number r > 0. Then, we
have

.2 — (nlpln)
E, [Am,r (@] = (0[p[0) + 7nIn,m (A2)
[ (=) ! n:Zm:Jrl (1+7)

where I, ,,, are constants satisfying (—1)"1,, ., > 0.

we see from above equation that, regardless of the value

of r, the second term on the right side remains zero when

p has at most m photons. Thus a lower bound on the

fidelity between p and the vacuum state is given by

Ey (A (6%)] < Olpl0) (m:odd) — (A3)

for any odd integer m. Extension to the fidelity to a
coherent state |5) is straightforward as

Ep [Amr (|0 = B1*)] < Te(plB)(Bl)  (m:odd)  (A4)

Appendix B: Details in security analysis
1. Estimation of phase error rate in an n-bit group

During the examination of unknown information, the
phase error rate of each n-bit key group E®" instead of
the phase error rate for all final keys E? is required. For-
tunately, for a failure probability €, it is easy for us to



estimate E?" from E? by using the random sampling
without replacement.

E" < E? +~4Y(n, Ni" —n, E? ¢) (B1)

where
; U246 4[5 + 401 - NG
’Y (n, k? )\, 6) - 2 2 A2G
T 2GRz

(B2)

with A = max{n, k} and G = 'n,+k In m

2. Solution for the operator inequality

The aim of this content is to construct B(x,~) which
fulfills the operator inequality (25). Let 0g,p(O) denote
the supremum of the spectrum of a bounded self-adjoint
operator O. Although B(k,v) = osup(M]r,~]) would
give the tightest bound satisfying Eq. (25), it is hard to
compute it numerically since system C' has an infinite-
dimensional Hilbert space. Instead, we would derive a
looser but simpler bound in the proposition below.

Proposition 1. Let |3) be a coherent state. Let I y(oq),
Mj}f(cod), and M|[k,~] be as defined in the main text, and

define following quantities:

Coy i= (B |Mey| B) = e 1° cosh | 8|2, (B3)

= (8| B) = 717 sinh |82, (B4)

Dey(oq) = Oc_vl(od) <B ’Msuc d)’ ﬁ> (B5)

‘/ev(od) = C;zl(od) <B ‘( s\]jcod) ‘ ﬂ> cv(od) (BG)

Let MY [k,~] and MSS*[k,~] be defined as follows:

1 Voa
Mcrr[ ] L v Vod £Cod + Dod Ry CodCley
o Ry Codccv; ’{Ocv‘i'Dcv - \/‘/cv
Vv V:ev 1— Y
(B7)
Mcor[ ] - KCeyv KV CoyCod (B8)

KV CevCod  KCod — Y

Define a convex function

B(k,7) = max {osup (Mig o)

(B9)

5, s Osup (M3d" [k
Then, for k,v > 0, we have

M[Ha’}/] < B(Ha’Y)]IAC (BIO)

The detailed proof for this proposition can be found in
Ref. [54].
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3. Functions for finite-size revision

For the estimation of phase error rate in finite-size sce-
nario, the revision functions 01,02 are required in Eqs.
(28) and (29). Here we provide the detailed expression
of them below.

With use of Azuma’s inequality, the function d;(¢) can
be obtained as

N 1
01(€) := (Cmax — Cmin) 4/ = In (—) (B11)
2 €
with ¢pin and ¢,e. defined as
Cmin ‘= min (pt_eit’%min Amﬂ"’ _p‘;rz];sh’y’ O) (B12)
Cmax ‘= Max (ps_igl,pt_eitn max A, r, O) (B13)

The function dy(e/2; N#h) satisfying the bound (29)
on Q_ can be derived from the fact that Pr[Q_|Ntash]
is a binomial distribution. The following inequality thus

holds for any positive integer n and a real § with 0 < § <
(1 = g—)n (Chernoff bound):
Pr [Q_ —q.n> 5 | Ntrash _ TL} < 2—nD(q7+5/an,)

(B14)
where

1—
D(z|ly) := zlog, g + (1 - 2)logy 1— (B15)

is the Kullback-Leibler divergence. On the other hand,
for any non-negative integer n, we always have

Pr [Q, —qgn<(l—q )n|Nwsh = n} =1. (B16)

Therefore, for any non-negative integer n, by defining
d2(e;n) which satisfies

{ D (q- + d2(e;n) /nllg-) = — logy(€) 26 > qﬁg

d2(n) =(1—-q-)n e<q”
(B17)

Appendix C: Property of LSFR-based Toeplitz hash

The property of LSFR-based Toeplitz hash can be con-
cluded as a proposition below.

Proposition 2. For the LFSR-based Toeplitz hash func-

tion hy s(M) = HpmM if p(z)|M(z) = Mp_12™™ +
-+ Mz + My, then hy (M) = 0.

Proof. We define an nxn matrix W which is only decided

by p.

Pn—1 Pn-2 - P1 Po
1 0 0 0
w=| o 1 0 0 (C1)



Then we can express s; in the construction of H,,, in
Def. 2 through s and W

=W's. (C2)

Thereafter we can rewrite hy s(M) as

hp,s(M) = HpmM

m—1
= Mys + Z M;s;
i=1 (03)

= Z M;W's
1=0
M (

where M (W) = M, W™ 14+ ...
n X n matrix.

Let f(x) be the characteristic polynomial of the matrix
W, we can calculate it as

+ W + mgl is an

f(@) = |zl —W|
T+ Pn-1 Pn-2 --- P1 Do
1 zr ... 0 O
= 0 1 ... 0 0 (C4)
0 0o ... 1 =z«

=" 4+ pp_12" " 4.+ pra+ po.
Obviously, we can find that f(z) = p(x) holds. In
other words, p(z) is the characteristic polynomial of
the matrix W. According to Hamilton-Cayley theo-
rem, we thus have p(W) = 0. Take a step further, if
p(z)|M(z), there is relation M(W) = 0 and eventually
hp,s(M) = M(W)s=0.

In our protocol, we take p, as p and Y, as s to construct
the hash function in the encryption process. Thus for
any generated string ¢ satisfying py(z)|g(z), h(g) = 0
naturally holds if p, = p, according to Prop. 2.

Appendix D: Models for numerical simulation

For the numerical simulation of performance, we as-
sume that the communication channel and Bob’s detec-
tion apparatus can be modeled by a pure loss channel
followed by random displacement. That is to say, the
states which Bob receives are given by

Praa = [ e =1V ) (1) + 2l

(D1)
where 7 is the transmissivity of the pure loss channel and
pe(y) is given by

2 2h/e
LSS

pe(y) == (D2)
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The parameter £ is the excess noise relative to the vac-
uum, namely,

(Ax?) w =(1+8/4 (D3)

We assume that Bob sets 8 = ,/nu for the fidelity
test. The actual fidelity between Bob’s objective state

|(=1)*/nm) and the model state Pfggdcl

F (phaer | (1) Vi) ((~1)° vl
= [ i | (1R =) oy

is given by

B 1

C14¢/2°
For the acceptance probability of Bob’s measurement in
the signal rounds, we assume fo () = O(|z] — z4),

where © is the standard step function. Thus the accep-
tance function represents a step function with the thresh-
old x4, > 0. In this case, the quantities defined in Eqs.
(B5) and (B6) are given by

Dy = [ 2053 frcl) o M| 3)
:4écv [erfc (\/5 (4n — B)) + erfc (\/5 (en + B))
+2e_2'82 erfc (\/gxth)} ,

(D5)
Doa = [ 203 fnc () (0 [l | )

[erfe (V2 (2w — ) +erfe (V2 (s +5))
% ate (VB ).

1
404
—2e”

(D6)

Vev(od) _/0 20— (od) (fsuc( |< }Hev od)}ﬂ>} dr —

= Dcv(od) - ng(od)
(D7)
where the complementary error function erfc(x) is defined

as f/ are

We assume that the number of “succes”
N®U¢ is equal to its expectation value

NSHC </ f(lz]) }pmodel

— g N (P 4+ P,

erfc(z (D8)

signal rounds

> )psig N

(D9)

where

p* :z/ <:|:(—1)a:v|p§§2)dcl | + (—1)%2)dx
s (D10)

- %erfC ((iﬂth F Vi) \/g) '

(Od)



Similarly, we have the assumption that the number of test
rounds N** is equal to piest N and the number of trash
rounds N%25" i equal to puasnN. The test outcome F
is estimated by its expectation value

- dPw o "
E[F] =ptestN/CT<WIpfnidcl |w>Am,r(|W_(_1) \/nul2)

_ ptestN 1— (_1)m+1 ( 5/2 )m+1
1+¢/2 1+r(14£/2)
(D11)
Additionally, as for the cost of error correction process
fN®uH(E®), we set the correction efficiency f to be 1.1
and the bit error rate E? as

p-

BV = ——.
P+ + P~

(D12)

Appendix E: Encoding methods for signing a
multi-bit message using single-bit QDS

Suppose the signer needs to sign an n-bit message M =
my ||mal| ... |mn, m; € {0,1},i=1,2,...,n, where m; is
the i-th bit of message and || represents the concatenation
between bits. Also, we denote the signature section with
[ length for message bit m; as s!

m;*°
In Ref. [59], the encoded sequence M and its signature
Sigyy is given as

M = 1111 mal[ma]| - [[ma | LILIL, (ED)
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. l4c—3 d+ec—2)| l+c—
Sigy =s{T IS I
[l e e 2 et

The encoding rule is simply appending several 1 at the
beginning and end of the raw message, which directly
gives h = n + 6. In signing process, we need a growth in
signature length with ¢(c > 2) intervals to ensure secu-
rity.

In Ref. [57], the encoding rule is to insert a bit 0 for
every x bits in raw message. The length A is calculated
to be h =n+ [ %] 42z +4, where x can be optimized for
given message length n. When it comes to the signing
process, it simply iterates the encoded sequence using
single-bit QDS. The expressions are

N =1y [11a]] - - [ Lo l|Ofma ffma ] - 0

s lmasell - Imas ]| -

sy lmgs oyl a0 10 1] - | Lo,
(E3)

Sigy =sh, st - lst . slisbu, lisbuy -~ - l1sby, llsh

st llsbu ol Db, sl -

b st b bl st - st
(E4)
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