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Abstract—Privacy-preserving voice protection approaches pri-
marily suppress privacy-related information derived from par-
alinguistic attributes while preserving the linguistic content.
Existing solutions focus particularly on single-speaker scenarios.
However, they lack practicality for real-world applications, i.e.,
multi-speaker scenarios. In this paper, we present an initial
attempt to provide a multi-speaker anonymization benchmark by
defining the task and evaluation protocol, proposing benchmark-
ing solutions, and discussing the privacy leakage of overlapping
conversations. Specifically, ideal multi-speaker anonymization
should preserve the number of speakers and the turn-taking
structure of the conversation, ensuring accurate context con-
veyance while maintaining privacy. To achieve that, a cas-
caded system uses spectral-clustering-based speaker diarization
to aggregate the speech of each speaker and disentanglement-
based speaker anonymization with a selection-based speaker
anonymizer to conceal speaker privacy and preserve speech
content. Additionally, we propose two conversation-level speaker
vector anonymization methods to improve the utility further. Both
methods aim to make the original and corresponding pseudo-
speaker identities of each speaker unlinkable while preserving
or even improving the distinguishability among pseudo-speakers
in a conversation. The first method minimizes the differential
similarity across speaker pairs in the original and anonymized
conversations to maintain original speaker relationships in the
anonymized version. The other method minimizes the aggre-
gated similarity across anonymized speakers to achieve better
differentiation between speakers. Experiments conducted on both
non-overlap simulated and real-world datasets demonstrate the
effectiveness of the multi-speaker anonymization system with the
proposed speaker anonymizers. Additionally, we analyzed over-
lapping speech regarding privacy leakage and provide potential
solutions'.

Index Terms—Single-speaker anonymization, multi-speaker
anonymization, conversation-level anonymizer

I. INTRODUCTION

Peech data is clearly defined as personally identifiable data

under the EU General Data Protection Regulation (GDPR)
[1]. Its rich information content, apart from the spoken lan-
guage itself, encompasses attributes like age, gender, emotion,
identity, geographical origin, and health status. Failure to
implement voice privacy protection measures and directly
sharing raw audio data with social platforms or third-party
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companies may result in privacy leakage [2], [3]. In the worst-
case scenario, attackers could exploit advanced generative
artificial intelligence technologies to clone or manipulate the
original speakers’ audio for voice authentication systems for
illegal purposes [4]-[6]. Another area of concern involves
deducing additional paralinguistic information from the raw
speech, leading to the creation of applications such as targeted
advertisements [7] based on factors like customer age, gender,
and accent.

One mainstream idea in the academic community to solve
this problem is to implement a user-centric voice protection so-
lution on the raw datasets before data sharing. In recent years,
efforts to protect voice privacy have primarily concentrated
on techniques like noise addition [8], voice transformation
[©], voice conversion [10]-[13], and speech synthesis [14].
However, researchers perform these studies in diverse settings,
making them incomparable.

The VoicePrivacy Challenge (VPC) held in 2020 [15],
2022 [16], and 2024 [17] provided a formal definition of
the speaker anonymization task, common datasets, evaluation
protocols, evaluation metrics, and baseline systems, promoting
the development of privacy preservation techniques for speech
technology. Given an input speech waveform uttered by a
single speaker, an ideal speaker anonymization system in VPC
should protect speaker identity information (privacy) while
maintaining linguistic and prosodic content (stress, intonation,
and rhythm) to enable various downstream tasks (utility).

The primary baseline of VPC aims to separate speaker
identity information from linguistic and prosodic content,
generating anonymized speech where only identity informa-
tion is removed. It extracts three types of features from
an original speech recording: (i) a speaker vector encoding
speaker identity information [18], (ii) content features captur-
ing linguistic content [19], and (iii) pitch features conveying
prosodic information. To hide the speaker identity of the
original speaker, a speaker anonymizer searches for several
farthest speaker vectors from the original speaker vector in
an external speaker vector pool, then averages randomly-
selected ones as the anonymized speaker vector [14], [20],
[21]. Anonymized speech is finally generated by synthesizing
speech from original content and pitch features along with the
anonymized speaker vector [22].

Following the VPC protocol, several works have proposed
improvements from various aspects. These include (i) enhanc-
ing disentanglement to prevent privacy leakage from content
and prosody features [23]-[26], (ii) improving the speaker
anonymizer to generate natural and distinctive anonymized
speaker vectors that protect speaker privacy against various
attackers [27]-[29], (iii) modifying not only speaker identity
but other privacy-related paralinguistic attributes such as age,
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gender, and accent to enable more flexible anonymization [30],
[31], (iv) exploring language-robust speaker anonymization
that supports anonymizing unseen languages without severe
language mismatch [28], [32], [33].

Although these efforts have driven forward the development
of speaker anonymization techniques, all of them mainly focus
on single-speaker scenarios—the input utterance is assumed to
contain the voice of a single speaker. This paper refers to this
as single-speaker anonymization (SSA).

Compared with SSA, real-world meetings and interview
scenarios usually contain multiple speakers, which are more
realistic and complex. These scenarios call for a multi-speaker
anonymization (MSA) system that anonymizes every speaker’s
voice (privacy) while keeping the anonymized voices distinc-
tive throughout the conversation (utility).

At the time of writing, no work explores MSA due to several
challenges. First, we lack evaluation metrics to assess the
goodness of privacy protection and utility preservation. Sec-
ond, there is no publicly available MSA tool for anonymizing
conversations directly, and current speaker anonymizers used
in SSA are insufficient to maintain distinctive relationships
within conversations. Thus, this work aims to establish a
benchmark for MSA, covering the task definition, evaluation
metrics, and baseline solutions. We further discuss privacy
leakage when speech from different speakers overlaps in a
conversation.

The contributions of this work are as follows:

o We define the criteria for MSA and introduce metrics to
assess its effectiveness in terms of privacy and utility, in-
cluding content, naturalness, and speaker distinctiveness
preservation.

o« We develop a cascaded MSA system that can handle
conversations involving multiple speakers. To achieve
this, we use a speaker diarization technique to aggre-
gate the speech of each speaker and apply the spectral-
clustering-based method to guarantee the correctness
of speaker diarization. Following segmentation, each
speaker segment undergoes individual anonymization us-
ing the disentanglement-based anonymization method
with a selection-based speaker anonymizer.

« We improve the selection-based speaker anonymizer by
proposing two conversation-level selection strategies to
generate anonymized speaker vectors. Specifically, the
first strategy aims to preserve the relationships between
different pairs of speakers in the anonymized conversa-
tion as closely as possible to those in the correspond-
ing original conversation, while the second aims to re-
duce the overall similarity among anonymized speakers.
These strategies strive for the unlinkability between the
original and corresponding pseudo-speaker identities for
each speaker while preserving distinguishability among
pseudo-speakers within a conversation.

o We validate the effectiveness of the proposed MSA sys-
tems on both simulated and real-world non-overlapping
conversations involving various numbers of speakers and
background noises. Additionally, we analyze overlapping
conversations for potential privacy leakage and propose
possible lightweight solutions.

TABLE I
COMPARISON OF SINGLE- AND MULTI-SPEAKER ANONYMIZATION.
Goals ‘ SSA MSA
Input Single-speaker Multi-speaker origi-
p original speech  nal conversation
Single-speaker Multi-speaker
Output anonymized anonymized
speech conversation
Privacy ‘ Conceal each original speaker’s identity
Content ‘ Maintain content
>
= Naturalness‘ Maintain naturalness
= Speakers within one
conversation should
Speaker Depends on N
.. be distinctive, and
distinc- downstream .
. turn-taking structure
tiveness tasks .
should remain con-
sistent

II. RELATED WORK ON
SINGLE-SPEAKER ANONYMIZATION

This section reviews SSA, which serves as the foundation
for this study, including the goals outlined in VPC [15]-[17],
as well as traditional and advanced SSA approaches.

A. Goals of Single-speaker Anonymization

The goals for SSA are listed on the left side of Table I. The
input of SSA is single-speaker original speech, and the output
is anonymized speech. Specifically, VPC treats the SSA task
as a game between users and attackers. Suppose users publish
their anonymized speech after applying the SSA system to
their original private speech, which involves only one speaker.
This anonymized speech should conceal speaker identity when
facing different attackers while keeping other characteristics
unchanged to maintain intelligibility and naturalness, enabling
downstream tasks to be achieved.

For privacy evaluation, assume attackers have different
levels of prior knowledge about the speaker anonymization
approach applied by the users. The attackers then use this
prior knowledge to determine the speaker identity in the users’
anonymized speech.

For utility evaluation, the primary downstream task for
anonymized speech was automatic speech recognition (ASR)
model training, where preserving speech content, intelligibil-
ity, and naturalness in anonymized speech is paramount. The
other utility metrics, such as speaker distinctiveness preserva-
tion, depend on downstream tasks. For example, when using
SSA to generate a privacy-friendly synthetic automatic speaker
verification (ASV) dataset [34], speaker distinctiveness should
be preserved. This means that the anonymized voices of all
speakers must be distinguishable from each other and should
not change over time. Hence, speaker-level anonymization
[15] is applied, where all utterances from the same speaker
in the dataset are converted to the same pseudo-speaker,
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while utterances from different speakers have different pseudo-
speakers. This process requires the original speaker labels.

In VPC 2024 [17], in addition to ASR, emotion analysis
is considered as another downstream task. Preserving emotion
traits in anonymized speech became essential while speaker
distinctiveness is not necessary. In line with the considered
application scenarios, utterance-level anonymization [17] is
applied, where each utterance is assigned to a pseudo-speaker
independently of other utterances. The pseudo-speaker as-
signment process does not rely on speaker labels, typically
resulting in a different pseudo-speaker for each utterance. Note
that assigning a single pseudo-speaker to all utterances also
satisfies this definition.

B. Single-speaker Anonymization Approaches

1) Single-speaker anonymization approaches from VPC:
Following VPC baseline models, SSA approaches can be cat-
egorized into digital signal processing- and disentanglement-
based methods. Digital signal processing methods perceptively
modify speech to conceal the original speaker’s identity.
For instance, VPC provided one baseline where the speaker
attributes are altered using the McAdams coefficient to shift
the spectral envelope [15]-[17]. However, this approach may
distort the content, even though the speaker’s privacy is being
protected, making it less effective than disentanglement-based
methods [15]-[17].

Two hypotheses underlie disentanglement-based
approaches. First, speech can be explicitly decomposed into
content, speaker identity, and prosodic representations, where
speaker identity is a time-invariant representation across the
utterance, while content and prosody are time-varying. This
enables the modification of content and other paralinguistic
attributes independently. Second, the representation of speaker
identity carries most of the speaker’s private information;
modifying the original speaker representation can hide the
majority of speaker identity information. The modified
speaker embeddings are finally combined with the original
content and prosody representations to generate anonymized
speech.

Because disentanglement-based SSAs show superior effec-
tiveness in preserving speaker privacy and maintaining utility,
the majority of speaker anonymization studies have adopted a
similar disentanglement-based framework, with improvements
made from several perspectives.

2) Improved speech disentanglement: Several works argue
that the disentanglement of linguistic information extracted
from the content encoder and prosody still contains original
speaker information. To address this, modifications are made
to the content and prosody. For instance, [23] removed speaker
information from pitch and linguistic information by introduc-
ing differentially private noise. [24] modified pitch and speech
duration to remove the speaker identity information residual
in pitch contours and their dynamics. [25], [26] enhanced
the disentanglement by removing speaker information from
the acoustic model using vector quantization. [35] proposed
a neural audio codec-based approach, known for generating
high-quality synthetic speech when combined with language

models, effectively bottlenecking speaker-related information
to enhance privacy protection.

3) Improved speaker anonymizer: A widely-used selection-
based speaker anonymizer [20], [21] replaced an original
speaker vector with a mean vector (pseudo-speaker vector) of a
set of randomly-selected speaker vectors from an external pool
of English speakers. Previous research [15], [16] has demon-
strated that anonymized voices generated by selection-based
anonymizers have limited variability due to the average oper-
ation on speaker vectors. There have been recent attempts to
preserve speaker distinctiveness. One of the top SSA systems
[27] submitted to VPC 2022 utilized a generative adversarial
network (GAN) to generate artificial speaker embeddings. This
GAN was trained to turn random noise into artificial speaker
embeddings that follow a similar distribution as the original
speaker vectors. Another interesting work [28] is based on
an orthogonal householder neural network (OHNN), which
rotates the original speaker vectors into anonymized speaker
vectors while ensuring they maintain the distribution over the
original speaker vector space to preserve the naturalness of
the original speech. The most recent work [29] models a
matrix related to speaker identity and transforms it into an
anonymized singular value transformation-assisted matrix to
conceal the original speaker identity, generating more natural
and distinctive anonymized speech.

4) Flexible attribute anonymization: SSA, as defined by
VPC, focuses solely on removing speaker identity from the
original speech while leaving the linguistic content and other
paralinguistic attributes unchanged like age, gender, emotion,
and dialect. However, these paralinguistic attributes, which
also contain sensitive personal information, could potentially
disclose a speaker’s privacy, including geographical back-
ground, social identity, and health status [30], [31]. Re-
searchers have explored techniques aimed at protecting voice
privacy by concealing various privacy-related characteristics,
such as age, gender, and accent from speech signals.

5) Language-robust speaker anonymization: Another as-
pect of research aims at a SSA solution that can be applied to
speech for unseen language. Self-supervised learning (SSL)-
based speaker anonymization has been proposed [28], [30],
[32], which utilizes an SSL-based content encoder to extract
general context representations regardless of the input speech
language. The entire system requires no text labels or other
language-specific resources, enabling the system to anonymize
speech data from unseen languages.

Applying SSA techniques directly in conversations would
convert multi-speaker interactions into a single pseudo-
speaker, thereby completely erasing the turn-taking informa-
tion crucial for MSA. However, most SSAs can be extended
to handle the multi-speaker conditions with additional compo-
nents. In this work, we select SSL-based SSA as the backbone,
as it has been verified to maintain good intelligibility, natu-
ralness, and applicability across multiple languages [28], [32],
[33]. This will be detailed in Section IV-B.
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Fig. 1. Privacy and utility evaluation for MSA. FAR metric assesses privacy, and WER, PMOS, and DER metrics assess utility. For FAR computation, ”O-O
pos” represents both the enrollment and test segments being from the same original speaker, while ”O-O neg” represents those from different original speakers.
”0O-A” represents the enrollment segment being from the original speaker and the test segment being the corresponding anonymized segment. FAR is the ratio

of the black lines outlined area to the yellow area.

III. GOALS AND EVALUATION METRICS FOR
MULTI-SPEAKER ANONYMIZATION

This section defines the goals of MSA, along with highlight-
ing the differences from the SSA goals described in Section
II-A. Various metrics are then established to assess MSA
effectiveness in terms of privacy and utility.

A. Comparison of Goals for Single-speaker and Multi-speaker
Anonymization

An ideal MSA system should ensure safeguarding each
speaker’s privacy and preserving content and naturalness,
which is similar to SSA. Additionally, it should maintain the
original number of speakers and the conversational turn-taking
structure, thereby accurately conveying the context. Table I
summarizes and compares the goals for SSA and MSA across
four perspectives: input type, output type, privacy, and utility.

The common objectives includes privacy protection, speech
content preservation, and speech naturalness preservation. The
differences are highlighted in grey cells. For input type, SSA
takes a single-speaker original speech, while MSA takes a
multi-speaker original conversation. Accordingly, their output
types are a single-speaker anonymized speech and a multi-
speaker anonymized conversation, respectively. In terms of
speaker distinctiveness, SSA highlights that the preservation of
speaker distinctiveness depends on downstream tasks involving
a single speaker in each utterance, such as ASV or emotion
recognition as described in Section II-A. However, MSA
emphasizes preserving speaker distinctiveness within a single
conversation, especially in scenarios where speaker labels are
unknown, ensuring that all segments from the same speaker
are attributed consistently to a single pseudo-speaker while
maintaining the original number of speakers before and after
anonymization to retain the logical context of the conversation.

As the input types are different, unfortunately, both
utterance-level and speaker-level anonymization used in SSA
cannot be directly applied to MSA. For example, an input con-
versation with multiple speakers’ voices would be anonymized
into a single pseudo-voice, resulting in a complete loss of turn-
taking information from the original conversation. Therefore,
it is essential to identify segments from different speakers and
anonymize each speaker’s segments individually to keep the
utility of the anonymized conversation. The proposed solutions
will be illustrated in Sections IV-B and V.

B. Evaluation Metrics

The Fig. 1 illustrates the evaluation process for MSA. We
use one privacy metric to assess privacy protection and three
utility metrics to assess content preservation, naturalness, and
speaker distinctiveness in anonymized conversations, respec-
tively. All metric computations rely on pre-trained evaluation
models. Notably, except for speaker distinctiveness, which
is assessed on anonymized conversations, the computation
of other metrics is conducted on single-speaker segments
aggregated using diarization results from both the original and
anonymized conversations.

1) Privacy metrics: To evaluate the effectiveness of speaker
privacy protection in anonymized speech, we take the view-
point of the attacker who uses an ASV model (ASV,.) to
guess the speaker identity from the anonymized speech. Given
an unanonymized (original) reference utterance from a targeted
user, the attacker uses the ASV model to measure how similar
an anonymized utterance is to the reference in terms of speaker
identity. The similarity (i.e., the ASV score) should be low
for a well anonymized utterance. However, if there is some
leakage of the speaker identity in the anonymized utterance,
the ASV score may be higher than the ASV threshold, leading
the attacker to accept the hypothesis that the anonymized
utterance and the reference are uttered from the same speaker.
The ‘success’ rate of the attacker’s guess is equivalent to the
ASV false accept rate (FAR). The pair of an anonymized
utterance and unanonymized reference is considered to be
negative data, while that of an unanonymized utterance and
reference from the same speaker is considered to be positive
data. Similar metrics have been used in other security fields,
e.g., membership inference attack [36], [37].

To further explain the FAR, we first define three types of
enrollment and test pairs that are used to compute the FAR.
Given M original (O) and anonymized (A) conversations,
C7" is the m-th original conversation with N,, speakers and
m € [1, M]. xI"™ is the aggregated single-speaker segment for
speaker n in original conversation C7"*. Similarly, C7"* is the
m-th anonymized conversation. x;*" is the aggregated single-
speaker segment for speaker n in anonymized conversation
crr.

e O-O positive pairs: x;*"* is split in half, denoted by
xg" ") and xg" "(2), to form positive pairs for each
conversation, and then traverses all conversations. This
traversal process uses the union of sets | J to encompass
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all positive pairs:

M Ny,

Ppositive = U U {(Xgm(l)axgm@))}a (1)

m=1n=1
o 0O-0 negative pairs: different speaker segments from each
conversation that traverse all conversations form negative
pairs :

P, negative

P (=

Ny,

U, 7). )
1n=1

k#n

e O-A pairs: the original single-speaker segment and its
corresponding anonymized segment form as O-A pairs:

M Ny,
Poa=J UL =3 3)
m=1n=1

ASVeya is then utilized to select a threshold corresponding
to the equal error rate (EER), where the FAR and the false
rejection rate (FRR) are equivalent, using Fpositive and Pregative
from the original conversation. Subsequently, Fp.A is input to
ASVeya to calculate cosine similarity and compute the FAR.
This FAR is determined as the number of false acceptances
(under the threshold identified using original segments) di-
vided by the total number of Pp .

A lower FAR indicates that ASV,,, identifies anonymized
test segments as dissimilar to their corresponding original
enrollment segments, suggesting that most anonymized con-
versations conceal speaker identities, thereby safeguarding the
speakers’ privacy.

2) Utility metrics:

a) Word error rate: To assess how well speech content is
preserved in anonymized speech, the word error rate (WER)
is computed by using an ASR evaluation model denoted as
ASReya. A lower WER, similar to that of the original speech,
indicates a good speech content preservation ability.

b) Predicted mean opinion score: To assess how well
speech naturalness is preserved in anonymized speech, the
predicted mean opinion score (PMOS) is computed by a
mean opinion score (MOS) prediction network [38] denoted
as MOSeya. A higher PMOS, similar to that of the original
speech, indicates a good speech naturalness preservation abil-
ity.

c) Diarization error rate: To assess how well the speaker
distinctiveness is preserved in anonymized conversations, the
diarization error rate (DER) is computed by a speaker diariza-
tion (SD) evaluation model denoted as SDey,. Anonymized
conversations with similar speaking turns and speaker distinc-
tiveness to the original speech will achieve a DER similar to
the original ones. Conversely, higher or lower DER than those
of original conversations means worse or better distinctiveness
preservation, respectively.

IV. A CASCADED MULTI-SPEAKER
ANONYMIZATION SYSTEM

Given the absence of publicly accessible MSA tools for
users to directly use in anonymizing conversations, this section
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Fig. 2. Pipeline of cascaded MSA, where the SD module is first used
to aggregate single-speaker segments, followed by disentanglement-based
anonymization for individual anonymization.

addresses this gap by proposing a cascaded MSA system, as
shown in Fig. 2.

The original conversation speech is fed into the SD module
to generate rich transcription time-marked (RTTM) informa-
tion for each speaker. The RTTM data is crucial as it serves
as a foundation for aggregating the speech of each speaker
and reconstructing the conversation sequentially. Subsequently,
the individual single-speaker speech aggregated on the basis
of RTTM data is anonymized to the same pseudo-speaker,
while the speech from different speakers is anonymized into
distinct pseudo-speakers”. Notably, the background audio re-
mains unaltered to preserve the authenticity and realism of
the conversation. In this work, the widely-used spectral-based
SD and the SSL-based SSA approach with selection-based
anonymizer are chosen to establish a basic MSA framework”.
The details of each component are provided in the following.

A. Speaker Diarization

The spectral clustering-based SD system involves multiple
stages [39], [40], as illustrated in Fig. 2. First, a voice activity
detection (VAD) system is used to filter out the non-speech
regions. The active speech regions are then split into short
fixed-length segments with a specific overlapping ratio. Sub-
sequently, a pre-trained speaker embedding extractor is used
to extract speaker vectors for each segment. Following this, a
scoring backend, such as cosine scoring or probabilistic linear
discriminant analysis (PLDA) [4 1], [42], is applied to compute
similarity scores between pairs of segments. A clustering algo-
rithm [43]-[45] is then used to assign a unique speaker label
to each segment. Finally, the clustering results are summarized
into the RTTM file, which contains the start time, duration, and
speaker ID for each talking segment, providing the foundation
for separating the speech of individual speakers.

2speaker-level anonymization
3Note that this pipeline is not limited to a specific SD and speaker
anonymization method.
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Fig. 3. Tllustration of proposed differential and aggregated similarity-based
anonymized speaker vector selection methods for N = 3 speakers. Differen-
tial similarity constraints (middle) maintain original relationships (left), while
aggregated similarity constraints (right) maximize speaker differentiation.

B. Speaker Anonymization

Considering the goals for achieving MSA, we select the
SSL-based SSA as the backbone as it has been verified to
maintain good intelligibility and naturalness, and can be used
for multiple languages [28], [32], [33]. After using the RTTM
to aggregate the speech of each speaker and background audio,
the speaker anonymization system anonymizes the speech of
each speaker separately. Specifically, the system involves three
steps, as shown at the bottom of Fig. 2.

Original speech disentanglement: The first step aims to disen-
tangle the original speech into different components represent-
ing various speech attributes. This includes extracting frame-
level content features via SSL-based content encoders [32],
[33], frame-level FO using the YAAPT algorithm [46], and
segment-level original speaker vectors individually for each
speaker via ECAPA-TDNN [47] models. This helps separate
speaker identity information from linguistic and prosodic
content, facilitating the concealment of speaker identity in the
following step. This step aims to modify the speaker vectors
for anonymization.

Speaker anonymizer: Hiding the original speaker’s identity
for each speaker is crucial. Most works focus on modifying
the original speaker embeddings using a speaker anonymizer,
assuming that identity is mainly encoded in them. One
commonly-used speaker anonymizer used in VPC baseline
systems and based on an external pool is called selection-based
anonymizer. It involves searching the K farthest same-gender
speaker vectors from an external speaker vector pool, then
averaging K* < K randomly-selected ones as the anonymized
speaker vector. Selecting the K farthest speaker vectors as
candidates to generate the anonymized speaker vector en-
sures that the anonymized speech does not sound like the
original speaker, thus protecting the original speaker privacy.
Averaging K* randomly-selected speaker vectors from the K
candidates helps prevent the leakage of speaker privacy for the
pool speakers.

Anonymized speech generation: The anonymized speaker vec-
tor, original prosody, and content features are then fed into
the neural vocoder HiFi-GAN [48] to generate individual
anonymized segments. These segments are reconstructed into
an anonymized conversation utilizing the temporal information
provided in the RTTM file.

V. CONVERSATION-LEVEL SPEAKER ANONYMIZER FOR
MULTI-SPEAKER ANONYMIZATION

The cascaded MSA described in Section IV-B, utilizing
existing modules, i.e., SD and SSA, can anonymize conversa-
tions. However, the speaker anonymizer designed for SSA only
considers speaker privacy protection, lacking consideration
for speaker distinctiveness in conversations. This section will
enhance the speaker anonymizer of the cascaded MSA by
proposing two conversation-level anonymization approaches.

Algorithm 1: Anonymization function f

Data: X, = {x!,..., 2 }: original speaker vectors
Ya={y},...,y}: external pool
L, number of farthest speaker vectors
Lprune: number of speaker vector choices to keep during
greedy search
// Similarity matrices
1 S%o¥Ya « compute similarity matrix given X, and V,.
2 S%o%o < compute similarity matrix given Xj.
3 SYaYa < compute similarity matrix given V.
// Matrix to save the indices of farthest speakers
s D€ RN X Liar

// Protecting privacy

s foreach i € [1, N] do

L // for each speaker, choose Lg,, farthest speaker vectors from pool

as candidate speaker vectors
D[i] = argsort(STo¥a [i])[: Ly
// Maintaining utility

// Buffer to save external candidate speaker index and similarity
7 8 = [([D1],0.0), ([D1.2],0.0), -+ . (ID1,1,,],0.0)]
8 5=
9 foreach i € [2, N] do
10 foreach (I, s) in s do

// l: a list of speaker indices and represents one possible
speaker vector choice for previous i-1 speakers

// s: the similarity score

1 foreach j in D[i] do

12 case Use L in Eq.(7) do

// speaker distinctiveness preservation: the sum of

cosine similarities is minimum

13 foreach k in 1l do
14 L s=s+ S;‘,;x“
15 case Use L in Eq.(6) do

// speaker distinctiveness preservation: the sum of

cosine similarities between X and Y is minimum

16 foreach & in 1l do

17 L s=s+ ’S;C‘;C“ - Si‘,’f"
18 =1+ {5}

19 | 8=35+ {l,s}

// sorting based on the value of s

20 8 = sort(8)

// update the statistics and keep the Lprupne choices with the
smallest similarities

ua | s= 3[: Lprune]

22 foreach ¢ in s[N][0][0] do

// the list s has length N, each element s[i] has length Lpryne, the
first element s[i][0] is a tuple (I, s), where l is the list of
speakers indices under the minimum similarity s. Likewise,
s[N][0][0] is N speaker indexes under the minimum similarity.

// Retrieve the index for each speaker

n | k= s[N][O][0][i

//’Assign the selected external vector

u | wl=yf

Output: Anonymized vectors X, = {z}!,--- &N}

Given one conversation with N speakers, let us denote their
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original speaker vectors as X, = {x},...,z}, where " €
RP is the D-dimensional segment-level speaker vector of the
n-th speaker®. Let the external pool with P speaker vectors
be Vo, = {yl,...,yl}, where y§ € RP Vp € [1,P] and
P > N. The anonymization algorithm defines a function f :

RP x RPXP 5 RP which produces an anonymized vector
xl = f(x?,V,) for each x? € X,. Note that the external pool

Y, is sourced from speakers different from the N speakers to
be anonymized”.

Our goal is to design f so that the anonymized speaker
vectors well conceal the speakers’ identities and stay distinc-
tive across speakers. Before explaining how the goodness of
anonymization is measured, let us define a similarity matrix
S¥ev € RN*P| where the element S; ;y“ is equal to the
similarity between the original vspeaker/ vector x! and the
candidate anonymized vector y3. A common choice is to
compute the cosine similarity, i.e.,

il ,d
Srave = Lo Ya — 4)
@y @yl il

Similarly, we define SYa¥a € RP*F that measure the similar-
ities among candidate anonymized speaker vectors.

After selecting the anonymized speaker vectors for each
speaker, the similarities between the original and selected
anonymized speaker vectors can be represented:

T
ToTa m?) mg
Si,j = —. 5)
xixi.xl )
o o a a
Additionally, S¥o%> ¢ RV*N and S%ea%a ¢ RNXN gre

defined to measure the similarities among original and selected
anonymized speaker vectors, respectively.

As explained in Section III-A, in an ideal MSA, pseudo-
speakers should meet two criteria:

o Protecting privacy: to hide the original speaker identity,
an original speaker vector and its anonymized version
should be dissimilar. This means that S;;** should be
small for Vi € [1, N] and the sum of these similarities
can be represented as Y Sigte.

o Maintaining utility: to maintain speaker distinctiveness
after anonymization, S;¢** should be small for Vi # j.
Two approaches are proposed to achieve good utility.

e Differential similarity (DS): This approach main-
tains the utility by minimizing the difference be-
tween the similarity of the original speaker pair
(e.g., ! and x]) and that of the corresponding
anonymized speaker pair (e.g., ! and x3), calculated

as Zz Z] i+1 !Smumu Si’;fﬂo

4Each speaker has multiple segments in a conversation. These segments are
aggregated into one single-speaker speech on the basis of diarization results,
and then the speaker vector for each speaker is extracted, denoted x('.

5To protect the identity of the speakers in the external pool, we average the
ten most similar gender-consistent speaker vectors along with the original pool
speaker vector itself to generate a replacement for this pool speaker vector.
This is unlike the usual settings where the speaker vectors in the external pool
are unanonymized.

TABLE II
NOTATIONS FOR THE EVALUATED MSA.

Notation Optimization level Speaker anonymizer

OHNN

Aounn [28] Speaker-level

Asereet [32] Speaker-level Selection-based
Apg Conversation-level Minimum £AS
Apg Conversation-level Minimum £PS

o Aggregated similarity (AS): This approach directly
minimizes the similarities across anonymized speak-
ers S;’4"*, to achieve better differentiation between
speakers calculated as S~ ' S i1 SigTe

Fig. 3 illustrates the aforementloned DS and AS approaches
when N = 3. Combining both privacy and utility constraints
leads to two loss functions:

N
SICEES Pt
i=1

1=1 j=i+1

£P5(X,, D, f) Sl

(6)

and

EAS(XO7ya7 f)

N
= Srete 4 Z Z Sfate. (7)
i=1 i=1 j=i+1
To minimize the loss function (either Eq.(6) or Eq.(7)),
we design an f and describe it in the python-like Algorithm
1. Note that we perform gender-dependent anonymization in
this implementation. This is done by separating the input ),
and X, into gender-dependent subsets and execute Algorithm
1 separately for female and male. This guarantees that the
gender of each speaker remains the same before and after
anonymization. When no gender annotation is available, a pre-
trained gender recognition model predicts the gender.

VI. EVALUATION

In this section, we primarily evaluate the proposed system
on non-overlapping datasets using various privacy and utility
metrics described in Section III-B. This includes assessments
on simulated datasets with different numbers of speakers, both
clean and noisy speech, as well as real-world conversations.
Finally, we analyze the potential privacy leakage in overlap-
ping segments.

A. System Configurations

1) Multi-speaker anonymization configurations: All the
MSAs examined in this work are based on cascaded struc-
tures, utilizing SD and SSL-based speaker anonymization with
various speaker anonymizers, all of which are well-pretrained
models. The proposed conversation-level speaker anonymizer
is a selection procedure with specific conditions, eliminating
the need for additional training.

For SD, we apply the efficient and robust spectrum
clustering-based approach, which is implemented with the
WeSpeaker Toolkit © [49]. It first performs Silero-VAD 7 to

Shttps://github.com/wenet-e2e/wespeaker/tree/master
7https://github.com/snakers4/silero-vad
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remove the silent segments, then splits the long audio into
the 1.5-second segments. Note that these segments have 0.75
seconds of overlapping. Each segment is fed into the speaker
recognition model, which is a context-aware masking-based
structure [50] pre-trained on the VoxCeleb2 dataset [51]. After
that, spectral clustering [39], [40] is performed to aggregate
the segments into several speakers by analyzing the similarity
metrics. The diarization results are saved into the RTTM file,
which summarizes the timestamp of each speaker’s active
speech segments.

Table II lists the notations for the different MSA ap-
proaches that were examined. Apognyny and Ageject are the
cascaded MSAs using speaker-level speaker anonymizers de-
signed for SSA. Aps and Asg are those using the pro-
posed conversation-level speaker anonymizers. Specifically, all
approaches share the same backbone, utilizing the YAAPT
algorithm [46] to extract the fundamental frequency (FO0);
the ECAPA-TDNN architecture, with 512 channels in the
convolutional frame layers [47], provides 192-dimensional
speaker identity representations; the HuBERT-based soft con-
tent encoder [52] uses a convolutional neural network (CNN)
encoder along with the first and sixth transformer layers from
the pre-trained HuBERT base model. It downsamples a raw
audio signal into a continuous 768-dimensional representation,
subsequently mapped to a 200-dimensional vector using a
projection layer to predict discrete speech units. These units
are derived by discretizing the intermediate 768-dimensional
representations through k-means clustering® [53], [54]. The
configuration of HiFi-GAN is consistent with [53]. Additional
training procedures are detailed in [32].

Aognn, the state-of-the-art speaker-level —speaker
anonymizer that achieves good speaker distinctiveness for
single-speaker utterances, uses an OHNN-based anonymizer
trained on authentic VoxCeleb2, utilizing random orthogonal
Householder reflections with a random seed of 50 for
parameter initialization. An additive loss function is used,
combining weighted angular margin softmax and cosine
similarity. Training details are available in [28].

Agelect, the commonly-used speaker anonymizer, uses a
selection-based strategy that identifies the 200 farthest same-
gender speaker vectors from an external speaker vector pool
(specifically LibriTTS-train-other-500 [55]), subsequently av-
eraging 10 randomly-selected ones as the pseudo-speaker
vector’.

Both A 45 and Apg are based on the same external speaker
vector pool as Agerect- Liar = 200, Lprne = 10,000. The
gender recognition model used before selecting an anonymized
speaker vector from the pool is a fine-tuned version of
wav2vec2-xlIs-r-300m'® on Librispeech-clean-100. It achieves
99% accuracy on the LibriSpeech test-clean subset.

8https://github.com/pytorch/fairseq/tree/main/examples/textless_nlp/gsim/
speech2unit

910 vectors instead of the default setting of 100 used in VPC, as it has been
demonstrated that averaging 100 (large number) vectors significantly reduces
the distinctiveness of anonymized speakers [17].

10https://huggingface.co/facebook/wav2vec2-xlIs-r-300m

TABLE III
SIMULATED DATASETS STATISTICS (MIN/AVERAGE/MAX)
# Spk  # Utt Duration (s) Speech ratio (%)
2 1121 3.04 /1470 / 76.28 64.37 / 93.21 / 100.00
3 821 4.23/21.18/101.50 67.35/94.68 / 100.00
4 623 8.27/29.02/123.01 82.97/95.41/100.00
5 500 12.30/36.32/100.38  80.48 / 95.64 / 99.89
TABLE 1V
VOXCONVERSE DATASET STATISTICS (MIN/AVERAGE/MAX)
# Spk # Utt Duration (s) Speech ratio (%)

1/285/9 56 21.99/149.03 / 426.14 10.73 / 86.66 / 99.75

B. Evaluation Setup

1) Evaluation datasets:

a) Simulated datasets: We simulated four different sub-
sets using the LibriSpeech test-clean subset, which includes
5 hours of audio from 40 speakers [56]. Detailed information
about the simulation data is presented in Table III. Each subset
contains a fixed number of speakers, with the number varying
from 2 to 5 across different subsets. The total duration for each
subset is 5 hours, and there is no overlap between speakers.

In addition to the clean subsets, we also simulated another
four corresponding subsets augmented with background noises
from the MUSAN collection [57], scaled with a randomly-
selected signal-to-noise ratio (SNR) from 5,10,15,20 dB.
Furthermore, with a 50% probability, we randomly selected
room impulse responses (RIR) [58] to introduce reverberation,
simulating far-field audio.

b) Real-world dataset: YoxConverse [59] is a real-world
conversational dataset derived from YouTube. We selected
2.31 hours of non-overlapping conversations, each lasting less
than 7 minutes, from the development set. Table IV provides
the statistics of the selected conversations.

2) Evaluation models: ASVe, is the publicly available
ECAPA-TDNN model!!, trained on VoxCelebl [60] and 2
[51]. ASReyy is a model fine-tuned on LibriSpeech-train-960
[56] from wav2vec2-large-960h-1v60-self'?, using a Speech-
Brain [61] recipe”. SDeya is the same speaker diarization
model used in MSA. For MOSea [38], is a model fine-
tuned on the Blizzard Challenge for TTS [62] and the Voice
Conversion Challenge [63] from wav2vec2-base'* by mean-
pooling the model’s output embeddings, adding a linear output
layer, and training with L1 loss. We utilized the predicted
MOS instead of human perception-based MOS from listening
tests due to time and cost constraints. The predicted MOS is
reasonably well-aligned with human perception [38]. In our
previous work [28], we demonstrated that the ranking of the
predicted MOS of original and anonymized speech, generated
by different speaker anonymization systems, is consistent
with those from listening tests conducted by VPC [15]. This
observation holds for clean datasets, and therefore we only

https://huggingface.co/speechbrain/spkrec-ecapa-voxceleb
2https://huggingface.co/facebook/wav2vec2-large-960h-1v60-self
Bhttps://huggingface.co/speechbrain/asr-wav2vec2-librispeech
https://huggingface.co/facebook/wav2vec2-base
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Fig. 4. Sum of similarities for all combination speaker pairs per conversation,
and Apg using predicted RTTM on clean simulation datasets.
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TABLE V
FAR(%) | ON ORIGINAL, RESYNTHESIZED, AND ANONYMIZED SEGMENTS ON SIMULATED CONVERSATIONS USING THE REAL RTTM.
Clean Noise
Resyn  AounnN  Aseciect Aps Aas | Resyn Aounn  Aselect Aps  Aas
2-spk | 99.52 2.90 0.04 312 3.12 | 96.18 1.98 0.57 .36 1.93
3-spk | 99.35 2.71 0.40 246 246 | 95.15 2.18 0.93 1.33  1.74
4-spk | 99.48 3.06 0.24 2.54 2770 | 94.77 2.54 0.72 1.61 1.53
5-spk | 99.56 3.19 0.48 254 198 | 94.31 2.42 1.01 1.53  1.29
TABLE VI
FAR(%) | ON ORIGINAL, RESYNTHESIZED, AND ANONYMIZED SEGMENTS ON SIMULATED CONVERSATIONS USING THE PREDICTED RTTM.
Clean Noise
Resyn  AounN  Aseiect Aps Aas | Resyn Aounn  Aselect Aps  Aas
2-spk | 98.97 4.31 1.03 2.06 2.21 | 94.60 1.49 0.56 142 1.15
3-spk | 98.95 4.30 1.05 1.81 1.35 | 95.72 2.10 0.45 1.40 091
4-spk | 99.35 6.69 1.11 2.58 1.89 | 97.69 4.13 1.86 1.38 1.69
5-spk | 99.72 8.66 2.70 345 247 | 98.92 3.61 1.22 1.81 1.26
computed PMOS for clean simulated datasets in the following TABLE VII
eXperiments. WER(%) | ON ORIGINAL AND ANONYMIZED AUDIOS
Note that except .for the'DER computation, W'here S Deval ‘ Original Aopny  Aseeet  Aps  Aas
takes the conversation as input, the other metrics’ compu-
tations require RTTM to split the original and anonymized Clean 1.89 249 250 250 251
Noise 5.58 13.44 13.69 13.70 13.70

conversation into single-speaker segments. In real MSA ap-
plications, we assume there is no RTTM available. MSA
produces predicted RTTM using the SD model and then
uses this RTTM to split and reconstruct the audio. In our
experiments, we also provide the results using real RTTM
(ground truth) as the upper baseline.

C. Experimental Results on non-overlapping conversations

1) Examination of the proposed conversational-level
speaker anonymizers: First, we examine whether A4g and
Apg learn as the optimization objectives. Fig. 4 plots the sum
of similarities for all speaker pair combinations per conversa-
tion, with each pair consisting of two different speakers, for the
original data, A 4g, and Apg using predicted RTTM on clean
simulation datasets. Overall, the sum of similarities for A 45 is
the lowest across all scenarios with different numbers of speak-
ers, ensuring better speaker distinctiveness of anonymized
speakers. Apg mimics the original conversation distribution,
and the sum of similarity for each conversation matches that of
the original conversation. However, as the number of speakers

increases, it becomes more difficult to obtain a similar sum,
resulting in more fluctuations and outliers.
2) Results on simulated datasets:

a) Privacy Protection: Tables V and VI show the FARs
for simulation datasets using real and predicted RTTM, respec-
tively. Both tables exhibit similar trends: resynthesized speech
without any protection/anonymization achieves nearly 100%
FAR, indicating complete leakage of the original speaker iden-
tity. With different MSAs, FARs can be reduced to less than
3%, indicating effective speaker identity protection. To further
visualize privacy protection ability, Fig. 5 plots the cosine sim-
ilarities between pairs of speaker vectors extracted from orig-
inal and anonymized segments for clean simulation datasets.
The cosine similarity distributions of the original-anonymized
pairs (yellow) have much less overlap with original-original
pairs (red) in the right four subfigures, demonstrating the
strong privacy protection offered by different anonymization
methods.
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Fig. 5. Cosine similarities on 2-speaker clean conversation using predicted RTTM. The blue distribution represents the negative pairs formed by different
speakers within one conversation. The red distribution represents the positive pairs formed by two 1.5-second segments split from 3-second single-speaker
segments. The yellow distribution represents the pairs formed by original-anonymized segments.

TABLE VIII
DER(%) \L ON ORIGINAL, RESYNTHESIZED, AND ANONYMIZED SEGMENTS ON SIMULATED CONVERSATIONS USING THE REAL RTTM.
Clean Noise
Original | Resyn Aognn  Asecieet Aps  Aas | Original | Resyn  Aognn  Aseleet Aps  Aas
2-spk 4.26 4.26 5.88 5.04 4.45 4.33 497 4.01 6.53 7.01 4.96 4.87
3-spk 10.38 10.38 11.43 1146 10.73 10.92 10.80 10.86 12.30 13.00 11.61 10.39
4-spk 13.15 13.63 14.86 15.92 14.02 13.88 14.41 13.89 15.49 17.88 14.83 1391
5-spk 15.55 16.22 17.67 18.54 1543 14.90 16.90 16.12 17.84 21.86 16.36 16.18
TABLE IX
DER(%) \L ON ORIGINAL, RESYNTHESIZED, AND ANONYMIZED SEGMENTS ON SIMULATED CONVERSATIONS USING THE PREDICTED RTTM.
Clean Noise
Original | Resyn Aognn  Asecieet Aps  Aas | Original | Resyn  Aognn  Aseleet Aps  Aas
2-spk 4.26 5.51 14.82 7.06 5.92 5.86 4.97 6.00 15.82 7.69 6.11 6.43
3-spk 10.38 11.30 19.82 1320 11.61 1191 10.80 11.88 22.37 13.33 12.22  11.79
4-spk 13.15 14.67 27.04 17.08 1490 14.74 14.41 15.17 28.89 18.16 15.59 1591
5-spk 15.55 16.63 33.17 19.98 1746 17.15 16.90 17.98 34.45 21.12 18.64 17.69
5.0 _
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Fig. 6. PMOS (1) on original, resynthesized, and anonymized segments split from clean simulation datasets.

b) Content preservation: The first row of Table VII
shows the WERs on the original LibriSpeech test-clean subset
used to simulate the conversation and its anonymized audios
using different speaker vector anonymization methods. The
second row presents the results for the noisy dataset, which
adds background noises to the original LibriSpeech test-
clean subset. All anonymized audios obtain higher WERs
than those of original audios. For the clean condition, the
absolute difference between the original (1.89%) and different
anonymized audios (around 2.50%) is about 0.61%. For the
noisy condition, this difference increases to about 7.12% =
13.70% — 6.58%, as ASRey is trained on clean speech,
leading to more mismatches when decoding noisy speech. The

differences among different anonymization methods are minor
and the speech content is preserved at an acceptable level after
anonymization.

c) Speaker distinctiveness preservation: Tables VIII and
IX show the DERs for simulation datasets using real and pre-
dicted RTTM, respectively. Common conclusions from these
tables include the following. (i) Resynthesized speech achieves
DERs very similar to those of the original conversation, having
almost no speaker distinctiveness loss. (ii) Noisy conversations
achieve higher DERs compared with the same condition of
clean conversations. (iii) As expected, a general progression
in performance exists: Apg and A 4g optimize the similarities
among each speaker within one conversation, yielding lower
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TABLE X
FARS (%) ON THE VOXCONVERSE DATASET
RTTM | Resyn Aounn  Aseiect Aps  Aas
Real 99.77 0.58 1.75 0.70  0.00
Predict | 99.16 2.51 6.23 0.38 0.15
TABLE XI
DERS (%) ON THE VOXCONVERSE DATASET
RTTM | Original | Resyn Aounny  Aseiect  Aps — Aas
Real 10.00 12.65 14.50 15.21 1448 13.75
Predict ’ 13.34 15.51 16.54 1525 13.72

DERSs than Ag.je.s and Apgn N, Which are designed for SSA
that neglects such similarities when anonymizing speech. (iv)
In general, Asg achieves the best DERs among different
anonymization methods, nearly similar to or slightly better
than the corresponding original conversation, as it maximizes
the similarities among each anonymized speaker, thereby ob-
taining better speaker distinctiveness after anonymization.

However, a few differences are observed. (i) Compared
with real RTTM, using predicted RTTM increases the DERs
overall because the segments for each speaker predicted by the
SD system have errors where several frames are split to the
wrong speaker. These cascading errors in turn affect DERs and
typically introduce speaker confusion errors. (ii) The OHNN
system achieves much worse DERs when using predicted
RTTM. One potential reason is that the OHNN anonymizer
is NN-based and very sensitive to input frames; even slight
differences in input frames may result in anonymized speaker
vectors belonging to entirely different speakers, leading to
speaker confusion errors and increased DERs. Conversely,
Agelects Aps, and A 4g anonymized vectors on the basis of
different similarity criteria, making them more robust to slight
differences in RTTM.

d) Naturalness preservation: Fig. 6 plots the PMOS on
original, resynthesized, and anonymized segments split from
clean simulation datasets using real RTTM (right) and pre-
dicted RTTM (left). The first observation is that compared with
using real RTTM, using predicted/inaccurate RTTM, which
introduces discontinuous speaker segments, slightly decreases
the overall naturalness. Additionally, there is a general trend in
performance: the original speech performs best, followed by
resynthesized speech. Next are Ageject, Aas, and Apg, which
use different speaker vector selection strategies based on the
same external pool, achieving similar PMOS and performing
better than the ApgnN.

In summary, the proposed MSA systems using Apg and
A 45 achieve the overall best performance in terms of various
privacy and utility metrics.

3) Results on VoxConverse datasets: Tables X and XI
list the FARs and DERs for the VoxConverse test dataset,
respectively'>. The trends of FARs and DERs for both original
and anonymized speech generated with different MSA systems
are remarkably similar to those observed on the simulation

15We omit WER and PMOS computations since VoxConverse dataset lacks
a text transcript and includes real-world noise.

test sets. Specifically, using Apg and A 4g achieves less than
1% FARs, showing almost perfect privacy protection ability.
For DERs, A4g achieves about 13.7% whether predicted or
real RTTM is used, and is close to the original conversation,
which achieved 10%, showing good speaker distinctiveness
preservation.

D. Discussion on overlapping speech

Until now, we have verified the effectiveness of proposed
MSA systems on non-overlapping conversations. It is inter-
esting to explore scenarios where overlapping segments exist,
with a specific focus on the privacy risks to speakers in ad-
jacent overlapping segments—both preceding and succeeding
speakers. We consider the same attacker as in non-overlapping
scenarios who uses ASV,,; to infer the adjacent speaker iden-
tities from the anonymized overlapping segments'®. Specif-
ically, we select 97 conversations from VoxConverse with
overlaps and attempt to answer the following three questions.
Does the overlapping segment reveal the privacy of nearby
single speakers? We crop overlapping segments from the 97
selected conversations and extract the connected preceding
and following single-speaker segments. Overlapping segments
and either preceding or following single-speaker segments
are taken as negative pairs. The single-speaker segments,
split in half, are taken as positive pairs, as shown in Fig.
7a. Fig. 7b plots the cosine similarity between overlapping
segments and their nearby single-speaker segments, including
preceding and following single-speaker segments (blue), as
well as the cosine similarity for segments from the same
speaker (orange). We treated the former as negative pairs and
the latter as positive pairs to compute the EER. Ideally, an EER
of 0% indicates the overlapping segments do not leak adjacent
speaker identity information. However, an EER of 13.40% was
obtained, suggesting a low level of privacy leakage.

Is the level of speaker privacy leakage related to the over-
lap length? Fig. 7c plots how the similarity of overlapping
segments to nearby single-speaker segments changes with the
length of the overlaps. There is a light trend that longer
overlap lengths result in higher cosine similarity, indicating
more speaker privacy leakage.

What can be done to avoid privacy leakage from overlapping
segments? One intuitive approach is to detect overlapping
segments, apply speech separation to them, anonymize, and
then reconstruct. However, this method is resource-intensive.
Considering human speaking habits, overlapping segments
typically do not convey too much important information. If
something important is said, the speaker usually repeats it.
Thus, one quick solution is to detect the overlap region and
remove it entirely. Another method is to detect the overlap
region and shuffle the segments along the time axis. Fig. 7d
plots the cosine similarity, which is similar to Figure 7b, but
with the overlapping segments shuffled along the timestamp.
This shuffle reduces the EER from 13.40% to 1.98% as shown
in Fig. 7d.

16Note that a stronger attacker may infer the original speaker’s identity after
separating overlapping segments, we leave it as a future work.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

EER: 13.40%

Negative Pair  Negative Pair

j'\.hlhl& ! EE]S
rre :
=

Postive Pair o

Postive Pair

(a) (b)

*1 EER: 1.98%

(d)

Fig. 7. Overlapping segments analysis. (a) Illustration of how negative pairs (overlapping and nearby single-speaker segments) and positive pairs (single-
speaker segments split in half) are formed. (b) Cosine similarities of negative pairs (blue) and positive pairs (orange). (c) Relationship between the length of
the overlap and the similarity of negative pairs. (d) Cosine similarities as in (a), but with overlapping segments shuffled along the timestamp.

VII. CONCLUSION AND FUTURE WORK

This paper established a benchmark for MSA, providing
a flexible solution for anonymizing speech from different
speakers. We developed a cascaded MSA system that uses
spectral-clustering-based SD to accurately segment speak-
ers. Each segment is then anonymized individually using a
disentanglement-based method before being concatenated to
reconstruct the full conversation. Additionally, we enhanced
the selection-based speaker anonymizer, a critical compo-
nent of the disentanglement-based method, by proposing
two conversation-level selection strategies. These strategies
generate anonymized speaker vectors that improve speaker
distinctiveness while ensuring the unlinkability of original
and pseudo-speaker identities, and maintaining the distin-
guishability of pseudo-speakers within a conversation. We
confirmed the effectiveness of the proposed MSA systems on
both simulated and real-world non-overlapping conversations
with various numbers of speakers and background noises.
Finally, we discussed the potential privacy leakage caused
by overlapping segments and provided possible lightweight
solutions.

In this study, we consider that the attacker does not have
knowledge or access to the MSA system and use an ASV
evaluation model to identify the original speaker identity from
anonymized speech. In addition, in the overlapping discussion
in Section VI-D, we assume the attacker infers nearby speaker
identities from overlapping segments, rather than separating
overlapping segments first and then inferring original speakers.
However, in real-life scenarios, a stronger attacker might
possess prior knowledge of the MSA system, as well as the
ability to separate overlapping segments and identify original
speakers. Thus, in future work, we will investigate an end-
to-end MSA approach that can handle both non-overlapping
and overlapping conversations simultaneously, with an uncer-
tain number of speakers, and evaluate its privacy protection
abilities under various attack scenarios.
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