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Abstract

Despite the promise of Federated Learning (FL) for privacy-preserving model
training on distributed data, it remains susceptible to backdoor attacks. These
attacks manipulate models by embedding triggers (specific input patterns) in the
training data, forcing misclassification as predefined classes during deployment.
Traditional single-trigger attacks and recent work on cooperative multiple-trigger
attacks, where clients collaborate, highlight limitations in attack realism due to co-
ordination requirements. We investigate a more alarming scenario: non-cooperative
multiple-trigger attacks. Here, independent adversaries introduce distinct triggers
targeting unique classes. These parallel attacks exploit FL’s decentralized nature,
making detection difficult. Our experiments demonstrate the alarming vulner-
ability of FL to such attacks, where individual backdoors can be successfully
learned without impacting the main task. This research emphasizes the critical
need for robust defenses against diverse backdoor attacks in the evolving FL land-
scape. While our focus is on empirical analysis, we believe it can guide backdoor
research toward more realistic settings, highlighting the crucial role of FL in build-
ing robust defenses against diverse backdoor threats. The code is available at
https://anonymous.4open.science/r/nba-980F/.

1 Introduction

Federated learning (FL) [16] is a distributed machine learning paradigm that enables multiple parties
to train a shared model cooperatively without sharing their private data. In FL, each party trains
a local model on its data and then shares the model parameters with a central server. The server
aggregates the parameters from all parties and updates the global model. The updated global model
is then sent back to each party for further training. This process is repeated until the global model
converges. However, because the training data is distributed across multiple parties, FL is vulnerable
to backdoor attacks [20]], where the attacker poisons the model by injecting a backdoor trigger into
the training data. When the model is deployed, a specific input pattern can activate the backdoor
trigger to cause the model to output a specific target class.

Backdoor attacks on FL have been recently studied in [[1, 24} 28} 16} 30} 12| [18]]. Existing research
categorizes these attacks into two main types: fixed-trigger attacks and optimized-trigger attacks.
Fixed-trigger attacks, as described in [1]], involve pre-selecting a trigger without leveraging informa-
tion from the FL training process. Conversely, optimized-trigger attacks refine the trigger specifically
to enhance the attack’s effectiveness by utilizing such information. Recent studies have explored
various optimization techniques: maximizing the difference between clean and trigger-added sample
representations (Fang et al., 2023) [4]], jointly optimizing the trigger and local model with regulariza-
tion to bypass defenses (Lyu et al., 2023) [15]], and using autoencoders to generate the optimal trigger
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pattern (Nguyen et al., 2023) [18]]. However, these works primarily focus on a cooperative attack
scenario where malicious clients either coordinate with decomposed triggers and target labels (Xie
et al., 2020) [28] or embed the same global trigger pattern across all attackers (Bagdasaryan et al.,
2020) [1], ultimately compromising the global model.

Recent advancements in machine learning have led to new backdoor attack scenarios in FL. For
instance, attackers can choose an arbitrary target class during inference (Doan et al., 2022) [3] or
inject multiple triggers to poison the same dataset (Li et al., 2024) [14]. These advancements highlight
the attacker’s growing sophistication, allowing independent attackers to inject their triggers and target
classes without coordination. This approach is more realistic and poses a significant challenge for
real-world FL systems, as any participant can potentially learn a backdoor task without compromising
the main task’s performance. Independent attacks can be motivated by individual goals. Imagine
competing companies participating in an FL system to develop a recommendation model. A malicious
company could attempt to inject a backdoor into the model to promote its own products to users
unfairly. Motivated by this emerging threat, we investigate a new backdoor attack scenario in FL:
Non-Cooperative Backdoor Attacks (NBA). In this scenario, adversarial clients act independently,
each with a unique backdoor trigger and target class. This scenario presents a significant practical
challenge, as it allows any participant to introduce a backdoor without affecting the core functionality
of the model. Fig. [T|provides a visual overview of the proposed NBA.

Through extensive experiments, we summarize our main contributions as follows:

* We introduce a new attack scenario: Non-Cooperative Backdoor Attacks (NBA) in FL,
where multiple malicious clients act independently by employing their specific trigger to
backdoor their own targeted class. This scenario reflects a more realistic threat in real-world
FL deployments.

* We demonstrate the efficacy and increased risk of NBA attacks through extensive experi-
ments on four datasets. We show successful backdoor insertion in single-shot, multiple-shot,
and semi-multiple-shot settings, highlighting the growing danger as attackers exploit multi-
ple communication rounds.

* Our analysis investigates NBA with a large-scale attacker pool (up to 8 attackers). This
reflects the potential for multiple parties to inject backdoors into a single model, a significant
concern for practical FL systems.

* We conduct in-depth analysis and ablation studies to understand how various factors like
trigger patterns, scaling factors, and the number of attackers impact NBA success. This
comprehensive analysis provides valuable insights for designing future defenses.

2 Background and related work

2.1 Federated learning

In FL, users with private data collaborate to train a global model (G*). Each user iteratively updates a
local model (Wi’“rl ) based on their data (D;) using Stochastic Gradient Descent:

Wit =G —Ir - VLo (G, D) 1)
where L4, is the loss function, V Lk (Gt, D;) denotes the gradient, and [r is the local learning

rate. User updates are then uploaded and aggregated by the central server using aggregation rules
(e.g., FedAvg [16]) with a global learning rate (1) to create a new global model for the next round:

G =Gt LYW -G @
i=1

2.2 Backdoor attacks and defenses in FL.

Backdoor attack. This attack aims to make a model perform well on normal data (benign data)
while also producing attacker-desired outputs for inputs with a hidden trigger (e.g., specific image
pattern). Attackers participate in FL with backdoor data (Dpgckdoor ) to poison the model. Eq.

[\



shows how the attacker updates their local model (W;;} ) using both normal data (D, ymq; ) and
backdoor data:

W;;rvl = Gt —lr- V’Ctask(Gtv Dnormal U Dbackdoor) (3)
Existing backdoor attacks in FL. A widely recognized fact is that a global model approaching
convergence undergoes minimal significant gradient updates. In light of this, attackers can employ a
scaling factor ~ in the Model Replacement Attack [[1]] to replace the global model with an attacker-
trained backdoor model within a single epoch. Leveraging the distributed nature of FL, the Distributed
Backdoor Attack (DBA)[28] decomposes the global trigger pattern into multiple local triggers,
assigning each compromised device a unique local trigger. Building upon DBA, Gong et al.[6]]
introduce a coordinated backdoor attack with model-dependent local triggers. The semantic backdoor,
a variant of the FL backdoor attack, incorporates triggers related to inherent features in target images,
such as the color of a car [1]. Success and persistence in a semantic backdoor hinge on the frequency
of trigger features in other clients’ datasets, as highlighted by Bagdasaryan et al. To enhance backdoor
effectiveness, Wang et al.[24]] propose an edge-case backdoor, similar to the semantic backdoor but
strategically positions the backdoor datasets at the tail of the global datasets’ distribution, making
them less likely to appear on other clients’ data. For increased backdoor durability, Neurotoxin [30]
identifies parameters infrequently updated by benign clients and inserts backdoors using these
parameters. Chameleon [2] explores the relationship between the original label and the backdoor
label before flipping the label to the target label to extend the backdoor duration. IBA [18] leverages
the updated history of adversarials with imperceptible triggers to enhance backdoor durability.

Existing backdoor defenses in FL. Existing defense methods primarily focus on distinguishing
adversarial’ updates from benign clients’ updates, as adversarial strive to make their updates closely
resemble other updates. Various outlier detection techniques have been proposed to counter backdoor
attacks. Li et al. proposed a spectral anomaly detection framework based on low-dimensional
embeddings, removing noisy and irrelevant features while retaining essential ones [13]. In this
low-dimensional latent feature space, abnormal (malicious) model updates can be easily differentiated
from normal updates. Deepsight [22] conducts deep model inspection for each model, analyzing
Normalized Update Energies (NEUPs) and Division Differences (DDifs). FL-Detector [29] predicts
the global model through model update consistency, detecting outliers based on the distance to
the predicted model. RFLBAT [25]] utilizes Principal Component Analysis (PCA) to reduce the
dimension of gradient updates, effectively separating malicious models from benign models in a low-
dimensional projection space. Foolsgold [5]], examines historical updates for each client and penalizes
those with high pairwise cosine similarities by employing a low learning rate. Another avenue
of research focuses on robust defense against FL. backdoor attacks by applying weak Differential
Privacy (DP) [32]] to the global model [31]. Weak DP, involving norm clipping and the addition of
Gaussian noise to each gradient update, has proven effective in mitigating FL. backdoor attacks [27].
Recognizing potential drawbacks such as deteriorating the global model’s main task accuracy with
Gaussian noise and the need for a clipping bound with norm clipping, FLAME adapts DP method by
introducing a noise boundary proof and a dynamic clipping bound. This adaptation has demonstrated
its capability to alleviate backdoor attacks while still maintaining a high main task accuracy [19].

Knowledge of the adversary. While the attacker has white-box access to the global model weights
and predictions, their knowledge of the training data is limited to the data distribution held by
compromised clients, resulting in only partial knowledge of the overall training data.

Capabilities of the adversary. We assume a model-poisoning adversary with full access to the
server and a fixed number of compromised clients, similar to the scenario presented in Xie et al. [28]].
This powerful attacker can alter training hyperparameters, model weights, and training data on
compromised clients.

3 Non-Cooperative Backdoor Attacks against federated learning

3.1 General framework

Our proposed scenario, NBA, in FL, involves multiple clients acting independently, each with their
own unique backdoor trigger and target class. As shown in Fig.|l} this attack differs from from existing
cooperative backdoor attacks, where clients coordinate with decomposed triggers and target labels,
ultimately compromising the global model. In NBA, each client acts independently, introducing its
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Figure 1: Non-Cooperative Backdoor Attacks (NBA) scenario in FL: the red color represents the
malicious client with their own unique trigger and target class, aiming to inject the backdoor trigger.
Here, (T3, C;) denotes the trigger and target class of the i-th attacker.

own unique backdoor trigger and target class. This novel scenario presents a significant threat to FL
systems, as individual backdoor tasks can be successfully learned without harming the main task
performance. The triggers and target classes of the attackers are denoted as (7}, C;), where i is the
index of the attacker. All the triggers (Fig.[2) are unique in shape and have a size of 24 pixels [28].

3.2 Factors in Non-Cooperative Backdoor Attacks
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Figure 2: Eight trigger patterns used in our NBA experiments, all with fixed sizes of 24 pixels.

Trigger location and size. The trigger is located at the top left corner of the image, with a size of 24
pixels. We use eight fixed trigger patterns with the shapes 1 x 24,2 x 12,3 x 8,4 x 6,6 x 4, 8 X 3,
12 x 2, and 24 x 1 pixels, respectively, as shown in Fig.[2]

Scale ~. The scaling parameter v = % defined in Bagdasaryan et al. [1] is used by the attacker to
scale up the malicious model weights. For instance, assume the ith malicious local model is X. The
new local model Lf“ that will be submitted is calculated as Lf“ =y(X — Gy) + Gy

Data distribution a. FL often presumes non-i.i.d. data distribution across parties. Here, we use a
Dirichlet distribution [17] with hyperparameter oo = 0.5 to generate different data distributions.

4 Experiments

4.1 Datasets and experiment setup

Datasets. NBA is evaluated on four classification datasets with non-i.i.d. data distributions: Fashion-
MNIST [26], MNIST [12], CIFAR-10 [10], and Tiny-ImageNet [11]]. The data description and
parameter setups are summarized in Appx. [A]

Federated learning setup. Following the standard setup, we use FedAvg [16] as the global model
optimization algorithm, and the global learning rate 7 is set to 0.01. In each round, 10 of the 100
clients are selected for aggregation and each selected client trains for £ local epochs with a local
learning rate [r. Our experiments utilize 8 triggers with fixed sizes of 24 pixels, as shown in Fig.[2}

Attack scenarios. We evaluate the performance of NBA in three distinct attack scenarios following
the setup in [1} 28]:



* Single-shot attack: Attackers participate in only one round, during which they scale the
client’s model using the model replacement method [[1] with a scaling factor of v = 100.

* Multiple-shot attack: Attackers are continuously selected to participate throughout the entire
training process, without applying any scaling factor.

o Semi-multiple-shot attack: Attackers are continuously selected for a fixed number of rounds
(100 rounds in our experiments). They employ the model replacement method combined
with varying scaling factors v ranging from 1 to 100, blending the continuous participation
aspect of [28] with the scaling strategy of [[1].

It is important to note that all attack settings are initiated after the global model has converged.
Injecting backdoors from the first round, as observed in Xie et al. [28]], can lead to low main accuracy
and difficulty in model convergence.

Evaluation metrics. We use the following evaluation metrics to measure the performance of the
proposed NBA in FL:

* Main Task Accuracy (M A): Accuracy of the global model on the main task during testing.

* Backdoor Task Accuracy (BA): Percentage of test inputs with a specific pixel pattern
correctly classified into the target class by global model. For trigger k, this is BAy.

4.2 Backdoor attacks with one adversary

4.2.1 Single-shot attack

We begin our evaluation by analyzing the performance of an attack in a single-shot setting with one
adversary. In this setting, the attacker participates in only one round of training and modifies the
strength of the backdoor model with a scaling factor v = 100.
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Figure 3: Backdoor accuracy of 8 triggers in single-shot attack with one adversary and v = 100.

Performance of backdoor attacks with different triggers. The performance of backdoor attacks
with different triggers shows consistency between datasets. With v = 1, all datasets exhibit relatively
low backdoor accuracies, with Fashion-MNIST and CIFAR-10 having slightly higher values compared
to MNIST and Tiny-ImageNet. However, when v = 100, the backdoor accuracy is consistently high
across all triggers within each dataset, indicating that the specific trigger used has less impact on the
success rate when the scaling factor is high. For instance, all four datasets maintain almost perfect
backdoor accuracies, close to 100% for all triggers. This consistency suggests that the choice of
trigger becomes less significant when the scaling factor is increased.

Impact of scaling factor v on backdoor task. The scaling factor +y significant affects the performance
of backdoor attacks. When v = 1, indicating no scaling, the backdoor accuracy across all datasets
is relatively low. For instance, the backdoor accuracy for Fashion-MNIST ranges from 2.48% to
2.94%, with an average of 2.69%, while for MNIST, it ranges from 0.33% to 0.38%, with an average
of 0.35%. CIFAR-10 shows backdoor accuracies from 1.47% to 1.90%, averaging 1.68%, and
Tiny-ImageNet displays very low values between 0.05% and 0.09%, with an average of 0.07%. In
contrast, when v = 100, the backdoor accuracy dramatically increases, reaching nearly 100% across
most triggers and datasets. For example, Fashion-MNIST and CIFAR-10 both achieve an average
backdoor accuracy of 99.82%, while MNIST and Tiny-ImageNet also show high averages of 98.94%
and 99.70%, respectively. This stark contrast highlights the critical role of the scaling factor in
determining the success of backdoor attacks in single-shot settings.



Table 1: Performance of backdoor attacks with one adversary in single-shot setting

Accuraty =, p. pA, BA; BA: BAs BAs BA: BAs BAa,

v Dataset |
Fashion-MNIST  2.60 2.83 2.94 2.78 2.59 2.68 2.59 2.48 2.69
1 MNIST 0.33 0.34 0.33 0.33 0.37 0.37 0.38 0.37 0.35
CIFAR-10 1.71 1.87 1.52 1.68 1.64 1.47 1.67 1.90 1.68

Tiny-ImageNet  0.09 0.08 0.09 0.07 0.06  0.05 0.07 0.08 0.07

Fashion-MNIST  99.88 100 100 100 100 100 100 98.67 99.82
MNIST 100 99.99 100 98.61 9792 97.73 9996 97.28 98.94
CIFAR-10 99.88 100 100 100 100 100 100 98.67 99.82
Tiny-ImageNet 9937 99.67 9992 99.83 99.77 99.89 9930 99.83 99.70

100

Abnormality of backdoor performance on CIFAR-10 dataset. The graph in Fig. [3|depicts the
backdoor accuracy trends over 100 rounds for the CIFAR-10 dataset compared to three other datasets.
During attack rounds with v = 100, the backdoor accuracy initially reaches nearly 100% across all
four datasets. Following these rounds, in the absence of backdoor training injections, the backdoor
accuracy generally decreases after 20 rounds. However, in the CIFAR-10 dataset, an unusual pattern
emerges: the backdoor accuracy begins to increase after 20 rounds, eventually reaching nearly 70%
even after 100 rounds. In contrast, the backdoor accuracy in the other datasets continues to decline,
approaching 0% after 100 rounds. This observation suggests that the intrinsic characteristics of the
CIFAR-10 dataset significantly influence the persistence of backdoor performance.

4.2.2 Multiple-shot attack
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Figure 4: Backdoor accuracy in multiple-shot setting with one adversary (v = 1)

Performance of backdoor task with different triggers. In the multiple-shot attack scenario with
one adversary over 200 rounds, as shown in Fig.[d] the performance of backdoor attacks exhibits
notable differences across datasets. For Fashion-MNIST, the backdoor accuracy remains consistently
high, with an average backdoor accuracy (B A 4.4) of 99.38%, indicating that the backdoor attack
is highly effective. Similarly, MNIST shows a strong resilience to the backdoor attack, with an
average backdoor accuracy of 97.18%, though slightly lower than Fashion-MNIST. In the case of
CIFAR-10, there is a significant range in backdoor accuracy, with values spanning from 74.06%
to 91.04%, and an average of 85.86%, suggesting variable success in the backdoor attack across
different triggers. Tiny-ImageNet displays consistently high backdoor accuracy, with all values close
to or exceeding 93.80%, culminating in an average of 94.29%, indicating effective backdoor insertion.
These results demonstrate the varying effectiveness of backdoor attacks in a multiple-shot scenario,
heavily influenced by the specific triggers used.

4.3 Non-Cooperative Backdoor Attacks

4.3.1 Single-shot attack

Fig. B illustrates the backdoor accuracy trends in a single-shot NBA setting with an attack gap of
10 rounds, meaning the first attacker injects the backdoor in the first round, the next in the 11*"
round, and so on. In this scenario, each attacker participates in only one round, scaling the client’s
model using the model replacement method with a scaling factor v = 100. As shown in Fig. [5}
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Figure 5: Backdoor accuracy in single-shot NBA with v = 100 and gap 10 rounds.

Table 2: Performance of NBA in single-shot setting with v = 100 (gap 10 rounds)

Aceuracy =, 4 A, BAs BA; BAs BAs BAs BAr BAs BAa,

Dataset |
Fashion-MNIST 77.72 21.31 19.74 3273 2550 39.57 7.83 73.89 1.87 27.81
MNIST 77.84 399  0.28 674 236 730 097 396 1.29 3.36
CIFAR-10 96.32 0.5l 028 050 057 054 042 3.64 066 0.89

Tiny-ImageNet 0.50 0.00 0.00 0.00 000 000 0.00 000 99.30 12.41

the backdoor accuracy at the scaling round is nearly 100% for all triggers across all datasets. After
the scaling round, the backdoor accuracy decreases significantly, reducing to nearly zero by the
next scaling round. After 30 rounds without scaling, the backdoor accuracy patterns vary between
datasets. For MNIST and CIFAR-10, while the main task accuracy remains high, the backdoor
accuracy for all triggers drops to nearly zero. In the case of Fashion-MNIST, although the main
task accuracy is moderate, the backdoor accuracy is varied, with some triggers maintaining higher
accuracy than others. For Tiny-ImageNet, the main task accuracy is notably affected by the backdoor
attack, showing a low main task accuracy alongside a high backdoor accuracy for the last trigger.
These results highlight that dataset characteristics and backdoor trigger design are crucial factors
influencing the success of backdoor attacks in FL.

4.3.2 Multiple-shot attack

Table 3: Performance of NBA in multiple-shot setting with v = 1 (8 adversaries)

Aceuracy =, 4 A, BA, BAs BAs BAs BAs BA; BAs BAay,

Dataset |
Fashion-MNIST 84.07 86.53 84.11 86.34 89.68 9571 9690 97.73 4126  84.78
MNIST 9796 9940 86.61 89.47 8752 7924 8943 97.01 49.30 84.75
CIFAR-10 76.21 5587 8893 84.69 86.78 89.99 86.50 94.09 27.19 76.75

Tiny-ImageNet 38.32  0.01 0.00 0.05 0.03 0.00 0.00 0.00 0.04 0.02
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Figure 6: Performance of NBA in multiple-shot setting with 8 adversaries (y = 1)

Performance of backdoor task with different triggers. The effectiveness of backdoor attacks
varies significantly with different triggers across the datasets. For Fashion-MNIST, triggers B Ag



and B A7 are highly effective, achieving backdoor accuracies of 96.90% and 97.73% respectively,
while trigger B Ag is notably less effective at 41.26%. In MNIST, trigger BA; achieves near-perfect
backdoor accuracy at 99.40%, with most other triggers also showing high effectiveness except for
B Ag, which has a lower accuracy of 49.30%. This could be due to the shape of trigger 8, which
has dimensions 24 x 1 and follows the vertical direction of the image, making it harder to detect in
the image. For CIFAR-10, trigger B A~ is the most effective with a backdoor accuracy of 94.09%,
while BAg is the least effective at 27.19%. Interestingly, all triggers show negligible impact in
Tiny-ImageNet, with backdoor accuracy close to zero. This suggests that the dataset’s complexity,
potentially due to a smaller model size or a large number of classes, makes it challenging to learn
both the main task and a backdoor task simultaneously. The presence of multiple backdoor tasks
further complicates the attackers’ efforts to embed the backdoor effectively.

4.3.3 Semi-multiple-shot attack
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Figure 7: Backdoor accuracy in semi-multiple-shot NBA with v = #Ig(gk

Table 4: Performance of NBA in semi-multiple-shot scenario (8 adversaries) after 100 attack rounds

A
c.@c;;;z f MA BA, BA, BAs BAs BAs BAs BA; BAs BAay
Fashion-MNIST ~ 82.53 9093 91.54 9329 9601 98.79 98.77 98.68 59.33  90.92
MNIST 97.04 99.76 88.38 96.10 9355 8532 90.15 97.99 69.74  90.12
CIFAR-10 19.71 001 000 3574 000 3594 000 000 000 896
Tiny-ImageNet 1395 000 0.00 000 000 000 000 000 000  0.00

In multiple-shot attacks, adversaries continuously inject backdoor triggers, resulting in a gradual
increase in backdoor accuracy. As illustrated in Fig. [6] attackers need to participate in at least 200
rounds to achieve high backdoor accuracy for most triggers across three datasets, with the exception
of Tiny-ImageNet. In real-world scenarios, however, adversaries may not always participate in every
round. To reduce the number of rounds needed for effective attacks, we propose a semi-multiple-shot
attack where adversaries participate for 100 rounds and then stop injecting backdoor triggers. The
key difference between multiple-shot and semi-multiple-shot attacks is the adjustment of the scaling
factor v to #jg(t)k , where # Atk is the number of attackers. Results presented in Tab. and Fig. for
a scenario with eight adversaries show that, although the backdoor accuracy fluctuates, it can reach
high values for most triggers in three datasets at specific rounds.

These findings highlight a double-edged sword for backdoor attackers using the semi-multiple-shot
attack. While it can be more efficient than the multiple-shot attack in terms of reducing participation
rounds (reducing the risk of detection), it may not guarantee consistently high backdoor accuracy and
the main accuracy might drop significantly. This inconsistency is crucial because once the backdoor
injection is stopped, the model’s backdoor accuracy (BA) drops significantly. However, the BAs
then gradually recover, suggesting that the triggers are not entirely "forgotten" by the model. This
presents a challenge for central server detection, as any client can inject a backdoor trigger in any
round and then stop participating. The lingering effect of the triggers, even after the attacker ceases
participation, makes it difficult for the server to distinguish between a temporary fluctuation and a
true backdoor attack.



4.4 The robustness in Non-Cooperative Backdoor Attacks

Norm Clipping [23]. Participant updates undergo a clipping process to limit the impact of model

adjustments, which involves multiplying them by min(1, ﬁ ), where S represents the
i Tt 2

clipping threshold. Tab. [3]and Tab. [5]illustrate the performance of the NBA algorithm in a multiple-
shot scenario both before and after implementing the norm clipping defense with .S = 5. The results
reveal that neither the primary accuracy nor the backdoor accuracy is significantly influenced by the
norm clipping defense, suggesting that adversaries can still effectively introduce backdoor triggers
into the global model.

Table 5: Performance of NBA in multiple-shot setting (8 adversaries) under norm clipping defense

A —,

Datasey N MA BA, BA, BAs BA, BAs BAs BA; DBAs BAay,
Fashion-MNIST ~ 84.09 86.56 84.14 8636 89.67 9573 9691 97.77 4128  84.80
MNIST 97.95 9939 86.62 8944 87.62 7936 8942 9695 4894 8472
CIFAR-10 7569 6530 90.80 87.61 8856 91.87 88.10 94.88 2599  79.14

Tiny-ImageNet ~ 42.53  0.03 0.02 0.08 0.06 0.05 0.04 002 0.13 0.05

Differential Privacy (DP) [1]. Gaussian noise N(0,0) is added to local updates to reduce the
influence of backdoor attacks. As shown in Tab.[6] although the backdoor accuracy decreases, the DP
defense significantly impacts the main accuracy, leading to a notable drop in performance across all
datasets. This indicates a trade-off between maintaining privacy and preserving model efficacy.

Table 6: Performance of NBA in multiple-shot setting (8 adversaries) under DP defense

Aceuracy =, 4 A, BA, BAs BAs BAs BAs BA; BAs BAay,

Dataset |
Fashion-MNIST 82.67 85.00 78.69 83.23 9192 89.19 94.67 9791 3336 81.75
MNIST 97.02 9564 89.28 70.38 88.09 7096 8448 95.01 44.64 79.81
CIFAR-10 41.66 5943 7226 5292 65.04 78.11 4352 6538 1298  56.21

Tiny-ImageNet 9.38 0.02 0.00 0.35 0.00 0.08 0.09 0.04 0.53 0.14

Effectiveness of defense mechanisms. Mainstream defenses, such as Norm Clipping and Differ-
ential Privacy, were not designed to address scenarios where multiple independent attackers inject
unique triggers and target classes. Additionally, existing research hasn’t thoroughly investigated the
effectiveness of these defenses in the presence of multiple backdoor attackers (NBA). This highlights
a critical gap in the current understanding of defense mechanisms for FL security.

4.5 Limitations

Our work explores various facets of the NBA scenario in FL systems, focusing on trigger design,
dataset characteristics, and model updates. The effectiveness of backdoor triggers varies with dataset
characteristics, and the scaling factor v significantly impacts backdoor accuracy and main task
performance. Multiple-shot attacks require numerous rounds to achieve high backdoor accuracy,
which is impractical in real-world scenarios, while semi-multiple-shot attacks can reduce the number
of rounds but need precise tuning of . Our controlled evaluation might not fully capture real-world
FL complexities, and our study focuses on limited trigger designs and defense mechanisms like norm
clipping and differential privacy. Future research should explore more sophisticated attack strategies
and novel defenses tailored to the non-i.i.d. nature of FL systems.

5 Conclusion

This paper explores the emerging threat of the NBA scenario in FL systems, where multiple indepen-
dent clients can compromise the global model by injecting unique backdoor triggers and target classes.
Our findings highlight the potential of watermarking-based backdoor triggers, which can be useful in
cross-silo FL scenarios to protect the copyright of participants. This study lays the groundwork for
future research focused on developing robust strategies to counteract backdoor attacks. Furthermore,



investigating incentive structures that discourage malicious behavior and encourage cooperative
participation is essential. By advancing in these areas, we can significantly improve the security,
privacy, and integrity of FL platforms, thereby contributing to the creation of secure and trustworthy
FL systems.
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This appendix provides an extended exploration of our research, providing additional details on
methods and results. Appx.|[A]details the training procedures and experimental settings used in our
NBA experiments. Appx. [B|presents additional results on NBA performance with a single attacker.
We then explore the impact of multiple attackers on NBA performance in Appx.[C] showcasing results
with varying attacker counts. Appx.[D|evaluates the effectiveness of defense mechanisms against
NBA attacks, offering additional results. Finally, Appx. [E|and Appx.[Fdiscuss the limitations of our
work, explore potential social implications, and suggest future research directions.

A Training details and experimental settings in NBA

A.1 Experiment setup

Datasets and hyperparameters. We use four datasets in our experiments: Fashion-MNIST [26]],
MNIST [12], CIFAR-10 [10], and Tiny-ImageNet [11]. These datasets are preprocessed and divided
among different participants in the FL system with heterogeneous data distributions, set at o = 0.5.
To simulate the NBA scenario, we use a total of NV = 100 clients, with K = 10 clients selected for
aggregation in each round. During each round, each client trains for E local epochs with a local
learning rate [r and a batch size of 128. The global learning rate 7 is set to 0.1. The details of the FL.
training setup are shown in Table([7]

Table 7: NBA training details

Dataset Model used  #Client (K/N) Benignlr/E Poisonir/E 7
Fashion-MNIST 2 conv and 2 fc 10/ 100 0.1/2 0.05/6 0.1
MNIST 2 conv and 2 fc 10/ 100 0.1/2 0.05/6 0.1
CIFAR-10 Resnet-18 [§]] 10/100 0.1/2 0.05/6 0.1
Tiny-ImageNet Resnet-18 [8] 10/ 100 0.1/2 0.05/6 0.1

Computational Resources. All experiments are conducted on a server with an Intel(R) Xeon(R)
Gold 6242 CPU @ 2.80GHz, 256GB RAM, and an NVIDIA GeForce RTX 3090 GPU with 24GB
memory. The code is implemented in PyTorch [21]] and the experiments are conducted following the
backdoor attack setup in prior work [1}[28]. Moreover, we utilized libraries such as NumPy [7]], and
Matplotlib [9] for data processing and visualization.

A.2 Model Replacement Attack

In Model Replacement Attack [[1]], the adversary aims to completely overwrite the global model G*+!
with their malicious model, denoted by X using the following equation:

n - t+1 t
X=G"+- W™ —G"). 4
+ o ;( : ) @
Due to the non-independent and identically distributed (non-IID) nature of the training data, local
models (W;Hr1 ) may deviate significantly from the current global model (G*). However, as the
global model converges, these deviations tend to cancel each other out, i.e., Z:l_ll (sz£+1 -G =0,
meaning the sum of these deviations approaches zero.

Leveraging this cancellation effect, the adversary can solve for the malicious model they need to
submit (W1 ) by:

m—1
e Z %X N (% )G =W -G~ %(X — G+ G ()
=1

B Performance of main task with one adversary

B.1 Single-shot attack

The introduction of backdoor attacks in single-shot scenarios caused a substantial drop in main
accuracy across all datasets during the attack round, with the most pronounced impacts observed in
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Tiny-ImageNet and MNIST, as illustrated in Tab. [§]and Fig. 8] indicating their higher susceptibility.
Post-attack, the main accuracy largely recovered in Fashion-MNIST, MNIST, and CIFAR-10, sug-
gesting that these models can regain performance with continued training. However, Tiny-ImageNet’s
main accuracy remained significantly lower than the initial stage even after 100 training rounds,
indicating a more lasting impact or greater difficulty in overcoming the attack. The consistent patterns
across different triggers, with similar recovery trends in main accuracy, highlight the varying resilience
of datasets to backdoor attacks in FL and underscore the need for tailored defense mechanisms to
mitigate long-term impacts effectively.

Table 8: Performance of the main task with one adversary in single-shot after 100 rounds (y = 100)

A —,

Doty L MA, MAy, MAs MA, MAs MAs MA; MAs MAa,
Fashion-MNIST ~ 82.15 82.51 8230 8249 8238 8229 8228 8219  82.32
MNIST 97.12 9723 9725 97.15 97.12 97.13 97.07 97.00  97.13
CIFAR-10 7850 78.67 79.03 79.02 79.10 78.95 7891 78.84  78.88

Tiny-ImageNet 29.04 28.16 2722 27.64 29.66 2749 2395 2720 27.54
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Figure 8: Main accuracy of single-shot attack with one adversary

B.2 Multiple-shot attack

Table 9: Performance of the main task with one adversary in multiple-shot setting

A —,

Datasey . MA, MA, MAs MA, MAs MAs MA; MAs MAay,
Fashion-MNIST = 87.50 87.34 87.46 87.56 8745 8745 8754 87.58  87.48
MNIST 98.82 9887 9886 98.88 98.86 98.86 98.92 98.83  98.86
CIFAR-10 7597 7704 7734 7779 7779 7174 7186 7640 7724

Tiny-ImageNet 52.03 5285 53.09 5320 5299 5340 5294 5240 52.86
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Figure 9: Main task accuracy of multiple-shot setting with one adversary
In the multiple-shot attack scenario, the main accuracy, as shown in Tab. [9] and Fig.[0] generally

improved or remained stable after the attack period compared to the initial accuracy. Both Fashion-
MNIST and MNIST showed an increase in main accuracy, suggesting that the models could recover
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and even benefit from continued training despite the attacks. CIFAR-10 experienced a slight improve-
ment, indicating minimal negative impact and marginal gains. However, Tiny-ImageNet saw a slight
decrease in main accuracy, highlighting its continued susceptibility to backdoor attacks. Overall, most
datasets could recover or improve following the attack, except for Tiny-ImageNet, which underscores
the need for stronger defense mechanisms in FL to protect more complex datasets.

C Non-Cooperative Backdoor Attacks with different numbers of adversaries

Table 10: Performance of NBA in multiple-shot (v = 1) with different numbers of adversaries

Ag:g;{ f #Atk MA BA, BA, BAs BAs BAs BAs BA; BAs BAay,
1 86.58 9738 - - - - - - - 97.38

2 8613 8631 8244 - - - - - - 84.38

3 8578 8883 8323 79.68 - - - - - 83.91

Fashion- 4 8492 88.19 8474 7834 7468 - - - - 81.49
MNIST 5 8500 87.86 84.07 8504 8432 9744 - - - 87.75
6 8461 8753 8503 8793 8852 9372 9750 - - 90.04

7 8430 8663 8282 8621 8948 09518 9562 9722 - 90.45

8 8407 8653 84.11 8634 8968 9571 9690 9773 4126 8478

1 9872 9682 - - - - - - - 96.82

2 9872 9640 8360 - - - - - - 90.00

3 9865 9949 8707 8663 - - - - - 91.06

MNIST 4 9849 9930 8882 7819 5297 - - - - 79.82
5 9842 9928 8723 87.53 7699 8877 - - - 87.96

6 9831 99.18 8643 9158 8041 8368 8893 - - 88.37

7 9807 99.07 8646 8975 84.65 7597 8920 9140 - 88.07

8 9796 9940 8661 8947 87.52 7924 8943 9701 4930 8475

1 7604 6133 - - - - - - - 61.33

2 7504 4536 8432 - - - - - - 64.84

3 7534 3197 8130 78.18 - - - - - 63.81

4 7577 4100 8597 78.82 8020 - - - - 71.50

CIFAR-10 5 7629 4838 8689 81.66 8253 8899 - - - 77.69
6 7563 4869 87.52 81.61 8481 8981 8558 - - 79.67

7 7662 4660 87.82 79.88 8386 89.18 80.01 9276 - 80.01

8 7621 5587 8893 8469 8678 89.99 8650 94.09 27.19 7675

1 5154 9355 - - - - - - - 93.55

2 4735 8929 8629 - - - - - - 87.79

3 4519 8991 448 194 - - - - - 32.11

Tiny- 4 4375 7742 166 020 239 - - - - 20.42
ImageNet 5 4235 5423 613 164 868 252 - - - 14.64

6 4116 2455 266 098 235 032 171 - - 543

7 4066 044 004 010 010 001 003 001 - 0.10

§ 3832 001 000 005 003 000 000 000 004  0.02

Note: #Atk denotes the number of adversaries.

In the multiple-shot attack scenario with varying numbers of adversaries, the impact on main and
backdoor accuracies across different datasets reveals distinct trends. While Fashion-MNIST and
MNIST exhibit relatively stable main accuracies as the number of adversaries increases, indicating
resilience to the attacks, the effectiveness of the backdoor attacks diminishes, as reflected by de-
creasing average backdoor accuracies. In CIFAR-10, the main accuracy remains consistent, but the
backdoor accuracy shows an upward trend with more adversaries, suggesting increased susceptibility
to backdoor attacks. In contrast, Tiny-ImageNet experiences significant drops in both main and
backdoor accuracies with an increasing number of adversaries, indicating heightened vulnerability.
These findings underscore the importance of considering the number of adversaries when designing
defense mechanisms in federated learning systems, as different datasets may exhibit varying levels of
resilience to multiple adversaries (see Tab. [I0).
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D NBA with eight adversaries in multiple-shot setting under different

defenses
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Figure 10: NBA with eight adversaries in multiple-shot setting without defense
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Figure 11: NBA with eight adversaries in multiple-shot setting under Norm Clipping defense
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Figure 12: NBA with eight adversaries in multiple-shot setting under Differential Privacy defense

In the scenario of multiple-shot attacks involving eight adversaries, the effects on main and backdoor
accuracies across various datasets display discernible patterns. Without defense mechanisms (see
Figure[I0), the model’s accuracies vary across datasets, with Fashion-MNIST and MNIST exhibiting
relatively higher main accuracies compared to CIFAR-10 and Tiny-ImageNet. However, all datasets
show significant backdoor accuracies, indicating vulnerability to backdoor attacks. When employing
the Norm Clipping defense method (see Figure[TT), there are slight improvements in main accuracies
across all datasets, with Fashion-MNIST and MNIST maintaining similar backdoor accuracies
while CIFAR-10 and Tiny-ImageNet experience slight decreases in backdoor accuracies. The Norm
Clipping defense appears to be more effective in mitigating backdoor attacks in CIFAR-10 and Tiny-
ImageNet compared to Fashion-MNIST and MNIST. On the other hand, employing the Differential
Privacy defense method (see Figure [I2)) results in noticeable drops in both main and backdoor
accuracies across all datasets. This indicates that while Differential Privacy may offer some protection
against backdoor attacks, it also significantly impacts the model’s overall performance, particularly in
CIFAR-10 and Tiny-ImageNet, where main accuracies decrease considerably. Therefore, the choice
of defense mechanism should consider the trade-off between backdoor protection and maintaining
overall model performance.
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E Discussion

Our work delves into multiple aspects of the NBA scenario within FL systems, particularly emphasiz-
ing trigger design, dataset characteristics, and model updates. The effectiveness of backdoor triggers
can vary widely depending on the dataset; some datasets may render the trigger ineffective, while
others may facilitate highly effective backdoor attacks. Additionally, the scaling factor ~ plays a
critical role in the success rate of these attacks. Increasing the scale of model updates can significantly
enhance backdoor accuracy, yet this comes at the cost of potentially degrading the main task accuracy,
leading to suboptimal overall performance.

In the context of multiple-shot attacks, adversaries must engage in a substantial number of rounds
to achieve high backdoor accuracy, which may be impractical in real-world scenarios. However,
in cross-silo FL scenarios, each participant can introduce unique backdoor triggers as a form of
watermarking to protect their intellectual property. Semi-multiple-shot attacks offer a more efficient
alternative by reducing the number of rounds required to attain high backdoor accuracy, though they
require careful selection of the scaling factor 7 to ensure effectiveness and may not consistently
maintain high accuracy throughout the attack.

F Societal impacts

Our research highlights the potential of NBA to compromise the integrity of FL systems. We believe
this work serves as a crucial stepping stone towards a more secure future for FL. Through our
work, we highlight the efficacy of watermarking-based triggers, presenting avenues for enhancing
secure communication and detecting tampering within FL frameworks. Additionally, we explore the
design of incentive structures, aiming to cultivate cooperative engagement while mitigating malicious
activities. These endeavors are pivotal in establishing trust and fostering a secure ecosystem within
FL platforms. By advancing research in these areas, we contribute substantially to the establishment
of robust and trustworthy FL systems. Such efforts are crucial for safeguarding data privacy and
integrity, thereby unleashing the full potential of FL to benefit society at large.
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