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Abstract

This study proposes a framework that extends existing time-coding time-to-
first-spike spiking neural network (SNN) models to allow processing information
changing over time. We explain spike propagation through a model with multi-
ple input and output spikes at each neuron, as well as design training rules for
end-to-end backpropagation. This strategy enables us to process information
changing over time. The model is trained and evaluated on a Twitter bot detec-
tion task where the time of events (tweets and retweets) is the primary carrier
of information. This task was chosen to evaluate how the proposed SNN deals
with spike train data composed of hundreds of events occurring at timescales
differing by almost five orders of magnitude. The impact of various parameters
on model properties, performance and training-time stability is analyzed.
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1. Introduction

Spiking neural networks (SNN) differ from classic artificial neural networks
in how the signal is represented and propagated through the network. This in
turn determines their applicability to event-driven types of data (i.e., character-
ized by event occurrence as the primary information carrier, or data that can
be represented in this form by a proper encoding). SNN process data using im-
pulses which are asynchronously propagated through the entire network [11 [2].
This processing scheme stands in contrast to the classic artificial neural net-
works which require that all neurons within a single layer must finish their
computation before the signal flows to the subsequent layer. Overall, the aim
of SNN is to model biological networks in a much more principled way. The
training rules for the SNN generally fall into one of three categories: network
conversion (mapping each component of the source network to its spiking equiv-
alent) [3, [, 5], synaptic-plasticity-aware training (taking advantage of long-term
potentiation and long-term depression effects) [6l [7], or training with backprop-
agation [8,[9] [T0]. The latter approach necessitates formulating custom training
rules that take into account the fact that the activation function of biological
neurons — “all-or-nothing” principle — is not differentiable. Hybrid conversion-
backpropagation approaches have also been explored [I1].

There are several factors that inhibit research on the SNN. One of them is
the availability of event data. In case such dataset is unavailable (due to its
proprietary nature or when the original signal exists in the analog domain), re-
searchers can opt to transform existing sets of data to an event structure [12}[13].
Regardless of how the event data is obtained, it is possible to compare the SNN
with nonspiking models trained on the same task. Another inhibiting factor
is the computational complexity of simulating the SNN on typical hardware.
Fortunately, the research on spiking neural networks goes hand-in-hand with
the development of dedicated neuromorphic hardware [14].

In this paper we use backpropagation to train an SNN based on the time-

to-first-spike neurons introduced in [8]. We address one of the limitations of



this model related to the infinitely long neuron refractory period 7yer. This
shortcoming means that every neuron in the model can elicit at most one spike
during a single input example presentation. Overcoming this limitation allows
us to design a model that is able to process information changing over time.
Crucially, the proposed signal propagation and network training rules are truly
event-centric, evaluating the state of the model at each event rather than at fixed
points in time determined by the simulation grid. We evaluate our approach by
training a classification network on real-life dataset of legitimate and automated
Twitter user activity [I5]. We choose this data for several reasons. First of all,
each record is described only in terms of the time of event without any auxil-
iary information (such as tweet content and sentiment). Secondly, spike trains
formed for each record are several hundred events long. Lastly, the events occur
at timescales differing by many orders of magnitude. This allows us to assess the
feasibility of the proposed approach in scenarios commonly encountered when
processing this type of data.

This paper is structured as follows. In Sections and we give a brief
overview of backpropagation-based algorithms for training time-coding SNN,
as well as introduce the Twitter bot detection problem. Section [2] describes
the signal propagation and training rules for the proposed SNN, with the main
contributions outlined in Sections and The dataset properties, training
data selection and preprocessing steps are described in Section [3] Finally, we
summarize our experimental results in Section [4] showing the impact of model

parameters on network properties and performance.

1.1. Related works on backpropagation-based training of SNN

Training artificial spiking neural networks with backpropagation leverages
existing methods, algorithms and best practices developed for artificial non-
spiking neural networks and deep learning. In doing so it forgoes biological
plausibility, evident in training methods based on spike-timing-dependent plas-
ticity effects [6].

One of the first proposed gradient-descent-based learning rules for timing-



encoding networks was the SpikeProp algorithm [I6] and its variants. It estab-
lished key traits of backpropagation algorithms present in subsequent works. In
particular, the algorithm has the following characteristics: 1) the SNN is simu-
lated over a finite time window with a fixed time step, recording changes in the
internal state (membrane voltage, synaptic current) of all neurons during the
forward pass and 2) approximating (smoothing) the spike-generation function to
avoid a discontinuous derivative (unless this discontinuity is ignored and treated
as noise, as in [I7]). Backpropagation-based approaches for training time-coding
SNN can thus be divided into two categories, depending on how much informa-
tion from the forward pass is needed to compute the backward pass. In event-
driven learning, the error is propagated only through spikes [I8| [19, 20} [21].
Most notably, EventProp [22] defines exact gradients and can be applied to
neuron models without an analytical expression for the postsynaptic potential
kernels. Nevertheless, similarly to other existing algorithms, EventProp still
requires simulating the network in the forward pass in order to compute post-
synaptic events. As these algorithms propagate the error only through spike
events, they are prone to fail to converge when the network does not generate
enough events to process the signal end-to-end.

The other category that stands in contrast to event-driven learning is RNN-
like learning (named after its similarity to nonspiking artificial Recurrent Neural
Networks), in which the error information is also propagated through compu-
tation time steps which did not elicit a spike [0, 23]. The SuperSpike [24]
and SLAYER [25] models are examples of such algorithms. Surrogate gradient
methods, commonly used in RNN-like learning, are an alternative approach for
overcoming the discontinuous derivative of the spike-generating function [26].
Typically, a standard backpropagation-through-time algorithm [27] is used, as
in RNN, with one minor modification: a continuously differentiable function
is used in the backward pass as a surrogate of the spike-generation function
derivative. Finding the optimal surrogate gradient function is a topic of an
ongoing research [28]. Despite achieving a remarkable success in training deep

SNN [29, [30], surrogate gradient methods represent an even further departure



from energy-efficient, biologically-inspired learning.

Recently, there has been some research conducted on single-spike time-to-
first-spike SNN that specify learning rules which do not require simulating the
network over time [8, 31} 32]. Concretely, [§] trains an SNN with simplistic
Integrate-and-Fire (IF) neurons by deriving locally exact gradients of the spike-
generating function. A similar idea is explored in [3I] where the instantaneous
synaptic current kernel function is used instead of an exponentially decaying
kernel. Furthermore, [32] applies popular deep learning techniques such as max-
pooling and batch normalization to this model type, which alleviates issues with
training deeper neural architectures. However, to the best of our knowledge,
there has been no research that shows how this model can be applied to actual
spike trains rather than single spikes.

In this work we derive an algorithm that extends the aforementioned single-
spike time-to-first-spike SNN training rules to neurons observing and generating
multiple spike trains. In doing so we not only infer locally exact gradients of the
spike-generating function, like the EventProp algorithm does, but also express
the entire computation in terms of iteratively computing successive spikes (first,
second, third, etc.). The latter property stands in stark contrast to other works
which simulate the state of the entire network over a finite time window with a

fixed time step.

1.2. An overview of Twitter bot detection

Social bots are automated agents that interact with humans and mimic
human behavior [33]. In social media environment, such bots may aggregate
contents from various sources, automatically respond to custom queries, or even
generate content that satisfies some constraints. However, some bot behavior
and intent is purposefully misleading or downright malicious [34].

Bot detection systems can be divided into three categories: crowdsourcing,
feature-based classification, and social network analysis. Crowdsourcing tech-
niques rely on the ability of hired human experts and volunteers to manually

annotate bots based on their profiles, or on sending survey requests to the users



and analyzing their replies [34]. Feature-based classification aims to automate
the process by analyzing user-level features, usually by aggregating data pertain-
ing to the user itself and to their activity [35] B6]. It is also possible to perform
unsupervised clustering of users based on the temporal similarity of their activ-
ity, regardless of their relationship in the social network [I5]. This circumvents
the time-consuming and costly process of labeling the data. Additionally, the
unsupervised systems do not become outdated when new generations of bots,
exhibiting patterns of behavior not present during model training, become more
prevalent. However, they treat all unclustered examples as legitimate users, lim-
iting their ability to detect bots exhibiting irregular behavior. The last of the
three bot detection categories expands the scope of analysis to operate on a
large group of users at once [37, [38]. Similarly to the unsupervised user-level
methods, they do not become obsolete due to data drift [37]. However, given
that they analyze the actual community structure formed by users, they take
more time to process information, making them more difficult to operate at
scale [39].

In this work we focus on analyzing user data in terms of tweet and retweet
actions as the only information available to the model. A tweet is the original
message that can be re-broadcasted (i.e., retweeted) by other users. While it is
more common to analyze retweets with group-based methods [40] [41], automated
behavior can also be made evident by analyzing user-level patterns of retweet

activity [42, [43] [15]. The latter is the approach followed in our study.

2. Methods & algorithms

2.1. Signal propagation in time-to-first-spike SNN

This study focuses on a specific type of SNN that is sensitive to the timing
of input events and not their rate. Therefore, let us briefly summarize the
model first described by Mostafa [8]. This type of network uses IF neurons with
exponentially decaying synaptic current kernels. The membrane voltage of a IF

neuron with C presynaptic neuron connections is governed by the differential



equation
c
dv(t) .
a sz:leZC(t) ) (1)

where w, is the weight associated with the c-th synapse (channel), and i.(t) is
the synaptic current driving signal. Assuming that every presynaptic neuron

observes a single event at time t., the presynaptic current is

io(t) = exp <—t - t”) u(t —t,), (2)

Tsyn
with 7y, being the synaptic current time constant and wu(t) being the step
function. The solution to the system of equations defined by and is

given by

V(t) :v0+75yn§:wc [1—exp (-t_tCﬂ ult —to), 3)

Te
e=1 syn

where Vp = V(0) is the initial membrane voltage. The neuron is said to fire at
time toyt if the voltage exceeds a threshold Vipy, i.€., tous = argmin, V(t) > Vip,
after which the IF neuron becomes unresponsive to input signals for some time,
called the refractory period Tt. Once the refractory period subsides, the volt-
age is reset to zero and the summation over impulses in can resume. For
now let us consider the case T — 00 , meaning that the neuron is unable to
respond to new inputs following output spike generation. This is an implicit
assumption in single-spike SNN [ BT}, 32].

Assuming without the loss of generality Vj; = 0 and that there exists a subset

of input spikes that cause the postsynaptic neuron to fire

Q={c:te <tour}, (4)
i.e. the causal set of input spikes, the solution for tu,¢ is given in the implicit
form
ZCGQ Weze
Zowt = = v (5)
2iceqWe =
where
—_ tc _ tout
ze(t) = exp , Zout(t) = exp . (6)
Tsyn Tsyn



For completeness we assign zou = 00 when Q = @ . A necessary condition for
the postsynaptic neuron to fire is that the sum of weights of the causal set of

neurons be strictly larger than the scaled threshold voltage [§], i.e., that

1§zout<oo<:>2wc> (7)
ceQ Tsyn

Note that the condition in @ assures that the right-hand side of is posi-

tive. The formula is differentiable with respect to transformed input spike

times {z.} and synaptic weights {w,.} with partial derivatives

w .
= ifce@
% — ZCEQ We— Tsyn , (8)
0z )
0 otherwise
Zc—Zout f
v ifce@
8Zout — ZCEQ We— Tsyn , (9)
ow, .
0 otherwise

therefore it can be used to train a spiking network using the backpropagation

algorithm.

2.2. Multiple-input, multiple-output (MIMO) SNN

The model summarized in the previous Section is a time-coding single-spike
SNN, unable to process information changing over time. It assumes that every
neuron in the model, including input neurons, can elicit at most one spike (by
implicitly setting 7 = 00). Our goal is to extend the signal propagation rules
of the aforementioned model so that its hidden and output neurons are also able
to produce multiple spikes each. For brevity, we use a MIMO network descriptor
throughout this Section to refer to the model that supports signal propagation
with multiple inputs and multiple outputs. In case of multiple events arriving
at the input synapse, the equation becomes

i) e T
g = 2wy il =33 wlif ), (10)

T,
=1 c=1j=1

c=1 7
where T, is the number of events observed in channel ¢. Note that this formula

explicitly highlights the fact that every event t¥) of channel ¢ is associated with



the same weight {j : wf! = wc}. Therefore, a single channel with T, events is
equivalent to T, wirtual (or time-flattened) channels with a single event each.
Introducing a new index {k:k=1,..., K} over these virtual input channels

such that K = 25:1 T. we obtain the following representation of

V) &~
= ;wkzk(t) (11)

which is identical to . It follows that the equations for forward and backward
signal propagation through the network introduced in ([5)-(9) still hold for the
layer observing inputs spiking over time, provided that the indices are substi-
tuted where appropriate. The proposed idea of time-flattening the input signal
and projecting input layer weights is presented in Figure [Th.

Furthermore, allowing each neuron to spike more than once requires setting

a finite nonnegative refractory period 7. In that case the causal set of input

spikes becomes

(ko tp <t if m =1
{k: tﬂ’ﬁ[” + Tret < T < t([;'fl} otherwise

where {m:m=1,..., M} is the index over the sequence of neuron output
spikes. Computing the m-th output spike time can be done iteratively, not-
ing that M is at most equal to K (the neuron cannot spike more often than
once per input spike). The iterative computation over m can be stopped early
when an empty causal set is encountered (Q,, = @). Taking this new definition

of a causal set into consideration, the implicit formula for ™ becomes

out
(ol _ 2okeQum Whk
Zout - Vihr (13)
2keQn Wk~ 7
whereas the partial derivatives are

[m] — Y ifkeqQ
PZont _ ) Tican wh— 7 " , (14)

azk .

0 otherwise
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Figure 1: Signal propagation rules in MIMO SNN. The flow of time is represented by an
axis going from left to right, i.e., the earliest spike is at the left side of each subfigure. a) A
presynaptic neuron that observes multiple input spikes can be represented as multiple virtual
presynaptic neurons, each observing a single spike. All virtual presynaptic neurons have the
same weight between them and the postsynaptic neuron, identical to the weight associated
with the original connection before time-flattening. b) The ability of the postsynaptic neuron
to produce spikes depends on all input spike trains from presynaptic neurons, as well as the
previously generated output. This feedback loop imposed by the spike causality principle
can be unrolled over time, where the postsynaptic neuron computation is repeated with the
same input spike trains, but for different timestamps of the previously generated event. This
cascade proceeds until it is impossible for the postsynaptic neuron to generate an output

o] _

out = —oo designates the initial state of the postsynaptic

spike. The implicit output spike at ¢

neuron, i.e., it has not generated a spike yet.
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[ml]
az[m] — ZhT%uw  if ke Qm

ZFout _ EkeQm wki‘:st;xrx (15)
6wk : ,
otherwise
and additionally
8z[mt] 3Z[mt]
ZCout _ Z~out 16
o > Doy (16)

{k: wy, éwc}
where the set {k : w; = w.} denotes the subset of all k for which the virtual

(time-flattened) weight wy, corresponds to the original w.. Note the absence of

m] gty g

out’ “out

equations (13)-(16)), or equivalently V,, azIm 192lml — 0. This is fundamen-

any explicit dependence between two consecutive output spikes {¢

tally different from signal propagation in the backpropagation-through-time al-
gorithm [27], and is a direct result of the IF neuron’s independence on its own
history (i.e., it is memoryless). Instead, the gradients are simply summed over
output spikes. This concept of iterating over the M output spikes is summa-
rized in Figure [Ib. Signal propagation through the MIMO SNN model can be
visualized using a spike raster plot, such as the in Figure

Overall, the proposed algorithm shows how to simulate and train a time-
coding MIMO SNN by time-flattening the presynaptic spike trains and unrolling
the postsynaptic neuron feedback loop imposed by the spike causality principle.
This procedure is sufficient to encode and process information with multiple
spikes. However, it must be stressed that the concepts described above and
illustrated in Figure [1| specifically refer to operating the model on conventional
hardware. Once trained, the spiking network (i.e, synaptic weights and neuron-
specific hyperparameters) can be realized on existing neuromorphic hardware,
in which case the virtual presynaptic neurons are no longer needed (hence the

name) as reusing neurons for multiple input and output events is implied.

2.3. MIMO SNN loss function

The original model proposed by [§] was trained using a loss function with

two components. The first one is a modification of the cross-entropy loss with
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Figure 2: Spike raster plot for models trained with two different values of 7ot responding to

the same input example.

softmax normalization

Lo S exp (~7)
W= e o) 1o

where:
e P - the number of output channels,

e y, - a binary indicator (0 or 1) of the desired output channel p spiking
first,

e 2, - the transformed spike time of the p-th output channel.

This loss function encourages the model to use rank-order coding [44] to repre-
sent the output, without explicitly specifying the time of each spike. The second
component of the loss function is a spike regularization term, which promotes

network spiking activity by ensuring a nonnegative denominator of

H
Rspiking = Z Ry, ; (18)
h=1
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where Rj, = max (0, Vinr/Teyn — chzhl wch> and the index A runs over all neu-

rons in the network H. The overall loss function minimized by the model is

Ltotal z y Z y +7Rsp1k1nga (19)

uMz

where L, (z,y) is the cross-entropy loss for the n-th example of the batch
of size IV, and -y is a hyperparameter.

We posit that the penalty term should be applied only when “the task is not
solved”. For classification models this entails that the output of the network is
different from the expected ground truth. Such approach would result in models
that are more efficient in terms of the number of spikes needed to propagate the
signal through the network, compared to the original approach (which makes
all neurons in the network produce at least one spike). The proposed heuristic

is thus

y” # yn Rgp]lklng’ (20)

Mz

f iking — N
D Dl (yn # 9n) 0=t

where n runs over all examples withing a training minibatch N; Rl

spiking
the spike-firing penalty term in , and 1(A) is the indicator function. The

is

argument of the indicator function is a short-hand notation for the output of the

network ¢, being different from the expected ground truth y,. The proposed

heuristic dynamically scales the spike-firing penalty term during training -

it acts as a mean penalty over the minibatch examples if the network returns an

incorrect output for all examples, and it assigns an increasingly larger weight to

each incorrectly predicted example as the training progresses. For completeness
spiking = 0 if ne{i”,N} 1(Yn # 9n) =0.

Furthermore, some adjustments to the loss function components are neces-
sary in order to use them in a MIMO SNN context, particularly to the spike
regularization term. The formula can be trivially extended to networks with
inputs spiking over time by substituting the index over the input neurons ¢ with

an index over virtual input channels k. We can also apply regularization to each

13



neuron output spike m separately. Thus, the regularization term that considers
the MIMO SNN signal propagation rules is

H Mh

Rspiking = Z Z Rh ) (21)

h=1m=1

where R}, is redefined as Rj, = max (O, Vinr/Tsyn — Zsz”l wkh). However, this
implicitly assumes that every presynaptic weight wyp, is associated with an
event txp. We have previously shown [45] that this need not be the case as
SNN can exhibit a sparse neuron activity. It is entirely possible that for some
neuron h the inequality Zf:hl Weh > Vibr/Tsyn holds and yet the neurons does
not fire anyway. This scenario might occur if none of the presynaptic neurons
observe an event. Therefore, can be reformulated to make this dependence
on input spikes explicit

H My

SN Ron, (22)

Rspiking =
h=1m=1

where R,,;, = max (O, Vinr/Tsyn — ZkeBmh wkh) with B, C Qmp being the set

of valid inputs for the m-th output of the n-th postsynaptic neuron

{k : thn < o0} ifm=1
Bmh = . (23)
{k : t([)nljtzl] + Tret < tkh < OO} otherwise

For completeness

Ryn=0 if {k:tkh<oo}:®.

In our preliminary experiments we found that the penalty term is too strong
for m > 1, skewing the training objective towards forcing neurons to output
multiple spikes, rather than letting it focus on solving the actual task. As such,
we train our models by setting V,,~1 Rpm,m = 0, which only penalizes neurons
that do not spike at all (alternatively one might consider applying a smaller
weight to subsequent spikes).

On another note, the modified cross-entropy loss as defined by ignores

the fact that each output layer neuron can produce multiple spikes. This means

14



that for the last layer, either the refractory period could be set to T.ef = 00, or
that all m > 1 output spikes could simply be ignored (as they have no impact
on the gradient propagation anyway). Both approaches lead to the same result.
Applying the dynamic scaling factor to the spike regularization term
computed over the set of valid inputs , and plugging the result into the
loss function minimized by the original model leads to the following loss

function minimized by the MIMO SNN training objective

1
Liotai(2,y) = N ; Ln(2,y) o
N

- 1 (yn # ) R ing -
Zn:l 1 (yn 7{ yn) ngl ’ ¢

3. Experimental setup

3.1. Dataset description

The RTpust study reported in [I5] used Twitter Premium Search API to
compile a list of all Italian retweets shared between 18 June 2018 and 1 July 2018.
In this 2-week period there have been almost 10M retweets shared by 1.4M
distinct users. The compiled dataseﬂ consists of records of retweet timestamps
associated with some original tweets. These records can be aggregated based
on user id such that each user is characterized by a different number of tweet-
retweet pairs. Importantly, the dataset contains no information on the content
of shared tweets, thus the goal is to classify legitimate and bot users based solely
on retweet timestamps. To supplement this vast collection of unlabeled records,
about 1000 accounts were manually annotated based on published annotation
guidelines for datasets containing social bots [34].

We limit the scope of our analysis to the labeled portion of this dataset

and, in contrast to the original study, apply a supervised learning algorithm on

IThe dataset is available at https://doi.org/10.5281/zenodo.2653137
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individual data points. Let us introduce a retweet delay as a difference between
retweet and the origin-tweet timestamps, expressed in minutes. This quantity
can be treated as describing an observed event, hence we denote it as ¢ in order
to avoid introducing additional notation. We filter the records so that only
those with both tweet and retweet timestamps occurring from 18 June 2018 to
1 July 2018 (exclusive) are kept, meaning that the retweet delay attribute is
bounded from above to about Tiyax = 2+ 10* minutes (2 weeks) H Additionally,
only records with a delay of at least Tyin = 10~ minutes were considered for
further analysis. Records with a retweet delay below the selected 7, can be
considered a sign of either auto-retweeting bots, or legitimate users that were
refreshing their feed as the tweet was posted and decided to retweet immediately.
Either way, in our opinion, this does constitute a typical user behavior. As a
result of this filtering step, 11.73% of all records were removed.

Finally, the records were grouped by the retweeting user and by label. This
allowed us to construct a set of data points X with elements x = [t1,...,ty; U]
such that mnin < t1 < ... < ty < Tmax are the retweet delays bounded by obser-
vation time Tyax and U = U(Tmax) is the length of the sequence. We obtain a
nearly balanced data subset with 366 examples of legitimate users and 389 ex-
amples of bot users. These user tweet-retweet sequences have, on average, about
113 events with a maximum of 698. The remaining 46,883 cases are unlabeled

and were not used in this study.

8.2. Signal preprocessing

The tweet-retweet sequences obtained in the previous Section are character-
ized by two peculiar traits that make designing an SNN-based classifier difficult.
First, we note that all events occur in only one channel. If all neurons in the
network have the same value of parameters 7yyn, Tref and Vinr, then this scenario

imposes additional constraints on the weights during training. First of all, the

2Throughout the rest of this paper, we express all units of time in terms of minutes, same

as the original RTgygt study.
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Figure 3: Simulated spike trains from a simple network with one input neuron and seven
postsynaptic neurons. In blue: input spike train (the same in all rows), in orange: spikes
generated by postsynaptic neurons. The shaded area denotes the refractory period after
generating a spike. All output neurons have the same values of parameters Tsyn, Trer and
Vinr with the only difference between them being the synaptic weight w. Note that if the
weight it too large (in this case w > 3), the neuron elicits a spike in response to every input
event, unless it occurs during the refractory period, effectively repeating the input sequence.
This means that a group of postsynaptic neurons is redundant because they produce almost
identical spike trains. In such scenario, output sequence variability could be improved by

adjusting the values of Tsyn, Trer and Viyy for each neuron individually.

synaptic weight of each connection must be positive, otherwise the postsynaptic
neuron is unable to produce any spike. This also means that each postsynaptic
neuron eventually produces a spike as IF neurons are unable to lose charge if
all presynaptic weights are positive. Additionally, if some weights are too large,
then it is possible that the associated postsynaptic neurons will produce nearly
identical spike trains, with only slight variations in spike frequency and their
timing (illustrated in Figure . While it is certainly not impossible to train a
network with such constraints on the input layer, we can expect this to be more
difficult. In fact, in Section we empirically show that training a model with
a single input neuron is indeed more challenging than the alternative.

For these reasons we explored the possibility of transforming input spike
trains into multiple sequences of fewer events. This is analogous to conducting

feature engineering instead of relying on trainable feature extractors in artificial

17



0.4 &#
0.2 a:
2 00
7))
C
8 0.4 /L?QVN
0.2 [
)
0051 1go 10 102 103 107

Retweet delay [min]

Figure 4: The result of binning the empirical density functions of the two classes (above -

legitimate users; below - bots) into 10 bins over a given data split.

neural networks. Loosely inspired by the technique of binning used in neuro-
scientific studies, we identify a collection of bins that divide the spike train
aggregated over all examples into sub-sequences with approximately the same
number of events in each birﬂ This concept is illustrated in Figure {4 by di-
viding the empirical density functions of the two classes. Importantly, the step
that identifies binning thresholds is computed over the training examples. Each
sub-sequence can then be shifted so that it starts at ¢t = 0 by subtracting the
corresponding binning threshold.

We note that binning is a valid strategy for this specific problem because
it is assumed that events aggregated into a tweet-retweet sequence of each user
are independent of one another [I5]. While this is a reasonable assumption
given the data, in reality it seems plausible that graph community structure
and programmed bot behavior play an important role in what gets retweeted,
and when. Additionally, the IF neuron exhibits the memoryless property where
the internal state of the neuron (membrane voltage) is preserved regardless of
how recent was the previous event. Finally, as a side note, taking the binning

approach to the extreme would result in a multitude of thin bins such that there

3By contrast, in neuroscience binning produces the number (or an average number of)

events that had occurred in a given time interval over multiple repetitions of the experiment.
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is at most one event per bin for each example. We did not consider this to be
worth pursuing as it would greatly increase the number of neurons needed to
represent the signal in the input layer of the network.

The second point that needs to be addressed is that events occur at timescales
differing by almost five orders of magnitude. At such scales the transformed
events in @ easily surpass the limits of double-precision floating-point data
format. This problem still persists even after binning the sequences and shift-
ing each sub-sequence so that it has a common starting time of t = 0. It is easy
to see (Figure [4) that for bins with a higher index, the range of event times,
while reduced, is still relatively large for the network. And so, we can either
increase the number of bins (but as discussed previously this does not seem
to be a suitable approach), or transform each sequence to reduce the range of
observed values. Therefore, we apply a log-transform to binned sub-sequences

with events occurring in range t € [T.—_1,T.) such that

Vielr,_., 1) 9(t;be,c) =log, (t—Teo1 +1) (25)

for b, > 1, where ¢ € {1,2,...} is the index of the bin, T is the upper boundary
of the c-th bin (i.e., the threshold), and T = 0. Each bin corresponds to a
single network input channel, hence we reuse the index ¢ to make this explicit
and avoid introducing additional notation. Note that each transformed sequence
is shifted to start at ¢ = 0. This transform is controlled by a single parameter b,
the base of the logarithm. Note that g(t; be, ¢) is a decreasing function of b,.
In general, the transform in allows setting a different b. for each bin

(channel). In our experimental scope we consider two strategies for selecting b,.:

1. Setting the same base b > 1 for all bins

Vier._.,1) 91 (t;b,c) =log, (t —Te—1 +1) . (26)

2. Adjusting the base of the logarithm for each bin separately so that all bins

have the same range of values after transform

K

mﬁ(ﬁ b,c), (27)

g2(t; K, c) =
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Figure 5: A diagram of the preprocessing steps to obtain signals used to train a MIMO SNN

on Twitter dataset.

where k is the time-instant assigned to the threshold T, after transform,
ie., k = ga(Te; K, ¢). Note that in this strategy the value of the parameter b
does not matter as the actual logarithm base for a given bin ¢ is controlled
by the boundaries T._1, T. and the parameter k. For simplicity, we use

the same & for all bins.

The difference between these two approaches lies in the range of values produced
by the transform. Strategy ¢ (¢;b,¢) is unbounded from above and so it might
be difficult to select a single b that works at both short and long timescales.
Conversely, the function go(¢; &, ¢) squeezes all values to lie in the range [0, x],
which might make it easier for the network to learn the relationship between
events at different timescales.

Figure [5| summarizes the outlined preprocessing steps. We found that ap-
plying the b-parameterized log-transform on binned sub-sequences sufficiently
addressed our concerns for training the proposed spiking neural network. Note
that while the log-transform has the unfortunate effect of significantly in-
creasing the latency of the model, we are only interested in the final classification

prediction of the model and not its real-time performance.
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4. Results & discussion

In all of our experiments we used the same C-12-24-48-2 architecture, where C'
is the number of bins used to preprocess the spike train, the network has 2 out-
put neurons, and other digits represent the number of neurons in the hidden
layers. This produces a relatively small network of about 1536 + 12C parame-
ters. However, a MIMO SNN model complexity is not only determined by the
number of parameters, but also by the refractory period 7.t (see ((12)) which

controls how often each neuron in the network is able to spike.

4.1. The impact of the refractory period on signal propagation

In order to settle on a single value of T, to use in our experiments, we
conducted a preliminary study by training the classification model on a small
subset of data (stratified random 10% sample). We considered 7y € [0.01, 1],
selected on a 5-point logarithmically-spaced grid. The data was preprocessed
into 30 bins, with bin-threshold-dependent logarithm base b. computed for xk =
3. All models were trained for 200 epochs of 10 update steps each, with a batch
size of 64. This was enough to reach perfect classification score on the training
set for each model (note that in this experiment we were not interested in the
classifier’s performance on unseen data, but rather in how the signal propagates
through the MIMO network). The synaptic regularization parameter was set
to v = 10® in order to promote spiking activity in the network. Training was
repeated 5 times in order to average-out processing time measurements.

In the preliminary study we measured the average time it took to finish the
training epoch, as well as sparsity-adjusted average number of spikes produced
by the network in response to input signals. The “sparsity-adjusted” term states
that only the active (i.e., not quiescent) neurons are considered when discussing
the impact of the choice of 7..¢. To succinctly describe this measure we introduce
the network activity indicator

N L Hy

1
NAI = m Z Z Z Mnhlg ) (28)

n=1¢=1 h@:l
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where My, is the number of output spikes generated by the h,-th neuron of
the /-th layer in response to the n-th example in the minibatch.

The results are summarized in Figure[6] We observe that both the NAT mea-
sure and the epoch training time rapidly increase in the initial stages (the first
50 epochs) because then the spike regularization term forces the model to learn
how to propagate the signal through the network. Afterwards, the training time
remains relatively constant throughout the rest of the training, while NAI con-
tinues to increase, albeit at a much slower rate. Note that the growth of NAI
over training epochs is unbounded because there is no term in the loss func-
tion that encourages the network to generate fewer spikes. This shows that
setting a smaller 7,of causes the network to produce more spikes.

Surprisingly, however, the obtained processing time measurements do not
support the notion that it is possible to predict which model will take the
least amount of time to process the examples based solely on the value of the
refractory period. Such relationship was anticipated as the number of iterations
needed to compute all output spikes in increases as Tyof decreases. Perhaps
repeating this experiment significantly more times would allow us to reach a
conclusive answer as processing time measurements are notoriously unreliable.
Nevertheless, normalizing the processing time measurements separately for each
experimental run shows that the relative increase in processing time over the
training epochs is similar across different scenarios. Based on all these results,
we settle on Ty = 0.1 in our further experiments as the largest 7,or that still

exhibits a steep increase in NAI measure over training steps.

4.2. Bot detection - binary classifier performance

In our experiments on the classification problem, having fixed the value
of Tof, we explored the impact of proposed preprocessing on model performance.
We constructed a grid over preprocessing parameter space, selecting the number
of bins from the set C € {10, 20, 30, 40,50}, whereas the log-transform parame-
ter was set to either b.(k) for x € {1,2,3}, or b € {10,30}. For every pair of

parameters on this grid, several models were trained and evaluated with 5-fold
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Figure 6: The impact of the refractory period 7yef on a trained MIMO SNN properties.
Top panel: sparsity-adjusted average number of spikes produced by the network. Middle

panel: average epoch training time. Bottom panel: normalized average epoch training time.

cross validation. Thus, in total 125 models were trained. All models were trained
for 50 epochs, each with 100 training steps over 64 class-balanced training exam-
ples. The learning rate was set to 1072 in all steps. The synaptic regularization
term factor ~ varied substantially depending on the current training epoch —
initially set to 10° in order to guide the model towards a state in which it is
able to propagate spikes throughout all layers. After 10 epochs, we set v = 1072
so that the model could focus on minimizing the task-specific loss term .
Given the small dataset size (366 legitimate users and 389 bots), we opt to
use data augmentation in order to increase the effective training split size. Two

types of augmentation were used:
e drop events with probability 0.1,

e randomly shift each event in time by ¢s uniformly distributed in (—0.05,0.05),
independently with probability 0.3.
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The latter augmentation type is applied only after the sequence has been pre-
processed, making sure that the shift-augmented sub-sequence is still composed
of events occurring at nonnegative time.

The classification accuracy achieved by all models trained over the prepro-
cessing grid is summarized in Table [I} The results obtained during the hyper-
parameter search on the preprocessing grid do not suggest an existence of some
pattern that holds across different number of bins or the transform choice. No-
tably, however, the setting denoted by the parameter b = 30 seems to be more
robust compared to other settings in that it is the only one that allowed the
model to consistently reach an accuracy over 70% regardless of the number of
bins.

Overall, the wide range of performance classification scores reported by dif-
ferent models suggest that it is imperative to perform hyperparameter tuning
when using the proposed MIMO network for this specific scenario of extremely
long-range dependencies between events. Nevertheless, it must be stressed that
the hyperparameters associated with the neural model itself (Vinr, Tsyns Trer)
can be selected heuristically. Firstly, note that V;p, only influences the scale
of trained weights and has no impact on training dynamics, making the choice
of Vinr arbitrary. On the other hand, the time constants 7y, and 7ier can be
selected according to the input event distribution. The post-synaptic potential
constant 7y, needs to be longer than the relevant temporal patterns present in
the input data [I6]. Lastly, setting 7yef < Tsyn prevents the scenario in which
the network rarely generates events.

Table [ compares our best model with the results obtained in the original
study [15] in terms of accuracy, recall, precision, F;-score and Matthews correla-
tion coefficient (MCC). Our MIMO SNN model outperforms all of the presented
supervised approaches (Botometer, Social fingerprinting), as well as most of the
unsupervised methods (HoloScope; PCA- and TICA-based RTgyst). Impor-
tantly, the latter group of methods relied on fitting the model on the entire
unlabeled dataset of 63,762 accounts and evaluating on the labeled portion,

whereas we focus only on the annotated subset (as outlined in Section [3.1]),
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Table 1: Classification accuracy for MIMO SNN models trained on Twitter tweet-retweet
dataset, depending on the chosen preprocessing parameters. A star (%) denotes the best

result for a row, whereas the diamond (o) denotes the best result in a column.

Stratified 5-fold Log-transform-related parameter
cross validation
b =10 b = 30 be(k = 1) be(r = 2) be(k = 3)

2 C =10 *073.25 £ 3.71 70.33 4+ 3.83 68.74 + 3.09 68.08 + 4.20 68.61 £ 10.46
2
— C =20 70.20 + 3.72 *70.60 £+ 1.65 67.95 £+ 2.70 70.33 + 3.80 68.21 £ 5.70
o
5 C =30 67.42 £ 2.03 *O71.52 £ 4.74 69.40 £+ 4.76 70.86 £ 1.83 69.14 £ 3.09
2
g C = 40 69.27 £+ 2.67 70.60 + 4.40 66.75 £+ 4.50 69.40 + 4.42 *©71.13 £ 3.49
=
z C =50 67.68 £ 4.20 71.26 + 6.22 *072.19 4 3.82 ©70.99 £ 4.26 68.08 = 3.61

composed of about 755 labeled cases in total. We note that the Variational
Autoencoder (VAE) variant of the RTgyst model performed better than our
approach. As this model also leveraged the unlabeled portion of the dataset,
it stands to reason that there is a clear benefit to clustering-based methods, in
which the presence of a suspicious behavior emerges only when analyzing user
in groups, rather then as individuals. Furthermore, we note that the examples
examined in [T5] were manually labeled and thus any incorrectly labeled cases
could have had a much bigger impact on the supervised model trained with sig-
nificantly fewer examples. Lastly, it is important to note that the original study
lacks technical details related to the LSTM-VAE network architecture, which
prevents us from making a comparison between the two methods that is adjusted

for model complexity as expressed by the number of trainable parameters.

4.3. Model ablation study

For the best-performing model, we ran an ablation study experiment in order
to determine which components of the proposed approach have a significant

impact on model performance. We tested four scenarios:

1. no data augmentation,

2. setting Tyef = 00, i.e., preventing the neurons in the network from spiking

more than once in response to a given input signal,
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Table 2: Comparison of model performance on the bot detection task between different tech-

niques.
Technique Accuracy Recall Precision Fj1-score MCC
Botometer 58.30 30.98 69.51 42.86 0.2051
[15]) HoloScope 49.08 0.49 28.57 0.96 —0.0410
Social fingerprinting 71.14 89.78 65.62 75.82 0.4536
RTpysT (PCA) 51.54 95.12 51.11 66.49 0.0446
m RTpysT (TICA) 53.64 95.12 52.28 67.47 0.1168
RTpysT (VAE) 87.55 81.46 93.04 86.87 0.7572
our MIMO SNN 73.25 + 3.71 69.56 £ 8.93 76.39 + 3.34 72.46 £ 5.08 0.47 £ 0.07

3. no splitting of channels into separate bins,

4. no log transform.

Each one represents a single change to the experimental protocol outlined in
Section[£.2} Clearly, with the exception of the first scenario, these changes have
a major impact on how the signal is propagated through the network or on
training dynamics.

As evidenced in Table [3] removing any of the components causes a reduc-

tion in model performance. This shows that the proposed data augmentation
scheme was effective in mitigating the problem of overfitting. Furthermore, the
drop in performance for the 7.t = 0o scenario suggests that some of the model’s
capacity to process information is tied to the ability to process it over time.
Unsurprisingly, not splitting the input spike train into multiple bins makes it
more difficult for the model to learn long range dependencies, which is an ef-
fect that was anticipated while designing this preprocessing step. Lastly, the
sharpest drop in performance is observed when the data is passed through the
network without any transform that squashes the range of values at its input.
Note that the obtained average accuracy of 47.68% is quite close to the ratio
of the number of legitimate users to all users in the stratified evaluation data
split (48.48%). This means that the model was unable to learn anything, most
likely because using raw event times as large as 2 - 10* minutes transformed

according to @ surpasses the limits of double-precision floating-point data for-
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Table 3: Model performance in the ablation study, given the specified scenario.

Scenario Accuracy Recall Precision Fq1-score MCC
baseline 73.25 £ 3.71 69.56 = 8.93 76.39 £ 3.34 72.46 £ 5.08 0.47 + 0.07
no data augmentation 66.89 + 1.45 58.09 + 10.61 73.77 £ 6.50 63.80 £+ 5.60 0.36 + 0.03
infinite refractory period 67.28 £+ 2.64 56.30 + 4.52 74.44 £+ 5.63 63.89 + 3.06 0.36 + 0.06
no channel-splitting 63.18 £+ 4.60 69.67 + 14.22 62.61 £+ 2.74 65.42 £+ 7.49 0.27 + 0.10
no log transform 47.68 £ 1.18 0.00 = 0.00 0.00 + 0.00 0.00 + 0.00 —0.06 + 0.07

mat, making training impossible. Note that the trained models are in general
biased towards higher precision, with the exception of the channel-splitting sce-
nario, despite being trained with a nearly class-balanced data. In bot-detection
scenarios it is preferable to favor precision instead of recall as the system admin-
istrator should be reasonably certain that a user is a bot before taking action.
For completeness, Figure [7] shows representative examples of confusion ma-
trices for the five scenarios, chosen according to the MCC. It is evident in the
results for the experiment without log transform that for a failed model all pre-
dictions are towards the negative class. This stems from the assumption that if
the output layer produces no events, then the model should return the negative
class prediction. However, this effect is negligible for properly trained models —
in other scenarios less than 1% of bot accounts were misclassified as legitimate

users due to this assumption.

4.4. Computational complexity of the MIMO SNN

Let us briefly comment on the computational burden of the MIMO SNN
in general, without the preprocessing steps that are specific to the Twitter
dataset. The proposed algorithm slightly increases the complexity of the single-
spike version proposed in [8]. Note that it is possible to compute the first
output spike of all output neurons in a given layer observing numerous minibatch
input examples presented to presynaptic neurons in a single pass through the
layer (see [32] for a simplified version of this algorithm). While the proposed
MIMO SNN approach introduces an unavoidable feedback loop resulting from

the spike causality principle, it does not prevent the model from training with
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Figure 7: Confusion matrices corresponding to the best-performing iteration with respect to

MCC value for five ablation experiment scenarios.

modern deep learning software frameworks. During such iterative search over
output spikes, the SNN is no different from a nonspiking RNN.

Note that the proposed algorithm iterates over the space of discrete output
spike events rather than discretizing time at a predefined time-resolution. This
leads to significantly fewer iterations when computing the full output spike train
of each neuron than the alternative requiring a discretized time simulation.
Additionally, this allows MIMO SNN to compute arbitrarily late events w.r.t.
reference time, whereas discretized-time algorithms are limited in scope by the
simulation window. In our experiments we did not impose an upper limit on the
number of events generated by a single neuron, relying instead on the exhaustive
search over the event space. Note that this event space is finite as each neuron
cannot generate more events than it observes across all synapses.

Nevertheless, the MIMO SNN adversely scales with the number of events
observed by presynaptic neurons, as well as by those generated by its neurons.
The former has the biggest effect on the input layer, in which the number of

virtual (time-flattened) channels can be extremely large when the network has
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numerous input neurons, each observing lengthy spike trains. This limits the
applicability of our approach to multichannel data streams without too many
events (although it is difficult to estimate what this upper limit actually is),
unless the dataset is preprocessed to contain fewer events. Furthermore, the
average processing time increases with the number of spikes generated by the
layer as the feedback loop must be unrolled over time. However, note that each
successive spike is less likely to be generated (because the causal set shrinks with
each iteration), making the computational complexity of subsequent iterations
smaller than the preceding one. Fortunately, the network spiking activity can

be controlled by the 7. hyperparameter, as evidenced by our experiments.

5. Conclusion

This study introduces a MIMO SNN model which extends existing time-
coding single-spike time-to-first-spike SNN models by defining the rules for spike
propagation throughout the layers when simulating the network on conventional
hardware. Once trained, the model can be realized on existing neuromorphic
devices that implement the IF neuron computation. In contrast to other works,
the proposed MIMO SNN expresses the entire algorithm in terms of iteratively
calculating successive spikes, which stands in contrast to other works simulat-
ing the state of the entire network over a finite time window with a fixed time
step. The proposed MIMO SNN is suited towards datasets with spike trains
composed of relatively infrequent events occurring at different timescales, such
as the Twitter user activity dataset. Furthermore, the algorithm can be imple-
mented in modern deep learning frameworks, making it scalable to large volumes
of data.

The model was applied to a labeled subset of Twitter user activity data in
order to determine whether each analyzed user is legitimate or not. Choosing a
dataset with a time horizon of a 2-week-period allowed us to show that the model
is able to process time series composed of events occurring at timescales differ-

ing by almost five orders of magnitude. Our best model achieved an accuracy
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score of 73.25%, compared to 87.55% obtained by the original RTgyst study.
However, we note that the latter is an unsupervised learning algorithm and is
therefore able to infer different non-overlapping patterns of activity of distinct
groups of users not present in the class-label-aggregated data. Furthermore,
our model relies on about 755 labeled example compared to the 63,762 unla-
beled cases used to train RTgygr. As the data was manually labeled by the
authors of the study, any incorrectly labeled examples could have had a much
bigger impact on the supervised model trained with significantly fewer exam-
ples. We have shown that the proposed MIMO SNN operates directly in an
event-domain, and so there is no need to encode the time series in any way for
it to be processed by the model. In addition to the classification model feasi-
bility study, this work showcased novel signal preprocessing steps, exemplary
spike train data augmentation techniques, and the heuristic of modifying reg-
ularization scale factor during training to tackle this challenging dataset. We
found that these concepts were critical at preventing overfitting and stabilizing
the training procedure, as evidenced by the results of the ablation study. We

hope to explore these insights in future works.
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