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Abstract

Federated learning has emerged as a promising paradigm for collaborative
model training while preserving data privacy. However, recent studies have
shown that it is vulnerable to various privacy attacks, such as data recon-
struction attacks. In this paper, we provide a theoretical analysis of privacy
leakage in federated learning from two perspectives: linear algebra and op-
timization theory. From the linear algebra perspective, we prove that when
the Jacobian matrix of the batch data is not full rank, there exist different
batches of data that produce the same model update, thereby ensuring a
level of privacy. We derive a sufficient condition on the batch size to pre-
vent data reconstruction attacks. From the optimization theory perspective,
we establish an upper bound on the privacy leakage in terms of the batch
size, the distortion extent, and several other factors. Our analysis provides
insights into the relationship between privacy leakage and various aspects
of federated learning, offering a theoretical foundation for designing privacy-
preserving federated learning algorithms.

1. Introduction

Federated learning (McMahan et al), 2017; [Yang et al., 2019) has gained
significant attention in recent years as a distributed machine learning paradigm
that enables multiple parties to collaboratively train a model without sharing
their raw data. By keeping the data locally and only exchanging model up-
dates, federated learning mitigates privacy concerns and complies with data
protection regulations. It has found applications in various domains, such as
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mobile computing (Hard et all,[2018), healthcare (Antunes et al.,2022), and
finance (Long et all, 2020).

Despite the promise of federated learning in protecting data privacy, re-
cent studies have revealed that it is still susceptible to privacy attacks. Ad-
versaries can exploit the shared model updates to infer sensitive information
about the participants’ private data. One notable class of attacks is data re-
construction attacks (Zhu et al., 2019; |Geiping et al., 2020; [Yin et al., 2021)),
which aim to recover the original training data from the gradients or model
updates. These attacks pose a severe threat to the privacy of federated learn-
ing participants and undermine the trust in the system.

To better understand and mitigate privacy risks in federated learning,
it is crucial to conduct a rigorous theoretical analysis of privacy leakage.
Previous works have investigated the privacy guarantees of federated learning
from different perspectives, such as differential privacy (Dwork et all, [2006;
Abadi et all,2016) and information theory (Wang et all,2019). However, the
theoretical understanding of privacy leakage in federated learning remains
limited, especially in terms of the impact of the specific characteristics of
federated learning in the local training process, such as the number of local
data samples, the number of local epochs, and the batch size.

In this paper, we aim to fill this gap by providing a theoretical analysis of
privacy leakage in federated learning from two complementary perspectives:
linear algebra and optimization theory. From the linear algebra perspective,
we formulate the local training process as an optimization problem and exam-
ine the uniqueness of its solution. We prove that when the Jacobian matrix of
the batch data is not full rank, there exist different batches of data that pro-
duce the same model update, thereby ensuring a level of privacy. We further
derive a sufficient condition on the batch size to prevent data reconstruction
attacks. From the optimization theory perspective, we measure the privacy
leakage using the discrepancy between the reconstructed data and the orig-
inal data, and establish an upper bound on the privacy leakage in terms of
the batch size, the distortion extent, and several other factors. Our analysis
provides insights into the relationship between privacy leakage and various
aspects of federated learning, such as the number of local data samples, the
number of local epochs, and the batch size. Our main contributions are as
follows:

e We formulate the local training process in federated learning as an
optimization problem and analyze the uniqueness of its solution from



the linear algebra perspective. We prove that when the Jacobian matrix
of the batch data is not full rank, there exist different batches of data
that produce the same model update, ensuring a level of privacy.

e We derive a sufficient condition on the batch size to prevent data recon-
struction attacks ([Iheorem 4.1l and [I'heorem 4.2)), providing a guide-
line for setting the batch size in federated learning to enhance privacy
protection.

e We measure the privacy leakage using the discrepancy between the
reconstructed data and the original data, and introduce the concept
of distortion extent to quantify the impact of parameter perturbation
on privacy protection. We establish a connection between the privacy
leakage, the batch size, the distortion extent, and other factors such as
the number of local data samples and the number of local epochs. This
reveals the relationship between privacy leakage and various aspects of

federated learning (Theorem 5.2).

The rest of the paper is organized as follows. Section Plreviews the related
work on federated learning, privacy attacks, and defense mechanisms. Sec-
tion Blintroduces the preliminaries and notations used in the paper. Section [4]
presents the theoretical analysis from the perspective of linear algebra, deriv-
ing conditions for preventing data reconstruction attacks. Section [ provides
the theoretical analysis from the perspective of optimization, establishing up-
per bounds on privacy leakage. Finally, Section [0l concludes the paper and
outlines future research directions.

This work sheds light on the theoretical aspects of privacy leakage in fed-
erated learning and provides insights into the design of privacy-preserving
federated learning algorithms. By understanding the impact of different fac-
tors on privacy leakage, we can develop more effective defense strategies and
build more secure and trustworthy federated learning systems.

2. Related Work

In this section, we review the related work on federated learning, privacy
attacks, and defense mechanisms.



2.1. Federated Learning

Federated learning has attracted significant attention in recent years as
a promising approach for collaboratively training machine learning models
while preserving data privacy. The concept of federated learning was first
proposed by McMahan et al! (2017), who introduced the FedAvg algorithm
for aggregating local models. Since then, various extensions and improve-
ments have been proposed, such as FedProx (Li et all, 2020), and FedNova
(Wang et all, 2020). Furthermore, the concept of trustworthy federated learn-
ing has emerged, focusing on ensuring high utility, fairness, robustness, and
efficiency, while preserving privacy. Researchers have explored the trade-offs
between these factors and proposed various techniques to achieve a balance
Girgis et al. (2021); [Zhang et all (2022); Mitchell et al. (2022); [Zhang et al.
(2023a/d)e,b); He et all (2024); Zhang et al. (20244). Federated learning rep-
resents a promising direction for collaborative model training that can benefit
a wide range of applications, from healthcare to finance, while addressing the
growing concerns around data privacy and security.

2.2. Privacy Attacks in Federated Learning

Despite the privacy-preserving nature of federated learning, it has been
shown that the shared model updates can still leak sensitive information
about the participants’ private data. [Zhu et all (2019) proposed the Deep
Leakage from Gradients (DLG) attack, which reconstructs the training data
from the gradients by solving an optimization problem. |Geiping et al. (2020)
developed a cosine similarity-based attack called Inverting Gradients (IG)
that achieves better reconstruction quality. [Yin et al. (2021) introduced the
Recursive Gradient Inversion (RGI) attack, which recursively reconstructs
the private data from the model updates in multiple rounds. Other notable
privacy attacks in federated learning include membership inference attacks
(Nasr et all,2019), property inference attacks (Melis et al.,2019), and model
inversion attacks (Fredrikson et all, [2015).

2.3. Defense Mechanisms

To mitigate privacy risks in federated learning, various defense mecha-
nisms have been proposed. Differential privacy (Dwork et all, 2006) is a
well-established framework for protecting individual privacy by adding noise
to the shared information. [Abadi et all (2016) and McMahan et al. (2017)
applied differential privacy to federated learning by perturbing the gradients
before aggregation. Secure aggregation (Bonawitz et al., 2016) is another
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approach that uses cryptographic techniques to ensure that the server can
only see the aggregated model update without learning individual updates.
Gradient compression (Haddadpour et all, [2021; |Albasyoni et al., 2020) re-
duces the communication overhead and protects privacy by compressing the
gradients before transmission. Other defense mechanisms include participant-
level differential privacy (Geyer et all, 2017), model perturbation (Wu et al.,
2020), and gradient sparsification (Han et all, 2020).

3. Preliminaries

In this section, we introduce the basic concepts and notations used through-
out the paper. Table [Il summarizes the key notations.

Table 1: Notation Table

Notation ‘ Description

K Number of clients
Dk Local dataset of client k
nk Number of data samples in D*
x¥ y¥ | The i-th data sample and label of client k&
0, Global model at round ¢
oF Local model of client £ at round ¢

ABY Local model update of client k at round ¢
14 Local objective function of client %

T Number of communication rounds

E Number of local epochs

B Local batch size

n Learning rate

Privacy leakage of client k

A Distortion extent

3.1. Federated Learning

Federated learning (McMahan et all, 2017; [Yang et al), 2019) is a dis-
tributed machine learning paradigm that enables multiple parties to collabo-
ratively train a model without sharing their raw data. In this paper, we focus
on horizontal federated learning (HFL), where the participants have different



data samples but share the same feature space and is the most widely applied
federated learning setting in real-world applications.

Consider a horizontal federated learning system with K clients, where
each client k has a private dataset D¥ = {x*, y*} = {(x}, v}), -+, (x4, v%0)},
and n* = |D¥|. In HFL, K participants collaboratively optimize a global
model with parameter ¢ by minimizing clients’ local losses. The goal is to
minimize the global objective function:

min £(0) £ %Zek(e), (1)

where (*(0) = & Z?:kl 0(0,x%, y¥) is the local objective function of client k,
and £(-) is the loss function.

The widely adopted algorithm for solving the above optimization problem
is Federated Averaging (FedAvg) (McMahan et all, 2017). In each commu-
nication round ¢, the server sends the current global model 6; to all clients.
Each client k then performs F local epochs of training on its local dataset D¥
to update the model parameters to 8F. The local model update A = 6% —6,
is sent back to the server, which aggregates the updates to obtain the new

global model:

K
1
O =0+ — ]; AGF. (2)

3.2. Privacy Attacks in Federated Learning
Despite the promise of federated learning in protecting data privacy, re-
cent studies have shown that it is vulnerable to various privacy attacks.
In this paper, we focus on data reconstruction attacks (Zhu et all, 2019;
Geiping et all,2020; Yin et all,2021), which aim to recover the original train-
ing data from the shared model updates. We consider a semi-honest adver-
sary who follows the protocol faithfully but tries to infer sensitive information
from the received messages. The adversary’s goal is to reconstruct the private
data of a target client k by solving the following optimization problem:
min Di1sT (GRAD(0;, %, ), A0} ) (3)
where X and gy are the reconstructed data, DIST(-) is a distance metric, and

GRAD(-) simulates the local training process to approximate the real model
update AGF.



4. Theoretical Analysis from the Perspective of Linear Algebra

In this section, we analyze the privacy of federated learning from the
perspective of linear algebra. By formulating the local training process as
an optimization problem and examining the uniqueness of its solution, we
establish a theoretical basis for understanding how the model update relates
to the identifiability of private data. Central to our analysis is the Jacobian
matrix, which captures the sensitivity of the model update to changes in the
input data. We prove that when the Jacobian matrix is not full rank, there
exist different batches of data that produce the same model update, thereby
ensuring a level of privacy. Building upon this result, we derive a sufficient
condition on the batch size to prevent data reconstruction attacks. This linear
algebra based approach provides a rigorous and quantitative framework to
reason about privacy in federated learning.

To solve the optimization problem of Eq.([]). federated learning (McMahan et al.,
2017) involves T iterations (i.e., communication rounds) of training procedure
between the server and K clients (illustrated in Algorithm [I]). In each itera-
tion ¢, the server sends the current version of the global model 7 to all clients.
Each client k& then computes multiple updates on its local model based on
its private data and sends an updated version of the local model #* back to
the server (see Algorithm [2)), which in turn aggregates the local models of
all clients to form the next version of the global model. For simplicity of
algorithm description, we assume the same learning rate 7, batch size B, and
number of training epochs E are used for all clients, even though in practice
these hyperparameters may be different across clients to account for their
varying data distributions and computational capabilities.

Algorithm 1 FedAvg
Input: The total number of clients K'; communication round 7’; learning
rate n; batch size B; training epoch E.
Initialize global model parameter 6

1: for round ¢t € {1,...,T} do
2: for each client k£ do
0¥, + ClientUpdate (D*, 67,1, B, E) = call Algorithm [
3: end for .
R D IR
5: end for




Algorithm 2 ClientUpdate

Input: client &’s dataset D* = {x* y*}; global model §9; learning rate
7n; batch size B; training epoch F.

]

—_

B

0 < 07

for epoch e € {1, ..., E'} do
9];,0 < 95—1,m
{x,, yt,}iL, « PartitionData(x", y*, B)
for batch b € {1,...,m} do

ef,b — 95,5;-1 - ang(ef,b_p Xgm ?/fb)

end for

end for

: Send 6% to server

—_
o

In the FedAvg algorithm (Algorithm [II), the server initializes the global
model 6y. Then, for each communication round ¢, the server sends the current
global model 67 to each client k. Each client updates its local model using
the ClientUpdate algorithm (Algorithm ) and sends the updated model 67,
back to the server. The server then aggregates the updated models from all
clients by taking a weighted average based on the size of each client’s local
dataset, producing the new global model #{. In the ClientUpdate algorithm
(Algorithm [2), each client k receives the global model #9 from the server.
Let 9’;b represent the model parameters of client £ at epoch e and batch b.
The client initializes its local model 6f, with 69. The client then performs
E local epochs of training. In each epoch e, the client partitions its local
dataset {x*,y*} into batches of size B. For each batch b, the client updates
its local model 95’5, using the gradient of the loss function ¢ with respect to
the model parameters, using a learning rate of 7. After completing all local
epochs, the client sends its updated model Hg,m back to the server.

In round ¢ of training, the server distributes the global model parameters
0, to all clients. Client k randomly samples a batch of data of size B from D¥,
denoted as {x¥, y¥}5 | and performs F local epochs of training to update the
model parameters to 6F. The model update A9F = 0¥ — 6, is then uploaded
to the server. The server aggregates all updates to obtain the new global



model:
1 K
k
0, =0,+ — g—l AU (4)

The local training process of client k can be formulated as:

B
min E E te7xb7yb
b=1

{xw h
E-1

s.t. ( Zzg K XE,Y ) AGF

O s = Ohe— = il ngﬁ oF xE k), e=0,... E—1
esozet

where 956 represents the local model parameters after the e-th epoch in round
t, and 7 is the learning rate.

In the above problem, the private data (x*,y*) is the optimization vari-
able, and the constraint requires that the model update resulting from the
data after F local epochs should be equal to the observed Af%. If there are
multiple solutions to the constraint, i.e., there exist different (x*,y*) such
that the constraint holds, then the private data cannot be uniquely deter-
mined from A#F. Then, we can get the following theorem.

Theorem 4.1. Let d be the model parameter dimension and p be the dimen-
sion of a single data point. Consider a batch of data {x}, yF}£, with x} € R?
and y¥ € R. Let A0F({xF,yF}£ ) represent the model update obtained after
E local epochs on this batch of data. If the rank of the Jacobian matrix
J € R¥PP of the batch data is rank(J) < Bp, then for any {x},yr}2_ ,, there
exists {0x}2 | # {0}2 | such that,

Aef({xllf + 5X§7 yllf}szl) = Aef({xlg? yllf}szl)

This means that the private batch data {x},y¥}Z | cannot be uniquely de-
termined from the model update AdF.

Proof. For any batch of data {x},yF}Z |, consider its perturbation {x¥ +
oxy, yF1B | For a multivariate function f(x), its first-order Taylor expansion
around X can be written as:



f(x) = f(x0) + Vf(x0) " (x = x0),

where V f(xo) is the gradient vector of function f at point xq.

The model update AfF can be seen as a function of the batch data {xf}2 .
We wish to estimate the impact of changes in batch data {dx}}Z | on the
model update.

When the training sample x} undergoes a small perturbation dx}, the
change in the objective function can be approximated by a first-order Taylor
expansion:

DG ([xh + 08, YL A~ ATy VL) + (T A0F ([, wi } ) Tox"
= MG i) + | o G| oxt

E E
oxY oxp

= A0y ({35, v i) + Jox",

k
where % € R¥*P represents the Jacobian matrix block of the model update
b
AO¥ with respect to the b-th data point x, d is the dimension of the model
ongr - 9A6F
8fo 8x’}§ =
R*PP is the Jacobian matrix of AfF with respect to {xF}Z |, with each row

corresponding to an element in AfF and each column corresponding to a
ox}

k
0x5

parameters, and p is the dimension of the input, J =

feature in {x}}2 |, and 6x* = € RP? is the perturbation vector of all

oxk,
training sample inputs.

The first-order Taylor expansion result tells us that when the training
sample input undergoes a small perturbation, the change in the objective
function can be approximated by a linear combination of the original objec-
tive function value and the Jacobian matrix J. Intuitively, the first-order
Taylor approximation tells us that when the change in batch data {dx}}2 ,
is small, the change in the model update amount can be calculated by the
product of the Jacobian matrix J and the batch data change vector 6x*.

Since the rank of the Jacobian matrix J is rank(J) < Bp, where B is the
number of training samples and p is the feature dimension of each sample,
this means that the matrix J is not full rank. In other words, its column
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vectors are not linearly independent, and there are some linearly dependent
parts. This result implies that the null space of matrix J, Ker(J), must
contain non-zero vectors. The null space Ker(J) is defined as:

Ker(J) = {6x € R"? : J6x = 0}

This means that the null space Ker(J) contains all non-zero vectors dx
that satisfy Jox = 0. These vectors represent input perturbations éx that
do not change the value of the objective function AF.

Intuitively, since J is not full rank, there are some input perturbations
0x that do not affect the objective function. The null space of the Jacobian
matrix corresponds to those directions of batch data perturbation that do
not affect the model update.

Let 6x** be any non-zero vector, then J0x** = 0. Therefore:

AG; ({x, + 0%,y 1yoa)
~ AGF({x5, g hly) + Tox™
= A0 ({5, 4b Jo2)

This indicates that the perturbed batch data {x} + dx}* y¥}Z | and the
original batch data {x},y¥}2 | will yield almost the same model update after
the same training process.

This means that there are non-zero {6x}Z | such that the model update
AO* remains unchanged, i.e.:

A0 ({35 + x5,y 1) = AOF({x3, 5 L)

Since dx** # 0, the perturbed batch data is different from the original
batch data, but they correspond to the same model update. This means that
the model update A#* cannot uniquely determine the private batch data
{xF, yF}B |, as there are different batches of data that can produce the same
AGE.

Therefore, under the condition rank(J) < Bp, the private batch data has
a certain level of non-identifiability, ensuring privacy protection.

O

Intuitively, [Theorem 4.1l reveals the relationship between the rank of the
Jacobian matrix and the uniqueness of the solution to the batch data identifi-
cation problem. When small changes in batch data cause redundant degrees
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of freedom in the changes of the model update, different batches of data may
correspond to the same model update, making the batch data indeterminable.
By fully utilizing this, batch data privacy can be ensured by limiting the rank
of the Jacobian matrix.

Since

B B
n nk
M= S ) = S

where gFf = %Zf:_ol Vol(0F .. %y, yr) is the average gradient of data (xg,yy),

the Jacobian matrix can be written as:

nk
J=-= [Vaegl - Viegh] € RUPP
k_ [ O o, d
where szggb = [ar{fl am’gﬂ € R¥xp,

Therefore, rank(J) < min{d, Bp}.

When the batch size B satisfies d < Bp, rank(J) < Bp always holds, and
the private batch data cannot be uniquely determined. This leads to the
following theorem:

Theorem 4.2. In horizontal federated learning, if the batch size B satisfies
that d < Bp, where p is the dimension of a single data point and d is the
model parameter dimension, then the server cannot uniquely determine the
private batch data {x},yf}2, from the model update AAF, thus ensuring
privacy.

Proof. When d < Bp, the rank of the Jacobian matrix J € R¥5? is rank(J) <
d < Bp. According to [Theorem 4.1l the private batch data cannot be
uniquely determined from A#¥, and privacy is protected. O

This theorem provides a sufficient condition for the batch size to prevent
data reconstruction attacks. Intuitively, the product of the batch size and
the data dimension should be much larger than the model parameter dimen-
sion, making the information about private data in A@F incomplete. While
increasing the batch size may improve model performance, it also brings
greater privacy risks.
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5. Theoretical Analysis from the Perspective of Optimization The-
ory

In this section, we provide a theoretical analysis of the relationship be-
tween privacy leakage and various factors in federated learning, including
the number of local data samples, the number of local epochs, and the batch
size. We measure the privacy leakage using the discrepancy between the re-
constructed data and the original data, as defined in Definition 5.1l We also
introduce the concept of distortion extent in Definition 5.2 which quantifies
the difference between the gradients computed on the original parameter and
the distorted parameter.

For the semi-honest attacker, the privacy leakage is measured using the
discrepancy between the reconstructed data and the original data (Zhang et al.,
2023fd, [20241). The privacy leakage is defined as follows.

Definition 5.1 (Privacy Leakage). Let Xf; represent the i-th data sample
reconstructed by the attacker at round t for client k, and x¥ represent the
i-th original data sample. The privacy leakage is measured as:

| Dk T ||k k
1 1 ||x7; — x7||
k t,i )
=1-E | — E — E - 5
v | D] i=1 1 =1 ’ ®)

where D is a constant satisfying ||XF,—xF|| < D, and the expectation is taken
over the randomness in the local dataset D*.

Definition 5.2 (Distortion Extent). Let g(x) and g(X) be the gradients com-
puted on the original data x and the distorted data x, respectively. The dis-
tortion extent is defined as:

A= |g(x) — g, (6)
where || - || is the FEuclidean norm.
Remark: Assuming general applicability, we posit that A < 1.

Assumption 5.1 (Bi-Lipschitz Condition of Gradients). Let ||x; —x3| < D
for any two data samples x1 and X3. We assume that their gradients satisfy

the bi-Lipschitz condition with positive constants ¢, and ¢, (Royden_and Fitzpatrick,
1968) as follows:

Ca||v£(9aX1>Y) - VE(H,XQ,y” < ||X1 _X2|| < Cbva(eaXlay) _V€(9>X2>Y)H'
(7)
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Remark: In general, this assumption ensures the smoothness of gradi-
ents. For simplicity, we rewrite the bi-Lipschitz condition by placing ||x; —xXs||
in the middle of the inequality.

Assumption 5.2 (Self-bounded Regret). Let T' represent the total number of
learning rounds for the semi-honest attacker. We assume that its regret bound
O(T"?) satisfies co - TY> < ST |IVA(6, x4, 9) — VO, %, V)| & ©(T?) <
co - TY2, where ¢g and ¢y are positive constants, x; is the data reconstructed
by the attacker at round t, and X is the data satisfying VI(0,X,y) = g.

Remark: This assumption reflects the realistic scenario where the at-
tacker employs an optimization algorithm with a near-optimal regret bound.
Many well-known gradient-based optimizers, such as AdaGrad (Duchi et al.,
2011) and Adam (Kingma and Ba, 2014), achieve a regret bound of ©(T/?),
which matches the lower bound for online convex optimization. This indi-
cates that the attacker can effectively minimize the gradient mismatch be-
tween the reconstructed data and the target data through an asymptotically
optimal gradient-based learning process. The specific constants ¢y and co
in the assumption capture the dependence of the regret bound on the prob-
lem parameters, such as the data dimension and the smoothness of the loss
function. This assumption allows us to analyze the performance of the over-
all defense mechanism against such a powerful attacker who can leverage
state-of-the-art optimization techniques to accurately reconstruct the target
data.

Lemma 5.1 (Chernoff-Hoeffding Inequality). Let Xi, Xs,..., X7 be i.i.d.
random variables supported on [0, 1]. For any positive number ¢, we have:

1 o 1 o
PI‘(T;Xt—E T;Xt]

To facilitate our analysis, we make two assumptions. Assumption B.]
states that the gradients of any two data samples satisfy the bi-Lipschitz con-
dition, which ensures the smoothness of gradients. Assumption [5.2] assumes
that the semi-honest attacker’s optimization algorithm has a self-bounded
regret, which is reasonable in practice as many classical gradient-based opti-
mizers satisfy this property.

Here is a detailed theoretical analysis of the relationship between the
upper bound of privacy leakage and the number of local data samples n,

> 6) < 2exp(—2T¢€). (8)
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the number of local epochs E, and the batch size B in federated learning.
Recent work by Zhang et al. (2023fd,2024h) has also provided upper bounds
on the privacy leakage in federated learning. However, these prior analyses
typically consider the scenario where the number of training epochs £ = 1,
and assume that the total number of training samples n* is equal to the
batch size B. In contrast, the current setting considers a more general case
where the number of training epochs E can be greater than 1, and the total
number of training samples n* may not be equal to the batch size B. This
generalization is important in practice, as it allows for more flexibility in the
federated learning protocol and better captures real-world scenarios.

Theorem 5.2 (Upper Bound for Privacy Leakage). Let [Assumption 5.1 and

[Assumption 5.2] hold. Assume that AF > %, where ¢,,co and ¢, are

introduced in [Assumption 5.1] and [Assumption 5.2l Let n* represent the
number of local data samples of client k, E represent the number of local
epochs, and B represent the batch size. Assume that the assumptions hold.
With probability at least 1 — exp(—poly(B)), the privacy leakage of client k
is bounded by:

In2+poly(B) ¢,
ko< \/ G Ak
Pl 2B op & ©)

where poly(B) is a polynomial function of B, ¢, and D are constants defined
in the assumptions, and A is the distortion extent of client k.

This theorem provides insights into the factors that affect the privacy
leakage in federated learning. It shows that increasing the batch size B or
the distortion extent A¥ can reduce the upper bound of privacy leakage. The
number of local data samples n*¥ and the number of local epochs £ do not
directly appear in the bound, but they implicitly affect the privacy leakage
since n* affects the batch size with the number of batches fixed, and E
appears in the assumption on the attacker’s optimization algorithm.

The significance of this theorem lies in its quantitative characterization
of the relationship between privacy leakage and various factors in federated
learning. It provides a theoretical foundation for understanding the impact
of these factors on privacy and can guide the design of privacy-preserving
federated learning algorithms. By carefully tuning the batch size, the number
of local data samples, and the number of local epochs, one can potentially
achieve a better trade-off between privacy and utility in federated learning.
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Proof. We denote Df ., as the local dataset of client k and Df .4, as a ran-
domly sampled batch from Df The size of Df _,, is n*, and the size of

local*

Df .4 is B. The total number of batches in one local epoch is [%1 Let

x,’ii represent the i-th data sample of client k& that is reconstructed by the
attacker at the t-th round of the optimization algorithm, and x¥ represent
the ¢-th original data sample of client k.

We begin by considering the term, 7. x ST ||x}; — xF|], which rep-
resents the average Euclidean distance between the reconstructed data sam-
ples xﬁi and the original data samples x¥, averaged over all data samples in
a batch (size B) and all optimization rounds (from 1 to 7°). Then we have

that

T
=1 t=1
1 B 1 T ~k k d ~k
ZEZ?ZHXZ_XH__Z Zthz_ il (10)
i=1 t=1
B
Ca
> E ||V€(9 Xl,yl) vf(eaxf>yf)||
i=1
_%iiiuvg(ex yEy — V00, %5, yk)|| (11)
Tt:l BZ:1 tl’ 7 9 1) Jd
B
1
> ca||EZ(V£(9 X7, yp) — VOO, x5, y0)|
=1
Cp T 1 b sk ok
= ST SNk ) - Ve R o) (12)
t=1 i=1
T B
. .Ak_%zlzuvaex B -Vl ghl (13)
— Ca T B twyz » Xi5 Yi

In|Eq. (10)} we apply the triangle inequality that ||a—c|| > ||a—0b|| —|]b—¢]|.
In we use the assumptions that ||x¥ — xF|| > c,|| VA0, %F, yF) —

VO, x5, yp)l, and ||xt;—XF[| < o[ VA0, x5, yF) = VO, %F, )] In[Eq. (12)]
we apply Jensen’s inequality: %ZZB el > |5 Zi:l a;||. In we
use the definition that A% = || & SP (V0,5 yF) — V0, x5 yF)]).
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Therefore, we have that

1 S 1<
527 2 It =il
i=1 t=1
c T 1 B
b ~
> A=y S D NIV yl) = VIO )l (14)
t= i=1

where X¥ is the i-th reconstructed data sample that generates the distorted
gradient g, and c¢,, ¢, are constants defined in the assumptions.

Now we bound the second term on the right-hand side of the inequality.
Since the attacker runs the optimization algorithm for 7" rounds and the
model update in each round is computed based on E local epochs, we have
that

B
1 1 3
7O 5 2 IVEO.x ) — Vee. % )|

Il 1 S
< DD Ve X ) = VO KE )|
t=1 i=1 e=1
T B
< ES LS i (V0O %) — VO 55D (15)
=T 2B Laettlp Y 0o i b bes X1 41|,

where 0, . represents the local model parameters after the e-th local epoch
in the ¢-th round. According to the assumptions, the attacker’s optimization
algorithm satisfies the self-bounded regret property, which means:

T B
1
Z Z ci max ||V€ eteuxtwyz) Vg(eﬁevi?uyf)u < C2ﬁ7 (16>

B
t=1 =1

where ¢y is a constant.
Therefore, we have that

NI =
@‘5 Il M*ﬂ

B
Z V0, x5, yF) — V00, %F, yF)|]

IN

(17)
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Plugging this back into the previous inequality, we get:
B T
1 cyEey
Do I x> A - : (18)
pur a

Using Hoeffding’s inequality (Lemma [5.]), we have that with probability at
least 1 — exp(—2Be?),

11 ||th_x
BT

1=1 t=1

|~

[PYED SRS it ||] co

=1 t=1

U:JIP—‘

where D is a constant that bounds the distance between the reconstructed

data and the original data. Let e = 4/ %, where poly(B) is a polyno-

mial function of B. Then, with probability at least 1 — exp(—poly(B)), we
have:

1i1i [, — ¢
B i=1 T t=1 D
cp Ly Ly o NIRRT
- B — T — D 2B
In2 + poly(B)
_k
=1—¢ + 5B , (20)

where the last equality follows from the definition of privacy leakage e’;.
Combining the above results, we have that

Lt \/ln2+poly(B) S Co Ak cpEcy

. . 21

P 2B - D DT (21

Rearranging the terms and using the assumption AF > %, we get

that

In2+ poly(B) ¢

k<l \/ — = AR 22

b= 2B 2D (22)

O
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The upper bound of the privacy leakage e'; of client k& depends on the
batch size B, the distortion extent A, and several constants. Note that
the number of local data samples n* and the number of local epochs E do
not directly appear in the bound. However, they implicitly affect the bound
through the batch size B and the assumptions on the attacker’s optimization
algorithm. Intuitively, the theorem suggests that:

e Increasing the batch size B can reduce the upper bound of privacy

leakage, as the term \/% decreases with larger B. When B
goes to oo, the upper bound goes to 0.

e Increasing the distortion extent A¥ can also reduce the upper bound of

privacy leakage, as the term % - A¥ increases with larger A*.

e The number of local data samples n* affects the privacy leakage through
the batch size B. With a fixed B, a larger n* means more batches in
each local epoch, which may provide more information to the attacker
and potentially increase the privacy leakage.

e The number of local epochs E affects the privacy leakage through the
assumptions on the attacker’s optimization algorithm. If the attacker’s
algorithm exploits the increased number of local updates caused by
more local epochs, it may lead to higher privacy leakage.

It’s worth noting that the actual impact of n* and E on privacy leakage
may vary depending on the specific attack methods and the assumptions
made. The provided theorem gives a general upper bound based on the
stated assumptions, but the relationship between privacy leakage and these
factors can be complex and requires further analysis in specific scenarios.

6. Conclusion

In this paper, we provided a theoretical analysis of privacy leakage in
federated learning from two complementary perspectives: linear algebra and
optimization theory. From the linear algebra perspective, we formulated the
local training process as an optimization problem and examined the unique-
ness of its solution. We proved that when the Jacobian matrix of the batch
data is not full rank, there exist different batches of data that produce the
same model update, thereby ensuring a level of privacy. We further derived a
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sufficient condition on the batch size to prevent data reconstruction attacks.
From the optimization theory perspective, we measured the privacy leakage
using the discrepancy between the reconstructed data and the original data,
and established an upper bound on the privacy leakage in terms of the batch
size, the distortion extent, and several other factors.

Our analysis provided insights into the design of privacy-preserving fed-
erated learning algorithms and highlighted the impact of different factors
on privacy leakage. First, increasing the batch size can reduce the upper
bound of privacy leakage, as it increases the difficulty for the attacker to
reconstruct the original data from the aggregated model updates. Second,
increasing the distortion extent, which measures the difference between the
gradients computed on the original parameter and the distorted parameter,
can also reduce the upper bound of privacy leakage. Third, the number of
local data samples and the number of local epochs have implicit effects on
privacy leakage through their influence on the batch size and the assumptions
on the attacker’s optimization algorithm. By carefully tuning the batch size,
the number of local data samples, and the number of local epochs, we can
demonstrate the effectiveness of our proposed strategies for enhancing pri-
vacy protection in federated learning, and achieve a better trade-off between
privacy and utility in federated learning.

There are still several open problems and challenges that require fur-
ther investigation. The theoretical analysis in this paper is based on cer-
tain assumptions, such as the bi-Lipschitz condition of gradients and the
self-bounded regret of the attacker’s optimization algorithm. Relaxing these
assumptions and extending the analysis to more general settings is an impor-
tant direction for future work. Besides, the derived upper bound on privacy
leakage is relatively loose and may not provide tight guarantees in practice.
Developing sharper bounds and more precise characterizations of privacy
leakage is an open challenge. Furthermore, our analysis can be extended to
other types of privacy attacks beyond data reconstruction attacks and gen-
eralized to other variants of federated learning, such as vertical federated
learning and federated transfer learning.

In conclusion, this work contributes to a better understanding of privacy
risks in federated learning and provides a theoretical foundation for develop-
ing more secure and privacy-preserving federated learning algorithms. We
hope that our findings will inspire future research in this important area and
contribute to the development of trustworthy and privacy-preserving machine
learning systems.
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