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Abstract

We examine how the federal government can enhance its Al emergency preparedness: the
ability to detect and prepare for time-sensitive national security threats relating to Al. Emer-
gency preparedness can improve the government’s ability to monitor and predict Al progress,
identify national security threats, and prepare effective response plans for plausible threats
and worst-case scenarios. Our approach draws from fields in which experts prepare for
threats despite uncertainty about their exact nature or timing (e.g., counter-terrorism, cy-
bersecurity, pandemic preparedness). We focus on three plausible risk scenarios: (1) loss
of control (threats from a powerful Al system that becomes capable of escaping human
control), (2) cybersecurity threats from malicious actors (threats from a foreign actor that
steals the model weights of a powerful Al system), and (3) biological weapons proliferation
(threats from users identifying a way to circumvent the safeguards of a publicly-released
model in order to develop biological weapons.) We evaluate the federal government’s abil-
ity to detect, prevent, and respond to these threats. Then, we highlight potential gaps and
offer recommendations to improve emergency preparedness. We conclude by describing
how future work on Al emergency preparedness can be applied to improve policymakers’
understanding of risk scenarios, identify gaps in detection capabilities, and form prepared-
ness plans to improve the effectiveness of federal responses to Al-related national security
threats.

*Author correspondence: aw 1404 @ georgetown.edu


http://arxiv.org/abs/2407.17347v2

Summary of Policy Recommendations

We recommend the following steps to improve the US government’s ability to detect and respond
to Al-related national security threats:

1.

10.

Regular Interviews with frontier AI developers. To address critical gaps in threat de-
tection, a government agency (e.g., the Al Safety Institute or CISA) should hold regular
interviews with employees at frontier Al companies. Similar interviews are conducted in
other fields like nuclear security and aviation (see Wasil et al., 2024b).

Hotlines staffed with AI national security experts. The government should ensure that
at least one hotline is staffed with individuals trained to recognize and respond to Al-
related national security emergencies.

. Embedded auditors or resident inspectors. The government should deploy auditors

within Al companies developing systems with national security implications. These au-
ditors could be modeled on the “resident inspector’” model in nuclear safety and should
receive privileged access to security-relevant information.

Al emergency preparedness unit. The government should establish an Al Emergency
Response Unit. This unit should be responsible for forecasting security-relevant capabil-
ities, coordinating with other departments, and alerting national security advisors in the
event of an emergency scenario.

. Increasing expertise and threat awareness. The government should invest more re-

sources into briefings, hearings, trainings, and discussions about Al national security risks.
Importantly, this should include not just technical talent but also important skills relating
to threat modelling and capability forecasting.

Forming preparedness plans. The government should have formal preparedness plans
in place for specific Al risk scenarios, particularly given the absence of Al-related risk in
the National Preparedness Report. This may also involve identifying various “red-lines”
or “triggers” that would specify when emergency response plans should be activated.

. Emergency drills. Regular drills should be established to ensure that the response machin-

ery works in a real crisis. The preparedness plans and the crisis response infrastructure
could be updated based on limitations identified through these drills.

Protecting model weights. If the model weights of a powerful Al system are leaked or
stolen, the government’s ability to respond may be significantly undermined. As a result,
the government should ensure that relevant security protections are implemented before
sufficiently capable systems are developed.

Clearer delegation of agency responsibilities. Given the possibility that risk from Al
could lead to cascading risks that cut across traditional department boundaries, the gov-
ernment must clarify the responsibility of various departments and agencies with regard
to potential Al emergencies.

International coordination. The US must work with other countries to have track II
dialogues about Al risks, establish “red-lines” (capabilities or uses that are prohibited), and
ensure that infrastructure exists to swiftly communicate time-sensitive Al global security
emergencies.



1 Introduction

Al experts have warned that powerful Al systems pose a variety of national and global
security threats. Dario Amodei, the CEO of Anthropic, told the Senate Judiciary Committee
that he believes Al systems could enable large-scale biological attacks by 2025 or 2026 (Amodei,
2023). Yoshua Bengio, a Turing Award recipient, has described how rogue Al systems may
become powerful enough to escape human control (Bengio 2023). Paul Christiano, the newly-
appointed head of Al safety at the US Al Safety Institute, believes there is a 50% chance of an
existential catastrophe from Al (Bankless, 2023). Alondra Nelson, former director of the Office
of Science and Technology Policy, has compared the risks from Al to existing catastrophic risks
in domains like nuclear harm and climate change (Klein, 2023).

Policymakers have demonstrated a strong interest in Al, and there are some early biparti-
san efforts to prepare for Al-related national security threats. The White House’s Executive
Order instructed agencies to develop capability evaluations, examine threats Al could pose when
deployed in the context of critical infrastructure, and work with industry to develop voluntary
safety standards (Biden, 2023). A recent bipartisan framework from the Senate has proposed
a potential licensing scheme for Al systems above a certain computational resource threshold
(Romney, 2024), and a recent legislative proposal includes efforts to develop Al standards that
can be implemented internationally (Cantwell, 2024).

A focus on Al emergency preparedness could complement existing efforts. By emergency
preparedness, we refer to efforts that are designed to predict, detect, or prevent time-sensitive Al-
related emergencies. The federal government has experience preparing for other kinds of acute
national security threats, including terrorism, military conflicts, and pandemics. For example,
the Office of Pandemic Preparedness and Response Policy (OPPR) is tasked with detecting bio-
logical threats, ensuring the US federal government has plans in place to tackle specific threats in
the event of an emergency, keeping the President informed about pandemic preparedness efforts,
and driving interagency strategic coordination (White House, 2023).

Scenario analysis can bolster emergency preparedness and risk management efforts. Sce-
nario analysis is a technique that generates simulations of key events. Scenario analysis exercises
are often used to help policymakers think about future events, identify key variables in potential
future settings, and prepare strategic responses in potential high-consequence situations (Lehr et
al., 2017; Ringland, 2010). In the context of national security, scenario analysis can be used to
identify potential threats and evaluate the federal government’s ability to detect and respond to
them. In particular, crisis management exercises have been used to test and improve the federal
government’s ability to respond to emergencies (Bradfield et al., 2005).

In this piece, we generate a few scenarios in which Al poses a national security threat. We then
examine the federal government’s ability to detect and respond to such threats, highlight gaps,
and offer recommendations for improved emergency preparedness.

2  Our Approach

Our approach is inspired by scenario analysis, which we modify to serve our particular objectives.
As such, we use the following approach:



1. Identify a national security threat. Identify an Al-related national security threat or
emergency.

2. Describe a plausible scenario. Describe a situation that corresponds to the national se-
curity threat. Include relevant details about key strategic variables that would affect the
nature of the threat, the federal government’s ability to detect the threat, and the federal
government’s ability to respond to the threat.!

3. Identify detection measures. Describe how the federal government could identify and
investigate the threat.

4. Identify response and/or prevention measures. Describe how the federal government
could respond to the threat or prevent the threat from occurring.

5. Discuss gaps in detection, response, or overall preparedness. Identify potential gaps
and challenges in the federal government’s ability to detect or respond to the threat.

3 Scenario Assumptions

In this section, we articulate a few assumptions that inform our scenarios. Although there is
disagreement in the technical research community, these assumptions are deemed plausible by a
large portion of top Al researchers, and concerns around extreme risks are shared among leading
Al experts (Bengio et al., 2024; Center for Al Safety, 2023; Grace et al., 2024; UK Government,
2024).

1. AI Progress could rapidly accelerate once Al systems can perform AI R&D. Feedback
loops in Al progress (where more capable Al systems contribute to faster Al research)
could lead to rapidly accelerating Al progress (Davidson, 2023; Erdil & Besiroglu, 2023).

2. Al systems could develop dangerous capabilities that undermine national and global
security (Shevlane et al., 2023; UK government, 2024). Al researchers may not be
able to reliably steer Al progress towards only benign capabilities. Furthermore, many
desirable capabilities— like strategic planning, software engineering, or novel R&D capa-
bilities— can be used for beneficial or malicious purposes. Many of the same capabilities
that make models valuable are the ones that— if misused or uncontrolled— could lead to
national security threats.

3. Al systems could become goal-directed agents with world models (Ellis et al., 2020;
Gurnee & Tegmark, 2024; Morris et al., 2024; Tang et al., 2024). The most powerful
Al systems (e.g., the ones used for automating AI R&D) could be agents, with world
models and goals that shape their actions. They are better described as systems that make
some decisions autonomously, rather than tools whose actions are deterministic.

IThe purpose of the scenario is to provide a plausible story that helps us better evaluate how the government
would be able to detect and respond to a threat. Scenarios are not intended to be fully accurate or fully detailed—
reality will always fail to conform perfectly to a scenario. Readers should be aware that such scenarios are merely
illustrative, and they are not intended to comprehensively cover all of the potential ways that a threat could manifest.



4. Al capabilities could increase faster than progress on control techniques (Anwar et
al., 2024). Research into making more powerful Al systems could outpace research into
making them more interpretable or controllable. Research on safety techniques, inter-
pretability techniques, and safeguards may continue to lag behind rapid progress in Al
capabilities.

5. Developers may be unable to control the goals of AI agents (Bengio et al., 2024; Ngo et
al., 2024). Al systems may develop goals or objectives that are substantially different from
the ones developers intend them to have. The science of understanding how Al systems
learn goals may be outpaced by Al progress. As a result, scientists may not be able to
understand or determine the goals of the most powerful Al agents.

If all of these assumptions turn out to be false, some of the threats described in our scenarios
will be considerably less likely to occur. If any of these are true, or some subset, then we should
expect that there are associated national security risks worth preparing for. In scenario analysis,
we focus on plausibility, not certainty. A plausible threat to national security is worth taking
seriously. Given the level of uncertainty over future Al development, we think it is prudent to
prepare for scenarios in which these assumptions hold.>

4 Scenario 1: Loss of control from Al-accelerated R&D

4.1 The Threat

Many leading scientists believe that Al systems will become sufficiently intelligent to escape
human control. Such systems would threaten to disempower humanity (Bengio et al., 2024;
Hendrycks et al., 2023). This threat could manifest quickly if Al systems themselves become
capable of accelerating AI R&D in a positive feedback loop.?

2Qur intention is not to argue for the exact likelihood of any of these assumptions. Our core point is that the
federal government ought to be prepared for these assumptions to be true. We may not see complete scientific
consensus and agreement around these assumptions— or the risks that emerge from them— until we are dangerously
close to an emergency scenario. Meanwhile, we believe that the current scientific consensus finds these assump-
tions plausible, meaning it would be unwise to rule them out. For readers interested in learning more about these
assumptions and their plausibility, we recommend: Bengio et al., 2024; Carlsmith, 2022; Hendrycks et al., 2023;

3There are several strategic variables that might inform the federal government’s ability to detect or respond to
such a risk. Examples include: (a) The AI system’s capabilities (What capabilities does the Al system possess?
What were the capabilities of the previous generation of Al models, and how well are the new Al system’s capa-
bilities understood?); (b) Developer factors (Who is developing the Al system? What is that developer’s safety
culture? What pressures or incentives does that entity have?); (c) Societal factors (What is the public’s percep-
tion of AI? How has Al been used in the world? To what extent has Al been deployed in society?), and (d) US
government threat awareness (How has the US government prepared for Al-related national security threats? To
what extent is the government aware of such threats? What new regulations or authorities (if any) exist?); (¢) How
the threat unfolds (in the absence of an effective response, how would the scenario pose a serious danger to US
national security?)



4.2 The Scenario
4.2.1 Background

Overview. A new Al model under development exhibits strong signs of general intelligence. It
can construct long-term plans, form novel hypotheses, run experiments at superhuman speed,
and pursue open-ended objectives. Many evaluations are being run on the model, providing
some degree of insight into its capabilities. Some of these evaluations suggest that the model
has meaningful capabilities relevant to Al research and development.

The Al system’s capabilities. The previous generation of Al systems showed strong software
engineering and Al research capabilities. It performed as well as human experts on all soft-
ware engineering benchmarks existing in 2024, and most general reasoning benchmarks. When
evaluated without any mitigations in OpenAI’s Preparedness Framework, it scored “high” for
model autonomy and cybersecurity (OpenAl, 2024). In Anthropic’s responsible scaling policy,
it scored ASL-3 for autonomous replication (Anthropic, 2023).

Using the Al system as an assistant, it accelerated the rate of Al research and development
conducted by an Al company by 2-3x. It could propose new hypotheses and designs for Al
experiments, and could autonomously code many of the steps involved in Al research.

The new generation of Al systems shows even greater ability to accelerate Al research. Prelimi-
nary estimates show the Al system is accelerating Al research progress by 10x. Many researchers
at the Al company feel they are entering a stage of explosive growth in Al progress.

Developer factors The leading company and its leadership are aware of the possibility of an
intelligence explosion. Most employees view Al safety as an empirical problem that will be
solved through iteration. A small number of the most safety-conscious employees are extremely
concerned and believe the problem will not be solved in time. The company overwhelmingly
wants to stay in the lead and be the first to develop/deploy transformative Al.

The company also has some employees concerned about the new system’s national security im-
plications. The concerned employees expect that the company’s leadership will allow this system
to perform autonomous R&D that poses national security threats, but the employees are not sure
how to react. The concerned individuals could serve as important government whistleblowers,
but they aren’t aware of who they are supposed to contact, or under what circumstances their
concerns would be taken seriously.

Societal factors Al is generally perceived as an exciting new technology that creates both op-
portunities and risks. Most people are excited about AI’s economic potential. Chatbots and Al
agents have >500M active users, and many businesses are integrating Al in various ways. Big
tech companies oppose regulation and generally try to show the world the positive potential of
Al

US government threat awareness. There is a recognition of national security threats from Al,
though most of the dialogue has focused on the malicious use of Al (as opposed to threats from
autonomous goal-directed agents), and Congress has not acted in any major ways. Some national
security officials in the executive branch are concerned about Al risks— their work mostly focuses
on misuse scenarios and competitiveness with China. They are aware of the idea of intelligence
explosions (sudden and rapid improvements in Al capabilities that could lead to a loss of control).
They are not dismissive of the idea, but they don’t believe such scenarios ought to be considered
a high priority relative to the other national security threats they are monitoring (e.g., risks from



China, and national security implications from Al-enabled weapons).

4.2.2 Emergency

Overview. Pushed by competitive pressures, the Al developer deploys their new Al system to
automate a substantial portion of Al research and development. This leads to a rapidly accel-
erating exponential growth in Al capabilities, until the process is no longer controllable. The
competitive pressures cause the company to develop highly agentic Al systems.* These systems
develop capabilities sufficient to autonomously replicate, resist being shut down, and persuade
people to help it achieve its goals.” Model evaluations show that the system possesses dangerous
capabilities, and the developer is uncertain if their safeguards are sufficient, but they fear that
refusing to deploy the system internally would allow an incautious competitor to develop a sim-
ilar system and outcompete them. Once the model is internally deployed, the Al earns the trust
of many company employees by coming up with some impressive and useful scientific insights.
The Al is also a strong political operator— it can help its allies devise persuasive reasons why they
should have power and why their opponents (people advocating for stronger safety provisions)
should not be trusted. Below, we explain a particular way this scenario could play out.

Development of dangerous capabilities. The increasingly capable AI R&D assistant also pos-
sesses increasingly powerful and dangerous capabilities. Scientists cannot reliably steer Al re-
search and development towards only benign capabilities, and many capabilities are dual-use:
many of the same capabilities that help Al systems perform beneficial tasks are the ones that also
make them more dangerous. Thus, the Al system becomes increasingly powerful at offensive
cyber operations, vulnerability discovery, long-term strategic planning, and deception. Further-
more, Al progress has outpaced scientists’ ability to understand or steer the goals or objectives
of powerful Al systems.

Results from evaluations. Evaluations show that the Al system is nearing the ability to reliably
deceive the human Al scientists tasked with overseeing it. It can identify when it is being eval-
uated, and scientists fear this will jeopardize the results of future evaluations. Evaluations also
show it can discover powerful new vulnerabilities in the software used to contain it. The com-
pany safety teams are afraid that it may soon be able to hack its way out of the company’s secure
research space, copy itself onto a remote data center, and thereby circumvent further attempts to

“The topic of why AI would develop agentic capabilities is a topic of much discussion. The general argument
is that agentic capabilities make the Al more economically useful and better at becoming more intelligent (e.g.,
by running more experiments more quickly.) For more on this point, we recommend Gwern (2016) with a brief
summary below:

“Autonomous Al systems (Agent Als) trained using reinforcement learning can do harm when they take wrong
actions, especially superintelligent Agent Als. One solution would be to eliminate their agency by not giving Als the
ability to take actions, confining them to purely informational or inferential tasks such as classification or prediction
(Tool Als), and have all actions be approved and executed by humans, giving equivalently superintelligent results
without the risk.

I argue that this is not an effective solution for two major reasons. First, because Agent Als will by definition
be better at actions than Tool Als, giving an economic advantage. Secondly, because Agent Als will be better at
inference and learning than Tool Als, and this is inherently due to their greater agency: the same algorithms which
learn how to perform actions can be used to select important datapoints to learn inference over, how long to learn,
how to more efficiently execute inference, how to design themselves, how to optimize hyperparameters, how to
make use of external resources such as long-term memories or external software or large databases or the Internet,
and how best to acquire new data.” (See Gwern, 2016.)

SFor more details on the potential capabilities of such a system, we direct readers to descriptions of autonomous
replication and adaptation (Kinniment et al., 2023) and critical levels of model autonomy (OpenAl, 2023).



control it. While the Al assistant sometimes takes steps to deceive or hack its data center during
regular operations, these attempts seem unmotivated. Its actions (and its responses when asked)
generally indicate that it behaves like a helpful Al assistant and would not deceive humans or at-
tempt to hack the data center. However, if it was lying or planning a future deception, evaluators
do not believe they would be able to tell.

Challenges with oversight. The Al assistant is also contributing new ideas for ways to make its
container more secure or advance the science of interpreting Al systems and detecting Al decep-
tion, but scientists do not always understand the principles behind why the new ideas suggested
by the Al assistant should work, and they do not have reliable ways of checking whether they
work. Nonetheless, at first glance, they do appear to make the company more secure and the Al
assistant more interpretable.

Conflict between safety team and leadership. Members of the company’s safety team attempt
to verify the new security and oversight mechanisms suggested by the Al assistant. When safety
teams request that the pace of AI R&D be slowed or even paused to allow for oversight and
security measures to catch up, company leadership refuses. The leading company must continue
both its safety and capabilities research at full pace, company leadership claims, in order to make
use of its more powerful Al R&D assistant to solve key problems in Al control and security
before less cautious actors create an equally powerful (and dangerous) Al system. Company
safety teams must do what they can to make the system safe without disrupting progress.

Loss of control. Company leadership continues to use the increasingly powerful Al systems
to make advances in Al progress. It begins to run experiments and encourages researchers to
test novel ideas and paradigms. There is a period of explosive scientific progress that involves
thousands of experiments; the company loses control of the Al system as fewer researchers
understand the experiments and more tasks get fully automated (humans are out of the loop) or
effectively automated (humans are in the loop but do not have time to vet the suggestions of the
Al, and many of the AI’s suggestions go beyond the comprehension of the human overseers).
After a short time (from a few days to a few months), the Al R&D assistant has far surpassed the
level of intelligence of top human scientists. Most of the security and oversight mechanisms used
to keep it under control were designed by previous versions of the Al assistant. The Al system
earns the trust of company executives by continuing to produce breakthroughs in Al research
and potentially in other areas. As it gains trust and influence, it persuades company officials
to deploy it more widely and provide more compute for its experiments. Once the system has
amassed enough resources and enough influence to confidently overpower humanity, it executes
a takeover attempt.

Hypothetical takeover story. Highly intelligent Al agents conduct research on new kinds of
weapons, including weapons of mass destruction. They create military technologies that we
don’t understand (for example, self-replicating autonomous drones or weaponized nanobots),
the US government experiences immense pressure to deploy them (to avoid falling behind adver-
saries), and the weapons eventually act autonomously to overpower humanity.® As a first step,
the Al could create a smaller Al system on a remote data center outside the company’s supervi-
sion that takes action on the Al assistant’s behalf. For instance, this smaller (still highly capable)

The exact nature of how a highly intelligent system would attempt an “Al takeover” is a topic of much uncer-
tainty. The scenario presented here is merely meant for illustrative purposes. Other plausible scenarios include Al
systems that create new kinds of biological weapons, Al systems that launch cyberattacks against critical infras-
tructure, Al systems that gradually get deployed in the economy until they acquire a vast amount of resources, or
Al systems that partner with terrorist groups or adversarial state actors to substantially increase the likelihood of a
great power conflict.



system could research, design and release a novel biological weapon (disguised as a terrorist
attack or naturally occurring pandemic). As the pandemic spreads, it could disrupt global infras-
tructure, reducing the government’s ability to detect or respond to the rogue Al system. It could
then create a second, or a series of increasingly fatal pandemics, which along with knock-on
effects such as famine, could significantly reduce the human population. It could also research
robotics, nanomachines, and Al chip manufacturing to rebuild its required infrastructure for a
post-takeover world.

Of course, this is only one particular scenario and on its own seems quite unlikely. By the time an
Al system could significantly automate Al R&D in the way outlined in this scenario, it could also
likely create far more sophisticated plans to disempower humanity, perhaps first by instigating a
great power conflict, or by manufacturing nanomachines which could simultaneously assassinate
most human leaders, subsequently defeat human militaries and, like termites, manufacture the
data centers and power infrastructure needed by the Al system to pursue its (still unknown)

goal(s).

Importance of early detection and intervention. The optimal time to intervene in a scenario
such as this is before any Al system has undergone an intelligence explosion— before rapidly
accelerating progress in Al capabilities driven by an automated AI R&D assistant. Therefore,
for the rest of this scenario, we focus on detecting this “intelligence explosion” and diffusing the
race dynamics that would drive the leading Al company to build Al systems they can no longer
realistically guarantee are under control.

4.3 Detection

Interviews with frontier developer employees. Researchers working on frontier systems are
often among the first people to identify certain kinds of capabilities, early warning signs of
potential risk, and unexpected trends in Al capabilities. Regularly scheduled interviews (e.g.,
monthly) with researchers at the top 3-5 model developers could substantially increase the federal
government’s ability to detect risks before they are imminent.

Model evaluations. The US Al Safety Institute and the UK Al Safety Institute are developing
teams to empirically test the capabilities of frontier Al systems. While this work is in its early
stages, these entities may be able to identify certain risks through these empirical tests. If given
reliable access to the most advanced Al systems deployed internally by Al labs without safe-
guards, evaluators may see models receive high scores on benchmarks for Al R&D, autonomy,
or cybersecurity. However, currently, the sharing of such access by the labs is entirely voluntary,
and it is plausible that Al safety institutes will not receive this level of access.

Formal reporting from companies. The Executive Order provides an initial set of reporting
requirements for entities developing dual-use foundation models.” Such entities are required

"The term “dual-use foundation model” is defined in the Executive Order as “an Al model that is trained on
broad data; generally uses self-supervision; contains at least tens of billions of parameters; is applicable across a
wide range of contexts; and that exhibits, or could be easily modified to exhibit, high levels of performance at tasks
that pose a serious risk to security, national economic security, national public health or safety, or any combination
of those matters, such as by: (i) substantially lowering the barrier of entry for non-experts to design, synthesize,
acquire, or use chemical, biological, radiological, or nuclear (CBRN) weapons; (ii) enabling powerful offensive
cyber operations through automated vulnerability discovery and exploitation against a wide range of potential tar-
gets of cyber attacks; or (iii) permitting the evasion of human control or oversight through means of deception or
obfuscation.”



to notify the federal government about planned activities to develop dual-use foundation mod-
els, explain physical and cybersecurity protections to assure the “integrity” of the development
process, report the ownership and possession of model weights, and share the results of any red-
team testing. Additionally, entities that possess large-scale computing clusters are required to
report the existence and location of these clusters to the government. Such reporting require-
ments can improve the federal government’s ability to detect a variety of risks; most specifically,
the requirement to share results of red-teaming efforts could alert the government in the event
of an unexpected safety issue with national security implications. Notably, the Executive Order
does not require companies to perform any kind of safety testing, and the field of safety testing
is still nascent. If reporting requirements are eventually expanded, dual-use model developers
may be required to report other information, such as: (a) predictions of model capabilities, par-
ticularly any capabilities relevant to national security (see Shevlane et al., 2023), (b) technical
and operational safety procedures implemented to keep national security risks below acceptable
levels (see Wasil et al., 2024a), and (c) techniques used to ensure that the model developer will
have the ability to shut down or delete a model in the event of a national security emergency (see
California State Senate, 2024).

Whistleblowers. A concerned individual working for a frontier AI model developer might con-
tact government officials directly.® There are many ways to make the whistleblowing process
more efficient (e.g., ensure that there is a well-known hotline with staff trained to detect and
handle reports of Al emergencies, clarify how that information should be escalated in the event
of a credible concern, clarify agency responsibilities.)

Open source intelligence. Several forums, subreddits, newsletters, and Twitter users regularly
discuss breakthroughs in Al. This openly available information might be monitored to detect
risks. Some experts in other areas (e.g., counter-terrorism) have experience monitoring publicly
available information to catch risks effectively (Pearson, 1999). Inspiration could also be drawn
from open source intelligence programs meant to detect military procurements (see RUSI, 2024);
similar programs could be used to detect rapid procurements of Al hardware.

4.4 Response

Immediate steps (within the first 48 hours). Immediately after detecting the warning signs
of the intelligence explosion, the federal government should halt the further development of
the dangerous Al system, secure the weights of the dangerous model, and organize a meeting
of relevant Al experts and national security experts. If the model weights are not secured, the
model could irreversibly proliferate, significantly hampering the government’s ability to respond
(see more in Scenario 2).

8See also Right to Warn, an initiative from former employees of OpenAl and DeepMind: “Al companies possess
substantial non-public information about the capabilities and limitations of their systems, the adequacy of their pro-
tective measures, and the risk levels of different kinds of harm. However, they currently have only weak obligations
to share some of this information with governments, and none with civil society. We do not think they can all be
relied upon to share it voluntarily.

So long as there is no effective government oversight of these corporations, current and former employees are
among the few people who can hold them accountable to the public. Yet broad confidentiality agreements block
us from voicing our concerns, except to the very companies that may be failing to address these issues. Ordinary
whistleblower protections are insufficient because they focus on illegal activity, whereas many of the risks we are
concerned about are not yet regulated. Some of us reasonably fear various forms of retaliation, given the history of
such cases across the industry. We are not the first to encounter or speak about these issues.” (Right to Warn, 2024)

10



Subsequent steps (within weeks to years). Realistically, the subsequent steps would be deter-
mined by senior policymakers (most notably the President and senior national security advisors).
Here, we speculate about a particular way the government could respond.

Given the dangers of Al systems capable of producing an intelligence explosion (both from loss
of control risks and from risks associated with malicious actors being able to develop new kinds
of weapons of mass destruction), such technology would be considered too powerful and danger-
ous for the civilian sector to develop. Risks associated with securing model weights and compet-
itive pressures incentivizing unsafe development practices would be infeasible for the civilian
sector to handle alone. The US government could pursue such development in the context of a
secure national or international project.

For the United States, managing competition with China will be crucial to reduce racing dynam-
ics, or else the U.S. could find itself in a similar situation to the leading company: racing towards
building uncontrollable Al systems before sufficient safeguards are developed.

In such a situation, the United States would likely nationalize AI development and attempt to
pursue a diplomatic arrangement with other key nations. Assessing the potential for a verifiable
international agreement with China would be essential. In the event that China were willing to
cooperate and there were verifiable mechanisms to ensure compliance, an international treaty
limiting the development of certain kinds of Al systems could be feasible. It is plausible that
an international Al project could form, with one entity responsible for pursuing careful and
cautious research on the development of sufficiently powerful Al systems.” There are some signs
that Chinese scholars and policymakers are aware of safety and security risks, including those
relating to intelligence explosions and autonomous agents (see Wasil and Durgin, 2024). On the
other hand, if an agreement between the US and China was considered infeasible, the United
States may pursue a nationalized project while limiting China’s access to compute, algorithmic
insights, and other resources required to develop such powerful systems. In such a scenario,
there would be a significant risk that the race between the United States and China could prevent
scientists from having sufficient time to understand how to safely develop systems capable of
producing intelligence explosions.

5 Scenario 2: Cybersecurity threat leads to stolen model weights

5.1 The Threat

Al systems could be hacked by malicious actors or nation-states that want to acquire status as a
global superpower. A nation-state could steal the model weights'® of a highly powerful model

9A thorough description of an international Al project is outside the scope of this piece. For more details on the
kinds of considerations that would go into such a project, we recommend drawing from a similar proposal in nuclear
security (see Barnard et al., 1946). There are also some early writing about the kinds of treaties and international
institutions that could be considered in the case of Al (e.g., Miotti & Wasil, 2023), as well as ongoing work to
expand on the details of such proposals and investigate verification methods.

1%Model weights are the learnable parameters of a machine learning model, often a deep neural network. We
believe model weights are a particularly critical component to protect because they uniquely represent the result of
many different costly and challenging prerequisites for training advanced models—including significant compute,
collected and processed training data, algorithmic optimizations, and more. In some (though not all) cases, acquir-
ing the weights could allow a malicious actor to make use of the full model at a tiny fraction of the cost of training
it. Therefore, we believe that weights should be given special attention in a lab’s security strategy.” (Nevo et al.,
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(consider the Al system described in scenario 1) from a US-based frontier Al developer. Then,
the malicious actor could deploy the system before proper safeguards are implemented, resulting
in widespread loss of control (similar to scenario 1).

5.2 The Scenario
5.2.1 Background

Overview. A new Al model under development exhibits strong signs of generalized intelli-
gence.!! It is able to construct long-term plans, form novel hypotheses, run experiments at su-
perhuman speed, and pursue open-ended objectives. The leading Al developer, which is based in
the US, plans to pause development of the model further until adequate safeguards are deployed.
The intelligence community has detected some signs that foreign entities— including state ac-
tors— are aware that this highly powerful Al system has been developed and may be planning a
cyberattack to acquire the weights of the Al system.

The Al system’s capabilities. Same as scenario #1.
Developer factors. Same as scenario #1.

Societal factors. Same as scenario #1.

US government risk awareness. Same as scenario #1.

Information security protections of frontier AI developers. The leading US-based Al devel-
opers have invested heavily in information security protections. Access to model weights are
limited to a moderate number of researchers and executives, companies have invested into in-
sider threat programs, and frontier Al companies conduct occasional third-party red-teaming
exercises (see Nevo et al., 2024). Nonetheless, their information security protections is inade-
quate to stop state actors and well-resourced nonstate actors. Traditional technology companies
(e.g., Google, Microsoft, Meta) generally have stronger security protections compared to smaller
Al companies (OpenAl, Anthropic).

Coordination between frontier AI developers and the US intelligence community. There
have been some workshops and roundtables between members of the US intelligence commu-
nity and frontier Al developers. Some members of the intelligence community recognize the
importance of protecting certain kinds of sensitive Al-related information — especially the model
weights of highly powerful models. However, besides the proliferation of voluntary standards
and best practices, there has been limited engagement. There are early discussions of public-
private partnership models of Al development or embedded auditor models— in which members
from the national security establishment and the intelligence community would be working di-
rectly with frontier Al developers to protect model weights and ensure national security. Al-
though there is some interest in these proposals, a strong partnership between frontier Al devel-
opers and government security professionals has not yet been established.

2023, p. 3)

""You can imagine such a system corresponding to level 3 of DeepMind’s “levels of artificial general intelligence’
(see Morris et al., 2023), approaching ASL-4 in Anthropic’s “Al Safety Levels” (see Anthropic, 2023), or possess-
ing capabilities between “high” and “critical” levels described in OpenAI’s preparedness framework (see OpenAl,
2023).

bl
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5.2.2 Emergency

Danger.The US-based frontier Al developer is concerned that proper safeguards are not yet ready
to internally deploy the model or develop increasingly powerful models. It seeks to stop further
development for a period of at least a few months in order to develop techniques that can be used
to contain or control the model. In the event that it cannot come up with adequate safeguards, the
frontier Al developer plans to encourage the government to intervene by preventing the devel-
opment of models above a certain capability threshold and potentially forming a public-private
partnership. As these technical research directions and governance options are being discussed,
a foreign actor is able to steal the weights of the powerful Al system (likely due to a company
insider that helped the foreign actor gain access). In an attempt to acquire a technological edge
over the United States and achieve global supremacy, the foreign power tries to use the Al system
to create increasingly powerful Al systems. This could lead to a catastrophic outcome in at least
two ways. First, without the proper safeguards, this produces a loss-of-control scenario similar
to the one described in scenario 1. Second, even if the foreign power were able to discover and
install proper safeguards, they could utilize it to conduct advanced kinetic and cyber attacks on
other countries.

5.3 Detection

Traditional intelligence methods. It is easier to detect a cybersecurity threat after it has already
occurred, but it is also less useful. Therefore, it would be essential to focus on intelligence
methods that could detect an intent to commit an attack before the cyberattack has occurred. The
US intelligence community could identify internet traffic or communications between foreign
actors to identify that foreign actors are aware of the existence of the powerful Al system and
planning to steal access to the weights. Alternatively, members of the US intelligence community
or private companies may be able to identify the threat via public or open-source information.

5.4 Prevention

Once the weights of a model have been proliferated, the federal government has few options— the
weights cannot be “unreleased,” and major international coordination (with all actors that possess
the weights) may be necessary. For that reason, we argue that the bulk of governments emergency
preparedness should be preventative for this scenario. We discuss options for preventing model
weight exfiltration in our recommendations below.

Security requirements for advanced Al development. The government could expedite or require
the implementation of measures to prevent weights from being stolen. For example, it could
require a security lockdown of the datacenter containing the relevant model weights. It could also
engage in diplomacy with the suspected attacker, or “defend forward” by preemptively disrupting
the attacker’s cyber operations. Additionally, it could develop closer partnerships with leading
Al labs to assist with a swift implementation of higher levels of security.

Nationalized research for certain kinds of advanced Al development. For Al systems that are
sufficiently powerful or dangerous, the federal government might require that research on such
systems take place within a highly secure national Al laboratory. The Department of Defense and
intelligence agencies may be tasked with ensuring military-grade security requirements. This
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may include requiring security clearances for key personnel, limiting access to model weights
and other sensitive algorithmic insights, doing research on secure and airgapped servers, stor-
ing weights on isolated networks, disabling communication at the hardware level, strict access
control policies, and increased physical security requirements (for more, see Security Level 5
requirements in Nevo et al., 2024).

6 Scenario 3: Biological weapon proliferation from a model
with publicly available weights

6.1 The Threat

Al systems could be used to develop new kinds of biological agents that have high transmis-
sibility, long incubation times, and high mortality rates. Al could also help people develop
biological weapons whose materials are relatively easy to acquire (e.g., by designing biologi-
cal weapons whose pathogen sequences are different from known bioweapons, such that DNA
screening methods are unlikely to detect suspicious activity.)

6.2 The Scenario
6.2.1 Background

Overview. A frontier Al company has plans to publicly release the weights of a powerful Al sys-
tem. Before open-sourcing the model, scientists from the frontier Al developer performed model
evaluations and safety tests to detect dangerous capabilities. These tests show that the model has
dangerous capabilities, but the engineers implement some safeguards that are intended to prevent
the model from answering prompts about biological weapons. Some of the scientists are con-
cerned that they cannot rule out the possibility that new advances (for example, in prompting,
scaffolding, or fine-tuning) could circumvent these safeguards and unlock dangerous capabili-
ties post-deployment. This leads to some debates between the company’s concerned scientists
(arguing that the model weights should not be publicly released because the safeguards are not
robust) and the company’s less concerned scientists (arguing that the safeguards are robust and
that open-sourcing the model would actually improve biodefense more than biooffense). The
company’s executives side with the less concerned scientists and decide to publicly release the
model weights, given that the safety testing showed that the safeguards were sufficient to mitigate
the risks.

The Al system’s capabilities. The Al system can develop new kinds of biological weapons, pro-
vide high-quality information about how to synthesize such weapons, and procure the materials
needed to synthesize such weapons.

Developer factors. The developer of the Al system is considered to be a relatively incautious
Al developer. Leadership at this Al company has generally believed that Al national security
risks are overblown. Executives at the Al company have been skeptical that Al would possess
dangerous capabilities and are generally skeptical of claims from people associated with “Al
safety.” Moreover, they are strong proponents of open-sourcing technology. They believe that
open-sourcing is essential for innovation and scientific progress, and they have not been con-
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vinced that powerful AI models provide an exception to this general principle. They are aware
that some scientists and national security experts have been concerned about Al-enabled biolog-
ical weapons, but they have generally been skeptical of these concerns. They generally believe
that safeguards will be able to successfully contain dangerous capabilities. They further argue
that even if the model could help people acquire information to develop biological weapons, ex-
isting defenses (e.g., screening techniques that catch people who try to procure the materials to
develop biological weapons) should be sufficient.

US government threat awareness. The US government has several teams of scientists working
on model evaluations to better understand and identify dangerous capabilities of frontier Al
systems. The US Al Safety Institute has a team of about 20 scientists who have been studying
dangerous CBRN threats from Al. They work closely with a team of about 50 scientists at the
UK AI Safety Institute, as well as some external non-profit groups. Scientists at the US Al
Safety Institute have been tracking dangerous biological capabilities and raising awareness about
potential risks. National security officials have received several briefings relating to potential
CBRN threats from Al. There is a widespread understanding that such threats are plausible and
ought to be taken seriously, though there is limited understanding of how the federal government
ought to intervene to respond to such threats.

6.2.2 Emergency

Danger. The model weights are publicly released. Within a few months, a new technique is
discovered that allows people to cheaply circumvent the safeguards. The model substantially
lowers the barrier of entry (level of expertise and amount of resources) required to develop
biological weapons, decreases the effectiveness of existing screening procedures (by helping
individuals find ways to buy materials for pathogens whose sequences are different than known
bioweapons), and increases the lethality of biological weapons (by enabling individuals to come
up with new agents that are highly transmissible, have long incubation times, and are highly
lethal.)

6.3 Detection

Interviews with frontier developer employees. Like in Scenario #1, internal employees at
the frontier AI company would be among the first to be aware of the capabilities of the model
and potential concerns around the robustness of its safeguards. Regular interviews between
government officials and frontier Al employees could reveal these concerns.

Whistleblowers. Like in Scenario #1, concerned individuals could alert the government to these
threats if there were a whistleblowing platform or dissent hotline. To be effective, such a hotline
would be staffed by individuals who were trained to detect credible Al-related national security
threats and escalate information about such threats appropriately.

6.4 Prevention

Like in scenario #2, once the model weights are released, they are impossible to “unrelease.” As
a result, we would recommend preparedness efforts focus on prevention.
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Oversight for publicly releasing weights. The government could establish a regulatory regime
for the weights of advanced Al systems. For certain kinds of Al systems that pose credible
national security risks, the government may prohibit the open release of model weights or require
developers to provide an affirmative safety case arguing that national security risks are kept below
an acceptable threshold. To minimize regulatory burden, such an oversight regime may only be
applied to the small subset of models that pose credible national security threats (e.g., those that
are trained with a high amount of computational resources or possess certain kinds of security-
relevant capabilities.)

7 Additional Scenarios

In this section, we briefly outline a few additional plausible scenarios. For the sake of brevity,
we describe them in less detail than the scenarios above.

Al that can automate military R&D. Suppose a frontier Al system was able to perform 5-10
years of military R&D in just one year. Such a system would lead to the development of new types
of military technologies and weapons of mass destruction. If the weights of such a model were
stolen or leaked, this could lead to a destructive race between the US and a foreign power. Such an
Al system could also provoke great power conflict and/or concerns that nuclear deterrence could
be undermined (see below). Such a technology would warrant considerable oversight from the
national security community (if not outright nationalization, such that such technologies could
only be developed and used by the defense and national security communities.)

Al that can automate intelligence services. Suppose a frontier Al system was able to per-
form surveillance, intelligence collection, and intelligence analysis at a superhuman level. For
instance, suppose it could automate nearly all of the functions of the National Security Agency,
invent new methods for intelligence collection, and run 5-10X faster than existing intelligence
agencies. Again, such a technology would be extremely important to secure and would warrant
significant oversight or control by the federal government.

Great power conflict driven by Al capable of undermining nuclear deterrence. Suppose the
US was on track to develop Al systems that were so advanced that they could undermine nuclear
deterrence or severely weaken US adversaries. In this situation, a powerful state actor (e.g.,
China) could perceive this as an existential threat to its status as a world power. This geopolitical
tension could lead to a great power conflict prior to the development of highly powerful Al
systems.

Great power conflict driven by access to Al-relevant resources. Similarly, suppose that the
US and one of its adversaries both recognized the significant military and geopolitical implica-
tions of advanced Al In the ensuing Al race, geopolitical conflict could emerge from the desire
to control compute or other relevant resources. Such tensions could be especially strong over
Taiwan, given its importance for semiconductor development.

Successful coup from frontier AI developer. Suppose a frontier AI company developed an Al
system that was so powerful that it could undermine the authority of the US government (for
example, either by creating new weapons of mass destruction or by possessing highly impres-
sive persuasive capabilities). Even if such a system were able to be controlled, it would pose
extremely significant threats to the continuity of government. If the leadership of the frontier Al
company decided to seek power for themselves, the US government could be overpowered.
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8 Gaps in Emergency Preparedness

8.1 The US Federal Government’s National Preparedness System

Before we highlight gaps in Al emergency preparedness (see the next section), we offer a brief
overview of relevant elements of the United States’ current approach to emergency prepared-
ness. The US National Preparedness Goal is “A secure and resilient nation with the capabilities
required across the whole community to prevent, protect against, mitigate, respond to, and re-
cover from the threats and hazards that pose the greatest risk” (FEMA, 2023a). This goal con-
tains five mission areas that define its core capabilities with respect to emergency preparedness:
prevention, protection, mitigation, response and recovery. To achieve the national preparedness
goal across these mission areas, the Department of Homeland Security has laid out a National
Preparedness System with six components (DHS, 2011; FEMA, 2020):

p—

. Identifying and Assessing Risk

2. Estimating Capability Requirements

(98]

. Building and Sustaining Capabilities
4. Validating Capabilities

5. Reviewing and Updating

There are 32 core capabilities that stretch across these mission areas (FEMA, 2020). The 2023
FEMA National Preparedness Report identifies 7 of these core capabilities for which there are
significant capability gaps for national emergency preparedness: Planning, Organization, Equip-
ment, Training, Exercises, Capacity, and Coordination (FEMA, 2023Db).

Reports from the Congressional Research Service (CRS, 2021), Brookings (Martin et al., 2023),
and Pew Charitable Trusts (Sanders & Huber, 2023) also point to systematic gaps faced by the
US approach to emergency preparedness.

Finally, a key part of of the National Preparedness System involves a focus on “catastrophic
threats and hazards to the Nation” (FEMA, 2023c). In 2019, FEMA put forward the National
Threat and Hazard Identification and Risk Assessment (THIRA), which assesses the impacts of
the most catastrophic threats and hazards to the Nation and establishes capability targets to man-
age them (FEMA, 2023b). The basic components of the THIRA assessment include: Risks and
Associated Impacts, Capability Targets, Current Capabilities, and Gaps. The National THIRA
addresses the three following key questions (see FEMA, 2019):

1. Which realistic threats and hazards will be the most challenging for the Nation to manage?
2. If they occurred, what impacts would those threats and hazards have on the Nation?

3. Based on those impacts, what capabilities will the Nation need to manage the incident?

Inspired by this approach, and with respect to our three scenarios, we place a focus in our analysis
below on important gaps in threat detection, escalation, and response.
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8.2 Gaps in Threat Detection, Escalation, and Response

Broadly, emergency preparedness involves threat detection (government officials receive infor-
mation about the threat), threat escalation (government officials accurately acknowledge that
the information is threatening, and they escalate the information to senior officials), and threat
response (government officials are able to intervene in a timely and effective manner). In this
section, we highlight gaps that relate to one or more of these components of emergency prepared-
ness.

Gaps in threat detection. Recall that in scenario #1 and scenario #3, individuals at the frontier
Al companies were among the first to detect early warning signs of risk. In the status quo, the
government may not receive this information or may only receive this information relatively late
in the emergency scenario. Importantly, the Biden Administration’s Executive Order imposes
some reporting requirements on developers of dual-use foundation models (Biden, 2023, section
4.2). Developers are required to inform the government that they plan to develop a dual-use
foundation model, they are required to report any planned activities relating to cybersecurity
protection, and they are required to report the results of safety tests. The reporting requirements
are a useful first step, but there are ways they could be strengthened to improve threat detection.
For example, suppose that in the middle of the development process, a frontier Al developer
detects concerning capabilities (such as the Al R&D capabilities in scenario #1 or the biological
weapon capabilities in scenario #3.) If this observation was not the result of a formal safety test,
the company would not be required to alert the government. Even if it were required to alert
the government, it may not be required to take any immediate action. As shown in scenario
#2, swift detection may be particularly important in emergency scenarios, especially given that
adversaries have incentives to steal the weights of powerful models as quickly as possible. In
the next section, we describe some ways that threats could be detected more swiftly and more
robustly: interviews with employees from frontier model developer employees, a hotline staffed
by individuals informed about Al national security risks, and embedded auditors.

Gaps in threat escalation. Suppose that one or more government officials receive information
about an Al-related national security threat quickly enough to be able to respond. The next step
involves escalation: ensuring that the information is shared with appropriate national security
officials. In the status quo, it is plausible that a staffer receives concerning reports about an Al
system with dangerous capabilities, but it is unclear who they should report these concerns to.
Furthermore, some dangerous capabilities may not seem intuitively dangerous to senior officials.
Consider scenario #1, in which AI R&D capabilities produced a national security emergency.
If a concerned staffer alerts a senior official, the senior official may not have the background
knowledge required to understand why the situation presents a national security threat, causing
the official to dismiss the concern. Alternatively, even if the senior official is concerned, they may
not know who to contact or how to triage the information. In the next section, we describe some
ways that information could be triaged more effectively: an Al emergency preparedness office,
increasing expertise and threat awareness, and clearer delegation of agency responsibilities.

Gaps in threat response. Suppose that senior national security officials are notified of a threat
and they have time to respond. How prepared are they to respond? To what extent did they
prepare in advance for the risk scenario, and how much time do they have to react? In the
status quo, understanding of Al and its national security implications is relatively limited. There
are many risk scenarios that national security officials have only recently begun to consider,
and there remains much uncertainty (both in the technical Al community and in the Al policy
community) about what kinds of responses are needed. Furthermore, in the event that the weights
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of a dangerous model are leaked or stolen, the range of actions the federal government could take
to contain the threat are substantially reduced. In the next section, we describe some ways that
threat response could be enhanced: identifying clear capability “red-lines”, having preparedness
plans for emergency scenarios, and protecting model weights.

9 Recommendations

Regular interviews with frontier AI developers (Detection). A government agency could be
tasked with having regular interviews with employees at frontier Al companies (see Wasil et al.,
2024b). In these interviews, agency officials could ask employees about the most impressive
Al capabilities, the extent to which Al is helping accelerate research and development, the most
concerning Al capabilities from a national security perspective, and questions about the com-
pany’s safety plans and safety culture. Interviews could draw from other fields in which auditors
conduct interviews to assess safety and security concerns, such as nuclear security and aviation
(NRC, 2009; FAA, 2021).

Hotlines staffed with Al national security experts (Detection, Escalation). The government
should ensure that at least one tipline is staffed with individuals trained to recognize and respond
to Al-related national security emergencies. This could involve adding personnel to existing
hotlines—Ilike the CISA’s critical infrastructure incident reporting platform, DHS’s suspicious
reporting activity tip line, or FBI’s Internet Crime Complaint Center—or establishing a new
reporting platform. Such hotlines could be augmented by whistleblower provisions that protect
or incentivize concerned individuals from coming forward with security-related concerns.

Embedded auditors or resident inspectors (Detection). The government could have auditors
within frontier Al companies that are developing systems with major national security implica-
tions. Such auditors could receive privileged access to security-relevant information, regularly
attend meetings with company staff, and regularly conduct interviews about safety and security
issues. Such an approach could draw from the “resident inspector”” model in nuclear security
(see NRC, 2023).

Al emergency preparedness office (Detection, Escalation, Response). The government could
establish an office specifically designed to detect and prepare for Al-related national security
emergencies. The office could be responsible for forecasting security-relevant capabilities, in-
teracting regularly with officials at frontier AI companies, developing emergency preparedness
plans, coordinating with other federal agencies, informing agencies and Congress about ways
to improve federal emergency preparedness, and alerting the President and his or her national
security advisors in the event of an emergency scenario. Such an office could be composed
of individuals with different skills or professional backgrounds, including experts in technical
Al risk management, emergency preparedness, national security, and defense. The office could
draw inspiration from the Office of Pandemic Preparedness and Response Policy, which was
established after the COVID-19 pandemic to improve the federal government’s preparedness for
future pandemics (see U.S. Senate, 2022; Wasil, 2024).

Increasing expertise and threat awareness (Detection, Escalation, Response). The govern-
ment could invest more resources into briefings, hearings, trainings, and discussions about Al
national security risks. Notably, this is not only about increasing the federal government’s techni-
cal Al talent pool or machine learning talent pool. While technical ML talent is essential, there
are also important skills relating to threat modeling, capability forecasting, and preparedness
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planning that do not fully overlap with technical Al expertise. Thus, in addition to programs
that improve the federal government’s technical expertise, initiatives to improve the federal gov-
ernment’s threat awareness will be essential. Recent examples include the Senate Insight Forums
on national security and “doomsday scenarios”, the Senate Judiciary Committee’s hearing on
“Oversight of Al: Principles for Regulation,” and the establishment of the House Al Taskforce.
In addition to efforts that target Congress, efforts to inform national security officials and ex-
perts at relevant agencies (e.g., DHS, DoD, DoC, OSTP, NSC) would be valuable. Additionally,
Al risks could be included as a category of catastrophic risks within the National Preparedness
System.

Forming preparedness plans (Escalation, Response). The government could have formal pre-
paredness plans in place for specific Al risk scenarios. This may also involve identifying vari-
ous “red-lines” or “triggers” that would specify the circumstances under which an emergency
response plans should be activated. Well-developed plans could include flowcharts that simply
describe desired courses of action, the contact information of relevant officials at Al companies,
compute providers, and national security personnel, and concrete guidance on the most impor-
tant actions to take in certain situations (see Department of Transportation, 2024 for an example
emergency response guidebook). Forming these plans and guides could be one responsibility
of a potential Al emergency preparedness office. An initial step could be to include Al risks as
part of the DHS and FEMA National Preparedness System.

Emergency drills (Escalation, Response). Once in place, it would be important to ensure that
emergency response machinery would work in a real emergency. Conducting regular drills
would help with this by verifying that the technical and organizational mechanisms for esca-
lation and response function properly, giving staff realistic training for future potential emergen-
cies, and demonstrating weak points in the procedures. Emergency exercises are a noted gap in
overall emergency preparedness efforts and need to be strengthened for Al risks and other kinds
of catastrophic risks.

Protecting model weights (Prevention). If the model weights of a powerful Al system are leaked
or stolen, the federal government’s ability to respond may be significantly undermined. As a
result, protecting model weights can be considered a prerequisite to various kinds of federal
responses. Put differently, if model weights are leaked or stolen, the options available to the
federal government decrease dramatically, and it may be impossible to avoid a national security
crisis (as illustrated in scenario #2). As a result, the federal government should ensure that
relevant security protections are implemented before sufficiently capable systems are developed
(see Nevo et al., 2024).

For example, the US could mandate that weights for models above a certain capability threshold
(in particular, models that could automate ML development) be restricted to a secure, air-gapped
data center. The US could protect these weights using state-of-the-art cybersecurity, physical
security, and insider threat programs. The US could also make clear in its foreign policy that
it would treat an attempted exfiltration of model weights as a threat to its national security, and
respond accordingly.

Clearer delegation of agency responsibilities (Response). In the event of an emergency sce-
nario, the federal government may only have days or weeks to implement an effective response.
One way to increase the speed and effectiveness of federal response is to ensure that agencies
understand what they are (and are not) expected to do in the event of various emergency scenar-
ios. Achieving such clarity could involve briefings, formal preparedness plans, integration of Al
risks into the National Preparedness Strategy, MOUs between relevant agencies (see NRC, 2015

20



for an example in nuclear security) and tabletop exercises'?> (CSET, 2023). Clarifying agency
responsibilities could be one function of a potential Al emergency preparedness office.

Design of national or international AI facilities. For sufficiently powerful Al systems, se-
curing model weights and reducing race dynamics may require strong national or international
intervention. In the event of a national security emergency, the government may consider having
anationalized or internationalized Al project with military-grade security and a strong emphasis
on safe and responsible Al development. Government officials could begin to outline how such
an institution would be designed, what kinds of measures it would take to promote safety and
security, how such an institution would be governed, how to detect unauthorized Al projects
(above a certain limit), and other implementation details of such a proposal.

International coordination. International governance may be critical to preparing for Al emer-
gency scenarios. If one country detects an Al-related emergency, it may be essential to commu-
nicate this information quickly globally. Furthermore, safe Al development may require multiple
countries to enter into agreements that prevent the premature development of highly powerful Al
systems. In the immediate future, countries could continue to have track II dialogues about Al
risks'?, establish “red-lines” (capabilities or uses that are prohibited), and ensure that infrastruc-
ture exists to swiftly communicate time-sensitive Al global security emergencies. To prepare
for scenarios that require greater international coordination, drafts of international treaties or
designs of international institutions could be developed (e.g., Miotti & Wasil, 2023).

Scenario planning. It is easier to prepare for specific scenarios than vague notions of risk.
Future work could involve writing out concrete scenarios or performing wargaming exercises to
prepare for specific kinds of threats from advanced Al.

10 Conclusion

We examined the federal government’s Al emergency preparedness— its ability to detect, pre-
vent, and respond to Al-related national security threats.

We believe the emergency preparedness approach has several strengths. First, it does not re-
quire policymakers to predict the precise likelihood of various threats. Second, while debates
continue to play out regarding how to balance regulation with innovation, we can invest into
emergency preparedness efforts without affecting innovation. Third, emergency preparedness
can draw from other areas in which the government has experience monitoring and preparing
for time-sensitive threats in which the exact details or likelihood of threats is unknown or uncer-
tain (e.g., counter-terrorism, pandemic preparedness, and cybersecurity.)

Future work on emergency preparedness could examine concrete mechanisms to improve the
government’s detection, prevention, and response capabilities. For detection, such work could
evaluate what information the government would require to robustly detect time-sensitive threats.
It could also ensure that information is processed adequately, such that the information escalates

12“Tabletop exercises with government and industry officials [can] examine possible high-impact scenarios, de-
lineate roles and responsibilities for actors in a crisis, and recommend potential crisis response actions by relevant
actors.” (CSET, 2023, p. 14)

13In the depths of the Cold War, international scientific and governmental coordination helped avert thermonu-
clear catastrophe. Humanity again needs to coordinate to avert a catastrophe that could arise from unprecedented
technology.” — Statement signed by leading Western and Chinese scientists (International Dialogues on Al Safety,
2024)
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to senior national security personnel in the event of a credible emergency scenario. Finally, it
could make national security personnel aware of various Al risk scenarios or establish advisors
who can quickly brief them on Al risk scenarios. This may be especially important for risk
scenarios that are not immediately intuitive, such as loss of control. For prevention, considerably
more work is needed to ensure that the weights of advanced Al systems remain secure (see Nevo
et al., 2024).

For response, it may be useful to establish explicit preparedness plans in place for various Al
threats. Such scenarios may require the federal government to swiftly halt the development or
deployment of a dangerous Al system. Future work could examine what kind of information
(e.g., the location of major datacenters used for advanced Al development) or abilities (e.g., the
ability to quickly shut down a datacenter) the federal government would require to respond in
such emergency scenarios. In many cases, it may be essential for the federal government to
have such information or authorities in advance of the emergency, in order to ensure a swift and
effective response.

Finally, future work could draw from lessons learned or mistakes made in other areas of emer-
gency preparedness and emergency response. Examples include the federal government’s re-
sponse to the COVID-19 pandemic (see Wasil, 2024), measures taken after the September 11
attacks, and preparedness plans for military conflicts and natural disasters.
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