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Abstract Quantum private query (QPQ) is the quan-

tum version for symmetrically private retrieval. How-

ever, the user privacy in QPQ is generally guarded in

the non-realtime and cheat sensitive way. That is, the

dishonest database holder’s cheating to elicit user pri-

vacy can only be discovered after the protocol is fin-

ished (when the user finds some errors in the retrieved

database item). Such delayed detection may cause very

unpleasant results for the user in real-life applications.

Current efforts to protect user privacy in realtime in

existing QPQ protocols mainly use two techniques, i.e.,

adding an honesty checking on the database or allow-

ing the user to reorder the qubits. We reexamine these

two kinds of QPQ protocols and find neither of them

can work well. We give concrete cheating strategies for

both participants and show that honesty checking of
inner participant should be dealt more carefully in for

example the choosing of checking qubits. We hope such

discussion can supply new concerns when detection of

dishonest participant is considered in quantum multi-

party secure computations.

Keywords quantum private query · user privacy ·
participant cheating · realtime protection

1 Introduction

Symmetrically private information retrieval (SPIR) [1]

is a fundamental secure two-party computation task in

which a user Alice queries an item xi (generally as-

sumed to be a bit) from a database X = x1x2 · · ·xN
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without leaking the retrieval address i (i.e., user pri-

vacy), while the database holder Bob hopes that Al-

ice could obtain no more than the database item she

queries (database security). Till now, many SPIR proto-

cols have been designed in classical cryptography. How-

ever, with the progress in quantum algorithms, classi-

cal cryptography might be vulnerable to an adversary

with quantum computers [2,3]. Luckily, this defect can

be overcome by quantum cryptography as its security

is guarded by physical laws [4].

Quantum private query is the quantum scheme for

the SPIR task. However, the task of SPIR cannot be re-

alized ideally even in quantum cryptography [5]. More

practically, QPQ slightly loosens the protection for the

privacies of both sides. That is, Alice generally can elicit

a few more bits than the ideal requirement (i.e., just

1 bit) from database, and the protection of user pri-

vacy is cheat-sensitive and non-realtime (that is, if Bob

cheats to infer the retrieval address, he will supply false

database item to Alice and hence can be detected with a

nonzero probability after the retrieval is finished). Ear-

lier QPQ protocols [6,7,8] utilizing unitary operations

show great significance in theory, but they are not loss-

tolerant and for large database the dimension of unitary

operation will become too high to implement.

A more practical style of QPQ, i.e., QKD-based

QPQ, was proposed in 2011 by Jakobi et al. [9]. Such

QPQ generally contains a quantum stage and two clas-

sical steps. In the quantum stage, Alice and Bob shares

a raw oblivious key Kr which is known to Bob com-

pletely and to Alice partially, and Bob does not know

which bits are known to Alice. In the classical steps,

they first add the substrings of the raw key Kr to ob-

tain a final key Kf so that Alice’s knowledge on Kf

can be reduced to roughly one bit; then Bob uses Kf

to encrypt the database according to a shift announced
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by Alice so that she can extract the wanted item cor-

rectly from the encrypted database. QKD-based QPQ

is more practical because it can tolerate the channel

loss and can be implemented with current technology

(many QKD protocols have become mature enough for

the real-life applications). With this merit, QKD-based

QPQ has attracted a great deal of concern and fruitful

results have been achieved [10]. Many QKD protocols

have been exploited to realize QPQ, including interest-

ing variants of SARG04 QKD [9,11,12,13] and BB84

QKD [14], counterfactual QKD [15], two-way QKD schemes

[16], round-robin differential-phase-shift QKD [17,18]

and so on. Meanwhile, remarkable progress has been

made in the classical postprocessing [19,20], experimen-

tal implementation [21,22,23], strategies of resisting the

joint-measurement attack [16] and adapting the unideal

source [24,25], channels [20,21,26,27,28] as well as elim-

inating the security flaws of imperfect equipments in the

device-independent or measurement-device-independent

mode [29,30,31].

Quite a few of above advancements in QKD-based

QPQ aim to highlight the user privacy. The user pri-

vacy in QPQ is guarded in the non-realtime and cheat-

sensitive way. That is, if Bob cheats, he may sends

false database item to Alice, and Alice can find such

cheating when she finds some errors in her obtained

item on some moment after the finish of the retrieval.

This delayed detection may cause very unpleasant re-

sults for the user in practical scenarios. Imagining that

a famous stock broker may make a false purchase with

the obtained incorrect stock item and the the leaking

of his/her interest may cause serious losses. Current ef-

forts to protect user privacy in realtime mainly use two

techniques. One is adding an honesty checking on the

database (HCD) to detect dishonest database holder in

realtime, so this kind of QPQ can be called “QPQ with

HCD” [13,32,33]; the other is allowing the user to re-

order the qubits (ROQ) to prevent the database holder

from eliciting user privacy, so this kind of QPQ can be

called “QPQ with ROQ”[34,35].

As we know, preventing dishonest participants is

significantly difficult than preventing outside eavesdrop-

pers. On one hand, dishonest participants have the op-

portunities to transmit fake states, measure dishonestly,

treat the checking and unchecking qubits differently or

response more trickly, hence having great advantage in

escaping from being detected than outside eavesdrop-

pers. On the other hands, any strategy to improve the

user privacy should be dealt more carefully, otherwise it

may cause damage to database security because the two

aspects are in a trade-off relationship. With these con-

siderations, we reexamine the above two kinds of QPQs

and find neither of them can really supply a realtime

protection for user privacy. Worse yet, the database se-

curity will be damaged greatly. Concretely, in the QPQ

with HCD, dishonest database can replace the honest

measurement with two partial measurements, and then

treats the checking qubits and the unchecking ones dif-

ferently to obtain some advantage about user privacy;

dishonest user can cheat to select the qubits contribut-

ing to inconclusive raw key bits as the checking qubits

so that after dropping them the proportion of conclu-

sive bits can be increased, as a result, the user can ob-

tain more database items than expected. In the QPQ

with ROQ, dishonest Bob can elicit some advantage by

checking the numbers of different measurement outputs

published by Alice (though in an unknown rearranged

order); dishonest Alice can store all qubits and mea-

sures them with correct basis after the honesty checking

to obtain the whole raw key and the whole database.

Therefore, neither of the two kinds of QPQs aiming to

protect user privacy in realtime can work well. The hon-

esty checking of participants in quantum secure compu-

tations should be dealt more carefully, otherwise it may

harm the privacy of other parties.

The remainder of this paper is organized as follows.

In Sects.2 and 3, we analyze the security of “QPQ with

HCD” and “QPQ with ROQ”, respectively. Finally, we

conclude in Sect.4.

2 Cryptanalysis of QKD-based QPQ with HCD

We first discuss the practical QPQ protocols which aim

to detect an dishonest database holder in realtime with

an honesty checking. To elicit user privacy, the database
holder needs to know which raw key bits are known

by the user, by sending fake states or conducting dis-

honest measurement and so on. To prevent the dis-

honest behaviours of database, the protocols of style

”QPQ with HCD” generally ask the database to an-

nounce partial information about his/her measurement

outputs or transmitted states and then check this an-

nouncement with some randomly chosen carrier qubits.

Unfortunately, such honesty checking generally cannot

work because the database holder can divide the hon-

est operation defined by the protocol into partial ones

to supply correct partial information in the announce-

ment. We here take Yu et al.’s protocol as an example

to show that the honest measurement of database can

be split to two steps. As a result, dishonest database

can supply correct announcement via one step before

the honesty checking, then conducts the other step hon-

estly for the checking qubits to supply correct answers

and conducts other operation on the unchecking ones

to elicit whether this raw key bit is known by the user.



Reexamination of the realtime protection for user privacy in practical quantum private query 3

2.1 Review of Yu et al.’s protocol

Yu et al.’s protocol contains the following 4 stages.

Stage 1. Generation of the oblivious key. The

database generates a key b1b2 · · · bkN , then steps (1a)

(1b) (1c) are iterated over i from 1 to kN so that the

user can obtain partial key bits obliviously.

– (1a) The user sends the database one of {|0⟩, |1⟩,
|+⟩, |−⟩} randomly (in the original protocol the car-

rier qubits are written as | ↑⟩, | ↓⟩, | ←⟩, | →⟩, and
here we replace them with |0⟩, |1⟩, |+⟩, |−⟩ to main-

tain the consistency in expression).

– (1b) The database measures the received state in

Z basis {|0⟩, |1⟩} (X basis {|+⟩, |−⟩}) when bi = 0

(bi = 1), and announces 0 (1) if the outcome state

is |0⟩ or |+⟩ (|1⟩ or |−⟩).
– (1c) The user derives bi with database’s announce-

ment and the original state he/she prepared. For ex-

ample, when the prepared state is |0⟩, if the database
announces 1 in step (1b), the user knows that the

database’s measurement basis is {|+⟩, |−⟩} and hence

obtains an conclusive key bit bi = 1, otherwise the

user obtains an inconclusive key bit.

Stage 2. Honesty checking of database. The

user randomly selects a portion of locations where he/she

has conclusive key bits and asks the database to an-

nounce the measurement outcomes of corresponding states.

If he/she found the database cheating, the user aborts

the protocol.

Stage 3. Classical postprocessing. After drop-

ping the checking bits, the key b1b2 · · · bkN becomes

b1b2 · · · bk′N . Then they divide the key into substrings

and then add them bitwise to create a final key K so

that the user knows roughly one final key bit. If the

user does not know any bit in the final key, the proto-

col restarts.

Stage 4. Retrieval. The user announces s = j − i
if he/she knows the j-th bit of K and wants the i-th

database item. The database holder shifts the keyK ac-

cording to s, then adds it with the database, and finally

sends the encrypted database to the user. The user elic-

its his/her wanted database item with the known bit in

K.

2.2 Cryptanalysis of Yu et al.’s protocol

We here show the honesty checking cannot detect dis-

honest database holer, worse yet, it can supply dishon-

est user some chance to elicit more database items.

2.2.1 Attack of dishonest database holder

We now give a two-step measurement attack of dishon-

est database holder. By this attack, dishonest database

holder not only can pass the realtime honesty check-

ing in stage 2 but also can get advantage on elicit-

ing user privacy. Concretely, for each received qubit

|φ⟩c ∈ {|0⟩, |1⟩, |+⟩|−⟩}, the database prepares the state
|0⟩b|0⟩s, and then conducts the unitary operation

U = |0⟩c⟨0| ⊗ |0⟩b⟨0| ⊗ Is + |1⟩c⟨1| ⊗ |0⟩b⟨0| ⊗Xs

+ |+⟩c⟨+| ⊗ |1⟩b⟨1| ⊗ Is + |−⟩c⟨−| ⊗ |1⟩b⟨1| ⊗Xs

(1)

on |ψ⟩c|+⟩b|0⟩s, where I is the identity operation and

X is the operator

(
0 1

1 0

)
. Then we have

U |0⟩c|+⟩b|0⟩s

=
1√
2
|0⟩c|0⟩b|0⟩s +

1

2
|+⟩c|1⟩b|0⟩s +

1

2
|−⟩c|1⟩b|1⟩s

=

√
3

2
|ψ1⟩cb|0⟩s +

1

2
| − 1⟩cb|1⟩s,

(2)

U |1⟩c|+⟩b|0⟩s

=
1√
2
|1⟩c|0⟩b|1⟩s +

1

2
|+⟩c|1⟩b|0⟩s −

1

2
|−⟩c|1⟩b|1⟩s

=

√
3

2
|ψ2⟩cb|1⟩s +

1

2
|+ 1⟩cb|0⟩s,

(3)

U |+⟩c|+⟩b|0⟩s

=
1

2
|0⟩c|0⟩b|0⟩s +

1

2
|1⟩c|0⟩b|1⟩s +

1√
2
|+⟩c|1⟩b|0⟩s

=

√
3

2
|ψ3⟩cb|0⟩s +

1

2
|10⟩cb|1⟩s,

(4)

U |−⟩c|+⟩b|0⟩s

=
1

2
|0⟩c|0⟩b|0⟩s −

1

2
|1⟩c|0⟩b|1⟩s +

1√
2
|−⟩c|1⟩b|1⟩s

=

√
3

2
|ψ4⟩cb|1⟩s +

1

2
|00⟩cb|0⟩s,

(5)

where

|ψ1⟩ =
√
2√
3
|00⟩cb +

1√
3
|+ 1⟩cb,

|ψ2⟩ =
√
2√
3
|10⟩cb −

1√
3
| − 1⟩cb,

|ψ3⟩ =
√
2√
3
|+ 1⟩cb +

1√
3
|00⟩cb,
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Fig. 1 The relationship between honest measurement and the two-step measurement.

|ψ4⟩ =
√
2√
3
| − 1⟩cb −

1√
3
|10⟩cb.

In this case, the honest measurement of database, i.e.,

measuring the qubit randomly in X or Z basis, can

be simulated by a two-step measurement (see Fig.1).

That is, measuring system b is equivalent to choosing

the measurement basis randomly (the random output

|0⟩b (|1⟩) corresponds to choosing the Z (X) basis), and

measuring system s is equivalent to measure the qubits

with the basis defined by system b. More importantly,

the two steps can be conducted in arbitrary order. Then

in stage (1b) the database holder can measure system s

in basis {|0⟩, |1⟩} and announces a bit 0(1) if the output

is |0⟩ (|1⟩). Then in stage 2, if this qubit is selected to

check the honesty of database, the database can mea-

sure the system b with basis {|0⟩, |1⟩} and replies with

|0⟩ (|1⟩, |+⟩ or |−⟩) when the output of systems b and

s is |0⟩b|0⟩s (|0⟩b|1⟩s, |1⟩b|0⟩s or |1⟩b|1⟩s). Clearly, the
database can pass the honesty checking successfully.

Now we estimate the advantage the database can

achieve by this attack. After dropping the checking qubits

in stage 2, the dishonest database still holds systems c

and b for the remaining qubits, and he/she can use them

to elicit whether corresponding raw key bit is known by

the user. Without loss of generality, we consider the case

that the database’s output is |0⟩ and hence he/she an-

nounces 0 in stage(1b). He/she can infer from eqs.(2-5)

that, the user obtains a conclusive bit when the original

state of received qubit is |1⟩ (|−⟩) and corresponding

systems c and b collapse to | + 1⟩cb (|00⟩cb); and the

user obtains an inconclusive bit when the original state

of received qubit is |0⟩ (|+⟩) and corresponding systems

c and b collapse to the state |ψ1⟩ (|ψ3⟩). That is, when
the database’s measurement output of system s is |0⟩,
if the user obtains a conclusive raw key bit (which hap-

pens with probability 1
4 ), systems c and b will collapse
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to the state

ρc =
1

2
(|+ 1⟩⟨+1|+ |00⟩⟨00|); (6)

if the user obtains an inconclusive one (which happens

with probability 3
4 ), systems c and b will collapse to the

state

ρin =
1

2
(|ψ1⟩⟨ψ1|+ |ψ3⟩⟨ψ3|). (7)

In this case, the database infer whether the user obtains

a conclusive bit by discriminating the two mixed states

{ 14 , ρc;
3
4 , ρin}. As the two mixed states have the same

supports, they cannot be discriminated unambiguously,

while the minimum error probability to discriminate

them is 0.1464 [36,37]. That is, dishonest Bob can elicit

the user’s conclusiveness of each raw key with error

probability 0.1464, equal with that of Jakobi et al.’s

protocol[9].

Therefore, the realtime honesty checking of database

holder in Yu et al.’s protocol cannot improve the user

privacy because it cannot detect the above cheating of

database and cannot reduce dishonest database’s ad-

vantage compared with Jakobi et al.’s protocol [9]. The

main reason is that, database can announce correctly

before honesty checking by partial measurement instead

of by the expected honesty measurement, which gives

him/her the chance to treat the checking qubits and

unchecking ones differently to pass the checking and

elicit user privacy simultaneously.

2.2.2 Attack of dishonest user

We now turn to another serious flaw of the involved re-

altime checking, that is, it may greatly hurt the database
security. Note that, to detect dishonest database, the

user needs to choose the qubits contributing to his/her

conclusive key bits as the checking qubits. However, if

the user cares not his/her privacy but the amount of

obtained database, he/she may give up the chance of

detecting dishonest database and tries to elicit more

database items via the honesty checking. Concretely,

the user can select those contributing to his/her incon-

clusive bits as the checking qubits, corresponding incon-

clusive key bits will be dropped from the raw key and

the proportion of his/her conclusive bits will increase

significantly (note that, the checking qubits generally

occupy a large proportion of the transmitted qubits,

e.g., 50% as required in ref.[32]). As a result, the user

can gain many more database items than expected (even

the whole database if the proportion of checking qubits

achieves 3/4).

Therefore, the involved realtime honesty checking of

database cannot supply realtime protection for user pri-

vacy. Worse yet, it may cause great damage to database

security. Therefore, the honesty checking of inner par-

ticipants in quantum secure computations should be

handled more carefully, in for example the choosing of

checking qubits.

3 Cryptanalysis of QKD-based QPQ with ROQ

We now turn to another kinds of QPQ protocols which

aim to protect user privacy in realtime via reordering

of qubits. We show these protocols cannot work well by

examining Chang et al.’s protocol.

3.1 Review of Chang et al.’s protocol with ROQ

Chang et al.’sl uses two-way communication, that is,

the database holder Bob sends the qubits to the user

Alice, and Alice measures the received qubits and sends

them back in a new order (unknown to Bob) to prevent

Bob from eliciting which raw key bits are known by

Alice. The concrete protocol is as follows.

Step 1. The database holder Bob sends the user

Alice a sequence of qubits which are randomly in one

state of {|0⟩, |1⟩, |+⟩, |−⟩}.
Step 2. For each received qubit, Alice measures it

in Z basis with probability η or in X basis with proba-

bility 1 − η. Then she makes every n (n ≥ 4) particles

into a group, rearranges the order of them within each

group, and sends all the rearranged particles back to

Bob. Finally she tells Bob the measurement bases and

outputs of the reordered qubits within each group and

keeps the new orders secret.

Step 3. Bob checks whether Alice increases η or

not. Concretely, Bob measures each received particle

according to the basis Alice tells him and compares his

outputs with those published by Alice. Once he finds

that Alice increases the value of η, he aborts the pro-

tocol.

Step 4. Bob checks whether Alice sends him fake

qubits or not. Concretely, Bob publishes the locations

of all X-basis particles (i.e., |+⟩, |−⟩) in the original se-

quence prepared in step 1 and requires Alice to disclose

the rearranged positions of these particles. By checking

these qubits, Bob can determine whether Alice sends

him fake qubits or not. If the qubits sent back to Bob

are judged as fake qubits, the protocol aborts.

Step 5. They discard the checking qubits in step 4,

then all the remaining ones are prepared in Z-basis orig-

inally. Following their order in the original sequence,

Alice (Bob) records the measurement outputs (the orig-

inal states) of them. Concretely, |0⟩ (|1⟩) is recorded as

bit 0 (1), and if Alice measured the qubit in X-basis in

step 2, she records an inconclusive bit “?” here. In this
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way, they share a raw key KRaw which is known to Bob

totally and to Alice partially.

Step 6. Alice and Bob post-process the raw key by

bitwise adding the substrings of KRaw to obtain a final

key K so that Alice knows roughly one bit in K.

Step 7. If Alice knows the j-th bit in K and wants

the i-th item from the database, she announces the

value s = i − j. Bob encrypts the database with the

final key K, shifted by s, and then sends the encrypted

database to Alice. Finally, Alice acquires her wanted

database item with her known bit in K.

3.2 Cryptanalysis of Chang et al.’s protocol

3.2.1 Attack of dishonest database holder Bob

We now show that, Bob can obtain some advantage

from the measurement outputs published by Alice even

though he has no knowledge on Alice’s rearrangement

of qubits, which clearly harms user privacy. Note that

in Chang et al.’s protocol Bob knows the numbers of

|0⟩, |1⟩, |+⟩ and |−⟩ in Alice’s measurement outputs as

well as in the original states within each n-qubit group.

It will supply him some advantage to elicit user privacy.

We take n = 6 (note that Chang et al.’s protocol sets

n ≥ 4) as an example. Suppose that in one group the

six original qubits sent by Bob is |0⟩, |1⟩, |1⟩, |1⟩, |+⟩,
|−⟩ and the measurement outputs published by Alice

(after the rearrangement) are |1⟩, |+⟩, |+⟩,|1⟩, |−⟩, and
|−⟩ (i.e. without |0⟩), then Bob knows that the qubit

|0⟩ he sent is measured in X basis by Alice and hence it

contributes an inconclusive raw key bit for her. If this

raw key bit contributes to the i-th final key bit after the

bitwise adding, Bob knows that this final key bit will

not be used to encrypt the database item Alice wants,

therefore he can reduce the scope of retrieval address

and gain virtual benefit in obtaining user privacy.

3.2.2 Attack of dishonest user Alice

We now show that dishonest Alice in Chang et al.’s

protocol can obtain the whole database, which means

that the database security can be broken completely.

The concrete strategy is as follows.

– In step 2, Alice divides the received qubits into n-

qubit groups, and stores them in her register. Then

for each group, instead of measuring the qubits and

sending them back to Bob in a new order, she sends

Bob a fake n-qubit sequence in which the propor-

tions of |0⟩, |1⟩, |+⟩ and |−⟩ are η
2 ,

η
2 ,

1−η
2 , and 1−η

2 ,

respectively (obviously, this faked qubit sequence

can pass Bob’s checking about η in step 3). Then

she tells Bob the states of this sequence of qubits in-

stead of the measurement outputs of the reordered

carrier qubits she receives.

– Then in step 4, when Bob announces the positions

of the X-basis particles, Alice measures correspond-

ing particles stored in her register and replies as fol-

lows. If the measurement output is |+⟩, she checks

her fake sequence and selects a qubit in state |+⟩
with probability 1 − η or a state in |0⟩ or |1⟩ with
probability η, and announces the location of this

qubit. Similarly, if the measurement output is |−⟩,
she checks her fake sequence and selects a qubit in

state |−⟩ with probability 1− η or qubit in state |0⟩
or |1⟩ with proability η, and announces the location

of this qubit. Clearly, this strategy can pass Bob’s

checking in step 4.

– In step 5, after dropping the X-basis particles, Alice

measures the remaining qubits stored in her regis-

ter in Z basis and hence obtains the whole raw key

KRaw.

– As a result, she can obtain the whole final key K in

step 6 and the whole database in step 7.

The main reason for the success of above attack

is that the locations of the reordered qubits are not

bounded, that is, even for the fake qubit sequence sent

to Bob in step 2, Alice can change the locations of

checking qubits according to her measurement outputs

to pass the honesty checking in step 4. As a result, dis-

honest Alice can store all carrier qubits and postpone to

measure them in correct basis after the honesty check-

ing and obtains the whole raw key as well as the whole

database.

In conclusion, though the rearrangement of qubits

supplies some protection for user privacy, it also sup-

plies dishonest user Alice a chance to destroy database

security completely, which is unacceptable for database

holder.

4 Conclusions

We reexamine the existing practical QPQ protocols aim-

ing to supply realtime protection for user privacy and

show that preventing dishonest participant from cheat-

ing is a troublesome task. Concretely, inner participant

generally has great potential to escape being detected

via sending fake state, measuring dishonesty, announc-

ing more tricky and so on. On the other hand, the

participant dominating the honesty checking may ob-

tain virtual advantage by for example choosing special

checking qubits. We hope such discussion can supply

some new concerns for detecting the dishonest partici-

pant in quantum multi-party secure computations.
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