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ABSTRACT

Multimodal machine learning models that combine visual and tex-
tual data are increasingly being deployed in critical applications,
raising significant safety and security concerns due to their vul-
nerability to adversarial attacks. This paper presents an effective
strategy to enhance the robustness of multimodal image captioning
models against such attacks. By leveraging the Fast Gradient Sign
Method (FGSM) to generate adversarial examples and incorporating
adversarial training techniques, we demonstrate improved model
robustness on two benchmark datasets: Flickr8k and COCO. Our
findings indicate that selectively training only the text decoder
of the multimodal architecture shows performance comparable to
full adversarial training while offering increased computational
efficiency. This targeted approach suggests a balance between ro-
bustness and training costs, facilitating the ethical deployment of
multimodal AT systems across various domains.
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« Computing methodologies — Image representations; Lan-
guage resources; Neural networks; Cross-validation; « Security
and privacy — Adversarial learning.
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1 INTRODUCTION

Multimodal machine learning is an advanced area of artificial intel-
ligence that integrates and processes multiple types of data inputs,
such as text, images, and audio, to perform tasks that mimic human
cognitive abilities [4]. This integration allows the model to leverage
the strengths of each modality, leading to richer interpretations
and more accurate predictions that could be achieved by models
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processing the data in isolation. One of the most compelling appli-
cations of multimodal learning involves the combination of visual
and textual data, commonly referred to as image-text pairs. This
pairing is particularly significant as it mirrors the way humans
often receive and interpret information, making the study of these
models not only interesting but also aligned with natural human
communication patterns.

The increasing deployment of multimodal models in critical
applications also raises significant safety and security concerns.
These models, like all machine learning systems, are susceptible
to adversarial attacks which means intentional inputs designed
to confuse the model and provoke incorrect outputs [3, 8]. The
robustness of multimodal models, therefore, becomes a critical area
of focus. Ensuring these models can withstand adversarial attacks
is not just a technical necessity but a safety imperative, particularly
when these models are employed in sensitive contexts such as
autonomous driving, healthcare, and content moderation.

Making multimodal machine learning models more robust against
adversarial attacks is a key challenge [12]. These models, which
combine different types of data like text and images, can be es-
pecially vulnerable because of the way these data types interact.
Traditional methods that focus on making each type of data robust
on its own can be very demanding and might not address all the
issues.

In this paper, we look at a simpler and more efficient approach.
Instead of trying to make the entire model robust, we focus on
improving just one part of it. We apply adversarial training tech-
niques specifically to the text decoder part of our image captioning
model. Our experiments with the Flickr8k and COCO datasets show
that this method works well. Training only the text decoder, while
keeping the image encoder fixed, gives us results almost as good
as training the whole model. However, when we fix the text de-
coder and train only the image encoder, the performance drops
significantly. This shows that the text decoder plays a crucial role
in making the model robust against attacks.

This paper helps improve ethical Al by showing a focused way to
make multimodal models stronger. This method not only improves
the technical side of A but also helps build public trust in Al systems
used in different areas.

This paper is organized as follows: Section 2 reviews related work
on adversarial attacks and defenses in multimodal machine learning.
Section 3 describes our model architecture and the adversarial
training method. Section 4 presents the experimental setup and
results on the Flickr8k and COCO datasets. Section 5 discusses what
our findings mean for developing robust and ethical Al systems.
Finally, Section 6 concludes the paper and suggests future research
directions.
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2 BACKGROUND

In [15], the authors investigated the vulnerability of multimodal
deep learning models to adversarial attacks, finding that even if
only one input modality is attacked, the overall performance de-
grades significantly. The authors highlight the need to explore ways
to obtain robust features from multimodal data to achieve useful
information from each modality and improve adversarial defense
mechanism. To develop adversarial defense mechanisms we ex-
plored different adversarial attacks in machine learning models.
One of the first and best-known adversarial attack techniques is
the Fast Gradient Sign Method (FGSM), which involves applying
perturbations to the input data in the direction of the gradient of
the loss function with respect to the input data to produce adver-
sarial examples [5]. Another adversarial attack similar to FGSM,
which creates the attack iteratively, is Projected Gradient Descent
(PGD) [6]. PGD generates adversarial examples by iteratively tak-
ing small steps toward the direction of maximum loss function
and projecting the outcome back onto the allowed data range at
each step. Other well-known adversarial attack strategies are Jaco-
bian Saliency Map Adversary (JSMA) and C&W Attack. JSMA is
an iterative adversarial attack technique that computes a saliency
map based on the Jacobian matrix to identify the most significant
pixels to perturb in order to mislead neural network classifiers [9].
The C&W attack, proposed by Carlini and Wagner, is an powerful
and efficient optimization-based adversarial attack that finds quasi-
imperceptible perturbations to input examples that reliably cause
misclassification in neural networks [1].

The authors in [7] discussed about adversarial attack in mul-
timodal machine learning model like CLIP in their paper. They
presented new types of adversarial attacks against the multi-modal
neural network model CLIP, which integrates the detection of vi-
sual objects with text reading. Basic typographical manipulations
like misspellings and font changes are included in the attacks, along
with conceptual ones that use contradicting text and image inputs
to trick the model. Adversarial training is one of the most common
defense mechanism for adversarial attack in machine learning mod-
els. Adversarial training is using adversarial examples as samples
in the training phase of the model. The authors in [13] proposed
a fast adversarial training algorithm that produces robust models
at a low computational cost by recycling the gradient information
computed during training. The method is able to train robust image
classifiers for the ImageNet dataset in a short time on a modest
hardware setup.

3 METHODOLOGY
3.1 Model Architecture

This work uses an architecture for the image captioning task that
combines GPT-2 and Vision Transformer (ViT) models [2], with the
GPT-2 [11] acting as a decoder and the ViT as an encoder. The ViT
model divides an input image of 224 x 224 pixels into 16 x 16 pixel
patches. Then, these patches are flattened and projected linearly
into a space with dimensions of 768. The transformer encoder
receives the image patch sequence and a [CLS] token. The encoder
consists of multiple layers of position-wise feedforward and multi-
headed self-attention networks. The [CLS] token, which compiles
data from all patches, represents the whole image. This token’s final
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hidden state at the ViT encoder’s output captures the contextualized
global aspects of the image, which are essential for generating a
caption.

The decoder obtains the encoded image features from the ViT’s
[CLS] token, which uses them as the starting point for caption
generation. Through many layers of masked multi-headed self-
attention, the GPT-2 model processes this input, allowing each
point in the output sequence to attend only to earlier positions
in the sequence. This arrangement preserves the autoregressive
characteristic by ensuring that each word in the caption is generated
solely based on the words that came before it. The GPT-2 model
produces a sequence of tokens that comprise the image’s caption.
Every token is created one after the other, and the model predicts
the subsequent token by analyzing the preceding tokens and the
contextual data extracted from the image.

3.2 Adversarial Attack

In our work, we used the adversarial example technique to create
adversarial attacks. Specifically, we employed the Fast Gradient Sign
Method (FGSM) to generate these examples. FGSM is a method for
crafting adversarial examples, which are inputs to machine learning
models that have been intentionally modified to cause the model
to make incorrect predictions [5].

Given an input x and its true label y, we define the loss function
J(0,%,y), where 0 represents the parameters of the model. The
goal is to find a small perturbation 1 such that the perturbed input
x’ = x + 1 leads to a misclassification. FGSM achieves this by using
the gradient of the loss function with respect to the input x.

First, we compute the gradient of the loss function:

g=VxJ(0.x.y).

Then, the adversarial example x’ is generated by adding a per-
turbation in the direction of the sign of this gradient:

x' =x+e-sign(g).

Here, € is a small constant that controls the magnitude of the
perturbation. The sign function, sign(g), is applied element-wise
to the gradient, ensuring that each element of the perturbation has
the same magnitude, €.

Table 1 shows examples of the adversarial perturbations gener-
ated using FGSM on the Flickr8k and COCO datasets. Despite its
simplicity, FGSM is effective in generating adversarial examples
that are close to the original inputs but cause the model to make
incorrect predictions. This method is computationally efficient and
serves as a useful tool for testing and improving the robustness of
machine learning models. This table shows how adversarial attacks
are imperceptible to human eyes, as shown in the second column.
The third column demonstrates the perturbations by showing the
difference between the original and perturbed images. In the ’Dif-
ference’ column, we can see square or patch-like patterns. This
happens because of ViT’s architecture, which processes input im-
ages by dividing them into patches. FGSM leverages the gradients
computed for each patch, generating perturbations that exploit
the vulnerabilities within these regions. Table 1 underscores the
necessity for robust models capable of defying such attacks. By
incorporating adversarial examples into the training process, we
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Table 1: Examples of adversarial perturbations from the Flickr dataset (top three rows) and COCO (bottom two rows).
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can enhance the model’s ability to defend against such attacks and
improve its overall robustness.

3.3 Dataset

In this study, we leverage two widely-used and benchmark datasets
for the image captioning task: Flickr8k and COCO (Common Ob-
jects in Context).

3.3.1 Flickr8k Dataset. The Flickr8k dataset comprises 8,000 im-
ages, each accompanied by five human-annotated captions. The
images are sourced from Flickr, a popular online photo-sharing
platform, and are categorized into 20 distinct classes.

3.3.2 COCO Dataset. The COCO dataset is a larger and more chal-
lenging resource for image captioning, containing 123,287 images
with five captions per image. Unlike the Flickr8k dataset, the im-
ages in COCO are sourced from various online platforms, including
Flickr, and are categorized into 80 classes.

3.4 Evaluation Metric

To evaluate the performance for image captioning task, we used
Bilingual Evaluation Understudy (BLEU) score [10]. Comparing
the generated captions to the reference captions in the dataset
generates a similarity score known as the BLEU score. Higher scores
correspond to a closer match. The BLEU score computes the n-gram
overlap between the model’s output and the ground truth. There
is a perfect match between the generated and reference captions
when the BLEU score is 1, from 0 to 1.

3.5 Experiment

We used a multi-phased approach incorporating adversarial training
to increase the robustness of our multimodal image captioning
model, which combines a Vision Transformer (ViT) encoder and
a GPT-2 decoder. We conducted our experiment in five phases as
follows:

(1) We trained the ViT-GPT-2 architecture on the Flickr8k dataset
without considering adversarial factors, creating a baseline
model that served as a benchmark for assessing the following
experiments.

(2) We applied the FGSM to create adversarial examples for the
training and test sets. We used these samples to train the
model and evaluated the performance of the model.

(3) To improve robustness, we performed adversarial training
on the model using both the original data and adversarial
examples.

(4) We investigated a more focused strategy to further improve
the model’s robustness. Initially, we used only the GPT-2
decoder for adversarial training while freezing the ViT en-
coder.

(5) We reversed the process by freezing the GPT-2 decoder and
using the ViT encoder alone for adversarial training.

We conducted steps four and five three times each and calcu-
lated the average of these trials. Focusing on a single modality at a
time allowed us to implement more effective adversarial defense
mechanisms without having to scale them across the entire model.
We repeated these five steps of experiment with COCO dataset as
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well to access the robustness of our model. For both the datasets
we have used the same perturbation magnitude, € = 0.1.

4 RESULTS

After conducting experiments on both the Flickr8k and COCO
datasets, we evaluated the performance of our multimodal machine
learning models using the BLEU score metric. The goal of these
experiments was to find an efficient way to increase the robustness
of these models against adversarial attacks. As shown in Table 2,
our baseline model, trained on the original data, initially achieved
the best performance. However, when we generated adversarial
examples using the FGSM and trained the model with these sam-
ples, its performance decreased significantly. This suggests that
our multimodal model is not robust against adversarial attacks,
as generating a single adversarial example for each image in the
dataset was sufficient to degrade its performance.

To enhance the model’s robustness, we trained it with both
the original data and the adversarial examples. This adversarial
training approach improved the model’s performance, indicating
that incorporating adversarial examples during training can help
mitigate the impact of such attacks.

Aiming to find an efficient way to increase the robustness of our
multimodal model, we investigated whether training only one of its
components (either the image model or the text model) would be
sufficient. First, we froze the image model (ViT) and trained the text
model with both the original data and the adversarial examples. As
shown in Table 2, the model’s performance in this case was lower
than with full adversarial training, although the difference was not
significant. Alternatively, we froze the text model (GPT) and trained
the image model; in this case, we can see the performance is much
lower than the full adversarial training’s performance.

Table 2: Model performance on training and testing datasets
using Flickr8k dataset.

Model Train Set  Test Set
Baseline BLEU Score 0.285 0.232
Adversarial Example 0.164 0.143
Adversarial Training 0.217 0.215
Adversarial Training by freezing ViT 0.200 0.181
Adversarial Training by freezing GPT 0.060 0.050

We conducted similar experiments using the COCO dataset, and
the results are presented in Table 3. The baseline performance on
the COCO dataset was higher than on Flickr8k. However, when
the model was trained solely on adversarial examples generated
from the COCO dataset, the performance decreased significantly,
as expected. In the third phase, where we trained the model on
both the original data and the adversarial samples, the result was
comparable to the baseline model’s performance.

When we froze the image model (ViT) and trained only the text
model, the difference in BLEU score compared to the full adversarial
training approach was relatively small. This observation aligns with
our findings from the Flickr8k dataset.
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Table 3: Model performance on training and testing datasets
using COCO dataset.

Model Train Set  Test Set
Baseline BLEU Score 0.3000  0.2812
Adversarial Example 0.1464  0.1430
Adversarial Training 0.2910  0.2890
Adversarial Training by freezing ViT 0.2601  0.2500

Adversarial Training by freezing GPT 0.0900  0.0920

5 DISCUSSION

Through experiments on both the Flickr8k and COCO datasets, we
can conclude that while the adversarial training technique improves
the robustness of our multimodal models against adversarial attacks,
their performance does not fully match the baseline levels achieved
with clean data. However, the adversarially trained models showed
performance close to the baseline, suggesting that this approach
can effectively mitigate the impact of adversarial attacks.

Our findings suggest that performing adversarial training only
in the text model can achieve comparable performance to full ad-
versarial training. However, freezing the text model or the GPT-2
model during training significantly degrades performance. When
the ViT encoder is frozen and adversarial training is performed
solely on the GPT-2 decoder, the model still benefits from the ViT
encoder’s robust feature extraction capabilities. The ViT encoder
continues to deliver consistent and reliable image features, en-
abling the GPT-2 decoder to concentrate on learning to generate
text robustly. In contrast, when the GPT-2 decoder is frozen and
adversarial training is applied solely to the ViT encoder, the model’s
capacity to generate coherent and contextually relevant text is ham-
pered. Since the parameters of the GPT-2 decoder remain fixed, it
cannot adjust to the alterations in the image features produced by
the ViT encoder during adversarial training. Consequently, this lack
of adaptability in the text generation process results in a decline in
performance. In conclusion, this finding presents an opportunity to
increase computational efficiency by focusing the training efforts
on a text modality, with a modest trade-off in terms of performance
compared to training the entire multimodal model.

6 CONCLUSION

Our research has shown important steps forward in making multi-
modal machine learning models more robust, especially for tasks
like image captioning. We combined Vision Transformer (ViT) and
GPT-2 architectures and used adversarial training methods to focus
on specific parts of the model. This focused approach helps pro-
tect against adversarial attacks without needing to train the entire
model, which saves time and resources. Through our experiments
with the Flickr8k and COCO datasets, we found that applying ad-
versarial training to just the text decoder can make the models
much more robust. While the performance of these models with
adversarial training is slightly lower than those trained only on
clean data, the trade-off is minimal. This means we can improve
model safety without losing much accuracy. Freezing the image
encoder and training the text decoder helps balance performance
and robustness efficiently. On the other hand, training the image
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encoder alone does not provide the same benefits, highlighting the
text decoder’s key role in maintaining robustness.

Future work will explore changes in activation functions for
additional gains in adversarial robustness [14]. Current and future
work supports the goals of Ethical AI by making Al systems safer
and reliable. By focusing on specific parts of the model, we can
make the adversarial defense process more efficient. This targeted
approach can lead to the development of Al systems that are both
resource-efficient and secure for public use. Enhancing the robust-
ness of Al models against adversarial attacks builds public trust
and confidence in Al systems, especially in critical applications like
healthcare, autonomous driving, and content moderation.
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