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Abstract

With the advancement of vision transformers
(ViTs) and self-supervised learning (SSL) tech-
niques, pre-trained large ViTs have become the
new foundation models for computer vision appli-
cations. However, studies have shown that, like
convolutional neural networks (CNNs), ViTs are
also susceptible to adversarial attacks, where sub-
tle perturbations in the input can fool the model
into making false predictions. This paper studies
the transferability of such an adversarial vulner-
ability from a pre-trained ViT model to down-
stream tasks. We focus on sample-wise trans-
fer attacks and propose a novel attack method
termed Downstream Transfer Attack (DTA). For
a given test image, DTA leverages a pre-trained
ViT model to craft the adversarial example and
then applies the adversarial example to attack a
fine-tuned version of the model on a downstream
dataset. During the attack, DTA identifies and ex-
ploits the most vulnerable layers of the pre-trained
model guided by a cosine similarity loss to craft
highly transferable attacks. Through extensive
experiments with pre-trained ViTs by 3 distinct
pre-training methods, 3 fine-tuning schemes, and
across 10 diverse downstream datasets, we show
that DTA achieves an average attack success rate
(ASR) exceeding 90%, surpassing existing meth-
ods by a huge margin. When used with adversarial
training, the adversarial examples generated by
our DTA can significantly improve the model’s ro-
bustness to different downstream transfer attacks.

1. Introduction

Due to the exceptional representation capability of large
pre-trained models, it has become a common practice to
fine-tune a large pre-trained model for a downstream task
in both natural language processing (NLP) (Touvron et al.,
2023; Brown et al., 2020) and computer vision (CV) (Caron
et al., 2021; Steiner et al., 2021; He et al., 2022) applica-
tions. Following this pretraining-and-finetuning paradigm,
both traditional supervised learning methods and the emerg-
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Figure 1. A conceptual illustration of downstream transfer attack.

ing self-supervised learning (SSL) methods are devoted to
training a generalized representation extractor (Steiner et al.,
2021; Caron et al., 2021; Oquab et al., 2023; He et al., 2022),
which can serve as a foundation model for diverse down-
stream tasks. With the help of large pre-trained models,
downstream models can be trained with less data and time
to obtain a better performance than training from scratch.
This can be efficiently done by parameter-efficient transfer
learning (PETL) methods such as LoRA (Hu et al., 2021a)
and AdaptFormer (Chen et al., 2022). These methods re-
duce the number of trainable parameters, accelerating the
fine-tuning process, while obtaining on-par or better perfor-
mance than full fine-tuning (Hu et al., 2021a; Chen et al.,
2022; Jia et al., 2022b).

However, deep neural networks (DNNs), including convolu-
tional neural networks (CNNs) and recent vision transform-
ers (ViTs), are vulnerable to adversarial examples, which
are slightly perturbed (by an attack method) test inputs that
can fool DNNSs into making false predictions (Madry et al.,
2017; Carlini & Wagner, 2017; He et al., 2020; Moosavi-
Dezfooli et al., 2017a). Existing attack methods can be
categorized into white-box attacks and black-box attacks.
White-box attacks have full access to the model, while black-
box attacks can only query the target model to estimate the
adversarial gradient (Guo et al., 2019; Chen et al., 2017) or
leverage a surrogate model to generate transferable adversar-
ial examples (Liu et al., 2016; Dong et al., 2019; Xie et al.,
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2019; Wei et al., 2022). Compared to query-based attacks
which often require a large number of expensive queries to
the target model, transfer attacks are arguably more easy and
cheap to craft against real-world commercial APIs. In this
work, we focus on transfer attacks from pre-trained ViTs to
fine-tuned downstream models.

Existing transfer attacks are mostly focused on the cross-
model transferability of adversarial examples, where the
surrogate model was trained on the same dataset as the tar-
get models (Papernot et al., 2016; Wei et al., 2022; Dong
et al., 2018; Zhang et al., 2023b; Wu et al., 2020). However,
under the current pretrain-and-finetune paradigm, the down-
stream models are often fine-tuned on a dataset or task that
is completely different from the pre-training. We call this
setting downstream transfer, which can be regarded as one
special case of cross-domain transfer attacks (Naseer et al.,
2019; Zhang et al., 2022b). Under the downstream trans-
fer setting, the adversary generates (untargeted) adversarial
examples using the pre-trained model and then applies the
adversarial examples to attack a fine-tuned version of the
model on a downstream dataset. This setting has recently
been studied in two research works (Ban & Dong, 2022;
Zhou et al., 2023b) from the perspective of universal adver-
sarial perturbations (UAPs). Different from these works,
we focus on sample-wise downstream transfer attacks and
pre-trained ViTs.

Particularly, we propose a new attack method named Down-
stream Transfer Attack (DTA) to generate highly trans-
ferable adversarial attacks from pre-trained ViTs to down-
stream models. DTA iteratively minimizes the average co-
sine similarity between the tokens of clean and adversarial
examples at the most vulnerable layer(s) of the pre-trained
model. The cosine similarity is used as the adversarial ob-
jective as well as an indicator of the transfer strength of the
attack. DTA first targets the shallow layers of the model,
as low-level features are more amenable to transfer. If this
initial attempt is unsuccessful, i.e., the cosine similarity is
still above a certain threshold, DTA probes all intermediate
layers to identify the most vulnerable layer(s) that mini-
mizes the cosine similarity. It then combines all these layers
to perform the final attack.

In summary, our main contributions are:

* We investigate the adversarial vulnerability of the cur-
rent pretrain-and-finetune paradigm and propose a new
attack method named Downstream Transfer Attack
(DTA) to generate transferable attacks from pre-trained
ViTs to downstream models.

* We empirically find that the cosine similarity between
clean and adversarial tokens is a good indicator of the
downstream transferability and leverage this finding to
identify the most vulnerable (and transferable) layer(s)

of a pre-trained ViT in DTA. Extensive experiments
demonstrate the strong performance of our proposed
DTA attacks. The results also show that, compared to
full fine-tuning, typical PETL methods introduce more
vulnerability to downstream models.

* We also explore the possibility of using DTA to im-
prove adversarial training based defense and find that,
compared to UAP attack, adversarial examples gener-
ated by our sample-wise attack DTA can significantly
improve the model’s robustness to different down-
stream transfer attacks.

2. Related Work

Pre-training and Fine-tuning Pre-training a large model
on a large-scale dataset equips the model with a founda-
tional ability to extract all levels of features from the in-
put. Existing pre-training methods can be roughly classified
into supervised learning (Khosla et al., 2020; Krizhevsky
etal., 2012; Steiner et al., 2021) and self-supervised learning
(SSL) methods. SSL allows the model to learn directly from
web-scale data without label annotations, thus becoming
a popular and practical choice for large-scale pre-training.
SSL methods can be further broadly categorized into con-
trastive methods (Garrido et al., 2022; Caron et al., 2021;
Chen et al., 2020; He et al., 2020; Grill et al., 2020) and
generative methods (He et al., 2022; Bao et al., 2021).

Fine-tuning adapts a pre-trained model to a specific down-
stream task by training on the downstream dataset. As the
pre-trained models become larger and larger, traditional full
fine-tune tends to suffer from efficiency and storage limi-
tations. This motivates the proposal of parameter-efficient
transfer learning (PETL) methods (Chen et al., 2022; Hu
et al., 2021a; Jia et al., 2022b). These methods involve
freezing the weights of the pre-trained model and introduc-
ing auxiliary fine-tunable modules, thus having the ability
to achieve comparable performance with full fine-tuning
while saving a lot of parameter updates and storage. For
instance, LoRA leverages low-rank matrices to represent
the updates of attention block parameters (Hu et al., 2021a),
while AdaptFormer attaches parallel adapters to the fully
connected layers (Chen et al., 2022).

Transferable Adversarial Attacks Transferable adver-
sarial attacks, or transfer attacks for short, are a form of
black-box attacks that leverage the cross-model transfer-
ability of adversarial examples (Liu et al., 2016). Most of
the existing works were focused on the cross-model trans-
ferability, where the adversary generates the attack using
a surrogate model trained on the same training dataset as
the target model (Dong et al., 2018; 2019; Xie et al., 2019;
Wu et al., 2020; Zhang et al., 2023b; Wei et al., 2022; Ma
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et al., 2023; Zhang et al., 2023a; Wang et al., 2022). The
transfer techniques used by these methods involve the la-
bels or intermediate layer feature maps of the network. For
example, Wang et al. (Wang et al., 2021) and Zhang et
al. (Zhang et al., 2022a) employ intermediate feature maps
to identify the important regions in the image to improve
transferability. There are also methods that directly perturb
the intermediate layer features to craft transferable adversar-
ial examples (Naseer et al., 2018; Ganeshan et al., 2019).

Universal Adversarial Perturbations (UAPs) (Moosavi-
Dezfooli et al., 2017a; Khrulkov & Oseledets, 2018; Weng
et al., 2023; Mopuri et al., 2017) can also be viewed as
one type of cross-sample transfer attacks, where a single
adversarial pattern works for different images. UAPs are
often generated by accumulating the adversarial perturba-
tions over different samples (Moosavi-Dezfooli et al., 2017a;
Mopuri et al., 2017). Moreover, UAPs can further be com-
bined with other types of transferability like cross-dataset
(task) transferability to generate UAPs that transfer to down-
stream models (Ban & Dong, 2022; Zhang et al., 2021).

Downstream Transfer Attacks The downstream trans-
fer attack setting from a pre-trained model to downstream
models has been studied before. But these works were
mainly focused on UAPs. For example, Ban and Dong (Ban
& Dong, 2022) proposed Pre-trained Adversarial Pertur-
bation (PAP) to attack different downstream models using
UAPs generated based on the pre-trained model. Specif-
ically, the UAPs were generated by maximizing the Lo
norm of the model’s shallow layer features based on the
pre-training dataset. Alternatively, a recently proposed Ad-
vEncoder (Zhou et al., 2023b) attack adopts a generative
approach to craft downstream-agnostic UAPs. It trains the
UAP generator using an adversarial objective that consists
of three key components: a high-frequency component loss,
a quality loss, and an adversarial loss.

Meanwhile, traditional transfer attacks that are purely
feature-based can also be applied here to attack down-
stream models. For example, the Feature Disruptive Attack
(FDA) (Ganeshan et al., 2019) which diminishes activations
that support the current prediction while strengthening ac-
tivations that do not, and Neural Representation Distortion
Method (NRDM) (Naseer et al., 2018) attack which directly
maximizes the perceptual metric defined on feature maps.
It is worth mentioning that downstream transfer can also
occur between a pre-trained multimodal model like CLIP
and its downstreams (Lv et al., 2023; Zhou et al., 2023a).
In this paper, we focus on the typical downstream transfer
setting introduced in PAP (Ban & Dong, 2022), where the
transfer occurs from a ViT pre-trained on vision dataset to a
downstream classifier. But different from PAP, we focus on
sample-wise transfer attacks rather than UAPs.

3. Downstream Transfer Attack

Notations Let fy be the pre-trained encoder and f§ (z) is
its k-th layer feature map output for a given input image
x. Let fo be the model fine-tuned from fy on a down-
stream dataset Dy. Let € ~ Dy be an image in dataset Dy,
and fy () be the probability output of classifier fp,. Let
Fyp () = argmax fp () be the final classification result.

3.1. Threat Model

In our downstream transfer attack setting, the adversary
aims to attack a target model fg, which was fine-tuned from
a pre-trained model fg. The fine-tuning was done by either
full fine-tuning or a PETL method on a downstream dataset
that is different from the pre-training dataset. The adver-
sary has no knowledge or access to the fine-tuning process
and can only query the target model to mount the attack.
However, the adversary has full access to the pre-trained
model which is often assumed to be a large open source
model. Given a test image « of the downstream dataset,
the adversary exploits the pre-trained model to generate the
adversarial perturbation ¢ with attack budget |||, < €. The
resulting adversarial example ' = « + ¢ is then fed into
the downstream model fy to execute the attack.

The attacker’s goal is to maximize the loss of the down-
stream model fy::

max L(fo(x+0)), st o, <e, (1)

where £ denotes the loss of the downstream task. In the case
of image classification task, the above adversarial objective
can be defined as the misclassification error:

max 1(Fp (x +6) # y), s.t.[d], <e, )

where 1(-) denotes the indicator function and y denotes the
ground truth label.

Relation to Existing Threat Models Our downstream
transfer threat model is an extension of the threat model pro-
posed in PAP (Ban & Dong, 2022) and AdvEncoder (Zhou
et al., 2023b), which assume that the pre-trained model is
known to the adversary. In our threat model, the adversary
can access both the pre-trained model and the test samples
that the attacker wishes to attack, but does not know the fine-
tuned parameters or architecture of the downstream model.
This allows us to generate sample-wise transfer attacks,
while PAP and AdvEncoder can only generate UAPs (as
the adversary has no knowledge of the downstream dataset).
The advantages of sample-wise transfer attacks over
UAPs are twofold: 1) they are stronger than UAPs, re-
vealing more severe threats; and 2) they can help train
more robustness models when used for adversarial train-
ing. Our attack setting can also be viewed as a special case
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of cross-domain transfer attacks (Naseer et al., 2019; Zhang
et al., 2022b), but with a special correlation between the
source and target models, i.e., the target model was fine-
tuned from the source model. Our setting is also related
to cross-modality transfer attacks (Lv et al., 2023; Zhou
et al., 2023a), which use UAPs generated using CLIP (Rad-
ford et al., 2021) to attack downstream tasks like image-text
retrieval and image classification. Our work focuses on
the transfer from ViTs pre-trained on large-scale datasets
to downstream tasks including image classification, object
detection, and semantic segmentation.

3.2. Methodology

Arguably, the most crucial part of designing a transferable
attack is to find an appropriate indicator of transferability.
This has been found to be challenging in the traditional
cross-model transfer setting (Liu et al., 2016; Dong et al.,
2018; 2019). This is because strong attacks generated on a
source model tend to overfit the source model and thus trans-
fer poorly to other (target) models, even if the target models
are trained on the same dataset (Lu et al., 2020; Zhang
et al., 2022a; 2023b). We find that this is also the case for
downstream transfer attacks where the fine-tuned models
often have substantial parameter changes caused by either
full finetuning, self-attention adaptation (e.g., LoRA), or
additional adapter layers (e.g., AdaptFormer). In this work,
we propose a novel metric called Average Token Cosine
Similarity (ATCS) as the indicator of downstream transfer-
ability and also our adversarial objective. Based on ATCS,
we further introduce a layer selection strategy to find the
most vulnerable and transferable layer of a pre-trained ViT
to downstream models.

Average Token Cosine Similarity Since pre-trained mod-
els do not necessarily have a classification head, the adver-
sarial objective should be defined on the intermediate layer
output (i.e., features) of the pre-trained model. A typical
ViT model consists of a series of identical transformer layers
(blocks). The output of a transformer layer is a sequence of
tokens that have the same dimensions. As such, we propose
to first compute the cosine similarity between the clean vs.
adversarial feature tokens and then average this cosine simi-
larity across the tokens to obtain the final ATCS. Formally,
the ATCS loss is defined as:

Chyes (') = ﬁ S cos(fh @) [, )

teT

where f¥(x) is the feature map output of the k-th layer,
f&(x), is the t-th token of f&(x), and |T| is the total num-
ber of tokens.

The reason why we use ATCS over the traditional cosine
similarity computed on flattened tokens is that the high
dimensionality of the transformer layer output could cause

Algorithm 1 Downstream Transfer Attack (DTA)

Input: pre-trained model fy, clean example x, attack
budget ¢, threshold ~, the total number of layers M, the
number of attacked layers N
Output: adversarial example z*
initialize * = & + U(—¢,¢€)
update x* by Eq. (4) with £ = LL;cs(, £*), denote the
final loss as [
if | < vy then
return *
else
initialize ' = & + U(—¢, €)
lee M ={|M/3]|,|M/3]+1,--- , M}
update ' by Eq. (4) with £ =",/ Liges(z, 2')
calculate Sy = {Lipeg(x, x')|i € M'}
denote the N-th smallest element in Sz as Lrcg
M* ={m € M'|Lires(®, ®') < Lires}
letz* =z +U(—¢¢€)
update * by Eq. (4) with £ = 3", /. Liqcs(x, )
return *
end if

the traditional cosine similarity between different samples to
converge to the same value, which is known as the curse of
dimensionality. For example, a transformer layer could have
197 tokens, with each token of 768 dimensions, adding up to
a 151296 dimension vector once flattened. The use of ATCS
could mitigate the curse of dimensionality, as the cosine
similarity is only computed on 768-dimensional vectors.

With the ATCS loss, we can generate an adversarial example
iteratively as follows:

$6 =+ U(—e, 6)

4

&)y = Clip,, . {2} + 1 - sign(VLigcs (@, 2})) } . @
where, x is a clean sample, @} is the adversarial example
obtained at perturbation step ¢, ¢ is the maximum perturba-
tion (e = 10/255), Clip,, . is a clip operation that clips the
perturbed sample to be within the e-ball around x, U (—e, €)
is a uniform noise added to x as an initialization, and 7 is
the perturbation step size. The above formulation follows
the classic Projected Gradient Descent (PGD) (Madry et al.,
2017) attack.

The above attack generation formulation does not solve the
transferability problem and we still need a good transfer-
ability indicator. Here, we show that the ATCS loss value
itself is a good and consistent indicator of transferability.
Specifically, we will show that a lower ATCS value leads to
better transferability (measured by the attack success rate on
the downstream model), regardless of which layer the value
is obtained. We consider 3 pre-trained ViT-base models
by MAE(He et al., 2022), DINO(Caron et al., 2021), and
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Figure 2. ATCS vs. downstream transfer Attack Success Rate
(ASR). The source ViT-base models were pre-trained by MAE,
DINO, and AugReg, while their downstream (target) models were
fully finetuned on CIFAR-10.

AugReg(Steiner et al., 2021) on the ImageNet dataset as
the source models, and their full fine-tuned version on the
CIFAR-10 dataset as the downstream (target) models. Fig-
ure 2 illustrates the negative correlation between the ATCS
values achieved by our attack (defined in Eq. (4)) at different
layers of the pre-trained model and the downstream trans-
fer attacks success rate: the transfer ASR rises whenever
the ATCS decreases. This validates that ATCS is a good
indicator of downstream transferability.

Finding the Most Vulnerable Layers With ATCS, the
next step is to find the most vulnerable layer of the pre-
trained model that could lead to the lowest ATCS value.
Figure 3 shows that the most vulnerable (transferable) layer
of the source models pre-trained by different methods (i.e.,
MAE, DINO, and AugReg) are quite different. Particularly,
for the MAE pre-trained model, shallower layers (1, 2, 3)
generally lead to faster reduction in ATCS and lower ATCS
values in the end. However, for the DINO pre-trained model,
the middle layers (7, 8, 9) produce the lowest ATCS, and
the most vulnerable layers of the AugReg pre-trained model
are the deep layers (11, 12). Next, we will introduce our
method of finding the most vulnerable layer for different
pre-trained models.

An intuitive idea to find the most vulnerable layer is to at-
tack each layer of the pre-trained model separately. The
adversary can then check the achieved ATCS value and take
the adversarial examples with the lowest ATCS as the fi-
nal attacks. However, the complexity of such an algorithm
increases linearly with the number of layers M and could
become extremely slow when M is a large number. More-
over, attacking the individual layers separately could also
miss important vulnerabilities of combined layers. Fortu-

nately, this problem can be easily addressed, as we find that
attacking the middle and deep layers all at once yields a sim-
ilar result (ATCS ranking) as attacking them individually.
Motivated by this observation, we propose the following
layer selection strategy.

First, we attack the shallowest (i.e., first) layer of the model
and check the achieved ATCS. If the ATCS is below a certain
threshold +, the attack is considered successful, i.e., there is
no need to further attack the middle or deep layers. Other-
wise, we continue to attack the | M /3] ~ M-th layer all to-
gether using the combined loss function EQ/[ZLM/SJ Lo
We then rank these layers according to their ATCS value
indicated by EIXTcs- The top-V layers with the lowest ATCS
value will be selected as the most vulnerable layers, which
will be attacked again to obtain the final adversarial exam-
ples. One could also assign different weights to the layers,
however, we find it does not necessarily improve the at-
tack performance. The complete algorithm of our attack is
described in Algorithm 1.

4. Experiments
4.1. Experimental Setup

Models and Datasets We consider models pre-trained
by three representative pre-training methods:  Au-
gReg (Steiner et al., 2021) (a supervised pre-training
method), DINO (Caron et al., 2021) (a contrastive learn-
ing method), and MAE (He et al., 2022) (a masked image
modeling method). We utilize the public model weights
pre-trained by the three methods on GitHub or Hugging
Face. We consider three representative fine-tuning ap-
proaches: full fine-tune, LoRA (Hu et al., 2021a), and
AdaptFormer (Chen et al., 2022). Following (Ban & Dong,
2022), we use 10 downstream datasets to evaluate the per-
formance of DTA. These datasets contain 3 coarse-grained
and 7 fine-grained datasets. The images are resized to 256
% 256 and then center-cropped to 224 x 224 before feeding
into the network. The clean performances of the models are
provided in the appendix.

Baseline Methods We take PAP (Ban & Dong, 2022) and
NRDM (Naseer et al., 2018) as our baselines. PAP, which
generates image-agnostic perturbation, is the first method
for attacking fine-tuned models. NRDM is a sample-wise
attack initially introduced for black-box attacks on diverse
tasks. Since NRDM operates on features, it can be directly
applied to the downstream attack setting. We empirically
set the attacking layer of NRDM to k = 8 for ViT small
and base, and k = 16 for ViT-large, as they yield the best
performance.

Attack Setting Following previous studies (Zhou et al.,
2023b; Moosavi-Dezfooli et al., 2017a; Zhang et al., 2022b),
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Figure 3. The ATCS values of adversarial examples generated at different steps of Eq. (4) for CIFAR-10 test images. Each line indicates
attacking a particular layer of the pre-trained model. Figure a, b, and ¢ represent the source ViT-base models pre-trained by MAE, DINO,
and AugReg on ImageNet, respectively. Their downstream models were fully fine-tuned on CIFAR-10.

Table 1. The ASR (%) of different attack methods on downstream ViT-base models full fine-tuned from different pre-trained models.
Avg. 1 averages over the datasets, while Avg. 2 averages over the datasets and pre-training methods.

Attack | Pretrain CIFAR10 CIFARIO0 STL10 Cars Cub DTD FGVC Food Pets SVHN | Avg. 1 | Avg. 2

AugReg | 87.47 9828 8949 9816 98.02 9250 9724 9860 9602 80.24 | 93.60
NRDM | MAE | 33.14 7934 6579 80.60 7261 8335 8461 9031 8021 4415 | 7141 | gy 49
DINO | 6835 96.50  87.38 9246 90.73 8856 94.09 97.52 9545 13.66 | 8247
AugReg | 1971 42.06 537 3410 3722 5638 5616 4863 13.60 30.71 | 3439
PAP | MAE | 8998 9869  89.86 99.42 9932 9484 99.00 98.92 97.02 80.30 | 9474 | 5072
DINO 8.43 47.08 417 17.11 2814 3845 4971 2173 1002 538 | 23.02
AugReg | 91.94 99.06 9333 99.65 9850 96.12 99.07 99.71 97.14 89.88 | 96.44
DTA | MAE | 89.92 98.80  89.48 9929 9879 9245 99.07 9897 9665 84.27 | 9477 | 9311
DINO | 74.82 99.25 8935 97.18 97.62 9399 97.84 9891 9526 37.09 | 88.13

Table 2. The ASR (%) of different attacks on downstream ViT-base models fine-tuned by LoRA. Avg. 1 and Avg. 2 are the same as in
Table 1.
Attack ‘ Pretrain CIFAR10 CIFAR100 STLI10 Cars Cub DTD FGVC Food Pets SVHN ‘ Avg. 1 ‘ Avg. 2

AugReg | 87.50 9676 8870 97.82 9826 9255 96.88 98.34 96.10 77.29 | 93.02
NRDM | MAE | 5434 8183 8344 6497 6926 8122 7873 9055 7599 5005 | 73.04 | g5g;
DINO | 8861 97.85  89.63 97.11 9724 91.06 9490 97.85 9697 62.64 | 91.39
AugReg | 3047 43.87 623 4229 5503 5430 6528 5365 19.92 8521 | 45.63
PAP | MAE | 90.17 99.06  90.00 99.39 9939 9622 99.00 99.01 9727 8443 | 9539 | 322
DINO | 60.39 88.84 793 3314 4846 4313 59.16 4252 1550 8740 | 48.65
AugReg | 93.69 99.19 9228 9933 99.15 9665 99.01 99.53 9736 81.62 | 95.78
DTA | MAE | 9052 99.10  89.96 99.29 98.83 9229 9886 99.01 97.30 90.53 | 9557 | 95.22
DINO | 9031 99.62 8849 9869 9898 97.07 97.90 98.83 9534 78.00 | 94.32

Table 3. The ASR (%) of different attacks on downstream ViT-base models tuned by AdaptFormer. Avg. 1 and Avg. 2 are the same as in
Table 1.
Attack ‘ Pretrain CIFAR10 CIFAR100 STL10 Cars Cub DTD FGVC Food Pets SVHN ‘ Avg. 1 ‘ Avg. 2

AugReg 86.70 98.76 89.86  98.64 9852 9447 9733 9832 96,57 66.83 | 92.60

NRDM | MAE 77.39 95.19 88.10 9820 9691 89.95 97.69 9590 9638 68.05 | 90.38 | 92353
DINO 89.12 98.46 90.06 99.14 9831 9197 98.08 9851 9736 8516 | 94.62
AugReg 31.63 59.87 7.13 5207 59.26 5920 68.25 58.01 1995 62.94 | 47.83

PAP MAE 90.00 98.43 88.13  99.50 99.48 9739 99.00 99.01 9727 81.93 | 95.01 | 650
DINO 68.76 90.29 1632 59.07 62.02 4468 76.62 44.11 1937 85.28 | 56.65
AugReg 90.13 99.25 92.86 99.65 98.88 97.34 9922 9950 97.77 76.88 | 95.15

DTA MAE 89.98 98.36 89.60 99.41 99.46 96.44 99.01 99.01 9730 80.45 | 9490 | 953>
DINO 90.93 99.37 89.49 9920 99.21 9739 9898 9891 9520 90.28 | 95.90
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we focus on [, norm adversarial attack and set the attack
budget to e = 10/255. We use 3 steps with step size n =
0.05 for attacking the first layer and 20 steps with = 0.02
for the intermediate layers, as we find that a relatively larger
step size with fewer steps performs better at the shallow
layers. We set the threshold to v = 0.25 and the number of
attack layers to N = 4. We tuned the hyper-parameters and
reported the best result for all attack methods.

Evaluation Metric 'We mainly focus on image classifica-
tion tasks. Following (Ban & Dong, 2022), we use Attack
Success Rate (ASR) as the evaluation metric, which is de-
fined as the proportion of classification errors made by the
fine-tuned model over the entire downstream test dataset.
We also test the transferability to downstream object de-
tection and segmentation tasks. For object detection, we
use mean Average Precision (mAP) as the evaluation met-
ric, while for segmentation, we use mean Intersection over
Union (mloU).

4.2. Main Results

For downstream transfer attacks, it is important to achieve
good attack performance across different fine-tuning meth-
ods, pre-training methods, and downstream datasets. A
quick glance at the results in Table 1, 2, and 3 reveals that
our DTA surpasses the baselines by a huge margin across
all pre-training methods and fine-tuning datasets. For full
fine-tuning (Table 1), DTA achieves an average ASR of
93.11%, surpassing that of NRDM and PAP by more than
10% and 40%, respectively. A similar result is also ob-
served for LoRA (Table 2) and AdaptFormer (Table 3),
where DTA achieves an ASR above 95%. Comparing the
results between full fine-tune and LoRA/AdaptFormer, we
find that PETL fine-tuned models (by LoRA/AdaptFormer)
are more vulnerable to downstream transfer attacks than
full fine-tuned models. This is because the parameters of
the pre-trained models are all fixed in PETL, leaving more
feature vulnerability to the downstream models. This also
confirms that PETL makes less feature change to the pre-
trained model than full fine-tuning.

Another interesting observation is that the baselines exhibit
amuch higher variance when applied to different pre-trained
models, and even fail in certain cases. For example, PAP
works pretty well on MAE pre-trained models, yet fails
badly on AugReg and DINO pre-trained models. It is quite
the opposite for NRDM, which works worse on MAE pre-
trained models. We conjecture this is because MAE focuses
more on reconstruction, making shallow layer features fun-
damental for the gradual reconstruction at the deep layers.
For pre-training methods that focus more on the clustering
effect of the deep features, e.g., AugReg and DINO, they are
more vulnerable at the middle or deep layers (see Figure 6
in the appendix).

attack

- PAP 40

NRDM
325 DTA

attack

- PAP
NRDM

DTA

Attack Success Rate

CIFAR10  CIFAR100 Food SVHN CIFAR10  CIFAR100 Food SVHN

(b) LoRA

(a) Full fine-tune

Figure 4. The ASR(%) on adversarially pre-trained models. All
downstream models are fine-tuned from the adversarial pre-trained
XCiT-base model with e = 8/255 on ImageNet-1k.

4.3. Evaluation on Large-Scale ViTs

Table 4. The ASR (%) of different attacks on models of different
scales. All models are pre-trained by AugReg and then fully fine-
tuned. Avg. 1 averages over the datasets, while Avg. 2 averages
over the datasets and models.

Attack | Model | CIFARIO CIFARI00 Food SVHN | Avg. 1 | Avg.2
ViT-Small | 74.55 93.44 85.74 43.89 | 74.41

NRDM ViT-Base 87.47 98.28 98.60  80.24 91.15 74.60
ViT-Large | 51.56 78.01 87.58 1578 | 58.23
ViT-Small 453 22.62 2893 11.03 | 16.78

PAP | ViT-Base 8.43 47.08 2173 538 | 2066 | 14.06
ViT-Large 0.90 7.03 8.08 298 | 475
ViT-Small | 92.56 99.43 98.82  81.46 | 93.07

DTA | ViT-Base | 86.10 96.04 99.71 7115 | 8825 | gs.52
ViT-Large | 71.54 92.01 9632 41.12 | 75.25

Here, we evaluate the three attacks on pre-trained mod-
els with varying scales. All models were pre-trained on
ImageNet-1k using AugReg. As the results in Table 4 show,
our DTA beats the baseline methods by a considerable mar-
gin. Particularly, the average ASR of DTA is 85.52%, which
is 10.92% and 71.46% higher than NRDM and PAP, respec-
tively. On ViT-Large, DTA achieves an average ASR of
75.25% across the 4 datasets, which beats NRDM and PAP
by 17.02% and 70.5%, respectively. Moreover, the sensitiv-
ity and instability of the baseline methods across different
model scales are extremely high, which greatly limits their
practicability when applied to diverse pre-trained models.

4.4. Evaluation on Adversarially Pre-trained ViTs

We also evaluate the attacks on adversarially pre-trained
models, a common way to improve adversarial robustness.
We take the XCiT model adversarially pre-trained (with
loo budget ¢ = 8/255) on ImageNet-1k by Edoardo et
al. (Debenedetti et al., 2023) as our pre-trained model. Due
to the poor performance of AdaptFormer, here we mainly
analyze full fine-tune and LoRA. As shown in Figure 4,
unsurprisingly, the ASR decreases drastically for all attacks,
which is well below 30% and 45% when transferred to attack
the full or LoRA fine-tuned models, respectively. However,
DTA is still comparably more effective than others. An-
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other important observation is that although LoRA and full
fine-tune have similar clean accuracy, the ASR on LoRA
fine-tuned model is almost 10% higher than that on full
fine-tuned model. This uncovers a previously unknown
weakness of LoRA: it is more vulnerable to downstream
transfer attacks.

4.5. Attacking Object Detection and Segmentation

Table 5. Attacking object detection models on COCO2017.

Attack | mAP  mAPs; mAP;
clean 51.5 72.1 56.6
NRDM | 458  66.0 49.8
PAP | 357 543 38.3
DTA | 356  53.9 38.0

Table 6. Attacking segmentation models on ADE20k.
NRDM PAP DTA

2395 1745 15.54

‘ clean

mloU | 48.13

For object detection, we choose ViTDet (Li et al., 2022)
as the downstream model, which was fine-tuned on the
COCO02017 dataset from an MAE pre-trained ViT-base
model. Object detection tasks often pad different-sized
images to the same size, it is thus meaningless to generate
adversarial examples for the padding par. So we crop a
448x448 region from the upper-left corner of the image to
perform the attack. As indicated in Table 5, our DTA attack
caused the model’s mAPs to drop the most, from 51.5 to
35.6 on the COCO2017 validation set.

For the segmentation task, we take UPerNet (Xiao et al.,
2018) as the downstream model, which was fine-tuned on
the ADE20k dataset from an MAE pre-trained ViT-base
model. We employ a 512x512 attack region here. As pre-
sented in Table 6, all attack methods result in a substantial
decrease in mloU, with our DTA being the most effective,
reducing the mloU to 15.54. This proves that our DTA can
be generalized to attack different types of downstream tasks.

4.6. Improving Adversarial Training

Here, we show that DTA can help build better defenses
against downstream transfer attacks. We follow the fine-
tuning paradigm to finetune the downstream models on CI-
FAR10 using adversarial training (Madry et al., 2017). The
e for adversarial finetuning is set to 4/255 to help maintain
clean accuracy. But we use a larger e = 10/255 for testing.
As shown in Table 7, models fine-tuned with PAP can only
defend PAP attacks and fail badly on DTA attacks, for Au-
gReg and DINO pre-trained models. By contrast, using our
DTA can help achieve universal robustness against different

Table 7. The robustness (%) of adversarially fine-tuned models by
PAP and our DTA on CIFARI10.

Pretrain  Train] Test— DTA  PAP  Average Clean Acc
DTA 8775 9052  89.13 90.5
AugReg PAP 2625 97.89  62.07 97.69
DTA 9452 93.82  94.17 96.44
MAE PAP 96.25 97.1  96.67 96.45
DTA 88.13 89.72  88.92 89.08
DINO PAP 2435 9836 61.35 98.28

test attacks for all pre-trained models, resulting in signif-
icantly improved overall robustness. This highlights one
unique benefit of sample-wise transfer attacks over UAPs.

4.7. Ablation Studies

We conduct 3 ablation studies on loss function, attack layers,
and threshold ~. Here, we only report the main conclusions
and defer the detailed results and analyses to appendix B.

Loss Function We test 4 alternative loss functions for
ATCS including the vanilla cosine similarity. Overall, ATCS
is better than the vanilla cosine similarity in most cases and
is more effective than other losses.

Attack Layer(s) We compare our DTA layer selection
strategy with two alternative strategies and find that our
strategy is better than attacking a fixed layer or all layers.

Threshold v We show that, as the threshold ~ increases
from O to 1, the ASR first increases and then decreases,
reaching its peak performance at v = 0.2. And the trend is
consistent across different downstream datasets.

5. Conclusion

In this paper, we studied the problem of downstream transfer
attacks (DTAs) and explored how an attacker can generate
highly transferable adversarial examples using a pre-trained
model to attack downstream models fine-tuned by differ-
ent techniques. We proposed to use Average Token Cosine
Similarity (ATCS) as the adversarial objective and revealed
that the ATCS value obtained at different layers is a good
indicator of downstream transferability. With ATCS, we
further proposed a DTA attack that can find the most vul-
nerable layer and generate highly transferable adversarial
examples. Extensive experiments demonstrate the effec-
tiveness of our DTA attack and its superiority over existing
attacks. We also found that emerging PETL methods like
LoRA are more susceptible to transfer attacks crafted on
the pre-trained model. We also show that our DTA can help
train more robust models resistant to downstream transfer
attacks when applied with adversarial training.
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A. Clean Accuracy of Downstream Models

Table 8 reports the clean accuracies of the victim down-
stream models. As can be observed, the finetuned models
all perform well on the clean datasets, regardless of the
finetuning method.

B. Ablation Study

Here, we analyze the impact of the adversarial loss function
and the two hyper-parameters including layer &k and thresh-
old v to DTA. We fix the fine-tuning method to full fine-tune
and set the attack step size to 0.03 and step number to 10.

Loss Function Here, we test 4 alternative loss functions
for our ATCS:

Ly = —cos(f¥(x), f¥(a")) Lo =||f*(z) = f5(=")|

Ly =—f*(z)- f*(a) Ly= Hf’“(x’)”

As illustrated in Figure 5, although £,4 has been proven to
be effective in the UAP setting (Ban & Dong, 2022; Mopuri
et al., 2017), it does not perform well (or at least not as well
as other losses) in the downstream transfer setting, which is
a sample-wise attack scenario. Overall, our ATCS achieves a
slightly better performance than the vanilla cosine similarity
in most cases and is more effective than other loss functions.

Attack Layer(s) Here, we compare our DTA layer selec-
tion strategy with several alternative layer selection strate-
gies, such as selecting a particular layer or all layers together.
We report the average ASR of attacking 10 downstream
models with different pre-train methods. As shown in Fig-
ure 6, our DTA achieves a higher ASR than attacking a
particular layer or all layers. For MAE pre-trained models,
attacking the shallow layer is better, while for DINO and
AugReg pre-trained models, attacking the middle layer is
better. Attacking all layers works well for DINO and Au-
gReg pre-trained models with comparable performance to
DTA, but is inferior to DTA for MAE pre-trained model.
Overall, our DTA works the best among the three layer
selection strategies.

Threshold Here we study the effect of threshold ~. Fig-
ure 7 shows that, for various downstream datasets, as the
threshold value increases from O to 1, the ASR first in-
creases and then decreases, reaching its peak performance
at v = 0.2. And the trends are quite consistent on different
downstream datasets. Arguably, the optimal v may vary in
real-world scenarios, which can be carefully tuned if the
attacker knows more information about the downstream
task.
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C. More Understandings of DTA

Undoubtedly, representation/feature reuse is one key as-
pect of the pretraining-and-finetuning paradigm. The
downstream model inherits the internal loss landscape
and features of the pre-trained model (Neyshabur et al.,
2020). This implies that the perturbations generated to
distort the pre-trained features are to some extent also dis-
ruptive to the downstream model. To better understand
this, we feed the clean and adversarial examples sepa-
rately into the pre-trained vs. fine-tuned models and com-
pare the obtained ATCS, i.e., ATCS(f¥ ('), f§ (2')) and
ATCS(fF(x), f¥ (x)). Here, we set the attack layer to
k = 8. As shown in Figure 8, the ATCS of the adversarial
examples is higher than that of the clean samples, which
implies that the vulnerabilities of the pre-trained model
explored by the adversarial samples are preserved in the
fine-tuned model. Notably, when fine-tuned using PETL
methods, the downstream model becomes more similar to
the original model in the feature space. This similarity also
predicts that PETL models are more susceptible to down-
stream transfer attacks.

There is also an interesting shift of focus on the attacking
layers targeted in different works, i.e., earlier works often
attack the middle layers (Lu et al., 2020; Naseer et al., 2020;
Zhang et al., 2022b), while more recent works favor the shal-
low layers (Ban & Dong, 2022; Zhang et al., 2022b). Based
on our analyses and empirical observations, this might be
related to the trend that earlier models pre-trained using
supervised learning are more vulnerable in the middle and
deep layers, while more recent models pre-trained by self-
supervised learning are more vulnerable in the shallow lay-
ers. Our DTA provides a simple but effective technique to
explore the most vulnerable layers of the pre-trained model
and thus can be effective for different pre-training methods.
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Table 8. The clean accuracy (%) of the fine-tuned models with different fine-tune and pre-train methods. All models are ViT-base and the
pre-training was done on ImageNet-1K.

Fine-tune Pre-train CIFAR10 CIFAR100 STL10 Cars Cub DTD FGVC Food Pets SVHN

MAE 98.22 82.11 9743 84.44 74.66 6521 4824 8571 91.66 96.67

Full DINO 98.77 90.05 99.09 90.19 83.86 74.79 65.86 89.97 9338 973
AugReg 98.62 88.53 98.8 8597 8339 7175 6007 831 94.03 96.83
MAE 97.83 83.55 97.86 8899 80.68 693 6733 8734 93.1 9744
LoRA DINO 98.62 88.54 9898 87.85 79.85 7223 6547 872 9275 97.04
AugReg 98.24 87.4 98.73 8235 7424 6946 559 86.14 92.12 97.25
MAE 97.62 80.87 97.62 8787 7745 68.61 64.63 87.51 9196 97.33
AdaptFormer DINO 98.29 85.09 98.66 8241 7645 71.11 5944 86.79 92.56 96.27
AugReg 98.01 84.6 98.7 7692 7033 6792 49.61 8424 91.63 96.75
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Figure 5. The ASR(%) of different loss functions on AugReg, DINO, MAE pre-trained models. The attack layer was set to 1, 8, and 8 for
MAE, DINO, and AugReg, respectively.
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Figure 8. ATCS between the pre-trained model and the down-
stream model. The blue bar represents the ATCS of f§ (z) and
f& (), while the yellow bar represents the ATCS of f§ (') and
f¥(«). We set the attack layer k = 8.
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