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Abstract. Deep neural networks are vulnerable to adversarial exam-
ples, and adversarial attacks that generate adversarial examples have
been studied in this context. Existing studies imply that increasing the
diversity of model outputs contributes to improving the attack perfor-
mance. This study focuses on the Auto Conjugate Gradient (ACG) at-
tack, which is inspired by the conjugate gradient method and has a high
diversification performance. We hypothesized that increasing the dis-
tance between two consecutive search points would enhance the output
diversity. To test our hypothesis, we propose Rescaling-ACG (ReACG),
which automatically modifies the two components that significantly af-
fect the distance between two consecutive search points, including the
search direction and step size. ReACG showed higher attack performance
than that of ACG, and is particularly effective for ImageNet models
with several classification classes. Experimental results show that the
distance between two consecutive search points enhances the output di-
versity and may help develop new potent attacks. The code is available
at https://github.com/yamamura-k/ReACG.
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1 Introduction

Szegedy et al.[33] noted that the output of deep neural networks (DNNs) can
be significantly altered by small perturbations imperceptible to the human eye.
These perturbed inputs are referred to as adversarial examples, and it is well-
known that this is a crucial vulnerability of DNNs. Addressing this vulnerabil-
ity is crucial because DNNs have safety-critical applications such as automated
driving [16], facial recognition [2], and cyber security [22]. Several defense mecha-
nisms have been proposed to improve the robustness of DNNs against adversarial
examples. The most fundamental approach is adversarial training [25], which re-
quires several adversarial examples. The rapid generation of adversarial examples
is expected to reduce the computation time for adversarial training and improve
the robustness of the obtained DNN.
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Adversarial attacks are methods used to generate adversarial examples. If
the purpose is better robustness evaluation and improving robustness, the white-
box attack, which optimizes the objective function L using the gradient of the
DNN to generate adversarial examples, is one of the most promising approaches.
Untargeted attacks, in which attackers do not specify a misclassification class,
are often used for robustness evaluations and adversarial training. This study
focuses on untargeted white-box attacks against image classifiers.

Targeted attacks have also been studied [6, 19, 38], in which attackers specify
the misclassification class, in contrast to untargeted attacks. Different adversarial
examples with different predictions can be generated through targeted attacks
on a single input. The difference in their predicted classes implies differences
in the model outputs. The success of existing untargeted attacks that consider
output diversity [13, 34, 37] suggests that enhancing the output diversity results
in higher attack performance.

We focus on the Auto Conjugate Gradient (ACG) attack [37], which is based
on the conjugate gradient method and has a high diversification performance.
ACG does not assume any restarts, and is advantageous over restart-based ap-
proaches in terms of the computation time [13, 34]. Restart-based techniques
can also be combined with ACG. The search points of ACG move more in each
iteration than those of Auto-PGD (APGD) [8], which is based on the momentum
method. Additionally, ACG shows a higher diversity of second likely predictions
(CW target class, CTC) than that in APGD. We hypothesized that increasing
the distance between two consecutive search points would enhance CTC diver-
sity.

To validate this hypothesis, we propose Rescaling-ACG (ReACG), which
modifies the search direction and step size control of ACG, as described in sec-
tion 3. The search direction and step size significantly affected the distance
between two consecutive search points. ReACG determines whether the coeffi-
cient β(k) should be modified based on the ratio of the gradient to the conjugate
gradient (section 3.1). If β(k) must be modified, β(k) is calculated using the
gradient normalized by its Euclidean norm. Although ACG has different char-
acteristics that those of APGD, it updates the step size using the same rule as
that in APGD. By contrast, as described in sections 3.2 and 4.1, ReACG controls
the step size with appropriate checkpoints determined through multi-objective
optimization using Optuna [3].

Section 4.2 presents the empirical evaluation of ReACG on 30 robust models
trained on the CIFAR-10, CIFAR-100 [18], and ImageNet [30] datasets. ReACG
showed a higher attack performance than that of the state-of-the-art (SOTA)
methods APGD and ACG for more than 90% of the 30 models, including a
wide range of architectures. Particularly, ReACG exhibited the highest attack
performance for all models trained on ImageNet, which has several classification
classes. ReACG showed a higher attack performance than those of APGD and
ACG, with approximately 0.4 to 0.9% and 0.1 to 0.4%, respectively. Considering
the recent advances in adversarial attacks based on nonlinear optimization meth-
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ods, such as PGD [25], APGD, and ACG, significant performance improvement
was achieved.

The analyses in sections 4.3 and 4.4 show that modifying β(k) and step size
control increases the distance between two consecutive search points and the
CTC diversity, which leads to the high attack performance of ReACG. This
relationship is beneficial for the development of novel and potent attacks. The
contributions of this study are summarized below.
1. We propose ReACG, which automatically modifies β(k) based on the hypoth-
esis that increasing the distance between two consecutive search points enhances
output diversity.
2. ReACG showed a higher attack performance than those of SOTA attacks on
more than 90% of the 30 robust models trained on three representative datasets.
3. Our analysis suggests that increasing the distance between two consecutive
search points enhances CTC diversity. This relationship is beneficial for the de-
velopment of novel and potent attacks.

2 Preliminaries

2.1 Problem setting

Let f : D → RC be a locally differentiable function that serves as a C-classifier.
Assume that the input xorg is classified into class c using classifier f . Given a
positive number ε and distance function d : D×D → R, we define an adversarial
example xadv ∈ D as an input satisfying the following conditions

argmax
i

fi(xadv) ̸= c, d(xorg,xadv) ≤ ε. (1)

Generally, an adversarial example is generated by maximizing the objective func-
tion L within the feasible region S = {x ∈ D | d(xorg,xadv) ≤ ε}. This problem
is formulated as follows:

max
x∈S

L(f(x), c) (2)

The condition argmaxi fi(xadv) ̸= c can be rephrased as maxi̸=c fi(xadv) −
fc(xadv) ≥ 0. Hence, objective functions such as the CW loss (LCW) [7] and
Difference of Logit Ratio (DLR) loss (LDLR) [8] are commonly used. Let z = f(x)
and πk be the index of the k-th largest element of z. The CW loss and DLR
loss are denoted as LCW(z, c) = −zc + maxi̸=c zi and LDLR(z, c) = LCW(z,c)

zπ1−zπ3
,

respectively. argmaxi ̸=c fi(x) was referred to as CTC in [37]. We define output
diversity as the variation of CTC during the attack procedure.

For adversarial attacks on image classifiers, the input space is D = [0, 1]n.
Additionally, the Euclidean distance ∥ · ∥2 or uniform distance ∥ · ∥∞ is often
used as the distance function d. This study focuses primarily on ℓ∞ attacks that
use d(u,v) = ∥u− v∥∞ as a distance function.
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2.2 Related work

Szegedy et al. [33] suggested the existence of adversarial examples, and sev-
eral gradient-based attacks have been proposed subsequently [7, 8, 20, 25, 37].
Among these, a promising approach is to consider the diversity in the output
space. MT-PGD [13] achieves diversification in the output space by sequentially
performing targeted attacks using different misclassified target classes. Output
Diversified Sampling [34] and its variants [24] randomly sample the initial point,
considering the diversity in the output space by maximizing the inner product
of a random vector w and logit f(x). These methods assume several restarts
based on the changes in the target class or initial points. By contrast, ACG
improves the output diversity by moving to the sign of the conjugate gradient.
ACG is advantageous in terms of the computational time because output space
diversification can be achieved without restarts. Additionally, an ensemble of
attacks, such as AutoAttack [8], has attracted research attention in recent years
[23, 26]. Although ensemble-based attacks are stronger than simple attacks, such
as PGD, their performance depends on the individual attacks in the ensemble.
Therefore, it is important to develop individualized attacks.

2.3 Auto Conjugate Gradient attack

ACG step ACG attack [37] is based on the conjugate gradient method, which
updates search points using the following formulas:

g(k) ← ∇L
(
f(x(k)), c

)
, (3)

y(k−1) ← g(k−1) − g(k), (4)

β
(k)
HS ← −

⟨−g(k),y(k−1)⟩
⟨s(k−1),y(k−1)⟩

, (5)

s(k) ← g(k) + β
(k)
HSs

(k−1), (6)

x(k+1) ← PS

(
x(k) + η(k)sign(s(k))

)
, (7)

where ⟨·, ·⟩ is the inner product and PS(·) is a projection onto the feasible region
S. x(k) is referred to as the search point, and s(k) is referred to as search direction.

Step-size updating rule ACG controls the step size using the same rule as that
in APGD. APGD halves the step size and moves to the incumbent solution xadv

if conditions C1 and C2 are satisfied at the precalculated checkpoints wj ∈W .

C1
wj−1∑

i=wj−1

1L(f(x(i+1)),c)>L(f(x(i)),c) < ρ · (wj − wj−1)

C2 Lmax

(
f(x(wj−1)), c

)
= Lmax

(
f(x(wj)), c

)
and η(wj−1) = η(wj),
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Fig. 1: (a) Transition of |β(k)
HS |. (b) Distribution of |g(k)/s(k)|.

where ρ ∈ [0, 1] denotes a parameter with a default value of 0.75. The following
gradual equation determines the checkpoints wj :

p0 = 0, p1 = 0.22, q = 0.03, qmin = 0.06 (8)
pj+1 = pj +max(pj − pj−1 − q, qmin), wj = ⌈pjN⌉. (9)

3 Rescaling-ACG

This section describes the ReACG attack, a modification of ACG aimed at in-
creasing the distance between two consecutive search points and enhancing out-
put diversity. ReACG automatically modifies its search direction and controls
the step size using the appropriate checkpoints obtained through multi-objective
optimization. Section 3.1 describes the modification of the search direction, and
section 3.2 provides the checkpoints used for step size calculation. The pseu-
docode for ReACG is described in algorithm 1.

3.1 Search direction

Motivation Search direction such as s(k) or g(k) is one of the main factors af-
fecting the distance between two consecutive search points. Conjugate gradient
methods are characterized by the coefficient β(k) used to calculate the conjugate
gradient. The preliminary experiment conducted by Yamamura et al. [37] sug-
gests that β(k) significantly affects attack performance. Figure 1 (a) depicts the
average transition of |β(k)

HS | over 10,000 images. Although |β(k)
HS | was less than

10 in several iterations, it reached approximately 500 in other iterations. Addi-
tionally, fig. 1 (b) shows that most elements of |g(k)/s(k)| averaged over 10,000
images are less than 10. Equation 6 indicates that if |β(k)

HS | is extremely larger
than each element of |g(k)/s(k)|, s(k+1) and s(k) are likely to be the same vector.
These results imply that an ACG search may be redundant.

Rescaling condition equation 6 suggests that s(k)i and s
(k−1)
i are likely to take

appximately the same values for the index i such that
∣∣g(k)/s(k−1)

∣∣
i
≪ |β(k)|. If
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Algorithm 1 ReACG

Input: f , L, S, c, x(0), η(0), N , W = {w0, . . . , wn}
Output: xadv

1: xadv ← x(0);β(0) ← 0; s(0) ← ∇L(f(x(0)), c);xpre ← x(0); spre ← s(0)

2: for k = 0 to N do
3: Compute x(k+1) (7); η(k+1) ← η(k)

4: if L(f(x(k+1)), c) > L(f(xadv), c) then
5: xadv ← x(k+1);xpre ← x(k); spre ← s(k)

6: end if
7: if k ∈W and (C1 or C2 hold) then
8: η(k+1) ← η(k)/2;x(k+1) ← xadv;x

(k) ← xpre; s
(k) ← spre

9: end if
10: /* The difference to ACG is highlighted in blue. */
11: Compute β(k+1) (5) and β̃(k) (12)
12: if |β̃(k)| < |β(k)| and (10) hold then
13: β(k) ← β̃(k)

14: end if
15: Compute s(k+1) (6)
16: end for

the following inequality holds, ReACG modifies the coefficient β(k):

E
[∣∣∣∣ g(k)

s(k−1)

∣∣∣∣] < |β(k)| (10)

The severity of this condition can be adjusted by multiplying the right side
of equation 10 by a constant. However, we did not consider this extension to
maintain a number of hyperparameters similar to those of ACG.

Rescaling method When equation 10 holds, the coefficient β̃
(k)
HS is calculated

using g̃(k) = g(k)/∥g(k)∥2 instead of g(k). More precisely, equations 11 and 12
are used to calculate the coefficients instead of equations 4 and 5.

y(k−1) ← g̃(k−1) − g̃(k) (11)

β̃
(k)
HS ← −

⟨−g̃(k), ỹ(k−1)⟩
⟨s(k−1), ỹ(k−1)⟩

(12)

If |β̃(k)
HS | < |β

(k)
HS | holds, s(k) is calculated using β̃

(k)
HS in stead of β(k).

3.2 Rethinking the step size

ACG uses precalculated checkpoints to control the step size. The three magic
numbers p1, q, and qmin that appear in the checkpoint calculation affect the
obtained checkpoints. We searched for the appropriate values of these parameters
through multi-objective optimization using Optuna. Based on the experimental
results in section 4.1, we set p1 = 0.43, q = 0.24, and qmin = 0.08.
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Table 1: The results of step size optimization using Optuna. The lowest robust
accuracy for each model and loss is in bold, and the second lowest is underlined.

Loss CW DLR

p1 q qmin [31] [36] [1] [4] [15] [31] [36] [1] [4] [15]

0.22 0.03 0.06 56.47 45.07 53.08 45.47 59.73 56.34 45.04 52.92 45.28 59.67
0.43 0.24 0.08 56.48 45.00 53.06 45.31 59.65 56.23 44.83 52.89 45.10 59.47
0.26 0.04 0.08 56.41 45.07 53.08 45.43 59.73 56.38 45.01 52.92 45.21 59.58
0.31 0.28 0.09 56.47 45.06 53.12 45.41 59.71 56.26 44.91 52.91 45.25 59.62
0.42 0.25 0.10 56.44 45.01 53.05 45.32 59.66 56.23 44.82 52.94 45.12 59.44
0.69 0.69 0.05 56.57 45.19 53.19 45.35 59.66 56.27 44.81 52.96 45.06 59.41

4 Experiments

This section describes the results of comparative experiments on ℓ∞-robust mod-
els trained on CIFAR-10, CIFAR-100, and ImageNet. The attacked models were
in RobustBench [9], which is a well-known benchmark for adversarial robustness.
The performance evaluation was based on robust accuracy, defined as follows:

# correctly classified adversarial examples
# test samples

× 100. (13)

A low robust accuracy indicates a high misclassification rate and high attack
performance. As with the RobustBench leaderboard, we used 10,000 images and
ε = 8/255 for CIFAR-10/100, and 5,000 images and ε = 4/255 for ImageNet.
The experiments were conducted using an Intel(R) Xeon(R) Silver 4214R CPU
at 2.40GHz and NVIDIA RTX A6000. We chose APGD and ACG as the base-
line. Both typically perform better for adversarially robust models than early
techniques such as FGSM [12] and PGD [25].

4.1 Experiments on step size control

This experiment used five robust PreActResNets [1, 4, 15, 31, 36] trained on
CIFAR-10. Optuna [3] searched for appropriate parameters through multi-objective
optimization, which minimized robust accuracy and maximized the average CW
loss value. In each optimization iteration with Optuna, ReACG with CW loss
was executed starting at the input points for different values of 0.01 ≤ p1 ≤ 0.9,
0.01 ≤ q ≤ 0.5p1, and 0.01 ≤ qmin ≤ 0.1. To make the step size sufficiently small,
the objective function of this multi-objective optimization problem was designed
to return a tuple (∞,−∞) when the number of checkpoints was less than four.
Optuna requires 100 iterations per model. Table 1 shows the obtained parame-
ters and robust accuracy. The obtained p1 values tend to be larger than those in
the APGD setting. The experimental results indicate that p1 = 0.43, q = 0.24,
and qmin = 0.08 are effective in several models.
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Table 2: Comparison in robust accuracy. ∆ is the difference in robust accuracy
between ACG and ReACG. The lowest value for each model and loss is in bold.

CIFAR-10 (ε = 8/255) CW loss DLR loss

Defense Model clean APGD ACG ReACG ∆ (↑) APGD ACG ReACG ∆ (↑)

Peng [28] WRN70-16 93.27 71.92 71.66 71.60 0.06 71.99 71.53 71.41 0.12
Wang [35] WRN70-16 93.25 71.57 71.25 71.17 0.08 71.58 71.32 71.13 0.19

Bai [5] RN152+ 95.23 69.42 69.78 70.10 -0.32 69.38 69.86 69.72 0.14WRN70-16

Wang [35] WRN28-10 92.44 68.28 68.02 67.77 0.25 68.30 67.97 67.80 0.17
Rebuffi [29] WRN70-16 92.23 67.71 67.54 67.45 0.09 67.85 67.38 67.24 0.14

Cui [10] WRN28-10 92.17 68.57 68.34 68.24 0.10 68.63 68.21 68.06 0.15
Huang [17] WRN-A4 91.58 66.79 66.52 66.41 0.11 67.02 66.52 66.34 0.18

Gowal20 [14] WRN70-16 91.10 66.76 66.48 66.47 0.01 66.89 66.40 66.31 0.09
Gowal21 [15] WRN70-16 88.74 67.75 67.26 67.19 0.07 68.33 67.21 67.00 0.21
Rebuffi [29] WRN106 88.50 65.57 65.35 65.38 -0.03 65.60 65.26 65.07 0.19

CIFAR-100 (ε = 8/255)

Bai [5] RN152+ 85.19 40.70 41.64 41.60 0.04 40.78 41.60 41.66 -0.06WRN70-16

Bai [5] RN152+ 80.20 37.47 37.66 37.48 0.18 37.82 37.81 37.58 0.23WRN70-16

Debenedetti [11] XCiT-L12 70.77 36.75 36.15 35.88 0.27 37.21 36.30 35.91 0.39
Debenedetti [11] XCiT-M12 69.20 35.75 35.16 34.91 0.25 36.05 35.19 34.80 0.39

Gowal20 [14] WRN70-16 69.15 38.77 38.27 38.19 0.08 38.93 38.02 37.80 0.22
Pang [27] WRN70-16 65.56 34.14 33.77 33.61 0.16 34.22 33.82 33.64 0.18

Rebuffi [29] WRN70-16 63.56 36.06 35.62 35.53 0.09 36.09 35.30 35.22 0.08
Wang [35] WRN70-16 75.22 43.84 43.55 43.47 0.08 43.83 43.63 43.32 0.31
Cui [10] WRN28-10 73.85 40.28 39.93 39.96 -0.03 40.29 40.13 39.78 0.35

Wang [35] WRN28-10 72.58 39.58 39.29 39.20 0.09 39.60 39.41 39.27 0.14

ImageNet (ε = 4/255)

Peng [28] WRN101-2 73.10 50.92 50.40 50.20 0.20 51.32 50.36 50.06 0.30
Liu [21] Swin-B 76.16 57.80 57.26 57.12 0.14 58.04 57.12 56.96 0.16

Liu Swin-L 78.92 61.34 60.84 60.74 0.10 61.76 60.78 60.56 0.22
Liu ConvNeXt-L 78.02 60.56 59.96 59.78 0.18 60.94 59.96 59.54 0.42
Liu ConvNeXt-B 76.70 58.06 57.44 57.18 0.26 58.56 57.26 57.06 0.20

Singh [32] ViT-B+ 76.30 56.74 56.04 55.78 0.26 57.30 56.22 55.82 0.40ConvStem

Singh ConvNeXt-B 75.88 58.04 57.38 57.18 0.20 58.56 57.64 57.48 0.16+ConvStem

Singh ConvNeXt-S 74.08 54.34 53.78 53.56 0.22 54.90 53.82 53.38 0.44+ConvStem

Singh ConvNeXt-T 72.70 51.66 51.04 50.70 0.34 52.04 50.82 50.56 0.26+ConvStem

Singh ConvNeXt-L 77.00 59.16 58.80 58.70 0.10 59.78 58.68 58.50 0.18+ConvStem

Summary

CIFAR-10 (#bold) 1 1 8 1 0 9
CIFAR-100 (#bold) 2 1 7 1 0 9

ImageNet (#bold) 0 0 10 0 0 10

Total (#bold) 3 2 25 2 0 28
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Fig. 2: The percentage of images where APGD/ReACG found adversarial exam-
ples but ReACG/APGD did not.

4.2 Experiments on ReACG

ReACG was compared with APGD and ACG. This experiment used 30 models,
including the top 10 for each dataset listed on the RobustBench leaderboard as
of October 1, 2023. All compared methods used the input point as the initial
point, N = 100 as the total number of iterations, and CW/DLR loss as the
objective function. Table 2 shows the robust accuracy obtained by each attack.
∆ represents the difference in robust accuracy between ACG and ReACG. From
the “CW loss” columns in table 2, ReACG showed lower robust accuracy for
90% of the 30 models than that in APGD and ACG. With DLR loss, ReACG
showed a higher attack performance than APGD and ACG for 93% and 97% of
the 30 models, respectively. ReACG showed lower robust accuracy than APGD
and ACG by approximately 0.4 to 0.9% and 0.1 to 0.4%, respectively. Addition-
ally, the difference in robust accuracy among APGD, ACG, and ReACG was
higher with DLR loss than that with CW loss. These improvements are suffi-
cient considering the recent advances in adversarial attacks based on nonlinear
optimization methods.

Figure 2 shows the percentage of images where APGD/ReACG attacked suc-
cessfully and ReACG/APGD attacked unsuccessfully. APGD exhibited a lower
robust accuracy than that of ReACG for the models proposed by Bai et al. [5].
However, fig. 2 shows that ReACG successfully perturbs the images for which
APGD fails. This result suggests that the ensemble of ReACG and APGD is
likely to exhibit a high attack performance.

4.3 Effect of rescaling

Figure 3(a) and (b) show the transitions of |β(k)| and ∥x(k) − x(k−1)∥2, respec-
tively. ACG+R adopts β(k)-rescaling. Figure 3(a) demonstrates that ACG+R
has smaller |β(k)| than that of ACG, which indicates that our rescaling method
reduces |β(k)|. Additionally, fig. 3(b) shows that the search points of ACG+R
move more than those of ACG. These results suggest that our rescaling method
enhances the search efficiency by resolving the issue caused by a large |β(k)|.
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Fig. 3: (a) Transition of |β(k)
HS |. (b) Transition of the moving distance per itera-

tion.

4.4 Difference in CTC variation

In section 4.3, we discussed the effect of our rescaling method in the input
space. This section highlights one reason for the high performance of ReACG by
focusing on the difference in the output diversity of ACG and ReACG. Analysis
of section 4.3 implies that ReACG performs a more diversified search than that
of ACG using appropriate step-size control in addition to rescaling β(k). The
analysis in this section is based on CTC variation. Let c(k) = argmaxi ̸=c fi(x

(k))
be the CTC at the kth iterateion. The number of CTCs that appear during an
attack #CTC, is defined as #CTC := |{c(i) | i = 1, . . . , N}|. The left/right of
fig. 4 show the percentage of images in which #CTC=K during an attack with
ACG/ReACG. Figure 4 shows that ReACG has a smaller percentage of images
where #CTC=1 than that in ACG and a larger percentage of images where
#CTC≥ 2. Additionally, ReACG has a larger maximum number of #CTCs than
that in ACG. These results suggest that ReACG enhances the output diversity
compared to that with ACG.
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2: 29%
3: 4%
4: 0.51%
5: 0.076%

62.3%

31%

5.37%

0.938%
0.203%
0.076%

0.0253%
0%

1: 62%
2: 31%
3: 5.4%
4: 0.94%
5: 0.2%
6: 0.076%
8: 0.025%
7: 0%

ACG ReACG

Total: 33.2% Total: 37.7%

Fig. 4: Comparison in CTC variation. Let c(k) = argmaxi ̸=c fi(x
(k)) be a CTC

at k-th iterateion. The number of CTCs appeared during an attack, #CTC, is
defined as #CTC := |{c(i) | i = 1, . . . , N}|. In the legend, “K: P%” means that
the percentage of images for which #CTC=K is P%.
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Table 3: The results of the ablation study. ∆ is the difference in robust accuracy
between ACG and ReACG. The lowest value for each model and loss is in bold.

CW loss

Dataset CIFAR-10 (ε=8/255) CIFAR-100 (ε=8/255) ImageNet (ε=4/255)

Defense Peng [28] Wang [35] Bai [5] Wang [35] Cui [10] Wang [35] Liu [21] Liu [21] Singh [32]

Model WRN WRN RN-152+ WRN WRN WRN Swin-L Conv- ConvNeXt-L
70-16 70-16 WRN-70-16 70-16 28-10 28-10 NeXT-L +ConvStem

clean 93.27 93.25 95.23 75.22 73.85 72.58 78.92 78.02 77.00

APGD 71.92 71.57 69.42 43.84 40.28 39.58 61.34 60.56 59.16
ACG 71.66 71.25 69.78 43.55 39.93 39.29 60.84 59.96 58.80

ACG+R 71.66 71.22 69.83 43.52 39.96 39.27 60.74 59.86 58.72
ACG+T 71.68 71.23 70.04 43.42 39.88 39.24 60.80 59.84 58.74
ReACG 71.60 71.17 70.10 43.47 39.96 39.20 60.74 59.78 58.70

∆ (↑) 0.06 0.08 -0.32 0.08 -0.03 0.09 0.10 0.18 0.10

DLR loss

APGD 71.99 71.58 69.38 43.83 40.29 39.60 61.76 60.94 59.78
ACG 71.53 71.32 69.86 43.63 40.13 39.41 60.78 59.96 58.68

ACG+R 71.52 71.21 69.56 43.55 39.96 39.35 60.74 59.82 58.66
ACG+T 71.55 71.24 69.91 43.52 39.96 39.25 60.66 59.74 58.62
ReACG 71.41 71.13 69.72 43.32 39.78 39.27 60.56 59.54 58.50

∆ (↑) 0.12 0.19 0.14 0.31 0.35 0.14 0.22 0.42 0.18

4.5 Ablation study

Effects of rescaling and step size optimization Table 3 describes the robust
accuracy for nine models, including the top three for each dataset listed in the
RobustBench leaderboard. This experiment used the same initial points, total
number of iterations, and objective functions as those in section 4.2. ACG+T is
ACG that uses the parameters p1, q and qmin selected in section 4.1.

In table 3, ACG+R and ACG+T show lower robust accuracies than that
of ACG in many cases. This result indicates that rescaling β(k) and step size
optimization can improve attack performance. Additionally, ACG+T showed
the same or slightly lower robust accuracy than that of ACG+R, and ReACG
showed a lower robust accuracy than that of ACG+R and ACG+T in several
cases.

Relationship between the number of total iterations and robust accu-
racy Figure 5 shows the transition of the robust accuracy of ACG and ReACG
with N = 50, 100, 200, 400, and 1000. The dashed line in the figure represents
the ACG, and the solid line represents the ReACG. The left figure shows the
typical results for CIFAR-10/100, and the right figure shows the typical results
for ImageNet. As shown in the figure on the left, the decrease in robust accuracy
by ReACG was slower than that by ACG for CIFAR-10/100. At approximately
N ≤ 200, ReACG recorded a lower robust accuracy than that of ACG; however,
at N ≥ 400, ACG showed a lower robust accuracy than ReACG. As shown in
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the figure on the right, the decrease in robust accuracy by ReACG was faster
than that by ACG for ImageNet. Additionally, ReACG exhibited a lower ro-
bust accuracy than that of ACG for all N . Similar trends were observed in the
remaining models.
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Fig. 5: ACG vs. ReACG for different maximum numbers of iterations N .

Relationship between the number of restarts and robust accuracy This
experiment investigated the effect of random restarts on the attack performance
of ACG and ReACG. The initial points were sampled uniformly from a feasible
region. The left part of fig. 6 shows the typical results for models trained on
CIFAR-10/100, and the right part shows representative results for models trained
on ImageNet. Figure 6 shows that the robust accuracy decreases as the number
of restarts increases. Additionally, ReACG showed a lower robust accuracy than
that of ACG, even with multiple restarts. The same trend was observed in the
other models.
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Fig. 6: ACG vs. ReACG for different numbers of restarts.

5 Conclusion

We hypothesized that increasing the distance between two consecutive search
points would enhance the output diversity, resulting in high attack performance.
We propose ReACG with an improved ACG search direction and step-size con-
trol to test our hypothesis. ReACG automatically modifies β(k) when |β(k)|
exceeds the average ratio of the gradient to conjugate gradient. Our analyses
show that modifying β(k) and step size control increased the distance between
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two consecutive search points and CTC diversity, which led to the high at-
tack performance of ReACG. ReACG showed better attack performance than
the baseline methods APGD and ACG for 90% of the 30 SOTA robust mod-
els trained on the three representative datasets. The differences in the robust
accuracy between APGD and ACG were approximately 0.4 to 0.9% and 0.1 to
0.4%, respectively. These are sufficiently large considering the recent advances
in adversarial attacks based on nonlinear optimization methods. Additionally,
ReACG demonstrated particularly promising results for ImageNet models with
a large number of classification classes. This result supports the claim that the
output diversity contributes to high attack performance. Increasing the distance
between two consecutive search points to enhance the output diversity may be
beneficial for developing new potent attacks.
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