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Abstract—Morphing Attack Detection (MAD) is a relevant
topic that aims to detect attempts by unauthorised individuals
to access a ”valid” identity. One of the main scenarios is
printing morphed images and submitting the respective print in a
passport application process. Today, small datasets are available
to train the MAD algorithm because of privacy concerns and the
limitations resulting from the effort associated with the printing
and scanning of images at large numbers. In order to improve
the detection capabilities and spot such morphing attacks, it
will be necessary to have a larger and more realistic dataset
representing the passport application scenario with the diversity
of devices and the resulting printed scanned or compressed
images. Creating training data representing the diversity of
attacks is a very demanding task because the training material is
developed manually. This paper proposes two different methods
based on transfer-transfer for automatically creating digital
print/scan face images and using such images in the training of
a Morphing Attack Detection algorithm. Our proposed method
can reach an Equal Error Rate (EER) of 3.84% and 1.92% on
the FRGC/FERET database when including our synthetic and
texture-transfer print/scan with 600 dpi to handcrafted images,
respectively.

I. INTRODUCTION

Synthetic face images have been utilised in many fields,
as realistic images which can be created with Generative Ad-
versarial Networks (GANs). Most state-of-the-art approaches
are based on Convolutional Neural Networks (CNN), transfer
learning and GAN to transfer the domain properties from one
image to another domain. These methods usually need pairing
images of the same objects to perform a pixel transfer style.

On the other hand, unpaired images can also be used to
transfer the style of one image to another image unrelated to
or from a different object. In this context, both the pairing and
unpairing methods can generate synthetic images to create and
transfer the style from printed/scanned images applied to bona
fide and morphed face images.

A large number of such images can support the training of
MAD systems, which is a relevant approach to improve the
diversity of the training database, which previously consisted
of only digital domain images.

This work is supported by the European Union’s Horizon 2020 research
and innovation program under grant agreement No 883356 and by the German
Federal Ministry of Education and Research and the Hessian Ministry of
Higher Education, Research, Science and the Arts within their joint support
of the National Research Center for Applied Cybersecurity ATHENE.

MAD is a relevant topic to detect attempts by unauthorised
individuals who want to use a ”valid” identity document
issued to another individual. In recent years, several such cases
have been reported, most of them related to illegal border
crossings [1]. Morphing can be understood as a technique
to seamlessly combine two or more look-alike facial images
from a subject and an accomplice. A morphing attack takes
place in the enrolment process for an identity document. The
threat of morphing attacks is known for border crossing or
identification control scenarios. It can be broadly divided into
two types: (1) Single Image Morphing Attack Detection (S-
MAD) techniques and Differential Morphing Attack Detection
(D-MAD) methods [2]–[4].

Many countries issue electronic Machine-Readable Travel
documents (eMRTD) passports based on the applicant’s
printed face photo. Some countries offer online portals for
passport renewal, where citizens can upload their own face
photo [5]. However, in most countries, the passport applicant
supplies a printed image to the government authority issuing
the identity document. It is subsequently scanned and em-
bedded in the identity document, both on the data page and
in the chip of the eMRTD. Accepting a printed face image
excludes supervision of the face capture process by design; the
applicant supplies a facial image, and its provenance cannot
be conclusively verified. Then, to detect a morphed image,
which was printed and scanned, it will be necessary to train
S-MAD and D-MAD systems on a large number of face image
samples.

Developing a MAD system requires data containing samples
of the class bona fide (i.e. a pristine image) and also of
the class morph (including a large diversity of morphing
algorithms) to be used and possibly shared for new research
and development. The availability of real biometric face im-
ages, such data is limited in diversity and quantity and raises
ethical and legal challenges regarding its use and distribution.
This fact motivated some researchers to use synthetic-based
data to develop MADs [6]. Today, in state of the art, some
databases are available to create synthetic morph images, such
as Synthetic Morphing Attack Detection Development dataset
(SMDD) [6], MorGAN [7], MIP-GAN-I and II [8] and others.
However, these datasets help partially to reduce the detection
rate in print/scan scenarios.

In order to improve the previous limitations of a low number
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of bona fide and morphed images, we improved and adapted
two different methods:

• An image-to-image pairing/unpairing method based on
the Pix2pix and CycleGAN algorithms [9], [10], which
we involved to generate simulated print/scan face images.
GitHub 1.

• A second semi-automatic method to isolate the
noise/artefact created in the print/scan process by the
hardware used for this task and apply it directly to bona
fide and morph images. GitHub:2.

It is essential to highlight that the traditional method of
manually creating print/scan images is very time-consuming.

We describe the scenario as follows: First, a set of bona
fide and morphed images is selected. Second, a printed version
of digital images is created using high-quality glossy paper.
Afterwards, printed images are re-digitised with a desktop
scanner. Later, these images are manually checked for quality,
occlusion or other artefacts. It is essential to highlight that
this process must be repeated image by image for each new
scanning device, which complies with the technical regulations
defining the passport application process.

In summary, the contributions of this work are as follows.
• One method based on the transfer-style technique was

proposed to create synthetic digital print/scan on 600 dpi
versions from digital images.

• Four different backbones models based on UNet128,
UNet256 and ResNet50 (conv-layer 6 and conv-layer 9)
were trained from scratch and evaluated to get high-
quality face images.

• A second semi-automatic texture-transfer method based
on computer vision was also proposed to simulate artifi-
cial print/scan texture.

• The output images from both previous methods were
evaluated based on Frechet Inception Distance to measure
the similarity of the image generated in comparison with
the source image.

• In order to show the relevance of the method, a Leave-
One-Out protocol was applied to S-MAD based on the
FRGC/FERET databases using a Support Vector Machine
(SVM) classifier with four morphing tools to show the
utility of our proposed method in terms of high explicitly
S-MAD accuracy. In the end, we performed 144 evalua-
tions in total.

• The image results from both methods, the transfer-style
process and texture-transfer, allow us to improve the S-
MAD results regarding Equal Error Rate (EER) with a
mixture in training of real images plus generated images.

• All the methods presented in this work are fully repro-
ducible. The GitHub implementation will be available
(Upon acceptance).

The rest of the article is organised as follows: Section II
summarises the related work on MAD. The database descrip-
tion is explained in Section III. The metrics are explained
in Section V. The experiment and results are presented in
Section VI. We conclude the article in Section IX.

1https://github.com/jedota/Style-Transfer-PS600
2https://github.com/jedota/Semi-Auto-Transfer-PS600

II. RELATED WORK

A. Generative Adversarial Network

Most of the approaches for image-to-image translation that
are recently reported in the literature use transfer techniques
based on Deep Learning (DL), where GAN are applied to
the input image in order to translate the content to the target
domain [11].

Zhu et al. [10] proposed an approach for learning to translate
an image from a source domain X to a target domain Y in the
absence of paired examples. The goal is to learn a mapping
G : X → Y such that the distribution of images from G(X) is
indistinguishable from the distribution Y using an adversarial
loss. Qualitative results are presented on several tasks where
paired training data does not exist, including collection style
transfer, season transfer, and photo enhancement.

Gatys et al. [12] proposed a new parametric texture model
to tackle this problem. Instead of describing textures based
on a model for the early visual system, they use a CNN
– a functional model for the entire ventral stream – as the
foundation for this texture model. The feature information is
extracted by 16 convolutional and five pooling layers.

Johnson et al. [13] proposed utilising perceptual loss func-
tions to train feed-forward networks for real-time texture trans-
fer tasks. Li and Wand [14] combined the Markov Random
Fields model with deep neural networks, which was later
extended to semantic style transfer.

Karras et al. [15] developed the StyleGAN3 network 3.
This GAN is an extension of the progressive growing GAN
that is an approach for training generator models capable
of synthesising huge high-quality images via the incremental
expansion of discriminator and generator models from small
to large images during the training process.

Very recently, Markham et al. [16], studied the performance
in the open-set datasets of smartphone video clips containing
bona fide ID Cards and created print and screen presentation
attack samples. He used 4 different transfer style methods for
this task to simulate presentation attacks.

B. Morphing Attack Detection

Regarding MAD oriented to detect print/scan, Raghavendra
et al. [17] explored the transfer learning approach using the
Deep Convolutional Neural Networks (D-CNN) to detect both
digital and print-scanned versions of morphed face images.
This work explored a feature-level fusion of the first fully
connected layer from pre-trained VGG19 and AlexNet net-
works [18]. The database contains only 352 bona fide and 431
morphed images corresponding to digital and print-scanned
versions.

Debiasi et al. [19] and Scherhag et al. [20] proposed to
exploit the image noise patterns by Photo Response Non-
Uniformity (PRNU) analysis, where the unique PRNU-pattern
is extracted and analysed.

Mitkovski et al. [11] proposed a method based on a
conditional generative adversarial network to generate print
and scan images. The goodness of simulation is evaluated

3https://github.com/NVlabs/stylegan3

https://github.com/jedota/Style-Transfer-PS600
https://github.com/jedota/Semi-Auto-Transfer-PS600
https://github.com/NVlabs/stylegan3
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with respect to image quality, biometric sample quality and
performance, and human assessment.

Ferrara et al. [21] proposed an approach based on Deep
Neural Networks for morphing attack detection. In particular,
the generation of simulated printed-scanned images and other
data augmentation strategies and pre-training on large face
recognition datasets. The author used the Progressive Morph-
ing Database (PMDB) [22] for network training. This dataset
contains 6,000 morphed images automatically generated start-
ing from 280 subjects selected from a different dataset.

Damer et al. [23] proposed a pixel-wise morphing attack
detection (PW-MAD) approach where they train a network
to classify each pixel of the image rather than only having
one label for the whole image. Additionally, they created a
new face morphing attack dataset with digital and re-digitised
samples, namely the LMA-DRD dataset. However, this dataset
presents limited printed and scanned images with only 276
bona fide attacks.

In our previous work [24], we recently proposed a basic
version to create synthetic texture using the Pix2pix transfer
style only in the FRGC dataset using Random Forest and
MobileNetv2. Thus, motivated by the previous results, we will
present an extended version that proposes new characteristics,
such as two transfer-style methods based on GANs and
one semi-automatic handcrafted method based on 50 texture
palette colours on FRGC/FERET datasets and its application
to S-MAD using features extracted from Intensity, Shape,
Frequency and Compression.

III. DATABASES

In this work, we employ the FRGCv2 [25] and FERET
databases [26] for our experiments. The selection of these
databases was motivated because we developed the morphed
images in two sets: No post-processing and the print/scan at
600 dpi version, which means printing and scanning images
one by one was done with a resolution of 600 dpi. The original
images have a size of 360× 480 pixels.

The databases were processed twice for different stages.
First, synthetic images were created using transfer-style and
texture-transfer algorithms. We developed unpairs and pairs
of images side by side to represent the original digital images
and the manually created printed/scanned version in 600 dpi.
For pairing images, both images must have the same subject.
Different subjects were used for unpaired images. For both
datasets, the size and image alignment are the same. The side-
by-size images have a final size of 720× 480 pixels.

As a second process, the FRGCv2, FERET database and
the output of both proposed method-based transfer style and
texture-transfer were used to train a classifier based on SVM
with RBF-Kernel to detect bona fide and morph images. With
this setup, it is possible to evaluate the influence of our
proposed methods. All the images were aligned and cropped
by MTCNN library [27].

The following algorithms were used to create the morphed
images:

• FaceFusion is a proprietary morphing algorithm devel-
oped for IOS app 4. This algorithm creates high-quality
morph images without visible artefacts.

• FaceMorpher is an open-source algorithm to create morph
images 5. This algorithm introduces some artefacts in the
background.

• OpenCV-Morph, this algorithm is based on the OpenCV
implementation 6. The images contain visible artefacts in
the background and some areas of the face.

• Face UBO-Morpher [28]. The University of Bologna
developed this algorithm. The resulting images are of
high quality without artefacts in the background.

Table I shows the number of images per dataset and by the
morphing tools.

TABLE I
SUMMARY FOR DATABASES AND MORPHING TOOLS.

Database Nº Subjects Bona fide Morphs
FaceFusion 529/984 529/984 529/964
FaceMorpher 529/984 529/984 529/964
OpenCV-Morph 529/984 529/984 529/964
UBO-Morpher 529/984 529/984 529/964

IV. METHOD

This section describes the transfer style method imple-
mented based on GANs and also the semi-automatic texture-
transfer style as follows:

A. Image Generation using Pix2pix

One of the methods is based on a transfer style network
called pixel-to-pixel (Pix2pix), as illustrated in Figure 1. It
takes two face images aligned side-by-side as the input, such
as bona fide digital and bona fide from handcrafted print/scan
versions from the same subject. These input images are
considered paired images. The method delivers as outputs the
original images translated to the new domain (print/scan). This
is depicted as the two images passing through two identical
copies of the CNN block, but in practice, only one copy is
stored in memory. It takes the two images, producing the two
embeddings.

The Pix2pix is based directly on the conditional GAN
architecture. It is used as input to both networks, concatenating
the original input and conditioning images on the channel
dimension. In addition to the GAN loss, we used a L1 loss
to enforce correctness at the low frequencies. A U-Net [29]
architecture is used as a baseline generator, while a “Patch-
GAN” architecture is used as the discriminator that classifies
patches as real or fake and aggregates the results. Even though
the use of PatchGAN of 60× 60 is more efficient in terms of
training time, this implementation generated localised noises
and artefacts in the faces. Because of that, we modified the
original implementation and used a pixel-wise approach. The
results show that this new approach can reach a lower FID.
See Table II.

4www.wearemoment.com/FaceFusion/
5https://github.com/alyssaq/face morpher
6www.learnopencv.com/face-morph-using-opencv-cpp-python

www.wearemoment.com/FaceFusion/
https://github.com/alyssaq/face_morpher
www.learnopencv.com/face-morph-using-opencv-cpp-python
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Fig. 1. Illustration of our pixel-wise print/scan simulation network [11].

B. Image Generation using CycleGANs

CycleGAN achieves unpaired images, which means side-
by-side images from two different subjects, and performs the
translations from bona fide to print/scan by using two GANs,
enforcing a cycle consistency loss between the generators.
That is, given the generator G from X to Y and the generator
F from Y to X , the authors add to the GAN losses the
following in Equation (1):

Lcyc(G,F ) = Ex[||F (G(x))− x||1]
+ Ey[||G(F (y))− y||1] (1)

Although the cycle consistency condition is an effective strat-
egy for approaching the unpaired translation problem, it tends
to force G to generate samples that contain all the necessary
information to translate back to the input image, which leads
to unsatisfactory results if significant visual changes are ex-
pected. We also modify the loss using L1 distance in the loss
function rather than L2, as L1 encourages less blurring.

Figure 2 shows the adapted CycleGAN network to our
proposal. Training a conditional GAN to map print/scan im-
ages to handcrafted print/scan. The discriminator, D, learns
to classify between fake (synthesized by the generator) and
real print/scan, handcrafted print/scan tuples. The generator,
G, learns to fool the discriminator. Unlike an unconditional
GAN, both the generator and discriminator observe the input
print/scan image. This network delivers as outputs the original
images translated to the new domain (print/scan) as is shown
in Figure 4.

Fig. 2. Illustration of our CycleGan print/scan simulation network.

C. Image Generation using Handcrafted Texture-Transfer

Motivated by our previous work [30], which applied textures
to ID Cards for Presentation Attack Detection focus, we
proposed a new second semi-automatic method. This method
isolates the texture or artefacts in the capture process caused

by sensor noise (hardware), frequency patterns, or moire
patterns without any training process. However, at this time,
the captured noise/artefact comes from the print and scan
hardware instead of images captured by smartphones, which
do not represent the real process of requesting a passport. Also,
the size of each colour now is equivalent to the size of portrait
images used in a passport.

This way, we can quickly transfer this pattern to any new
bona fide or morphed image. These kinds of artefacts are
inherent to the type of paper, camera sensors, and scanners.

In order to do that, we have selected a palette of 50
different colours, as the background colour impacts the texture
perception, as shown in Figure 3.

Fig. 3. Example of 50 texture palettes with the QR for each colour.

This palette was captured as raw images, meaning that these
colour palettes were manually printed and scanned in 300
and 600 dpi in glossy paper and high-quality using a Brother
printer, model L9570.

In order to track a record of the original colour in each
image, it placed a QR code next to each colour, describing
the original tone. Therefore, we can analyse how the print/scan
process shifts this colour and adds the described artefacts in
the digital image. We chose solid colours because they would
allow us to isolate the texture without any alignment process.
This is important since an affine transformation would have
added deformation and sampling artefacts.

The next step is to localise the coloured part of the image,
remove the background, and isolate the texture that it carries
from the printing/scanning process.

The texture is isolated by simply subtracting the correspond-
ing colour from the image. For this step, we subtracted the
colour described by the QR code in the red, green and blue
channels.

V. EVALUATION METRICS

A. Sample Quality with Frechet Inception Distance

One of the difficulties with GAN algorithms, and in par-
ticular when applied to face images, is how to assess the
quality of the resulting (synthesised) images. Currently, a suite
of qualitative and quantitative metrics has been proposed to
assess the performance of a GAN model based on the quality
and diversity of the generated synthetic images [31], [32]. In
this work, we use the Frechet Inception Distance (FID) [32].
The FID metrics allow us to compare different GAN models
with the print/scan image results. The FID score measures
the objective quality of the new print/scan synthetic textured
images versus the print/scan real images.
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Fig. 4. Example of all the methods used to generate print/scan images from FRGC dataset.

Fig. 5. Example Texture-transfer technique applied to different sources and resolutions. Left to right: Digital image, Bond paper 300 dpi, Bond paper 600
dpi, Glossy paper 300 dpi and Glossy paper 600 dpi.

Frechet Inception Distance (FID) compares the similarity
between two groups of images, A and B. First, to compute the
FID, all images from set A and set B have to be processed by
an InceptionV3 network, pre-trained on ImageNet [33]. Then,
the 2,048 feature vector of the Inception-V3-pool3-layer is
stored for each image. Finally, the distributions of A and B
in the feature space are compared using Equation 2, where
µA and µB are the mean values of the distributions A and B,
respectively, and ΣA and ΣB are the covariances of the two
distributions.

FID = ∥µA−µB∥2+Tr
(
ΣA +ΣB − 2(ΣA · ΣB)

1/2
)

(2)

B. Morphing Attack Detection Accuracy

The ISO/IEC-CD-20059.2 [34] standard presents method-
ologies for the evaluation of the detection performance of

MAD algorithms for biometric systems. The Morphing At-
tack Classification Error Rate (MACER) metric measures the
proportion of Morph attacks for each different morph method
incorrectly classified as bona fide presentation. This metric is
calculated for each morph, where the worst-case scenario is
considered. Equation 3 details how to compute the MACER
metric, in which the value of NPAIS corresponds to the
number of morph images, where RESi for the ith image is 1
if the algorithm classifies it as a morphed image, or 0 if it is
classified as a bona fide presentation.

MACERPAIS = 1− (
1

NPAIS
)

NPAIS∑
i=1

RESi (3)

Additionally, the Bona Fide Classification Error Rate
(BPCER) metric measures the proportion of bona fide presen-
tations mistakenly classified as morphing attack presentations.
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The BPCER metric is formulated according to equation 4,
where NBF corresponds to the number of bona fide presenta-
tion images, and RESi takes identical values of those of the
MACER metric.

BPCER =

∑NBF

i=1 RESi

NBF
(4)

These metrics effectively measure to what degree the algo-
rithm confuses morphed images with bona fide images and
vice versa. The MACER and BPCER metrics depend on a
decision threshold. All the experiments are also reported with
a detection error trade-off (DET) curve. In the DET curve,
the EER value represents the trade-off when the MACER is
equal to the BPCER. Values in this curve are presented as
percentages.

VI. EXPERIMENTS

This section describes the similarity of the print/scan images
generated using the proposed method of creating print/scan
face images based on synthetic GANs and print/scan face
images using a semi-automatic texture-transfer to images.

A. Experiment 1- Image Generation using GANs

Portrait pictures from FRGC/FERET were used to train
a system to generate new print/scan images. For image
generation based on Pix2pix, CycleGAN, and two different
convolution neural networks, based on UNet and ResNet50,
were explored.

For UNet, the networks UNet128 and UNet256 were
trained, and all the images were resized to 128 × 128 and
256× 256, respectively. The batch size was set to 32 and 200
epochs.

For ResNet, we are fine-tuning the network to improve the
results based on convolutional layers block6 and block9. For
the input size, the width and height need to be divisible by 4.
In our case, we used 512× 512, and the batch size was set to
16 and 200 epochs.

Table II shows the FID scores reached for all the GANs
implanted for Pix2pix, CycleGAN and the ∆ for the best
methods between baseline FID values and images generated.
The first columns show different handcrafted methods and
the four morphing tools used. The second column shows the
FID value (a lower value for the distance between synthetic
print/scan images and real print/scan images is better) between
the manual print/scan 600 dpi images and each set of morph-
ing. It is essential to highlight that this value is the goal to
reach for our Pix2pix and CycleGAN for automatic print/scan
versions.

Columns three up to five show the FID score reached
for Pix2pix-based UNet256, ResNet-6blocks, and ResNet-
9blocks. Columns six up to eight show the FID score
reached for CycleGAN-based on UNet256, ResNet-6blocks,
and ResNet-9blocks. Column 10 reports the FID score of the
texture-transfer method. Columns 9 and 11 report the ∆ of
the best results, which means lower differences with column
2 were obtained by CycleGAN based on ResNet50-block 9
(column 8) and texture-transfer (column 9). The UNet128 was

discarded because it reached very poor results and the highest
FID values. An example of images generated by both methods
is depicted in Figures 4 and 5.

B. Experiment 2: Image Generation using Handcrafted Fea-
tures

After each set of the 50 images folder is generated based
on the 50-colour palette and applied to all bona fide and
morph images from FRGC/FERET datasets, it is necessary to
determine which of the 50 textures is the most suitable for our
experiment in terms of the FID values. This means we need
to look for a colour palette texture that is more similar (lower
FID) to the bona fide/morph handcrafted print/scan version
images. The best texture-transfer template was the texture
number 7 (from 50), with a lower FID of 61.73. Example
images for texture 7 are deployed in Figure 6.

Fig. 6. Example of application of texture 7 to one digital image.

To demonstrate that the texture produced by our method is
different to white or random noise, we have prepared Figure 7,
in which the Fast Fourier Transform of bona fide, as well as
morph image, is presented. When Gaussian noise is added to
the face, green dots appear in the image, which is not present
in the other three images. Besides, the spectrum differs from
the different morphs in magnitude and phase.

Fig. 7. Example of FFT image created by synthetic texture and Gaussian
Noise.
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TABLE II
SUMMARY RESULTS FOR FID SCORES APPLIED TO FRGC/FERET DATASET.

Source FID (↓)

Images
Handcrafted

PS600
Baseline

Handcrafted

PIX2PIX
UNet256

PIX2PIX
ResNet50

Block6

PIX2PIX
ResNet50

Block9

CycleGAN
UNet256

CycleGAN
ResNet50

Block6

CycleGAN
ResNet50

Block9 (C9)

∆
FID baseline

FID C9

Transfer
Texture (TT)

Nº7

∆
FID baseline

FID TT
Bona fide

PS600 0 16.98 52.62 77.83 15.50 11.45 10.87 6.11 35.94 18.96

FaceMorpher
PS600 63.71 79.29 100.58 117.75 69.25 64.25 59.15 20.14 83.46 4.17

FaceFusion
PS600 114.97 127.87 186.16 166.07 93.45 85.25 75.25 52,62 50.45 77.74

OpenCV
PS600 28.02 39.82 75.11 107.08 35.70 32.25 28.80 11,02 45.95 6.13

UBO
PS600 18.55 20.06 58.11 95.84 16.95 15.65 11.15 8.91 37.36 17.30

It is important to highlight that this technique can be applied
to different kinds of print papers (bond or glossy) and for
different resolutions, such as 300 and 600 dpi.

VII. APPLICATION ON MORPHING ATTACK DETECTION

After generating the different print/scan images with the
best models, we applied these new images to the process of
training a Single-Morphing Attack Detection. For this task,
based on the reduced number of images available for training
a SOTA CNN network, we decided to apply our approach to
Support Vector Machines based on thirteen features extracted
from the Intensity, Shape, Frequency and Compression.

A. Feature extraction methods
Our intention is to determine which feature would be the

most useful and can deliver the most specific information to
separate both classes [35]. In order to obtain and leverage
different features for the bona fide and morphing images, seven
different feature extraction methods and several combinations
are utilised considering Intensity, Texture, Shape, Frequency
and Compression features filter as follows: RAW images
(Intensity levels), Discrete Fourier Transform (DFT) [36],
Steganalysis Rich Model (SRM) [37], Error Level Analysis
(ELA) [38], Single Value Decomposition (SVD), Local Binary
Patterns (LBP) [39], Binary Statistical Image Feature (BISF).
These methods are used separately as input for the SVM
Classifier and tested against each other.

These feature extraction methods are applied to the original
640 × 480 resolution image, which is then resized and face
cropped to the input shape of the network. This specific
order of preprocessing contributes to a better separation of the
classes, whereas resizing the image and extracting the features
resulted in worse classification performance in all tests.

1) Intensity: For raw data, the intensity of the values in
grayscale was used and normalised between 0 and 1.

2) Uniform Local Binary Pattern: The histogram of uni-
form LBP and BSIF were used for texture. LBP is a grey-
scale texture operator which characterises the spatial structure
of the local image texture. Given a central pixel in the image,
a binary pattern number is computed by comparing its value
with those of its neighbours.

LBPP,R(x, y) =
⋃

(x′,y′)∈N(x,y)

h(I(x, y), I(x′, y′)) (5)

where N(x, y) is vicinity around (x, y), ∪ is the concatena-
tion operator, P is number of neighbours and R is the radius
of the neighbourhood.

3) The Binary Statistical Image Feature: was also explored
as a texture method. BSIF is a local descriptor designed by
binarising the responses to linear filters [40]. The filters learn
from 13 natural images. The code value of pixels is considered
a local descriptor of the image intensity pattern in the pixels’
surroundings. The value of each element (i.e bit) in the binary
code string is computed by binarising the response of a linear
filter with a zero threshold. Each bit is associated with a
different filter, and the length of the bit string determines
the number of filters used. A grid search from the 60 filters
available in BSIF implementation was explored. The filter 5×5
and 9 bits obtained the best results estimated from the baseline
approach. The resulting BSIF images were used as input for
the classifiers.

4) Inverse Histogram Oriented Gradient: For the purpose
of describing the shape, the inverse Histogram of oriented gra-
dients [41] was used. The distribution directions of gradients
are used as features. Gradients, x, and y derivatives of an
image are helpful because the magnitude of gradients is large
around edges and corners (regions of abrupt intensity changes).
We know edges and corners contain more information about
object shapes than flat regions. We used the HOG visualisa-
tion proposed by Vondrik et al. [4], [41] to select the best
parameters to visualise the artefacts in morphed images. This
implementation used 10× 12 blocks and 3× 3 filter sizes.

5) Steganalysis Rich Model: SRM filters yield noise fea-
tures from neighbouring pixels, which can be applied to detect
discrepancies between real and tampered images. The input
and output are 3-channel images. As used by Zhou et al. [37],
the kernels shown in Figure 8 are applied to the images, which
are then directly used as the input for training the networks.

Fig. 8. SRM filter kernels.

6) Error Level Analysis: ELA [38], [42] is a forensic
method to identify portions of an image saved in a JPEG
format with a different level of compression. ELA is based



8

on characteristics of image formats that are based on a lossy
image compression technique that could be used to determine
if an image has been digitally modified.

JPEG is a method of lossy compression for digital images.
The compression level is chosen as a trade-off between image
size and quality. A JPEG compression scale is usually 70%.
The compression of data discards or loses information. The
JPEG algorithm works on image grids compressed indepen-
dently, with a size of 8× 8 pixels. The 8× 8 dimension was
chosen using a grid search. Meanwhile, any matrices of size
less than 8 × 8 do not have enough information, resulting in
poor-quality compressed images.

ELA highlights differences in the JPEG compression rate.
Regions with uniform colourings, like solid blue or white
pixels, will likely have a lower ELA result (darker colour)
than high-contrast edges. Highlighted regions can potentially
be tampered regions in the image that suffered a second JPEG
compression after the user saves the tampered image.

7) Discrete Fourier transform: The discrete Fourier trans-
form (DFT) decomposes a discrete time-domain signal into
its frequency components. The purpose of the DFT is to
transform the image into its frequency domain representation.
The intuition behind this is that differences between the
frequencies of multiple face capture devices were used to
generate the parent images.

yk =

N−1∑
n=0

xne
−2πj kn

N (6)

For training purposes, only the magnitude (real) and not
the phase (complex) is used. The magnitude image is then
transformed from a linear scale to a logarithmic scale to
compress the range of values. Furthermore, the quadrants of
the matrix are shifted so that zero-value frequencies are placed
at the centre of the image.

VIII. EVALUATIONS AND RESULTS

Due to the reduced size of the datasets available for S-
MAD evaluation and to avoid overfitting with CNN methods,
it was considered an SVM Machine-learning classifier based
on feature extractions in a Leave-One-Out(LOO) protocol with
four morphing methods. Three evaluations were defined as
follows:

A. Evaluation 1- Baseline

This evaluation considers the baseline because it evaluates
the LOO protocol from bona fide images created manually
for PS600 versus the Morphed images from FaceFusion,
FaceMorpher, OpenCV, and UBO Morpher for FRGC/FERET.

A LOO protocol was applied to train the morphing attack
detection system, which means in the first round, FaceMorpher
was used to compute the morphing images used for the
test, and training was carried out with OpenCV-Morpher,
FaceFusion and UBO-Morpher. Then, in the second round,
the OpenCV Morpher was used for testing, and training was
performed using morphed images created with FaceFusion,
FaceMorpher, UBO-Morpher, and so on. All datasets allow

subject-disjoint results to be computed; no subject has an
image in both the training and the testing subset.

In order to train our S-MAD classifier, the FRGC/FERET
databases were partitioned to have 70% training and 30%
validation data. Different kinds of features were extracted from
faces based on Uniform Local Binary Patterns (uLBP) for all
experiments. The histogram of uLBP was used for texture.
For the uLBP, all radii values from uLBP81 to uLBP88 were
explored (LBP-All). The image’s horizontal (uLBP HOR)
concatenation divided into eight patches was also explored.

After feature extraction, we fused that information at the
feature level by concatenating the feature vectors from differ-
ent sources into a single feature vector that becomes the input
to the classifier. All features were extracted after applying our
proposed texture-transfer method.

Figure 9-Top depicts the DET curves with EER for the
baseline results. The results for intensity features reached,
on average, an EER of 27.59%. Texture-based LBP has been
reached, on average, an EER of 23.11%. Frequency based on
DCT reached, on average, an EER of 41.37% for the UBO
morph tool.

B. Evaluation 2- Baseline plus Synthetic

This evaluation considers the baseline images, which means
printing/scanning a 600 dpi version of the FRGC/FERET
dataset plus the synthetic version created by the best model
built from the pix2pix and CycleGAN approach. The best
results were reached with CycleGAN with ResNet9-layers,
with an FID of 10.87 for bona fide and 11.75 for morph
images. Then, the same LOO protocol was applied in order
to analyse and compare the generalisation capabilities of the
baseline plus these new synthetic images. The LOO protocol
is applied by morph methods considering FaceFusion, Face-
Morpher, OpenCV, and UBO Morpher. A detailed summary
of results is present in Table III together with Experiment 3
for a direct comparison.

C. Evaluation 3- Baseline plus Texture-Transfer

This evaluation considers the baseline images, which means
printing/scanning a 600 dpi version of the FRGC/FERET
dataset plus the semi-automatic texture-transfer technique cre-
ated by the best filter selected based on the FID score. The best
results were reached with filter number 7, which represents an
FID of 35.94 for bona fide and 37.96 for morphing images.
Then, the same LOO protocol was applied in order to analyse
and compare the generalisation capabilities of the baseline
plus these new texture-transfer images. The LOO protocol is
applied by morph methods considering FaceFusion, FaceMor-
pher, OpenCV, and UBO Morpher. The summary results on
details are present in Table III together with Experiment 2 for
a direct comparison. In the end, we performed 144 evaluations
in total.

Figure 9 shows the DET curves for UBO-Morpher, one of
the most challenging in the SOTA in a LOO protocol for SVM
with Experiments 2 and 3. The EER for each morphing tool is
shown in parentheses. The four DET curves show the MAD
results between PS600 handcrafted, PS600 handcrafted plus
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TABLE III
SUMMARY RESULTS FOR ALL THE FEATURES EXTRACTED FOR EXPERIMENT 2 AND EXPERIMENT 3. ALL THE RESULTS REPRESENT THE EER (%).

ONE OUT:
FaceFusion Algorithms (EER) - Exp2 (Syn) / Exp3 (Text)

Morphing
Test RGB ELA SRM DCT2 DFT LBP

8,1
Fusion
LBP HOG SVD HLBP BSIF

IM
BSIF

Hist N

Average
by

Morph
Method

FaceMorpher 8.26/2.44 7.97/2.17 0.76/49.64 4.74/2.59 7.24/0.55 37.04/3.52 26.64/2.55 21.83/4.51 7.81/5.47 12.85/1.47 15.28/2.42 20.45/2.29 14.23/6.63
OpenCV 7.912.48 7.65/2.22 0.92/49.62 5.60/3.07 5.11/0.10 36.22/1.09 27.74/1.79 19.83/2.86 7.71/5.18 11/901.20 6.34/1.33 10.30/2.16 12.26/6.09

UBO 12.08/3.76 11.59/3.50 0.82/49.62 6.17/3.16 11.22/0.98 35.64/1.64 33.02/4.28 20.80/2.90 12.59/9.26 14.91/2.39 13.75/1.91 18.41/2.19 15.91/7.13
Average By

Feature 9.42/2.89 9.07/2.63 0.83/49.6 5.50/2.94 7.85/0.54 36.30/2.08 29.13/2.87 20.82/3.42 9.37/6.63 13.22/1.68 11.79/1.89 16.39/2.21 14.14/6.61

ONE OUT:
FaceMorpher Algorithms (EER) - Exp2 (Syn) / Exp3 (Text)

Morphing
Test RGB ELA SRM DCT2 DFT LBP

8,1
Fusion
LBP HOG SVD HLBP BSIF

IM
BSIF

Hist N

Average
by

Morph
Method

FaceFusion 13.61/5.60 13.03/4.97 0.86/2.49 5.0/1.33 50.0/50.0 18.13/1.91 24.62/4.77 17.20/5.85 14.77/9.78 15.58/6.58 11.36/8.22 26.05/7.02 17.51/9.03
OpenCV 4.63/1.82 4.57/1.63 0.95/2.41 3.13/0.90 50.0/50.0 14.58/0.63 17.69/2.51 11.08/3.41 4.06/2.62 7.29/1.84 7.42/2.06 21.20/2.75 12.21/6.04

UBO 14.69/6.35 14.39/5.55 1.07/2.38 7.071.56 50.0/50.0 16.75/1.99 26.55/5.44 16.60/5.18 15.77/10.16 14.96/5.37 9.97/6.92 27.41/5.49 17.93/8.74
Average by

Feature 10.98/4.59 10.66/3.51 0.96/2.41 5.06/1.26 50.00/50.0 16.49/1.51 22.95/4.24 14.96/4.81 11.53/7.52 12.61/4.59 9.58/5.73 24.89/5.09 15.89/7.94

ONE OUT:
OpenCV Algorithms (EER) - Exp2 (Syn) / Exp3 (Text)

Morphing
Test RGB ELA SRM DCT2 DFT LBP

8,1
Fusion
LBP HOG SVD HLBP BSIF

IM
BSIF

Hist N

Average
by

Morph
Method

FaceFusion 13.65/4.93 13.47/4.20 1.02/0.0 7.54/1.42 26.18/1.81 38.18/0.0 38.28/3.43 18.80/3.89 15.18/9.50 19.84/2.56 11/364.68 23.99/2.11 18.95/3.12
FaceMorpher 5.33/1.94 5.33/1.55 0.88/0.0 3.18/0.85 16.66/0.0 35.67/0.10 29.84/2.22 15.75/3.57 4.28/2.61 10.44/0.41 7.74/2.19 13.040.49 12.34/1.32

UBO 14.50/5.50 14.45/4.61 1.14/0.0 8.78/1.58 24.93/1.65 38.06/0.22 341.74/4.05 18.10/4.25 15.52/10.24 19.35/1.16 9.97/3.75 22.22/1.36 18.43/3.19
Average by

Feature 11.16/4.12 11.08/3.45 1.01/0.0 6.5/1.28 22.59/1.15 37.30/0.11 34.09/3.23 17.55/3.90 11.66/7.45 16.54/1.38 9.69/3.19 19.75/1.32 16.57/2.54

ONE OUT:
Morph UBO Algorithms (EER) - Exp2 (Syn) / Exp3 (Text)

Morphing
Test RGB ELA SRM DCT2 DFT LBP

8,1
Fusion
LBP HOG SVD HLBP BSIF

IM
BSIF

Hist N

Average
by

Morph
Method

FaceFsuion 10.84/5.01 10.54/4.91 0.99/0.82 4.31/2.26 15.88/1.65 28.53/1.12 27.35/2.60 18.35/3.06 10.62/8.85 12.48/1.12 8.18/2.54 14.16/1.84 13.51/2.98
FaceMorpher 8.65/3.64 8.45/3.40 0.96/0.85 3.60/1.76 12.40/1.06 30.16/2.82 24.31/2.11 19.05/4.94 7.63/6.13 11.33/0.96 8.0/2.20 13.26/1.59 12.32/2.62

OpenCV 7.91/3.52 7.84/3.36 1.06/0.79 3.62/1.73 7.79/0.38 30.35/1.05 27.31/1.93 16.20/2.90 7.37/5.54 10.57/0.73 5.16/1.36 13.61/1.67 11.56/2.08
Average by

Feature 9.13/4.06 8.94/3.9 1.00/0.82 3.84/1.92 12.02/1.03 29.68/1.66 26.32/2.21 17.86/3.63 8.54/6.84 11.46/0.94 7.11/02.03 13.67/1.7 12.46/2.56

synthetic (CycleGAN) and PS600 handcrafted plus texture-
transfer generated. FaceMorpher and OpenCV were identified
as the less challenging morphing tools based on Average
results by the ”Morphed method”, as shown in Table III.
Also, the DCT and SRM features extracted were identified
as the most suitable for classifying print/scan morphed images
according to the Average by ”Feature extracted” results applied
to all the morphed images.

In order to compare our results with the SOTA, we
evaluated the generalisation capability of our approach with
FERET/FRGC+CycleGAN+Texture-transfer as a training set
and tested in the SOTA open-set datasets in a challenging
cross-dataset with FRLL [43], LMA-DRD and AMSL [44]
datasets as a test set. This dataset also contains morph images
created by a different morphing tools such as StyleGAN
and Webmorph, showing the generalisation capabilities of our
model trained in SVM and also in Random Forrest as shown
in Figure 10 for AMSL. Also, Figure 10 shows the results
for StyleGAN and for Webmorph. The DET curves show the
results for the DCT feature extracted. All the evaluations also
included the LMA-DRD test set dataset.

Table III shows the EER for each feature applied to PS600
handcrafted plus Synthetic (Exp. 2) and PS600 handcrafted
plus texture-transfer (Exp. 3) on the FRGC/FERET database
respectively. Overall, this table shows the best results by
”Feature extracted” and the best results by ”Morph method”
highlighted in bold in a LOO protocol.

According to the results, the classifier trained in frequency
components such as DCT, and SRM reached the lowest
EER than intensity or shape. On the other hand, the semi-
automatically method-based texture can be detected more
easily than print/scan images generated by CycleGAN. It is
essential to highlight that both methods allow us to improve
the results in comparison with the baseline. The comparison
can be checked directly from Figure 9.

IX. CONCLUSIONS

This work shows that creating print/scan from digital
databases is feasible to improve the MAD and increase the
number of images and scenarios available from training more
robust classifiers and developing generalisation capabilities.
It is essential to point-out that generated ”art images”, as
proposed in the general applications for GANs, are very
different to generated images with real contexts and details
such as faces. In this case, any artefact may change the
prediction task’s results and accuracy. Further on that, the
CycleGAN based on ResNet50 and pixel-wise approach allows
us to improve even more, reach lower FID scores, and support
the S-MAD classifier results in a LOO. On the other hand,
Frequency features such as SRM and DCT are identified as
more suitable for the detection task. Thus, we can get more
realistic images and reduce the EER. The differences between
the generated images and baseline reduce the EER by at least
20%.
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Fig. 9. Top: DET Curves for SVM implementation for four different features extracted (Baseline). Middle: DET for four different features extracted plus
Synthetic image generated by CycleGAN (Exp. 2). Bottom: DET Curves for four different features extracted plus texture-transfer technique (Exp. 3).

Fig. 10. Left. DET curve for the AMSL in LOO as a test set using a Random Forest Classifier. Middle: DET curve for the StyleGAN in LOO as a test set
using a Random Forest Classifier. Right: DET curve for the WebMorph in LOO as a test set using a Random Forest Classifier.

As a future work, we will extend this generation process
to a larger dataset to train a state-of-the-art CNN method that
will be evaluated in the BOEP platform 7.
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