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Abstract. Leveraging the capabilities of Knowledge Distillation (KD)
strategies, we devise a strategy to fight the recent retraction of face
recognition datasets. Given a pretrained Teacher model trained on a real
dataset, we show that carefully utilising synthetic datasets, or a mix be-
tween real and synthetic datasets to distil knowledge from this teacher
to smaller students can yield surprising results. In this sense, we trained
33 different models with and without KD, on different datasets, with
different architectures and losses. And our findings are consistent, us-
ing KD leads to performance gains across all ethnicities and decreased
bias. In addition, it helps to mitigate the performance gap between real
and synthetic datasets. This approach addresses the limitations of syn-
thetic data training, improving both the accuracy and fairness of face
recognition models.

Keywords: Knowledge distillation · Fairness · Face recognition · Syn-
thetic data

1 Introduction

Face recognition (FR) datasets have been one of the strongest elements to fuel the
evolution of FR systems. From general datasets with millions of images [14,16],
to more specific ones aimed at mitigating racial biases [31], all contributed to
the development and training of novel approaches. However, the data collection
process of such datasets has not followed the best practices with regards to
privacy and ethical considerations [6]. Hence, consent is only one of the several
concerns regarding FR datasets, which led to the retraction of several of these
datasets [27].

FR with synthetic data is a relatively new topic that branched and is now
progressing with a lot of attention [13]. This focuses on fighting two of the main
researchers problems. 1) Collecting new data is expensive, and synthetic data
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can support an artificial increase in the number of samples; 2) With the public
retraction of real datasets, the availability of training data reduced drastically, so
synthetic datasets could provide a more ethical strategy to train FR systems [10].
Being at its youth, synthetic datasets have already solved several problems, such
as having more than one image per identity [5] (ensuring intra-class variability),
and generating high-quality samples [22]. Nonetheless, many more remain un-
solved as FR models trained on synthetic datasets have lower performances on
test datasets [5], and, thus, can also be related to an increase in the bias [13].
Differently from other domains, bias in face verification is related to intra-class
hardness. For instance, if pairs of images from one ethnicity are easier to classify
(as the same person, or not) in comparison to pairs of other group, then the
model is biased against the latter.

Frequently used as a compression strategy, Knowledge Distillation (KD),
figures as one potential alternative to support the development of FR systems
on synthetic, or partially synthetic datasets [11]. Given that a dataset has been
retracted from the public domain, one cannot use it to train a model. However,
if a current model already exists, one can use that model to distil its knowledge
to a new model, which can follow the exact same architecture or be slightly
different [9]. This ensures that new models do not see real samples, but at the
same time, they can leverage the knowledge extracted by them. To the model
previously trained on real data, which is usually more complex, we refer to as
Teacher, whereas the new model with smaller capacity is the Student.

Using KD to distil knowledge to a student architecture is a straightforward
process. Yet, there are some considerations that should be taken into account. 1)
Is it possible to fully replace real data with synthetic one by using KD? 2) What is
the impact on the bias of the student model? 3) How much does the performance
differ between models trained from scratch in comparison to distilled models?
We aim to answer all these questions within this study, exploring these points
on different losses [4, 21], architectures [17], train datasets [5, 22, 31] and test
sets [18,30].

Following the above-mentioned elements, we present the following as the main
contributions of this research work:

– A mixture of several synthetic datasets based on ethnic balance.
– Investigation of training different architectures with different losses on a real

datasets, a synthetic dataset and one custom dataset that mixes real and
synthetic samples.

– A study on the advantages of using KD to distil information through a
training with mix and synthetic data.

– A validation of the fairness of these approaches and their individual contri-
butions to a bias reduction.

– The identification of models trained with fully synthetic data as most affected
by KD strategies.

We structured this paper in four main sections and two introductory and con-
clusive sections. The four sections are Related Work, Methodology, Experimental
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Setup and Results. They are dedicated to describing previous works related to
this study and their limitations, describing the proposed methodology, follow-
ing the experimental setup that allows us to reproduce our results, and finally,
highlighting the main findings. Additionally, we are releasing the code and the
respective indications of which samples belong to each dataset used.

2 Related work

2.1 Synthetic Data in Face Recognition

Due to privacy concerns, recent work has considered using synthetic data in
face recognition problems, which has been emphasised by the retraction of large
face datasets. However, the challenge of training the models with synthetic data
lies in lower performance in comparison to the models trained on real data.
Efforts have been made to mitigate such behaviour, with researchers focusing on
improving the variability and the quality of data generated. Initial experiments
leveraged the use of generative adversarial networks (GAN) [6,7], but these were
notoriously hard to train and generated lower quality samples. This has been
followed by recent efforts with diffusion models, such as DCFace [22] and IDiff-
Face [5], leading to higher quality results. These efforts led to the creation of two
competitions, one targeted at improving fairness with synthetic samples while
reducing the gap to models train on real data [13], whereas the other focused
on the generation of new synthetic data [27]. Microsoft proposed a graphically
generated dataset of faces to train FR systems [3]. Atzori et al. [1] further studied
the impact of replacing real data with synthetic samples. Although synthetic data
can be a good starting point for reducing different ethical concerns, performance
of models trained on them lags behind the one trained on real data. Therefore,
combining them with existing techniques for performance improvement can even
further highlight their potential.

2.2 Knowledge Distillation in Face Recognition

Knowledge distillation has been used as powerful technique to train a model
while aiming at either quality improvement, model compression or training with
limited data. KD aiming at model compression can be especially useful in bio-
metrics, where models should work on smaller devices [8, 11]. This might be
accompanied by performance degradation in comparison with the larger model,
but improved performance in comparison to the smaller model trained from
scratch [11]. Furthermore, some works have even introduced different tasks or
novel capabilities to the student model [2].

The work done on face recognition and KD, has shown relevance in the
improvement of these models. AdaDistill [9] and SynthDistill [28] have shown
significant progress with regards to performance improvements on KD for Face
Recognition. Nonetheless, they did not cover the fairness aspects of their ap-
proach. Huang et al. [19] work was not tested on bias mitigation, but stands as
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one of the most promising strategies for KD through the optimization on the
evaluation space. Dhar et al. [15] convert demographic bias within the contex of
KD for FR, however, their strategy might be affected by different teacher/student
architectures, and does not leverage synthetic data. Jung et al. [20] designed a
strategy for bias mitigation through KD and synthetic data, but did not tar-
get FR. Neto et al. [25] studied the behaviour of bias under other compression
techniques such as quantization. Liu et al. [23] explores a strategy based on the
uniformity of the training data. However, their approach is not specifically de-
signed for demographic bias, nor does it include the use of synthetic data. As
seen, the integration of KD as a strategy for bias mitigation is relatively un-
explored within the field of FR. This becomes even more relevant when it is
narrowed to FR based on synthetic data.

To the extent of our knowledge, no other work explored the combination
of synthetic data, ethnic-aware sampling and knowledge distillation to create
models that have increased fairness and privacy without significant compromises
on the performance. Hence, we illustrate the benefits of these strategies through
an extensive set of experiments on different architectures. In addition, we design
all the experiments to consider model compression as it is one of the benefits
linked to KD.

3 Methodology

Fig. 1: Visual representation of the proposed approach. Includes the merge of several
real or synthetic datasets using a ethnicity aware sampling approach. On the top, it is
visible a frozen (snowflake icon) pretrained teacher that distils knowledge to a training
student (fire icon).

Acknowledging the diverse advantages of using knowledge distillation to train
new models, we have designed a set of methodological strategies to assess empir-
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ically these advantages. Our strategies focus on several aspects such as: various
degrees of model compression, the influence of having a dataset composed of
real data, synthetic data or a mix of both, and the fairness impact of each of
the previous elements. Fundamentally, the following subsections and subsequent
experiments were designed to answer the following questions: "Does KD signifi-
cantly improves models trained with Synthetic Data?” and "In a scenario where
only parts of real data is missing, is a mixture of synthetic and real data benefi-
cial?”. Figure 1 shows a visualisation of the proposed strategy described in this
work.

3.1 Teacher

Knowledge distillation, also known as student-teacher architecture, is a tech-
nique for transferring knowledge from one model to another, even when they do
not have the same architecture. It has been shown it can be useful for different
objectives, improving performance, model compression or learning with unla-
beled data. Due to the resource-constrained environments in which FR systems
run, KD is usually used for model compression. Knowledge is distilled from the
large neural network called teacher, to smaller neural network called student.

The teacher follows the the standard for recent Face Recognition methods [4]
and is a ResNet100. This teacher is trained with a classification layer that is re-
moved from the final model, resulting in a backbone that produces an embedding
vector and no classification output. Hence, it is not possible to use response-based
KD strategies that focus on the approximation of soft-probabilities.

3.2 Student

Student model is neural network to which knowledge is being distilled. It can
have the same or smaller capacity, while it can also have the same or different
architecture from teacher. As the aim of this study is model compression, student
model is smaller neural network that can be deployed to smaller devices. While
we use two progressively smaller architectures known as ResNet-34 [17] and
MobileFaceNet [12] as student models, other architectures can also be used.
These were adapted to have the same embedding dimension as the teacher, so
that feature-based KD can be performed.

As KD is being performed at the feature level, the presence of a classification
layer is negligible. This allows for KD training with different datasets than the
one utilised to train the teacher. This is a major advantage, especially after
considering the backlash of face recognition datasets.

In our KD strategy we minimise a function of the KD error and the classi-
fication loss. The classification loss chosen is the exact same classification used
in the teacher, so if the teacher is trained with AdaFace, the same loss will be
used on the student. The knowledge distillation loss, LKD, is calculated as the
minimum squared error between the embedding produced by the teacher, ϕt(ft),
and the one produced by the student, ϕt(fs). This latter term is weighted with
a parameter λ. Equation 1 shows the function that gives the final loss value,



6 Pedro C. Neto et al.

where the classification loss (Lclassification), either AdaFace or ElasticArcFace,
receives ϕs(fs) and computes the respective loss, which is related to the angle
between this embedding and the weights connecting to the correct output, y.

loss = Lclassification(ϕs(fs), y) + λLKD(ϕt(ft), ϕs(fs)) (1)

3.3 Sampling

Combining several datasets requires an understanding of the complex nature and
distribution of each dataset. In practice, it is not possible to account for all of
these elements while computing this step in with an efficient strategy. Hence, we
have decided to focus our sampling strategy to the merge of multiple synthetic,
or real datasets based on ethnicity information.

In order to combine these datasets while promoting a balance between eth-
nicity groups we decided to concatenate them together and follow the sampling
strategy proposed by Neto et al. [26]. For this, we have utilise the ethnicity clas-
sifier trained by Neto et al. to compute soft ethnicity labels for each image in
the concatenated dataset. This is then used to compute a score for all identities
and this score is leveraged to choose which identities are removed. Focusing on
this, the final dataset retains the samples that are the most representative of a
given ethnicity, leading to samples that contribute more to the learning process.

The ability to seemly combine several synthetic datasets supports the growth
of the field by exploring the strengths of each of the datasets, increasing the
variability of the resulting dataset and mitigating the flaws of other datasets.
This is the case as will be showcased by the results section, where the merge of
two synthetic datasets retains the performance of the best performing one while
reducing the bias.

As training models only on synthetic data is currently not comparable with
models trained on real data, we investigate how the translation to synthetic
data can be done progressively by utilising a mixture of synthetic and real data.
For the purpose of creating a mix of data, several synthetic datasets and a real
dataset were concatenated, and Neto et al. [26] sampling approach was used to
reduce the number of identities while retaining ethnicity-aware balance.

4 Experimental Setup

4.1 Datasets

Fair face recognition datasets Wang et al. [30] introduced Racial Faces
in-the-Wild (RFW) in 2019, an evaluation dataset composed of four different
ethnicity groups - African, Caucasian, Asian and Indian. Their goal, was to
create one protocol per ethnicity which led to the construction of 6K pairs of
images of the same group. This leads to four sets of 6K pairs with equal number
of positive and negative pairs within each set. A model can, due to this dataset,
be evaluated independently for each set and the results can be compared to
detect potential biased behaviour. In total, it contains 24K different pairs.
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Later in 2022, Wand et al. [31] proposed BUPT-BalancedFace, a training
dataset composed of 28K different identities and roughly 1.3M images from these
identities. This dataset has the particularity of being balanced with respect to
the ethnicity label, so each of the four considered ethnicity groups has images
from 7K different identities. This dataset will be used to train the teacher and
some instances of the student, and will be referred to as the Real Dataset.

Synthetic Datasets To train the various student models, we have decided to
follow with two synthetic datasets that have been generated through a diffu-
sion process. First, we start by using IDiff-Face [5], which contains two sets of
10K identities with 50 images each. We decided to join both sets totalling 20K
identities and 1M images. In addition we also use DCFace [22], containing 60K
identities and 1.3M images. Leveraging Neto et al. [26] ethnicity-aware sampling
protocol, we propose a synthetic dataset that merges identities from both sets
totalling 27K identities and 1.2M images. We also show that this achieves com-
parable performance to DCFace with 2x less identities and far less bias. We will
refer to this as Synthetic Dataset.

We further introduce a third training dataset, referred to as Mix Dataset,
which is a combination of the three datasets, DCFace, IDiff-Face and BUPT-
Balanced. This should represent a middle step between where instead of removing
all real data we gradually replace it with synthetic samples. This set contains
1.2M images from 22K identities. 7̃0% of images/IDs are real, while 3̃0% are
synthetic. Example of images from BUPT-BalancedFace, IDiffFace and DCFace
used in all three datasets (Real, Synthetic, Mix) can be seen in Figure 2

Face recognition datasets LFW [18] dataset contains 13K images from more
than 5K identities organised in 6K pairs with equal number of positive and nega-
tive pairs. Cross-pose LFW (CPLFW) [32] contains 11K images of 4K identities
containing various poses. These have been combined in pairs and have been
used to assess the performance under a more difficult scenario of cross-poses.
Similarly, Cross-Age LFW (CALFW) [33] dataset considers different age distri-
butions to evaluate the performance of the model when exposed to pairs with
wide age gaps. Additionally, we have also tested on a second age-aware dataset
called AgeDB [24]. Further validation of the cross-pose performance using CFP-
FP [29] dataset was done, which contains images of celebrities in frontal and
profile views.

4.2 Experimental Details

We have trained four different architectures, ResNet-100, -50, -34 [17] and Mo-
bileFaceNet [12]. Each has been trained with both AdaFace [21] and ElasticAr-
cFace [4]. AdaFace parameters have been set to s = 60 and m = 0.4, while
ElasticArcFace parameters were set to s = 64, m = 0.5 and std = 0.05. All ar-
chitectures output an embedding with 512 dimensions, which was chosen to be
similar across architectures (for distillation). Despite Boutros et al. [5] suggestion
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(a) 1a (c) 1b (e) 1c (g) 1d

(i) 2a (k) 2b (m) 2c (o) 2d

(q) 3a (s) 3b (u) 3c (w) 3d

Fig. 2: Samples of images that appear in all datasets retrieved from BalancedFace (real
data) in the first row, IDiff-Face (synthetic) in the second row and DCFace (synthetic)
in the third row.

to use RandAugmentations when synthetic dataset are used, we have decided
to leverage only random horizontal flips to stay consistent with the training of
the teacher. Bare in mind that such augmentations could boost the results of
models distilled with synthetic data even further. Each model was trained for
26 epochs, with a batch size of 256 and weights were optimised with stochastic
gradient descent (SGD). The initial learning rate of 0.1 decayed by a factor of
10 at epochs 8, 14, 20 and 25. All models have been trained on a server with one
NVIDIA A100 80GB GPU. The sampling strategy was set so that all datasets
had a similar number of images. Besides ResNet-100, which is used as the teacher
and is only trained from scratch on real data, all the other models have been
trained from scratch and with KD for all training datasets. The code is publicly
available on GitHub 5.

4.3 Evaluation Metrics

Due to the division of RFW into different ethnicity groups, we can individually
calculate the accuracy for each of these groups. Hence, we can measure their ac-
curacy individually and globally through the average of the different accuracies.
In addition, inter-ethnicity bias can be measured by calculating additional met-
rics. For instance, the standard deviation of sensitive feature groups’ accuracy
(STD) and skewed error ratio (SER) [31] give us insights regarding the fairness
of the model with respect to these demographic groups. SER represents the ratio
of the highest error rate to the lowest error rate and is calculated as shown in
Equation 2, where g represents ethnicity group.
5 https://github.com/ivonacolakovic/SynthGap-mitigation-using-KD-in-FFR
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SER =
100−min

g
(accg)

100−max
g

(accg)
(2)

Both STD and SER indicate increased fairness as their values decrease, mean-
ing that the best value of STD and SER is 0, while the worst is 1. For the remain-
ing evaluation datasets, only accuracy is measured due to the lack of ethnicity
labels.

5 Results

5.1 Ablation on Dataset Merge

We start by assessing the effectiveness of the sampling strategy on the merge
of synthetic datasets. We show, in Table 1 the performance of a ResNet-34
and MobileFaceNet trained on the concatenation of both IDiff-Face datasets,
DCFace, a version of DCFace which is sampled down to 20K identities and our
Synthetic dataset that merges IDiff-Face and DCFace.

Table 1: Comparison between different datasets used to train the same architecture
with AdaFace. Synthetic represents the merge between IDiff-Face and DCFace, where
DCFace (Sampled) represents a sampling exclusively done with DCFace data. Results
on RFW. Best results in bold.

Accuracy (%)

Model # IDs Data Caucasian Indian Asian African Average STD SER

ResNet 34 27K Synthetic 88.87 86.02 83.07 80.53 84.62 3.61 1.75
ResNet 34 60K DCFace 89.43 86.27 82.88 79.95 84.63 4.11 1.90
ResNet 34 20K DCFace (Sampled) 88.27 85.02 81.97 79.22 83.62 3.90 1.77
ResNet 34 20K IDiff-Face 84.87 80.77 79.20 75.63 80.12 3.83 1.61

MobileFaceNet 27K Synthetic 86.67 83.75 80.15 77.35 81.98 4.08 1.70
MobileFaceNet 60K DCFace 87.8 84.32 80.95 77.98 82.76 4.24 1.80
MobileFaceNet 20K DCFace (Sampled) 86.63 83.38 80.3 77.08 81.85 4.10 1.71
MobileFaceNet 20K IDiff-Face 83.20 79.70 77.47 72.75 78.28 4.38 1.62

Our results show that IDiff-Face performs poorly in comparison to the other
approaches on this evaluation dataset. DCFace showcases a strong performance,
but the displayed very high bias values. The sampled version of DCFace shows
slight improvements on bias metrics, but at the cost of 1 percentual point on av-
erage accuracy. On the other hand, the merged dataset (Synthetic), with roughly
2x less identities, achieves the same performance of DCFace while reducing the
STD by 13%. Although on MobileFaceNet best results are achieved with DC-
Face, it must be taken into account that DCFace has three times more samples
than the rest and it still performs poorly regarding fairness.
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These results highlight the advantages of merging a two datasets, even if one
(IDiff-Face) achieves significantly lower performance.

5.2 Validation on Low-Compression

Using KD as a compression tool can have some challenges with possible com-
plexity gap between teacher and student among others. By using high-capacity
teacher to distil knowledge to much smaller student, fine-grained data can be
lost. To investigate how the capacity of the student network impacts both over-
all and ethnicity-based performance, we perform additional experiments using
ResNet 50 as a medium-sized neural network and AdaFace loss.

The results shown in Table 2, reveal that KD using mix dataset achieves
close results to the model trained from scratch on the real dataset, while still
having a small gap when comparing to KD using the real dataset. By being
only 3̃% behind other two approaches, KD with only synthetic data on medium
size network is much closer to others’ performance compared to when small
student models is used. The fairness of model is also improved compared to
smaller models. Nevertheless, by observing KD with mix data the improvement
of both fairness metrics can be noticed when compared to the KD with real data.
Interestingly, fairness is also better when compared to the same model (ResNet
50) trained from scratch on real data. Therefore, it can be concluded that trade-
off between computational complexity and fairness should be considered when
utilising KD in FR, while additional attention should be paid to fairness when
student has small capacity.

Table 2: Accuracy per ethnicity and overall results of KD performed with sampled
datasets using ResNet-50 and AdaFace loss on RFW dataset.

Accuracy (%)

Model Distillation Data Caucasian Indian Asian African Average STD SER

ResNet 100 No Real 97.40 96.07 95.52 95.95 96.24 0.81 1.72
ResNet 50 No Real 97.30 95.78 95.15 95.13 95.84 1.02 1.80
ResNet 50 Yes Real 97.73 96.27 95.57 95.93 96.38 0.95 1.95
ResNet 50 Yes Synthetic 95.63 93.20 92.25 91.55 93.16 1.78 1.93
ResNet 50 Yes Mix 97.05 96.12 95.27 95.08 95.88 0.90 1.67

5.3 Fairness Evaluation

Results showing how knowledge distillation with different data impacts the ver-
ification performance compared to the model trained from scratch are presented
in Table 3. The table shows accuracy per ethnicity, overall accuracy, and two
fairness metrics STD and SER. With the superior performance of ResNet100 in
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all regards, it is suitable for it to be a teacher model. Although the distillation
to the ResNet34 with both losses achieves worse results when only synthetic
data is used, results with a mix of synthetic and real data are comparable to
the distillation with real data in both accuracy and fairness. The same can be
observed when MobileFaceNet is used. ResNet34 with distillation done with mix
data and ElasticArcFace loss even improves SER (1.73 compared to 1.85), as well
as MobileFaceNet with AdaFace (1.60 compared to 1.65). While using AdaFace
as loss generally improves results when compared to ElasticArcFace, it does not
impact the results disproportionately.

Table 3: Accuracy per ethnicity and overall results of the teacher, the baseline and
proposed methods on RFW dataset. Results on different architectures, datasets, losses
and training strategies.

Accuracy (%)

Loss Model Distillation Data Caucasian Indian Asian African Average STD SER

ResNet 100 No Real 97.12 95.78 94.93 95.36 95.80 0.95 1.76
ResNet 34 No Real 96.67 94.88 94.22 93.38 94.79 1.40 1.99
ResNet 34 No Synthetic 88.78 84.82 81.83 79.43 83.72 4.03 1.83
ResNet 34 No Mix 94.75 93.82 92.00 90.48 92.76 1.90 1.81

ResNet 34 Yes Real 96.98 95.12 94.73 94.42 95.31 1.15 1.85
ResNet 34 Yes Synthetic 94.02 90.82 90.33 88.18 90.84 2.41 1.98

ElasticArcFace ResNet 34 Yes Mix 96.12 94.87 93.87 93.27 94.53 1.25 1.73

MobileFaceNet No Real 93.37 91.82 90.28 88.98 91.11 1.90 1.66
MobileFaceNet No Synthetic 86.10 82.58 79.92 77.15 81.44 3.82 1.64
MobileFaceNet No Mix 92.27 91.28 88.80 86.32 89.67 2.67 1.77

MobileFaceNet Yes Real 94.18 92.37 91.27 90.17 92.00 1.71 1.69
MobileFaceNet Yes Synthetic 90.95 87.92 85.75 83.00 86.91 3.37 1.88
MobileFaceNet Yes Mix 93.68 91.67 90.55 88.67 91.14 2.10 1.79

ResNet 100 No Real 97.40 96.07 95.52 95.95 96.24 0.81 1.72
ResNet 34 No Real 96.73 95.30 94.68 94.00 95.18 1.16 1.83
ResNet 34 No Synthetic 88.87 86.02 83.07 80.53 84.62 3.61 1.75
ResNet 34 No Mix 94.88 94.03 92.62 90.98 93.13 1.71 1.76

ResNet 34 Yes Real 96.92 95.88 94.98 95.20 95.75 0.87 1.63
ResNet 34 Yes Synthetic 95.28 92.67 91.55 90.05 92.39 2.21 2.11

AdaFace ResNet 34 Yes Mix 96.78 95.18 94.50 94.37 95.21 1.11 1.75

MobileFaceNet No Real 93.48 92.13 90.12 88.80 91.13 2.08 1.72
MobileFaceNet No Synthetic 86.67 83.75 80.15 77.35 81.98 4.08 1.70
MobileFaceNet No Mix 92.23 91.25 88.68 87.00 89.79 2.39 1.67

MobileFaceNet Yes Real 94.15 92.15 91.65 90.37 92.08 1.57 1.65
MobileFaceNet Yes Synthetic 91.80 88.85 87.03 84.92 88.15 2.92 1.84
MobileFaceNet Yes Mix 93.65 92.28 90.88 89.87 91.67 1.65 1.60

When comparing student models with models trained from scratch, it can
be observed that the biggest improvement of distillation is when it is done with
only synthetic data, since the increase is around 5 to 8 percent. The notable
improvement in results given by using synthetic data in distillation is a promising
fact considering that, currently, training models from scratch with synthetic data
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does not give similar performance. Using KD with real data improves average
accuracy for at least 0.5 percent points, while KD with mix data achieves 2̃%
better accuracy. Regarding fairness, KD improves both STD and SER when real
and mix data are used. On the other hand, while KD can help to improve STD
notably, it tends to hurt SER when only synthetic data is used, no matter which
model and loss are utilized.

By observing the results achieved by each ethnicity individually, it can be
seen that Caucasian samples perform the best and African the worst, while
Indian and Asian groups are comparable. While KD with mixed data improves
results in a similar manner for all groups when compared to KD with real data,
KD with synthetic data gives the biggest boost in African accuracy, where they
usually have 2% higher accuracy than other groups. Interestingly, performing
KD with mix data using MobileFaceNet with AdaFace loss, Indian achieved
higher accuracy than KD with real data. The same model, shows the biggest
improvement in accuracy of Asian samples, although they are comparable to the
other groups.

The comparison of student models to the same architecture networks trained
from scratch, we noticed a comparable improvement for all ethnicities when the
student is learning by distilling the knowledge with real data. A small differ-
ence is present in KD with mix data, where African accuracy is higher for at
least 2%, while other groups accuracy usually improves for less than 2%. The
biggest difference in accuracy between groups after the distillation is evident
when only synthetic data is used. The most noticeable improvement is visible
in Asian and African group when ResNet34 is student model, where the im-
provement is at least 8.5% in both groups. Caucasian and Indian groups achieve
similar improvement by having 5̃% in MobileFaceNet and 6̃% in ResNet34 ac-
curacy improvement. It is noteworthy how distillation enhances accuracy more
significantly for African and Asian groups when only synthetic data is utilised,
whereas it improves accuracy for African groups more than for other groups
when mixed data is utilised.

5.4 Performance Evaluation

To further evaluate and analyse the proposed approach, the evaluation is done
on multiple face recognition datasets, and results are shown in Table 4. While the
biggest differences in performance can be seen on RFW and CFP_FP dataset,
results on LFW dataset show that the best accuracy of student model is achieved
when KD is done with mix data and KD with synthetic data boosts accuracy so
it is comparable to the other approaches. Accuracy of students’ models on other
datasets achieve comparable results, where, as seen before, ResNet34 achieves
higher accuracy than MobileFaceNet.

It is interesting how ResNet34 using distillation with only synthetic data
achieves higher accuracy than the MobileFaceNet using distillation with real
data in 4 out of 6 datasets. This means that with a slight increase in computa-
tional complexity by using ResNet34 instead of MobileFaceNet, privacy can be
preserved without losing quality.
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Table 4: Accuracy results of the teacher, the baseline and proposed methods with
AdaFace loss on different face recognition datasets. Results on different architectures,
datasets and training strategies.

Model Distillation Data RFW LFW CPLFW CALFW AgeDB CFP_FP Avg

ResNet 100 No Real 96.24 99.72 92.65 95.77 97.23 97.81 96.64

ResNet 34 No Real 95.18 99.67 91.28 95.55 96.53 96.86 95.98
ResNet 34 No Synthetic 84.62 98.63 83.08 92.53 90.68 84.94 89.97
ResNet 34 No Mix 93.13 99.60 90.23 94.98 95.82 95.70 95.27

ResNet 34 Yes Real 95.75 99.63 92.02 95.72 96.85 97.27 96.30
ResNet 34 Yes Synthetic 92.39 99.62 88.85 95.30 96.68 93.13 94.52
ResNet 34 Yes Mix 95.21 99.67 91.48 95.53 96.68 96.64 96.00

MobileFaceNet No Real 91.13 99.37 89.35 94.40 94.57 93.73 94.28
MobileFaceNet No Synthetic 81.98 98.20 81.77 91.78 89.10 84.04 88.98
MobileFaceNet No Mix 89.79 99.37 87.67 93.95 93.35 93.17 93.50

MobileFaceNet Yes Real 92.08 99.42 89.73 95.00 95.63 93.89 94.73
MobileFaceNet Yes Synthetic 88.15 99.32 86.10 93.93 93.63 89.63 92.52
MobileFaceNet Yes Mix 91.67 99.43 88.97 94.70 95.12 93.49 94.34

6 Conclusion

In this study, we explored the potential of knowledge distillation (KD) in bridging
the performance gap between synthetic and real data for face recognition tasks.
By employing a ResNet100 model, trained on the BalancedFace dataset as the
teacher, we investigated the potential of KD to enhance the performance of
student models (ResNet34 and MobileFaceNet) using three different types of
data: synthetic, real, and a mix of both. The synthetic and mix dataset are
obtained by utilising an ethnicity classifier to assign ethnicity score for each
sample, based on which it is decided which samples are retrieved for the dataset.

Our findings indicate that while distillation using only synthetic data re-
sults in a performance gap when compared to models trained on real data, the
introduction of a mixed dataset comprising 70% real and 30% synthetic data
significantly mitigates this gap. Specifically, we observed that models distilled
using the mixed dataset achieve comparable performance in both accuracy and
fairness metrics to those distilled using real data alone. This suggests that while
training with synthetic data alone does not yield optimal performance, we can
progressively move away from real data by using a combination of both synthetic
and real data.

KD has been shown to be useful also in fairness terms, as it in some cases
even improves SER, highlighting the potential of KD in reducing bias across
different ethnic groups. Notably, the use of ElasticArcFace and AdaFace losses
contributed to these improvements, with AdaFace generally providing a slight
edge over ElasticArcFace.

The ethnic group-specific analysis revealed that KD with synthetic data alone
yields the highest accuracy improvement for the African group, which tradition-
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ally underperforms compared to other groups. This improvement is crucial in
addressing biases inherent in face recognition systems. Furthermore, the mixed
dataset approach consistently improved the performance across all ethnic groups,
ensuring a more equitable distribution of model accuracy.

Our results on additional face recognition datasets corroborate these findings,
demonstrating that student models distilled with mixed data perform compara-
bly to those trained from scratch on real data. Particularly, ResNet34 distilled
with synthetic data achieved higher accuracy than MobileFaceNet distilled with
real data in four out of six datasets, underscoring the effectiveness of KD in
leveraging synthetic data to achieve high performance. This finding poses the
question of trade-off between privacy and computational complexity, since we
show that by having a little more complex model (ResNet34) compared to Mo-
bileFaceNet, we can protect privacy by using synthetic data, while maintaining
high performance.

Interestingly, it was shown that by using medium-size student model, per-
formance can be comparable across all datasets, even synthetic, and superior
fairness can be achieved with mix dataset also when compared to large-capacity
teacher model. This yields new questions for the future work, where use of the
medium-size network as a mediator called teaching assistant can be used.

While it was shown that KD can help in mitigating both the performance gap
caused by usage of synthetic data and unfairness that appear in FR systems, it
has it’s limitations. Along with the before-mentioned capacity gap between the
teacher and student model, training student models by using the KD technique is
more computationally heavy than training them from scratch. However, compu-
tational overhead only appears in the training phase, while having only student
model in real-time applications allows for fast processing. We find KD techniques
useful in improving the small-capacity model’s performance despite the increase
in computational heaviness in the training phase.

To further solidify the performance of proposed methodology additional ex-
periments with different architectures and loss functions could be conducted.
Although it was shown that KD notably improves models trained with only syn-
thetic data, the gap between them and models trained on real data still remains.
Mitigating that gap could definitely boost the usage of synthetic data in FR
systems, while preserving privacy, thus making them more ethical.
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