arXiv:2012.09964v1 [cs.NI] 17 Dec 2020

Technical Report, Dept. of EEE, Imperial College, London, UK, July, 2014.

Fundamental Theories in Node Failure Localization

Liang Ma^†, Ting He^‡, Ananthram Swami^§, Don Towsley^∗, Kin K. Leung^†, and Jessica Lowe^¶ †Imperial College, London, UK. Email: {l.ma10, kin.leung}@imperial.ac.uk ‡IBM T. J. Watson Research Center, Yorktown, NY, USA. Email: the@us.ibm.com §Army Research Laboratory, Adelphi, MD, USA. Email: ananthram.swami.civ@mail.mil ∗University of Massachusetts, Amherst, MA, USA. Email: towsley@cs.umass.eduzz ¶DSTL, Salisbury, UK, jjlowe@dstl.gov.uk

I. INTRODUCTION

Selected theorem proofs in [1] are presented in detail in this report. We first list the theorems in Section II and then give the corresponding proofs in Section III. See the original paper [1] for terms and definitions.

II. THEOREMS

Lemma 1 (Abstract sufficient condition). Any set of up to k failed nodes is identifiable if for any non-monitor v and failure set F with |F | ≤ k (v ∉ F ), there is a measurement path going through v but no node in F .

Lemma 2 (Abstract necessary condition). Any set of up to k failed nodes is identifiable only if for any set V^′ of nonmonitors with |V^′| < k, any set of up to k −|V^′| node failures is identifiable in G − V^′.

Theorem 3 (k-identifiability under CAP). Network G is kidentifiable under CAP:

a) if for any set V^′ of up to k non-monitors, each connected component in G − V^′ contains a monitor;

b) only if for any set V^′ of up to k − 1 non-monitors, each connected component in G − V^′ contains a monitor.

Lemma 4. Each connected component in G − V^′ contains a monitor for any set V^′ of up to s (s ≤ σ − 1) non-monitors if and only if G^∗ is (s + 1)-vertex-connected.

Corollary 5. Network G is σ-identifiable under CAP if and only if each non-monitor is the neighbor of a monitor.

Theorem 6 (k-identifiability under CSP). Network G is kidentifiable under CSP:

a) if for any node set V^′, |V^′| ≤ k + 1, containing at most one monitor, each connected component in G − V^′ contains a monitor;

b) only if for any node set V^′, |V^′| ≤ k, containing at most one monitor, each connected component in G − V^′ contains a monitor.

Lemma 7. The following two conditions are equivalent: (1) Each connected component in G − V^′ contains a monitor for any set V^′ consisting of monitor m (m ∈ M) and up to s (s ≤ σ − 1) non-monitors;

(2) G_m is (s + 1)-vertex-connected.

Corollary 8. Network G is σ-identifiable under CSP if and only if each non-monitor has at least two monitors as neighbors.

Corollary 9. Network G is (σ − 1)-identifiable under CSP if and only if all but one non-monitor, denoted by v, have at least two monitors as neighbors, and v either has (i) two or more monitors as neighbors, or (ii) one monitor and all the other non-monitors (i.e., N \ {v}) as neighbors.

Theorem 10 (k-identifiability under UP). Network G is kidentifiable under UP with measurement paths P : a) if MSC(v) > k for any non-monitor v; b) only if MSC(v) > k − 1 for any non-monitor v.

Corollary 11. Network G is k-identifiable under CAP: a) if G^∗ is (k + 1)-vertex-connected (k ≤ σ − 1); b) only if G^∗ is k-vertex-connected (k ≤ σ).

Theorem 12 (Maximum Identifiability under CAP). If δ(G^∗) ≤ σ − 1, the maximum identifiability of G under CAP, Ω^{CAP}(G), is bounded by δ(G^∗) − 1 ≤ Ω^{CAP}(G) ≤ δ(G^∗).

Corollary 13. Network G is k-identifiable under CSP: a) if G^∗ is (k + 2)-vertex-connected, and G_m is (k + 1)- vertex-connected for each monitor m ∈ M (k ≤ σ − 2);

b) only if G^∗ is (k+1)-vertex-connected, and G_m is k-vertex-connected for each monitor m ∈ M (k ≤ σ − 1).

Theorem 14 (Maximum Identifiability under CSP). If min(δ_{min}, δ(G^∗) − 1) ≤ σ − 2, the maximum identifiability of G under CSP, Ω^{CSP}(G), is bounded by min(δ_{min} − 1, δ(G^∗) − 2) ≤ Ω^{CSP}(G) ≤ min(δ_{min}, δ(G^∗) − 1).

Theorem 15 (Maximum Identifiability under UP). The maximum identifiability of G under UP, Ω^{UP}(G), with measurement paths P is bounded by Δ − 1 ≤ Ω^{UP} (G) ≤ Δ.

III. PROOFS

A. Proof of Lemma 1

Consider two distinct failure sets F and F^′, each containing no more than k nodes. There exists a node v in only one of these sets; suppose v ∈ F^′ \F . By the condition in the lemma, ∃ a path p traversing v but not F , thus distinguishing F from F^′. ■

Technical Report, Dept. of EEE, Imperial College, London, UK, July, 2014.

B. Proof of Lemma 2

Suppose that ∃ two non-empty sets V^′ and V^{′′} of nonmonitors, with V^′ ∩V^{′′} = ∅ and |V^′|+|V^{′′}| = k, such that V^{′′} is not identifiable in G−V^′. Then the union F = V^′ ∪V^{′′} must be unidentifiable in G, as even if we have identified failures in V^′, we still cannot identify the rest of the failures. ■

C. Proof of Theorem 3

Suppose condition (a) holds, and consider a candidate failure set V^′ and a non-monitor v (v ∉ V^′). Since the connected component in G − V^′ that contains v has a monitor, there must exist a path connecting v to a monitor that does not traverse any node in V^′. Following this path from the monitor to v and then back to the monitor then gives a path measurable under CAP that satisfies Lemma 1. Thus, condition (a) is sufficient.

Suppose condition (b) does not hold, i.e., there exists a nonmonitor v that is disconnected from all monitors in G − V^′ for a set V^′ of up to k − 1 non-monitors (v ∉ V^′). Then if nodes in V^′ fail, no remaining measurement path can probe v, and thus it is impossible to determine whether v has failed or not. This violates the condition in Lemma 2, and thus condition (b) is necessary. ■

D. Proof of Theorem 3

Suppose condition (a) holds, and consider a candidate failure set V^′ and a non-monitor v (v ∉ V^′). Since the connected component in G − V^′ that contains v has a monitor, there must exist a path connecting v to a monitor that does not traverse any node in V^′. Following this path from the monitor to v and then back to the monitor then gives a path measurable under CAP that satisfies Lemma 1. Thus, condition (a) is sufficient.

Suppose condition (b) does not hold, i.e., there exists a nonmonitor v that is disconnected from all monitors in G − V^′ for a set V^′ of up to k − 1 non-monitors (v ∉ V^′). Then if nodes in V^′ fail, no remaining measurement path can probe v, and thus it is impossible to determine whether v has failed or not. This violates the condition in Lemma 2, and thus condition (b) is necessary. ■

E. Proof of Lemma 4

We first show the equivalence between the first condition and the connectivity of G^∗ − V^′. If the first condition holds, then each connected component in G − M − V^′ contains a neighbor of a monitor. Since these neighbors are connected with each other and also with m^′ in G^∗ − V^′, G^∗ − V^′ is connected. If the first condition is violated, i.e., there exists a connected component in G − M − V^′ without any neighbor of any monitor, then this component must be disconnected from m^′, and hence G^∗ − V^′ must be disconnected.

We then show that requiring G^∗ − V^′ to be connected for any V^′ of up to s non-monitors is equivalent to requiring it to be connected for any V^′ of up to s nodes in G^∗, including m^′, i.e., requiring G^∗ to be (s + 1)-vertex-connected. It suffices to show that G^∗ − V^′ being connected for any V^′ of up to s non-monitors implies the connectivity of G^∗ − {m^′} − V^{′′} for any V^{′′} of up to s − 1 non-monitors. Fixing a V^{′′} of up to s − 1 non-monitors, we assert that each connected component of G^∗ − {m^′} − V^{′′} must contain a neighbor of a monitor, as otherwise G^∗ − V^{′′} will be disconnected. Since all these neighbors are connected via virtual links, G^∗ − {m^′} − V^{′′} must be connected. ■

F. Proof of Corollary 5

If each non-monitor has a monitor as a neighbor, then their states can be determined independently through 1-hop probing, and hence any failure set is identifiable. On the other hand, if there exists a non-monitor v that is only reachable by monitors via other non-monitors, then the state of v cannot be determined in the case that all the other non-monitors fail, and hence G is not σ-identifiable. ■

G. Proof of Theorem 6

Suppose condition (a) holds, and consider a candidate failure set F , |F | ≤ k and a non-monitor v ∉ F . We argue that v must have two simple vertex disjoint paths to monitors in G −F , and thus concatenating these paths provides a monitormonitor simple path that traverses v but not F , satisfying the abstract sufficient condition in Lemma 1. Indeed, if such paths do not exist, i.e., ∃ a (monitor or non-monitor) node w (w ≠ v) that resides on all paths from v to monitors in G − F , then v will be disconnected from all monitors in G − F − {w}, i.e., the connected component containing v in G − V^′, where V^′ = F ∪ {w}, has no monitor, contradicting condition (a).

Suppose condition (b) does not hold, i.e., there exists a non-monitor v, a (monitor or non-monitor) node w, and a set of up to k − 1 non-monitors F (v ≠ w and v, w ∉ F ) such that the connected component containing v in G − V^′, V^′ = F ∪ {w}, contains no monitor. Then any path from v to monitors in G − F must traverse w, which means no monitor-monitor simple path in G − F will traverse v (as any monitor-monitor path traversing v must form a cycle at w). This violates the necessary condition in Lemma 2 because if node v fails, the failure cannot be identified in G − F . ■

H. Proof of Lemma 7

The proof is similar to that of Lemma 4. If the first condition holds, then each connected component in G − M − F for F := V^′ \ {m} contains a node in N (M \ {m}), and thus G_m − F is connected. If the first condition is violated, then there is a connected component in G − M − F that does not contain any node in N (M \ {m}). This component must be disconnected from m^′ in G_m − F , and thus G_m − F must be disconnected. Hence, the first condition is equivalent to G_m −F being connected for any set F of up to s non-monitors. Moreover, G_m − F being connected for any set F of up to s non-monitors implies that G_m − {m^′} − F^′ (m^′ is the virtual monitor in G_m) is connected for any F^′ of up to s − 1 nonmonitors, because otherwise G_m − F^′ will be disconnected. Therefore, the first condition is equivalent to G_m − F being connected for any set F of up to s nodes in G_m, i.e., the first and second conditions in Lemma 7 are equivalent. ■

Technical Report, Dept. of EEE, Imperial College, London, UK, July, 2014.

I. Proof of Corollary 8

If each non-monitor has at least two monitors as neighbors, then their states can be determined independently by cyclefree 2-hop probing between monitors, and thus the network is σ-identifiable. On the other hand, suppose ∃ a non-monitor v with zero or only one monitor neighbor. Then ∄ simple paths going through v without traversing another non-monitor, and hence the state of v cannot be determined if all the other nonmonitors fail. ■

J. Proof of Corollary 9

a) Necessity: Suppose that G is (σ − 1)-identifiable under CSP. If it is also σ-identifiable, then each non-monitor must have at least two monitors as neighbors according to Corollary 8. Otherwise, we have Ω(G) = σ − 1. In this case, ∃ at least one non-monitor, denoted by v, with at most one monitor neighbor. Let N (v) denote all neighbors of v including monitors. Suppose that v has λ neighbors (i.e., |N (v)| = λ). Then there are two cases: (i) N (v) contains a monitor, denoted by ~m; (ii) all nodes in N (v) are non-monitors. In case (i), the sets F_1 = N (v) \ { ~m} and F_2 = F_1 ∪ {v} are not distinguishable because ∄ monitor-to-monitor simple paths traversing v but not nodes in F_1. In case (ii), the sets F_1 = N (v) \ {w} (where w is an arbitrary node in N (v)) and F_2 = F_1 ∪ {v} are not distinguishable as all monitor-to-monitor simple paths traversing v must go through at least one node in F_1. Based on (i–ii), we conclude that Ω(G) ≤ λ − 1, where λ is the degree of any non-monitor with at most one monitor neighbor. For Ω(G) = σ − 1, we must have λ ≥ σ, which can only be satisfied if all such non-monitors have one monitor and all the other non-monitors as neighbors. Moreover, if there are two such non-monitors v and u, then the sets F ∪{v} and F ∪{u}, where F = N \ {v, u}, are not distinguishable as all monitorto-monitor simple paths traversing v must go through F or u and vice versa. Therefore, such non-monitor must be unique.

b) Sufficiency: If each non-monitor has at least two monitors as neighbors, then G is σ-identifiable (hence also (σ − 1)- identifiable) according to Corollary 8. If all but one nonmonitor v have at least two monitors as neighbors, and v has one monitor ~m and all the other non-monitors (i.e., N \ {v}) as neighbors, then for any two failure sets F_1 and F_2 with |F_i| ≤ σ − 1 (i = 1, 2), there are two cases: (i) F_1 and F_2 differ on a non-monitor other than v; (ii) F_1 and F_2 only differ on v. In case (i), since the states of all non-monitors other than v can be independently determined, F_1 and F_2 are distinguishable. In case (ii), suppose that F_1 = F ∪ {v} and F_2 = F for F ⊆ N \ {v}. Since |F_1| ≤ σ − 1, |F | ≤ σ − 2 and ∃ a non-monitor w ∈ (N \ {v}) \ F . We know that v is a neighbor of w (as v is a neighbor of all the other nonmonitors) and w is a neighbor of a monitor m other than ~m (as it has at least two monitor neighbors). Thus, ~mvwm is a monitor-to-monitor simple path traversing v but not F , whose measurement can distinguish F_1 and F_2. Therefore, G is (σ − 1)-identifiable under CSP. ■

K. Proof of Theorem 10

Suppose condition (a) holds. Then for any candidate failure set F with |F | ≤ k and any other non-monitor v (v ∉ F ), there must be a path in P_v that is not in ⋃ w∈F P_w, i.e., traversing v but not F , which satisfies the abstract sufficient condition in Lemma 1.

Suppose condition (b) does not hold, i.e., there exists a nonmonitor v and a set of non-monitors V^′ with |V^′| ≤ k − 1 and v ∉ V^′, such that P_v ⊆ ⋃ w∈V^′ Pw. Then given failures

of all nodes in V^′, the state of v has no impact on observed path states and is thus unidentifiable, violating the abstract necessary condition in Lemma 2. ■

L. Proof of Theorem 12

Given δ(G^∗), we know that G^∗ is δ(G^∗)-vertex-connected but not (δ(G^∗) + 1)-vertex-connected. By Corollary 11, this means that G is (δ(G^∗) − 1)-identifiable but not (δ(G^∗) + 1)- identifiable, which yields the above bounds on the maximum identifiability. Note that applying Corollary 11 requires δ(G^∗) ≤ σ − 1. ■ M. Proof of Theorem 14

By definition of vertex-connectivity, G^∗ is δ(G^∗)-vertexconnected, and G_m is δ_{min}-vertex-connected for each monitor m ∈ M. This satisfies the condition in Corollary 13 (a) for k = min(δ_{min} − 1, δ(G^∗) − 2), and thus Ω^{CSP}(G) ≥ min(δ_{min} − 1, δ(G^∗) − 2). Meanwhile, since G^∗ is not (δ(G^∗) + 1)- vertex-connected, and G_m is not (δ_{min} + 1)-vertex-connected for some m ∈ M, the condition in Corollary 13 (b) is violated for k = min(δ_{min} + 1, δ(G^∗)) (which requires min(δ_{min} + 1, δ(G^∗)) ≤ σ − 1). Thus, Ω^{CSP}(G) ≤ min(δ_{min}, δ(G^∗) − 1). ■

N. Proof of Theorem 15

Since MSC(v) > Δ − 1 for all v ∈ N, G is (Δ − 1)- identifiable by Theorem 10 (a). Meanwhile, since there exists a node v ∈ N with MSC(v) = Δ, G is not (Δ+1)-identifiable by Theorem 10 (b). Together, they imply the bounds on Ω^{UP}(G). ■

REFERENCES

[1] L. Ma, T. He, A. Swami, D. Towsley, K. K. Leung, and J. Lowe, “Node failure localization in communication networks via network tomography,” in ITA Annual Fall Meeting, 2014.