arXiv:2203.12384v1 [cs.IT] 23 Mar 2022

Rank-Metric Codes and Their Applications

Hannes Bartz German Aerospace Center (DLR) hannes.bartz@dlr.de

Lukas Holzbaur Technical University of Munich lukas.holzbaur@tum.de

Hedongliang Liu Technical University of Munich lia.liu@tum.de

Sven Puchinger Hensoldt Sensors GmbH mail@svenpuchinger.de

Julian Renner Technical University of Munich julian.renner@tum.de

Antonia Wachter-Zeh Technical University of Munich antonia.wachter-zeh@tum.de

March 24, 2022

Abstract The rank metric measures the distance between two matrices by the rank of their difference. Codes designed for the rank metric have attracted considerable attention in recent years, reinforced by network coding and further motivated by a variety of applications. In code-based cryptography, the hardness of the corresponding generic decoding problem can lead to systems with reduced public-key size. In distributed data storage, codes in the rank metric have been used repeatedly to construct codes with locality, and in coded caching, they have been employed for the placement of coded symbols. This survey gives a general introduction to rank-metric codes, explains their most important applications, and highlights their relevance to these areas of research.

1 Introduction

Codes composed of matrices are a natural generalization of codes composed of vectors. Codes in the rank metric of length n ≤ m can be considered as a set of m × n matrices over a finite field F_q or equivalently as a set of vectors of length n over the extension field F_qm . The rank weight of each codeword vector is the rank of its matrix representation and the rank distance between two matrices is the rank of their difference. These definitions rely on the fact that the rank distance is indeed a metric. Several code constructions and basic properties of the rank metric show strong similarities to codes in the Hamming metric. However, there are also notable differences, e.g., in the list decoding properties.

Error-correcting codes in the rank metric were first considered by Delsarte (1978), who proved a Singleton-like upper bound on the cardinality of rank-metric codes and constructed a class of codes achieving this bound^1. This class of codes was reintroduced by Gabidulin (1985) in his fundamental paper “Theory of Codes with Maximum Rank Distance”. Further, in his paper several properties of codes in the rank metric and an efficient decoding algorithm based on an equivalent of the Euclidean algorithm were shown. Since Gabidulin’s publication contributed significantly to the development of error-correcting codes in the rank metric, the most famous class of codes in the rank metric — the equivalents of Reed–Solomon codes — are nowadays called Gabidulin codes. These codes can be defined by evaluating non-commutative linearized polynomials, proposed by Ore (Ore, 1933a; Ore, 1933b). Independently of the previous work, Roth (1991) discovered in 1991 codes in the rank metric and applied them for correcting crisscross error patterns.

The goal of this survey is to provide an overview of the known properties of rankmetric codes and their application to problems in different areas of coding theory and cryptography.

Chapter 2 provides a brief introduction to rank-metric codes, their properties and their decoding. After providing basic notations for finite fields and linearized polynomials, we consider codes in the rank metric. We first define the rank metric and give basic properties and bounds on the cardinality of codes in the rank metric (namely, equivalents of the Singleton, sphere-packing, and the Gilbert–Varshamov bounds). Then, we define Gabidulin codes, show that they attain the Singleton-like upper bound on the cardinality and give their generator and parity-check matrices. We describe their decoding up to half the minimum rank-distance by syndrome-based decoding. A summary of how to accomplish this efficiently is given and the problem of error-erasure correction is considered. We also give an overview on list decoding of Gabidulin codes and consider interleaved and folded Gabidulin codes. Finally, further classes of rank-metric codes such as twisted Gabidulin codes are briefly discussed.

Rank-metric codes have several applications in communications and security, including public-key code-based cryptography. In 1978, Rivest, Shamir and Adleman (RSA) (Rivest et al., 1978) proposed the first public-key cryptosystem in order to guarantee secure communication in an asymmetric manner. Since then, public-key cryptography is essential to protect data via encryption, to enable secure key exchange for symmetric encryption, and to protect the authenticity and integrity of data via digital signature schemes. Only one year after the RSA cryptosystem was introduced, whose security relies on the hardness of the integer factorization problem, McEliece (1978) proposed the first public key cryptosystem based on error-correcting codes. In his pioneering work McEliece showed that hard problems in coding theory can be used to derive public-key cryptosystems. A crucial drawback of the McEliece cryptosystem compared to other public-key cryptosystems, such as RSA or elliptic curve cryptosystems (ECC), is its large public-key size. The recent develop-

1In analogy to MDS codes, such codes are called Maximum Rank Distance (MRD) codes.

ments in quantum computing rendered all of the currently used public-key cryptosystems whose security relies on the integer factorization or the discrete logarithm problem insecure. In particular, Shor’s algorithm (Shor, 1999) allows to solve both, the integer factorization problem and the discrete logarithm problem in polynomial time, which in turn allows to break the corresponding public-key cryptosystems completely, given a sufficiently large quantum computer. Since code-based public-key cryptosystems are resilient against all known attacks on quantum computers, including Shor’s algorithm, they are considered to be quantum-resistant (or post-quantum secure) cryptosystems. Quantum-resistant cryptography is an important research area to ensure the long-term security of transmitted and stored data. Therefore, the National Institute of Standards and Technology (NIST) opened a standardization call, which meanwhile has reached its final round (NIST, 2017). In order to reduce the public-key size, many new McEliece variants based on several codes were proposed, both before and independent of the NIST competition and also as submissions to the NIST competition. This includes a long history of variants based on codes in the rank metric. The first McEliece variant in the rank metric was proposed by Gabidulin et al. (1991) and is therefore known as the GPT cryptosystem. Although no rank-metric based schemes are among the finalists, rank-metric based schemes are considered as potential candidates for future standards (Alagic et al., 2020).

Chapter 3 gives an overview of rank-metric code-based quantum-resistant encryption and authentication schemes. First, hard problems which can be used to design rank-metric code-based cryptosystems are considered. Then, a general framework to define most GPT variants is given, and the particular variants are described. Finally, an overview on non- GPT-like cryptosystems, including the NIST submission Rank Quasi Cyclic (RQC), and rank-metric code-based signature schemes is given.

Rank-metric codes find applications not only in the cryptographic protection of data, but also in ensuring its integrity. The increase in the amount of data that is stored by distributed storage systems has motivated a transition from replication of the data to the use of more involved storage codes, most commonly Maximum Distance Separable (MDS) codes. By storing one symbol of a codeword on each node, a node failure then corresponds to a symbol erasure and the Hamming distance of the storage code provides a guarantee on the number of failures the system can tolerate before data loss occurs. However, as the number of nodes in these systems grows, not only the number of tolerable node failures, but also the efficiency of the node repair process becomes a concern. Codes with locality (Huang et al., 2007; Chen et al., 2007; Gopalan et al., 2012) address this issue by reducing the number of nodes required for repair in the more likely event of a single or small number of node failures. While these codes are designed for the Hamming metric, codes for the rank metric, in particular, Gabidulin codes have repeatedly been used to construct these codes, especially for the stronger notion of maximally recoverable

(MR) locally repairable/recoverable codes (LRCs)^2. Further, rank-metric codes have also been used in another area related to distributed storage, referred to as coded caching. Caching is a commonly used strategy to reduce the traffic rate during the peak hours. The communication procedure consists of two phases: placement and delivery. The seminal work by Maddah-Ali and Niesen (2014) has shown that applying coding merely in the delivery phase can reduce the traffic rate. As a further improved scheme (Yu et al., 2018) has been shown to be order-optimal under uncoded placement, schemes with coded placement (Chen et al., 2016; Gómez-Vilardebó, 2018) become of interest in order to further reduce the traffic rate during the delivery phase. Rank-metric codes have been utilized in the scheme with coded placement by Tian and Chen (2018), which has been shown to outperform the optimal scheme with uncoded placement (Yu et al., 2018) in the regime of small cache size.

In Chapter 4, the application of rank-metric codes to distributed data storage is outlined. First, we explore the connection between codes with locality and rank-metric codes by providing a high-level description of the property exploited by many constructions of (MR) LRCs. Second, we present the application of Maximum Rank Distance (MRD) codes in the coded caching scheme by Tian and Chen (2018).

Network coding has been attracting attention since the fundamental works by Ahlswede et al. (2000) and Li et al. (2003) showed that the capacity of multicast networks can be achieved by performing linear combinations of packets instead of just forwarding them. Rank-metric codes have been used in network coding solutions (Etzion and Wachter-Zeh, 2018) and error correction in coherent networks (Silva and Kschischang, 2009b). For random networks, rank-metric codes are used to correct errors by the lifting construction (Silva et al., 2008). In addition, the subspace metric (Kötter and Kschischang, 2008a) was introduced for error control, as this metric perfectly captures the type of errors that occur in (random) linear network coding. Due to the close relation between the rank metric and the subspace metric, rank-metric codes are a natural choice to construct subspace codes for error control in random network coding.

Chapter 5 introduces constructions of network codes based on MRD codes, constructions of subspace codes by lifting rank-metric codes, bounds on the cardinality, and the list decoding capability of subspace codes. We first present constructions based on MRD codes for a class of deterministic multicast networks, which guarantee that all the receivers decode all the messages. Two error models commonly considered in networks are described. We introduce subspace codes, with a focus on constructions based on lifting rank-metric codes and provide upper bounds on the size of subspace codes. Further, an analysis of list decoding subspace codes is provided.

Finally, Chapter 6 concludes this survey and shortly mentions further applications of rank-metric codes.

2MR LRCs are also referred to as partial MDS (PMDS) codes.

2 Basics on Rank-Metric Codes

Codes in the rank metric have drawn increasing interest in recent years due to their application to cryptography, distributed storage and network coding. The survey by Gorla and Ravagnani (2018) mainly focuses on combinatorial properties of rank-metric codes, while the one by Sheekey (2019a) considers MRD codes and their properties. In particular, Gorla and Ravagnani (2018) and Gorla (2019) treat (amongst others): isometries, anticodes, duality, MacWilliams identities, generalized weights in the rank metric. We will therefore not considers these topics in this survey. An English version of the textbook by Gabidulin (2021) has been published recently which contains a collection of Gabidulin’s results in the area of rank-metric codes. Our survey deals shortly with properties of rank-metric codes, but the main focus is on their decoding and their applications to code-based cryptography, storage, and network coding.

In this chapter, we give an introduction to rank-metric codes, their properties and decoding. In Section 2.1, we provide the basic notation used in this survey. Section 2.2 defines linearized polynomials and recalls some basic properties. In Section 2.3, we define the rank metric and state bounds on the cardinality of rank-metric codes, i.e., spherepacking, Gilbert–Varshamov, and Singleton-like bounds. Section 2.4, 2.5 and 2.6 provide the weight distribution of rank metric codes, constant-rank codes and covering property of rank-metric codes, respectively. Section 2.7 defines Gabidulin codes, proves their minimum rank distance and gives generator and parity-check matrices. In Section 2.8, we describe syndrome-based decoding of Gabidulin codes, i.e., we prove the key equation, show how to solve it and how to reconstruct the final error. We also outline error-erasure decoding and summarize known fast decoders. In Section 2.9, we discuss results on list decoding of Gabidulin codes. Further, we introduce interleaved Gabidulin codes (Section 2.10), folded Gabidulin codes (Section 2.11) and summarize further classes of MRD codes (Section 2.13).

2.1 Notation

This section introduces notation that is used throughout the survey.

We denote a finite field of size q by F_q and the set of all row vectors and matrices over this field by F^n_q and F^{m×n}_q , respectively. The ring of integers is given by Z and the non-negative integers by Z_{≥0}. The set of integers {i | a ≤ i ≤ b} is denoted by [a, b] or by [b] if a = 1. To simplify the notation, we denote α^{qi} = α^{[i]}.

For a linear code of length n, dimension k over F_qm , and F_q -rank distance d we write [n, k, d]^R_qm and for a non-linear code of cardinality M we write (n, M, d)^R_qm . Similarly, a code of Hamming distance d over F_qm is denoted [n, k, d]^H_qm . The rank and Hamming distance of a code C are given by d_R(C) and d_H(C), respectively.

The entries of a matrix A ∈ F^{m×n}_q are given by A_{i,j} for i ∈ [1, m], j ∈ [1, n] and the entries of a vector a ∈ F^n by a_i for i ∈ [1, n]. Denote by ⟨A⟩_q the row-space of A, i.e., the F_q -linear vector space spanned by the rows of A. Similarly, ⟨A⟩^c_q denotes its column space. We define a mapping from F^n_qm to F^{m×n}_q by

ext_β : F^n_qm → F^{m×n}_q

a = (a_1, . . . , a_n) → A = � � � � A_{1,1} . . . A_{1,n} . . ... . . A_{m,1} . . . A_{m,n}

� � � � , where β = (β_1, β_2, . . . , β_m) is a basis of F_qm over F_q and

a_j = m� i=1 A_{i,j}β_i, ∀j ∈ [1, n].

The weight of a vector a ∈ F^n_qm in the rank metric is its F_q -rank, which is defined as rk_q(a) = rk(ext_β(a)).

The trace operator is given by

Tr_qm_{/q} : F^n_qm → F^n_q

a = (a_1, . . . , a_n) →

�_{m−1} � i=0 a^{[i]}_1 , . . . , m−1� i=0 a^{[i]}_n � . The Gaussian binomial coefficient, i.e., the number of r-dimensional subspaces of the vectorspace F^s_q , is given by � s r � q := � � � (1−q^s)(1−q^{s−1} )...(1−q^{s−r+1}) (1−q)(1−q^2 )...(1−q^r ) for r ≤ s

0 for r > s,

where s and r are non-negative integers. The collection of these subspaces of dimension N of the ambient space is denoted P_q(N) and G_q (N, i) denotes the set of subspaces of dimension i in P_q(N). Hence, P_q(N) = ∪^N_{i=1}G_q (N, i).

2.2 Linearized Polynomials

Linearized polynomials constitute a non-commutative ring and will later provide the definition of Gabidulin codes. Apart from their application to coding theory, linearized polynomials are used, e.g., in root-finding of usual polynomials and as permutation polynomials in cryptography.

They are also called q-polynomials and were introduced in 1933 by Ore (1933a) as a special case of skew polynomials (Ore, 1933b). The theory of skew polynomials is quite rich and widely investigated (Jacobson, 1943; Giesbrecht, 1998; Jacobson, 2010). It is possible to construct error-correcting codes based on skew polynomials (Boucher et al., 2007; Boucher and Ulmer, 2009b; Boucher and Ulmer, 2009a; Chaussade et al., 2009; Boucher and Ulmer, 2012).

Linearized polynomials are defined as follows.

Definition 2.2.1 (Linearized Polynomial). A polynomial a(x) is a linearized polynomial if it has the form

a(x) =

d_a� i=0 a_ix^{[i]}, a_i ∈ F_qm ∀i ∈ [0, d_a].

The non-commutative univariate linearized polynomial ring with indeterminate x, consisting of all such polynomials over F_qm , is denoted by L_qm [x].

The q-degree of a(x) is defined to be the largest i ∈ [0, d_a] such that a_i ≠ 0.

Remark 2.2.1. Linearized polynomials are a special case of skew polynomials^1, which were also introduced by Ore (1933b). Since a lot of literature on rank-metric codes defines rankmetric codes as evaluation codes of the more general class of skew polynomials, we briefly outline the connection here.

Let F_qm be a field extension of F_q . The Galois group of the field extension is denoted by Gal(F_qm /F_q ), and consists of all automorphisms σ of F_qm that fix the small field F_q , i.e., σ(a) = a for all a ∈ F_q . For finite fields, the Galois group consists of all powers of the Frobenius automorphism ϕ_q : F_qm → F_qm , a → a^q, i.e.,

Gal(F_qm /F_q ) = � ϕ^i_q : 0 ≤ i < m � . The skew polynomial ring w.r.t. F_qm and σ ∈ Gal(F_qm /F_q ) is the set of polynomials of the form a = d_a� i=0 a_ix^i,

where a_i ∈ F_qm and d_a ∈ Z_{≥0}. Addition is defined as usual, i.e., component-wise, but multiplication is defined using the multiplication rule x · a := σ(a)x for all a ∈ F_qm , and extended to arbitrary degree polynomials by associativity and distributivity. Hence, the closed-form expression for the multiplication of two polynomials a, b ∈ F_qm [x; σ] is

a · b = � i

� � i� j=0 a_j σ^j (b_{i−j}) � � x^i. (2.1)

1Skew polynomials become linearized polynomials when the derivation is zero and the Frobenius automorphism is used, i.e., when we consider only Fq -linear maps.

This multiplication rule is in general non-commutative. The degree of a skew polynomial is defined by deg a := max{i : a_i ≠ 0} for a ≠ 0, and deg a := −∞ for a = 0. The operator evaluation of a skew polynomial a is the map

a(·) : F_qm → F_qm , α → � i a_iσ^i(α).

Note that there are several ways to define evaluation of skew polynomials, see, e.g., (Boucher and Ulmer, 2012). Other types of evaluations, such as the remainder evaluation, also have applications in coding theory.

The ring of linearized polynomials is isomorphic to the ring of skew polynomials with Frobenius automorphism σ = ϕ_q through the obvious isomorphism

φ : L_qm [x] → F_qm [x; σ],

d_a� i=0 a_ix^{qi} →

d_a� i=0 a_ix^i.

This can be easily seen by replacing σ by the Frobenius automorphism in the multiplication rule formula. Furthermore, the degree of a skew polynomial equals the q-degree of its corresponding linearized polynomial, and the operator evaluation of a skew polynomial equals the ordinary evaluation of its corresponding linearized polynomial. ⋄

Recall that for any B ∈ F_q , B^{[i]} = B holds for any integer i. This provides the following lemma about evaluating linearized polynomials.

Lemma 2.2.1 (Evaluation of a Linearized Polynomial (Berlekamp, 1984, Theorem 11.12)). Let B = {β_0, β_1, . . . , β_{m−1}} be a basis of F_qm over F_q , let a(x) be a linearized polynomial as in Definition 2.2.1 and let b ∈ F_qm . Denote ext_β (b) = (B_0 B_1 . . . B_{m−1})^⊤ ∈ F^{m×1}_q . Then,

a(b) = m−1� i=0 B_ia � β_i � . Lemma 2.2.1 establishes the origin of the name linearized polynomials: for all A_1, A_2 ∈ F_q , all b_1, b_2 ∈ F_qm , and a(x) ∈ L_qm [x] it holds that a � A_1b_1 + A_2b_2 � = A_1a � b_1 � + A_2a � b_2 � . Hence, any F_q -linear combination of roots of a linearized polynomial a(x) is also a root of a(x).

Theorem 2.2.2 (Roots of a Linearized Polynomial (Berlekamp, 1984, Theorem 11.31)). Let a(x) ∈ L_qm [x] be a linearized polynomial and let the extension field F_qs of F_qm contain all roots of a(x). Then, its roots form a linear space over F_q and each root has the same multiplicity, which is a power of q.

The roots of a(x) form a linear space of dimension d_r ≤ d_a. Let {β_0, β_1, . . . , β_{dr −1}} be a basis of this d_r-dimensional root space. Then, each distinct root r ∈ F_qs of a(x) can be expressed uniquely as r =

�_{dr −1} i=0 R_iβ_i, where R_i ∈ F_q ∀i. Conversely, the following lemma shows that the unique minimal subspace polynomial is always a linearized polynomial. Lemma 2.2.3 (Minimal Subspace Polynomial (Lidl and Niederreiter, 1996, Theorem 3.52)). Let U be a linear subspace of F^m_q , considered over F_qm . Let u_0, u_1, . . . , u_{dim(U)−1} ∈ F_qm be a basis of this subspace. Then, the minimal subspace polynomial M_{u0,u1,...,udim(U)−1} (x) := � u∈U � x − ext^{−1}_β (u) � , is a linearized polynomial over F_qm of q-degree dim(U).

The q-Vandermonde matrix was introduced by Moore (1896) and plays an important role in linearized interpolation, evaluation and the q-transform. For a vector a = (a_0 a_1 . . . a_{n−1}) ∈ F^n_qm , we obtain the s × n q-Vandermonde matrix by the following map: qvan_s : F^n_qm → F^{s×n}_qm

a = (a_0 a_1 . . . a_{n−1}) → M_{s,q} (a) := � � � � � a_1 a_2 . . . a_n a^q_1 a^q_2 . . . a^q_n . . . . . .. . . a^{qs−1}_1 a^{qs−1}_2 . . . a^{qs−1}_n

� � � � � . (2.2)

Lemma 2.2.4 (Determinant of Moore Matrix (Lidl and Niederreiter, 1996, Lemma 3.15)). Let a = (a_0 a_1 . . . a_{n−1}) ∈ F^n_qm . The determinant of the square n × n Moore matrix, defined as in (2.2), is det � M_{s,q} (a) � = a_0 n−2� j=0 � B_0,...,B_j ∈F_q � a_{j+1} − j� h=0 B_ha_h � . Hence, det (M_{s,q} (a)) ≠ 0 if and only if a_0, a_1, . . . , a_{n−1} are linearly independent over F_q . If a_0, a_1, . . . , a_{n−1} are linearly independent over F_q , then M_{s,q} (a) has rank min{s, n}.

2.3 Rank-Metric Codes

The rank distance between a and b is the rank of the difference of the two matrix representations, i.e., d_R(a, b) := rk_q(a − b) = rk_q(A − B).

The minimum distance of a rank-metric code C(n, M)^R_qm over F_qm of length n and cardinality M is defined as d_R(C) := min_{a,b∈C}

a≠b

d_R(a, b).

A linear rank-metric code C over F_qm , denoted by [n, k, d]^R_qm , is a linear subspace of F^n_qm of dimension k and minimum rank distance

d_R(C) = min_{a,b∈C}

a≠b

d_R(a, b) = min_{a∈C}

a≠0

rk_q(a),

where the second equality holds because in a linear code any codeword can be represented as a linear combination of other codewords, thus, d_R(a, b) = d_R(a − b, 0).

A sphere in the rank metric of radius τ around a word a ∈ F^n_qm is the set of all words in rank distance exactly τ from a and a ball is the set of all words in rank distance at most τ from a. Such a sphere will be denoted by S^{(τ )}_R (a) = S^{(τ )}_R (A) and such a ball by B^{(τ )}_R (a) = B^{(τ )}_R (A). The cardinality of B^{(τ )}_R (a) can obviously be obtained by summing up the cardinalities of the spheres around a of radius from zero up to τ. The number of matrices of a certain rank is given, e.g., in (Migler et al., 2004). Therefore, we have

|S^{(τ )}_R (a)| = � m τ � q τ −1� j=0 (q^n − q^j),

|B^{(τ )}_R (a)| = τ� i=0 |S^{(i)}_R (a)| = τ� i=0 � m i � q i−1� j=0 (q^n − q^j).

Note that the cardinalities |B^{(τ )}_R (a)| and |S^{(τ )}_R (a)| are independent of the choice of their center. The following lemma gives upper and lower bounds on the cardinality of balls with rank radius τ.

Lemma 2.3.1 (Bounds on Ball Size (Gadouleau and Yan, 2008a, Lemma 5)). For 0 ≤ τ ≤ min{n, m}, q^{τ (m+n−τ )} ≤ |B^{(τ )}_R (a)| < K^{−1}_q · q^{τ (m+n−τ )}, where K_q :=

�_∞ j=1(1 − q^{−j} ).

The asymptotic behavior of |B^{(τ )}_R (a)| as n → ∞, while lim_{n→∞}^n_m is a constant, can be found in (Gadouleau and Yan, 2008a, Lemma 11).

The cardinality of the intersection of two balls rank of given rank radius can be found in (Gadouleau and Yan, 2008a, Proposition 4, 5), while the size of the union of any K balls can be found in (Gadouleau and Yan, 2009, Lemma 2).

The following theorem states analogs of the sphere-packing (Hamming) and Gilbert– Varshamov bound in the rank metric, which can be proven similar to the Hamming metric (Gadouleau and Yan, 2006; Loidreau, 2008; Gadouleau and Yan, 2008a; Loidreau, 2012).

Theorem 2.3.2 (Sphere Packing and Gilbert–Varshamov Bound in the Rank Metric (Gadouleau and Yan, 2006)). Let A^R_qm (n, d) denote the maximum cardinality of a block code over F_qm of length n and minimum rank distance d and let τ_0 =

�_{d−1} 2 � . Then,

q^{mn} |B^{(d−1)}_R (0)|

≤ A^R_qm (n, d) ≤ q^{mn} |B^{(τ0)}_R (0)|

. (2.3)

The LHS of (2.3) is the Gilbert–Varshamov bound in the rank metric and the RHS of (2.3) is the sphere packing bound in the rank metric.

A code is called perfect in the rank metric if it fulfills the RHS of (2.3) with equality. For a perfect code, the balls of radius τ_0 =

�_{d−1} 2 � around all codewords cover the whole space. However, in contrast to the Hamming metric, perfect codes do not exist in the rank metric (Loidreau, 2008, Proposition 2).

The Singleton bound in the rank metric is given in the following theorem.

Theorem 2.3.3 (Singleton Bound in the Rank Metric (Delsarte, 1978, Theorem 5.4)). Let C be a code over F_qm of length n, cardinality M, and minimum rank distance d. The cardinality M of C is restricted by

M ≤ q^{min{n(m−d+1), m(n−d+1)}} = q^{max{n,m}(min{n,m}−d+1)}. (2.4)

If the cardinality of a code fulfills (2.4) with equality, the code is called maximum rank distance (MRD) code. An MRD (not necessarily linear) code over F_qm of length n, cardinality M = q^{max{n,m}(min{n,m}−d+1)}, and minimum rank distance d is denoted by MRD(n, M).

For linear codes of length n ≤ m and dimension k, Theorem 2.3.3 implies that d ≤ n − k + 1, cf. (Gabidulin, 1985, Corollary, p. 2). A linear MRD code over F_qm of length n ≤ m, dimension k, and minimum rank distance d = n − k + 1 is therefore denoted by MRD[n, k] and has cardinality M = q^{mk}. If n > m, we simply transpose all matrices and apply the previous considerations.

2.4 Weight Distribution of MRD Codes

In (Delsarte, 1978, Theorem 5.6) and (Gabidulin, 1985, Section 3), the weight distribution of linear MRD codes was derived. Let A_s(n, d) denote the number of codewords of an MRD[n, k] code of rank s. This number can be calculated by separating the code into subspaces of dimension s and determining the number of words of the code in this subspace. By this, we obtain the recursive equation:

A_s(n, d) = � n s � A_s(s, d), d ≤ s ≤ n,

where A_s(s, d) denotes the number of codewords in each s-dimensional subspace.

The rank weight distribution of MRD[n, k] codes can be given by (Gabidulin, 1985)

A_{d+s} = � n d + s

�_s� j=0 (−1)^{j+s} � d + s d + j � q^{(s−j)(s−j−1)/2}(q^{m(j+1)} − 1) � � �

=:B_j ,

for s = 0, 1, . . . , n − d and n ≤ m.

Note that for the special case of s = 0 (i.e., the number of codewords of weight exactly d), we obtain:

A_d(n, d) = � n d � (q^m − 1).

In the following, we provide upper and lower bounds as well as an approximation of the MRD weight distribution, which might be helpful to quickly estimate the number of rank-s codewords. The relation between B_j and B_{j+1} can be estimated as

B_j B_{j+1} = �_{d+s} d+j � q^{(s−j)(s−j−1)/2}(q^{m(j+1)} − 1) �_{d+s}

d+j+1 � q^{(s−j−1)(s−j−2)/2}(q^{m(j+2)} − 1) ≈ �_{d+s} d+j � q^{(s−j−1)} �_{d+s}

d+j+1 � q^m

≈ q^{(d+j)(s−j)−(d+j+1)(s−j−1)} · q^{s−j−1−m} = q^{(d+j)−(s−j)+1} · q^{s−j−1−m} = q^{d+j−m}.

For an upper bound on A_{d+s}, we only consider the highest term, i.e., j = s, and obtain

A_{d+s} ≤ � n d + s � � d + s d + s � q^0(q^{m(s+1)} − 1) ≤ � n d + s � q^{m(s+1)}.

To obtain a lower bound, we consider the difference between the two highest terms:

A_{d+s} ≥ � n d + s � � (q^{m(s+1)} − 1) − � d + s d + s − 1 � q^0(q^{ms} − 1) �

= � n d + s � � (q^{m(s+1)} − 1) − (q^{d+s} − 1)(q^{ms} − 1) �

≈ � n d + s � � q^{m(s+1)} − q^{d+s}q^{ms} � = � n d + s � q^{m(s+1)} � 1 − q^{d+s−m} � . The following expression provides a rough estimate of the weight distribution:

A_{d+s} ≈ � n d + s � q^{m(s+1)} ≈ q^mq^{nd−d2−2ds−s2} .

2.5 Constant-Rank Codes

A concept closely related to the rank weight distribution of a code are constant-rank codes. Commonly, codes are designed to guarantee a lower bound on the minimum rank-distance of any two codewords. For linear codes, this implies a lower bound on the rank of each codeword, i.e., every codeword in a linear rank-metric code of minimum rank-distance d has rank at least d. In most cases, an [n, k, d]^R_qm rank-metric code designed to have minimum distance d will contain words of any rank w with d ≤ w ≤ n. In contrast, constant-rank codes only contain words of a given rank. Their equivalent in the Hamming metric, so-called constant-weight codes, play an important role in list decoding (Johnson, 1962; Bassalygo, 1965) and a variety of other applications (see, e.g., (Agrell et al., 2000) and the references within).

Constant-rank codes were first considered by Gadouleau and Yan (2010), where they are used to solve problems related to constant-dimension codes (a class of subspace codes), which have application in noncoherent network coding (see Section 5.5.4). Similar to the Hamming metric, they also have implications for list-decoding of rank-metric codes, as discussed in Section 2.9.

Definition 2.5.1 (Constant-Rank Code (Gadouleau and Yan, 2010)). A (n, M, d)^R_qm code C ⊂ F^n_qm is said to be of constant-rank w if

rk_q(c) = w, ∀ c ∈ C.

Note that any non-trivial (w > 0) constant-rank code is necessarily non-linear, as it does not contain the all-zero codeword.

In (Gadouleau and Yan, 2010) it was shown that a constant-rank code of a certain cardinality can be constructed from a pair of constant-dimension subspace codes (for more details on subspace codes, see Section 5.4) of the same cardinality. This result was later generalized to arbitrary cardinalities by Wachter-Zeh (2013, Proposition 2).

Lemma 2.5.1 ((Gadouleau and Yan, 2010, Prop. 3),(Wachter-Zeh, 2013, Prop. 2)). Let C_1 and C_2 be (n_1, M_1) and (n_2, M_2) constant-dimension r codes of subspace distance d_{S,1} and d_{S,2}, respectively, where r ≤ min{n_1, n_2}. Then, there exists an (n, M, d_R)^R_qm constant-rank r code of cardinality M = min{M_1, M_2}. Furthermore, the minimum rank distance d_R is

d_R ≥ 1 2 d_{S,1} + 1 2 d_{S,2} ,

and, if M_1 = M_2, then

d_R ≤ 1 2 min{d_{S,1}, d_{S,2}} + r .

Similarly, optimal constant-dimension codes can be constructed from optimal constantrank codes (Gadouleau and Yan, 2010, Theorem 2).

Further, Gadouleau and Yan (2010) presents rank-metric analogs of several bounds on the cardinality of codes in the Hamming metric. Specifically, bounds resembling the Johnson bound, the Singleton bound, and the Bassalygo-Elias are introduced.

In (Wachter-Zeh, 2013) a close inspection of the achievable size of constant-rank codes results in upper and lower bounds on their cardinality. Interestingly, these results show that, unlike for codes in the Hamming metric, there does not exist a generic list decoding radius beyond the unique decoding radius that is guaranteed to be achievable for any code of a given length and minimum rank distance, independent of its structure (for more details, see Section 2.9).

A classification of constant weight codes was developed in (Randrianarisoa, 2019) based on a geometric approach.

2.6 Covering Property

The covering radius of a code C ⊆ F^n_qm is the smallest integer ρ such that all vectors in the space F^n_qm are within distance ρ to some codeword of C, i.e.,

ρ(C) := max_{x∈Fnqm} min_{c∈C} d(x, c).

The covering radius of is a fundamental property of a code, which is generally harder to compute than the minimum distance. It measures the maximum weight of a correctable error vector. It also characterizes the maximality property of a code. A code C is said to be maximal if there does not exist any code C^′ of the same length and minimum distance such that C ⊂ C^′. A maximal code has covering distance less than its minimum distance (Cohen et al., 1985; Byrne and Ravagnani, 2017), i.e., ρ(C) ≤ d(C) − 1.

The covering problem is to find the minimum cardinality of a code C ⊆ F^n_qm with covering radius ρ. Denote by M_R(q^m, n, ρ) the minimum cardinality of such a code. This quantity for codes in the Hamming metric has been studied extensively (see (Bartoli et al., 2014; Cohen et al., 1997) and the references therein). In the rank-metric, the covering property has been studied by Gadouleau and Yan (2008a), (Gadouleau and Yan, 2009) for codes which are F_qm -linear. Several lower and upper bounds on M_R(q^m, n, ρ) can be found in (Gadouleau and Yan, 2008a, Section V) and (Gadouleau and Yan, 2009). The numerical results and comparisons of the bounds for small parameters (ρ ≤ 6, m ≤ 7) can be found in the tables provided by both references. From (Gadouleau and Yan, 2009, Table I) one can observe that there is gap between the best upper and lower bounds for these parameters. Finding tighter bounds for non-asymptotic parameters is still an open problem. The existing bounds are computationally expensive for larger code parameters.

The asymptotic behavior of M_R(q^m, n, ρ) is stated in (Gadouleau and Yan, 2008a, Theorem 1). More results on the covering property of F_q -linear codes endowed with the rank metric can be found in (Byrne and Ravagnani, 2017).

2.7 Gabidulin Codes

Gabidulin codes are a special class of rank-metric codes and can be defined by their generator matrices.

Definition 2.7.1 (Gabidulin Code (Gabidulin, 1985)). A linear G(n, k) Gabidulin code over F_qm of length n ≤ m and dimension k, denoted by G(n, k), is defined by its k × n generator matrix G = M_{k,q} ((g_0 g_1 . . . g_{n−1})) , where g = (g_0 g_1 . . . g_{n−1}) ∈ F^n_qm and rk_q(g) = n.

It was shown by Gabidulin (1985) that Gabidulin codes are MRD codes, i.e., they are of minimum rank-distance d = n − k + 1.

Equivalently, we can define Gabidulin codes by evaluating q-degree restricted linearized polynomials:

G(n, k) := � (f(g_0) f(g_1) . . . f(g_{n−1})) = f(g) : f(x) ∈ L_qm [x]_{<k} � , where the fixed elements g_0, . . . , g_{n−1} ∈ F_qm are linearly independent over F_q and L_qm [x]_{<k} is the set of all linearized polynomials with q-degree less than k.

Theorem 2.7.1 (Minimum Rank Distance of a Gabidulin Code). The minimum rank distance of a G(n, k) Gabidulin code over F_qm with n ≤ m is d = n − k + 1.

Proof. The evaluation polynomials f(x) have q-degree less than k and therefore the dimension of their root spaces over F_qm is at most k − 1.

Let C = ext_β (c) ∈ F^{m×n}_q denote the representation of c ∈ G(n, k). Since the evaluation of a linearized polynomial at a basis is an F_q -linear map, the dimension of the right kernel of C ∈ F^{m×n}_q is equal to the dimension of the root space of the corresponding evaluation polynomial f(x). Therefore, dim ker(c) ≤ k − 1, ∀c ∈ G(n, k).

By linearity, there is a codeword c in G(n, k) of rank d and due to the rank nullity theorem, for this codeword dim ker(c) = n − d holds. Hence, dim ker(c) = n − d ≤ k − 1 ⇐⇒ d ≥ n − k + 1.

However, the Singleton-like bound (2.4) implies that d ≤ n − k + 1 and hence, d = n − k + 1.

Gabdulin codes achieve the Singleton bound (2.4) with equality, thus they are MRD codes.

Lemma 2.7.2 (Parity-Check Matrix of Gabidulin Code). Let G be a generator matrix of a G(n, k) code, where g_0, g_1, . . . , g_{n−1} ∈ F_qm are linearly independent over F_q . Let h_0, h_1, . . . , h_{n−1} be a non-zero solution for the following n − 1 linear equations:

n−1� i=0 g^{[j]}_i h_i = 0, ∀j ∈ [−n + k + 1, k − 1]. (2.5)

Then, the (n − k) × n matrix

H := M_{n−k,q} ((h_0 h_1 . . . h_{n−1})) =

� � � � � � h^{[0]}_0 h^{[0]}_1 . . . h^{[0]}_{n−1} h^{[1]}_0 h^{[1]}_1 . . . h^{[1]}_{n−1} . . . . . .. . . h^{[n−k−1]}

0 h^{[n−k−1]}

1 . . . h^{[n−k−1]}_{n−1}

� � � � � � ,

is a parity-check matrix of the G(n, k) code.

Proof. Since the dual of a G(n, k) code is a G(n, n − k) code (Gabidulin, 1985, Theorem 3), we have to prove that H is a generator matrix of this dual code, i.e., G · H^⊤ = 0 has to hold, which is equivalent to the following n − 1 linear equations:

n−1� i=0 g^{[l]}_i h^{[j]}_i = 0, ∀l ∈ [0, k − 1], j ∈ [0, n − k − 1],

⇐⇒ n−1� i=0 g^{[j]}_i h_i = 0, ∀j ∈ [−n + k + 1, k − 1].

Therefore, if h_0, h_1, . . . , h_{n−1} are linearly independent over F_q , H is a generator matrix of the dual code G(n, n − k). To prove this, denote ~g = (g^{[−n+k+1]}_0 g^{[−n+k+1]}_1 . . . g^{[−n+k+1]}_{n−1} ). Then, (2.5) is equivalent to

M_{n−1,q} (~g) · (h_0 h_1 . . . h_{n−1})^⊤ = 0. (2.6)

The matrix M_{n−1,q} (~g) is a generator matrix of a G(n, n−1) code, since g^{[−n+k+1]}_0 , g^{[−n+k+1]}_1 , . . . , g^{[−n+k+1]} n−1 ∈ F_qm are linearly independent over F_q . Due to (2.6), the vector (h_0 h_1 . . . h_{n−1}) is a codeword of a G(n, 1) code, i.e., of the dual code of the G(n, n − 1) code. This G(n, 1) code has minimum rank distance d = n − 1 + 1 = n and therefore rk((h_0 h_1 . . . h_{n−1})) = n. Thus, H is a generator matrix of the dual G(n, n − k) code and therefore a parity-check matrix of the G(n, k) code.

2.8 Decoding of Gabidulin Codes

We now recall some well-known results on the decoding of Gabidulin codes.

2.8.1 Decoding of Errors

Following the descriptions of (Gabidulin, 1985; Roth, 1991; Gabidulin, 1992), we explain the idea of syndrome-based bounded minimum distance (BMD) decoding, without going into detail about the different algorithmic possibilities.

Let r = c + e ∈ F^n_qm be the received word, where c ∈ G(n, k). The goal of decoding is to reconstruct c, given only the received word r. Clearly, this is possible only if the rank of the error e is not too big. Syndrome-based BMD decoding of Gabidulin codes follows similar steps as syndrome-based BMD decoding of Reed–Solomon codes. For Reed– Solomon codes, the two main steps are determining the “error locations” and finding the “error values”, where the second step is considered to be much easier. Algebraic BMD decoding of Gabidulin codes also consists of two steps; however, the second one is not necessarily the easier one. The starting point of decoding Gabidulin codes is to decompose the error, based on the well-known rank decomposition of a matrix.

Lemma 2.8.1 (Rank Decomposition (Matsaglia and Styan, 1974, Theorem 1)). For any matrix X ∈ F^{m×n}_q of rank r there exist full rank matrices Y ∈ F^{m×r}_q and Z ∈ F^{r×n}_q such that X = YZ. Moreover, the column space of X is ⟨X⟩^c_q = ⟨Y⟩^c_q ∈ G_q (m, r) and the row space is ⟨X⟩_q = ⟨Z⟩_q ∈ G_q (n, r).

Therefore, we can rewrite the matrix representation of e with rk_q(e) = t by:

E = ext_β (e) = A · B, with A ∈ F^{m×t}_q , B ∈ F^{t×n}_q ,

and if we define a := ext^{−1}_β (A) ∈ F^t_qm :

e = ext^{−1}_β (E) = ext^{−1}_β (A) · B = a · B = (a_0 a_1 . . . a_{t−1}) · B. (2.7)

This decomposition is clearly not unique, but any of them is good for decoding. The two main steps of decoding Gabidulin codes are therefore: first, determine “a basis of the column space” of the error, i.e., find the vector a of a possible decomposition, and second, find the corresponding matrix B, which determines the row space^2. Both steps are based on the syndrome, which can be calculated out of the received word by

s = (s_0 s_1 . . . s_{n−k−1}) = r · H^⊤ = e · H^⊤, (2.8)

2Note that it is possible to change the order of these two steps and search for a basis of the row space first and then find a corresponding matrix A. This is a difference to Reed–Solomon codes, where we cannot interchange the two main steps.

where H is a parity-check matrix of the G(n, k) code (see Lemma 2.7.2). We denote the associated syndrome polynomial by s(x) =

�_{n−k−1} i=0 s_ix^{[i]} ∈ L_qm [x]. Its coefficients are calculated by

s_i = n−1� j=0 e_j h^{[i]}_j = n−1� j=0 t−1� l=0 a_lB_{l,j}h^{[i]}_j =:

t−1� l=0 a_ld^{[i]}_l , ∀i ∈ [0, n − k − 1], (2.9)

with

d_l := n−1� j=0 B_{l,j}h_j . (2.10)

We define the error span polynomial as the minimal subspace polynomial of the vector a to be

Λ(x) := M_{a0,a1,...,at−1} (x) = q−1�

B_0=0

· · · q−1�

B_{t−1}=0 � x − t−1� i=0 B_ia_i � . (2.11)

Hence, due to Lemma 2.2.3, the error span polynomial Λ(x) is a linearized polynomial of q-degree t and any F_q -linear combination of roots of Λ(x) is also a root of Λ(x).

The first part of the decoding process is to determine Λ(x), given the syndrome polynomial s(x), and it is strongly based on the following theorem, the key equation for decoding Gabidulin codes.

Theorem 2.8.2 (Key Equation for Decoding Gabidulin Codes (Gabidulin, 1985, Lemma 4)). Let r = c + e ∈ F^n_qm be given, where c ∈ G(n, k) over F_qm and rk(e) = t < n − k. Denote by s = (s_0 s_1 . . . s_{n−k−1}) = r · H^⊤ ∈ F^{n−k}_qm the syndrome as in (2.8) and by s(x) =

�_{n−k−1}

i=0 s_ix^{[i]} its associated polynomial.

Let the error span polynomial Λ(x) with deg_q Λ(x) = t be defined as in (2.11), where a = (a_0 a_1 . . . a_{t−1}) is a basis of the column space of e. Then,

Ω(x) ≡ Λ(s(x)) mod x^{[n−k]}, (2.12)

for some Ω(x) ∈ L_qm [x] with deg_q Ω(x) < t.

Proof. With (2.9), the i-th coefficient of Λ(s(x)) can be calculated by

Ω_i := i� j=0 Λ_js^{[j]}_{i−j} = i� j=0 Λ_j

�_{t−1} � l=0 a_ld^{[i−j]}_l

�_{[j]} = t−1� l=0 d^{[i]}_l i� j=0 Λ_j · a^{[j]}_l . (2.13)

Note that Ω_i is the coefficient of x^i in Λ(s(x)). For i ≥ t this gives

Ω_i = t−1� l=0 d^{[i]}_l Λ � a_l � = 0, ∀i ≥ t, (2.14)

since Λ(x) has a_i, ∀i ∈ [0, t − 1], as roots, see (2.11), and therefore deg_q Ω(x) < deg_q Λ(x) = t.

Alternatively, we can derive a key equation for the row space of the error word.

Theorem 2.8.3 (Row Space Key Equation for Decoding Gabidulin Codes (Silva and Kschischang, 2009a)). Let r = c + e ∈ F^n_qm be given, where c ∈ G(n, k) over F_qm and rk_q(e) = t < n − k. Denote by s = (s_0 s_1 . . . s_{n−k−1}) = r · H^⊤ ∈ F^{n−k}_qm the syndrome as in (2.8) and by s(x) =

�_{n−k−1} i=0 s_ix^{[i]} its associated polynomial.

Let the row error span polynomial be Γ(x) = M_{d0,d1,...,dt−1} (x) with deg_q Γ(x) = t, where d_i is defined as in (2.10) for i ∈ [0, t − 1]. Further, let

~s_i = s^{[i−n+k+1]}

n−k−1−i , ∀i ∈ [0, n − k − 1] (2.15)

and ~s(x) =

�_{n−k−1} i=0 ~s_ix^{[i]}. Then,

Φ(x) ≡ Γ(~s(x)) mod x^{[n−k]}, (2.16)

for some Φ(x) ∈ L_qm [x] with deg_q Φ(x) < t.

Proof. From (2.10), we obtain

~s_i = t−1� l=0 a^{[i−n+k+1]} l d_l. (2.17)

The i-th coefficient of the linearized composition Γ(~s(x)) can then be calculated by

Φ_i := � Γ(~s(x)) � i = i� j=0 Γ_j ~s^{[j]}_{i−j}

= i� j=0 Γ_j

�_{t−1} � l=0 a^{[i−j−n+k+1]} l d_l

�_{[j]}

= t−1� l=0 a^{[i−n+k+1]} l i� j=0 Γ_j · d^{[j]}_l .

For i ≥ t this gives

Φ_i = t−1� l=0 a^{[i−n+k+1]} l Γ � d_l � = 0, ∀i ≥ t,

since Γ(x) has all d_i, ∀i ∈ [0, t − 1], as roots and therefore deg_q Φ(x) < deg_q Γ(x) = t.

Based on the key equation from Theorem 2.8.2, we explain the different steps of the standard decoding process of Gabidulin codes in the following and summarize them in Algorithm 1. Similar steps have to be accomplished when we solve the row space key equation instead of the column space key equation.

Syndrome Calculation

As mentioned before, the first step of decoding Gabidulin codes is calculating the syndrome based on a parity-check matrix H ∈ F^{(n−k)×n}_qm and the received word r ∈ F^n_qm by

s = (s_0 s_1 . . . s_{n−k−1}) = r · H^⊤ = e · H^⊤ ∈ F^{n−k}_qm .

Solving the Key Equation

The direct way to find Λ(x) is to solve a linear system of equations based on the key equation (2.12). Due to (2.13) and (2.14) we have

Ω_i = i� j=0 Λ_js^{[j]}_{i−j} = t� j=0 Λ_j s^{[j]}_{i−j} = 0, ∀i ≥ t.

This is equivalent to the following homogeneous linear system of equations: � � � � � Ω_t Ω_{t+1} . . Ω_{n−k−1}

� � � � � =

� � � � � � s^{[0]}_t s^{[1]}_{t−1} . . . s^{[t]}_0 s^{[0]}_{t+1} s^{[1]}_t . . . s^{[t]}_1 . . . . . .. . . s^{[0]}_{n−k−1} s^{[1]}_{n−k−2} . . . s^{[t]}_{n−k−1−t}

� � � � � � · � � � � � Λ_0 Λ_1 . . Λ_t

� � � � � = 0. (2.18)

If the dimension of the solution space of (2.18) is one, then any solution of (2.18) provides the coefficients of the error span polynomial Λ(x), defined as in (2.11), except for a scalar factor. This scalar factor does not pose a problem, since it does not change the root space. The following lemma provides a criterion to obtain the actual number of errors out of the syndrome matrix.

Lemma 2.8.4 (Rank of Syndrome Matrix (Gabidulin, 1992, Lemma, p. 132)). Let r = c+e ∈ F^n_qm , where c ∈ G(n, k) and rk(e) = t ≤

�_{n−k} 2 � and let (s_0 s_1 . . . s_{n−k−1}) ∈ F^{n−k}_qm denote the corresponding syndrome.

Then, for any u ≥ t, the u × (u + 1) matrix

S^{(u)} :=

� � � � � � s^{[0]}_u s^{[1]}_{u−1} . . . s^{[u]}_0 s^{[0]}_{u+1} s^{[1]}u . . . s^{[u]}_1 . . . . .. . . . s^{[0]}_{2u−1} s^{[1]}_{2u−2} . . . s^{[u]}_{u−1}

� � � � � � (2.19)

has full rank u if and only if u = t, where the i-th row of S^{(u)} is defined to be all-zero if i + u > n − k − 1, ∀i = [0, u − 1].

Proof. Since there are n − k non-zero syndrome coefficients, we can provide only n − k − u non-zero rows of S^{(u)}. Therefore, for u >

�_{n−k} 2 � , the matrix S^{(u)} has only n − k − u < u non-zero rows and therefore rank less than u. Let a_i, d_i = 0 for i ≥ t. For u ≤

�_{n−k} 2 � , we can decompose S^{(u)} with (2.9) as

S^{(u)} =

� � � � � � � d^{[u]}_0 d^{[u]}_1 . . . d^{[u]}_{u−1}

d^{[u+1]}_0 d^{[u+1]}_1 . . . d^{[u+1]}_{u−1} . . . . ... . . d^{[2u−1]}

0 d^{[2u−1]}_1 . . . d^{[2u−1]}_{u−1}

� � � � � � � ·

� � � � � � � a^{[0]}_0 a^{[1]}_0 . . . a^{[u]}_0

a^{[0]}_1 a^{[1]}_1 . . . a^{[u]}_1 . . . . . .. . . a^{[0]}_{u−1} a^{[1]}_{u−1} . . . a^{[u]}_{u−1}

� � � � � � � .

Both matrices are Moore matrices and due to Lemma 2.2.4, they have both full rank if and only if d_0, d_1, . . . , d_{u−1} and a_0, a_1, . . . , a_{u−1} are sets of elements which are linearly independent over F_q . If u > t, this is not true, since a_i, d_i = 0 for i ≥ t. If u = t this is true and the left matrix is a square matrix of rank u and the right is a u × (u + 1) matrix of rank u. Since the first u columns of the right matrix constitute a matrix of rank u, the statement follows.

Thus, Lemma 2.8.4 proves that for t ≤

�_{d−1} 2 � = �_{n−k} 2 � , S^{(t)} has full rank and the

dimension of the solution space of (2.18) is one. For the algorithmic realization, we can set up S^{(u)} for u =

�_{d−1} 2 � and check its rank. If the rank is not full, we decrease u by one, control the rank, and so on, until we find u such that the rank is full. Since we have to solve several linear systems of equations over F_qm , the complexity of this step is in the order of at least O(t^3) ≤ O(n^3) operations in F_qm with Gaussian elimination (cf. (Roth, 1991; Gabidulin, 1992)). See Subsection 2.8.3 for a list of asymptotically faster algorithms.

Finding the Root Space of Λ(x)

After solving the key equation (2.18) for the coefficients of Λ(x), we have to find a basis of the root space of Λ(x). This basis corresponds to one possible a = (a_0 a_1 . . . a_{t−1}) in the decomposition of (2.7). Finding a basis of the root space of a linearized polynomial is relatively easy due to the structure of their roots. We can find the root space of Λ(x) by finding the right kernel of its associated evaluated matrix, i.e., for some basis B = {β_0, β_1, . . . , β_{m−1}} of F_qm over F_q , we have to determine ker � ext_β � (Λ(β_0) Λ(β_1) . . . Λ(β_{m−1})) � . The kernel of this matrix is equivalent to ext_β (a) of one possible a. Thus, finding the root space of Λ(x) involves solving a linear system of equations of size m over F_q , which has complexity at most O(m^3) over F_q . This root-finding procedure was explained in detail in (Lidl and Niederreiter, 1996; Berlekamp, 1984).

Determining the Error

Knowing a possible vector a ∈ F^t_qm , we have to find the corresponding matrix B ∈ F^{t×n}_q such that e = a·B as in (2.7). This is basically done in two substeps. Based on (2.9), we can set up the following system of equations which we have to solve for d = (d_0 d_1 . . . d_{t−1})^3: � � � � � � a^{[0]}_0 a^{[0]}_1 . . . a^{[0]}_{t−1} a^{[−1]}_0 a^{[−1]}_1 . . . a^{[−1]}_{t−1} . . . . ... . . a^{[−(n−k−1)]}

0 a^{[−(n−k−1)]}

1 . . . a^{[−(n−k−1)]} t−1

� � � � � � · � � � � � � d_0 d_1 . . d_{t−1}

� � � � � � =

� � � � � � s^{[0]}_0 s^{[−1]}_1 . . s^{[−(n−k−1)]}

n−k−1

� � � � � � . (2.20)

Solving this system of equations with Gaussian elimination requires complexity O(n^3) operations over F_qm , whereas the algorithm from (Gabidulin, 1985) requires complexity O(n^2) over F_qm by using the Moore structure of the involved matrix.

After having found d, we determine the matrix B out of d_l =

�_{n−1} i=0 B_{l,i}h_i for all l ∈ [0, t−1]. The complexity of this calculation is negligible, since (h_0 h_1 . . . h_{n−1}) has rank n and we are looking for the representation of d over F_q using these linearly independent elements.

Finally, we calculate e = a · B and can reconstruct c = r − e. A summary of this decoding procedure is given in Algorithm 1. Notice that the algorithm will most likely output a decoding failure when t >

�_{d−1} 2 � . In this case, with high probability, there is more than one solution of the linear system of equations that solves for the coefficients of the error span polynomial.

3Notice that this system of equations from (2.20) can be used to do row-erasure-only correction, i.e., when a is known in advance due to the channel. For the concept of row and column erasures, see also Figure 2.1.

Algorithm 1:

c or decoding failure ←DecodeGabidulin � r; H � Input: r = (r_0 r_1 . . . r_{n−1}) ∈ F^n_qm with n ≤ m,

Parity-check matrix H = M_{n−k,q} ((h_0 h_1 . . . h_{n−1})) of G(n, k) Output: Estimated codeword c ∈ F^n_qm or decoding failure 1 Syndrome calculation: s ← r · H^⊤ ∈ F^{n−k}_qm 2 if s = 0 then 3 Estimated codeword: c ← r 4 return c 5 else 6 Set up S^{(t)} as in (2.19) for t = ⌊^{n−k}_2 ⌋

while rk(S^{(t)}) < t do 7 t ← t − 1 8 Set up S^{(t)} as in (2.19) 9 Solve S^{(t)} · Λ^⊤ = 0 for Λ = (Λ_0 Λ_1 . . . Λ_t) ∈ F^{t+1}_qm 10 Find basis (a_0 a_1 . . . a_{ε−1}) ∈ F^ε_qm of the root space of Λ(x) =

�_t i=0 Λ_ix^{[i]} over F_qm 11 if ε = t then 12 Find d = (d_0 d_1 . . . d_{t−1}) ∈ F^t_qm by solving (2.20) 13 Find B = � B_{i,j}

�_{i∈[0,t−1]}

j∈[0,n−1] ∈ F t×n q such that d_i =

�_{n−1} j=0 B_{i,j} h_j 14 Estimated codeword: c ← r − a · B 15 return c 16 else 17 return decoding failure

2.8.2 Error-Erasure Decoding

For a short description on error-erasure decoding of Gabidulin codes, denote by C ∈ F^{m×n}_q the transmitted codeword (i.e., the matrix representation of c ∈ F^n_qm ) of a G(n, k) code that is corrupted by an additive error E ∈ F^{m×n}_q . At the receiver side, only the received matrix R ∈ F^{m×n}_q , where R = C + E, is known. The channel might provide additional side information in the form of erasures:

• ϱ row erasures (in (Silva et al., 2008) called “deviations”) and

• γ column erasures (in (Silva et al., 2008) called “erasures”),

such that the received matrix can be decomposed into

R = C + A^{(R)}B^{(R)} + A^{(C)}B^{(C)} + E^{(E)} � � �

= E_{total}

, (2.21)

where A^{(R)} ∈ F^{m×ϱ}_q , B^{(R)} ∈ F^{ϱ×n}_q , A^{(C)} ∈ F^{m×γ}_q , B^{(C)} ∈ F^{γ×n}_q are full-rank matrices, respectively, and E^{(E)} ∈ F^{m×n}_q is a matrix of rank t. For an illustration see Figure 2.1.

The decoder knows R and additionally A^{(R)} and B^{(C)}. Further, t denotes the number of errors without side information. The rank-metric error-erasure decoding algorithms from (Gabidulin and Pilipchuk, 2008; Silva et al., 2008; Wachter-Zeh and Zeh, 2014) can then reconstruct c_G ∈ G(n, k) with asymptotic complexity O(n^2) operations over F_qm , or in subquadratic complexity using the fast operations described in (Puchinger and Wachter-Zeh, 2016; Puchinger and Wachter-Zeh, 2018), if

2t + ϱ + γ ≤ d − 1 = n − k (2.22)

is fulfilled.

Emn=A^{(R)}mϱ·B^{(R)}ϱn+A^{(C)}mγ·B^{(C)}γn+A^{(E)}mt·B^{(E)}tn

Figure 2.1: Illustration of row erasures, column erasures and (full) errors in the rank metric. The known matrices (given by the channel) are filled with gray.

2.8.3 Other Decoding Algorithms

The syndrome-based decoder that we presented above is based on the algorithms presented in (Gabidulin, 1985; Gabidulin, 1992). However, instead of solving a linear system of equations to find the error span polynomial (we call this the first step below), Gabidulin suggested to use the analog of the extended Euclidean algorithm (EEA) for linearized polynomials. This gives a quadratic complexity in the code length for this step of the decoder. Roth independently proposed an alternative decoder that also solves the first step using a linear system of equations in (Roth, 1991). Furthermore, there are several adaptations of the Berlekamp–Massey algorithm (Paramonov and Tretjakov, 1991; Richter and Plass, 2004a; Richter and Plass, 2004b; Hassan and Sidorenko, 2010; Sidorenko et al., 2011b; Sidorenko and Bossert, 2014), which allow to recover the error span polynomial in O(n^2) or O^∼(n^{1.69}) (divide-and-conquer variant) operations over F_qm , where n is the code length. Note that in the latter case, the second step of the decoder becomes the bottleneck.

All of the mentioned algorithms are rank-metric counterparts of classical decoding algorithms for Reed–Solomon codes, which first find an error locator polynomial and then determine the error values. For Reed–Solomon codes, the latter step has negligible complexity compared to the first part of the algorithm. In the Gabidulin code case, the second step is rather heavy. Determining the error from the known a ∈ F^t_qm is as fast as an algorithm with (soft-)quadratic cost over F_qm : computing a basis of the root space of the error span polynomial costs O(n^2m) operations in F_q , which asymptotically costs—up to logarithmic factors—as much as O(n^2) operations over F_qm using the bases in (Couveignes and Lercier, 2009).

There are also some decoding algorithms that directly output the message polynomial and thus avoid the second step. Loidreau (2006) proposed a Welch–Berlekamp-type decoder, which directly returns the message polynomial by first finding two linearized polynomials that fulfill certain evaluation conditions and degree constraints, followed by a division of one polynomial by the other. The resulting decoder has cubic complexity in the code length over F_qm .

The decoder in (Wachter-Zeh et al., 2013) is based on a key equation that contains the message polynomial, which is sometimes referred to as “Gao-like key equation” since it can be seen as the rank-metric analog of (Gao, 2003). The key equation can be solved using only multiplication, division, EEA, multi-point evaluation, minimal subspace polynomial computation, and interpolation of linearized polynomials. Fast operations for these operations with linearized polynomials in (Puchinger and Wachter-Zeh, 2016; Puchinger and Wachter-Zeh, 2018) led to the first sub-quadratic decoding algorithm for Gabidulin codes.

Module minimization (Puchinger et al., 2017a), also called row reduction, of linearized polynomial matrices gives a general framework for decoding Gabidulin codes and related codes. For the case of Gabidulin codes, it is equivalent to the EEA, but for other classes, such as interleaved codes, it is more flexible. A divide-and-conquer version, Alekhnovich’s algorithm, gives a sub-quadratic algorithm in n. Most recently, minimal approximant bases for linearized polynomials have been studied in (Bartz et al., 2021). These bases enable more flexible and faster decoding algorithms for variants of Gabidulin codes, e.g., (lifted) interleaved and folded Gabidulin codes.

2.9 Considerations on List Decoding Gabidulin Codes

Given a word r ∈ F^n_qm (or alternatively, a matrix R ∈ F^{m×n}_q ), a list decoding algorithm outputs all codewords that are inside a ball of radius τ, centered at r, where τ is possibly larger than the unique decoding radius of the code. For a given code, a natural question to ask is: for which values of τ can list decoding be done efficiently?

Although Gabidulin codes can be seen as the rank-metric analog of Reed–Solomon codes, there are a few remarkable differences.

List decoding of rank-metric codes and Gabidulin codes was recently studied in (Wachter- Zeh, 2013; Ding, 2015b; Guruswami et al., 2016; Raviv and Wachter-Zeh, 2016; Liu et al., 2017; Xing and Yuan, 2018; Trombetti and Zullo, 2020). In (Wachter-Zeh, 2013), it was shown that Gabidulin codes cannot be list-decoded beyond the Johnson radius. Hence, for τ ≥ n− � n(n − d), general list decoding has exponential (in n) worst-case complexity since the list size grows exponential in n, see (Wachter-Zeh, 2013, Theorem 1). This result was generalized to any rank-metric code by Ding (2015b). When m is sufficiently large, Ding (2015b) also showed that with high probability a random rank-metric code can be efficiently list decoded. Further, it was shown in (Wachter-Zeh, 2013) that there is no Johnson-like polynomial upper bound on the list size since there exists a non-linear rank-metric code with exponentially growing list size for any radius greater than the unique decoding radius. In (Guruswami et al., 2016), an explicit subcode of a Gabidulin code was shown to be efficiently list-decodable. The remarkable difference to Reed–Solomon codes is the following: There are families of Gabidulin codes of rate R ≥ 1/6 for which some received words have exponential-sized lists even for decoding only one error beyond

�_{n−k} 2 � , see (Raviv and Wachter-Zeh, 2016). This result was recently generalized in (Trombetti and Zullo, 2020) to more general classes of MRD codes.

Despite their analogy to Reed–Solomon codes and many unsuccessful trials by researchers in the last 20 years, nobody has found a polynomial-time list decoding algorithm for Gabidulin codes analog to the Guruswami–Sudan decoder for RS codes. In fact, the above mentioned result in the list size of some Gabidulin codes proves that an equally general algorithm cannot exist.

Figures 2.2a and 2.2b illustrates the different decoding regions of rank-metric and Gabidulin codes.

00.20.40.60.81 00.2 0.40.6 0.81 There is a code with

exponential list size unique δ = d/n τ n BMD Radius

(a) General codes in the rank metric

00.20.40.60.81 00.2 0.40.6 0.81exponential for all

exponential for many

unique δ = d/n ≈ 1 − R τ n BMD Radius Johnson Radius

(b) Gabidulin codes

Figure 2.2: List size of codes in the rank metric, depending on normalized Bounded Minimum Distance (BMD) decoding radius τBMD /n = (d − 1)/2n and normalized Johnson radius τJ /n and on the normalized minimum distance δ = d/n.

2.10 Interleaved Gabidulin Codes

Interleaved Gabidulin Codes are a code class for which efficient decoders are known that are able to correct errors of rank larger than ⌊^{d−1}_2 ⌋.

Definition 2.10.1 (Interleaved Gabidulin Codes (Loidreau and Overbeck, 2006)). A linear (vertically, heterogeneous) interleaved Gabidulin code IG(u; n, k^{(1)}, . . . , k^{(u)}) over F_qm of length n ≤ m, dimensions k^{(i)} ≤ n, ∀i ∈ [1, u], and interleaving order u is defined by

IG(u; n, k^{(1)}, . . . , k^{(u)}) :=

� � � � � � �

� � � � � � c^{(1)}_G c^{(2)}_G . . c^{(u)}_G

� � � � � � : c^{(i)}_G ∈ G(n, k^{(i)}), ∀i ∈ [1, u]

� � � � � � � .

If k(i) = k, ∀i ∈ [1, u], we call the code a homogeneous interleaved Gabidulin code and denote it by IG(u; n, k).

When considering random errors of rank weight t, the code IG(u; n, k) can be decoded uniquely with high probability up to t ≤ ⌊^u_{u+1} (n − k)⌋ errors^4, cf. (Loidreau and Overbeck, 2006; Sidorenko et al., 2011a; Wachter-Zeh and Zeh, 2014). However, it is well-known that there are error patterns for which the known efficient decoders fail.

There are several decoding algorithms for interleaved Gabidulin codes. The most common one is the syndrome-based decoder, cf. (Sidorenko et al., 2011a). For interleaved codes, we consider errors whose column spaces are the same. Therefore, we can stack the syndrome matrices (2.20) from each row of the received word and solve the corresponding linear system of equations for the error span polynomial to obtain the error span polynomial which is the same for all rows. Counting the number of unknowns and equations results in the restriction t ≤ ⌊^u_{u+1} (n − k)⌋. This maximum radius can only be achieved if the rank of the stacked syndrome matrix is full, else the linear system of equations does not have a unique solution and a syndrome-based decoder declares a decoding failure.

In the following, we shortly summarize the interpolation-based decoder by Wachter- Zeh and Zeh (2014). The algorithm consists of two steps: the interpolation step computes non-zero vectors of linearized polynomials

Q^{(i)} = [Q^{(i)}_0 , Q^{(i)}_1 , . . . , Q^{(i)}_u ] ∈ L_qm [x]^{u+1} \ {0}, ∀i = 1, . . . , L

such that they fulfill certain degree and evaluation conditions with respect to the received matrix C + E. The root-finding step finds all message polynomial vectors [f_1, . . . , f_u] of degrees deg f_j < k_j such that

Q^{(i)}_0 + u� j=1 Q^{(i)}_j f_j = 0 ∀ i = 1, . . . , L.

If the rank of the error matrix E is at most^u_{u+1} (n − k̄) with k̄ :=^1_u

�_u j=1 k_j , then at least one satisfactory interpolation vector Q^{(i)} exists (Wachter-Zeh and Zeh, 2014). In this case,

4In this setting, an error of weight t is a u × n matrix of Fq -rank t. Note that this means that the tall (um) × n-matrix obtained by expanding the matrix component-wise over Fq has rank t.

the output list contains the transmitted message polynomial vector. The algorithm can be considered as a partial unique or list decoder (Wachter-Zeh and Zeh, 2014). Notice that the list decoder returns a basis of the list of all codewords on the decoding list. The number of all words on the list can become large.

2.11 Folded Gabidulin Codes

Variants of folded Gabidulin codes were proposed independently in (Mahdavifar and Vardy, 2012) and (Guruswami et al., 2012). In (Guruswami et al., 2012) the coefficients of the message polynomial are restricted to belong to the subfield F_q of F_qm . In the following we consider folded Gabidulin codes as defined in (Mahdavifar and Vardy, 2012).

Definition 2.11.1 (h-Folded Gabidulin Code). Let α be a primitive element of F_qm and let n ≤ m. Let h be a positive integer that divides n and let g = n/h. An h-folded Gabidulin code FG[h, α; g, k] of length g and dimension k is defined as � � � � � � �

� � � � � � f(α^0) f(α^1) . . . f(α^{h−1})

f(α^h) f(α^{h+1}) . . . f(α^{2h−1}) . . . . ... . . f(α^{n−h}) f(α^{n−h+1}) . . . f(α^{n−1})

� � � � � � : f(x) ∈ L_qm [x]_{<k}

� � � � � � � . (2.23)

Defining α_F = � α^0 α^h . . . α^{n−h}

�_⊤ , we can write each codeword of FG[h, α; g, k] as � f(α_F ) f(αα_F ) . . . f(α^{h−1}α_F ) � (2.24)

where f(x) ∈ L_qm [x]_{<k}. For a fixed basis of F_qhm over F_qm a codeword of an h-folded Gabidulin code FG[h, α; g, k] can be represented as a column vector c ∈ F^{g×1}_{qhm} , a matrix C ∈ F^{g×h}_qm or a matrix C ∈ F^{g×hm}_q . The j-th row of C for j ∈ [0, g − 1] is

c_j = � f(α^{jh}) f(α^{jh+1}) . . . f(α^{(j+1)h−1}) �

and can be seen as an element of the field F_qhm . Folded Gabidulin codes are codes of length g over a large field F_qhm that can be decoded over the small field F_qm . An h-folded Gabidulin code considered over F_qhm is a nonlinear code over F_qhm since F_qhm -linear combinations of codewords do not necessarily give codewords.

A folded Gabidulin code is F_qm -linear since the unfolded code is an F_qm -linear subspace of F^n_qm . This also implies that the code is linear over F_q .

The number of codewords in FG[h, α; g, k] is |FG[h, α; g, k]| = q^{mk}. The code rate of a folded Gabidulin code is the same as the code rate of the unfolded code (Mahdavifar and

Vardy, 2012), i.e., R = log_qhm (|FG[h, α; g, k]|) g = k n . (2.25)

The following theorem shows that folded Gabidulin codes are MRD codes if and only if h divides k.

Theorem 2.11.1 (Minimum Distance of h-Folded Gabidulin Codes (Bartz and Sidorenko, 2017, Theorem 1)). The minimum rank distance of an h-folded Gabidulin code FG[h, α; g, k] of length g =^n_h is d_r = g − ⌈^k_h ⌉ + 1.

Proof. An h-folded Gabidulin code forms a group under addition since L_qm [x]_{<k} forms an additive group over F_qm . Thus the minimum distance of the code C_r = FG[h, α; g, k] is given by the minimum rank of a nonzero codeword, i.e.,

d_r(C_r) = min_{C∈C∗r} rk_q(C)

where C^∗_r := C_r \ {0}. Let C ∈ C^∗_r be a codeword generated by the evaluation of f(x) ∈ L_qm [x]_{<k} at the code locators {α^0, α^1, . . . , α^{n−1}}. Since g ≤ hm we have rk_q(C) ≤ g. If the row rank of C is rk_q(C) = g − z then by F_q -elementary row operations (Gaussian elimination) we get C^′ with z zero rows and g − z linearly independent rows. It follows that C^′ is generated by the evaluation of f(x) at the new code locators α^′_i that are obtained from α_i by F_q -elementary operations for all i ∈ [0, n − 1]. Thus the new code locators α^′_0, α^′_1 . . . , α^′_{n−1} are F_q -linearly independent and we have f(α^′_i) = 0 for all i ∈ [0, n − 1] at most k − 1 times. Hence the number of zero rows z in C^′ satisfies z ≤ � k − 1 h � = � k h � − 1 (2.26) and d_r(C_r) = min_{C∈C∗r} rk_q(C) ≥ g − � k h � + 1. (2.27)

From the Singleton-like bound we have

log_qhm q^{mk} ≤ g − d_r + 1 ⇐⇒ d_r ≤ g − k h + 1. (2.28)

Combining (2.27) and (2.28) we get g − � k h � + 1 ≤ d_r ≤ g − k h + 1 (2.29)

and the statement of the theorem follows, since d_r is an integer.

Thus folded Gabidulin codes fulfill the Singleton bound in the rank metric with equality, i.e., they are MRD codes, if and only if h divides k. If h does not divide k then Theorem 2.11.1 shows that the code still has the best minimum distance for the given parameters g, k and h but the size of the code could be larger in this case.

2.11.1 Decoding of Folded Gabidulin Codes

Motivated by the results of Guruswami and Rudra (Guruswami and Rudra, 2008) and Vadhan (Vadhan, 2011), there is an interpolation-based decoding algorithm for folded Gabidulin codes (Mahdavifar and Vardy, 2012), which will be summarized in the following.

The algorithm consists of two steps: the interpolation step computes r ≤ s non-zero and (left) L_qm [x]-independent vectors of linearized polynomials

Q^{(i)} =[Q^{(i)}_0 , Q^{(i)}_1 , . . . , Q^{(i)}_s ] ∈ L_qm [x]^{s+1} \ {0}, ∀i = 1, . . . , r

such that they fulfill certain degree and evaluation conditions with respect to interpolation points obtained in a sliding-window manner from the received matrix C + E. The rootfinding step finds all message polynomials f of degrees deg f < k such that

Q^{(i)}_0 + u� j=1 Q^{(i)}_j f(α^{j−1}x) = 0 ∀ i = 1, . . . , r.

If the rank of the error matrix E is less than^s_{s+1}

�_{g(h−s+1)−k+1}

h−s+1 � , then at least one satisfactory interpolation vector Q^{(i)} exists, see (Mahdavifar and Vardy, 2012). The output list contains the transmitted message polynomial vector. The algorithm can be considered as a partial unique or list decoder (Bartz, 2017; Bartz and Sidorenko, 2017). A decoding scheme for folded Gabidulin codes with an improved decoding performance for high-rate codes was presented in (Bartz, 2017; Bartz and Sidorenko, 2017).

2.12 Decoding of Symmetric Errors

A symmetric error is an error matrix where the transpose of the matrix coincides with the matrix itself. When error matrices are symmetric, the correctable rank of the error can be increased by using special code constructions.

In (Pilipchuk and Gabidulin, 2005; Gabidulin and Pilipchuk, 2004; Gabidulin and Pilipchuk, 2006), it was shown that for Gabidulin codes that contain a linear subcode of symmetric matrices can correct symmetric error matrices of rank up to (n − 1)/2.

In (Jerkovits et al., 2021), the condition of symmetric errors was relaxed and spacesymmetric error matrices, which have the property that their column and row spaces coincide, were considered. It is possible to use a Gabidulin code with the same property as in (Pilipchuk and Gabidulin, 2005; Gabidulin and Pilipchuk, 2004; Gabidulin and Pilipchuk, 2006) to decode such space-symmetric errors of rank up to 2(n−k)/3 with high probability.

2.13 Further Classes of MRD Codes

In the last five years, there has been a growing interest in finding new MRD codes that are not equivalent^5 to a Gabidulin code. The first such family was discovered independently by Sheekey (2016) (twisted Gabidulin codes) and Otal and Özbudak (2016) (special case of twisted Gabidulin codes). These seminal works started a fruitful line of work, which resulted in various constructions of linear and non-linear MRD codes, for instance:

• Generalizations of twisted Gabidulin codes in (Sheekey, 2016, Remark 9) and (Lunardon et al., 2018; Otal and Özbudak, 2017; Sheekey, 2019b; Puchinger et al., 2017b).

• Some further constructions: linear MRD codes of dimension 2 which are not generalized Gabidulin codes (Horlemann-Trautmann and Marshall, 2017), new MRD codes from projective geometry (Csajbók et al., 2018a; Csajbók et al., 2018b; Bartoli et al., 2019), MRD codes with maximum idealizers, which are not generalized Gabidulin codes, for n = 7, q odd and n = 8, q ≡ 1 (mod 3) (Csajbók et al., 2020), F_q -linear MRD codes of F^{6×6}_q of dimension 12, minimum distance 5 (Marino et al., 2020).

A recent survey by Sheekey (2019a) gives a comprehensive overview of these code constructions. In the following, we briefly outline the construction of linear twisted Gabidulin codes.

A twisted Gabidulin code is defined by evaluating linearized polynomials, similar to Gabidulin codes. However, in contrast to Gabidulin codes, these polynomials do not have q-degree at most k − 1, but have non-zero monomials of higher degree. The coefficients of these monomials are chosen in a special way such that the resulting code is an MRD code. Figure 2.3 illustrates twisted Gabidulin codes in different levels of generality. Note that the codes in (Sheekey, 2016) can be more general if we allow the codes to be non-linear over F_qm , but we restrict ourselves to F_qm -linear codes here.

Definition 2.13.1 (Twisted Gabidulin Code, (Sheekey, 2016; Puchinger et al., 2017b)). Let n, k, ℓ ∈ N with k < n and ℓ ≤ n − k. Choose a

• hook vector^6 h ∈ {0, . . . , k − 1}^ℓ and a

5By equivalent, we mean that one code can be obtained by a semi-linear isometry of the rank metric: that is, multiplication of an invertible n × n matrix over Fq from the right, multiplication with a constant in F^∗_qm , and taking an automorphism (which fixes Fq ) of each codeword entry.

6For didactic reasons, this definition slightly differs from the one in (Puchinger et al., 2017b), i.e., this is a special case.

• twist vector t ∈ {1, . . . , n − k}^ℓ with distinct entries t_i, and let

• η ∈ (F_qm \ {0})^ℓ.

The set of [k, t, h, η]-twisted linearized polynomials over F_qm is defined by

P^{n,k}_{t,h,η} = � � �f = k−1� i=0 f_ix^{[i]} + ℓ� j=1 η_jf_{hj} x^{[k−1+tj ]} : f_i ∈ F_qm � � � . Let α_1, . . . , α_n ∈ F_qm be linearly independent over F_q and write α = [α_1, . . . , α_n]. The [α, t, h, η]-twisted Gabidulin code of length n and dimension k is given by

T G_{α,t,h,η}[n, k] = � f(α_1), f(α_2), . . . , f(α_n)] : f ∈ P^{n,k}_{t,h,η} � . In Sheekey’s case (Sheekey, 2016) (n = m, ℓ = 1, h = (0), t = (1)), a twisted Gabidulin code is MRD if η = η_1 has field norm N_{Fqm /Fq} (η) :=^{ηqn −1}_{ηq −1} ≠ (−1)^{nk}. A non-zero η with this property exists for any field size q > 2. Puchinger et al. (2017b) also gave a necessary condition for the given more general class of twisted Gabidulin codes to be MRD: if we choose a chain of proper subfields F_q ⊊ F_qs0 ⊊ F_qs1 ⊊ · · · ⊊ F_qsℓ = F_qm , take the evaluation points α_i from F_qs0 (this requires n ≤ s_0), and choose η_i ∈ F_qsi \ F_qsi−1 , then the resulting code is MRD. Note that we have m ≥ 2^ℓn, so the codes are defined over relatively large fields for large ℓ.

A finite semifield (Dickson, 1905; Dickson, 1906; Albert, 1961; Knuth, 1963) is a finite division algebra with multiplicative identity, in which multiplication is not necessarily associative. It is well-known (see, e.g., (Cruz et al., 2016)) that a certain class of finite semifields is in one-to-one correspondence to the set of (not necessarily linear) MRD codes of length n and minimum rank distance n over F_qn . Note that in this case, all non-zero codewords are invertible matrices, which corresponds to the fact that division is possible in a division ring. This correspondence gave rise to various constructions of MRD codes inequivalent to Gabidulin codes (see (Sheekey, 2019a) for an overview), and also inspired some new MRD constructions for d < n. For instance, Sheekey’s twisted Gabidulin codes (Sheekey, 2016) coincide with generalized twisted fields (Albert, 1961) for k = 1, but still provide MRD codes for k > 1.

When constructing new rank-metric codes, it is always of importance to show that the new codes are not equivalent to an existing code construction (see (Wan, 1996; Berger, 2003; Morrison, 2014) for the formal definition of equivalence in the rank metric). A practical tool that can show inequivalence for linear rank-metric codes in many cases was introduced by Neri et al. (2020). The method works well for several code constructions that are evaluation codes of linearized polynomials.

Decoding of Sheekey’s twisted Gabidulin codes and its additive variants was studied in (Randrianarisoa and Rosenthal, 2017; Randrianarisoa, 2017; Li, 2019; Li and Kadir, 2019;

Kadir et al., 2021; Kadir and Li, 2020). The general decoding principle of (Randrianarisoa and Rosenthal, 2017; Randrianarisoa, 2017) is to solve a linear system of equations with one fewer equation than usual (cf. Section 2.8). The solutions of these equations form a onedimensional space. In addition, we have one non-linear equation that arises from the special structure of the evaluation polynomials. It is shown in (Randrianarisoa and Rosenthal, 2017; Randrianarisoa, 2017) that we can efficiently find the unique solution of the decoder by solving this additional non-linear equation. So far, there is no polynomial-time decoder for twisted Gabidulin codes with multiple twists, or one twist t_1 > 1.

Monomial q-degree

01 k − 1 n − 1 f_0f_1f_2.f_{k−2} f_{k−1} f_0f_1f_2.f_{k−2} f_{k−1} ηf_0 f_0 . . . . . .f_{k−2} f_{k−1} η_1f_{h1} η_2f_{h2} . .η_ℓf_{hℓ}

(a)(b)(c)

Figure 2.3: Illustration of evaluation polynomials of twisted Gabidulin codes. Boxes □ correspond to possibly non-zero coefficients. Arcs connect the corresponding hook and twist (gray background) coefficients (cf. Definition 2.13.1). (a) shows the evaluation polynomials of a Gabidulin code (Delsarte, 1978; Gabidulin, 1985; Roth, 1991): f0, . . . , f_{k−1} can be chosen arbitrarily, and all higher-degree coefficients are zero. (b) shows the evaluation polynomials of Sheekey’s (Sheekey, 2016) twisted Gabidulin codes, where the k-th coefficient is a multiple of the zeroth coefficient. (c) shows the evaluation polynomials of the generalization of twisted Gabidulin codes in Definition 2.13.1: there are several non-zero coefficients of degree ≥ k, and each depends on one of the coefficients f0, . . . , f_{k−1}.

3 Applications to Code-Based Cryptosystems

Most currently-used public-key cryptosystems are based on number-theoretic hard problems. As soon as large-scale quantum computers exist, it will be possible to solve these seemingly hard problems in polynomial time using Shor’s algorithm (Shor, 1999). As it is likely that capable quantum computers will exist in the near future, there is a strong need to develop, analyze and standardize post-quantum cryptosystems. The importance is also reflected in the currently running post-quantum cryptography standardization competition by the National Institute of Standards and Technology (NIST).

Code-based cryptosystems are, besides lattice-based systems, among the very few candidates for post-quantum-secure public key encryption (PKE) schemes and key encapsulation mechanisms (KEM). Their security is based on hard computational problems in coding theory and en-/decryption often corresponds to en-/decoding of a code. One of the biggest challenges in designing code-based cryptosystems is to reduce the size of the public key. The most prominent example of a code-based cryptosystem is the McEliece system (McEliece, 1978), which is based on binary Goppa codes (in the Hamming metric).

Rank-metric code-based cryptosystems have been studied since 1991. Their main advantage is that the generic decoding problem in the rank metric, which is often the underlying hard problem of a code-based cryptosystem, is seemingly harder to solve than the corresponding problem in the Hamming metric. This results in significantly reduced key sizes compared to similar Hamming-metric schemes. Especially in the last 10 years, there have been several important developments related to rank-metric code-based cryptosystems. Two of the known systems, RQC and ROLLO, have been considered in the NIST standardization. According to the Status Report on the Second Round of the NIST Post- Quantum Cryptography Standardization Process (Alagic et al., 2020, Section 3.14, 3.16), although neither of them advanced on in the PQC standardization process due to that the security analysis of them needs more time to mature, NIST encouraged further research on rank-based cryptosystems, as their key and ciphertext sizes remain competitive compared to traditional Hamming-metric codes.

In this chapter, we present several known rank-metric code-based cryptosystems. We start with a discussion on hard problems in the rank metric (Section 3.1). In Section 3.2, we present rank-metric cryptosystems that can be seen as variants of the McEliece cryptosystem in the rank metric. Most prominently, we discuss the GPT system (the first known rank-metric code-based cryptosystem which basically adapts the McEliece principle) and its variants, including the—as of today—unbroken one by Loidrau, the one based on Gabidulin matrix codes, and the one based on quasi-cyclic low-rank-parity-check (LRPC) codes (which is used in the NIST submission ROLLO). We outline two schemes that are based on the hardness of list decoding rank-metric codes in Section 3.3. In Section 3.4, we discuss the NIST submission RQC, which is based on rank quasi-cyclic (or, more generally, ideal rank) codes. We briefly discuss signature schemes in Section 3.6 and conclude the chapter with a parameter comparison of unbroken rank-metric code-based cryptosystems in Section 3.5.

3.1 The Hardness of Problems in the Rank Metric

3.1.1 Random Codes

In analogy to the Hamming metric, several problems in the rank metric can be defined and their hardness can be analyzed. We start with defining problems for random rankmetric codes. For these problems, we need the definition of a (random code) rank syndrome decoding (RSD) distribution as follows.

Definition 3.1.1 (Random Code Rank Syndrome Decoding (RSD) Distribution).

• Input: q, n, k, w, m

• Choose uniformly at random

– H^$←− {A ∈ F^{(n−k)×n}

q^m : rkq^m (A) = n − k}

– x^$←− {a ∈ F^n_qm : rk_q(a) = w}

• Output: (H, Hx^⊤)

Hence, the output is a random parity-check matrix and a random syndrome which stems from a random error of weight w.

The first problem that we are considering is the search RSD problem.

Problem 3.1.1 (Search RSD Problem).

• Input: (H, y) from the RSD Distribution.

• Goal: Find one x ∈ {a ∈ F^n_qm : rk_q(a) = w} such that Hx^⊤ = y^⊤.

This problem is therefore equivalent to decoding of the random rank-metric code defined by H. If w ≤

�_{d−1} 2 � , where d denotes the minimum rank distance of the code defined by H, the search RSD problem returns the unique decoding result. For larger radii, the search RSD problem returns only one error of suitable weight.

The hardness of Problem 3.1.1 has been investigated by Gaborit and Zémor (2016). Their main result shows that if there is a probabilistic polynomial-time algorithm that solves the search RSD problem, then every problem in the complexity class NP can be solved by a probabilistic polynomial-time algorithm.

In (Chabaud and Stern, 1996; Ourivski and Johansson, 2002; Gaborit et al., 2016; Aragon et al., 2018; Bardet et al., 2020a; Bardet et al., 2020b), algorithms that solve the Search RSD problem are proposed. The recent work by Bardet et al. (2020b) results in the smallest computational complexity for many sets of parameters. This recent algorithmic breakthrough in the search for low-rank codewords in linear codes significantly reduced the complexity of solving the Search RSD problem. Due to this, the parameters of several cryptographic schemes had to be increased to ensure the same security level. This algorithm consists of rewriting the problem in terms of a bivariate polynomial system, solving it with the use of a Gröbner basis (Bardet et al., 2020a; Bardet et al., 2020b). This improvement had a major impact on the parameters of all cryptographic schemes whose security relies on the difficulty of the Search RSD problem.

If w >

�_{d−1} 2 � , there might be several codewords in the list and it makes sense to modify the problem. That means, consider the case that multiple x with rk_q(x) = w such that Hx^⊤ = y^⊤ exist, but only one of them corresponds to a codeword that is the message. If we decide on a “wrong” x, we cannot retrieve any information about the message. Hence, we need to consider the following list search RSD problem.

Problem 3.1.2 (List Search RSD Problem).

• Input: (H, y) from the RSD Distribution.

• Goal: Find all x ∈ {a ∈ F^n_qm : rk_q(a) = w} such that Hx^⊤ = y^⊤.

Note that the list search RSD problem is at least as hard as the search RSD problem as we have to find all vectors x with this property.

We can also state the decisional version of the RSD problem as follows.

Problem 3.1.3 (Decision RSD Problem).

• Input: (H, y) from the RSD Distribution.

• Goal: Decide with non-negligible advantage whether (H, y) came from the RSD distribution or the uniform distribution over F^{(n−k)×n}_qm × F^{n−k}_qm .

3.1.2 Gabidulin Codes

As a second step, we consider the hardness of problems when decoding Gabidulin codes. Similar to the problems in the previous section, we first define a Gabidulin code RSD distribution.

Definition 3.1.2 (Gabidulin Code Rank Syndrome Decoding (RSD) Distribution).

• Input: q, n, k, w, m

• Choose uniformly at random

– H^$←− H, where H is the set of all parity check matrices of Gabidulin codes G(n, k) over F_qm

– x^$←− {a ∈ F^n_qm : rk_q(a) = w}

• Output: (H, Hx^⊤).

Problem 3.1.4 (Gabidulin Code Search RSD Problem).

• Input: (H, y) from the Gabidulin Code RSD Distribution.

• Goal: Find one x ∈ {a ∈ F^n_qm : rk_q(a) = w} such that Hx^⊤ = y^⊤.

If w ≤

�_{d−1} 2 � where d = n − k + 1 is the minimum distance of the Gabidulin code, this problem is efficiently solvable by any Gabidulin decoder, see e.g., Section 2.8. The fastest known decoder from Puchinger and Wachter-Zeh (2016) has sub-quadratic decoding complexity over F_qm (see 2.8.3).

For larger w, there is no known polynomial-time decoder, but the syndrome-based decoder can be adapted by simply searching through the solution space of the syndrome key equation. That means that all solutions of a linear homogeneous system of equations over F_qm with n − k − w equations and w + 1 unknowns have to be considered. Thus, the work factor of this search is q^{m(2w−n−k)}. In (Renner et al., 2020a), solving Problem 3.1.4 was accelerated compared to searching through the solution space of the key equation. The algorithm by Renner et al. (2020a) consists of repeatedly guessing a subspace that should have a large intersection with the error row and/or column space. The guessed space is then used as erasures in an Gabidulin error-erasure decoder. The algorithm terminates when the intersection of the guessed space and the error row and/or column space is large enough such that the decoder outputs a codeword that is close enough to the received word. The expected work factor of this randomized decoding approach is a polynomial term times q^{m(n−k)−w(n+m)+w2+min{2ξ( n+k}2^{−ξ),wk}}, where n is the code length, q the size of the base field, m the extension degree of the field, k the code dimension, w the number of errors, and ξ := w −^{n−k}_2 .

Further notice that the hardness of Problem 3.1.4 is upper bounded by the hardness of Problem 3.1.5 below where all x with this property have to be found.

Problem 3.1.5 (Gabidulin Code List Search RSD Problem).

• Input: (H, y) from the Gabidulin Code RSD Distribution.

• Goal: Find all x ∈ {a ∈ F^n_qm : rk_q(a) = w} such that Hx^⊤ = y^⊤.

When w ≤

�_{n−k} 2 � , the decoding result is unique and the Gabidulin Code List Search RSD Problem (Problem 3.1.5) is equivalent to the Gabidulin Code Search RSD Problem (Problem 3.1.4) and efficiently solvable. However, for w >

�_{n−k} 2 � , there are cases in which the two problems differ substantially. For instance, the problem of recovering the message from the ciphertext in the Faure–Loidreau (FL) system or in the RQC system can be reduced to the Gabidulin Code List Search RSD Problem since by finding all errors of weight w, the actual error will be contained in the output list. The Gabidulin Code Search RSD Problem is not necessarily useful when w >

�_{n−k} 2 � as it find only one word of the list.

The Gabidulin Code List Search RSD Problem (Problem 3.1.5) when w >

�_{n−k} 2 � is equal to list decoding a corrupted codeword of a Gabidulin code, where the error has rank weight w. The exact complexity of this problem is unknown, but there are some partial answers^1. There are families of Gabidulin codes of rate R ≥ 1/6 for which some received words have lists of exponential size even for decoding only one error beyond

�_{n−k} 2 � , see (Raviv and Wachter-Zeh, 2016). This result was recently generalized to more general classes of MRD codes by Trombetti and Zullo (2020). These bounds on the list size of some Gabidulin codes proves that an equally general algorithm as the Guruswami–Sudan list decoding algorithm for Reed–Solomon codes cannot exist for Gabidulin codes. For w ≥ n − � n(n − d), the Gabidulin Code List Search RSD Problem (Problem 3.1.5) has exponential worst-case complexity since the list size grows exponential in n, see (Wachter- Zeh, 2013, Theorem 1). The worst-case complexity can be considered as an indication for the average complexity which is usually considered in cryptography to assess the security level.

Notice that in (Guruswami and Wang, 2013c), subcodes of Gabidulin codes were efficiently list-decoded, but this result does not apply to Gabidulin codes themselves. Based on the previous partial answers on the hardness of list decoding Gabidulin codes, it is widely conjectured that Problem 3.1.5 is hard.

For completeness, the decisional version of Problem 3.1.4 is shown below.

Problem 3.1.6 (Gabidulin Code Decision RSD Problem).

• Input: (H, y) from the Gabidulin Code RSD Distribution.

• Goal: Decide with non-negligible advantage whether (H, y) came from the Gabidulin Code RSD distribution or the uniform distribution over F^{(n−k)×n}_qm × F^{n−k}_qm

To solve the correspoding decisional problem, no faster approach than trying to solve the associated search problems is known. This is usually done for all decoding-based problems. A similar decisional problem can be given for list decoding.

3.1.3 Problems Related to Decoding Interleaved Rank-Metric Codes

In this subsection, we consider problems related to random interleaved rank-metric codes and later also related to interleaved Gabidulin codes.

1See also Section 2.9 for a summary on list decoding of rank-metric codes.

Definition 3.1.3 (Interleaved Random Code RSD Distribution).

• Input: q, n, k, w, m.

• Choose uniformly at random

– H^$←− {A ∈ F^{(n−k)×n}

q^m : rkq^m (A) = n − k}

– X^$←− {X ∈ F^{u×n}_qm : rk_q(X) = w} • Output: (H, HX^⊤).

Problem 3.1.7 (Interleaved Random Code Search RSD Problem).

• Input: (H, Y) from the Interleaved Random Code RSD Distribution. • Goal: Find one X ∈ {X ∈ F^{u×n}_qm : rk_q(X) = w} such that HX^⊤ = Y^⊤. This problem is clearly as least at hard as solving the same problem for a specific code, in particular, the Interleaved Gabidulin Code Search RSD Problem as introduced in the following.

The hardness of both problems is discussed afterwards. Definition 3.1.4 (Interleaved Gabidulin Code RSD Distribution).

• Input: q, n, k, w, m.

• Choose uniformly at random

– H^$←− H, where H is the set of all parity check matrices of Gabidulin codes G(n, k) over F_qm .

– X^$←− {X ∈ F^{u×n}_qm : rk_q(X) = w}. • Output: (H, HX^⊤).

Problem 3.1.8 (Interleaved Gabidulin Code Search RSD Problem).

• Input: (H, Y) from the Interleaved Gabidulin Code RSD Distribution. • Goal: Find one X ∈ {A ∈ F^{u×n}_qm : rk_q(A) = w} such that HX^⊤ = Y^⊤. The Interleaved Gabidulin Code Search RSD Problem is equal to decoding a corrupted codeword of an interleaved Gabidulin code of interleaving order u, where the error has rank weight w over F_q . This problem has been extensively studied and it turns out that the hardness depends on w and the F_qm -rank of X. In the following, we discuss the hardness of Problem 3.1.7 (interleaved random code) and Problem 3.1.8 (interleaved Gabidulin code). Notice that Problem 3.1.7 is clearly at least as hard as Problem 3.1.8.

• For w ≤ ⌊^{n−k}_2 ⌋, we can decode each of the u rows separately as the decoding result is guaranteed to be unique due to the minimum distance of the Gabidulin code. Therefore, Problem 3.1.7 reduces to u instances of Problem 3.1.1 with the corresponding hardness considerations. Similarly, Problem 3.1.8 reduces to u instances of Problem 3.1.4 which is efficiently solvable by any Bounded Minimum Distance (BMD) decoder for Gabidulin codes.

• For the special case of high interleaving order u ≥ w where w ≤ n − k − 1 and rk_qm (X) = w, Problem 3.1.7 and Problem 3.1.8 both have a polynomial-time solution (without failure probability) given by the rank-metric Metzner–Kapturowski decoder by Renner et al. (2021b). Thus, decoding (any) linear interleaved rank-metric code of high interleaving order is an easy problem.

• For w ≤ ⌊^u_{u+1} (n − k)⌋, the Interleaved Gabidulin Code Search RSD Problem (Problem 3.1.8) can be solved in O(un^2) operations in F_qm , cf. (Sidorenko et al., 2011a), with high probability (> 1 −^4_{qm} ).

For the unlikely cases (with probability less than^4_{qm} ) of decoding failure, it is not proven to be a hard problem. Although there is no such general complexity result, decoding explicitly the errors for which all known decoders fail is considered hard by the community and has been subject to intensive research for more than 13 years (since the decoder by Loidreau and Overbeck (2006) was proposed). In the Hamming metric, the equivalent problem for RS codes has been studied since the work by Krachkovsky and Lee (1997) and more than a dozen of papers have dealt with the decoding algorithms for these codes since then. None of these papers was able to give a polynomial-time decoding algorithm for the case when Krachkovsy–Lee’s algorithm fails. Furthermore, the same results on the list size as for Gabidulin codes apply for interleaved Gabidulin codes since it consists of u parallel Gabidulin codewords and at the same time can be seen as a single codeword of a Gabidulin code with larger field size.

• For w ≥ d, the complexity of both interleaved problems grows exponentially in n.

• For horizontal interleaved random codes, the corresponding problem is called Rank Support Learning (RSL) and was introduced by Gaborit et al. (2017a, Definition 7). The recent paper by Bardet and Briaud (2021) proposed an algebraic attack on RSL which clearly outperforms the previous attacks.

• The Decoding one Out of Many approach by Sendrier (2011) in the Hamming metric provides a way to recover one of the u error vectors (and therefore the span of the whole matrix X). However, this work has not yet been adapted to the rank metric.

If it will be adapted, it should reduce the exponent of the work factor of brute-force decoding for Problem 3.1.7 (of course this also applies for Problem 3.1.8, but this problem can efficiently be solved up to w ≤ ⌊^u_{u+1} (n − k)⌋ in any case).

The following table provides an overview of the previously considered problems and the rank-metric code-based cryptosystems that rely on these problems.

Problem No. Problem Cryptosystems Problem 3.1.1 Search RSD Problem All GPT variants (including Loidreau’s new system) Problem 3.1.2 List Search RSD Prob- lem RQC (ciphertext), Faure–Loidreau (ciphertext), RAMESSES (public key, ciphertext) Problem 3.1.4 Gabidulin Code Search RSD Problem

Faure–Loidreau

Problem 3.1.5 Gabidulin Code List Search RSD Problem

RQC, Faure–Loidreau

Problem 3.1.8 Interleaved Gabidulin Code Search RSD Problem

Original Faure–Loidreau

Table 3.1: Overview of problems in the rank metric and the corresponding cryptosystems.

3.2 McEliece-like Systems

In 1978, McEliece (1978) proposed a public-key cryptosystem whose security is based on the generic decoding problem for linear error-correcting codes.

Compared to the widely-used Rivest, Shamir and Adleman (RSA) public-key cryptosystem (Rivest et al., 1978), the McEliece cryptosystem suffers from larger public keys (when employing Goppa codes as originally suggested), which is a drawback for practical applications.

In general, to use a certain class of codes in the McEliece principle, the challenge is to find codes with a good error-correction capability and a weak code structure or a code structure that can be hidden effectively, in order to reduce the public key size. Since the proposal of the original McEliece cryptosystem, which is based on binary Goppa codes, several variants based on different code families were proposed. Besides McEliece variants based on codes in the Hamming metric, there are McEliece-like cryptosystems that are based on codes in the rank metric. One benefit of rank-metric code-based cryptosystems is, that the generic decoding problem in the rank metric is significantly harder than in the Hamming metric which allows for very small public keys.

In the following, we give a summary of existing McEliece-like cryptosystems based on rank-metric codes, including variants based on algebraic rank-metric codes (e.g., Gabidulin codes) as well as random rank-metric codes (e.g., LRPC codes). 3.2.1 Description of the Cryptosystems For the description of the different rank-metric code-based cryptosystems we use the following terminology and notation.

• Security level (bit): SL • Public key: pk • Secret key: sk • Plaintext: m • Ciphertext: c • Ciphertext length ct • Set of global parameters: param • Deterministic assignment: ← • Random assignment:^$←− • Setup: param ← Setup � 1^{SL} �

• Key generation: (pk, sk) ← KeyGen (param) • Encryption: c ← Enc (pk, m) • Decryption: m ← Dec (sk, c) • GL_n (F_q ): the set of all full-rank matrices of F^{n×n}_q Unless otherwise stated, the parameters q, m, n and k are chosen according to Table 3.2.

Parameter Stands for Restriction

q field order prime power

m extension degree 1 ≤ m

n code length n ≤ m

k code dimension k ≤ n

Table 3.2: Parameters of the GPT variants.

3.2.2 McEliece-type Rank-Metric Cryptosystems based on Gabidulin Codes

Gabidulin, Paramonov, Tretjakov (GPT) proposed a Gabidulin code-based cryptosystem (Gabidulin et al., 1991) with very compact keys compared to the original McEliece cryptosystem (McEliece, 1978).

Compared to codes in the Hamming metric, rank metric codes have an even stronger structure that can be exploited by an attacker to break the corresponding cryptosystems. As a result, the GPT cryptosystem has a long history of attacks and fixes, which is illustrated in Figure 3.1.

Original GPT Cryptosystem

The original GPT cryptosystem (Gabidulin et al., 1991) is a rank-metric variant of the McEliece cryptosystem that is based on Gabidulin codes. In the GPT cryptosystem (Gabidulin et al., 1991), the notion of a column scrambling matrix (over F_q ) does not increase the security level of the system since the Moore-structure of the Gabidulin code generator matrix is preserved. Hence, a different distortion transformation using low-rank distortion matrix X is used to hide the inherent structure of the Gabidulin code in the public code described by pk. Detailed descriptions of the key generation, encryption and decryption of the original GPT cryptosystem are provided in Algorithms 2 – 4.

Original GPT cryptosystem

(Gabidulin et al., 1991)

Gibson’s first attack

(Gibson, 1995)

Improved GPT (general distortion matrix) (Gabidulin, 1993)

Gibson’s second attack

(Gibson, 1996)

GPT with column scrambler over F_q (Gabidulin and Ourivski, 2001) (Ourivski and Gabidulin, 2003) (Gabidulin et al., 2003)

Overbeck’s attacks (Overbeck, 2006; Overbeck, 2005; Overbeck, 2008)

Particular distortion matrix (Loidreau, 2010; Rashwan et al., 2010)

GPT with column scrambler over F_qm (Gabidulin, 2008; Gabidulin et al., 2009) (Rashwan et al., 2011)

Horlemann-Trautmann, Marshall, Rosenthal (Horlemann-Trautmann et al., 2018)

Horlemann-Trautmann, Marshall, Rosenthal (Horlemann-Trautmann et al., 2016) (attack only on (Gabidulin et al., 2009))

Otmani, Talé Kalachi, Ndjeya

(Otmani et al., 2017)

GPT with rank amplifiers (Loidreau, 2016; Loidreau, 2017)

Coggia, Couvreuer (Coggia and Couvreur, 2019)

(attack for λ = 2)

GPT based on Gabidulin subcodes (Berger et al., 2017)

attack repair attack repair attack repairrepair attack attack attack repair attackrepair

Figure 3.1: Overview of the history of GPT variants and attacks.

Algorithm 2: KeyGen (·) (Gabidulin et al., 1991) Input: Parameters param = � q, m, n, k, t_X < ⌊^{n−k}_2 ⌋, t_{pub} = ⌊^{n−k}_2 ⌋ − t_X � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 S^$←− GL_k (F_qm ) 3 a^$←− F^k_qm , b^$←− F^n_qm : rk_q (b) ≤ t_X 4 G_C = M_{k,q} (g)^a 5 X ← a^⊤b where rk_q (X) ≤ t_X 6 D (G_C ) = S (G_C + X) 7 return sk ← (S, G_C ), pk ← (D (G_C ) , t_{pub}, t_X )

aMs,q (a) ∈ F^{s×n}_qm the s × n Moore matrix for a vector a = (a1, a2, . . . , an) ∈ F^n_qm .

Algorithm 3: Enc (·) (Gabidulin et al., 1991) Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}, t_X ) Output: Ciphertext c ∈ F^n_qm 1 e^$←− F^n_qm : rk_q (e) = t_{pub} = ⌊^{n−k}_2 ⌋ − t_X 2 c ← mD (G_C ) + e = mSG_C + mSX + e 3 return c

Algorithm 4: Dec (·) (Gabidulin et al., 1991) Input: Ciphertext c ∈ F^n_qm , secret key sk = (S, G_C ) Output: Plaintext m ∈ F^k_qm 1 c is a codeword of the (n, k) Gabidulin code C described by G_C that is corrupted by an error ẽ = mSX + e with rk_q (ẽ) ≤ ⌊^{n−k}_2 ⌋ that can be corrected by a secret efficient decoder Decode_C (·) for C 2 m̃ ← Decode_C (c) 3 return m ← m̃S^{−1}

Gibson’s Attack on the Original GPT Cryptosystem

Gibson (1995) proposed an attack on the original GPT cryptosystem that exploits the Moore structure of the generator matrix of Gabidulin codes to obtain an alternative secret key from the public key pk = S � G + a^⊤b � (3.1)

where S ∈ F^{k×k}_qm is a full-rank matrix, a ∈ F^{1×k}_qm and b ∈ F^{1×n}_qm with rk_q(b) ≤ t_X . In particular, Gibson’s attack computes matrices G̃, S̃ and X̃ from (3.1) such that G̃ is a generator matrix of a Gabidulin code G(n, k), pk = S̃(G̃ + X̃) and X̃ ∈ F^{n×n}_qm with rk_q(X̃) ≤ t_X . In the following we give a brief description of the idea behind Gibson’s attack.

There exists a matrix T ∈ F^{k×k}_qm such that

T (I_k | X) = G + a^⊤b. (3.2)

Partition the matrix G and the vectors g and b into the first k and remaining n − k columns, i. e., G = (P | Q) , g = (p | q) , b = (b_1 | b_2)

with P ∈ F^{k×k}_qm , Q ∈ F^{k×(n−k)}_qm , p, b_1 ∈ F^k_qm and q, b_2 ∈ F^{n−k}_qm . Then we can write (3.2) as

T = P + a^⊤b_1 and TX = Q + a^⊤b_2.

and get that PX = Q + a^⊤ (b_2 − b_1X) . (3.3)

Define the reversed vectors

p̄ = � p^{[k−1]}_1 , p^{[k−1]}_2 , . . . , p^{[k−1]}_k � , q̄ = � q^{[k−1]}_1 , q^{[k−1]}_2 , . . . , q^{[k−1]}_{n−k} � , ā = � a_k, a^{[1]}_{k−1}, a^{[2]}_{k−2}, . . . , a^{[k−1]}_1 � , the all-one vector 1 := (1, . . . , 1) ∈ F^k_qm and the matrices

F_j :=

� � � � � � f_j f^{[1]}_j . ..

f^{[k−1]}_j

� � � � � � and X_j := � x_j x^{[1]}_j . . . x^{[k−1]}_j �

where x_j denotes the j-th column of X. Then we can rewrite (3.3) as the reduced linear system of equations p̄X_j = q̄_j1 + āF_j, ∀j = 1, . . . , n − k. (3.4)

Gibson showed, that (3.4) can be solved in O(m^3q^m) operations in F_qm and thus breaks the original GPT cryptosystem for the parameters proposed in (Gabidulin et al., 1991). Although Gibson’s attack breaks the original GPT cryptosystem for practical parameters (n ≤ 30), the complexity of the attack is exponential in the length of the code.

Modified GPT Variant by Gabidulin

In order to prevent the attack by Gibson (1995), Gabidulin (1993) presented a modified variant of the GPT cryptosystem which uses a more general distortion matrix X. The modified key generation is described in Algorithm 5.

Algorithm 5: KeyGen (·) (Gabidulin, 1993) Input: Parameters param = � q, m, n, k, t_X < ⌊^{n−k}_2 ⌋, t_{pub} = ⌊^{n−k}_2 ⌋ − t_X � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 S^$←− GL_k (F_qm ) 3 A^$←− F^{k×tX}_qm , B^$←− F^{tX ×n}_qm : rk_q (B) ≤ t_X 4 G_C = M_{k,q} (g) 5 X ← AB where rk_q (X) ≤ t_X 6 D (G_C ) = S (G_C + X) 7 return sk ← (S, G_C ), pk ← (D (G_C ) , t_{pub}, t_X )

Gibson’s Attack on the Modified GPT Cryptosystem

(Gibson, 1996) presented a second attack that breaks the modified GPT cryptosystem. Since the attack is based on the ideas of the initial attack (Gibson, 1995), a detailed description is omitted.

Modification with Right Scrambler over F_q

In order to prevent Gibson’s attacks, new methods (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin, 2003) were proposed to repair the GPT cryptosystem. In particular, GPT variants with a combination of a distortion matrix together with a column scrambling matrix P over F_q provided resilience against Gibson’s attacks. The key generation, encryption and decryption are described in Algorithm 6 – 8 respectively.

Algorithm 6: KeyGen (·) (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin, 2003)

Input: Parameters param = � q, m, n, k, r, t_X < ⌊^{n−k}_2 ⌋, t_{pub} = ⌊^{n−k}_2 ⌋t_X � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 S^$←− GL_k (F_qm ) 3 P^$←− GL_{n+r} (F_q ) 4 X_1^$←− F^{k×r}_qm , X_2^$←− F^{k×n}_qm : rk_q (X_2) = t_X 5 P, X_1, X_2 are chosen to have certain properties (see Gabidulin and Ourivski, 2001;

Ourivski and Gabidulin, 2003) 6 G_C = M_{k,q} (g) 7 D (G_C ) = S ((0 | G_C ) + (X_1 | X_2)) P = S (X_1 | G_C + X_2) P with 0 ∈ F^{k×r}_q 8 return sk ← (S, P, G_C ), pk ← (D (G_C ) , t_{pub}, t_X , r)

Algorithm 7: Enc (·) (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin, 2003)

Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}, t_X , r) Output: Ciphertext c ∈ F^{n+r}_qm 1 e^$←− F^{n+1}_qm : rk_q(e) = t_{pub} = ⌊^{n−k}_2 ⌋ − t_X 2 c ← mD (G_C ) + e = mS ((0 | G_C ) + (X_1 | X_2)) P + e 3 return c

Algorithm 8: Dec (·) (Gabidulin and Ourivski, 2001; Ourivski and Gabidulin, 2003)

Input: Ciphertext c ∈ F^{n+r}_qm , secret key sk = (S, P, G_C ) Output: Plaintext m ∈ F^k_qm 1 Compute c^′ := cP^{−1} = mS ((0 | G_C ) + (X_1 | X_2)) + eP^{−1} 2 Since P ∈ F^{(r+n)×(r+n)} q we have that e^′ := eP^{−1} satisfies rk_q (e^′) ≤ t_{pub} 3 From c^′ extract the subvector

c^{′′} = (c^′_{r+1}, c^′_{r+2} . . . , c^′_{r+n}) = mSG_C + mX_2 + e^{′′}

where e^{′′} corresponds to the last n positions of e^′ = eP^{−1} 4 Since rk_q (e^{′′}) ≤ rk_q (e^′) ≤ t_{pub} and rk_q (mX_2) ≤ t_X we have that c^{′′} is a codeword of the Gabidulin code C that is corrupted by an error mX_2 + e^{′′} of rank at most t_X + t_{pub} ≤ ⌊^{n−k}_2 ⌋ that can be corrected by a secret efficient decoder for C 5 m̃ ← Decode_C (c) 6 return m ← m̃S^{−1}

Structural Attacks

After the series of Gibson’s attacks and the subsequent repairs, (Overbeck, 2005) presented structural key-recovery attack on the original cryptosystem. Unlike the attacks by Gibson, Overbeck’s attacks run in polynomial time and thus break the GPT cryptosystem for all parameters. The attack on the original GPT cryptosystem was extended in (Overbeck, 2006) to break the GPT variants using a column scrambling matrix (Ourivski and Gabidulin, 2003). Another variant of Overbeck’s attacks (Overbeck, 2008) combines methods from (Overbeck, 2005; Overbeck, 2006) in order to cryptanalyze (Gabidulin et al., 2003). In the following we describe the main idea of Overbeck’s attacks.

For an [n, k, d]^R_q linear rank-metric code C with generator matrix G, we define C^{qi} to be the code obtained by taking each codeword in C to the element-wise power q^i. Note, that the code C^{qi} is generated by G^{qi} , where G^{qi} is the matrix obtained by taking each element in G to the power of q^i.

Definition 3.2.1 (q-Sum). Let C be an [n, k, d]^R_q rank-metric code over F_qm and let i ∈ N_0 . Then the i-th q-sum of C is defined as

Λ_i(C) = C + C^q + · · · + C^{qi} . (3.5)

For a random code C we have dim Λ_i(C) = min{n, ik} with high probability. However, if C is a Gabidulin code G(n, k), we have that dim C = min{n, k + i}, which is significantly smaller than the dimension of the q-sum of a random code. Hence, a Gabidulin code can be distinguished from a random code by checking the dimension of the q-sum.

Based on Overbeck’s observation, one can distinguish a Gabidulin code from a random code by applying the q-sum to the public key and therefore derive an efficient decoder for the underlying decoder.

Variants using Column Scramblers over F_qm

The series of Overbeck’s attacks broke all GPT variants for most practical parameters. In order to prevent Overbeck’s attack, GPT variants with column scrambling matrices over F_qm were proposed. The first GPT variant using a column scrambler over F_qm was proposed by Gabidulin (2008). The GPT variants by Gabidulin et al. (2009) and Rashwan et al. (2010) are also based on this general idea. In (Otmani et al., 2017) it was shown that (Gabidulin et al., 2009; Rashwan et al., 2010) are special cases of (Gabidulin, 2008). Hence, we only describe the general system from (Gabidulin, 2008) in Algorithm 9 – 11.

Algorithm 9: KeyGen (·) (Gabidulin, 2008)

Input: Parameters param = � q, m, n, k, r, t_{pub}, t_X < ⌊^{n−k}_2 ⌋, t_2 � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 S^$←− GL_k (F_qm ) 3 P^$←− GL_{n+tX} (F_qm ) such that

P^{−1} = � P_{11} P_{12} P_{21} P_{22} � with

P_{11} ∈ F^{tX ×tX}

q^m , P12 ∈ F t_X ×n q^m

P_{21} ∈ F^{n×tX}_qm , P_{12} ∈ F^{n×n}_q

and rk_q(P_{12}) < t_2 4 X^$←− F^{k×tX}_qm : rk_q (X) = t_X 5 G_C = M_{k,q} (g) 6 D (G_C ) = S (X | G_C ) P 7 return sk ← (S, P, G_C ), pk ← (D (G_C ) , t_{pub}, t_X , t_2)

Algorithm 10: Enc (·) (Gabidulin, 2008)

Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}, t_X , t_2) Output: Ciphertext c ∈ F^{n+tX}_qm 1 e^$←− F^n_qm : rk_q (e) = t_{pub} = ⌊^{n−k}_2 ⌋ and e = (e_1 | e_2) where e_1 ∈ F^{tX}_qm and e_2 ∈ F^n_qm with rk_q (e_2) = t_{pub} − t_2 2 c ← mD (G_C ) + e = mS (X | G_C ) P + e 3 return c

Algorithm 11: Dec (·) (Gabidulin, 2008)

Input: Ciphertext c ∈ F^{n+tX}_qm , secret key sk = (S, P, G_C ) Output: Plaintext m ∈ F^k_qm 1 Compute c^′ := cP^{−1} = mS (X | G_C ) + eP^{−1} 2 From c^′ extract the subvector

c^{′′} = (c^′_{tX +1}, c^′_{tX +2} . . . , c^′_{tX +n}) = mSG_C + e^{′′}

where e^{′′} corresponds to the last n positions of eP^{−1} given by

e^{′′} = e_1P_{12} + e_2P_{22}.

Since the rank of P_{12} satisfies rk_q (P_{12}) < t_2 and P_{22} has its elements in F_q we have that

rk_q(e^{′′}) ≤ rk_q (P_{12}) + rk_q(e_2) = t_2 + t_{pub} − t_2 = t_{pub}.

3 Hence, c^{′′} is a codeword of the Gabidulin code C that is corrupted by an error e^{′′} of rank at most t_{pub} ≤ ⌊^{n−k}_2 ⌋ that can be corrected by a secret efficient decoder for C 4 m̃ = mS ← Decode_C (c) 5 return m ← m̃S^{−1}

Variants using Particular Distortion Matrices

Different GPT variants that are resistant against Overbeck’s attacks were proposed by Loidreau (2010) and Rashwan et al. (2010). Rather than relying on a column scrambling matrix over F_qm , the variants use particular distortion matrices to prevent Overbeck’s structural attacks. The variants can be described in Algorithm 12 – 14.

Algorithm 12: KeyGen (·) (Loidreau, 2010; Rashwan et al., 2010)

Input: Parameters param = � q, m, n, k, t_{pub} ≤ ⌊^{n−k}_2 ⌋, t_X � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 S^$←− GL_k (F_qm ) 3 P^$←− GL_{n+tX} (F_q ) 4 X^$←− F^{k×tX}_qm : rk_q (X) = t_X 5 G_C = M_{k,q} (g) 6 D (G_C ) = S (X | G_C ) P 7 return sk ← (S, G_C , P), pk ← (D (G_C ) , t_{pub}, t_X ) If the right kernel of pk has dimension one, a decoder can be obtained from pk in polynomial time. This occurs with high probability if X is chosen uniformly at random. This implies the design criterion that X has to be chosen such that rk_q(X) ≤^{tX −ℓ}_{n−k} for some ℓ ≥ 1 which implies t_X > (n − k) (see (Loidreau, 2010, Corollary 1)). However, this restriction increases the key size.

Algorithm 13: Enc (·) (Loidreau, 2010; Rashwan et al., 2010)

Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}, t_X ) Output: Ciphertext c ∈ F^{n+tX}_qm 1 e^$←− F^{n+tX}_qm : rk_q (e) = t_{pub} = ⌊^{n−k}_2 ⌋ 2 c ← mD (G_C ) + e = mS (X | G_C ) P + e 3 return c

Algorithm 14: Dec (·) (Loidreau, 2010; Rashwan et al., 2010)

Input: Ciphertext c ∈ F^{n+tX}_qm , secret key sk = (S, G_C , P) Output: Plaintext m ∈ F^k_qm 1 Compute c^′ := cP^{−1} = mS (X | G_C ) + eP^{−1} 2 From c^′ extract the subvector

c^{′′} = (c^′_{tX +1}, c^′_{tX +2} . . . , c^′_{tX +n}) = mSG_C + e^{′′}

where e^{′′} corresponds to the last n positions of eP^{−1}. Notice, that rk_q (e^′) ≤ t_{pub} since P is over F_q .

3 Since rk_q (e^{′′}) ≤ rk_q (e^′) ≤ t_{pub} we have that c^{′′} is a codeword of the Gabidulin code C that is corrupted by an error e^{′′} of rank at most t_{pub} ≤ ⌊^{n−k}_2 ⌋ that can be corrected by a secret efficient decoder for C 4 m̃ = mS ← Decode_C (c) 5 return m ← m̃S^{−1} The approach by Rashwan et al. (2010) (also referred as the “smart approach”) relies on the same structure as the system in (Loidreau, 2010) with the difference that the increase of the key size in (Loidreau, 2010) due to the rank restriction on X is avoided by imposing a structural restriction on X. In particular, X is constructed from a Moore matrix of rank ℓ and a non-Moore matrix of rank t_X − a to avoid Overbeck’s attacks.

Attack on Variant with Distortion Matrices

The above mentioned attempts to defend the GPT cryptosystem from Overbeck’s attacks based on distortion matrices were broken by Horlemann-Trautmann et al. (2018). The main idea of the attack is based on recovering vectors of rank one from an extended public generator matrix that allow to recover the secret key.

Attacks on Variant with Column Scramblers

The alternative GPT variants proposed to prevent Overbecks’s attacks by using column scrambling matrices over F_qm were subject to several attacks. First, the scheme by Gabidulin et al. (2009) was attacked by Horlemann-Trautmann et al. (2018) using ideas from (Gaborit et al., 2015). This attack was followed by a generalized Overbeck attack (Otmani et al., 2017) that cryptanalyzes (Gabidulin, 2008; Gabidulin et al., 2009; Rashwan et al.,

2010) which is more efficient than that in (Horlemann-Trautmann et al., 2016). The main result of (Otmani et al., 2017) is that all GPT variants with a column scrambler over F_qm can be reduced to a cryptosystem with column scrambler over F_q with a slightly degraded Gabidulin code. However, the error-correction capability of the degraded code is sufficient to recover the imposed errors for most parameters.

GPT Variant with Rank Amplifiers

The GPT variants (Loidreau, 2016; Loidreau, 2017) use particular column scrambling matrices over F_qm , called rank amplifiers. The variants are described in Algorithm 15–17. In particular, the coefficients of the inverse of the right scrambler are taken from some fixeddimensional F_q -linear subspace of F_qm . This idea is motivated by LRPC codes (Gaborit et al., 2013) and the analogue cryptosystem in the Hamming metric proposed by Baldi et al. (2016).

Algorithm 15: KeyGen (·) (Loidreau, 2016; Loidreau, 2017) Input: Parameters param = � q, m, n, k, λ, t_{pub} ≤ ⌊^{n−k}_{2λ} ⌋ � Output: Secret key sk, public key pk 1 Random F_q -linear subspace V of dimension dim(V) = λ 2 g^$←− F^n_qm : rk_q (g) = n 3 S^$←− GL_k (F_qm ) 4 P^$←− GL_n (F_qm ) : p_{i,j} ∈ V for all i, j ∈ [1, n] 5 G_C = M_{k,q} (g) 6 D (G_C ) = SG_C P^{−1} 7 return sk ← (S, G_C , P), pk ← (D (G_C ) , t_{pub}, λ)

Algorithm 16: Enc (·) (Loidreau, 2016; Loidreau, 2017) Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}, λ) Output: Ciphertext c ∈ F^n_qm 1 e^$←− F^n_qm : rk_q (e) = t_{pub} = t_{pub} ≤ ⌊^{n−k}_{2λ} ⌋ 2 c ← mD (G_C ) + e = mSG_C P^{−1} + e 3 return c

Algorithm 17: Dec (·) (Loidreau, 2016; Loidreau, 2017) Input: Ciphertext c ∈ F^n_qm , secret key sk = (S, G_C , P) Output: Plaintext m ∈ F^k_qm 1 Compute c^′ := cP^{−1} = mSG_C + eP 2 Since the entries of P span a λ-dimensional F_q -linear subspace of F_qm , we have that rk_q (eP) ≤ λ rk_q(e) = λt_{pub} (see (Loidreau, 2016, Proposition 1)).

3 Hence, c^{′′} is a codeword of the Gabidulin code C that is corrupted by an error eP of rank at most λt_{pub} ≤ ⌊^{n−k}_2 ⌋ that can be corrected by a secret efficient decoder for C 4 m̃ = mS ← Decode_C (c) 5 return m ← m̃S^{−1}

Attack for GPT with Rank Amplifiers (λ = 2)

Coggia and Couvreur (2019) proposed an attack on the rank-amplifier variant of the GPT cryptosystem (Loidreau, 2016; Loidreau, 2017). The attack is successful for λ = 2 and a public code with code rate R_{pub} ≥^1_2 . In general, parameters where the public code has rate R_{pub} ≥ 1 −^1_λ should be avoided. However, there still are practical parameters for which the system (Loidreau, 2016; Loidreau, 2017) cannot be broken by the attack by Coggia and Couvreur (2019).

Variant using Gabidulin Matrix Codes

In (Berger et al., 2017) a cryptosystem based on matrix codes was proposed. These matrix codes are obtained from subcodes of binary images of Gabidulin codes to mask the structure of the underlying Gabidulin code in order to prevent Overbeck-like attacks. This approach roughly gains a factor of 10 compared to the original McEliece cryptosystem and provides very compact private keys. In Algorithms 18 – 20, describe this cryptosystem. We give a high-level description of the q-ary image of a code, which is used in the key generation of this cryptosystem. For any matrix A ∈ F^{m×n}_q let vec(A) ∈ F^{mn}_q denote the row vector representation of A obtained by concatenating the transposed columns of A. Analogously, denote by mat(a) the corresponding inverse mapping to obtain a matrix A ∈ F^{m×n}_q from a vector a ∈ F^{mn}_q . Under a fixed basis of F_qm over F_q , any code C ⊆ F^n_qm can be represented as a subset of F^{m×n}_q . The q-ary image Im_q(C) ⊆ F^{mn}_q of C is then defined as the code obtained by applying the mapping vec(·) to each codeword of C expanded over F_q , which results in a code of length mn and dimension mk that can be represented by an mk × mn generator matrix over F_q .

Algorithm 18: KeyGen (·) (Berger et al., 2017) Input: Parameters param = � q, m, n, k, r, t_{pub} = ⌊^{n−k}_2 ⌋ � Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q (g) = n 2 B_0^$←− GL_m (F_q ) 3 B_1^$←− GL_n (F_q ) 4 L^$←− F^{s×km−s} q 5 G ← generator matrix of Im_q (G(g; n, k)) (in F^{km×mn}_q ) 6 ~G = G(B_1 ⊗ B⊤_0 ) with the corresponding generator matrix in systematic from ~G_{sys} = (I_{km} | P). Define ~H = (−P⊤ | I_{(n−k)m}) 7 Define U = � L | I_s | 0_{s,(n−k)m} � 8 Define H_{pub} = � U ~H � and G_{pub} ∈ F^{(km−s)×mn} q s.t. G_{pub}H^⊤_{pub} = 0.

9 return sk ← (B_0, B_1, g), pk ← (G_{pub}, t_{pub})

Algorithm 19: Enc (·) (Berger et al., 2017) Input: Plaintext m ∈ F^{km−s}_q , public key pk = (G_{pub}, t_{pub}) Output: Ciphertext c ∈ F^{m×n}_q 1 E^$←− F^{m×n}_q : rk_q (E) = t_{pub} 2 C ← mat(mG_{pub}) + E 3 return C

Algorithm 20: Dec (·) (Berger et al., 2017) Input: Ciphertext c, secret key sk = (B_0, B_1) Output: Plaintext m 1 Compute C̃ ← B^{−1}_0 C = mat(mG_{pub}) + Ẽ where Ẽ = B^{−1}_0 E with rk_q (Ẽ) = t_{pub} 2 Compute c̃ from C̃ 3 Decode c̃ and use B_1 to obtain m 4 return m

Twisted Gabidulin Codes in the GPT System

Twisted Gabidulin codes were applied to the GPT system by Puchinger et al. (2018). However, it turned out that there is a distinguisher when using such Twisted Gabidulin codes in the GPT system.

Theorem 3.2.1 (q-Sum Dimension of Twisted Gabidulin Codes, (Puchinger et al., 2018)). Let n, k, t, h, η, α be chosen as in Definition 2.13.1 such that

Δ :=^{n−k−ℓ}_{ℓ+1} ∈ N, t_i := (i + 1)(Δ + 1), ∀ i = 1, . . . , ℓ, 0 < h_1 < h_2 < . . . h_ℓ < k − 1 s.t. |h_{i+1} − h_i| > 1, ∀ i = 1, . . . , ℓ − 1.

For all i ∈ N, we then have

dim Λ_i(T G_{α,t,h,η}[n, k]) = min{k − 1 + (i + 1)(ℓ + 1), n}.

In particular, for a small number of twists ℓ, the dimension of the q-sum of Twisted Gabidulin codes is rather low compared to random codes of the same dimension (though larger than that of Gabidulin codes), which constitutes a distinguisher.

Lavauzelle and Renner (2020) proposed a polynomial-time key-recovery attack on the Hamming-metric variant of this scheme. Furthermore, they showed that the presented attack can straightforwardly be applied to the variant based on twisted Gabidulin codes for certain parameters. However, this naïve adaption can be avoided by a careful choice of the parameters.

Interleaving Loidreau’s GPT System

The ideas of using interleaved codes in the McEliece system (Elleuch et al., 2018; Holzbaur et al., 2019) were combined with Loidreau’s GPT variant (Loidreau, 2017) in (Renner et al., 2019a). That means, u parallel ciphertexts are considered where each is a codeword from Loidreau’s Gabidulin code (i.e., a Gabidulin code scrambled with a matrix that contains elements from a subspace, (see Loidreau, 2017)) with rank multipliers plus a rank burst error (i.e., all the errors lie in a common row space). The dimension of the total row space of the parallel errors is restricted by

�_u u+1 n−k 2 � . In (Renner et al., 2019a), it was shown that in principle, Loidreau’s system can be interleaved using classical decoders for interleaved Gabidulin codes. Similar to (Holzbaur et al., 2019), an attack based on an error code can be prevented by choosing the error matrix in a suitable way. The construction of (in this sense) secure errors requires rank-metric codes whose minimum distances are close to the Singleton bound. Gabidulin codes yield potentially insecure error patterns since the resulting error matrix can be distinguished from a random one. However, if the error matrix is drawn in a random way, it fulfills the requirements with high probability. For this choice, upper bounds on the decryption failure and secure parameter sets with potential key size reductions by approximately 15% compared to Loidreau’s system were provided.

3.2.3 McEliece-Type Rank-Metric Cryptosystems based on QC-LRPC Codes

A GPT variant based on a randomized construction of rank-metric codes was proposed by Gaborit et al. (2013). This random rank-metric coding approach uses low-rank paritycheck (LRPC) codes in the GPT system in order to prevent the series of structural attacks based on the inherent algebraic structure of Gabidulin codes. The NIST submission ROLLO (Aguilar Melchor et al., 2019a), which is the merge of the initial round-1 submissions Rank-Ouroboros (formerly known as Ouroboros-R), LAKE and LOCKER, is a GPT variant based on LRPC codes.

Definition 3.2.2 (Low-Rank Parity-Check Code). A [λ; n, k] LRPC code of length n, dimension k, and rank λ over F_qm is defined as a code with a parity-check matrix H ∈ F^{(n−k)×n}_qm , where the F_q -linear vector space

H := ⟨{h_{i,j} : i ∈ [1, n − k], j ∈ [1, n]}⟩_q (3.6)

has dimension at most λ.

LRPC codes can be constructed to be quasi-cylic codes. In this case, the parity-check matrix as well as the generator matrix consist of blocks of circulant matrices, that allow for a very compact representation, which is favorable in terms of the key size. In particular, variants consisting of two circulant matrices (also called double-circulant (DC)) are of particular interest for cryptographic applications (Gaborit et al., 2013).

In the following we give a high-level description of the decoding algorithm for LRPC codes from (Gaborit et al., 2013), where we define the rank support as follows:

Definition 3.2.3 (Rank Support). Let x = (x_1, x_2, . . . , x_n) ∈ F^n_qm . The support supp(x) is the F_q -subspace of F_qm generated by the coordinates of x:

supp(x) = ⟨x_1, . . . , x_n⟩_q . Let Φ = {ϕ_1, ϕ_2, . . . , ϕ_λ} and Γ = {γ_1, γ_2, . . . , γ_t} (3.7)

be bases for H and the error support E := supp(e), respectively. Then each element of the syndrome s = eH^⊤ can be written as

s_i = t� r=1 λ� ℓ=1 s_{i,ℓ,r}ϕ_ℓγ_r, (3.8)

where s_{i,ℓ,r} = n� j=1 h_{i,j,ℓ}e_{j,r}, ℓ ∈ [1, λ], r ∈ [1, t], i ∈ [1, n − k]. (3.9) and h_{i,j,ℓ} is the expansion of h_{i,j} over F_q with respect to Φ. Hence, each syndrome entry s_i is an F_q -linear combination of the elements

{ϕ_1γ_1, ϕ_1γ_2, . . . , ϕ_λγ_t}. (3.10)

With high probability the elements above span the product space HE := {ab : a ∈ H, b ∈ E}. Defining the syndrome space S := supp(s) and S_ℓ := {ϕ^{−1}_ℓ S : ℓ ∈ [1, λ]} we may recover E as E ⊆ S_1 ∩ S_2 ∩ · · · ∩ S_ℓ (3.11)

with high probability. Once a basis of the product space is known the error locations can be recovered by solving the F_q -linear system of equations (3.9) that has a unique solution with high probability. Knowing the error locations and the support E, the error vector e can be recovered. The detailed description of the cryptosystem is provided in Algorithms 21–23.

Algorithm 21: KeyGen (·) (Gaborit et al., 2013) Input: Parameters param = {q, m, n, k, λ, t_{pub}} Output: Secret key sk, public key pk 1 Random F_q -linear subspace H of dimension dim(V) = λ 2 H^$←− F^{(n−k)×n}

q^m : rkq^m (H) = n − k and hi,j ∈ H for all i ∈ [1, n − k] and j ∈ [1, n]

3 S ∈ GL_k (F_qm ) 4 G_C ← F^{k×n}_qm : rk(G) = k and GH^⊤ = 0 5 D (G_C ) = SG_C 6 return sk ← (H, S), pk ← (D (G_C ) , t_{pub})

Algorithm 22: Enc (·) (Gaborit et al., 2013) Input: Plaintext m ∈ F^k_qm , public key pk = (D (G_C ) , t_{pub}) Output: Ciphertext c ∈ F^n_qm 1 e^$←− F^n_qm : rk_q (e) = t_{pub} 2 c ← mD (G_C ) + e = mSG_C + e 3 return c

Algorithm 23: Dec (·) (Gaborit et al., 2013) Input: Ciphertext c ∈ F^n_qm , secret key sk = (H, S) Output: Plaintext m ∈ F^k_qm 1 Decode c using H: m̃ ← Decode_C (c) 2 m̃ = mS ← Decode_C (c) 3 return m ← m̃S^{−1}

3.2.4 Attack on the QC-LRPC GPT Variant

An attack on the QC-LRPC cryptosystem that exploits the block-circulant structure of the parity-check matrix was presented in (Hauteville and Tillich, 2015). As a possible repair, the application of so-called ideal LRPC codes instead of QC-LRPC codes was suggested by Hauteville and Tillich (2015) and Aragon et al. (2019c). Ideal LRPC codes allow for the same compact code representation as QC-LRPC codes but are not vulnerable to the attack in (Hauteville and Tillich, 2015). The current version of the NIST submission ROLLO is based on ideal LRPC codes (Aguilar Melchor et al., 2019a).

In addition to the structural attack by Hauteville and Tillich (2015) there is a reactionbased attack on the QC-LRPC GPT cryptosystem that exploits decoding failures that may occur during the decryption process to recover the secret key (Aragon and Gaborit, 2019). Let G_{LRP C} be a generator matrix of the code generated by a parity-check matrix H_{LRP C} of a [λ; n, k] QC-LRPC code over F_qm that can correct t_{pub} errors with high probability. The main idea of this attack is to challenge the decoder with particularly chosen error patterns and observe if the decoder can decode or not. The observation of the corresponding decoding failure rate can reveal the structure of the parity-check matrix H_{LRP C} . In particular, the failure event that the syndrome does not span the whole product space (which dominates the decoding failure probability for most practical parameters) is exploited. In this case, the linear system of equations in (3.9) is rank deficient and thus the error locations cannot be recovered. Compared to the reaction-based attacks on QC-LDPC/MDPC codes in the Hamming metric (Guo et al., 2016), the effectiveness of the reaction-based attack in the rank metric is much higher since there exist much more equivalent keys of the form WH_{LRP C} where W ∈ GL_{n−k} (F_q ) that allow decryption (i.e. efficient decoding).

The reaction-based attack by Aragon and Gaborit (2019) is evaded in ROLLO by using ephemeral keys.

3.3 Systems based on the Hardness of List Decoding

3.3.1 The Faure–Loidreau Cryptosystem

The Faure–Loidreau (FL) cryptosystem was proposed by Faure and Loidreau (2005) as the rank-metric analog of (Augot and Finiasz, 2003). While the Augot–Finiasz cryptosystem is closely connected to (list) decoding Reed–Solomon codes, the FL cryptosystem is connected to (list) decoding Gabidulin codes. The FL system was broken for all parameters with a structural attack by Gaborit et al. (2016), which implicitly used the fact that the public key is a corrupted codeword of an interleaved Gabidulin code.

The security of the original Faure–Loidreau (FL) cryptosystem (Faure and Loidreau, 2005) is based on Problem 3.1.8. However, the relevant parameter w was chosen such that it is easy to attack the system using a decoder for interleaved Gabidulin codes, which is the underlying idea of the attack by Gaborit et al. (2016). The repaired Faure–Loidreau system, LIGA (Renner et al., 2021c), relies on a similar problem as Problem 3.1.8, with an additional restriction on X, which avoids the attack from (Gaborit et al., 2016).

The system works as follows. Let q, m, n, k, u, w, t_{pub} , ζ be positive integers that fulfill k < n ≤ m, 2 ≤ u < k, max � n − k − k − u u − 1 , � n − k 2 � + 1 � ≤ w < u u + 2

(n − k),

and t_{pub} =

�_{n−k−w} 2 � . We consider three finite fields, F_q , F_qm , and F_qmu , which are extension fields of each other, respectively:

F_q ⊆ F_qm ⊆ F_qmu .

The FL key generation is shown in Algorithm 24. The public key consists of the tuple

pk = (g, k, k_{pub}, t_{pub}),

where g ∈ F^n_qm is the defining vector of a Gabidulin code of dimension k. By representing the vector

k_{pub} = x · G_G + z ∈ F^n_qmu

as a u × n matrix over F_qm , it is a corrupted codeword of a u-interleaved Gabidulin code over F_qm , where the error z = (s | 0) · P^{−1} is chosen such that the F_q -rank weight of each row of the matrix representation of the error is beyond the unique error correction capability of the Gabidulin code.

The secret key is the tuple sk = (x, P), where x is the encoded message in k_{pub} and P^{−1} is the right factor of the error vector z.

The encryption procedure is described in Algorithm 25. It consists of encoding a zeropadded version m^′ ∈ F^k_qm of the secret message m ∈ F^{k−u}_qm with the Gabidulin code w.r.t. g, adding the trace of a scalar multiple of k_{pub}, and an additional error e. The trace of a scalar multiple of k_{pub} is a corrupted codeword of the Gabidulin code. Hence, the ciphertext is a codeword of the Gabidulin code corrupted by two errors. An attacker is assumed to have no knowledge of the two errors and hence faces the problem of decoding a corrupted codeword of a large error weight.

The legitimate receiver has partial information about the error added through the public key: The first w rows of P^{−1} are a basis of the row space of the error, which can be seen as an erasure in the rank metric. Hence, the receiver is able to retrieve the message m by an error-erasure decoder (see, e.g., Section 2.8). This decryption procedure is outlined in Algorithm 26.

The problem of recovering a valid private key from the public key is equivalent to Problem 3.1.8 on page 39. For the chosen values of w, this problem can be solved for most errors (i.e., with high probability for random errors) using decoders of interleaved Gabidulin codes. This was first (implicitly) realized in (Gaborit et al., 2016), where a structural attack on the Faure–Loidreau system was proposed.

Algorithm 24: KeyGen (·) (Faure and Loidreau, 2005) Input: Parameters param = (q, m, n, k, u, w) Output: Secret key sk, public key pk 1 g^$←− F^n_qm : rk_q(g) = n 2 x^$←− F^k_qmu : {x_{k−u+1}, . . . , x_k} is a basis of F_qmu over F_qm 3 s^$←− {a ∈ F^w_qmu : rk_q (a) = w} 4 P^$←− F^{n×n}_q : P invertible 5 G_G ← M_{k,q} (g) 6 z ← (s | 0) · P^{−1} 7 k_{pub} ← x · G_G + z 8 t_{pub} ←

�_{n−w−k} 2 � 9 return sk ← (x, P), pk ← (g, k, k_{pub}, t_{pub})

Algorithm 25: Enc (·) (Faure and Loidreau, 2005) Input: Plaintext m ∈ F^{k−u}_qm , public key pk = (g, k, k_{pub}, t_{pub}) Output: Ciphertext c ∈ F^n_qmu 1 α^$←− F_qmu \ {0} 2 e^$←− F^n_qm : rk_q (e) = t_{pub} 3 m^′ ← (m_1, . . . , m_{k−u}, 0, . . . , 0) ∈ F^k_qm 4 G_G ← M_{k,q} (g) 5 c ← m · G_G + Tr_qmu_{/q}m (αk_{pub}) + e 6 return c

Algorithm 26: Dec (·) (Faure and Loidreau, 2005) Input: Ciphertext c, secret key sk = (x, P) Output: Plaintext m ∈ F^{k−u}_qmu 1 c^′ ← cP|_{[w+1,n]} 2 G^′ ← Gabidulin code generated by G_G P|_{[w+1,n]} 3 m^{′′} ← decode c^′ in G^′ (decode “to message” using the encoding mapping induced by G_G P|_{[w+1,n]}) 4 {x^∗_{k−u+1}, . . . , x^∗_k} ← dual basis of F_qmu over F_qm to {x_{k−u+1}, . . . , x_k} 5 α ←

�_k

i=k−u+1 m ′′ i x^∗_i 6 m^′ ← m^{′′} − Tr_qmu_{/q}m (αx) 7 m ← (m^′_1, . . . , m^′_{k−u}) 8 return m

3.3.2 Repair of FL Cryptosystem: LIGA

A repair of the FL cryptosystem was proposed in (Wachter-Zeh et al., 2018; Renner et al., 2021c). The resulting system is called LIGA, since it is based on the hardness of list decoding and interleaved decoding of Gabidulin codes. The underyling idea of the repair is the well-known fact that all known decoders for interleaved Gabidulin codes fail for a large enough^2 class of error patterns. Hence, we can modify the FL key generation algorithm to choose only errors for which the decoders fail. This ensures that the resulting public key is not vulnerable to the structural attack in (Gaborit et al., 2016). More precisely, for a parameter ζ with ζ <^w_{n−k−w} and ζq^{ζw−m} ≤^1_2 , replace Line 3 of Algorithm 24 (KeyGen (·)) by 3 A^$←− � subspace U ⊆ F^w_qm : dim U = ζ, U has a basis consisting

only of elements that are F_q -linearly independent �

3’ � � � s_1 . . s_u

� � �^$←− � � � � �

� � � s^′_1 . . s^′_u

� � � : ⟨s^′1, . . . , s^′u⟩^Fq^m = A, rk^q(s^′i) = w, ∀ i � � � � �

It is shown in (Renner et al., 2021c) that, under the assumption that two decisional problems, called ResIG-Dec and ResG-Dec, are hard, the public-key encryption version of LIGA is IND-CPA secure in the standard model, and the key encapsulation mechanisms version is IND-CCA2 secure in the random oracle model.

Recently, it was shown in (Bombar and Couvreur, 2021), by proposing a message recovery attack on the system, that ResG-Dec is in fact not hard. It is an open problem whether the FL/LIGA system can be protected against this attack by a further modification.

3.3.3 RAMESSES

In (Lavauzelle et al., 2019), the rank-metric code-based cryptosystem RAMESSES was presented. Similar to the system by Faure and Loidreau (2005), the applied code is public, so the structure of the code does not need to be hidden. However, similar to LIGA (Renner et al., 2021c), it was recently broken by (Bombar and Couvreur, 2021).

3.4 A System based on Rank Quasi-Cyclic Codes

In this section, the system RQC, an efficient rank-metric encryption scheme from random quasi-cyclic codes is considered (Aguilar Melchor et al., 2019b), which was submitted to the NIST standardization competition (Aguilar Melchor et al., 2019b).

2Compared to the number of total possible error matrices, the fraction of matrices for which the decoders fail is small (i.e., the decoders suceed with high probability). However, this fraction of matrices is large enough to make a brute-force search through all of these "failing error matrices" more complex than the work factor of the system.

3.4.1 Definitions

Each element of F^n_qm can be uniquely represented by a polynomial of the ring F_qm [X]/⟨P ⟩, where ⟨P ⟩ denotes the ideal of F_qm [X] generated by the polynomial P ∈ F_q [X] of degree n, i.e.,

φ : F^n_qm → F_qm [X]/⟨P ⟩

(u_1, . . . , u_n) → n� i=1 u_iX^{i−1}.

We define the product of two vectors u, v ∈ F^n_qm by

w = uv ∈ F^n_qm ⇔ φ(w) = φ(u)φ(v) mod P.

The ideal matrix generated by v and P is denoted by

IM(v) := � � � � � φ^{−1}(φ(v) mod P ) φ^{−1}(Xφ(v) mod P ) . . φ^{−1}(X^{n−1}φ(v) mod P )

� � � � � .

The product uv can then be written as a vector–matrix multiplication

uv = uIM(v) = IM(u)^⊤v = vu.

Ideal codes are a family of codes with a systematic parity-check matrix formed by blocks of ideal matrices.

Definition 3.4.1 (s-Ideal codes). Let P ∈ F_q [X] be a polynomial of degree n. A parity-check matrix (under the systematic form) of an s-ideal code C_{ideal}(ns, n) is given by

H = � � � � IM(h_1)^⊤ I_{n(s−1)} . . IM(h_{s−1})^⊤

� � � � ∈ F^{n(s−1)×ns}

q^m ,

where h_i ∈ F^n_qm for i = 1, . . . , s − 1. We say that h_1, . . . , h_{s−1} generate the systematic parity-check matrix of C.

For an s-ideal code with a systematic parity-check matrix H generated by h_1, . . . , h_{s−1}, the syndrome s = (s_1, . . . , s_{s−1}) ∈ F^{n(s−1)}_qm of an error e = (e_1, . . . , e_s) ∈ F^{ns}_qm is equal to

s_i = e_iH^⊤

= e_i + h_ie_s, for i = 1, . . . , s − 1.

We define S^n_w := {x ∈ F^n_qm : rk_q(x) = w},

S^n_{1,w} := {x ∈ F^n_qm : rk_q(x) = w, 1 ∈ ⟨x_1, . . . , x_n⟩_q}, and S^{3n}_{w1,w2} := {x = (x_1, x_2, x_3) ∈ F^{3n}_qm : rk_q((x_1, x_3)) = w_1, rk_q((x_2)) = w_1 + w_2, ⟨x_1, x_3⟩_q ⊂ ⟨x_2⟩_q}.

3.4.2 Public Key Encryption RQC uses two types of codes. The first code is a publicly known Gabidulin code G(n, k) with a generator matrix G_G ∈ F^{k×n}_qm which is generated by g_G ∈ F^n_qm . The second code is a random 2-ideal code C_R(2n, n) ideal [2n, n] code C_R with a parity check matrix H_R = � I_n IM(h_R)^⊤ � ∈ F^{n×2n}_qm .

Parameter Stands for Restriction q field order prime power m extension degree 1 ≤ m n length of the Gabidulin code n ≤ m k dimension of the Gabidulin code k ≤ n w error weight of the public key syndrome w ≤ ⌊^{n−k}_2 ⌋ w_R error weight of the ciphertext syndrome ww_R ≤ ⌊^{n−k}_2 ⌋

Table 3.3: Parameters of the RQC System

Algorithms 27–29 constitute the public key encryption version of the RQC scheme, where a description of the parameters is given in Table 3.3.

Algorithm 27: KeyGen (·) (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al., 2018)

Input: Parameters

param = {n, k, w, w_R, P ∈ F_q [X] is an irreducible polynomial of degree n} Output: Secret key sk, public key pk 1 h_R^$←− F^n_qm 2 g_G^$←− S^n_n 3 (x, y)^$←− S^{2n}_{1,w} 4 s ← x + yh_R mod P 5 return sk ← (x, y), pk ← (g_G, h_R, s)

Algorithm 28: Enc (·) (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al., 2018)

Input: Plaintext m ∈ F^k_qm , public key pk = (g_G, h_R, s) Output: Ciphertext c ∈ F^{2n}_qm 1 (r_1, e, r_2)^$←− S^{3n}_{w1 ,w2} 2 u ← r_1 + r_2h_R mod P 3 v ← mG_G + sr_2 + e mod P 4 c ← (u, v) 5 return c

Algorithm 29: Dec (·) (Aguilar Melchor et al., 2019b; Aguilar-Melchor et al., 2018)

Input: Ciphertext c = (u, v) ∈ F^{2n}_qm , secret key sk = (x, y) Output: Plaintext m ∈ F^k_qm 1 c^′ ← v − uy 2 m ← Decode_G (c^′) // Decode in the Gabidulin code G(n, k) generated by G_G (see

Section 2.8)

3 return m

3.4.3 Attacks on the RQC System

There are two known types of attacks on the RQC system which both decode in a random 2-ideal code C_R(2n, n) for (x, y) ∈ S^{2n}_{1,w} or in a random 3-ideal code C_R(3n, n) for (e, r_1, r_2) ∈ S^{3n}_{wR} . There is no known attack that utilizes the ideal structure of the code. Hence, ordinary attacks on the RSD problem give the best-known attacks. These include combinatorial attacks, such as the one by Aragon et al. (2018), as well as the algebraic attacks by Bardet et al. (2020a) and Bardet et al. (2020b).

System name sk pk ct Security DFR RQC-I 40 1834 3652 128 bit no ROLLO-I-128 40 696 696 128 bit yes Loidreau-128 — 6720 464 128 bit no BIKE-2 Level 1 249 1271 1271 128 bit yes McEliece348864 6452 261120 128 128 bit no RQC-II 40 2853 5690 192 bit no ROLLO-I-192 40 958 958 192 bit yes Loidreau-192 — 11520 744 192 bit no BIKE-2 Level 2 387 2482 2482 192 bit yes McEliece460896 13568 524160 188 192 bit no RQC-III 40 4090 8164 256 bit no ROLLO-I-256 40 1371 1371 256 bit yes Loidreau-256 — 16128 1024 256 bit no BIKE-2 Level 3 513 4094 4094 256 bit yes McEliece6688128 13892 1044992 240 256 bit no

Table 3.4: Comparison of memory costs of sk, pk and the ciphertext ct in Byte of IND-CCA-secure Loidreau (Shehhi et al., 2019) and the NIST proposals RQC (Aguilar Melchor et al., 2019b), ROLLO (Aguilar Melchor et al., 2019a), BIKE (Aragon et al., 2019a) and Classic McEliece (Bernstein et al., 2019). The entry ‘yes’ in the column DFR indicates that a scheme has a decryption failure rate larger than 0.

3.5 Parameters of Public-Key Encryption Schemes

Table 3.4 compares the key sizes for different security levels (pre- and post-quantum) of—as of today—unbroken rank-metric code-based public-key encryption schemes.

3.6 Signature Schemes

Signature schemes are used to guarantee authenticity and integrity. Code-based cryptography is almost exclusively known for PKEs and Key Encapsulation Mechanisms (KEMs) (e.g., Classic McEliece, BIKE, HQC), but not for signature schemes. Three code-based signature schemes had been submitted to the first round of NIST’s process for PQC standardization in 2017 (pqsigRM, RaCoSS, RankSign), but none of these advanced to the third or even the second round as they were all broken. Since the start of the NIST PQC process, there was however further progress on signatures: on the one hand, from initially very diverse submissions, only lattice-based schemes remained as finalists. On the other hand, cryptographic research has led to new promising schemes, e.g., based on isogenies.

Code-based signatures have evolved as well. Recent proposals for signature schemes include Wave by Debris-Alazard et al. (2018) and Durandal by Aragon et al. (2019b). Wave is based on generalized (U, U + V ) codes, while Durandal is an adaption of the Schnorr– Lyubashevsky (Lyubashevsky, 2012) approach in the rank metric. While this proposal is considered secure, its Hamming-metric counterpart was attacked in (Baldi et al., 2020).

4 Applications to Storage

Motivated by the popularity of cloud services, coding theoretic solutions for problems related to storage and distribution of content have surged in interest in recent years. In this chapter we introduce two such settings—locality in distributed storage and coded caching— and discuss the application of rank-metric codes to address these problems. In Section 4.1 we provide a high-level description of the property exploited by many constructions of (MR) LRCs and explore the connection between rank-metric codes and codes with locality, both in the Hamming and the rank metric. In Section 4.2 we present the application of Maximum Rank Distance (MRD) codes in the coded caching scheme by Tian and Chen (2018).

4.1 Locality in Distributed Data Storage

The goal of a distributed storage system is to store data such that the failure of a number of nodes is guaranteed not to incur data loss. The simplest solution is replication, where identical copies of the data are stored at each node. While this has the advantage that a failed node is simply recovered by creating another replica, the downside is the significant storage overhead. To reduce this overhead, systems such as Facebook’s f4 storage system (Muralidhar et al., 2014) and the Google File System (Fikes, 2010) have transitioned to employing maximum distance separable (MDS) codes. Given a number of node failures that has to be tolerated, the MDS property guarantees a minimal storage overhead. However, if even a single node fails in such a system, which is the most likely failure event, it also implies that a large number of nodes needs to be involved in the repair process. To mitigate this effect, storage codes with locality were introduced^1, which enforce linear dependencies between smaller subsets of positions. This suggests a separation of the parity check equations into local parities, which are prescribed to have a specific support, and global parities, which are unrestricted. The seminal work by Gopalan et al. (2012) introduced a bound on the minimum Hamming distance of a code with one local parity for every subset of a partition

1This should be regarded as a specific notion of locality that caters to the requirements of distributed storage systems. The concept of locality in general has a long history in coding theory and is the underlying property for, e.g., the majority logic decoding algorithm for Reed–Muller (RM) codes (MacWilliams and Sloane, 1988, Ch. 13).

of the code positions and an arbitrary number of global parities. Codes for this setting are commonly referred to as locally recoverable codes (LRCs). This class forms a special case of the general definition of codes for topologies, formally introduced in (Gopalan et al., 2014). There, a topology is defined as a restriction on the support of the parity-check matrix of a code. Given such a topology, a subclass of particular interest are maximally recoverable (MR) codes (Huang et al., 2007; Chen et al., 2007), which guarantee to correct any erasure pattern that is theoretically correctable, given the locality (support) constraints. The special case of MR LRCs (Huang et al., 2007; Chen et al., 2007; Blaum et al., 2013; Gopalan et al., 2014; Balaji and Kumar, 2015; Blaum et al., 2016; Calis and Koyluoglu, 2016; Hu and Yekhanin, 2016; Gopalan et al., 2017; Horlemann-Trautmann and Neri, 2020; Gabrys et al., 2018; Martínez-Peñas and Kschischang, 2019), also referred to as partial MDS (PMDS) codes, has received considerable attention in recent years. Interestingly, many constructions of MR LRCs (Blaum et al., 2013; Rawat et al., 2014; Calis and Koyluoglu, 2016; Hu and Yekhanin, 2016; Gabrys et al., 2018) and MR codes for other topologies (Gopalan et al., 2014; Holzbaur et al., 2021a) rely on some variation of MRD codes, specifically Gabidulin codes, as their global parities, even if this connection is often not made explicit.

The first part of this section is dedicated to highlighting this connection between MRD codes and codes with locality, which shows that codes originally designed for the rank metric, also have application in the Hamming metric. Furthermore, we briefly introduce the concept of codes with locality in the rank metric.

4.1.1 Codes with Locality in the Hamming Metric

In this section, we consider codes in the Hamming metric, constructed using MRD codes. For completeness, we briefly recall the definition of the Hamming distance here. A linear [n, k, d^{(H)}]^H_q code C is a k-dimensional subspace of F^n_q and its minimum Hamming distance is defined to be

d^{(H)} = min_{c∈C\{0}} wt_H(c) ,

where wt_H(c) is the number of non-zero positions in c. It is well-known (MacWilliams and Sloane, 1988, Chapter 17), that any code fulfills the Singleton bound, given by

d^{(H)} ≤ n − k + 1 (4.1)

and codes that meet the bound with equality are referred to as maximum distance separable (MDS) codes.

A code with locality does not only impose distance constraints on the full codewords, but also on subsets of their positions. There are several different notions of codes with locality which can be classified into three main classes. Informally, locally repairable codes (LRCs) require that every position can be recovered from a small subset of other positions.

Maximally recoverable (MR) LRCs^2 are additionally required to correct any erasure pattern that is possibly correctable given the locality constraints. Finally, codes for topologies are simply defined by a restriction on the support of a parity-check matrix of the code. The latter were defined by Gopalan et al. (2014) and we slightly adapt the definition here to better reflect the common separation of parities in codes with locality into local and global parities.

Definition 4.1.1 (Codes for topologies (Gopalan et al., 2014)). Let T ⊂ ([n − k − s] × [n]) be a subset of indices. We say an [n, k]^H_q code C is a code for the topology T if there exists a parity-check matrix of C given by H = � H^{(local)} H^{(global)} �

with H^{(local)} ∈ F^{n−k−s×n} q and H^{(global)} ∈ F^{s×n}_q such that H^{(local)}_{i,j} = 0 ∀(i, j) ∈ T .

Observe that the restriction on the support of the parity-check matrix given by the topology T is a prerequisite for a code to have locality—for any subset of positions that allows for the recovery of another position, there must exist a codeword in the dual code that is only supported on these positions. Definition 4.1.1 includes LRCs and MR LRCs as special cases, where the matrix H^{(local)} is given by a block diagonal matrix (up to permutation of the columns).

Example 4.1.1. Informally, a code has r-locality if any codeword position can be recovered from at most r other codeword positions. Commonly, these repair sets are assumed to partition the set of codeword indices. Consider, for example, a code of length n = 12 and locality r = 3, with local repair sets given by the partition of [n] into the three sets W_1 = [1, 4], W_2 = [5, 8], and W_3 = [9, 12]. A code where each position c_i for i ∈ W_j , j ∈ [1, 3] can be recovered from the remaining positions {c_l | l ∈ W_j \ {i}} in the set W_j is obtained by choosing

H^{(local)} = � � � 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1

� � � . To see that position i = 1 can be recovered as required, it suffices to rearrange the first parity-check equation given by 4� l=1 c_l = 0 ⇔ c_1 = − 4� l=2 c_l .

Obviously, this matrix fulfills the constraints of the topology T = � (1, l)|l ∈ [5, 12] � ∪ � (2, l)|l ∈ ([1, 4]∪[9, 12]) � ∪ � (3, l)|l ∈ [1, 8] � . 2These codes are also referred to as partial MDS codes in literature.

Depending on the specific subclass under consideration, the global parities given by H^{(global)}, which are not restricted in their support, are then used to either maximize the minimum Hamming distance of the code (LRCs) or the number of erasures that can be corrected once the local correction capabilities are exhausted (MR LRCs), where the latter is a strictly stronger property. The goal of this chapter is to show that MRD codes are a natural choice to provide these global parities, a fact that has been exploited (more or less explicitly) by many of the known constructions, in particular for the stronger notion of locality of MR codes.

To this end, we first establish a well-known connection between the correctability of a given set of erasures and the properties of the generator and parity-check matrix of a linear code.

Proposition 4.1.1. Let C be an [n, k, d^{(H)}]^H_q code. Denote by G and H an arbitrary generator and parity-check matrix of C. Then a set of erasures E ⊂ [n] is correctable if and only if the following equivalent conditions hold:

1. The generator matrix restricted to the non-erased positions is of full rank, i.e.,

rk(G|_{[n]\E} ) = k .

2. The parity-check matrix restricted to the erased positions is of full rank, i.e.,

rk(H|_E ) = |E| .

4.1.2 Global Parities via MRD Codes

To establish the goal in terms of erasure correction capability when designing codes with locality, we first discuss the maximal improvement achievable by adding global parities. A similar analysis was carried out for binary locality restrictions by Gopalan et al. (2014) and for the subclass of grid-like topologies by Holzbaur et al. (2021a). Here, we focus on the general definition of locality given in Definition 4.1.1 because the advantage of using MRD codes lies in their generality. However, note that the following also directly applies to MR LRCs, for which the set of correctable patterns was derived by Blaum et al. (2013).

Consider a code C as in Definition 4.1.1. Assume the matrix H^{(local)} ∈ F^{n−k−s}_q is given and fulfills the restrictions imposed by some topology T . We denote by E the set of erasure patterns of weight n − k − s that the code spanned by the local parity checks of H^{(local)} can correct. By Proposition 4.1.1 this set is exactly given by

E^{(local)} = {E ⊂ [n] | |E| = n − k − s, rk(H^{(local)}|_E ) = n − k − s}

Note that this set uniquely defines the set of erasure patterns of arbitrary weight correctable in this code, given by all subsets of the elements of E^{(local)} , i.e., the code can correct all patterns in {E ⊂ [n] | ∃E^′ ∈ E^{(local)} s.t. E ⊆ E^′}.

As the correctability of an erasure pattern E^′ directly implies that all its subsets can be corrected, we only consider these maximal patterns here.

Similarly, the set of maximal erasure patterns E correctable by the code C is given by E = {E ⊂ [n] | |E| = n − k, rk(H|_E ) = n − k} . (4.2) Observe that

rk(H|_E ) = rk � H^{(local)}|_E H^{(global)}|_E � = n − k ,

and the dimensions of the matrices directly imply the necessary condition that rk(H^{(local)}|_E ) = n−k−s for any E ∈ E . Trivially, it follows that there exists some E^′ ⊂ E with |E^′| = n−k−s such that rk(H^{(local)}|_E ′ ) = n − k − s, i.e., the pattern E can be written as a union of two disjoint sets E = E^′ ∪ I with E^′ ∈ E^{(local)} and |I| = s. This implies that E ⊆ {E^′ ∪ I | E^′ ∈ E^{(local)} , I ∈ [n] \ E^′, |I| = s} . (4.3) In other words, every erasure pattern correctable by E can be written as the union of a pattern in E^{(local)} and s additional positions.

To see that this is exactly the set of correctable patterns, we require the following lemma, which is based on employing MRD codes as the global parities. Note that similar methods have been used in literature to prove properties of codes with locality, see, e.g., (Hu and Yekhanin, 2016, Claim 3).

Lemma 4.1.1. Let A ∈ F^{a×n}_q with rk(A) = a and B ∈ F^{b×n}_qm be a parity-check matrix of an [n, n − b]^R_qm MRD code, where b ≤ n − a. Then

rk_qm � A B � = a + b .

Proof. The ranks of A, B sum up if their F_qm -row spans intersect trivially. First, consider an element in the row space ⟨A⟩_{Fqm} given by v = u · A with u ∈ F^a_qm . Clearly, rk_{Fq} (u) ≤ a and since A is in F_q , we have rk_{Fq} (v) ≤ a.

Now consider ⟨B⟩_{Fqm} . As B is the parity-check matrix of an [n, n − b]^R_qm MRD code, its row span is an [n, b]^R_qm MRD code. Therefore, every non-zero element w ∈ ⟨B⟩ is of F_q -rank rk_{Fq} (w) ≥ n − b + 1 ≥ n − (n − a) + 1 = a + 1 .

Hence, the F_qm -row spans of A and B intersect trivially and the lemma statement follows.

This lemma directly implies a construction of a code for the topology T that is optimal in terms of its “global” erasure correction capability, i.e., given the matrix H^{(local)} it corrects any pattern that is possibly correctable by adding s global parities.

Construction 4.1.1. Given a matrix H^{(local)} ∈ F^{n−k−s×n}_q that fulfills the constraints imposed by the topology T , define C to be the code spanned by H = � H^{(local)} H^{(global)} � , where H^{(global)} ∈ F^{s×n}_qm is the parity-check matrix of an [n, n − s]^R_qm MRD code.

Now consider an erasure pattern

E ∈ {E^′ ∪ I | E^′ ∈ E^{(local)} , I ∈ [n] \ E^′, |I| = s}

and a code C as in Construction 4.1.1. It is easy to see that H^{(global)}|_E spans a [k + s, k]^R_qm MRD code. Furthermore, by (4.2) the matrix H^{(local)}|_E is of full-rank. It follows directly from Lemma 4.1.1 that H|_E is of full rank and therefore that C can correct the pattern E. Hence, the set of correctable patterns is exactly the set give in (4.3), i.e.,

E = {E^′ ∪ I | E^′ ∈ E^{(local)} , I ∈ [n] \ E^′, |I| = s} .

In particular, notice that if H^{(local)} spans a code that is MR for the respective topology without global redundancy, i.e., a code that can correct any erasure pattern that is correctable given the support constraints on H^{(local)} imposed by the topology T , Construction 4.1.1 gives a code that is MR for the topology T including the “global” unrestricted parities in H^{(global)}.

The construction given in Construction 4.1.1 is intended as a proof of concept on how MRD codes can be applied to construct codes with locality. It is easy to see that requiring H^{(global)} to span an [n, n − s]^R_qm MRD code is a stronger property than required for the application of Lemma 4.1.1. Instead it suffices that for any E ∈ E the code spanned by H^{(global)}|_E is an [k + s, k]^R_qm MRD code.

On a high level, the constructions by Blaum et al. (2013), Rawat et al. (2014), Calis and Koyluoglu (2016), Hu and Yekhanin (2016), Gopalan et al. (2014), and Holzbaur et al. (2021a) are based on ensuring this property (or a similar property on the generator matrix), either by explicitly making use of the structure of H^{(local)} in the case of MR LRCs or employing more generic methods that ensure that any subset of k + s positions spans an MRD code. While there are constructions of MR LRCs resulting in lower field size, e.g., based on linearized RS code (Martínez-Peñas and Kschischang, 2019), employing MRD codes can also allow for providing other desired properties, such as the possibility of accommodating array codes (Rawat et al., 2014) or regeneration properties (Holzbaur et al., 2021b). However, the details of these applications are beyond the scope of this survey.

4.1.3 Codes with Locality in the Rank Metric

The previous sections were concerned with the construction of codes with locality in the Hamming metric, which is the metric best-motivated by storage applications. However, the concept of locality has also been considered in the rank metric by Kadhe et al. (2019).

Definition 4.1.2 (Rank-locality (Kadhe et al., 2019, Definition 2)). An [n, k, d]^R_qm code C is said to have (r, ρ) rank-locality, if for every column i ∈ [n], there exists a set Γ(i) ⊂ [n] of indices such that

• i ∈ Γ(i),

• |Γ(i)| ≤ r + ρ − 1, and

• d^{(R)}(C|_{Γ(i)}) ≥ ρ.

Similar to the Singleton-like bound in the Hamming metric derived by Gopalan et al. (2012) and generalized by Kamath et al. (2014), Kadhe et al. (2019) proves a bound on the minimum rank-distance of codes with locality in the rank metric independent of the field size.

Theorem 4.1.2 (Bound on the rank-distance of codes with rank-locality (Kadhe et al., 2019, Theorem 1)). For any [n, k, d]^R_qm code C with rank-locality (r, ρ), the minimum rank-distance d_R is bounded by d^{(R)}(C ) ≤ n − k + 1 − � k r � − 1 � (ρ − 1). (4.4)

Along with this Singleton-like bound on the distance, (Kadhe et al., 2019) presented a code construction that achieves this bound with equality. This construction can be viewed as the skew-analog of the construction of Singleton-optimal codes with locality in the Hamming metric given in Tamo and Barg, 2014 (see also (Kadhe et al., 2019, Section III.C)), replacing the use of RS codes with Gabidulin codes.

Definition 4.1.3 (Code with rank-locality (Kadhe et al., 2019, Construction 1)). Let m, n, k, r, and ρ be positive integers such that r|k, (r + ρ − 1)|n, and n|m. Define μ = n/(r + ρ − 1). Let A = {α_1, . . . , α_{r+δ−1}} be a basis of F_qr+δ−1 over F_q and B = {β_1, . . . , β_μ} be a basis of F_qn over F_qr+ρ−1 . For 1 ≤ j ≤ μ define P_j = {α_iβ_j | i ∈ [r + ρ − 1]} and P :=

�_μ j=1 P_j .

Define the code C = � f_m(γ) � γ∈P |m ∈ F^k_qm � with

f_m(x) = r−1� i=0

k r −1�

j=0 m_{i+jr}x^{[(r+δ−1)j+i]} .

Theorem 4.1.3 ((Kadhe et al., 2019, Theorem 2)). The [n, k]^R_qm code of Definition 4.1.3 has (r, ρ) rank-locality and fulfills the bound of Theorem 4.1.2 with equality.

The idea of the proof of this statement is similar to the corresponding proof in the Hamming metric in (Tamo and Barg, 2014) and based on determining a polynomial that is constant on all elements of P_j for each j ∈ [r + ρ − 1]. For sake of brevity, we omit the proof of this theorem and refer the interested reader to (Kadhe et al., 2019).

In Kadhe et al., 2019 it is further shown that lifting (see Definition 5.4.3 on Page 87) the codes of Definition 4.1.3 results in codes with locality in the subspace metric.

4.2 Coded Caching Scheme with MRD Codes

Caching is a commonly-used data management strategy to reduce the communication load during the peak-traffic time where the terminals of the communication system are equipped with local caches.

4.2.1 System Description

Consider a cache-aided broadcast system consists of a transmitting server which has access to a library of N files W_1, . . . , W_N , and K users, where each user has a cache that can store M files (see Figure 4.1 for an illustration). The shared links between the server and users are error-free. The communication is composed of two stages:

1. Placement Phase: The users fill their caches Z_1, . . . , Z_K with (coded) file segments from the library according to a placement protocol. The communication cost in this phase is negligible.

2. Delivery Phase: The users reveal their demands d_1, . . . , d_K and the server transmits a message X_{d1,...,dK} so that each user k ∈ [1, K] can recover its demanded file W_{dk} according to X_{d1,...,dK} and its cache content Z_k, ∀k ∈ [1, K].

Maddah-Ali and Niesen (2014), proposed a coded caching scheme that outperforms uncoded caching, where in the delivery phase the requested files (or segments of files) which are not cached are sent to each user individually. In the work by Maddah-Ali and Niesen (2014) and further improved scheme by Yu et al. (2018), binary coding is used in the communication phase while non-coded file segments are stored in the local caches. Rank-metric codes are used in the coded caching scheme with coded placement (Tian and Chen, 2018). This scheme is shown to outperform the optimal scheme with uncoded placement (Yu et al., 2018) in the regime of small cache size.

For schemes with uncoded placement, the principle for designing the placement is that coded multicasting opportunities are created simultaneously for all possible requests in the

W_1W2 . .WN Z_1Z_2. . .Z_K

Figure 4.1: Illustration of a Cache-Aided Broadcast System.

delivery phase. When the placement applies coding, in addition to the principle above, the coding coefficients should be chosen such that a set of full rank conditions are satisfied, which guarantees that all the file segments that are part of the linear combinations of the cached symbols can be decoded after receiving sufficient coded symbols in the delivery phase (Tian and Chen, 2018, Section IV.A). However, specifying the coding coefficients for generic parameters turns out to be difficult. Tian and Chen (2018) resolved the issue by a combination of rank metric codes (used in placement phase) and MDS codes (used in delivery phase), which provides an explicit solution apart from an existence proof by Ho et al. (2006).

4.2.2 Coded Placement Scheme with Rank-Metric Codes

In the following, we describe the scheme from (Tian and Chen, 2018) with a focus on the placement phase as it uses rank-metric codes.

Fix an integer parameter 1 ≤ t ≤ K and partition each file W_n into

�_K t � subfiles W_{n,S} , where S ⊆ [1, K], |S| = t.

A Gabidulin code G(P_0, P ) is used to encode the cached symbols, where P = � K − 1 t − 1 � N and P_o = 2 � K − 1 t − 1 � N − � K − 2 t − 1 � (N − 1).

The code locators are denoted by g_1, g_2, . . . , g_{P0} ∈ F_qm and are linearly independent in F_q .

The cache Z_k of each user k is filled as follows:

1. Collect P subfiles

{W_{n,S} : for all n ∈ [1, N] and S such that k ∈ S}.

Interpret each subfile as an element in F_qm . Denote by v_i the i-th subfile in this set, for all i ∈ [1, P ].

2. Encode the subfiles by evaluating the linearized polynomial

f(x) = P� i=1 v_ix^{qi−1} , v_i ∈ F_qm

at the last P_0 −P code locators g_{P0−P +1}, . . . , g_{P0} ∈ F_qm and place these coded symbols into the cache.

It can be seen that the cached content are the linear combination of subfiles of different files. Once the demand d_k of the user k is known, the subfiles of W_n, n ≠ d_k, which are components in the linear combination, will be seen as interference to the subfiles of W_{dk} . The strategy of a delivery scheme is sending symbols to eliminate this interference as well as sending the remaining subfiles of W_{dk} which are not part of the linear combinations stored in the cache Z_k. The delivery scheme by Tian and Chen (2018) utilizes MDS codes and consists of three main steps:

1. For each file W_n, send the uncoded subfiles that are only cached by the users who do not request W_n.

2. For each file W_n, collect all subfiles cached by the users of whom some do not request file W_n (skipping the subfiles that are already sent in Step 1), encode them with a systematic MDS code over F_q and send the parity-check symbols.

3. For each file W_n, collect all subfiles cached by the users of whom all request W_n, encode them with a systematic MDS code over F_q and send the parity-check symbols.

The length of the MDS code in Step 2 is chosen such that each user receives 2P − P_0 symbols which are linear combinations of the same subfiles as its cached symbols which are F_q -linearly independent of the cached symbols. Therefore, after Step 1 and 2, each user can eliminate the interference and decode all the subfiles of the requested file which are part of the basis of its cached symbols, due to the fact it has collected P F_q -linear combinations of P subfiles. The purpose of Step 3 is to guarantee that each user decodes the subfiles of its requested file which are not part of the linear combinations of its cached symbols. The length of the MDS in this step is therefore chosen to guarantee that all users receive sufficient linear independent symbols to achieve that.

The sketch above is a description of the delivery scheme for the case where all files are requested. For details and a variation for the case where some files are not requested, we refer interested readers to the original work (Tian and Chen, 2018).

5 Applications to Network Coding

Network coding is an elegant technique introduced to improve network throughput and performance. With its simple premise that intermediate nodes in the network can process incoming packets instead of only forwarding them, algebraic coding is a very straightforward approach to cope with this problem. In this chapter we introduce the applications of rankmetric codes in finding solutions for deterministic networks and error correction in random networks. In Section 5.1 we present several classifications of network coding problems. Section 5.2 presents a class of constructions based on MRD codes for a class of deterministic multicast networks, which guarantee that all the receivers decode all the messages. Two error models in networks that are often considered are described in Section 5.3. Section 5.4 introduces subspace codes, with the focus on the constructions by lifting rank-metric codes. Section 5.5 provides upper bounds on the size of subspace codes and an analysis of list decoding subspace codes.

5.1 Introduction

Consider a network consisting of one or multiple sources and one or multiple receivers with intermediate relay nodes as possible connections between the sources and receivers. The network coding problem can be formulated as follows: for each node in the network, find a function of its incoming messages to transmit on its outgoing links, such that each receiver can recover all (or a predefined subset of all) the messages. The set of functions that solve the network coding problem is a solution of the network. A network is said to be solvable if such functions exists. In the seminal paper by Ahlswede et al. (2000) it was shown that network coding increases the throughput compared to simple routing. Further, it was shown that network coding achieves the capacity of multicast networks (i.e., oneto-many scenarios). We can distinguish between linear and non-linear network coding and between deterministic and random network coding.

• Linear vs. Non-Linear Network Coding If the functions of a solution are restricted to be linear, the network coding is referred to as linear network coding. It was shown by Li et al. (2003) that forwarding linear combinations of the incoming packets at intermediate nodes suffices to achieve the multicast capacity. This observation is important since linear combinations are simple operations that can be performed efficiently at the intermediate nodes as well as at the transmitter and receiver. The performance of network coding depends on the choice of functions (also known as coding coefficients) at the intermediate nodes since an unfortunate choice of coding coefficients might cancel packets out. An algebraic formulation of the linear network coding problem and its solvability can be found in (Kötter and Médard, 2003). Some works investigated the performance of network coding for practical uses, such as coded TCP (Kim et al., 2011) and forwarding coded packets in wireless mesh networks (Katti et al., 2008). If a non-linear function is employed in the network, then it is classified as non-linear network coding. Nonlinear codes may employ a smaller alphabet than linear codes (Lehman and Lehman, 2004), however, they are rarely considered for practical usage due to the lack of efficient decoding algorithms.

• Deterministic vs. Random Network Coding A network coding problem is called deterministic if the coding functions of all nodes are fixed and known by the receivers. A deterministic algorithm to compute the optimal coding coefficients that achieve the min-cut maximum flow capacity for the in-network linear combinations in polynomial time was proposed by Jaggi et al. (2005). In Section 5.2 we will discuss the application of rank-metric codes and subspace codes to (generalized) combination networks.

It was shown by Ho et al. (2006) that the multicast capacity can be reached with successful decoding probability approaching 1 as the field size of the randomly chosen coefficients of the linear combinations goes to infinity. In random linear network coding (RLNC), each node can choose the coding functions randomly. This RLNC approach has no need for central coordination of the network coding coefficients and thus can be used for dynamic networks.

• Scalar vs. Vector Network Coding

If both, the coding coefficients and packets, are scalars, the solution is called a scalar network coding solution. Kötter and Médard (2003) provided an algebraic formulation for the linear network coding problem and its scalar solvability. Vector network coding as part of fractional network coding was mentioned in (Cannons et al., 2006). A solution of the network is called an (s, t) fractional vector network coding solution, if the edges transmit vectors of length t, but the message vectors are of length s ≤ t. The case s = t = 1 corresponds to a scalar solution. Ebrahimi and Fragouli (2011) have extended the algebraic approach from (Kötter and Médard, 2003) to vector network coding. Here, all packets are vectors of length t and the coding coefficients are matrices. A set of t × t coding matrices for which all receivers can recover their requested information, is called a vector network coding solution (henceforth, it will be called vector solution). Notice that vector operations imply linearity over vectors; therefore, a vector solution is always a (vector) linear solution. In terms of the achievable rate, vector network coding outperforms scalar linear network coding (Medard et al., 2003; Dougherty et al., 2007; Etzion and Wachter-Zeh, 2018). In (Etzion and Wachter-Zeh, 2018), it was shown that for special networks (generalized combination networks), vector coding solutions based on rank-metric and subspace codes significantly reduce the required alphabet size. In one subfamily of these networks, the scalar linear solution requires a field size q_s = q^{(h−2)t2 /h+o(t)}, for even h ≥ 4, where h denotes the number of messages, while (Etzion and Wachter-Zeh, 2018) provides a vector solution of field size q and dimension t. Such a vector solution has the same alphabet size as a scalar solution of field size q^t.

5.2 Solutions of Generalized Combination Networks

An (ε, ℓ)-N_{h,r,αℓ+ε} generalized combination network is a class of multicast networks, illustrated in Figure 5.1 (see also (Etzion and Wachter-Zeh, 2018)). The network has three

x = (x_1, x_2, . . . , x_h) y_1y_2. . .y_r. . .

ℓ r middle nodes N = �_r α � receivers εαℓ

Figure 5.1: Illustration of (ε, ℓ) − N_{h,r,αℓ+ε} networks

layers. The first layer consists of a source with h source messages. The source transmits coded messages to r middle nodes via ℓ parallel links (solid lines) between itself and each middle node. Any α middle nodes in the second layer are connected to a unique receiver (again, by ℓ parallel links each). Each receiver is also connected to the source via ε direct links (dashed lines). Each one of the

�_r α � receivers demands all the h messages. It was shown by Etzion and Wachter-Zeh (2018, Thm. 8) that the (ε, ℓ)-N_{h,r,αℓ+ε} network has a trivial solution if h ≤ ℓ + ε and it has no solution if h > αℓ + ε. Therefore we only consider the non-trivially solvable networks with ℓ + ε < h ≤ αℓ + ε in this section.

A linear solution of an (ε, ℓ)-N_{h,r,αℓ+ε} network is a set of coding coefficients at all middle nodes, such that every receiver j ∈ [N] can recover all the h source messages x_1, . . . , x_h from the received message y_{j1} , . . . , y_{jα} . If the messages x_1, . . . , x_h are vectors in F^t_q and the coding coefficients for each middle node are matrices over F_q , the corresponding solution is called a vector linear solution. If the messages x_1, . . . , x_h are scalars in F_q (i.e., t = 1) and the coding coefficient at each middle node is a vector over F_q , then the corresponding solution is called a scalar linear solution.

In the following, we provide two constructions for vector linear solutions of the (ε, ℓ)- N_{h,r,αℓ+ε} networks using rank-metric codes in Section 5.2.1.

5.2.1 Vector Solutions Using MRD Codes

In this section, we present several constructions from (Etzion and Wachter-Zeh, 2018) of vector solutions of (ε, ℓ)-N_{h,r,αℓ+ε} networks.

Theorem 5.2.1 (Roth (1991) and Lusina et al. (2003)). Let

D_t := {0_t, I_t, C, C^2, . . . , C^{qt−2}},

where C is a companion matrix of a primitive polynomial p(x) = p_0 +p_1x+· · · +p_{t−2}x^{t−2} + p_{t−1}x^{t−1} + x^t ∈ F_q [x], i.e.,

C :=

� � � � � � � �

0 1 0 . . . 0 0 0 0 1 . . . 0 0 . . 0 0 0 . . . 0 1 −p_0 −p_1 −p_2 . . . −p_{t−2} −p_{t−1},

� � � � � � � � ∈ F^{t×t}_q .

and is a primitive polynomial. Then, D_t is an MRD(t, q^t) code of q^t pairwise commutative matrices.

The following corollary considers block Vandermonde matrices which will be used for the vector solution. Note that I_t = C^{qt−1} ∈ D_t.

Corollary 5.2.2 (Etzion and Wachter-Zeh (2018)). Let D_t be the MRD(t, q^t) code defined by the companion matrix C (Theorem 5.2.1). Let C_i, i = 1, . . . , h, be distinct codewords of D_t. Define the following (ht) × (ht) block matrix:

M = � � � � � I_t C_1 C^2_1 . . . C^{h−1}_1 I_t C_2 C^2 . . . C^{h−1}_2 . . . . . . ... . . I_t C_h C^2_h . . . C^{h−1}_h

� � � � � .

Then, any (ht) × (ℓt) submatrix consisting of hℓ blocks of consecutive columns has full rank ℓt, for any ℓ = 1, . . . , h.

Note that the blocks of rows do not have to be consecutive, but a block has to be included with all its t rows in the submatrix.

Based on this corollary, we can now provide several constructions for the generalized combination networks with different parameters.

Construction 5.2.1 (Construction for (0, 1)-N_{h,r,h} combination network). Let

D_t = {C_1, C_2, . . . , C_qt } ⊂ F^{t×t}_q

be the MRD(t, q^t) code defined by the companion matrix C (Theorem 5.2.1) and let r ≤ q^t +1. Consider the (0, 1)-N_{h,r,h} combination network with message vectors x_1, . . . , x_h ∈ F^t_q . One node from the middle layer receives and transmits y_r = x_h and the other r − 1 nodes of the middle layer transmit

y_i = � I_t C_i C^2_i . . . C^{h−1}_i � · � x_1 x_2 . . . x_h

�_⊤ ∈ F^t_q ,

for i = 1, . . . , r − 1.

The matrices I_t, C_i, C^2_i , . . . , C^{h−1}_i , i = 1, . . . , r − 1, are the coding coefficients of the incoming and outgoing edges of node i in the middle layer.

Theorem 5.2.3 (Etzion and Wachter-Zeh (2018)). Construction 5.2.1 provides a vector linear solution of field size q and dimension t to the N_{h,q}t_{+1,h} combination network, i.e., x_1, . . . , x_h can be reconstructed at all receivers.

Proof. Each receiver i obtains h vectors y_{i1} , . . . , y_{ih} and has to solve one of the following two systems of linear equations: � � � � � y^⊤_{i1} y^⊤_{i2} . . y^⊤_{ih}

� � � � � = � � � � � I_t C_{i1} C^2_{i1} . . . C^{h−1}_{i1} I_t C_{i2} C^2_{i2} . . . C^{h−1}_{i2} . . . . . . ... . . I_t C_{ih} C^2_{ih} . . . C^{h−1}_{ih}

� � � � � . � � � � � x^⊤_1 x^⊤_2 . . x^⊤_h

� � � � � or � � � � � � y^⊤_{i1} . . y^⊤_{ih−1} y^⊤_r

� � � � � � = � � � � � � I_t C_{i1} C^2_{i1} . . . C^{h−1}_{i1} . . . . . . . .. . . I_t C_{ih−1} C^2_{ih−1} . . . C^{h−1}_{ih−1} 0_t 0_t 0_t . . . I_t

� � � � � � . � � � � � � x^⊤_1 x^⊤_2 . . x^⊤_h

� � � � � � ,

for some distinct i_1, . . . , i_h ∈ {2, . . . , r}. According to Corollary 5.2.2, in both cases, the corresponding matrix has full rank and there is a unique solution for (x_1 x_2 . . . x_h).

Construction 5.2.2 (Construction for the (1, 2)-N_{4,r,5} generalized combination network). Let

C = {C_1, C_2, . . . , C_{q2t}2_{+2t} } ⊆ F^{2t×2t}_q

be an MRD(2t, q^{2t2 +2t}) code of minimum rank-distance t and let r ≤ q^{2t2+2t}. Consider the (1, 2)-N_{4,r,5} network with message vectors x_1, x_2, x_3, x_4 ∈ F^t_q . The i-th middle node transmits: � y^⊤_{i1} y^⊤_{i2} � = � I_{2t} C_i � · � � � � x^⊤_1 x^⊤_2 x^⊤_3 x^⊤_4

� � � � ∈ F^{2t}_q , i = 1, . . . , r.

The direct link from the source which ends in the same receiver as the links from two distinct middle nodes i, j ∈ {1, 2, . . . , r} transmits the vector

z_{ij} = P_{ij} · � x_1, x_2, x_3, x_4

�_⊤

∈ F^t_q ,

where the matrix P_{ij} ∈ F^{t×4t}_q is chosen such that

rk � � � I_{2t} C_i I_{2t} C_j P_{ij}

� � � = 4t. (5.1)

Since rk � I_{2t} C_i I_{2t} C_j � = rk � I_{2t} C_i 0_{2t} C_j − C_i � ≥ 3t,

it follows that the t rows of P_{ij} can be chosen such that the overall rank of the matrix from (5.1) is 4t.

Theorem 5.2.4. Construction 5.2.2 provides a vector solution to the (1, 2)-N_{4,r,5} network with messages of length t over F_q for any r ≤ q^{2t(t+1)}.

Proof. Each receiver R_{ij} (i.e., the receiver node connecting to the i-th and j-th middle node) obtains the vectors y_{i1} , y_{i2} , y_{j1} , y_{j2} ∈ F^t_q and the vector z_{ij} from the direct link. From these five vectors, the receiver wants to reconstruct the message vectors x_1, x_2, x_3, x_4 by solving the following linear system of equations:

(y_{i1} , y_{i2} , y_{j1} , y_{j2} )^⊤ = � � � I_{2t} C_i I_{2t} C_j P_{ij}

� � � · (x1, x2, x3, x4)^⊤

The choice of P_{ij} from Construction 5.2.2 guarantees that this linear system of equations has a unique solution for (x_1, x_2, x_3, x_4).

Construction 5.2.2 can be further generalized to any (ε, ℓ)-N_{2ℓ,r,2ℓ+ε} networks with α = 2 and ε ≥ ℓ − 1. In particular, we include the construction for the (ℓ − 1, ℓ)-N_{2ℓ,r,3ℓ−1} generalized combination network.

Construction 5.2.3 (For (ℓ − 1, ℓ)-N_{2ℓ,r,3ℓ−1} network). Let

C = {C_1, C_2, . . . , C_{qℓεt}2_{+ℓt} }

be an MRD(ℓt, q^{ℓ(ℓ−1)t2 +ℓt}) code of minimum rank-distance t and let r be any integer such that r ≤ q^{ℓ(ℓ−1)t2 +ℓt}. Consider the (ℓ − 1, ℓ)-N_{2ℓ,r,3ℓ−1} network with message vectors x_1, . . . , x_{2ℓ} ∈ F^t_q , where ℓ ≥ 2. The i-th middle node transmits:

(y_{i1} , y_{i2} )^⊤ = � I_{ℓt} C_i � · (x_1, . . . , x_{2ℓ})^⊤ ∈ F^{ℓt}_q , i = 1, . . . , r.

The ℓ − 1 direct links from the source, which end at the same receiver as the links from two distinct nodes i, j ∈ {1, 2, . . . , r} of the middle layer, transmit the vectors

z_{ijs} = P_{ijs} · � x_1, . . . , x_{2ℓ}

�_⊤

∈ F^t_q , s = 1, . . . , ℓ − 1

where the t × (2ℓt) matrices P_{ijs} are chosen such that

rk

� � � � � � � �

I_{ℓt} C_i I_{ℓt} C_j

P_{ij1} . . P_{ij(ℓ−1)}

� � � � � � � � = 2ℓt. (5.2)

By the rank distance of C we have that rk

�_{Iℓt Ci}

I_{ℓt} C_j � ≥ ℓt + t = (ℓ + 1)t, and hence the (ℓ − 1)t rows of the matrices P_{ijs} can be chosen such that the overall rank of the matrix from (5.2) is 2ℓt.

The following result is an immediate consequence of this construction.

Corollary 5.2.5. Construction 5.2.3 provides a vector solution of field size q and dimension t to the (ℓ − 1, ℓ)-N_{2ℓ,r,3ℓ−1} network for any r ≤ q^{ℓ(ℓ−1)t2 +ℓt} with 2ℓ messages for any ℓ ≥ 2.

5.3 Error Control in (Random) Linear Network Coding

In the following, the constructions are based on the notion of subspaces. Therefore we first introduce the following notations related to subspaces used throughout the remainder of this chapter.

Given a subspace V ∈ P_q(N), its orthogonal subspace is defined as

V^⊥ := {u : v · u = 0 ∀ v ∈ V} (5.3)

The subspace distance between two subspaces U, V in P_q(N) is defined as

d_S(U, V) := dim(U + V) − dim(U ∩ V)

= dim(U) + dim(V) − 2 dim(U ∩ V) . (5.4)

A different metric on P_q(N) is the injection distance (Silva and Kschischang, 2009b; Silva, 2009) which is defined as

d_I (U, V) := max{dim(U), dim(V)} − dim(U ∩ V). (5.5)

We now give a more detailed description of the channel models of (random) linear network coding.

5.3.1 Matrix Channel

Suppose K packets x_i ∈ F^N_q for i ∈ [0, K − 1] of length N are transmitted from a source to the receivers. Let the matrix X ∈ F^{K×N}_q contain the transmitted packets x_i ∈ F^N_q for i ∈ [0, K − 1] as rows. The in-network linear combinations from the source to one sink can be modeled by

y_j =

K−1� i=0 a_{j,i}x_i, ∀j ∈ [0, M − 1] ⇐⇒ Y = AX

where the network matrix A depends on the network topology as well as the coefficients of the linear combinations performed in the network. If A is constant and known at the receiver we call the scenario coherent network coding. If A is not known at the receiver we have noncoherent (or “channel oblivious”) network coding (Yunnan et al., 2003; Kötter and Kschischang, 2008a). A scheme for noncoherent network coding was presented by Yunnan et al. (2003). The idea is to append an identity matrix to the packet matrix X such that if A has full rank K the transmitted packets in X can be recovered from the received matrix Y by Gaussian elimination.

In real networks the network matrix A can have smaller rank than K due to an insufficient number of links from the source to a sink or erased packets due to link failures or an unfortunate choice of the coding coefficients. Additionally, noisy links may corrupt symbols or entire packets. A single malicious or lost packet in the received matrix Y causes the scheme by Yunnan et al. (2003) to fail.

A matrix channel model (Kötter and Kschischang, 2008a; Silva et al., 2008; Silva, 2009) incorporating these types of errors is given by

y_j =

K−1� i=0 a_{j,i}x_i +

T −1� t=0 d_{j,t}z_t, ∀j ∈ [0, M − 1] ⇐⇒ Y = AX + DZ (5.6)

where D ∈ F^{M×T}_q and the matrix Z ∈ F^{T ×N}_q contains T erroneous packets z_t ∈ F^N_q for t ∈ [0, T − 1] as rows.

The challenge of error control in network coding is that linear combinations with erroneous packets again result in an erroneous packet which makes errors propagate through the entire network. The problem of error propagation is illustrated in Figure 5.2.

Error Source

Sink

Figure 5.2: Error propagation in RLNC. A single link error can corrupt the entire transmission.

Error control for coherent network coding, i.e., if A is known at the transmitter and the receiver, was considered by Cai and Yeung (2002), Yeung and Cai (2006), and Cai and Yeung (2006). These schemes select the network coding coefficients such that they can be used for error correction.

5.3.2 Operator Channel

In 2008, Kötter and Kschischang observed that in the error-free case for noncoherent RLNC (i.e., Z = 0 and rk_q(A) = K) the row space of the transmitted packet matrix is preserved by the random and unknown F_q -linear combinations in the network, i.e., we have that ⟨A X⟩_q = ⟨X⟩_q (Kötter and Kschischang, 2008a). This motivated their idea to consider the row space of the transmitted and received matrices X and Y. The row space ⟨Y⟩_q of the received Y in (5.6) can be decomposed into a direct sum

⟨Y⟩_q = X̃ ⊕ Z, (5.7)

where X̃ = ⟨X⟩_q ∩ ⟨Y⟩_q is a subspace of ⟨X⟩_q and Z is an error space that intersects trivially with ⟨X⟩_q (i.e., Z ∩ ⟨X⟩_q = 0). Motivated by the decomposition (5.7), Kötter and Kschischang (2008a) proposed a channel model that abstracts the linear network coding channel on the packet level (5.6) to the subspace level, i.e., the linear vector spaces spanned by the transmitted and received packets. The operator channel (Kötter and Kschischang, 2008a, Definition 1) is a discrete memoryless channel that has input and output from an alphabet P_q(N). The output U is related to the input V with n_t := dim(V) by

U = H_{nt−δ}(V) ⊕ E, (5.8)

H_{nt−δ}(V) ⊕ E V ∈ P_q(N)

U ∈ P_q(N)

Figure 5.3: The operator channel (Kötter and Kschischang, 2008a).

where H_{nt−δ}(V) returns a random (n_t − δ)-dimensional subspace of V, and E denotes an error space of dimension γ (see Figure 5.3). We call δ the number of deletions and γ the number of insertions. We consider the worst case that V and E intersect trivially, i.e., V ∩ E = {0}, since otherwise vectors that are contained in V and E but are not contained in H_{nt−δ}(V) might decrease the number of observed deletions at the channel output (Kötter and Kschischang, 2008a). Thus the noncorrupted subspace is U ∩ V = H_{nt−δ}(V) and we have dim(U ∩ V) ≥ 0 ⇐⇒ n_t ≥ δ and γ = dim(E) ≤ N − n_t. (5.9)

The relation between the input and output of the operator channel is illustrated in Figure 5.4.

V ∩ U

V UEδn^t − δγ

Figure 5.4: Illustration of the relation between the input and output of the operator channel (5.8). The transmitted space is V (blue and green) and the received space is U = (V ∩ U) ⊕ E (green and red). The green intersection space is returned by H_{nt −δ} (V) and the red error space is E.

The distribution of H_{nt−δ}(V) does not affect the performance of the code and can be chosen to be uniform (see (Kötter and Kschischang, 2008a)). Any type of errors occurring in the matrix channel (5.6) can be modeled by the operator channel (5.8) and vice versa. The dimension of the output subspace U is then

n_r := dim(U) = dim (H_{nt−δ}(V)) + dim(E) = n_t − δ + γ.

The subspace distance between the input subspace V and the output subspace U is

d_S(V, U) = dim(V) + dim(U) − 2 dim(V ∩ U)

= n_t + n_r − 2(n_t − δ) = γ + δ. (5.10)

We further relate the input V and the output U with the following definition.

Definition 5.3.1 ((γ, δ)-Reachability). We say that a subspace V is (γ, δ)-reachable from a subspace U if there exists a realization of the operator channel (5.8) with γ insertions and δ deletions that transforms the input V to the output U.

If a space V is (γ, δ)-reachable from a space U, then we have that d_S(U, V) = γ + δ. The operator channel is of particular interest to evaluate the performance of decoders for subspace codes (cf. Section 5.4). Later we present decoding schemes that can correct insertions and deletions beyond the unique decoding region by allowing a very small decoding failure probability. The decoding failure probability depends on the number of insertions γ and deletions δ. We use the operator channel to validate the upper bounds for the decoding failure probability for particular values of γ and δ.

5.4 Subspace Codes

Subspace codes have been proposed for error control for noncoherent RLNC, e.g., when the network topology and the random in-network linear combinations are not known or used by the transmitter and the receiver (Kötter and Kschischang, 2008a; Silva et al., 2008). This idea was motivated by Grassmann codes in the field of complex numbers that are used for multiple antenna channels (Zheng and Tse, 2002). Constructions of subspace codes from Gabidulin codes were proposed in 2003 as linear authentication codes (Wang et al., 2003). Kötter and Kschischang revisited the Reed–Solomon like construction by Wang et al. (2003) in the context of error correction in RLNC and proposed a suitable metric for subspaces (Kötter and Kschischang, 2008a).

Definition 5.4.1 (Subspace Code). A subspace code C_s is a nonempty subset of P_q(N).

The minimum distance d_S(C_s) of a subspace code C_s is defined as

d_S(C_s) := min

V,V^′∈C_s,V≠V^′

d_S(V, V^′). (5.11)

5.4.1 Constant-Dimension Subspace Codes

An important class of subspace codes are constant-dimension subspace codes, which are defined as follows.

Definition 5.4.2 (Constant-Dimension Subspace Code). A constant-dimension subspace code of dimension n_t is a nonempty subset of G_q (N, n_t).

The relation between the subspace distance (5.4) and the injection distance (5.5) of a constant-dimension subspace code C_s is (see (Silva, 2009))

d_S(C_s) = 2d_I (C_s). (5.12)

In the following we consider constant-dimension codes only and use the subspace distance as a metric. All results can be expressed in terms of the injection distance by using (5.12).

Constructions of constant-dimension subspace codes were first considered by Wang et al. (2003) for linear authentication codes, later applied to RLNC by Kötter and Kschischang (2008a), Silva et al. (2008), and Silva (2009). The code rate of a constant-dimension subspace code C_s ⊆ G_q (N, n_t) is defined as R = log_q(|C_s|)

Nn_t

. (5.13)

For a constant-dimension subspace code C_s ⊆ G_q (N, n_t) with minimum distance d_S(C_s), the complementary code is define as the set of all orthogonal subspaces (see (5.3))

C^⊥_s := � V^⊥ : V ∈ C_s � . (5.14)

The complementary code is a constant-dimension code C^⊥_s ⊆ G_q (N, N − n_t) of size |C^⊥_s | = |C_s|, minimum distance d_S(C^⊥_s ) = d_S(C_s) (Kötter and Kschischang, 2008a) and code rate

R^⊥ = log_q(|C_s|) N(N − n_t) = n_t N − n_t

R. (5.15)

Hence, we consider only codes with n_t ≤ N/2 since for each code with n_t > N/2 there exists a complementary code with n_t < N/2 that has the same minimum distance and a higher code rate.

5.4.2 Lifted Rank-Metric Codes

It was shown by Silva et al. (2008) that constant-dimension subspace codes can be obtained by lifting rank-metric codes. Lifted MRD codes are “near-optimal” (Silva, 2009, Theorem 4.24). The lifting operation (Silva et al., 2008; Silva, 2009) appends the identity matrix to each rank-metric codeword and considers the row space of the resulting augmented matrix as a subspace codeword.

To describe a large variety of constant-dimension subspace codes that are constructed from rank-metric codes, we define a generalized lifting operation.

Definition 5.4.3 (Generalized Lifting). Let A ∈ F^{nt ×nt}_q with rk_q(A) = n_t and let C ∈ F^{nt ×M}_q . Define the map Π : F^{nt ×M}_qm → G_q (n_t + M, n_t)

C → Π_A(C) = ⟨(A C)⟩_q . (5.16)

The subspace Π_A(C) ∈ G_q (n_t + M, n_t) is called an A-lifting of C. Given a matrix code C ⊆ F^{nt ×M}_q the corresponding A-lifted code Π_A(C) ⊆ G_q (n_t + M, n_t) is defined as

Π_A(C) := {Π_A(C) : C ∈ C} .

Let G(n_t, k) ⊆ F^{nt ×nt}_q be a Gabidulin code (see Definition 2.7.1) with evaluation points α. There are two common choices for the lifting matrix A.

The interpolation-based decoding scheme (Kötter and Kschischang, 2008a) uses A = ext_β (α) to construct the subspace code Π_A(G(n, k)). This construction is beneficial for interpolation-based decoding schemes since the basis vectors contain the code locators and thus can be used directly for decoding. We call codes of this form locator-lifted rank-metric codes.

In the syndrome-based approach (Silva et al., 2008) an identity matrix is used to construct subspace codes of the form Π_{Int} (G(n_t, k)). For syndrome-based decoding schemes a canonical form of the received basis is required which can be obtained easily by Gaussian elimination if the code is lifted using an identity matrix. Thus we call constructions of this form identity-lifted rank-metric codes.

For identity-lifted rank-metric codes the subspace distance of the lifted code is twice the rank distance of the rank-metric code (Silva et al., 2008; Silva, 2009). The following lemma extends this result to A-lifted codes.

Lemma 5.4.1 (Subspace Distance of A-Lifted Codes). Let C_r ⊂ F^{nt ×m}_q be a rank-metric code of length n_t and minimum distance d_r(C_r) over the field F_q . Let A ∈ F^{nt ×nt}_q be nonsingular. Then the A-lifted subspace code C_s = Π_A(C_r) has minimum subspace distance d_S(C_s) = 2d_r(C_r).

Proof. We have d_S(C_s) = Π_A(C_r) = Π_I � A^{−1}C_r � . Using Proposition 4 from Silva et al. (2008) we obtain

d_S(C_s) = Π_I � A^{−1}C_r � = 2d_r(A^{−1}C_r) = 2d_r(C_r).

A well-known method to obtain a parity check matrix from a systematic generator matrix of a code (Lin and Costello, 2004, p. 55) can be used to construct the complementary code (5.14) of an identity-lifted rank-metric code.

Proposition 5.4.1 (Complementary Code of Identity-Lifted Code). Let C_r ⊂ F^{nt ×m}_q be a rank-metric code. Let C_s = Π_I(C_r) be the corresponding identity-lifted rank-metric code in G_q (N, n_t) with N = n_t +m. Then the complementary code C^⊥_s with dimension n^⊥_t = N −n_t can be constructed from C_r by

C^⊥_s = � −C^⊤ I_n⊥_t � q : C ∈ C_r � . (5.17)

5.4.3 Interleaved Subspace Codes

Identity-lifted interleaved Gabidulin codes were considered by Silva et al. (2008) to reduce the rate-loss due to the lifting and the computational complexity rather than increasing the decoding region. Decoding schemes for identity-lifted interleaved Gabidulin codes with an improved decoding region were proposed by Sidorenko and Bossert (2010) and Li et al. (2014). Locator-lifted interleaved Gabidulin codes - further called interleaved subspace codes - were first considered by Bartz and Wachter-Zeh (2014).

Definition 5.4.4 (L-Interleaved Subspace Code). Let α = (α_0 α_1 . . . α_{nt−1})^⊤ with n_t ≤ m be a vector containing F_q -linearly independent code locators from F_qm . For fixed integers k^{(1)}, . . . , k^{(L)} ≤ n_t, an interleaved subspace code IS[L; n_t, k^{(1)}, . . . , k^{(L)}] of dimension n_t and interleaving order L is defined as � α f^{(1)}(α) f^{(2)}(α) . . . f^{(L)}(α) � q : f^{(j)}(x) ∈ L_qm [x]_{<k}(j) , ∀j ∈ [1, L] � . (5.18)

Let A = ext_β (α). L-interleaved subspace codes are A-lifted interleaved Gabidulin codes IG(L; n, k^{(1)}, . . . , k^{(L)}) with code locators α (see Definition 2.10.1), i.e., we have

IS[L; n_t, k^{(1)}, . . . , k^{(L)}] = Π_A � IG(L; n_t, k^{(1)}, . . . , k^{(L)})^⊤ � , where IG^⊤ ⊂ F^{nt ×L}_qm is obtained by transposing all codewords of IG ⊂ F^{L×nt}_qm .

If k^{(j)} = k, ∀j ∈ [1, L] we call the code a homogeneous interleaved subspace code and denote it by IS[L, α; n_t, k]. The basis vectors in (5.18) are of the form � α, β^{(1)}, . . . , β^{(L)} � with α ∈ ⟨α⟩_q , β^{(1)}, . . . , β^{(L)} ∈ F_qm and are expanded over the field F_q before transmission. The ambient vector space is W_s = ⟨α⟩_q × F^m_q × · · · × F^m_q � � �

L times

with dimension dim(W_s) = N = n_t + Lm.

The code rate of IS[L; n_t, k^{(1)}, . . . , k^{(L)}] is

R = log_q � |IS[L; n_t, k^{(1)}, . . . , k^{(L)}]| � n_tN = m �_L j=1 k^{(j)} n_t(n_t + Lm)

. (5.19)

For increasing interleaving order L the rate loss caused by the appended code locators decreases since n_t << Lm. For L = 1 (no interleaving) the codes from Defintion 5.4.4 are equivalent to Kötter-Kschischang subspace codes (Kötter and Kschischang, 2008a). Proposition 5.4.2 (Minimum Distance of L-Interleaved Subspace Codes). The minimum subspace distance of an L-interleaved subspace code IS[L, α; n_t, k^{(1)}, . . . , k^{(L)}] as in Definition 5.4.4 is d_S(IS) = 2 � n_t − max_{j∈[1,L]} � k^{(j)} � + 1 � .

5.4.4 Decoding of Interleaved Subspace Codes

Decoding of interleaved subspace codes was considered in (Bartz, 2017; Bartz and Wachter- Zeh, 2018). The algorithm consists of two steps: the interpolation step computes r ≤ L non-zero and (left) L_qm [x]-independent vectors of linearized polynomials

Q^{(i)} =[Q^{(i)}_0 , Q^{(i)}_1 , . . . , Q^{(i)}_L ] ∈ L_qm [x]^{L+1} \ {0}, ∀i = 1, . . . , r

such that they fulfill certain degree and evaluation conditions with respect to the received space. The root-finding step finds all message polynomials f_j of degrees deg f_j < k such that Q^{(i)}_0 + u� j=1 Q^{(i)}_j f_j = 0 ∀ i = 1, . . . , r.

If the number of insertions γ and deletions δ satisfies γ + Lδ < L(n_t − k + 1), then at least one satisfactory interpolation vector Q^{(i)} exists, see (Bartz, 2017; Bartz and Wachter-Zeh, 2018). The output list contains the transmitted message polynomial vector. The algorithm can be considered as a partial unique or list decoder (Bartz, 2017; Bartz and Wachter-Zeh, 2018).

5.4.5 Folded Subspace Codes

We present a family of folded subspace codes that can be decoded from insertions and deletions beyond the unique decoding region for any code rate R. This class of folded subspace codes is motivated by the constructions by Mahdavifar and Vardy (2012) and Guruswami and Wang (2013a) and was published by Bartz and Sidorenko (2015).

Definition 5.4.5 (h-Folded Subspace Code). Let α be a primitive element of F_qm . An hfolded subspace code FS[h, α; n_t, k] of dimension n_t, where hn_t ≤ m, is defined as the set of subspaces � � � � � � � �_� � � � � α^0 f(α^0) . . . f(α^{h−1}) α^h f(α^h) . . . f(α^{2h−1}) . . . . . . . . α^{hnt−h} f(α^{hnt−h}) . . . f(α^{hnt−1})

� � � � � � �

q : f(x) ∈ L_qm [x]_{<k} � � � � � � .

Defining the column vector α_F = � α^0 α^h . . . α^{hnt−h}

�_⊤ we can write each codeword of FS[h, α; n_t, k] as � α_F f(α_F ) f(αα_F ) . . . f(α^{h−1}α_F ) � q (5.20)

where f(x) ∈ L_qm [x]_{<k}. The dimension of the ambient vector space

W_s = � α_F � q × F^m_q × · · · × F^m_q � � �

h times

is N = n_t + hm, since the vectors in the space � α_F � q have nonzero components at the n_t known positions 0, h, 2h, . . . , hn_t − h only. The zeroes at the known positions do not need to be transmitted and can be inserted at the receiver. The size of FS[h, α; n_t, k] is |FS[h, α; n_t, k]| = q^{mk} and the code rate is R = log_q (|FS[h, α; n_t, k]|) n_tN = km n_t(n_t + hm)

. (5.21)

The h-folded subspace codes in Definition 5.4.5 are locator-lifted h-folded Gabidulin codes (see Definition 2.11.1). Combining Theorem 2.11.1 and Lemma 5.4.1 we obtain the minimum distance of h-folded subspace codes.

Proposition 5.4.3 (Minimum Distance of h-Folded Subspace Codes). The minimum subspace distance of an h-folded subspace code FS[h, α; n_t, k] is

d_s = 2 � n_t − � k h � + 1 � . (5.22)

5.4.6 Decoding of Folded Subspace Codes

Based on the decoding schemes for folded Gabidulin codes (Mahdavifar and Vardy, 2012), an interpolation-based decoding scheme for folded subspace codes was considered in (Bartz, 2017; Bartz and Sidorenko, 2015). The algorithm consists of two steps: the interpolation step computes r ≤ L non-zero and (left) L_qm [x]-independent vectors of linearized polynomials

Q^{(i)} =[Q^{(i)}_0 , Q^{(i)}_1 , . . . , Q^{(i)}_s ] ∈ L_qm [x]^{s+1} \ {0}, ∀i = 1, . . . , r

such that they fulfill certain degree and evaluation conditions with respect to the received subspace. The root-finding step finds all message polynomials f of degrees deg f < k such that Q^{(i)}_0 + u� j=1 Q^{(i)}_j f(α^{j−1}x) = 0 ∀ i = 1, . . . , r.

If the number of insertions γ and deletions δ satisfies γ + sδ < s(n_t −^{k−1}_{h−s+1} ), then at least one satisfactory interpolation vector Q^{(i)} exists, see (Bartz, 2017; Bartz and Wachter-Zeh, 2018). The output list contains the transmitted message polynomial vector. The algorithm can be considered as a partial unique or list decoder (Bartz, 2017; Bartz and Wachter-Zeh, 2018).

5.5 Upper Bounds on Subspace Codes

In this section, we consider upper bounds on the cardinality and the average list size of constant-dimension subspace codes. Since we are interested in constructions of codes of maximum size we focus on upper bounds. An extensive survey on lower and upper bounds on the size of subspace codes can be found in (Khaleghi et al., 2009). We compare the interleaved subspace codes from Section 5.4.3 and the folded subspace codes from Section 5.4.5 with the bounds and show that the bounds can be asymptotically achieved by the considered codes while keeping the field size low.

Consider a constant-dimension subspace code C_s ⊂ G_q (N, n_t) and define the normalized weight λ, the code rate R and the normalized distance η as

λ = n_t N , R = log_q(|C_s|)

Nn_t = log_q(|C_s|) λN^2 , η = d_S(C_s) 2n_t = d_S(C_s) 2λN . (5.23)

5.5.1 Singleton-like Bound for Subspace Codes

The Singleton-like bound for subspace codes (Kötter and Kschischang, 2008a) upper bounds the size of a subspace code C_s ∈ G_q (N, n_t) by

|C_s| ≤ � N − (d_S(C_s) − 2)/2 max {n_t, N − n_t} � q . (5.24)

The Gaussian coefficient can be lower and upper bounded by (Kötter and Kschischang, 2008b) q^{ℓ(N−ℓ)} ≤ � N ℓ � q ≤ 3.5q^{ℓ(N−ℓ)}. (5.25)

Using (5.25) we can upper bound (5.24) by

|C_s| ≤ 3.5q^{max{nt,N−nt}(N−dS(Cs)/2+1−max{nt,N−nt})}. (5.26)

For n_t ≤ N/2 we have |C_s| ≤ 3.5q^{(N−nt)(nt−dS(Cs)/2+1)} and can express the Singleton-like bound (5.26) in terms of normalized parameters as

log_q(|C_s|) ≤ (N − n_t)(n_t − d_S(C_s)/2 + 1) + log_q(3.5)

⇐⇒ R ≤ (1 − λ) � 1 − η + 1 λN � + log_q(3.5) λN^2

. (5.27)

Notice that for fixed dimension n_t we have λ ∼^1_N for N ≫ n_t. Thus the term log_q(3.5)/(λN^2) in (5.27) vanishes asymptotically for N → ∞ with order 1/N.

For a code C^′_s with n^′_t ≥ N/2 we have

|C^′_s| ≤ 3.5q^{n′t(N−n′t−dS(C′s)/2+1)} (5.28)

which in terms of the normalized parameters λ^′ = n^′_t/N and η^′ = d_S(C^′_s)/(2n^′_t) of C^′_s gives

R^′ ≤ 1 − λ^′ − λ^′η^′ + 1 N + log_q(3.5) λ^′N^2

. (5.29)

For the complementary code C^⊥_s (see (5.14)) of C_s we have n^′_t = N −n_t ≥ N/2, λ^′ = 1−λ and η^′ =^λ_{1−λ} η. By substituting λ^′ and η^′ in (5.29) we can write the Singleton bound for C^⊥_s in terms of the normalized parameters of C_s as

R^⊥ ≤ λ � 1 − η + 1 λN � + log_q(3.5) (1 − λ)N^2 = λ 1 − λ � (1 − λ) � 1 − η + 1 λN � + log_q(3.5) λN^2 � . (5.30)

Recall from (5.15) that the code rate R of a subspace code C_s is related to the code rate R^⊥ of the dual code C^⊥_s by R^⊥ =^λ_{1−λ} R. From (5.24) and (5.30) we see that the complementary code of a Singleton-bound-achieving code also achieves the Singleton bound. This relation is analog to the dual codes of Singleton bound achieving codes in the Hamming metric.

5.5.2 Anticode Bound

The Anticode bound was proposed by Delsarte for arbitrary association schemes (P. Delsarte, 1973, p. 32). Any subset A (t) of G_q (N, n_t) with d_S(U, V) ≤ 2t for all U, V ∈ A (t) is called an Anticode of diameter t. Let C_s ⊆ G_q (N, n_t) be a constant-dimension subspace code. The Anticode bound implies that

|C_s| ≤

|G_q (N, n_t)| |A (t − 1) | = |G_q (N, n_t)| � �A �_{dS(Cs)−2} 2 � � . (5.31)

The bound is tight for the largest Anticode of diameter t in G_q (N, n_t) which has size |A (t) | =

�_{N−nt+t} t � q for n_t ≤ N/2 (P. Frankl and R. M. Wilson, 1986). Using this result in (5.31) we get

|C_s| ≤

�_N

n_t � q �_{nt}

n_t−^{dS(Cs)}_2 +1 � q = �_N

n_t−^{dS(Cs)}_2 +1 � q �_{nt}

n_t−^{dS(Cs)}_2 +1 � q . (5.32)

The Anticode bound (5.32) was proposed in (Etzion and Vardy, 2011, Theorem 1) and described in (Khaleghi et al., 2009, Theorem 3). Using (5.25) we can bound (5.32) from above by |C_s| ≤ 3.5q^{(N−nt)(nt−dS(Cs)/2+1)} (5.33) which coincides with the Singleton-like bound (5.26). Thus (5.33) can be expressed in terms of normalized parameters as (5.27), i.e., we have

R ≤ (1 − λ) � 1 − η + 1 λN � + log_q(3.5) N^2λ

. (5.34)

5.5.3 Upper Bounds for Interleaved and Folded Subspace Codes

We now evaluate the bounds from Section 5.5.1 and Section 5.5.2 for the parameters of interleaved and folded subspace codes.

Evaluation of Bounds for Interleaved Subspace Codes

Consider an interleaved subspace code C_s = IS[L, α; n_t, k^{(1)}, . . . , k^{(L)}] and define k_{max} := max_{j∈[1,L]}{k^{(j)}}. The normalized parameters (5.23) for C_s are

N = n_t + Lm , λ = n_t n_t + Lm , R = m �_L j=1 k^{(j)} n_t(n_t + Lm) , η = n_t − k_{max} + 1 n_t . For fixed n_t and m the limit N → ∞ corresponds to L → ∞ and we get lim_{L→∞} λ = 0 and lim_{L→∞}(R) =^{kmax}_{nt} which is the asymptotic code rate of the corresponding interleaved Gabidulin code IG(L; n_t, k^{(1)}, . . . , k^{(L)}) for L → ∞. This illustrates that the rate loss due to the lifting becomes negligible for large L.

Evaluating the Singleton-like bound (5.24) for the code parameters of L-interleaved subspace codes IS[L, α; n_t, k^{(1)}, . . . , k^{(L)}] gives

|C_s| ≤ � n_t + Lm − (n_t − k_{max} + 1) + 1 n_t + Lm − n_t � q (5.35) = � Lm + k_{max} Lm � q (5.36)

≤ 3.5 · q^{Lmkmax} . (5.37)

Equation (5.35) shows that the size of an interleaved subspace code IS[L, α; n_t, k^{(1)}, . . . , k^{(L)}] (which is q^m

�_L

j=1 k^{(j)} ) has the same asymptotic behavior as the Singleton bound

if k^{(j)} = k_{max} for all j ∈ [1, L], i.e., if the code is a homogeneous interleaved subspace code. A code that achieves the Singleton-like bound in subspace metric can have at most 3.5 times more codewords than a homogeneous interleaved subspace code IS[L, α; n_t, k] of size q^{Lmk}. The code rate of a homogeneous interleaved subspace code C_s = IS[L, α; n_t, k] in terms of normalized parameters is

log_q(|C_s|) = Lmk ⇐⇒ log_q(|C_s|) Nn_t = 1 Nn_t

(N − n_t)(n_t − d_S(C_s)/2 + 1)

⇐⇒ R = (1 − λ) � 1 − η + 1 λN � (5.38)

which has the same asymptotic behavior as the Singleton-like bound (5.27) and the Anticode bound (5.34) for L → ∞ (i.e., N → ∞).

Evaluation of Bounds for Folded Subspace Codes

The normalized parameters (5.23) for a folded subspace code C_s = FS[h, α; n_t, k] are

N = n_t + hm, λ = n_t n_t + hm , R = mk n_t(n_t + hm) and η = n_t − ⌈k/h⌉ + 1

n_t . Evaluating the Singleton-like bound (5.24) for these parameters and using (5.25) gives

|C_s| ≤ � n_t + hm − (n_t − ⌈k/h⌉ + 1) + 1 n_t + hm − n_t � q = � hm + ⌈k/h⌉ hm � q ≤ 3.5 · q^{hm⌈k/h⌉}.

(5.39)

Recall that the size of a folded subspace code is |FS[h, α; n_t, k]| = q^{mk}. Thus the size of FS[h, α; n_t, k] has the same asymptotic behavior as the Singleton-like bound (5.39) if and only if h divides k. In this case a Singleton bound achieving code can have at most 3.5 times more codewords than FS[h, α; n_t, k].

Notice that for fixed n_t the degree m of the field F_qm increases in h since we require hn_t ≤ m. For hn_t = n = m, where n is the length of the unfolded code of FG[h, α; n_t, k] (see Definition 2.11.1) and h >> n_t, we have R = khn_t n_t(n_t + h^2n_t) = kh n_t(h^2 + 1) ≈ k n which is the code rate of FG[h, α; n_t , k] (see (2.25)). This shows that the code rate loss due to the lifting is negligible for large h >> n_t.

For the case when h divides k the code rate of a folded subspace code FS[h, α; n_t, k] in terms of normalized parameters is

log_q(|C_s|) = hmk ⇐⇒ log_q(|C_s|) Nn_t = 1 Nn_t

(N − n_t)(n_t − d_S(C_s)/2 + 1)

⇐⇒ R = (1 − λ) � 1 − η + 1 λN � (5.40) which has the same asymptotic behavior as the Singleton-like bound (5.27) and the Anticode bound (5.34) for N → ∞.

Hence, with increasing interleaving order L and folding parameter h homogeneous interleaved subspace codes and folded subspace codes where h divides k show the same asymptotic behavior as the Singleton-like bound (5.27) and the Anticode bound (5.34).

Comparison of Interleaved and Folded Subspace Codes with Upper Bounds

We now compare the code rate R of interleaved and folded subspace codes with the Singleton-like bound (5.27) and the Anticode bound (5.34). Figure 5.5 shows the normalized distance η over the code rate R for Kötter-Kschischang codes (L = h = 1) and interleaved/folded subspace codes with L = h = 3, 5, 10. The Singleton-like bound for the corresponding N and λ is computed using (5.27). Recall that in terms of normalized parameters the Anticode bound (5.34) coincides with the Singleton-like bound (5.27).

With increasing interleaving order L and folding parameter h the interleaved and folded subspace codes approach the Singleton-like bound for subspace codes since the normalized weight λ decreases for increasing interleaving order L or increasing folding parameter h.

Notice that a noninterleaved subspace code in (Kötter and Kschischang, 2008a) with M = Lm shows the same behavior. This code has to be decoded in F_qM whereas the interleaved code is decoded in the (sub-) field F_qm which is in general more efficient.

5.5.4 Upper Bound on the Average List Size of Subspace Codes

Given an n_r-dimensional received space U ∈ P_q(N) the list decoding problem of a subspace code C_s is to find the list L = {V ∈ C_s : d_S(U, V) ≤ r} (5.41)

where r is the decoding radius in subspace metric. The challenge of list decoding subspace codes is to decrease the size of the list of candidate codewords, which is exponential in the dimension of the transmitted subspace (Wachter-Zeh, 2013). List decodable variants of subspace codes have been proposed in (Mahdavifar and Vardy, 2010; Guruswami et al., 2012; Trautmann et al., 2013; Wachter-Zeh and Zeh, 2014) and allow to correct insertions and deletions beyond half the minimum subspace distance. Most list decodable subspace codes are based on locator-lifted Gabidulin codes and control the list size by either restricting the message symbols or the code locators to belong to a subfield. The list size for this decoder is further reduced in (Guruswami and Wang, 2013b) by restricting the coefficients of the message polynomials to belong to the hierarchical subspace evasive sets. The output of this decoder is a basis for the affine space of candidate solutions which in the worst case results in a very large list of exponential size in the dimension of the transmitted subspace. Bounds on the list-decodability of random subspace codes were given in (Ding, 2015a).

00.10.20.30.40.50.60.70.80.91 0 0.2 0.4 0.6 0.8 1 1.2 λ = 0.5 λ = 0.25 λ = 0.09

Code rate R

Normalized distance η

Singleton/Anticode bound L = h = 1 Singleton/Anticode bound L = h = 3 Singleton/Anticode bound L = h = 10 Int./folded subspace codes L = h = 1 Int./folded subspace codes L = h = 3 Int./folded subspace codes L = h = 10

Figure 5.5: Normalized distance η over the code rate R for q = 2, m = 6 and nt = 6 and interleaving orders / folding parameters L = h = 1, 3, 10 with the corresponding normalized weight λ.

For constant-dimension subspace codes the receiver knows that all codewords have dimension n_t. Recall that the distance between the input and the output of the operator channel (5.8) with parameters γ and δ is γ + δ (see (5.10)). We now give an upper bound on the average list size of constant-dimension subspace codes, i.e., the average number of codewords that are in subspace distance within r = γ + δ from an n_r-dimensional received subspace. The bound uses ideas for the average list size of Reed-Solomon codes (McEliece, 2003) and Gabidulin codes (Wachter-Zeh and Zeh, 2014).

The number of n_t-dimensional subspaces in P_q(N) at subspace distance at most r from a fixed n_r-dimensional subspace U in P_q(N) is denoted by

Ṽ_S (n_r, n_t, r) = |{V ∈ G_q (N, n_t) : d_S(U, V) ≤ r}|. (5.42)

It is shown in (Etzion and Vardy, 2011, Lemma 7) Ṽ_S(n_r, n_t, r) is independent of the center U and given by

Ṽ_S (n_r, n_t, r) =

min{n_t,n_r} � j=⌈^{nt+nr−r}_2 ⌉

q^{(nt−j)(nr −j)} � n_r j � q � N − n_r n_t − j � q . (5.43)

For n_t = n_r and r = 2t this definition coincides with the volume of a sphere in (Kötter and Kschischang, 2008a)

S(V, n_r, t) = {U ∈ G_q (N, n_r) : d_S(U, V) ≤ 2t} (5.44)

and we get

|S(V, n_r, t)| = Ṽ_S(n_r, n_r, 2t) = t� i=0 q^{i2} � ℓ i � q � N − ℓ i � q . For deriving the average list size we need the number of n_t-dimensional subspaces within distance at most γ + δ around a (n_r = n_t + γ − δ)-dimensional subspace. We now derive an upper bound for Ṽ_S (n_t + γ − δ, n_t, γ + δ) =: V_S (n_t, γ, δ).

Lemma 5.5.1 (Volume of Balls in Subspace Metric). The number V_S (n_t, γ, δ) of n_t-dimensional subspaces in P_q(N) at subspace distance at most γ + δ from a fixed (n_r = n_t + γ − δ)- dimensional subspace in P_q(N) satisfies

V_S (n_t, γ, δ) =

min{γ,δ} � i=0 q^{(δ−i)(γ−i)} � n_t + γ − δ γ − i � q � N − (n_t + γ − δ)

δ − i � q (5.45)

< 16 · (min{γ, δ} + 1) · q^{γ(nt−δ)+δ(N−nt )}. (5.46)

The proof of Lemma 5.5.1 can be found in (Bartz, 2017, Appendix A.1.1). We now derive an upper bound on the average list size of constant-dimension subspace codes.

Theorem 5.5.2 (Average List Size of Subspace Codes). Let C_s ⊆ G_q (N, n_t) be a constantdimension subspace code over F_q . Let U be an n_r = n_t + γ − δ dimensional subspace chosen uniformly at random from all subspaces in G_q (N, n_r) that are within distance at most γ +δ to a codeword of C_s. The average list size L̄(γ, δ), i.e., the average number of codewords from C_s at subspace distance at most γ + δ from the fixed (n_r = n_t + γ − δ)-dimensional subspace U, is upper bounded by

L̄(γ, δ) < 1 + |C^s| − 1�_N

n_t � q · V_S (n_t, γ, δ) < 1 + q^{logq (|Cs|)−(N−nt−γ)(nt−δ)}. (5.47)

Proof. By assumption U is chosen uniformly at random from all subspaces in G_q (N, n_r) that are within subspace distance at most γ + δ to a codeword of C_s. There are |C_s| − 1 noncausal^1 codewords (subspaces) out of

�_N

n_t � q possible n_t-dimensional subspaces. Thus there are on average

L̄^′(γ, δ) = |C^s| − 1�_N

n_t � q · V_S (n_t, γ, δ) <

|C_s| �_N

n_t � q · V_S (n_t, γ, δ) (5.48)

1Here noncausal codewords refer to all codewords in a code except for the transmitted codeword.

noncausal codewords within subspace distance at most γ + δ from the received subspace U. Using Lemma 5.5.1 we can upper bound (5.48) by

L̄^′(γ, δ) < |C^s|�_N

n_t � q · V_S (n_t, γ, δ)

< q^{logq (|Cs|)−nt(N−nt)} · 16 · (min{γ, δ} + 1) · q^{γ(nt−δ)+δ(N−nt )} = 16 · (min{γ, δ} + 1) · q^{logq (|Cs|)−nt(N−nt)+γ(nt−δ)+δ(N−nt )} = 16 · (min{γ, δ} + 1) · q^{logq (|Cs|)−(nt−δ)(N−nt)+γ(nt−δ)} = 16 · (min{γ, δ} + 1) · q^{logq (|Cs|)−(N−nt−γ)(nt−δ)}.

Including the causal codeword we get L̄(γ, δ) = 1 + L̄^′(γ, δ).

In terms of normalized parameters (5.23) we can write (5.47) as L̄(γ, δ) < 1 + q^{log}q^{(|C}s^{|)−((1−λ)N−γ)(λN−δ)} (5.49)

= 1 + q^{logq (|Cs|)− 1−λλ} (^{λN− λ1−λ γ})^{(λN−δ)}. (5.50)

From (5.49) we see that the influence of insertions and deletions on the average list size is asymmetric. The degree of this asymmetry depends on the normalized weight λ. If λ ≤ 1/2 (i.e., if n_t ≤ N/2) a deletion affects the average list size (1 − λ)/λ times more than an insertions. For λ > 1/2 (i.e., if n_t > N/2) an insertion affects the average list size λ/(1 − λ) times more than a deletion.

Hence, a code with normalized weight λ ≤ N/2 should be more robust against insertions whereas a code with λ > N/2 should be able to tolerate more deletions.

We now evaluate Theorem 5.5.2 for the parameters of lifted rank-metric codes.

Corollary 5.5.3 (Average List Size of Lifted Rank-Metric Codes). Let C_r ⊂ F^{nt ×M}_q be a rankmetric code with code rate R_r and let C_s = Π_I(C_r). Let the received space U be chosen uniformly at random among all subspaces from G_q (N, n_r) that contain a codeword. The average list size L̄(γ, δ), i.e., the average number of codewords within subspace distance at most γ + δ from an (n_r = n_t + γ − δ)-dimensional received subspace U, is upper bounded by L̄(γ, δ) < 1 + 16 · (min{γ, δ} + 1) · q^nt^Rr^{M−(M−γ)(n}t^{−δ)}. (5.51)

Average List Size of Interleaved Subspace Codes

We now estimate the average number of codewords of an interleaved subspace code that are within subspace distance γ + δ from the received subspace. By evaluating Corollary 5.5.3 for the parameters of interleaved subspace codes we obtain

L̄_I(γ, δ) < 1 + 16 · (min{γ, δ} + 1) · q^{L(mk−(n}t^{−δ)(m− γ}_L^{))}. (5.52)

Note that if we choose n_t ≈ m in (5.52) we observe an asymmetry between insertions and deletions of degree L, i.e., deletions affect the average list size of the code L times more than insertions.

Consider a homogeneous interleaved subspace code C_s = IS[L, α; n_t, k]. To decode interleaved subspace codes with a probabilistic unique decoder we require the average list size to be close to one. This is fulfilled if the exponent in (5.52) becomes negative, i.e., if we have

mk − (n_t − δ) � m − γ L � < 0 ⇐⇒ mk < n_tm − n_t γ L − δm + δγ L ⇐⇒ k < n_t − n_t m γ L − δ + δγ Lm . For n_t ≈ m we get γ L + δ < n_t − k + δγ Lm ⇐⇒ γ + Lδ < L (n_t − k) + δγ m ⇐⇒ γ + δ � L − γ m � < L (n_t − k)

⇐⇒ γ + δ � L − γ m � < L � d_S(C_s) − 2 2 � . (5.53)

From (5.53) we see that a good list decoder for interleaved subspace codes should be able to tolerate approximately L times more insertions γ than deletions δ and return on average a list of size close to one if γ and δ satisfy (5.53).

The asymmetry between insertions and deletions is due to the influence of L on the normalized weight λ = n_t/(n_t + Lm) (see (5.49)).

Average List Size of Folded Subspace Codes

By Corollary 5.5.3, the average list size for folded subspace codes is upper bounded by L̄_F(γ, δ) < 1 + 16 · (min{γ, δ} + 1) · q^{mk−(n}t^{−δ)(hm−γ)}. (5.54)

Let C_s = FS[h, α; n_t, k] and assume that h divides k. We get an average list size close to one if the exponent in (5.54) becomes negative, i.e., if for n_th ≈ m we have mk < (n_t − δ)(hm − γ)

⇐⇒ mk < n_thm − n_tγ − δhm + δγ = n_thm − mγ h − δhm + δγ ⇐⇒ γ h + δh < n_th − k + δγ m ⇐⇒ γ h + δ � h − γ m � < h � n_t − k h � = h � d_S(C_s) − 2 2 � . (5.55)

Compared to interleaved codes (5.53) the average list size of folded subspace codes (5.55) shows an even a higher degree of asymmetry between the tolerable insertions and deletions. Thus, a good list decoder for h-folded subspace codes should tolerate approximately h^2- times more insertions γ than deletions δ and return a list of average size close to one if γ and δ satisfy (5.55).

6 Conclusion

In this survey, we have presented rank-metric codes and some of their most important applications. Chapter 2 formally introduced several classes of and properties of rank-metric codes with a focus on Gabidulin codes and then summarized a selection of known results on their decoding. Chapter 3 investigated the application of rank-metric codes in cryptography. We briefly recalled a number of rank-metric based cryptosystems and formally defined the respective hard problems as well as some known attacks on these systems. Chapter 4 focused on applications in storage, first highlighting the role of MRD codes in the construction of codes with locality followed by a brief summary of a coded caching scheme based on Gabidulin codes. Finally, in Chapter 5 we explored error-correction schemes for network coding utilizing MRD codes.

In the following, we list some further results and applications of rank-metric codes that we have not discussed in detail in this survey.

Further Results on Rank-Metric Codes

In (Neri, 2020), the structure of systematic generator matrices of Gabidulin codes was studied. It was shown that the non-systematic part of these matrices are q-analogs of Cauchy matrices, which can be seen as the rank-metric analog result of (Roth and Seroussi, 1985) on systematic generator matrices of generalized Reed–Solomon codes.

There is a very simple rank-metric code construction, introduced in (Gaborit et al., 2017b) under the name “simple codes”. These codes are able to correct probabilistic up to a radius that is larger than the one of Gabidulin codes of the same parameters. This comes at the cost of a high decoding complexity (but still polynomial), and the codes have minimum rank distance one, which means that decoding fails already for some (very few) errors of rank one.

Rank-metric codes can also be constructed over infinite fields. For instance, Roth (1991) gives bounds for such codes, and presents a simple construction for rank-metric codes over algebraically closed fields (here, we mean sets of matrices over an algebraically closed field, and the rank is taken w.r.t. this field). In (Roth, 1996; Augot et al., 2018), constructions of Gabidulin codes over arbitrary Galois field extensions were given. Decoding of Gabidulin codes over Galois extensions was studied by Robert (2016), Müelich et al. (2016), and

Augot et al. (2018). For exact computation domains (such as number fields), it is still an open problem to properly analyze the intermediate coefficient growth in these decoding algorithms, e.g., analog to (Sippel et al., 2019) for Reed-Solomon codes. In (Roth, 2017), decoding of rank-metric codes over algebraically closed fields in (Roth, 1991) was studied.

There is also a line of work that studies rank-metric codes over finite rings, mainly motivated by network coding applications. The first work was by Kamche and Mouaha (2019), who studied Gabidulin codes over principal ideal rings, their decoding, and applications. Puchinger et al. (2021) studied the first decoding algorithm for Gabidulin codes over Galois rings that has a provable quadratic complexity in the code length. The papers (Renner et al., 2020b; Renner et al., 2021a; Djomou et al., 2021; Kamche et al., 2021) study low-rank parity-check codes over various finite rings.

In (Renner et al., 2019b), interleaved low-rank parity-check codes were defined (similar as vertically and heterogeneously interleaved Gabidulin codes), an efficient decoding algorithm for this code class was devised, and upper bounds on the decoding failure rate of this algorithm were derived.

There are also various papers that study weight distributions and MacWilliams identities for codes in the rank metric (Delsarte, 1978; Gabidulin, 1985; Gadouleau and Yan, 2008b; Jurrius and Pellikaan, 2015; Ravagnani, 2016; Blanco-Chacón et al., 2018; Byrne et al., 2020). For more details, we refer to the survey by Gorla and Ravagnani (2018).

In (Neri et al., 2018), it was shown that for growing extension degree, F_qm -linear MRD codes become dense in the set of rank-metric codes, i.e., their relative number converges to one. This agrees with the result on the density of F_qm -linear MRD codes in (Byrne and Ravagnani, 2020), which derives upper and lower bounds on the probability that a randomly chosen F_qm -linear [n, k] code has a given minimum F_q -rank distance d. In contrast to MDS codes in the Hamming metric and F_qm -linear MRD codes, F_q -linear MRD codes are not dense. Byrne and Ravagnani (2020) showed that the density of F_q -linear MRD codes is asymptotically at most^1_2 , both as q → ∞ and m → ∞. Gluesing-Luerssen (2020) showed that F_q -linear 3 × 3 MRD codes of minimum rank distance 3 are sparse, i.e., its proportion approaches 0 as q → ∞. In a recent work by Gruica and Ravagnani (2020), the asymptotic density of F_q -linear n × m MRD of minimum rank distance d is O(q^{−(d−1)(n−d+1)+1}) as q → ∞, which means that F_q -linear MRD codes are also sparse, unless d = 1 or n = d = 2.

This survey has discussed block codes in the rank metric. There is also a line of work on convolutional codes in the rank metric (Wachter et al., 2011; Wachter-Zeh and Sidorenko, 2012; Wachter-Zeh et al., 2015; Napp et al., 2017b; Napp et al., 2017a; Napp et al., 2018; Almeida and Napp, 2021). These codes are considered in the related sum-rank metric, which can be seen as a mix of the Hamming and rank metric. The sum-rank metric has attracted a lot of attention recently due to promising applications in network coding, distributed data storage, and space-time coding. For more details on sum-rank-metric codes, we refer to the recent survey by Martínez-Peñas et al. (2021).

Further Applications of Rank-Metric Codes

There are also several further applications of the codes that we have not discussed. For instance, rank-metric codes can be used in combinatorics (Lewis and Morales, 2020), to construct linear authentication codes (Wang et al., 2003) and space-time codes (Gabidulin et al., 2000; Lusina et al., 2003; Lu and Kumar, 2004; Augot et al., 2013; Puchinger et al., 2016; Kamche and Mouaha, 2019) (see (Martínez-Peñas et al., 2021) for a recent survey). They have also been used for digital image watermarking (Lefèvre et al., 2019), low-rank matrix recovery (Forbes and Shpilka, 2012; Müelich et al., 2017) (using rank-metric codes over infinite fields (Roth, 1991; Roth, 1996; Augot et al., 2018)), and private information retrieval over networks (Tajeddine et al., 2019).

Acknowledgements

The work of L. Holzbaur and A. Wachter-Zeh was supported by the German Research Foundation (Deutsche Forschungsgemeinschaft, DFG) under Grant No. WA3907/1-1. This work has also been supported by the European Research Council (ERC) under the European Union’s Horizon 2020 research and innovation programme (grant agreement no. 801434). H. Liu has been supported by a German Israeli Project Cooperation (DIP) grant under grant no. PE2398/1-1 and KR3517/9-1.

This work was done while S. Puchinger was with the Department of Applied Mathematics and Computer Science, Technical University of Denmark (DTU), Lyngby, Denmark and the Department of Electrical and Computer Engineering, Technical University of Munich, Munich, Germany. He was supported by the European Union’s Horizon 2020 research and innovation program under the Marie Sklodowska-Curie grant agreement no. 713683 and by the European Research Council (ERC) under the European Union’s Horizon 2020 research and innovation programme (grant agreement no. 801434).

References

Agrell, E., A. Vardy, and K. Zeger. (2000). “Upper bounds for constant-weight codes”.

IEEE Transactions on Information Theory. 46(7): 2373–2395.

Aguilar Melchor, C., N. Aragon, M. Bardet, S. Bettaieb, L. Bidoux, O. Blazy, J. Deneuville, P. Gaborit, A. Hauteville, A. Otmani, O. Ruatta, J. Tillich, and G. Zemor. (2019a). “ROLLO - rank-ouroboros, LAKE & LOCKER”. Second round submission to the NIST post-quantum cryptography call. url: https://pqc-rollo.org.

Aguilar Melchor, C., N. Aragon, S. Bettaieb, L. Bidoux, O. Blazy, J. Deneuville, P. Gaborit, G. Zemor, A. Couvreur, and Hauteville. (2019b). “Rank quasi cyclic (RQC)”. Second round submission to the NIST post-quantum cryptography call. url: https://pqc-rqc.org.

Aguilar-Melchor, C., O. Blazy, J. Deneuville, P. Gaborit, and G. Zémor. (2018). “Efficient encryption from random quasi-cyclic codes”. IEEE Transactions on Information Theory. 64(5): 3927–3943. doi: 10.1109/TIT.2018.2804444.

Ahlswede, R., N. Cai, S. Li, and R. Yeung. (2000). “Network information flow”. IEEE Transactions on Information Theory. 46(4): 1204–1216. issn: 0018-9448.

Alagic, G., J. Alperin-Sheriff, D. Apon, D. Cooper, Q. Dang, J. Kelsey, C. Miller, D. Moody, R. Peralta, R. Perlner, A. R. andDaniel Smith-Tone, and Y.-K. Liu. (2020). “Status Report on the Second Round of the NIST Post-Quantum Cryptography Standardization Process”. Tech. rep. US Department of Commerce, NIST.

Albert, A. A. (1961). “Generalized twisted fields”. Pacific J. Math. 11(1): 1–8. Almeida, P. and D. Napp. (2021). “A new rank metric for convolutional codes”. Designs, Codes and Cryptography. 89(1): 53–73.

Aragon, N., P. Barreto, S. Bettaieb, L. Bidoux, O. Blazy, J. Deneuville, P. Gaborit, S.

Gueron, T. Güneysu, C. Aguilar Melchor, R. Misoczki, E. Persichetti, N. Sendrier, J. Tillich, V. Vasseur, and G. Zemor. (2019a). “BIKE - bit flipping key encapsulation”. Second round submission to the NIST post-quantum cryptography call. url: https://pqc-rollo.org.

Aragon, N., O. Blazy, P. Gaborit, A. Hauteville, and G. Zémor. (2019b). “Durandal: a rank metric based signature scheme”. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. Springer. 728–758.

Aragon, N. and P. Gaborit. (2019). “A key recovery attack against LRPC using decryption failures”. In: Coding and Cryptography, International Workshop, WCC. Vol. 2019.

Aragon, N., P. Gaborit, A. Hauteville, O. Ruatta, and G. Zémor. (2019c). “Low rank parity check codes: new decoding algorithms and applications to cryptography”. IEEE Transactions on Information Theory. 65(12): 7697–7717.

Aragon, N., P. Gaborit, A. Hauteville, and J.-P. Tillich. (2018). “A new algorithm for solving the rank syndrome decoding problem”. In: 2018 IEEE International Symposium on Information Theory (ISIT). IEEE. 2421–2425.

Augot, D. and M. Finiasz. (2003). “A public key encryption scheme based on the polynomial reconstruction problem”. LNCS: Revised selected papers of EUROCRYPT 2003. 2656: 229–249.

Augot, D., P. Loidreau, and G. Robert. (2013). “Rank metric and Gabidulin codes in characteristic zero”. In: IEEE Int. Symp. Inf. Theory (ISIT). Istanbul, Turkey. arXiv: 1305.4047.

Augot, D., P. Loidreau, and G. Robert. (2018). “Generalized Gabidulin codes over fields of any characteristic”. Designs, Codes and Cryptography. 86(8): 1807–1848.

Balaji, S. and P. V. Kumar. (2015). “On partial maximally-recoverable and maximallyrecoverable codes”. In: 2015 IEEE International Symposium on Information Theory (ISIT). IEEE. 1881–1885.

Baldi, M., M. Bianchi, F. Chiaraluce, J. Rosenthal, and D. Schipani. (2016). “Enhanced public key security for the McEliece cryptosystem”. Journal of Cryptography. 29(1): 1–27.

Baldi, M., K. Khathuria, E. Persichetti, and P. Santini. (2020). “Cryptanalysis of a codebased signature scheme based on the Lyubashevsky framework”. Tech. rep. Cryptology ePrint Archive, Report 2020/905, https://eprint. iacr. org/2020/905.

Bardet, M. and P. Briaud. (2021). “An algebraic approach to the rank support learning problem”. CoRR. abs/2103.03558. arXiv: 2103.03558. url: https://arxiv.org/abs/2103.03558.

Bardet, M., P. Briaud, M. Bros, P. Gaborit, V. Neiger, O. Ruatta, and J.-P. Tillich.

(2020a). “An algebraic attack on rank metric code-based cryptosystems”. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. Springer. 64–93.

Bardet, M., M. Bros, D. Cabarcas, P. Gaborit, R. A. Perlner, D. Smith-Tone, J.-P. Tillich, and J. A. Verbel. (2020b). “Improvements of algebraic attacks for solving the rank decoding and MinRank problems”. In: Advances in Cryptology - ASIACRYPT 2020. Vol. 12491. Lecture Notes in Computer Science. Springer. 507–536.

Bartoli, D., M. Giulietti, and I. Platoni. (2014). “On the covering radius of mds codes”.

IEEE Transactions on Information Theory. 61(2): 801–811.

Bartoli, D., C. Zanella, and F. Zullo. (2019). “A new family of maximum scattered linear sets in PG(1, q^6)”. arXiv preprint arXiv:1910.02278.

Bartz, H. (2017). “Algebraic Decoding of Subspace and Rank-Metric Codes”. PhD thesis.

Technische Universität München.

Bartz, H., T. Jerkovits, S. Puchinger, and J. Rosenkilde. (2021). “Fast decoding of codes in the rank, subspace, and sum-rank metric”. IEEE Transactions on Information Theory. 67(8): 5026–5050. doi: 10.1109/TIT.2021.3067318.

Bartz, H. and V. Sidorenko. (2015). “List and probabilistic unique decoding of folded subspace codes”. In: IEEE International Symposium on Information Theory (ISIT). Hong Kong, China. doi: 10.1109/ISIT.2015.7282407.

Bartz, H. and V. Sidorenko. (2017). “Algebraic decoding of folded Gabidulin codes”. Designs, Codes and Cryptography. 82(1-2): 449–467.

Bartz, H. and A. Wachter-Zeh. (2014). “Efficient interpolation-based decoding of interleaved subspace and Gabidulin codes”. In: 52nd Annual Allerton Conference on Communication, Control, and Computing. Monticello, IL. 1349–1356. doi: 10.1109/ALLERTON.2014.7028612.

Bartz, H. and A. Wachter-Zeh. (2018). “Efficient decoding of interleaved subspace and Gabidulin codes beyond their unique decoding radius using gröbner bases”. Advances in Mathematics of Communications. 12(4): 773.

Bassalygo, L. A. (1965). “New upper bounds for error correcting codes”. Probl. Inf. Transm.

1(4): 41–44.

Berger, T. P. (2003). “Isometries for rank distance and permutation group of Gabidulin codes”. IEEE Transactions on Information Theory. 49(11): 3016–3019.

Berger, T. P., P. Gaborit, and O. Ruatta. (2017). “Gabidulin matrix codes and their application to small ciphertext size cryptosystems”. In: International Conference in Cryptology in India. Springer. 247–266.

Berlekamp, E. R. (1984). Algebraic Coding Theory. Aegean Park Press. isbn: 0894120638. Bernstein, D., T. Chou, T. Lange, I. Maurich, R. Misoczki, R. Niederhagen, E. Persichetti, C. Peters, P. Schwabe, N. Sendrier, J. Szefer, and W. Wang. (2019). “Classic McEliece”. Second round submission to the NIST post-quantum cryptography call. url: https://classic.mceliece.org.

Blanco-Chacón, I., E. Byrne, I. Duursma, and J. Sheekey. (2018). “Rank metric codes and zeta functions”. Designs, Codes and Cryptography. 86(8): 1767–1792.

Blaum, M., J. L. Hafner, and S. Hetzler. (2013). “Partial-MDS codes and their application to RAID type of architectures”. IEEE Transactions on Information Theory. 59(7): 4510– 4519.

Blaum, M., J. S. Plank, M. Schwartz, and E. Yaakobi. (2016). “Construction of partial MDS and sector-disk codes with two global parity symbols”. IEEE Transactions on Information Theory. 62(5): 2673–2681.

Bombar, M. and A. Couvreur. (2021). “Decoding supercodes of Gabidulin codes and applications to cryptanalysis”. arXiv preprint arXiv:2103.02700.

Boucher, D., W. Geiselmann, and F. Ulmer. (2007). “Skew cyclic codes”. Appl. Algebra Engrg. Comm. Comput. 18(4).

Boucher, D. and F. Ulmer. (2012). “Linear codes using skew polynomials with automorphisms and derivations”. Designs, Codes and Cryptography. June: 1–27. issn: 0925-1022. doi: 10.1007/s10623-012-9704-4.

Boucher, D. and F. Ulmer. (2009a). “Codes as modules over skew polynomial rings”. In:

Cryptography and Coding. Ed. by M. Parker. Vol. 5921. Lecture Notes in Computer Science. Springer. 38–55. doi: 10.1007/978-3-642-10868-6\_3.

Boucher, D. and F. Ulmer. (2009b). “Coding with skew polynomial rings”. J. Symbolic Comput. 44(12): 1644–1656. issn: 07477171. doi: 10.1016/j.jsc.2007.11.008.

Byrne, E., G. Cotardo, and A. Ravagnani. (2020). “Rank-metric codes, generalized binomial moments and their zeta functions”. Linear Algebra and its Applications. 604: 92–128.

Byrne, E. and A. Ravagnani. (2017). “Covering radius of matrix codes endowed with the rank metric”. SIAM Journal on Discrete Mathematics. 31(2): 927–944.

Byrne, E. and A. Ravagnani. (2020). “Partition-balanced families of codes and asymptotic enumeration in coding theory”. Journal of Combinatorial Theory, Series A. 171: 105169.

Cai, N. and R. W. Yeung. (2002). “Network coding and error correction”. In: IEEE Information Theory Workshop (ITW). 119–122. doi: 10.1109/ITW.2002.1115432.

Cai, N. and R. W. Yeung. (2006). “Network error correction, II: lower bounds”. Communications in Information and Systems. 6(1): 37–54.

Calis, G. and O. O. Koyluoglu. (2016). “A general construction for PMDS codes”. IEEE Communications Letters. 21(3): 452–455.

Cannons, J., R. Dougherty, C. Freiling, and K. Zeger. (2006). “Network routing capacity”.

IEEE Trans. Inform. Theory. 52(3): 777–788.

Chabaud, F. and J. Stern. (1996). “The cryptographic security of the syndrome decoding problem for rank distance codes”. In: Advances in Cryptology — ASIACRYPT ’96. Ed. by K. Kim and T. Matsumoto. Berlin, Heidelberg: Springer Berlin Heidelberg. 368–381. isbn: 978-3-540-70707-3.

Chaussade, L., P. Loidreau, and F. Ulmer. (2009). “Skew codes of prescribed distance or rank”. Designs, Codes and Cryptography. 50(3): 267–284. doi: 10.1007/s10623-008-9230-6.

Chen, M., C. Huang, and J. Li. (2007). “On the maximally recoverable property for multiprotection group codes”. In: 2007 IEEE International Symposium on Information Theory. IEEE. 486–490.

Chen, Z., P. Fan, and K. B. Letaief. (2016). “Fundamental limits of caching: improved bounds for users with small buffers”. IET Communications. 10(17): 2315–2318.

Coggia, D. and A. Couvreur. (2019). “On the security of a Loidreau’s rank metric code based encryption scheme”. In: Workshop on Coding and Cryptography (WCC).

Cohen, G., I. Honkala, S. Litsyn, and A. Lobstein. (1997). Covering codes. Elsevier. Cohen, G., M. Karpovsky, H. Mattson, and J. Schatz. (1985). “Covering radius—survey and recent results”. IEEE Transactions on Information Theory. 31(3): 328–343.

Couveignes, J.-M. and R. Lercier. (2009). “Elliptic periods for finite fields”. Finite Fields and Their Applications. 15(1): 1–22.

Cruz, J. de la, M. Kiermaier, A. Wassermann, and W. Willems. (2016). “Algebraic structures of MRD codes”. Advances in Mathematics of Communications. 10(3): 499–510.

Csajbók, B., G. Marino, O. Polverino, and C. Zanella. (2018a). “A new family of MRDcodes”. Linear Algebra and its Applications. 548: 203–220.

Csajbók, B., G. Marino, O. Polverino, and Y. Zhou. (2020). “MRD codes with maximum

idealizers”. Discrete Mathematics. 343(9): 111985.

Csajbók, B., G. Marino, and F. Zullo. (2018b). “New maximum scattered linear sets of the

projective line”. Finite Fields and Their Applications. 54: 133–150.

Debris-Alazard, T., N. Sendrier, and J.-P. Tillich. (2018). “Wave: A new code-based signature scheme”. arXiv: 1810.07554.

Delsarte, P. (1978). “Bilinear forms over a finite field with applications to coding theory”.

Journal of Combinatorial Theory. 25(3): 226–241.

Dickson, L. E. (1905). “On finite algebras”. Nachrichten von der Gesellschaft der Wissenschaften zu Göttingen, Mathematisch-Physikalische Klasse. 1905: 358–393.

Dickson, L. E. (1906). “On commutative linear algebras in which division is always uniquely

possible”. Transactions of the American Mathematical Society. 7(4): 514–522. Ding, Y. (2015a). “On list-decodability of random rank metric codes and subspace codes”.

IEEE Transactions on Information Theory. 61(1): 51–59. issn: 0018-9448. doi: 10.1109/TIT.2014.2371915. Ding, Y. (2015b). “On list-decodability of random rank metric codes and subspace codes”.

IEEE Transactions on Information Theory. 61(1): 51–59.

Djomou, F. R. K., H. T. Kalachi, and E. Fouotsa. (2021). “Generalization of low rank

parity-check (LRPC) codes over the ring of integers modulo a positive integer”. Arabian Journal of Mathematics: 1–10.

Dougherty, R., C. Freiling, and K. Zeger. (2007). “Networks, matroids, and non-Shannon

information inequalities”. IEEE Trans. Inf. Theory. 53(6): 1949–1969. Ebrahimi, J. B. and C. Fragouli. (2011). “Algebraic algorithms for vector network coding”.

IEEE Trans. Inf. Theory. 57(2): 996–1007.

Elleuch, M., A. Wachter-Zeh, and A. Zeh. (2018). “A public-key cryptosystem from interleaved Goppa codes”. arXiv preprint arXiv:1809.03024.

Etzion, T. and A. Vardy. (2011). “Error-correcting codes in projective space”. IEEE Transactions on Information Theory. 57(2): 1165–1173. issn: 0018-9448.

Etzion, T. and A. Wachter-Zeh. (2018). “Vector network coding based on subspace codes

outperforms scalar linear network coding”. IEEE Transactions on Information Theory. 64(4): 2460–2473.

Faure, C. and P. Loidreau. (2005). “A new public-key cryptosystem based on the problem

of reconstructing p–polynomials”. In: International Workshop on Coding and Cryptography. Springer. 304–315.

Fikes, A. (2010). Storage Architecture and Challenges. url: https://cloud.google.com/files/storage_architecture_and_challenges.pdf . Forbes, M. A. and A. Shpilka. (2012). “On identity testing of tensors, low-rank recovery

and compressed sensing”. In: Proceedings of the forty-fourth annual ACM symposium on Theory of computing. ACM. 163–172.

Gabidulin, E. M. (1985). “Theory of codes with maximum rank distance”. Problemy Peredachi

Informatsii. 21(1): 3–16.

Gabidulin, E. M., M. Bossert, and P. Lusina. (2000). “Space-time codes based on rank codes”. In: IEEE Int. Symp. Inf. Theory (ISIT). Sorrento, Italy. 284.

Gabidulin, E. M. and N. I. Pilipchuk. (2004). “Symmetric Rank Codes”. Probl. Inf. Transm.

40(2): 103–117.

Gabidulin, E. M. (2008). “Attacks and counter-attacks on the GPT public key cryptosystem”. Designs, Codes and Cryptography. 48(2): 171–177.

Gabidulin, E. M. (1993). “On public-key cryptosystems based on linear codes: efficiency and weakness.” In: 4th IMA Conference on Cryptography and Coding. IMA Press.

Gabidulin, E. M. (1992). “A fast matrix decoding algorithm for rank-error-correcting codes”. Algebraic Coding. Lecture Notes in Computer Science 573: 126–133.

Gabidulin, E. M. (2021). Rank Codes. Ed. by V. Sidorenko. München: TUM.University Press. isbn: 978-3-95884-062-1.

Gabidulin, E. M. and N. I. Pilipchuk. (2006). “Symmetric matrices and codes correcting rank errors beyond the [(d-1)/2] bound”. Discrete Applied Mathematics. 154(2): 305– 312.

Gabidulin, E. M. and N. I. Pilipchuk. (2008). “Error and erasure correcting algorithms for rank codes”. Designs, Codes and Cryptography. 49(1-3): 105–122.

Gabidulin, E. M. and A. V. Ourivski. (2001). “Modified GPT PKC with right scrambler”.

Electronic Notes in Discrete Mathematics. 6: 168–177.

Gabidulin, E. M., A. V. Ourivski, B. Honary, and B. Ammar. (2003). “Reducible rank codes and their applications to cryptography”. IEEE Transactions on Information Theory. 49(12): 3289–3293.

Gabidulin, E. M., A. Paramonov, and O. Tretjakov. (1991). “Ideals over a non-commutative ring and their application in cryptology”. In: Workshop on the Theory and Application of Cryptographic Techniques. Springer. 482–489.

Gabidulin, E. M., H. Rashwan, and B. Honary. (2009). “On improving security of GPT cryptosystems”. In: 2009 IEEE International Symposium on Information Theory. IEEE. 1110–1114.

Gaborit, P., O. Ruatta, and J. Schrek. (2016). “On the complexity of the rank syndrome decoding problem”. IEEE Trans. Inform. Theory. 62(2): 1006–1019. issn: 0018-9448. doi: 10.1109/TIT.2015.2511786.

Gaborit, P., A. Hauteville, D. H. Phan, and J.-P. Tillich. (2017a). “Identity-based encryption from codes with rank metric”. In: Advances in Cryptology – CRYPTO 2017. Ed. by J. Katz and H. Shacham. Cham: Springer International Publishing. 194–224. isbn: 978-3-319-63697-9.

Gaborit, P., A. Hauteville, D. H. Phan, and J.-P. Tillich. (2017b). “Identity-based encryption from codes with rank metric”. In: Annual International Cryptology Conference. Springer. 194–224.

Gaborit, P., G. Murat, O. Ruatta, and G. Zémor. (2013). “Low rank parity check codes and their application to cryptography”. In: Int. Workshop Coding Cryptogr. (WCC). Bergen, Norway. 168–180.

Gaborit, P., O. Ruatta, and J. Schrek. (2015). “On the complexity of the rank syndrome decoding problem”. IEEE Transactions on Information Theory. 62(2): 1006–1019.

Gaborit, P. and G. Zémor. (2016). “On the hardness of the decoding and the minimum distance problems for rank codes”. IEEE Transactions on Information Theory. 62(12): 7245–7252. doi: 10.1109/TIT.2016.2616127.

Gabrys, R., E. Yaakobi, M. Blaum, and P. H. Siegel. (2018). “Constructions of partial MDS codes over small fields”. IEEE Transactions on Information Theory. 65(6): 3692–3701.

Gadouleau, M. and Z. Yan. (2006). “Properties of codes with the rank metric”. In: IEEE Global Telecomm. Conf. (GLOBECOM). San Francisco, CA, USA. 1–5. isbn: 1-4244- 0356-1. doi: 10.1109/glocom.2006.173.

Gadouleau, M. and Z. Yan. (2010). “Constant-rank codes and their connection to constantdimension codes”. IEEE Transactions on Information Theory. 56(7): 3207–3216. issn: 0018-9448. doi: 10.1109/TIT.2010.2048447.

Gadouleau, M. and Z. Yan. (2008a). “Packing and covering properties of rank metric codes”.

IEEE Transactions on Information Theory. 54(9): 3873–3883. issn: 0018-9448. Gadouleau, M. and Z. Yan. (2008b). “MacWilliams identity for codes with the rank metric”.

EURASIP journal on wireless communications and networking. 2008: 1–13. Gadouleau, M. and Z. Yan. (2009). “Bounds on covering codes with the rank metric”. IEEE Communications Letters. 13(9): 691–693.

Gao, S. (2003). “A new algorithm for decoding Reed–Solomon codes”. Commun. Inf. Network Sec. 712: 55–68.

Gibson, K. (1995). “Severely denting the Gabidulin version of the McEliece public key cryptosystem”. Designs, Codes and Cryptography. 6(1): 37–45.

Gibson, K. (1996). “The security of the Gabidulin public key cryptosystem”. In: International Conference on the Theory and Applications of Cryptographic Techniques. Springer. 212–223.

Giesbrecht, M. (1998). “Factoring in skew-polynomial rings over finite fields”. J. Symb.

Computation. 26(4): 463–486. issn: 07477171. doi: 10.1006/jsco.1998.0224. Gluesing-Luerssen, H. (2020). “On the sparseness of certain linear mrd codes”. Linear Algebra and its Applications. 596: 145–168. issn: 0024-3795. doi: https://doi.org/10.1016/j.laa.2020.03.006.

Gómez-Vilardebó, J. (2018). “Fundamental limits of caching: Improved rate-memory tradeoff with coded prefetching”. IEEE Transactions on Communications. 66(10): 4488–4497. issn: 1558-0857. doi: 10.1109/TCOMM.2018.2834364.

Gopalan, P., G. Hu, S. Kopparty, S. Saraf, C. Wang, and S. Yekhanin. (2017). “Maximally recoverable codes for grid-like topologies”. In: Proceedings of the Twenty-Eighth Annual ACM-SIAM Symposium on Discrete Algorithms. SIAM. 2092–2108.

Gopalan, P., C. Huang, B. Jenkins, and S. Yekhanin. (2014). “Explicit maximally recoverable codes with locality”. IEEE Transactions on Information Theory. 60(9): 5245– 5256.

Gopalan, P., C. Huang, H. Simitci, and S. Yekhanin. (2012). “On the locality of codeword symbols”. IEEE Transactions on Information theory. 58(11): 6925–6934.

Gorla, E. (2019). “Rank-metric codes”. arXiv: 1902.02650 [cs.IT]. Gorla, E. and A. Ravagnani. (2018). “Codes endowed with the rank metric”. In: Network Coding and Subspace Designs. Springer. 3–23.

Gruica, A. and A. Ravagnani. (2020). “Common complements of linear subspaces and the sparseness of mrd codes”. SIAM Journal on Applied Algebra and Geometry, to appear. arXiv: 2011.02993.

Guo, Q., T. Johansson, and P. Stankovski. (2016). “A key recovery attack on MDPC with CCA security using decoding errors”. In: International Conference on the Theory and Application of Cryptology and Information Security. Springer. 789–815.

Guruswami, V. and A. Rudra. (2008). “Explicit codes achieving list decoding capacity:

error-correction with optimal redundancy”. IEEE Transactions on Information Theory. 54(1): 135–150.

Guruswami, V. and C. Wang. (2013a). “Linear-algebraic list decoding for variants of Reed- Solomon codes”. IEEE Transactions on Information Theory. 59(6): 3257–3268. issn: 0018-9448. doi: 10.1109/TIT.2013.2246813.

Guruswami, V., S. Narayanan, and C. Wang. (2012). “List decoding subspace codes from insertions and deletions”. In: Proceedings of the 3rd Innovations in Theoretical Computer Science Conference (ITCS). Cambridge, Massachusetts. 183–189. isbn: 978-1- 4503-1115-1. doi: 10.1145/2090236.2090252.

Guruswami, V. and C. Wang. (2013b). “Explicit rank-metric codes list-decodable with optimal redundancy”. Electronic Colloquium on Computational Complexity (ECCC). 20. Guruswami, V. and C. Wang. (2013c). “Explicit rank-metric codes list-decodable with optimal redundancy”. CoRR. abs/1311.7084. arXiv: 1311.7084. url: http://arxiv.org/abs/1311.7084.

Guruswami, V., C. Wang, and C. Xing. (2016). “Explicit list-decodable rank-metric and subspace codes via subspace designs”. IEEE Transactions on Information Theory. 62(5): 2707–2718.

Hassan, Y. and V. R. Sidorenko. (2010). “Fast recursive linearized feedback shift register synthesis”. In: International Workshop on Algebraic and Combinatorial Coding Theory (ACCT). Novosibirsk, Russia. 162–167.

Hauteville, A. and J.-P. Tillich. (2015). “New algorithms for decoding in the rank metric and an attack on the LRPC cryptosystem”. In: 2015 IEEE International Symposium on Information Theory (ISIT). IEEE. 2747–2751.

Ho, T., M. Médard, R. Kötter, D. R. Karger, M. Effros, J. Shi, and B. Leong. (2006). “A random linear network coding approach to multicast”. IEEE Transactions on Information Theory. 52(10): 4413–4430. issn: 0018-9448. doi: 10.1109/TIT.2006.881746.

Holzbaur, L., H. Liu, S. Puchinger, and A. Wachter-Zeh. (2019). “On decoding and applications of interleaved Goppa codes”. In: 2019 IEEE International Symposium on Information Theory (ISIT). IEEE. 1887–1891.

Holzbaur, L., S. Puchinger, E. Yaakobi, and A. Wachter-Zeh. (2021a). “Correctable erasure patterns in product topologies”. In: 2021 IEEE International Symposium on Information Theory (ISIT). IEEE.

Holzbaur, L., S. Puchinger, E. Yaakobi, and A. Wachter-Zeh. (2021b). “Partial MDS codes with regeneration”. IEEE Transactions on Information Theory. doi: 10.1109/TIT.2021.3091455.

Horlemann-Trautmann, A.-L. and K. Marshall. (2017). “New criteria for MRD and Gabidulin codes and some rank-metric code constructions”. Advances in Mathematics of Communications. 11(3): 533–548.

Horlemann-Trautmann, A.-L., K. Marshall, and J. Rosenthal. (2016). “Considerations for rank-based cryptosystems”. In: 2016 IEEE International Symposium on Information Theory (ISIT). IEEE. 2544–2548.

Horlemann-Trautmann, A.-L., K. Marshall, and J. Rosenthal. (2018). “Extension of Overbeck’s attack for Gabidulin-based cryptosystems”. Designs, Codes and Cryptography. 86(2): 319–340.

Horlemann-Trautmann, A.-L. and A. Neri. (2020). “A complete classification of partial- MDS (maximally recoverable) codes with one global parity”. Advances in Mathematics of Communications. 14(1): 69–88.

Hu, G. and S. Yekhanin. (2016). “New constructions of SD and MR codes over small finite fields”. In: 2016 IEEE International Symposium on Information Theory (ISIT). IEEE. 1591–1595.

Huang, C., M. Chen, and J. Li. (2007). “Pyramid codes: flexible schemes to trade space for access efficiency in reliable data storage systems”. In: Sixth IEEE International Symposium on Network Computing and Applications (NCA 2007). 79–86. doi: 10.1109/NCA.2007.37.

Jacobson, N. (1943). The Theory of Rings. American Mathematical Society. isbn: 0821815024. Jacobson, N. (2010). Finite-Dimensional Division Algebras over Fields. 1st ed. 1996. Corr.

2nd printing 2009. Springer. isbn: 3540570292.

Jaggi, S., P. Sanders, P. A. Chou, M. Effros, S. Egner, K. Jain, and L. M. G. M. Tolhuizen. (2005). “Polynomial time algorithms for multicast network code construction”. IEEE Transactions on Information Theory. 51(6): 1973–1982. issn: 0018-9448. doi: 10.1109/TIT.2005.847712.

Jerkovits, T., V. Sidorenko, and A. Wachter-Zeh. (2021). “Decoding of Space-Symmetric Rank Errors”. In: IEEE International Symposium on Information Theory (ISIT). 658– 663. doi: 10.1109/ISIT45174.2021.9518115.

Johnson, S. (1962). “A new upper bound for error-correcting codes”. IRE Trans. Inf. Theory. 8(3): 203–207. issn: 0096-1000. doi: 10.1109/TIT.1962.1057714.

Jurrius, R. and R. Pellikaan. (2015). “On defining generalized rank weights”. arXiv preprint arXiv:1506.02865.

Kadhe, S., S. El Rouayheb, I. Duursma, and A. Sprintson. (2019). “Codes with locality in the rank and subspace metrics”. IEEE Transactions on Information Theory. 65(9): 5454–5468.

Kadir, W. K. and C. Li. (2020). “On decoding additive generalized twisted Gabidulin codes”. Cryptography and Communications. 12(5): 987–1009.

Kadir, W. K., C. Li, and F. Zullo. (2021). “On interpolation-based decoding of a class of maximum rank distance codes”. arXiv preprint arXiv:2105.03115.

Kamath, G. M., N. Prakash, V. Lalitha, and P. V. Kumar. (2014). “Codes with local regeneration and erasure correction”. IEEE Transactions on Information Theory. 60(8): 4637–4660.

Kamche, H. T., H. T. Kalachi, F. R. K. Djomou, and E. Fouotsa. (2021). “Low-rank paritycheck codes over finite commutative rings and application to cryptography”. arXiv preprint arXiv:2106.08712.

Kamche, H. T. and C. Mouaha. (2019). “Rank-metric codes over finite principal ideal rings and applications”. IEEE Transactions on Information Theory. 65(12): 7718–7735.

Katti, S., H. Rahul, W. Hu, D. Katabi, M. Medard, and J. Crowcroft. (2008). “XORs in the air: practical wireless network coding”. IEEE/ACM Transactions on Networking. 16(3): 497–510. doi: 10.1109/TNET.2008.923722.

Khaleghi, A., D. Silva, and F. R. Kschischang. (2009). “Subspace codes”. In: Cryptography and Coding. Vol. 5921. Lecture Notes in Computer Science. 1–21. doi: 10.1007/978-3-642-10868-6\_1.

Kim, M., M. Médard, and J. Barros. (2011). “Modeling network coded tcp throughput: a simple model and its validation”. In: Proceedings of the 5th International ICST Conference on Performance Evaluation Methodologies and Tools. VALUETOOLS ’11. Paris, France: ICST (Institute for Computer Sciences, Social-Informatics and Telecommunications Engineering). 131–140. isbn: 9781936968091.

Knuth, D. E. (1963). “Finite semifields and projective planes”. PhD thesis. California Institute of Technology.

Kötter, R. and F. R. Kschischang. (2008a). “Coding for errors and erasures in random network coding”. IEEE Transactions on Information Theory. 54(8): 3579–3591. issn: 0018-9448. doi: 10.1109/TIT.2008.926449.

Kötter, R. and F. R. Kschischang. (2008b). “Coding for errors and erasures in random network coding”. IEEE Trans. Inf. Theor. 54(8): 3579–3591. issn: 0018-9448. doi: 10.1109/TIT.2008.926449.

Kötter, R. and M. Médard. (2003). “An algebraic approach to network coding”. IEEE/ACM Transactions on Networking. 11(5): 782–795. doi: 10.1109/TNET.2003.818197.

Krachkovsky, V. Y. and Y. X. Lee. (1997). “Decoding for iterative Reed-Solomon coding schemes”. IEEE Transactions on Magnetics. 33(5): 2740–2742. issn: 00189464. doi: 10.1109/20.617715.

Lavauzelle, J., P. Loidreau, and B.-D. Pham. (2019). “RAMESSES, a rank metric encryption scheme with short keys”. url: http://arxiv.org/abs/1911.13119.

Lavauzelle, J. and J. Renner. (2020). “Cryptanalysis of a system based on twisted reed– solomon codes”. Designs, Codes and Cryptography. 88(7): 1285–1300.

Lefèvre, P., P. Carré, and P. Gaborit. (2019). “Application of rank metric codes in digital image watermarking”. Signal Processing: Image Communication. 74: 119–128.

Lehman, A. R. and E. Lehman. (2004). “Complexity classification of network information flow problems”. In: Proceedings of the 15th annual ACM-SIAM symposium on discrete algorithms (SODA2004), New Orleans, LA, USA. 142–150.

Lewis, J. B. and A. H. Morales. (2020). “Rook theory of the finite general linear group”. Experimental Mathematics. 29(3): 328–346. doi: 10.1080/10586458.2018.1470045. eprint: https://doi.org/10.1080/10586458.2018.1470045.

Li, C. (2019). “Interpolation-based decoding of nonlinear maximum rank distance codes”.

In: 2019 IEEE International Symposium on Information Theory (ISIT). IEEE. 2054– 2058.

Li, C. and W. Kadir. (2019). “On decoding additive generalized twisted Gabidulin codes”.

In: International Workshop on Coding and Cryptography (WCC).

Li, S. Y. R., R. W. Yeung, and N. Cai. (2003). “Linear network coding”. IEEE Transactions on Information Theory. 49(2): 371–381. issn: 0018-9448. doi: 10.1109/TIT.2002.807285.

Li, W., V. Sidorenko, and D. Silva. (2014). “On transform-domain error and erasure correction by Gabidulin codes”. Designs, Codes and Cryptography. 73: 571–586.

Lidl, R. and H. Niederreiter. (1996). Finite Fields. Encyclopedia of Mathematics and its Applications. Cambridge University Press. isbn: 0521392314.

Lin, S. and D. J. Costello. (2004). Error Control Coding. 2nd ed. Prentice Hall. isbn:

0130426725.

Liu, S., C. Xing, and C. Yuan. (2017). “List decodability of random subcodes of Gabidulin codes”. IEEE Transactions on Information Theory. 63(1): 159–163.

Loidreau, P. (2012). “Asymptotic behaviour of codes in rank metric over finite fields”. Designs, Codes and Cryptography. July: 1–14. issn: 0925-1022. doi: 10.1007/s10623-012-9716-0.

Loidreau, P. (2016). “An evolution of GPT cryptosystem”. In: Int. Workshop Alg. Combin.

Coding Theory (ACCT).

Loidreau, P. and R. Overbeck. (2006). “Decoding rank errors beyond the error correcting capability”. In: International Workshop on Algebraic and Combinatorial Coding Theory (ACCT). Zvenigorod, Russia. 186–190.

Loidreau, P. (2006). “A Welch-Berlekamp like algorithm for decoding Gabidulin codes”.

In: Coding and cryptography. Vol. 3969. Lecture Notes in Computer Science. Berlin: Springer. 36–45.

Loidreau, P. (2008). “Properties of codes in rank metric”. In: International Workshop on Algebraic and Combinatorial Coding Theory (ACCT). Pamporovo, Bulgaria. 192–198.

Loidreau, P. (2010). “Designing a rank metric based McEliece cryptosystem”. In: International Workshop on Post-Quantum Cryptography. Springer. 142–152.

Loidreau, P. (2017). “A new rank metric codes based encryption scheme”. In: 8th Int. Conf.

on Post-Quantum Cryptography (PQCrypto).

Lu, H.-F. and P. V. Kumar. (2004). “Generalized unified construction of space-time codes with optimal rate-diversity tradeoff”. In: IEEE International Symposium on Information Theory (ISIT). Chicago, IL, USA. 95. isbn: 0-7803-8280-3.

Lunardon, G., R. Trombetti, and Y. Zhou. (2018). “Generalized twisted Gabidulin codes”.

Journal of Combinatorial Theory, Series A. 159: 79–106.

Lusina, P., E. M. Gabidulin, and M. Bossert. (2003). “Maximum rank distance codes as space-time codes”. IEEE Transactions on Information Theory. 49(10): 2757–2760. issn: 0018-9448.

Lyubashevsky, V. (2012). “Lattice signatures without trapdoors”. In: Annual International Conference on the Theory and Applications of Cryptographic Techniques. Springer. 738– 755.

MacWilliams, F. J. and N. J. A. Sloane. (1988). The Theory of Error-Correcting Codes.

North Holland Publishing Co. isbn: 0444851933.

Maddah-Ali, M. A. and U. Niesen. (2014). “Fundamental limits of caching”. IEEE Transactions on Information Theory. 60(5): 2856–2867. issn: 1557-9654. doi: 10.1109/TIT.2014.2306938.

Mahdavifar, H. and A. Vardy. (2010). “Algebraic list-decoding on the operator channel”.

In: IEEE International Symposium on Information Theory (ISIT). Austin, TX, USA. 1193–1197. isbn: 978-1-4244-7890-3. doi: 10.1109/ISIT.2010.5513656.

Mahdavifar, H. and A. Vardy. (2012). “List-decoding of subspace codes and rank-metric codes up to Singleton bound”. In: IEEE International Symposium on Information Theory (ISIT). Cambridge, MA, USA. 1488–1492. isbn: 978-1-4673-2580-6. doi: 10.1109/ISIT.2012.6283511.

Marino, G., M. Montanucci, and F. Zullo. (2020). “MRD-codes arising from the trinomial x^q + x^{q3} + cx^{q5} ∈ F_q6 [x]”. Linear Algebra and its Applications. 591: 99–114.

Martínez-Peñas, U. and F. R. Kschischang. (2019). “Universal and dynamic locally repairable codes with maximal recoverability via sum-rank codes”. IEEE Transactions on Information Theory. 65(12): 7790–7805.

Martínez-Peñas, U., M. Shehadeh, and F. Kschischang. (2021). “Codes in the sum-rank metric”. submitted to Fundamentals and Applications.

Matsaglia, G. and G. Styan. (1974). “Equalities and inequalities for ranks of matrices”.

Linear and Multilinear Algebra. 2(3): 269–292.

McEliece, R. J. (2003). “On the average list size for the guruswami–sudan decoder”. In:

7th International Symposium on Communications Theory and Applications (ISCTA). Ambleside, UK.

McEliece, R. J. (1978). “A public-key cryptosystem based on algebraic coding theory”.

Deep Space Network Progress Report. 42(44): 114–116.

Medard, M., M. Effros, T. Ho, and D. Karger. (2003). “On coding for non-multicast networks”. In: 41st Allerton Conference on Communication, Control and Computing.

Migler, T., K. E. Morrison, and M. Ogle. (2004). “Weight and rank of matrices over finite fields”. arXiv: math/0403314. url: http://arxiv.org/abs/math/0403314.

Moore, E. H. (1896). “A two-fold generalization of Fermat’s theorem”. Bull. Amer. Math.

Soc. 2: 189–199. doi: 10.1090/S0002-9904-1896-00337-2.

Morrison, K. (2014). “Equivalence for rank-metric and matrix codes and automorphism groups of Gabidulin codes”. IEEE Transactions on Information Theory. 60(11): 7035– 7046.

Müelich, S., S. Puchinger, and M. Bossert. (2017). “Low-rank matrix recovery using Gabidulin codes in characteristic zero”. Electronic Notes in Discrete Mathematics. 57: 161–166.

Müelich, S., S. Puchinger, D. Mödinger, and M. Bossert. (2016). “An alternative decoding method for Gabidulin codes in characteristic zero”. In: 2016 IEEE International Symposium on Information Theory (ISIT). IEEE. 2549–2553.

Muralidhar, S., W. Lloyd, S. Roy, C. Hill, E. Lin, W. Liu, S. Pan, S. Shankar, V. Sivakumar, L. Tang, et al. (2014). “f4: facebook’s warm BLOB storage system”. In: 11th USENIX Symposium on Operating Systems Design and Implementation (OSDI 14). 383–398.

Napp, D., R. Pinto, J. Rosenthal, and F. Santana. (2017a). “Column rank distances of rank metric convolutional codes”. In: International Castle Meeting on Coding Theory and Applications. Springer. 248–256.

Napp, D., R. Pinto, J. Rosenthal, and P. Vettori. (2017b). “MRD rank metric convolutional codes”. In: 2017 IEEE International Symposium on Information Theory (ISIT). IEEE. 2766–2770.

Napp, D., R. Pinto, J. Rosenthal, and P. Vettori. (2018). “Faster decoding of rank metric convolutional codes”. In: 23rd International Symposium on Mathematical Theory of Networks and Systems.

Neri, A. (2020). “Systematic encoders for generalized Gabidulin codes and the q-analogue of Cauchy matrices”. Linear Algebra and its Applications. 593: 116–149. issn: 0024-3795. doi: https://doi.org/10.1016/j.laa.2020.02.002.

Neri, A., A.-L. Horlemann-Trautmann, T. Randrianarisoa, and J. Rosenthal. (2018). “On the genericity of maximum rank distance and Gabidulin codes”. Designs, Codes and Cryptography. 86(2): 341–363.

Neri, A., S. Puchinger, and A.-L. Horlemann-Trautmann. (2020). “Equivalence and characterizations of linear rank-metric codes based on invariants”. Linear Algebra and its Applications. 603: 418–469.

NIST. (2017). “Post–quantum cryptography standardization”. https://csrc.nist.gov/Projects/Post-Quantum-Cryptography.

url: https://csrc.nist.gov/Projects/Post-Quantum-Cryptography.

Ore, Ø. (1933a). “On a special class of polynomials”. Transactions of the American Mathematical Society. 35: 559–584.

Ore, Ø. (1933b). “Theory of non-commutative polynomials”. Ann. Math. 34(3): 480–508. Otal, K. and F. Özbudak. (2016). “Explicit constructions of some non-Gabidulin linear

maximum rank distance codes”. Advances in Mathematics of Communications. 10(3): 589.

Otal, K. and F. Özbudak. (2017). “Additive rank metric codes”. IEEE Transactions on

Information Theory. 63(1): 164–168.

Otmani, A., H. T. Kalashi, and S. Ndjeya. (2017). “Improved cryptanalysis of rank metric

schemes based on Gabidulin codes”. preprint. Apr. url: http://arxiv.org/abs/1602.08549v1. Ourivski, A. V. and T. Johansson. (2002). “New technique for decoding codes in the

rank metric and its cryptography applications”. Problems of Information Transmission. 38(3): 237–246. issn: 1608-3253. doi: 10.1023/A:1020369320078. url: https://doi.org/10.1023/A:1020369320078.

Ourivski, A. V. and E. M. Gabidulin. (2003). “Column scrambler for the GPT cryptosystem”. Discrete Applied Mathematics. 128(1): 207–221.

Overbeck, R. (2005). “A new structural attack for GPT and variants”. LNCS: MYCRYPT.

3715: 50–63.

Overbeck, R. (2006). “Extending Gibson’s attacks on the GPT cryptosystem”. LNCS:

Revised Selected Papers of WCC 2005. 3969: 178–188.

Overbeck, R. (2008). “Structural attacks for public key cryptosystems based on Gabidulin

codes”. Journal of Cryptology. 21(2): 280–301.

P. Delsarte. (1973). “An algebraic approach to association schemes of coding theory”.

Philips research reports supplements. 10(May): 103.

P. Frankl and R. M. Wilson. (1986). “The Erdös-Ko-Rado theorem for vector spaces”.

Journal of Combinatorial Theory. 43(May): 228–236.

Paramonov, A. V. and O. V. Tretjakov. (1991). “An analogue of Berlekamp-Massey algorithm for decoding codes in rank metric”. In: Moscow Institute of Physics and Technology (MIPT).

Pilipchuk, N. and E. Gabidulin. (2005). “On Codes Correcting Symmetric Rank Errors”.

In: Coding and Cryptography. Vol. 3969. 14–21. doi: 10.1007/11779360_2. Puchinger, S., J. R. né Nielsen, W. Li, and V. Sidorenko. (2017a). “Row reduction applied

to decoding of rank-metric and subspace codes”. Designs, Codes and Cryptography. 82(1-2): 389–409.

Puchinger, S., J. Renner, and A. Wachter-Zeh. (2018). “Twisted Gabidulin codes in the GPT cryptosystem”. arXiv preprint arXiv:1806.10055.

Puchinger, S., J. Renner, A. Wachter-Zeh, and J. Zumbrägel. (2021). “Efficient decoding of Gabidulin codes over Galois rings”. In: IEEE International Symposium on Information Theory (ISIT), arXiv preprint arXiv:2102.02157.

Puchinger, S., J. Rosenkilde né Nielsen, and J. Sheekey. (2017b). “Further generalisations of twisted Gabidulin codes”. In: International Workshop on Coding and Cryptography (WCC).

Puchinger, S., S. Stern, M. Bossert, and R. F. Fischer. (2016). “Space-time codes based on rank-metric codes and their decoding”. In: 2016 International Symposium on Wireless Communication Systems (ISWCS). IEEE. 125–130.

Puchinger, S. and A. Wachter-Zeh. (2016). “Sub-quadratic decoding of Gabidulin codes”.

In: IEEE Int. Symp. Inf. Theory (ISIT). Barcelona, Spain.

Puchinger, S. and A. Wachter-Zeh. (2018). “Fast operations on linearized polynomials and their applications in coding theory”. Journal of Symbolic Computation. 89: 194–215.

Randrianarisoa, T. (2017). “A decoding algorithm for rank metric codes”. arXiv preprint arXiv:1712.07060.

Randrianarisoa, T. H. (2019). “A geometric approach to rank metric codes and a classification of constant weight codes”. CoRR. abs/1907.04372. arXiv: 1907.04372. url: http://arxiv.org/abs/1907.04372.

Randrianarisoa, T. and J. Rosenthal. (2017). “A decoding algorithm for twisted Gabidulin codes”. In: 2017 IEEE International Symposium on Information Theory (ISIT). IEEE. 2771–2774.

Rashwan, H., E. M. Gabidulin, and B. Honary. (2010). “A smart approach for GPT cryptosystem based on rank codes”. In: 2010 IEEE International Symposium on Information Theory. IEEE. 2463–2467.

Rashwan, H., E. M. Gabidulin, and B. Honary. (2011). “Security of the GPT cryptosystem and its applications to cryptography”. Security and Communication Networks. 4(8): 937–946.

Ravagnani, A. (2016). “Rank-metric codes and their duality theory”. Designs, Codes and Cryptography. 80(1): 197–216.

Raviv, N. and A. Wachter-Zeh. (2016). “Some Gabidulin codes cannot be list decoded efficiently at any radius”. IEEE Transactions on Information Theory. 62(4): 1605–1615. doi: 10.1109/TIT.2016.2532343.

Rawat, A. S., O. O. Koyluoglu, N. Silberstein, and S. Vishwanath. (2014). “Optimal locally repairable and secure codes for distributed storage systems”. IEEE Transactions on Information Theory. 60(1): 212–236. doi: 10.1109/TIT.2013.2288784.

Renner, J., S. Puchinger, and A. Wachter-Zeh. (2019a). “Interleaving Loidreau’s rankmetric cryptosystem”. In: XVI International Symposium "Problems of Redundancy in Information and Control Systems".

Renner, J., T. Jerkovits, and H. Bartz. (2019b). “Efficient decoding of interleaved low-rank parity-check codes”. In: 2019 XVI International Symposium "Problems of Redundancy in Information and Control Systems" (REDUNDANCY). 121–126. doi: 10.1109/REDUNDANCY48165.2019.9003356.

Renner, J., T. Jerkovits, H. Bartz, S. Puchinger, P. Loidreau, and A. Wachter-Zeh. (2020a).

“Randomized decoding of Gabidulin codes beyond the unique decoding radius”. In: International Conference on Post-Quantum Cryptography (PQCrypto). Paris, France.

Renner, J., A. Neri, and S. Puchinger. (2021a). “Low-rank parity-check codes over Galois rings”. Designs, Codes and Cryptography. 89(2): 351–386.

Renner, J., S. Puchinger, and A. Wachter-Zeh. (2021b). “Decoding high-order interleaved rank-metric codes”. In: IEEE Int. Symp. Inf. Theory (ISIT). Melbourne, Australia.

Renner, J., S. Puchinger, and A. Wachter-Zeh. (2021c). “LIGA: a cryptosystem based on the hardness of rank-metric list and interleaved decoding”. Designs, Codes and Cryptography. 89(6): 1279–1319.

Renner, J., S. Puchinger, A. Wachter-Zeh, C. Hollanti, and R. Freij-Hollanti. (2020b). “Lowrank parity-check codes over the ring of integers modulo a prime power”. IEEE International Symposium on Information Theory (ISIT).

Richter, G. and S. Plass. (2004a). “Error and erasure decoding of rank-codes with a modified Berlekamp-Massey algorithm”. In: International ITG Conference on Systems, Communications and Coding 2004 (SCC). Erlangen, Germany.

Richter, G. and S. Plass. (2004b). “Fast decoding of rank-codes with rank errors and column erasures”. In: IEEE International Symposium on Information Theory (ISIT). Chicago, IL, USA. 398. doi: 10.1109/ISIT.2004.1365435.

Rivest, R. L., A. Shamir, and L. Adleman. (1978). “A method for obtaining digital signatures and public-key cryptosystems”. Communications of the ACM. 21(2): 120–126.

Robert, G. (2016). “A quadratic Welch-Berlekamp algorithm to decode generalized Gabidulin codes, and some variants”. In: 2016 IEEE International Symposium on Information Theory (ISIT). IEEE. 2559–2563.

Roth, R. M. (1991). “Maximum-rank array codes and their application to crisscross error correction”. IEEE Transactions on Information Theory. 37(2): 328–336.

Roth, R. M. (1996). “Tensor codes for the rank metric”. IEEE Transactions on Information Theory. 42(6): 2146–2157.

Roth, R. M. (2017). “On decoding rank-metric codes over large fields”. IEEE Transactions on Information Theory. 64(2): 944–951.

Roth, R. M. and G. Seroussi. (1985). “On generator matrices of MDS codes (corresp.)”

IEEE transactions on information theory. 31(6): 826–830.

Sendrier, N. (2011). “Decoding one out of many”. In: Post-Quantum Cryptography. Ed.

by B.-Y. Yang. Berlin, Heidelberg: Springer Berlin Heidelberg. 51–67. isbn: 978-3-642- 25405-5.

Sheekey, J. (2016). “A new family of linear maximum rank distance codes”. Advances in Mathematics of Communications. 10(3): 475–488.

Sheekey, J. (2019a). “13. MRD codes: constructions and connections”. In: Combinatorics and finite fields: Difference sets, polynomials, pseudorandomness and applications. Ed. by K. Schmidt and A. Winterhof. Vol. 23. de Gruyter. 255–286.

Sheekey, J. (2019b). “New semifields and new MRD codes from skew polynomial rings”.

Journal of the London Mathematical Society. doi: 10.1112/jlms.12281. Shehhi, H. A., E. Bellini, F. Borba, F. Caullery, M. Manzano, and V. Mateu. (2019). “An IND-CCA-secure code-based encryption scheme using rank metric”. In: Progress in Cryptology – AFRICACRYPT 2019. Ed. by J. Buchmann, A. Nitaj, and T. Rachidi. Cham: Springer International Publishing. 79–96. isbn: 978-3-030-23696-0.

Shor, P. W. (1999). “Polynomial-time algorithms for prime factorization and discrete logarithms on a quantum computer”. SIAM review. 41(2): 303–332.

Sidorenko, V. R. and M. Bossert. (2010). “Decoding interleaved Gabidulin codes and multisequence linearized shift-register synthesis”. In: IEEE International Symposium on Information Theory (ISIT). Austin, TX, USA. 1148–1152.

Sidorenko, V. R., L. Jiang, and M. Bossert. (2011a). “Skew-feedback shift-register synthesis and decoding interleaved Gabidulin codes”. IEEE Transactions on Information Theory. 57(2): 621–632. issn: 0018-9448.

Sidorenko, V. R., G. Richter, and M. Bossert. (2011b). “Linearized shift-register synthesis”.

IEEE Transactions on Information Theory. 57(9): 6025–6032. issn: 0018-9448. doi: 10.1109/TIT.2011.2162173.

Sidorenko, V. and M. Bossert. (2014). “Fast skew-feedback shift-register synthesis”. Designs, Codes and Cryptography. 70(1-2): 55–67.

Silva, D. and F. R. Kschischang. (2009a). “Fast encoding and decoding of Gabidulin codes”.

In: IEEE International Symposium on Information Theory (ISIT). Seoul, Korea. 2858– 2862. isbn: 978-1-4244-4312-3. doi: 10.1109/ISIT.2009.5205272.

Silva, D. and F. R. Kschischang. (2009b). “On metrics for error correction in network coding”. IEEE Transactions on Information Theory. 55(12): 5479–5490. issn: 0018- 9448. doi: 10.1109/tit.2009.2032817.

Silva, D. (2009). “Error Control for Network Coding”. PhD thesis. Toronto, Canada: University of Toronto, Toronto, Canada.

Silva, D., F. R. Kschischang, and R. Kötter. (2008). “A rank-metric approach to error control in random network coding”. IEEE Transactions on Information Theory. 54(9): 3951–3967.

Sippel, C., C. Ott, S. Puchinger, and M. Bossert. (2019). “Reed–Solomon codes over fields of characteristic zero”. In: 2019 IEEE International Symposium on Information Theory (ISIT). IEEE. 1537–1541.

Tajeddine, R., A. Wachter-Zeh, and C. Hollanti. (2019). “Private information retrieval over random linear networks”. IEEE Transactions on Information Forensics and Security. 15(July): 790–799.

Tamo, I. and A. Barg. (2014). “A family of optimal locally recoverable codes”. IEEE Transactions on Information Theory. 60(8): 4661–4676.

Tian, C. and J. Chen. (2018). “Caching and delivery via interference elimination”. IEEE Transactions on Information Theory. 6(3): 1548–1560. issn: 1557-9654. doi: 10.1109/TIT.2018.2794543.

Trautmann, A.-L., N. Silberstein, and J. Rosenthal. (2013). “List decoding of lifted Gabidulin codes via the plücker embedding”. In: International Workshop on Coding and Cryptography (WCC). Bergen, Norway.

Trombetti, R. and F. Zullo. (2020). “On the list decodability of rank metric codes”. IEEE Transactions on Information Theory. 66(9): 5379–5386.

Vadhan, S. P. (2011). “Pseudorandomness”. In: Foundation and Trends in Theoretical Computer Science.

Wachter-Zeh, A., S. Puchinger, and J. Renner. (2018). “Repairing the Faure-Loidreau public-key cryptosystem”. In: IEEE International Symposium on Information Theory (ISIT). 2426–2430. doi: 10.1109/ISIT.2018.8437561.

Wachter-Zeh, A. (2013). “Bounds on list decoding of rank-metric codes”. IEEE Transactions on Information Theory. 59(11): 7268–7277. issn: 0018-9448. doi: 10.1109/TIT.2013.2274653.

Wachter-Zeh, A., V. Afanassiev, and V. Sidorenko. (2013). “Fast decoding of Gabidulin codes”. Des. Codes Cryptogr. 66(1): 57–73.

Wachter-Zeh, A. and V. Sidorenko. (2012). “Rank metric convolutional codes for random linear network coding”. In: 2012 International Symposium on Network Coding (NetCod). IEEE. 1–6.

Wachter-Zeh, A., M. Stinner, and V. Sidorenko. (2015). “Convolutional codes in rank metric with application to random network coding”. IEEE Transactions on Information Theory. 61(6): 3199–3213.

Wachter-Zeh, A. and A. Zeh. (2014). “List and unique error-erasure decoding of interleaved Gabidulin codes with interpolation techniques”. Designs, Codes and Cryptography. 73(2): 547–570. issn: 0925-1022. doi: 10.1007/s10623-014-9953-5.

Wachter, A., V. R. Sidorenko, M. Bossert, and V. V. Zyablov. (2011). “On (partial) unit memory codes based on Gabidulin codes”. Problems of Information Transmission. 47(2): 117–129.

Wan, Z.-X. (1996). Geometry of matrices: in memory of professor LK Hua (1910–1985).

World Scientific.

Wang, H., C. Xing, and R. Safavi-Naini. (2003). “Linear authentication codes: bounds and constructions”. IEEE Transactions on Information Theory. 49(4): 866–872.

Xing, C. and C. Yuan. (2018). “A new class of rank-metric codes and their list decoding beyond the unique decoding radius”. IEEE Transactions on Information Theory. 64(5): 3394–3402.

Yeung, R. W. and N. Cai. (2006). “Network error correction, I: basic concepts and upper bounds”. Communications in Information and Systems. 6(1): 19–35.

Yu, Q., M. A. Maddah-Ali, and A. S. Avestimehr. (2018). “The exact rate-memory tradeoff for caching with uncoded prefetching”. IEEE Transactions on Information Theory. 64(2): 1281–1296. issn: 1557-9654. doi: 10.1109/TIT.2017.2785237.

Yunnan, P. C., P. A. Chou, Y. Wu, and K. Jain. (2003). “Practical network coding”. 41st Annual Allerton Conference on Communication, Control, and Computing. Oct.

Zheng, L. and D. N. C. Tse. (2002). “Communication on the Grassmann manifold: a geometric approach to the noncoherent multiple-antenna channel”. IEEE Transactions on Information Theory. 48(2): 359–383. issn: 0018-9448. doi: 10.1109/18.978730.