arXiv:2306.04204v3 [cs.PL] 3 Oct 2023

Monitoring Blackbox Implementations of Multiparty Session Protocols^⋆

Bas van den Heuvel^{[0000−0002−8264−7371]}, Jorge A. Pérez^{[0000−0002−1452−6180]}, and Rares A. Dobre

University of Groningen, Groningen, The Netherlands

Abstract. We present a framework for the distributed monitoring of networks of components that coordinate by message-passing, following multiparty session protocols specified as global types. We improve over prior works by (i) supporting components whose exact specification is unknown (“blackboxes”) and (ii) covering protocols that cannot be analyzed by existing techniques. We first give a procedure for synthesizing monitors for blackboxes from global types, and precisely define when a blackbox correctly satisfies its global type. Then, we prove that monitored blackboxes are sound (they correctly follow the protocol) and transparent (blackboxes with and without monitors are behaviorally equivalent).

Keywords: distributed monitoring · message-passing · concurrency · multiparty session types

1 Introduction

Runtime verification excels at analyzing systems with components that cannot be (statically) checked, such as closed-source and third-party components with unknown/partial specifications [2, 12]. In this spirit, we present a monitoring framework for networks of communicating components. We adopt global types from multiparty session types [17, 18] both to specify protocols and to synthesize monitors. As we explain next, rather than process implementations, we consider “blackboxes”—components whose exact structure is unknown. Also, aiming at wide applicability, we cover networks of monitored components that implement global types that go beyond the scope of existing techniques.

Session types provide precise specifications of the protocols that components should respect. It is then natural to use session types as references for distributed monitoring [7, 3, 21, 14, 26, 20]. In particular, Bocchi et al. [7, 6, 9] use multiparty session types to monitor networks of π-calculus processes. Leveraging notions originally conceived for static verification (such as global types and their projection onto local types), their framework guarantees the correctness of monitored networks with statically and dynamically checked components.

⋆ This paper is an extension of [16] with appendices.

This research has been supported by the Dutch Research Council (NWO) under project No. 016.Vidi.189.046 (Unifying Correctness for Communicating Software).

PcMcMsPsG^a MaPaR_{c,a}R_{s,a} Rc,s

Fig. 1. Monitoring setup based on the global type (multiparty protocol) Ga (1). Each protocol participant has a blackbox (an LTS), attached to a monitor (e.g. Pc and Mc). The monitors are synthesized from Ga (thick arrows). Relative types (e.g. Rc,s) obtained by projection from Ga (thin gray arrows) are used in this synthesis (dotted arrows).

However, existing monitoring techniques based on multiparty session types have two limitations. One concerns the class of protocols they support; the other is their reliance on fully specified components, usually given as (typed) processes. That is, definitions of networks assume that a component can be inspected—an overly strong assumption in many cases. There is then a tension between (i) the assumptions on component structure and (ii) the strength of formal guarantees: the less we know about components, the harder it is to establish such guarantees.

Our approach. We introduce a new approach to monitoring based on multiparty session types that relies on minimal assumptions on a component’s structure. As key novelty, we consider blackboxes—components with unknown structure but observable behavior—and networks of monitored blackboxes that use asynchronous message-passing to implement multiparty protocols specified as global types.

As running example, let us consider the global type G_a (inspired by an example by Scalas and Yoshida [25]), which expresses an authorization protocol between three participants: server (s), client (c), and authorization service (a). G_a := μX.s!c{login⟨⟩.c!a{pwd⟨str⟩.a!s{succ⟨bool⟩.X}}, quit⟨⟩.end} (1) This recursive global type (μX) specifies that s sends to c (s!c) a choice between labels login and quit. In the login-branch, c sends to a a password of type ⟨str⟩ and a notifies s whether it was correct, after which the protocol repeats (X). In the quit-branch, the protocol simply ends (end). As explained in [25], G_a is not supported by most theories of multiparty sessions, including those in [7, 6, 9].

Figure 1 illustrates our approach to monitoring global types such as G_a. There is a blackbox per participant, denoted P_s, P_c, and P_a, whose behavior is given by a labeled transition system (LTS). Each blackbox implements a participant as dictated by G_a while coupled with a monitor (M_s, M_c, and M_a in Figure 1). Monitors are synthesized from G_a by relying on relative types [15], which provide local views of the global type: they specify protocols between pairs of participants; hence, in the case of G_a, we have three relative types: R_{c,s}, R_{c,a}, and R_{s,a}. Introduced in [15] for type-checking communicating components, relative types are instrumental to our approach. They give a fine-grained view of protocols that is convenient for monitor synthesis. Relative types explicitly specify dependencies between participants, e.g., when the behavior of a participant p is the result of a prior choice made by some other participants q and r. Treating dependencies as explicit messages is key to ensuring the distributed implementability of protocols that usual multiparty theories cannot support (e.g., G_a (1)). Our algorithm for monitor synthesis mechanically computes these dependencies from relative types, and exploits them to coordinate monitored blackboxes.

A central ingredient in our technical developments is the notion of satisfaction (Definition 13), which defines when a monitored blackbox conforms to the role of a specific protocol participant. Building upon satisfaction, we prove soundness and transparency for networks of monitored blackboxes. Soundness (Theorem 17) ensures that if each monitored blackbox in a network behaves correctly (according to a global type), then the entire network behaves correctly too. Transparency (Theorem 23) ensures that monitors do not interfere with the (observable) behavior of their contained blackboxes; it is given in terms of a (weak) behavioral equivalence, which is suitably informed by the actions of a given global type.

Related work. The literature on distributed runtime verification is vast. In this setting, the survey by Francalanza et al. [12] proposes several classification criteria. Phrased in terms of their criteria, our work concerns distributed monitoring for asynchronous message-passing. We work with blackboxes, whose monitors are minimally intrusive: they do not alter behavior, but do contribute to coordination.

The works by Bocchi et al. [7, 6, 9] and by Scalas and Yoshida [25], mentioned above, are a main source of inspiration to us. The work [25] highlights the limitations of techniques based on the projection of a global type onto local types: many practical protocols, such as G_a, cannot be analyzed because their projection onto local types is undefined. With respect to [7, 6, 9], there are three major differences. First, Bocchi et al. rely on precise specifications of components (π-calculus processes), whereas we monitor blackboxes (LTSs). Second, we resort to relative types, whereas they rely on local types; this is a limitation, as just mentioned. Third, their monitors drop incorrect messages (cf. [1]) instead of signaling errors, as we do. Their framework ensures transparency (akin to Theorem 23) and safety, i.e., monitored components do not misbehave. In contrast, we establish soundness, which is different and more technically involved than safety: our focus is on monitoring blackboxes rather than fully specified components, and soundness concerns correct behavior rather than the absence of misbehavior.

We mention runtime verification techniques based on binary session types, a sub-class of multiparty session types. Bartolo Burlò et al. [3] monitor sequential processes that communicate synchronously, prove that ill-typed processes raise errors, and consider also probabilistic session types [5, 4]. Other works couple monitoring session types with blame assignment upon protocol violations [21, 14, 26, 19]. Jia et al. [21] monitor asynchronous session-typed processes. Gommerstadt et al. [14, 13] extend [21] with rich refinement-based contracts. We do not consider blame assignment, but it can conceivably be added by enhancing error signals.

Outline. Section 2 defines networks of monitored blackboxes and their behavior. Section 3 defines how to synthesize monitors from global types. Section 4 defines correct monitored blackboxes, and establishes soundness and transparency. Section 5 concludes the paper. We use colors to improve readability.

The appendix (Page 24) includes additional examples (including the running example from [7]), a description of a practical toolkit based on this paper, and omitted proofs.

2 Networks of Monitored Blackboxes

We write P, Q, . . . to denote blackbox processes (simply blackboxes) that implement protocol participants (denoted p, q, . . .). We assume that a blackbox P is associated with an LTS that specifies its behavior. Transitions are denoted P^α−→ P^′. Actions α, defined in Figure 2 (top), encompass messages m, which can be labeled data but also dependency messages (simply dependencies). As we will see, dependencies are useful to ensure the coordinated implementation of choices. Messages abstract away from values, and include only their type.

A silent transition τ denotes an internal computation. Transitions p!q(ℓ⟨T ⟩) and p?q(ℓ⟨T ⟩) denote the output and input of a message of type T with label ℓ between p and q, respectively. If a message carries no data, we write ℓ⟨⟩ (i.e., the data type is empty). Dependency outputs are used for monitors, defined below.

We adopt minimal assumptions about the behavior of blackboxes:

Definition 1 (Assumptions). We assume the following about LTSs of blackboxes:

– (Finite τ) Sequences of τ-transitions are finite.

– (Input/Output) There are never input- and output-transitions available at the same time.

– (End) There are never transitions after an end-transition.

Example 2. The blackboxes P_c, P_s, P_a implement c, s, a, respectively, in G_a (1) with the following LTSs:

Let ℓ and T denote a label and a data type, respectively.

Actions α, β ::= τ (silent) | m (message) | end (end)

Messages m, n ::= p!q(ℓ⟨T ⟩) (output) | p!q((ℓ)) (dep. output, only for networks)

| p?q(ℓ⟨T ⟩) (input) | p?q((ℓ)) (dep. input)

Given α, the recipient in α is defined as follows:

recip(p!q(ℓ⟨T ⟩)) := recip(p!q((ℓ))) := q recip(p?q(ℓ⟨T ⟩)) := recip(p?q((ℓ))) := recip(τ ) := recip(end) := undefined

Let D, E, . . . denote sets of participants; I, J, . . . denote non-empty sets of labels; X, Y, . . . denote recursion variables.

Networks P, Q ::= [⟨p : P : ⃗m⟩ : M : ⃗n] (monitored blackbox)

| P | Q (parallel composition) | errorD (error signal) Monitors M ::= p!q{{i⟨Ti⟩.M}}i∈I (output) | p!D(ℓ).M (dep. output) | p?q{{i⟨Ti⟩.M}}i∈I (input) | p?q{{i.M}}i∈I (dep. input) | μX.M | X (recursion) | end (end) | error (error) | ✓ (finished)

The set of subjects of a network is as follows:

sub([⟨p : P : ⃗m⟩ : M : ⃗n]) := {p} sub(P|Q) := sub(P) ∪ sub(Q) sub(errorD) := D

Fig. 2. Actions, messages, networks, and monitors.

P_cP^q_cP^e_c

P^l_c c?s(quit⟨⟩) end c?s(login⟨⟩) c!a(pwd⟨str⟩)

P_sP^q_sP^e_s

P^l_s s!c(quit⟨⟩)end s!c(login⟨⟩) s?a(succ⟨bool⟩)

P_aP^{qs}_aP^{qc}_aP^{ea}

P^{ls}_aP^{lca}P^{pa}a?s((quit))a?c((quit)) end a?s((login)) a?c((login)) a?c(pwd⟨str⟩) a!s(succ⟨bool⟩)

All three LTSs above respect the assumptions in Definition 1. On the other hand, the following LTS violates all three assumptions; in particular, there are an inputand an output-transition simultaneously enabled at Q:

Q Q^q Q^p c?s(quit⟨⟩) end c!a(pwd⟨str⟩) τ

Blackboxes communicate asynchronously, using buffers (denoted ⃗m): ordered sequences of messages, with the most-recently received message on the left. The empty buffer is denoted ε. When a blackbox does an input transition, it attempts to read the message from its buffer. An output transition places the message in the recipient’s buffer; to accommodate this, we mark each blackbox with the participant they implement. The result is a buffered blackbox, denoted ⟨p : P : ⃗m⟩.

By convention, the buffer of p contains output messages with recipient p. We allow the silent reordering of messages with different senders; this way, e.g., given q ≠ r, ⃗m, q!p(ℓ⟨T ⟩), r!p(ℓ^′⟨T^′⟩), ⃗n and ⃗m, r!p(ℓ^′⟨T^′⟩), q!p(ℓ⟨T ⟩), ⃗n are the same. Having defined standalone (buffered) blackboxes, we now define how they interact in networks. We couple each buffered blackbox with a monitor M, which has its own buffer ⃗n. The result is a monitored blackbox, denoted [⟨p:P : ⃗m⟩:M :⃗n].

Monitors define finite state machines that accept sequences of incoming and outgoing messages, as stipulated by some protocol. An error occurs when a message exchange does not conform to such protocol. Additionally, monitors support the dependencies mentioned earlier: when a blackbox sends or receives a message, the monitor broadcasts the message’s label to other monitored blackboxes such that they can receive the chosen label and react accordingly.

Networks, defined in Figure 2 (bottom), are compositions of monitored blackboxes and error signals. An error signal error_D replaces a monitored blackbox when its monitor detects an error involving participants in the set D. Indeed, a participant’s error will propagate to the other monitored blackboxes in a network.

Output and (dependency) input monitors check outgoing and incoming (dependency) messages, respectively. Output dependency monitors p!D(ℓ).M broadcast ℓ to the participants in D. Recursive monitors are encoded by recursive definitions (μX.M) and recursive calls (X). The end monitor waits for the buffered blackbox to end the protocol. The error monitor denotes an inability to process received messages; it will be useful when the sender and recipient of an exchange send different dependency messages. The finished monitor ✓ is self-explanatory.

We now define the behavior of monitored blackboxes in networks:

Definition 3 (LTS for Networks). We define an LTS for networks, denoted P^α−→ Q, by the rules in Figure 3 (Page 7) with actions α as in Figure 2 (top). We write P ⇒ Q to denote a sequence of zero or more τ-transitions P^τ−→ . . .^τ−→ Q, and we write P ↛ to denote that there do not exist α, Q such that P^α−→ Q.

Figure 3 gives four groups of rules, which we briefly discuss. The Transition group [buf-∗] defines the behavior of a buffered blackbox in terms of the behavior of the blackbox it contains; note that input transitions are hidden as τ-transitions. The Transition group [mon-∗] defines the behavior of a monitored blackbox when the behavior of the enclosed buffered blackbox concurs with the monitor; again, input transitions are hidden as τ-transitions.

[buf-out] P p!q(ℓ⟨T ⟩) −−−−−−→ P^′ ⟨p : P : ⃗m⟩^{p!q(ℓ⟨T ⟩)} −−−−−−→ ⟨p : P^′ : ⃗m⟩ [buf-in] P p?q(ℓ⟨T ⟩) −−−−−−→ P^′ ⟨p : P : ⃗m, q!p(ℓ⟨T ⟩)⟩^τ−→ ⟨p : P^′ : ⃗m⟩ [buf-in-dep] P p?q((ℓ))−−−−−→ P ′ ⟨p : P : ⃗m, q!p((ℓ))⟩^τ−→ ⟨p : P^′ : ⃗m⟩ [buf-tau] P τ−→ P ′ ⟨p : P : ⃗m⟩^τ−→ ⟨p : P^′ : ⃗m⟩ [buf-end] P end−−→ P^′ ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩

[mon-out] ⟨p : P : ⃗m⟩^{p!q(j⟨Tj ⟩)} −−−−−−−→ ⟨p : P^′ : ⃗m⟩ M = p!q{{i⟨Ti⟩.Mi}}i∈I j ∈ I [⟨p : P : ⃗m⟩ : M : ⃗n]^{p!q(j⟨Tj ⟩)} −−−−−−−→ [⟨p : P^′ : ⃗m⟩ : M^j : ⃗n] [mon-in] M = p?q{{y.Mi}}y∈Y x ∈ Y n^′ ∈ {q!p(x), q!p((x))} [⟨p : P : ⃗m⟩ : M : ⃗n, n^′]^τ−→ [⟨p : P : n^′, ⃗m⟩ : Mj : ⃗n] [mon-tau] ⟨p : P : ⃗m⟩^τ−→ ⟨p : P^′ : ⃗m^′⟩ M ≠ ✓ [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ [⟨p : P^′ : ⃗m^′⟩ : M : ⃗n] [mon-out-dep] [⟨p : P : ⃗m⟩ : p!(D ∪ {q})(ℓ).M^′ : ⃗n]^{p!q((ℓ))}−−−−→ [⟨p : P : ⃗m⟩ : p!D(ℓ).M^′ : ⃗n] [mon-out-dep-empty] [⟨p : P : ⃗m⟩ : p!∅(ℓ).M^′ : ⃗n]^τ−→ [⟨p : P : ⃗m⟩ : M^′ : ⃗n] [mon-rec] [⟨p : P : ⃗m⟩ : M{μX.M/X} : ⃗n]^α−→ [⟨p : P^′ : ⃗m^′⟩ : M^′ : ⃗n^′] [⟨p : P : ⃗m⟩ : μX.M : ⃗n]^α−→ [⟨p : P^′ : ⃗m^′⟩ : M^′ : ⃗n^′] [mon-end] ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩ [⟨p : P : ⃗m⟩ : end : ε]^{end}−−→ [⟨p : P^′ : ⃗m⟩ : ✓ : ε]

[error-out] ⟨p : P : ⃗m⟩^{p!q(j⟨Tj ⟩)} −−−−−−−→ ⟨p : P^′ : ⃗m⟩ M = p!r{{i⟨Ti⟩.Mi}}i∈I =⇒ (r ≠ q ∨ j /∈ I) M /∈ {μX.M^′ , p!D(ℓ).M^′} [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ error_{{p}} [error-end] ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩ ⃗n = ε =⇒ M /∈ {μX.M^′ , p!D(ℓ).M^′, end} [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ error_{{p}} [error-in] M = p?q{{y.My }}y∈Y x /∈ Y n^′ ∈ {q!p(x), q!p((x))} [⟨p : P : ⃗m⟩ : M : ⃗n, n^′]^τ−→ error_{{p}} [error-mon]

[⟨p : P : ⃗m⟩ : error : ⃗n]^τ−→ error_{{p}}

[par-error] errorD | [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ error_{D∪{p}}

[out-mon-buf] P^{n′}−→ P^′ n^′ ∈ {q!p(x), q!p((x))} P | [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ P^′ | [⟨p : P : ⃗m⟩ : M : n^′, ⃗n] [par]

P^α−→ P^′ recip(α) /∈ sub(Q) P | Q^α−→ P^′ | Q^{[cong]} P ≡ P^′ P^{′ α}−→ Q^′ Q^′ ≡ Q P^α−→ Q

Fig. 3. LTS for Networks (Definition 3).

[⟨c : Pc : ε⟩ : c?s{{quit⟨⟩.end}} : ε] | [⟨s : Ps : ε⟩ : s!c{{quit⟨⟩.end}} : ε] τ−→ [⟨c : Pc : ε⟩ : c?s{{quit⟨⟩.end}} : s!c(quit⟨⟩)] | [⟨s : P^q_s : ε⟩ : end : ε] ↓τ [⟨c : P^e_c : ε⟩ : ✓ : ε] | [⟨s : P^e_s : ε⟩ : ✓ : ε] end←−−^{end}←−− [⟨c : P^q_c : ε⟩ : end : ε] | [⟨s : P^q_s : ε⟩ : end : ε] τ←− [⟨c : Pc : s!c(quit⟨⟩)⟩ : end : ε] | [⟨s : P^q_s : ε⟩ : end : ε] [⟨c : Pc : ε⟩ : c?s{{login⟨⟩.M^l_c}} : s!c(quit⟨⟩)] | [⟨s : P^q_s : ε⟩ : end : ε] τ−→ error_{{c}} | [⟨s : P^q_s : ε⟩ : end : ε] τ−→ error_{{c,s}}

Fig. 4. The LTS for Networks at work: transitions of correctly/incorrectly communicating monitored blackboxes of participants of Ga (1). Top: s sends to c label quit, monitor of c reads message, blackbox of c reads message, both components end. Bottom: monitor of c expects login message but finds quit message so signals error, error propagates to s.

When the behavior of the buffered blackbox does not concur with the monitor, the Transition group [error-∗] replaces the monitored blackbox with an error signal. Transition [par-error] propagates error signals to parallel monitored blackboxes. If a network parallel to the monitored blackbox of p has an outgoing message with recipient p, Transition [out-mon-buf] places this message in the buffer of the monitored blackbox as a τ-transition. Transition [par] closes transitions under parallel composition, as long as the recipient in the action of the transition (recip(α)) is not a subject of the composed network (sub(Q), the participants for which monitored blackboxes and error signals appear in Q). Transition [cong] closes transitions under ≡, which denotes a congruence that defines parallel composition as commutative and associative.

Figure 4 shows transitions of correct/incorrect communications in networks.

3 Monitors for Blackboxes Synthesized from Global Types

In theories of multiparty session types [17, 18], global types conveniently describe message-passing protocols between sets of participants from a vantage point. Here we use them as specifications for monitors in networks (Algorithm 2); for a local view of such global protocols we use relative types [15], which describe the interactions and dependencies between pairs of participants.

Definition 4 (Global and Relative Types).

Global types G, G^′ ::= p!q{i⟨T_i⟩.G}_{i∈I} (exchange) | end (end)

| μX.G | X (recursion)

Relative types R, R^′ ::= p!q⦃i⟨T_i⟩.R⦄_{i∈I} (exchange) | end (end)

| (p!r)!q⦃i.R⦄_{i∈I} (output dep.) | μX.R | X (recursion) | (p?r)!q⦃i.R⦄_{i∈I} (input dep.)

We write part(G) to denote the set of participants involved in exchanges in G.

Algorithm 1: Relative Projection of G onto p and q (Def. 5). 1 def G ⟩ (p, q) as 2 switch G do 3 case s!r{i⟨Ti⟩.Gi}i∈I do 4 ∀i ∈ I. Ri := Gi ⟩ (p, q) 5 if (p = s ∧ q = r) then return p!q⦃i⟨Ti⟩.Ri⦄i∈I 6 else if (q = s ∧ p = r) then return q!p⦃i⟨Ti⟩.Ri⦄i∈I 7 else if ∀i, j ∈ I. Ri = Rj then return ⋃ i∈I Ri 8 else if s ∈ {p, q} ∧ t ∈ {p, q} \ {s} then return (s!r)!t⦃i.Ri⦄i∈I 9 else if r ∈ {p, q} ∧ t ∈ {p, q} \ {r} then return (r?s)!t⦃i.Ri⦄i∈I 10 case μX.G^′ do 11 R^′ := G^′ ⟩ (p, q) 12 if (R^′ contains an exchange or a recursive call on any Y ≠ X) then return μX.R^′ 13 else return end 14 case X do return X 15 case end do return end

The global type p!q{i⟨T_i⟩.G_i}_{i∈I} specifies that p sends to q some j ∈ I with T_j , continuing as G_j . A relative type specifies a protocol between a pair of participants, say p and q. The type p!q⦃i⟨T_i⟩.R_i⦄_{i∈I} specifies that p sends to q some j ∈ I with T_j , continuing as R_j . If the protocol between p and q depends on a prior choice involving p or q, their relative type includes a dependency: (p!r)!q⦃i.R_i⦄_{i∈I} (resp. (p?r)!q⦃i.R_i⦄_{i∈I} ) specifies that p forwards to q the j ∈ I sent to (resp. received from) r by p. For both global and relative types, tailrecursion is defined with recursive definitions μX and recursive calls X, and end specifies the end of the protocol.

Relative types are obtained from global types by means of projection:

Definition 5 (Relative Projection). The relative projection of a global type onto a pair of participants, denoted G ⟩ (p, q), is defined by Algorithm 1.

The projection of an exchange onto (p, q) is an exchange if p and q are sender and recipient (lines 5 and 6). Otherwise, if the protocol between p and q does not depend on the exchange (the projections of all branches are equal), the projection is the union of the projected branches (line 7). The union of relative types, denoted R ∪ R^′, is defined only on identical relative types (e.g., p!q⦃i⟨T_i⟩.R_i⦄_{i∈I} ∪ p!q⦃i⟨T_i⟩.R_i⦄_{i∈I} = p!q⦃i⟨T_i⟩.R_i⦄_{i∈I} ; see Appendix C.1 for a formal definition). If there is a dependency and p or q is sender/recipient, the projection is a dependency (lines 8 and 9). Projection is undefined if there is a dependency but p nor q is involved.

The projection of μX.G^′ is a relative type starting with a recursive definition, provided that the projection of G^′ onto (p, q) contains an exchange or nested recursive call (line 12) to avoid recursion with only dependencies; otherwise, the projection returns end (line 13). The projections of recursive calls and end are homomorphic (lines 14 and 15).

Example 6. The relative projections of G_a (1) are: R_{c,s} := G_a ⟩ (c, s) = μX.s!c⦃login⟨⟩.X, quit⟨⟩.end⦄ R_{c,a} := G_a ⟩ (c, a) = μX.(c?s)!a⦃login.c!a⦃pwd⟨str⟩.X⦄, quit.end⦄ R_{s,a} := G_a ⟩ (s, a) = μX.(s!c)!a⦃login.a!s⦃succ⟨bool⟩.X⦄, quit.end⦄

Hence, the exchange from s to c is a dependency for the protocols of a.

Not all global types are sensible. A valid global type may, e.g., require a participant p to have different behaviors, depending on a choice that p is unaware of (see, e.g., [8]). In the following, we work only with well-formed global types:

Definition 7 (Well-formedness). We say a global type G is well-formed if and only if, for all pairs of participants p ≠ q ∈ part(G), the projection G ⟩ (p, q) is defined, and all recursion in G is non-contractive (e.g., G ≠ μX.X) and bound.

Our running example G_a (1) is well-formed in the above sense; also, as explained in [25], G_a is not well-formed in most theories of multiparty sessions (based on projection onto local types). As such, G_a goes beyond the scope of such theories.

Synthesizing monitors. Next, we define a procedure to synthesize monitors for the participants of global types. This procedure detects dependencies as follows:

Definition 8 (Dependence). Given a global type G, we say p depends on q in G, denoted p depsOn q in G, if and only if G = s!r{i⟨T_i⟩.G_i}_{i∈I} ∧ p /∈ {s, r} ∧ q ∈ {s, r} ∧ ∃i, j ∈ I. G_i ⟩ (p, q) ≠ G_j ⟩ (p, q). Thus, p depsOn q in G holds if and only if G is an exchange involving q but not p, and the relative projections of at least two branches of the exchange are different.

Definition 9 (Synthesis of Monitors from Global Types). Algorithm 2 synthesizes the monitor for p in G with participants D, denoted gt2mon(G, p, D).

Initially, D = part(G) \ {p}. The monitor for p of an exchange where p is sender (resp. recipient) is an output (resp. input) followed in each branch by a dependency output, using Dependence to compute the participants with dependencies (lines 5 and 6). If p is not involved, we detect a dependency for p with Dependence. In case p depends on sender/recipient but not both, the monitor is a dependency input (lines 10 and 11). If p depends on sender and recipient, the monitor contains two consecutive dependency inputs (line 13); when the two received labels differ, the monitor enters an error-state. When there is no dependency for p, the monitor uses an arbitrary branch (line 14). To synthesize a monitor for μX.G^′, the algorithm uses projection to compute D^′ with participants having exchanges with p in G^′ (cf. Algorithm 1 line 12). If D^′ is non-empty, the monitor starts with a recursive definition (line 17) and the algorithm continues with D^′; otherwise, the monitor is end (line 18). The monitors of X and end are homomorphic (lines 19 and 20).

Algorithm 2: Synthesis of Monitors from Global Types (Definition 9). 1 def gt2mon(G, p, D) as 2 switch G do 3 case s!r{i⟨Ti⟩.Gi}i∈I do 4 deps := {q ∈ D | q depsOn p in G} 5 if p = s then return p!r{{i⟨Ti⟩.p!deps(i). gt2mon(Gi, p, D)}}i∈I 6 else if p = r then return p?s{{i⟨Ti⟩.p!deps(i). gt2mon(Gi, p, D)}}i∈I 7 else if p /∈ {r, s} then 8 depOn_s := (s ∈ D ∧ p depsOn s in G) 9 depOn_r := (r ∈ D ∧ p depsOn r in G) 10 if (depOn_s ∧ ¬depOn_r) then return p?s{{i. gt2mon(Gi, p, D)}}i∈I 11 else if (depOn_r ∧ ¬depOn_s) then return p?r{{i. gt2mon(Gi, p, D)}}i∈I 12 else if (depOn_s ∧ depOn_r ) then 13 return p?s {{ i.p?r{{i. gt2mon(Gi, p, D)}} ∪ {{j.error}}_{j∈I\{i}} }}_{i∈I} 14 else return gt2mon(G_k, p, D) (arbitrary k ∈ I) 15 case μX.G^′ do 16 D^′ := {q ∈ D | G ⟩ (p, q) ≠ end} 17 if D^′ ≠ ∅ then return μX. gt2mon(G^′, p, D^′) 18 else return end 19 case X do return X 20 case end do return end Example 10. Let us use G = p!q{ℓ⟨T ⟩.μX.p!r{ℓ^′⟨T^′⟩.X, ℓ^{′′}⟨T^{′′}⟩.end}} to illus- trate Algorithm 2. We have G ⟩ (p, q) = p!q⦃ℓ⟨T ⟩.end⦄: the projection of the recursive body in G is (p!r)!q⦃ℓ^′⟨T^′⟩.X, ℓ^{′′}⟨T^{′′}⟩.end⦄, but there are no exchanges between p and q, so the projection of the recursive definition is end. Were the monitor for p synthesized with q ∈ D, Dependence would detect a dependency: the re- cursive definition’s monitor would be p!r{{ℓ^′⟨T^′⟩.p!{q}(ℓ^′).X, ℓ^{′′}⟨T^{′′}⟩.p!{q}(ℓ^{′′}).end}}. However, per G⟩(p, q), p nor q expects a dependency at this point of the protocol. Hence, the algorithm removes q from D when entering the recursive body in G.

Example 11. The monitors of c, s, a in G_a (1) are:

M_c := gt2mon(G_a, c, {s, a}) = μX.c?s {{ login⟨⟩.c!{a}(login).c!a{{pwd⟨str⟩.c!∅(pwd).X}}, quit⟨⟩.c!{a}(quit).end }}

M_s := gt2mon(G_a, s, {c, a}) = μX.s!c {{ login⟨⟩.s!{a}(login).s?a{{succ⟨bool⟩.s!∅(succ).X}}, quit⟨⟩.s!{a}(quit).end }}

M_a := gt2mon(G_a, a, {c, s})

= μX.a?s login.a?c login.a?c{{pwd⟨str⟩.a!∅(pwd). a!s{{succ⟨bool⟩.a!∅(succ).X}}}}, quit.error , quit.a?c{{quit.end, login.error}}

4 Properties of Correct Monitored Blackboxes

Given a global type G, we establish the precise conditions under which a network of monitored blackboxes correctly implements G. That is, we define how the monitored blackbox P of a participant p of G should behave, i.e., when P satisfies the role of p in G (Satisfaction, Definition 13). We then prove two important properties of networks of monitored blackboxes that satisfy a given global type:

Soundness: The network behaves correctly according to the global type (Theorem 17); Transparency: The monitors interfere minimally with buffered blackboxes (Theorem 23).

As we will see in Section 4.2, satisfaction is exactly the condition under which a network P is sound with respect to a global type G.

4.1 Satisfaction

Our aim is to attest that P satisfies the role of p in G if it meets certain conditions on the behavior of monitored blackboxes with respect to the protocol. As we have seen, the role of p in G is determined by projection. Satisfaction is then a relation R between (i) monitored blackboxes and (ii) maps from participants q ∈ part(G)\{p} to relative types between p and q, denoted RTs; R must contain (P, RTs) with relative projections of G. Given any (P^′, RTs^′) in R, the general idea of satisfaction is (i) that an output to q by P^′ means that RTs^′(q) is a corresponding exchange from p to q, and (ii) that if there is a q such that RTs^′(q) is an exchange from q to p then P^′ behaves correctly afterwards.

In satisfaction, dependencies in relative types require care. For example, if

RTs^′(q) is an exchange from p to q and RTs^′(r) is a dependency on this exchange,

then P^′ must first send a label to q and then send the same label to r. Hence, we need to track the labels chosen by the monitored blackbox for later reference. To this end, we uniquely identify each exchange in a global type by its location ⃗ℓ: a sequence of labels denoting the choices leading to the exchange. Projection then uses these locations to annotate each exchange and recursive definition/call in the relative type it produces. Because projection skips independent exchanges (Algorithm 1, line 7), some exchanges and recursive definitions/calls may be associated with multiple locations; hence, they are annotated with sets of locations, denoted L. Satisfaction then tracks choices using a map from sets of locations to labels, denoted Lbls. Projection with location annotations is formally defined in Appendix C.1, along with a corresponding definition for unfolding recursion.

Before defining satisfaction, we set up some useful notation for type signatures, locations, relative types, and maps.

Notation 12. Let P denote the set of all participants, R the set of all relative types, N the set of all networks, and L the set of all labels.

Notation P(S) denotes the powerset of S. Given a set S, we write ⃗S to denote the set of all sequences of elements from S. We write L⋒L^′ to stand for L∩L^′ ≠ ∅. We write L ≤ L^′ if every ⃗ℓ^′ ∈ L^′ is prefixed by some ⃗ℓ ∈ L.

Given (P, RTs, Lbls) ∈ R, all the following conditions hold:

1. (Tau) If P^τ−→ P^′, then (P^′, RTs, Lbls) ∈ R.

2. (End) If P^{end}−−→ P^′, then, for every (q, R) ∈ RTs, R ⊜ end, P^′ ↛, and (P^′, ∅, ∅) ∈ R. 3. (Output) If P^{p!q(j⟨Tj ⟩)} −−−−−−−→ P^′, then RTs(q) ⊜ p!q^L⦃i⟨Ti⟩.Ri⦄i∈I with j ∈ I, and (P^′, RTs[q → Rj ], Lbls[L → j]) ∈ R. 4. (Input) If there is (q, R) ∈ RTs such that R ⊜ q!p^L⦃i⟨Ti⟩.Ri⦄i∈I , then P = [⟨p : P : ⃗m⟩ : M : ⃗n], and, for every j ∈ I, ([⟨p : P : ⃗m⟩ : M : q!p(j⟨Tj ⟩), ⃗n], RTs[q → Rj ], Lbls[L → j]) ∈ R. 5. (Dependency output) If P^{p!q((j))}−−−−→ P^′, then RTs(q) ⊜ (p♦r)!q^L⦃i.Ri⦄i∈I with j ∈ I, there is (L^′ , j) ∈ Lbls such that L^′ ⋒ L, and (P^′, RTs[q → Rj ], Lbls) ∈ R.

6. (Dependency input) If there is (q, R) ∈ RTs s.t. R ⊜ (q♦r)!p^L⦃i.Ri⦄i∈I , then P = [⟨p : P : ⃗m⟩ : M : ⃗n], and either of the following holds:

– (Fresh label) there is no L^′ ∈ dom(Lbls) such that L^′ ⋒ L, and, for every j ∈ I, ([⟨p : P : ⃗m⟩ : M : q!p((j)), ⃗n], RTs[q → Rj ], Lbls[L → j]) ∈ R; – (Known label) there is (L^′ , j) ∈ Lbls such that L^′ ⋒ L and j ∈ I, and ([⟨p : P : ⃗m⟩ : M : q!p((j)), ⃗n], RTs[q → Rj ], Lbls) ∈ R.

Fig. 5. Satisfaction: conditions under which R holds at p (Definition 13).

In relative types, we write ♦ to denote either ! or ?. We write unfold(R) for the inductive unfolding of R if R starts with recursive definitions, and for R itself otherwise. We write R ⊜ R^′ whenever unfold(R) = unfold(R^′).

We shall use monospaced fonts to denote maps (such as RTs and Lbls). We often define maps using the notation of injective relations. Given a map M, we write (x, y) ∈ M to denote that x ∈ dom(M) and M(x) = y. We write M[x → y^′] to denote the map obtained by adding to M an entry for x pointing to y^′, or updating an already existing entry for x. Maps are partial unless stated otherwise.

Definition 13 (Satisfaction). A relation R is sat-signed if its signature is N × (P → R) × (P(⃗L) → L). We define the following properties of relations:

– A sat-signed relation R holds at p if it satisfies the conditions in Figure 5. – A sat-signed relation R progresses at p if for every (P, RTs, Lbls) ∈ R, we have P^α−→ P^′ for some α and P^′, given that one of the following holds:

• RTs ≠ ∅ and, for every (q, R) ∈ RTs, R ⊜ end;

• There is (q, R) ∈ RTs such that (i) R ⊜ p!q^L⦃i⟨T_i⟩.R_i⦄_{i∈I} or R ⊜ (p♦r)!q^L⦃i.R_i⦄_{i∈I} , and (ii) for every (q^′, R^′) ∈ RTs \ {(q, R)}, either R^′ ⊜ end or unfold(R^′) has locations L^′ with L ≤ L^′ .

– A sat-signed relation R is a satisfaction at p if it holds and progresses at p.

We write R ⊨^{Lbls} P ▷ RTs @ p if R is a satisfaction at p with (P, RTs, Lbls) ∈ R, and R ⊨ P ▷ RTs @ p when Lbls is empty. We omit R to indicate such R exists.

Satisfaction requires R to hold at p: each (P, RTs, Lbls) ∈ R enjoys the conditions in Figure 5, discussed next, which ensure that P respects the protocols in

RTs.

(Tau) allows τ-transitions without affecting RTs and Lbls. (End) allows an end-transition, given that all relative types in RTs are end. The resulting state should not transition, enforced by empty RTs and Lbls.

(Output) allows an output-transition with a message to q, given that RTs(q) is a corresponding output by p. Then, RTs(q) updates to the continuation of the appropriate branch and Lbls records the choice under the locations of RTs(q).

(Input) triggers when there is (q, R) ∈ RTs such that R is a message from q to p. Satisfaction targets the behavior of P on its own, so we simulate a message sent by q. The resulting behavior is then analyzed after buffering any such message; RTs(q) is updated to the continuation of the corresponding branch. As for outputs, Lbls records the choice at the locations of RTs(q).

(Dependency Output) allows an output-transition with a dependency message to q, given that RTs(q) is a corresponding dependency output by p with locations L. The message’s label should be recorded in Lbls at some L^′ that shares a location with L: here L^′ relates to a past exchange between p and some r in G from which the dependency output in RTs(q) originates. This ensures that the dependency output is preceded by a corresponding exchange, and that the dependency output carries the same label as originally chosen for the preceding exchange. Afterwards, RTs(q) is updated to the continuation of the appropriate branch.

(Dependency Input) triggers when there is (q, R) ∈ RTs such that R is a dependency exchange from q to p, forwarding a label exchanged between q and r. As in the input case, a message from q is simulated by buffering it in P. In this case, RTs(r) could be a dependency exchange from r to p, originating from the same exchange between q and r in G. To ensure that the buffered messages contain the same label, we distinguish “fresh” and “known” cases. In the fresh case, we consider the first of the possibly two dependency exchanges: there is no L^′ ∈ dom(Lbls) that shares a location with the locations L of RTs(q). Hence, we analyze each possible dependency message, updating RTs(q) appropriately and recording the choice in Lbls. The known case then considers the second dependency exchange: there is a label in Lbls at L^′ that shares a location with L. Hence, we buffer a message with the same label, and update RTs(q) accordingly.

Satisfaction also requires R to progress at p, for each (P, RTs, Lbls) ∈ R making sure that P does not idle whenever we are expecting a transition from P. There are two cases. (1) If all relative types in RTs are end, we expect an endtransition. (2) If there is a relative type in RTs that is a (dependency) output, we expect an output transition. However, P may idle if it is waiting for a message: there is (q, R) ∈ RTs such that R is a (dependency) input originating from an exchange in G that precedes the exchange related to the output.

Definition 14 (Satisfaction for Networks). Let us write RTsOf(G, p) to denote the set {(q, G ⟩ (p, q)) | q ∈ part(G) \ {p}}. Moreover, we write

– R ⊨ [⟨p : P : ε⟩ : M : ε] ▷ G @ p if and only if M = gt2mon(G, p, part(G) \ {p}) and R ⊨ [⟨p : P : ε⟩ : M : ε] ▷ RTsOf(G, p) @ p. We omit R to say such R exists.

– ⊨ P ▷ G if and only if P ≡ ∏ p∈part(G)[⟨p : Pp : ε⟩ : Mp : ε] and, for every

p ∈ part(G), ⊨ [⟨p : P_p : ε⟩ : M_p : ε] ▷ G @ p.

Example 15. The following satisfaction assertions hold with implementations, relative types, and monitors from Examples 2, 6 and 11, respectively: ⊨ [⟨c : P_c : ε⟩ : M_c : ε] ▷ {(s, R_{c,s}), (a, R_{c,a})} @ c ⊨ [⟨s : P_s : ε⟩ : M_s : ε] ▷ {(c, R_{c,s}), (a, R_{s,a})} @ s ⊨ [⟨a : P_a : ε⟩ : M_a : ε] ▷ {(c, R_{c,a}), (s, R_{s,a})} @ a ⊨ [⟨c : P_c : ε⟩ : M_c : ε] | [⟨s : P_s : ε⟩ : M_s : ε] | [⟨a : P_a : ε⟩ : M_a : ε] ▷ G_a

We also have: ⊭ [⟨c : P_c : ε⟩ : μX.c?s{{quit⟨⟩.end}} : ε] ▷ G_a @ c. This is because R_{c,s} specifies that s may send login to c, which this monitor would not accept.

4.2 Soundness

Our first result is that satisfaction is sound with respect to global types: when a network of monitored blackboxes satisfies a global type G (Definition 14), any path of transitions eventually reaches a state that satisfies another global type reachable from G. Hence, the satisfaction of the individual components that a network comprises is enough to ensure that the network behaves as specified by the global type. Reachability between global types is defined as an LTS:

Definition 16 (LTS for Global Types). We define an LTS for global types, denoted G^ℓ−→ G^′, by the following rules: j ∈ I p!q{i⟨T_i⟩.G_i}_{i∈I}^j−→ G_j G{μX.G/X}^ℓ−→ G^′ μX.G^ℓ−→ G^′ Given ⃗ℓ = ℓ_1, . . . , ℓ_n, we write G^{⃗ℓ}−→ G^′ to denote G^{ℓ1}−→ . . .^{ℓn}−→ G^′.

Theorem 17 (Soundness). If ⊨ P ▷G (Definition 14) and P ⇒ P_0 then there exist G^′, ⃗ℓ, P^′ such that G^{⃗ℓ}−→ G^′, P_0 ⇒ P^′, and ⊨ P^′ ▷ G^′.

We sketch the proof of Theorem 17 (see Appendix C.3 for details). We prove a stronger statement that starts from a network P that satisfies an intermediate G_0 reachable from G. This way, we apply induction on the number of transitions between P and P_0, relating the transitions of the network to the transitions of G_0 one step at a time by relying on Satisfaction. Hence, we inductively “consume” the transitions between P and P_0 until we have passed through P_0 and end up in a network satisfying G^′ reachable from G_0. We use an auxiliary lemma to account for global types with independent exchanges, such as G^′ = p!q{ℓ⟨T ⟩.r!s{ℓ^′⟨T^′⟩.end}}. In G^′, the exchange involving (p, q) is unrelated to that involving (r, s), so they occur concurrently in a network implementing G^′. Hence, the transitions from P to P_0 might not follow the order specified in G_0. The lemma ensures that concurrent (i.e., unrelated) transitions always end up in the same state, no matter the order. This way we show transitions from P in the order specified in G_0, which we restore to the observed order using the lemma when we are done.

Theorem 17 implies that any P that satisfies some global type is error free, i.e., P never reduces to a network containing error_D (Theorem 46, Appendix C.3).

4.3 Transparency

The task of monitors is to observe and verify behavior with minimal interference: monitors should be transparent. Transparency is usually expressed as a bisimulation between a monitored and unmonitored component [24, 11, 7, 1].

Our second result is thus a transparency result. For it to be informative, we assume that we observe the (un)monitored blackbox as if it were running in a network of monitored blackboxes that adhere to a given global protocol. This way, we can assume that received messages are correct, such that the monitor does not transition to an error signal. To this end, we enhance the LTS for Networks:

1. As in Satisfaction, we consider (un)monitored blackboxes on their own. Hence, we need a way to simulate messages sent by other participants. Otherwise, a blackbox would get stuck waiting for a message and the bisimulation would hold trivially. We thus add a transition that buffers messages. Similar to Satisfaction (Input) and (Dependency Input), these messages cannot be arbitrary; we parameterize the enhanced LTS by an oracle that determines which messages are allowed as stipulated by a given global type.

2. Besides observing and verifying transitions, our monitors additionally send dependency messages. This leads to an asymmetry in the behavior of monitored blackboxes and unmonitered blackboxes, as the latter do not send dependency messages. Hence, we rename dependency output actions to τ.

We now define the enhanced LTS for networks, after setting up some notation.

Notation 18. Let A denote the set of all actions. Given Ω : P( ⃗A), we write α + Ω to denote the set containing every sequence in Ω prepended with α. We write Ω(α) = Ω^′ iff α + Ω^′ ⊆ Ω and there is no Ω^{′′} such that α + Ω^′ ⊂ α + Ω^{′′} ⊆ Ω. Definition 19 (Enhanced LTS for Networks). We define an enhanced LTS for Networks, denoted P_Ω^α_Ω′ P^′ where Ω, Ω^′ : P( ⃗A), by the rules in Figure 6. We write P_{Ω Ω} P^′ whenever P transitions to P^′ in zero or more τ-transitions, i.e., P_Ω^τ_Ω · · ·_Ω^τ_Ω P^′. We write P_Ω^α_Ω′ P^′ when P_{Ω Ω} P_{1 Ω}^α_Ω′ P_{2 Ω}′_Ω′ P^′, omitting the α-transition when α = τ. Given ⃗α = α_1, . . . , α_n, we write P_{Ω0}^{⃗α}_{Ωn} P^′ when P_{Ω0}^{α1}_{Ω1} P_1 · · · P_{n−1 Ωn−1}^{αn}_{Ωn} P^′.

Thus, Transitions [buf-∗] simulate messages from other participants, consulting Ω and transforming it into Ω^′. Transition [dep] renames dependency outputs to τ. Transition [no-dep] passes any other transitions, updating Ω to Ω^′ accordingly.

We now define a weak bisimilarity on networks, governed by oracles.

Definition 20 (Bisimilarity). A relation B : N × P( ⃗A) × N is a (weak) bisimulation if, for every (P, Ω, Q) ∈ B: (1) For every P^′, α, Ω_1 such that P_Ω^α_{Ω1} P^′, there exist ⃗b, Ω_2, Q^′, P^{′′} such that Q_Ω^{⃗b,α}_{Ω2} Q^′, P^′_{Ω1}^{⃗b}_{Ω2} P^{′′}, and (P^{′′}, Ω_2, Q^′) ∈ B; and (2) The symmetric analog.

We say P and Q are bisimilar with respect to Ω, denoted P ≈_Ω Q, if there exists a bisimulation B such that (P, Ω, Q) ∈ B.

[buf-mon] α = p?q(x), n

′ = q!p(x) or α = p?q((x)), n^′ = q!p((x)) Ω(α) = Ω^′ [⟨p : P : ⃗m⟩ : M : ⃗n]_Ω^α_{Ω′} [⟨p : P : ⃗m⟩ : M : n^′, ⃗n] [buf-unmon] α = p?q(x), m′ = q!p(x) or α = p?q((x)), m′ = q!p((x)) Ω(α) = Ω′ ⟨p : P : ⃗m⟩_Ω^α_{Ω′} ⟨p : P : m^′, ⃗m⟩ [dep] P p!q((ℓ)) −−−−→ P^′ P Ω^τ Ω P^′ [no-dep] P α−→ P^′ α /∈ {p?q(x), p?q((x)), p!q((ℓ))} Ω(α) = Ω^′ P Ω^α_Ω′ P^′ Fig. 6. Enhanced LTS for Networks (Definition 19).

Clause 1 says that Q can mimic a transition from P to P^′, possibly after τ- and [buf]-transitions. We then allow P^′ to “catch up” on those additional transitions, after which the results are bisimilar (under a new oracle); Clause 2 is symmetric. Additional [buf]-transitions are necessary: an unmonitored blackbox can read messages from its buffer directly, whereas a monitor may need to move messages between buffers first. If the monitor first needs to move messages that are not in its buffer yet, we need to add those messages with [buf]-transitions. The unmonitored blackbox then needs to catch up on those additional messages.

Similar to Soundness, Satisfaction defines the conditions under which we prove transparency of monitors. Moreover, we need to define the precise oracle under which bisimilarity holds. This oracle is defined similarly to Satisfaction: it depends on actions observed, relative types (in RTs), and prior choices (in Lbls).

Definition 21 (Label Oracle). The label oracle of participant p under RTs : P → R and Lbls : P(⃗L) → L, denoted LO(p, RTs, Lbls) is defined in Figure 7.

The label oracle LO(p, RTs, Lbls) thus consists of several subsets, each resembling a condition of Satisfaction in Figure 5. Dependency outputs are exempt: the Enhanced LTS for Networks renames them to τ, so the label oracle simply looks past them without requiring a dependency output action.

We now state our transparency result, after defining a final requirement: minimality of satisfaction. This allows us to step backward through satisfaction relations, such that we can reason about buffered messages.

Definition 22 (Minimal Satisfaction). We write ⊢ P ▷G@p whenever there exists R such that R ⊨ P ▷ RTsOf(G, p) @ p (Def. 13) and R is minimal, i.e., there is no R^′ ⊂ R such that R^′ ⊨ P ▷ RTsOf(G, p) @ p.

Theorem 23 (Transparency). Suppose ⊢ [⟨p : P : ε⟩ : M : ε] ▷ G @ p (Def. 22). Let Ω := LO(p, RTsOf(G, p), ∅). Then [⟨p : P : ε⟩ : M : ε] ≈_Ω ⟨p : P : ε⟩.

We sketch the proof of Theorem 23 (see Appendix C.4). The minimal satisfaction of the monitored blackbox contains all states that the monitored blackbox can reach through transitions. We create a relation B by pairing each such state [⟨p : P^′ : ⃗m⟩ : M^′ : ⃗n] with ⟨p : P^′ : ⃗n, ⃗m⟩—notice how the buffers are combined.

To improve readability, below we write ‘ ⋃ [x ∈ S . . .]’ instead of ‘ ⋃ x∈S...’. ⋃ [(q, R) ∈ RTs. R ⊜ p!q^L⦃i⟨Ti⟩.Ri⦄i∈I ] ⋃ [j ∈ I] p!q(j⟨Tj ⟩) + LO(p, RTs[q → Rj ], Lbls[L → j]) (Output) ∪ ⋃ [(q, R) ∈ RTs. R ⊜ q!p^L⦃i⟨Ti⟩.Ri⦄i∈I ] ⋃ [j ∈ I] p?q(j⟨Tj ⟩) + LO(p, RTs[q → Rj ], Lbls[L → j]) (Input) ∪ ⋃ [(q, R) ∈ RTs. R ⊜ (q♦r)!p^L⦃i.Ri⦄i∈I ∧ ̸∃L^′ ∈ dom(Lbls). L^′ ⋒ L] ⋃ [j ∈ I] p?q(j) + LO(p, RTs[q → Rj ], Lbls[L → j]) (Fresh Dependency Input) ∪ ⋃ [(q, R) ∈ RTs. R ⊜ (q♦r)!p^L⦃i.Ri⦄i∈I ∧ ∃(L^′ , j) ∈ Lbls. L^′ ⋒ L ∧ j ∈ I] p?q(j) + LO(p, RTs[q → Rj ], Lbls) (Known Dependency Input) ∪ ⋃ [(q, R) ∈ RTs. R ⊜ (p♦r)!q^L⦃i.Ri⦄i∈I ∧ ∃(L^′ , j) ∈ Lbls. L^′ ⋒ L ∧ j ∈ I]

LO(p, RTs[q → Rj ], Lbls) (Dependency Output)

∪ end + LO(p, ∅, ∅) [only if ∀(q, R) ∈ RTs. R ⊜ end] (End)

∪ τ + LO(p, RTs, Lbls) (Tau)

Fig. 7. Definition of the Label Oracle (Definition 21), LO(p, RTs, Lbls).

We do so while keeping an informative relation between relative types, monitors, buffers, and oracles. This information gives us the appropriate oracles to include in B. We then show that B is a weak bisimulation by proving that the initial monitored and unmonitored blackbox are in B, and that the conditions of Definition 20 hold. While Clause 1 is straightforward, Clause 2 requires care: by using the relation between relative types, monitors, and buffers, we infer the shape of the monitor from a transition of the unmonitored blackbox. This allows us to show that the monitored blackbox can mimic the transition, possibly after outputting dependencies and/or receiving additional messages (as discussed above).

We close by comparing our Theorems 17 and 23 with Bocchi et al.’s safety and transparency results [7], respectively. First, their safety result [7, Thm. 5.2] guarantees satisfaction instead of assuming it; their framework suppresses unexpected messages, which prevents the informative guarantee given by our Theorem 17. Second, Theorem 23 and their transparency result [7, Thm. 6.1] differ, among other things, in the presence of an oracle, which is not needed in their setting: they can inspect the inputs of monitored processes, whereas we cannot verify the inputs of a blackbox without actually sending messages to it.

5 Conclusion

We have proposed a new framework for dynamically analyzing networks of communicating components (blackboxes), governed by global types, with minimal assumptions about observable behavior. We use global types and relative projection [15] to synthesize monitors, and define when a monitored component satisfies the governing protocol. We prove that networks of correct monitored components are sound with respect to a global type, and that monitors are transparent.

We have implemented a practical toolkit, called RelaMon, based on the framework presented here. RelaMon allows users to deploy JavaScript programs that monitor web-applications in any programming language and with third-party/closedsource components according to a global type. The toolkit is publicly available [10] and includes implementations of our running example (the global type G_a), as well as an example that incorporates a closed-source weather API. App. B includes more details.

As future work, we plan to extend our framework to uniformly analyze systems combining monitored blackboxes and statically checked components (following [15]). We also plan to study under which restrictions our approach coincides with Bocchi et al.’s [7].

Acknowledgments We are grateful to the anonymous reviewers for useful remarks.

References

1. Aceto, L., Cassar, I., Francalanza, A., Ingólfsdóttir, A.: On Runtime Enforcement via Suppressions. In: Schewe, S., Zhang, L. (eds.) 29th International Conference on Concurrency Theory (CONCUR 2018). Leibniz International Proceedings in Informatics (LIPIcs), vol. 118, pp. 34:1–34:17. Schloss Dagstuhl–Leibniz-Zentrum fuer Informatik, Dagstuhl, Germany (2018).

https://doi.org/10.4230/LIPIcs.CONCUR.2018.34

2. Bartocci, E., Falcone, Y., Francalanza, A., Reger, G.: Introduction to Runtime Verification. In: Bartocci, E., Falcone, Y. (eds.) Lectures on Runtime Verification: Introductory and Advanced Topics, pp. 1–33. Lecture Notes in Computer Science, Springer International Publishing, Cham (2018).

https://doi.org/10.1007/978-3-319-75632-5_1

3. Bartolo Burlò, C., Francalanza, A., Scalas, A.: On the Monitorability of Session Types, in Theory and Practice. In: Møller, A., Sridharan, M. (eds.) 35th European Conference on Object-Oriented Programming (ECOOP 2021). Leibniz International Proceedings in Informatics (LIPIcs), vol. 194, pp. 20:1–20:30. Schloss Dagstuhl – Leibniz-Zentrum für Informatik, Dagstuhl, Germany (2021).

https://doi.org/10.4230/LIPIcs.ECOOP.2021.20

4. Bartolo Burlò, C., Francalanza, A., Scalas, A., Trubiani, C., Tuosto, E.:

Towards Probabilistic Session-Type Monitoring. In: Damiani, F., Dardha, O. (eds.) Coordination Models and Languages. pp. 106–120. Lecture Notes in Computer Science, Springer International Publishing, Cham (2021).

https://doi.org/10.1007/978-3-030-78142-2_7

5. Bartolo Burlò, C., Francalanza, A., Scalas, A., Trubiani, C., Tuosto, E.: PSTMonitor: Monitor synthesis from probabilistic session types. Science of Computer Programming 222, 102847 (Oct 2022).

https://doi.org/10.1016/j.scico.2022.102847

6. Bocchi, L., Chen, T.C., Demangeon, R., Honda, K., Yoshida, N.: Monitoring Networks through Multiparty Session Types. In: Beyer, D., Boreale, M. (eds.) Formal Techniques for Distributed Systems. pp. 50–65. Lecture Notes in Computer Science, Springer, Berlin, Heidelberg (2013).

https://doi.org/10.1007/978-3-642-38592-6_5

7. Bocchi, L., Chen, T.C., Demangeon, R., Honda, K., Yoshida, N.: Monitoring Networks through Multiparty Session Types. Theoretical Computer Science 669, 33–58 (Mar 2017). https://doi.org/10.1016/j.tcs.2017.02.009 8. Castagna, G., Dezani-Ciancaglini, M., Padovani, L.: On Global Types and Multi-Party Session. Logical Methods in Computer Science 8(1) (Mar 2012).

https://doi.org/10.2168/LMCS-8(1:24)2012

9. Chen, T.C., Bocchi, L., Deniélou, P.M., Honda, K., Yoshida, N.: Asynchronous Distributed Monitoring for Multiparty Session Enforcement. In: Bruni, R., Sassone, V. (eds.) Trustworthy Global Computing. pp. 25–45. Lecture Notes in Computer Science, Springer, Berlin, Heidelberg (2012).

https://doi.org/10.1007/978-3-642-30065-3_2

10. Dobre, R.A., van den Heuvel, B., Pérez, J.A.: RelaMon: A JS toolkit for the runtime verification of web applications written in any language.

https://github.com/basvdheuvel/RelaMon (Jun 2023), Last visited: Jun 2023

11. Falcone, Y., Fernandez, J.C., Mounier, L.: What can you verify and enforce at runtime? International Journal on Software Tools for Technology Transfer 14(3), 349–382 (Jun 2012). https://doi.org/10.1007/s10009-011-0196-8

12. Francalanza, A., Pérez, J.A., Sánchez, C.: Runtime Verification for Decentralised and Distributed Systems. In: Bartocci, E., Falcone, Y. (eds.) Lectures on Runtime Verification: Introductory and Advanced Topics, pp. 176–210. Lecture Notes in Computer Science, Springer International Publishing, Cham (2018).

https://doi.org/10.1007/978-3-319-75632-5_6

13. Gommerstadt, H., Jia, L., Pfenning, F.: Session-Typed Concurrent Contracts.

In: Ahmed, A. (ed.) Programming Languages and Systems. pp. 771–798. Lecture Notes in Computer Science, Springer International Publishing, Cham (2018).

https://doi.org/10.1007/978-3-319-89884-1_27

14. Gommerstadt, H., Jia, L., Pfenning, F.: Session-typed concurrent contracts. Journal of Logical and Algebraic Methods in Programming 124, 100731 (Jan 2022).

https://doi.org/10.1016/j.jlamp.2021.100731

15. van den Heuvel, B., Pérez, J.A.: A decentralized analysis of multiparty protocols. Science of Computer Programming p. 102840 (Jun 2022).

https://doi.org/10.1016/j.scico.2022.102840

16. van den Heuvel, B., Pérez, J.A., Dobre, R.A.: Monitoring Blackbox Implementations of Multiparty Session Protocols. In: Katsaros, P., Nenzi, L. (eds.) Runtime Verification. pp. 66–85. Lecture Notes in Computer Science, Springer Nature Switzerland, Cham (2023). https://doi.org/10.1007/978-3-031-44267-4_4 17. Honda, K., Yoshida, N., Carbone, M.: Multiparty asynchronous session types.

In: Proceedings of the 35th Annual ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages. pp. 273–284. POPL ’08, Association for Computing Machinery, San Francisco, California, USA (Jan 2008).

https://doi.org/10.1145/1328438.1328472

18. Honda, K., Yoshida, N., Carbone, M.: Multiparty asynchronous session types. Journal of the ACM 63(1) (Mar 2016). https://doi.org/10.1145/2827695 19. Igarashi, A., Thiemann, P., Tsuda, Y., Vasconcelos, V.T., Wadler, P.: Gradual session types. Journal of Functional Programming 29, e17 (2019/ed).

https://doi.org/10.1017/S0956796819000169

20. Igarashi, A., Thiemann, P., Vasconcelos, V.T., Wadler, P.: Gradual session types.

Proceedings of the ACM on Programming Languages 1(ICFP), 38:1–38:28 (Aug 2017). https://doi.org/10.1145/3110282 21. Jia, L., Gommerstadt, H., Pfenning, F.: Monitors and Blame Assignment for Higher-order Session Types. In: Proceedings of the 43rd Annual ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages. pp. 582–594. POPL ’16, ACM, New York, NY, USA (2016).

https://doi.org/10.1145/2837614.2837662

22. Klint, P., van der Storm, T., Vinju, J.: RASCAL: A Domain Specific Language for Source Code Analysis and Manipulation. In: 2009 Ninth IEEE International Working Conference on Source Code Analysis and Manipulation. pp. 168–177 (Sep 2009). https://doi.org/10.1109/SCAM.2009.28 23. Klint, P., van der Storm, T., Vinju, J.: Rascal, 10 Years Later. In: 2019 19th International Working Conference on Source Code Analysis and Manipulation (SCAM). pp. 139–139 (Sep 2019). https://doi.org/10.1109/SCAM.2019.00023 24. Ligatti, J., Bauer, L., Walker, D.: Edit automata: Enforcement mechanisms for run-time security policies. International Journal of Information Security 4(1), 2– 16 (Feb 2005). https://doi.org/10.1007/s10207-004-0046-8 25. Scalas, A., Yoshida, N.: Less is more: Multiparty session types revisited.

Proceedings of the ACM on Programming Languages 3(POPL), 30:1–30:29 (Jan 2019). https://doi.org/10.1145/3290343, revised, extended version at

https://www.doc.ic.ac.uk/research/technicalreports/2018/DTRS18-6.pdf

26. Thiemann, P.: Session Types with Gradual Typing. In: Maffei, M., Tuosto, E. (eds.) Trustworthy Global Computing. pp. 144–158. Lecture Notes in Computer Science, Springer, Berlin, Heidelberg (2014).

https://doi.org/10.1007/978-3-662-45917-1_10

Table of Contents

Monitoring Blackbox Implementations of Multiparty Session Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 Bas van den Heuvel, Jorge A. Pérez, and Rares A. Dobre 1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 2 Networks of Monitored Blackboxes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 3 Monitors for Blackboxes Synthesized from Global Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 4 Properties of Correct Monitored Blackboxes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 4.1 Satisfaction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 4.2 Soundness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 4.3 Transparency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16 5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18 References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 A The Running Example from [7] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 B A Toolkit for Monitoring Networks of Blackboxes in Practice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26 C Definitions and Proofs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27 C.1 Relative Types with Locations (Sections 3 and 4) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27 C.2 Unfolding Recursive Types and Monitors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28 C.3 Proof of Soundness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31 C.4 Proof of Transparency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

A The Running Example from [7]

Bocchi et al. [7] develop a running example that is similar to ours. Their example concerns an ATM protocol between a client (c) and a payment server (s), preceded by a client authorization through a separate authenticator (a).

Bocchi et al.’s example includes assertions. Assertions are orthogonal to the method of projecting global types onto local procotols and extracting monitors from global types; adding assertions does not modify the spirit of our approach. Next we present G_{ATM}, a version of Bocchi et al.’s running example without assertions; it allows us to illustrate how our approach covers protocols considered in Bocchi et al.’s approach. G_{ATM} := c!a{login⟨str⟩.a!s{ok⟨⟩.a!c{ok⟨⟩.G_{loop}}, fail⟨⟩.a!c{fail⟨⟩.end}}} G_{loop} := μX.s!c{account⟨int⟩.c!s{withdraw⟨int⟩.X, deposit⟨int⟩.X, quit⟨⟩.end}} Notice how, for this example to work under traditional forms of projection, a needs to explicitly forward the success of the login attempt to c.

Our framework supports G_{ATM} as is, because it is well-formed according to Definition 7. The relative projections attesting to this are as follows (cf. Algorithm 1):

G_{loop} ⟩ (c, s) = μX.s!c⦃account⟨int⟩.c!s⦃withdraw⟨int⟩.X, deposit⟨int⟩.X, quit⟨⟩.end⦄⦄ G_{ATM} ⟩ (c, s) = (s?a)!c⦃ok. ( G_{loop} ⟩ (c, s) ) , quit.end⦄ G_{loop} ⟩ (c, a) = end G_{ATM} ⟩ (c, a) = c!a⦃login⟨str⟩.(a!s)!c⦃ok.a!c⦃ok⟨⟩.end⦄, quit.a!c⦃quit⟨⟩.end⦄⦄⦄ G_{loop} ⟩ (s, a) = end G_{ATM} ⟩ (s, a) = a!s⦃ok⟨⟩.end, fail⟨⟩.end⦄

As mentioned before, G_{ATM} contains an explicit dependency. We can modify the global type to make this dependency implicit, without altering G_{loop}: G^′_{ATM} := c!a{login⟨str⟩.a!s{ok⟨⟩.G_{loop}, fail⟨⟩.end}} The resulting relative projections are then as follows. Notice how the change has simplified the projection onto (c, a).

R^′_{c,s} := G^′_{ATM} ⟩ (c, s) = (s?a)!c⦃ok. ( G_{loop} ⟩ (c, s) ) , quit.end⦄ R^′_{c,a} := G^′_{ATM} ⟩ (c, a) = c!a⦃login⟨str⟩.end⦄ R^′_{s,a} := G^′_{ATM} ⟩ (s, a) = a!s⦃ok⟨⟩.end, quit⟨⟩.end⦄

Using Algorithm 2, we extract monitors from G^′_{ATM}:

gt2mon(G_{loop}, c, {s, a}) = μX.c?s{{account⟨int⟩.c!∅(account).c!s withdraw⟨int⟩.c!∅(withdraw).X, deposit⟨int⟩.c!∅(deposit).X, quit⟨⟩.c!∅(quit).end }} M^′_c := gt2mon(G^′_{ATM}, c, {s, a}) = c!a{{login⟨str⟩.c!∅(login).c?s{{ok. gt2mon(G_{loop}, c, {s, a}), fail.end}}}} gt2mon(G_{loop}, s, {c, a}) = μX.s!c{{account⟨int⟩.s!∅(account).s?c{{ withdraw⟨int⟩.s!∅(withdraw).X, deposit⟨int⟩.s!∅(deposit).X, quit⟨⟩.s!∅(quit).end }}}} M^′_s := gt2mon(G^′_{ATM}, s, {c, a}) = s?a{{ok⟨⟩.s!{c}(ok). gt2mon(G_{loop}, s, {c, a}), fail⟨⟩.s!{c}(fail).end}} M^′_a := gt2mon(G^′_{ATM}, a, {c, s}) = a?c{{login⟨str⟩.a!∅(login).a!s{{ok⟨⟩.a!∅(ok).end, fail⟨⟩.a!∅(fail).end}}}}

The following are example blackboxes for the participants of G^′_{ATM}:

Monitoring Blackbox Implementations of Multiparty Session Types 25

Q_cQ^l_cQ^f_cQ^e_c

Q^o_cQ^a_cQ^q_c

c!a(login⟨str⟩) c?s((fail)) end c?s((ok)) c?s(account⟨int⟩) c!s(withdraw⟨int⟩) c!s(deposit⟨int⟩) c!s(quit⟨⟩) end Q_sQ^o_sQ^a_s

Q^q_sQ^e_s s?a(ok⟨⟩) s!c(account⟨int⟩) s?c(withdraw⟨int⟩) s?c(deposit⟨int⟩) s?c(quit⟨⟩) s?a(fail⟨⟩) end Q_aQ^l_aQ^q_aQ^e_a

a?c(login⟨str⟩) a!c(ok⟨⟩) a!c(fail⟨⟩) end

It is not difficult to confirm that the following satisfactions hold (cf. Definitions 13 and 14): ⊨ [⟨c : Q_c : ε⟩ : M^′_c : ε] ▷ {(s, R^′_{c,s}), (a, R^′_{c,a})} @ c ⊨ [⟨s : Q_s : ε⟩ : M^′_s : ε] ▷ {(c, R^′_{c,s}), (a, R^′_{s,a})} @ s ⊨ [⟨a : Q_a : ε⟩ : M^′_a : ε] ▷ {(c, R^′_{c,a}), (s, R^′_{s,a})} @ a ⊨ [⟨c : Q_c : ε⟩ : M^′_c : ε] | [⟨s : Q_s : ε⟩ : M^′_s : ε] | [⟨a : Q_a : ε⟩ : M^′_a : ε] ▷ G_a

B A Toolkit for Monitoring Networks of Blackboxes in Practice

To demonstrate the practical potential of our approach, we have developed a toolkit based on our framework—see

https://github.com/basvdheuvel/RelaMon [10].

The toolkit enhances message-passing web-applications with monitors. This way, it is possible to add a layer of security when communicating with, e.g., untrusted third-party APIs by monitoring their behavior according to an assumed governing protocol. The toolkit includes:

1. A tool, written in Rascal [22, 23], that transpiles protocols specified as well-formed global types to JSON. 2. A monitor microservice, written in JavaScript, initialized with a protocol specification, a participant ID, the IPaddresses of the unmonitored component and the other components. The microservice uses relative projection on the supplied JSON protocol specification to construct a finite state machine using Algorithm 2, which acts as the monitor for the specified participant.

When all components and their respective monitors have been deployed, the monitors perform a handshake such that all components are ready to start executing the protocol. The monitors forward all correct messages between their respective components and the other monitors in the network, and if needed they send dependency messages. When a monitor detects an incorrect message, it signals an error to its component and the other monitors. This way, eventually the entire network becomes aware of the protocol violation, and the execution stops. It is then up to the components to gracefully deal with the protocol violation, e.g., by reverting to a prior state or restarting the protocol from the start.

The toolkit comes with two test suites:

– The authorization protocol in G_a (1), our running example.

– A weather protocol G_w between a client (c), a city database (d), and a weather API (w); we omit curly braces for exchanges with a single branch: c!w key⟨str⟩.μX.c!d city⟨str⟩.d!c { coord⟨str⟩.c!w coord⟨str⟩.w!c temp⟨real⟩.X, unknown⟨⟩.X }

This is an interesting test suite, because the weather API (which requires an API key) is not set up to deal with dependencies. The suite compensates by including a program that acts as a “translator” for the weather API. The system is then still protected from protocol violations by the weather API.

Algorithm 3: Relative Projection with Locations. 1 def G ⟩ (p, q)^L as 2 switch G do 3 case s!r{i⟨Ti⟩.Gi}i∈I do 4 ∀i ∈ I. Ri := Gi ⟩ (p, q)^{L+i} 5 if (p = s ∧ q = r) then return p!q^L⦃i⟨Ti⟩.Ri⦄i∈I 6 else if (q = s ∧ p = r) then return q!p^L⦃i⟨Ti⟩.Ri⦄i∈I 7 else if ∀i, j ∈ I. erase(Ri) = erase(Rj ) then return ⋃ i∈I Ri 8 else if s ∈ {p, q} ∧ t ∈ {p, q} \ {s} then return (s!r)!t^L⦃i.Ri⦄i∈I 9 else if r ∈ {p, q} ∧ t ∈ {p, q} \ {r} then return (r?s)!t^L⦃i.Ri⦄i∈I 10 case μX.G^′ do 11 R^′ := G^′ ⟩ (p, q)^L 12 if (R^′ contains an exchange or a recursive call on any Y ≠ X) then return μX^L.R^′ 13 else return end 14 case X do return X^L 15 case end do return end

C Definitions and Proofs

C.1 Relative Types with Locations (Sections 3 and 4)

Here, we formally define relative types with locations, and define how they are used in related definitions.

We refer to an ordered sequence of labels ⃗ℓ as a location. We write L to denote a set of locations.

Definition 24 (Relative Types with Locations). Relative types with locations are defined by the following syntax: R, R^′ ::= p!q^L⦃i⟨T_i⟩.R⦄_{i∈I} | (p!r)!q^L⦃i.R⦄_{i∈I} | (p?r)!q^L⦃i.R⦄_{i∈I} | μX.R | X | end Definition 25 (Relative Projection with Locations). Relative projection with Locations, denoted G ⟩ (p, q)^L, is defined by Algorithm 3. This algorithm relies on three auxiliary definitions:

– The erasure of a relative type, denoted erase(R), is defined by replacing each set of locations in R by ∅ (e.g., erase(p!q^L⦃i⟨T_i⟩.R_i⦄_{i∈I} ) := p!q^∅⦃i⟨T_i⟩. erase(R_i)⦄_{i∈I} ).

– Given R and R^′ such that erase(R) = erase(R^′), we define the union of R and R^′, denoted R ∪ R^′, by combining each set of locations for each corresponding message in R and R^′ (e.g., p!q^L⦃i⟨T_i⟩.R_i⦄_{i∈I} ∪ p!q^{L′} ⦃i⟨T_i⟩.R^′_i⦄_{i∈I} := p!q^{L∪L′}⦃i⟨T_i⟩.(R_i ∪ R^′_i)⦄_{i∈I} ). Given (R_a)_{a∈A} for finite A such that, for each a, b ∈ A, erase(R_a) = erase(R_b), we inductively define ⋃ a∈AR_a as expected.

– We define the appendance of a label to a set of locations, denoted L + ℓ, as follows: (L ∪ {⃗ℓ}) + ℓ^′ := (L + ℓ^′) ∪ {⃗ℓ, ℓ^′} ∅ + ℓ^′ := ∅ We extend this definition to the appendance of a location to a set of locations as follows:

L + (ℓ^′, ⃗ℓ) := (L + ℓ^′) + ⃗ℓ L + ε := L

We extend this definition to the appendance of two sets of locations as follows:

L + L^′ := ⋃_⃗ ℓ^′∈L^′ L + ⃗ℓ^′

Definition 26 (Dependence with Locations). Given a well-formed global type G, we say p’s role in G depends on q’s role in the initial exchange in G, denoted p depsOn q in G, if an only if G = s!r{i⟨T_i⟩.G_i}_{i∈I} ∧ p /∈ {s, r} ∧ q ∈ {s, r} ∧ ∃i, j ∈ I. erase(G_i ⟩ (p, q)) ≠ erase(G_j ⟩ (p, q)).

C.2 Unfolding Recursive Types and Monitors

When unfolding recursive relative types, the location annotations require care. Consider, for example μX^{{1,2}}.p!q^{{1,2}}⦃ℓ_1⟨T_1⟩.q!p^{{1,2,ℓ1}}⦃ℓ_2⟨T_2⟩.X^{{1,2,ℓ1,ℓ2}}⦄, ℓ^′⟨T^′⟩.X^{{1,2,ℓ′}}⦄. To unfold this type, we should replace each recursive call on X with a copy of the whole recursive definition. However, this is insufficient: the locations of the original recursive definition (starting at 1, 2) do not concur with the locations of the recursive calls (1, 2, ℓ_1, ℓ_2 and 1, 2, ℓ^′). Thus, we need to update the locations of the copied recursive calls by inserting the new path behind the location of the original recursive definition. This way, the recursive call at 1, 2, ℓ_1, ℓ_2 would get replaced by (inserted locations are underlined) μX^{{1,2,ℓ1,ℓ2}}.p!q^{{1,2,ℓ1,ℓ2}}⦃ℓ_1⟨T_1⟩.q!p^{{1,2,ℓ1,ℓ2,ℓ1}}⦃ℓ_2⟨T_2⟩.X^{{1,2,ℓ1,ℓ2,ℓ1,ℓ2}}⦄, ℓ^′⟨T^′⟩.X^{{1,2,ℓ1,ℓ2,ℓ′}}⦄.

We formally define the unfolding of a relative type μX^L.R by removing the prefix L from the locations in R (using remPref), replacing each recursive call X^{L′} (where L^′ is the location of the replaced recursive call) with the recursive definition beginning at location L^′ (using prepend), and then replacing the original location L (using prepend).

Definition 27 (Manipulation and Comparison of Locations).

– Given locations ⃗ℓ and ⃗ℓ^′, we say ⃗ℓ^′ is a prefix of ⃗ℓ, denoted ⃗ℓ^′ ≤ ⃗ℓ, if there exists a suffix ⃗ℓ^{′′} such that ⃗ℓ = ⃗ℓ^′, ⃗ℓ^{′′}. – We say ⃗ℓ^′ is a strict prefix of ⃗ℓ, denoted ⃗ℓ^′ < ⃗ℓ, if ⃗ℓ^′ ≤ ⃗ℓ with suffix ⃗ℓ^{′′} ≠ ε. We extend the prefix relation to sets of locations as follows: L^′ ≤ L iff ∀⃗ℓ ∈ L. ∃⃗ℓ^′ ∈ L^′ . ⃗ℓ^′ ≤ ⃗ℓ, i.e., each location in L is prefixed by a location in L^′ .

– Given ⃗ℓ ≠ ε, we write fst(⃗ℓ) to denote the first element of ⃗ℓ; formally, there exists ⃗ℓ^′ such that fst(⃗ℓ), ⃗ℓ^′ = ⃗ℓ. – Given a set of locations L and a relative type R, we define the prependance of L to the locations in R, denoted prepend(L, R), by prepending L to each location in R inductively; e.g., prepend(L, p!q^{L′} ⦃i⟨T_i⟩.R_i⦄_{i∈I} ) := p!q^{L+L′}⦃i⟨T_i⟩. prepend(L, R_i )⦄_{i∈I} . – Given a relative type R, we define its first location, denoted fstLoc(R), as the location annotation on the first exchange in R; e.g., fstLoc(p!q^L⦃i⟨T_i⟩.R_i⦄_{i∈I} ) := L.

– Given a set of locations L and a relative type R, we define the removal of prefix L from the locations in R, denoted remPref(L, R). Formally, it checks each location in L as a possible prefix of each location in the set of locations of each exchange of R, and leaves only the suffix; e.g., remPref(L, p!q^{L′} ⦃i⟨T_i⟩.R_i⦄_{i∈I} ) := p!q^{L′′} ⦃i⟨T_i⟩. remPref(L, R_i )⦄_{i∈I} , where L^{′′} := {⃗ℓ^{′′} | ∃⃗ℓ ∈ L, ⃗ℓ^′ ∈ L^′ . ⃗ℓ ≤ ⃗ℓ^′ with suffix ⃗ℓ^{′′}}. Definition 28 (Unfold Relative Type). Given a relative type μX^L.R, we define its one-level unfolding, denoted unfold_1(μX^L.R), as follows:

unfold_1(μX^L.R) := prepend(L, remPref (L, R){prepend(L^′ , remPref(L, μX^L .R))/X^{L′} })

Given a relative type R, we define its (full) unfolding, denoted unfold(R), as follows:

unfold(R) := { unfold_1(μX^L. unfold(R^′)) if R = μX^L.R^′ R otherwise

Lemma 29. For any well-formed global type G, participants p, q ∈ part(G), and set of locations L, prepend(L, G ⟩ (p, q)^{{ε}}) = G ⟩ (p, q)^L, remPref(L, G ⟩ (p, q)^L) = G ⟩ (p, q)^{{ε}}. Proof. By definition. ⊓⊔

Definition 30 (Unfold Global Type). Given a well-formed global type μX.G, we define its one-level unfolding: unfold_1(μX.G) := G{μX.G/X}. Given a well-formed global type G, we define its (full) unfolding, denoted unfold(G), as follows:

unfold(G) := { unfold_1(μX. unfold(G^′)) if G = μX.G^′ G otherwise

Lemma 31. For any well-formed global type μX.G and participants p, q ∈ part(G), (G ⟩ (p, q)^{{ε}}){((μX.G) ⟩ (p, q)^{L′} )/X^{L′} } = (G{μX.G/X}) ⟩ (p, q)^{{ε}}.

Proof. By definition. The starting location L^′ for replacing each X^L is correct on the right-hand-side, because L^′ is the location of the recursive call. Hence, the projection of the unfolded global type will at those spots start with L^′ . ⊓⊔ Lemma 32. For any well-formed global type μX.G, participants p, q ∈ part(G), and set of locations L, unfold_1(μX.G ⟩ (p, q)^L) = unfold_1(μX.G) ⟩ (p, q)^L.

Proof. By Definition 28 and Lemmas 29 and 31: unfold_1(μX.G ⟩ (p, q)^L)

Definition 25

= unfold_1(μX^L.(G ⟩ (p, q)^L))

Definition 28

= prepend(L, remPref (L, G ⟩ (p, q)^L){prepend(L^′ , remPref(L, μX^L .(G ⟩ (p, q)^L)))/X^{L′} })

Definition 25

= prepend(L, remPref (L, G ⟩ (p, q)^L){prepend(L^′ , remPref(L, μX.G ⟩ (p, q)^L))/X^{L′} })

Lemma 29 = prepend(L, (G ⟩ (p, q)^{{ε}}){prepend(L^′ , μX.G ⟩ (p, q)^{{ε}})/X^{L′} }) Lemma 29 = prepend(L, (G ⟩ (p, q)^{{ε}}){(μX.G ⟩ (p, q)^{L′} )/X^{L′} }) Lemma 31 = prepend(L, G{μX.G/X} ⟩ (p, q)^{{ε}}) Lemma 29 = G{μX.G/X} ⟩ (p, q)^L Definition 30

= unfold_1(μX.G) ⟩ (p, q)^L ⊓⊔ Lemma 33. For any well-formed global type G, participants p, q ∈ part(G), and set of locations L, unfold(G ⟩ (p, q)^L) = unfold(G) ⟩ (p, q)^L.

Proof. By induction on the number of recursive definitions that G starts with (finite by Well-formedness). In the base case, the thesis follows trivially. In the inductive case, G = μX.G^′: unfold(μX.G^′ ⟩ (p, q)^L)

Definition 25

= unfold(μX^L.(G^′ ⟩ (p, q)^L))

Definition 28

= unfold_1(μX^L. unfold(G^′ ⟩ (p, q)^L))

IH= unfold_1(μX^L.(unfold(G^′) ⟩ (p, q)^L))

Definition 25

= unfold_1(μX. unfold(G^′) ⟩ (p, q)^L)

Lemma 32

= unfold_1(μX. unfold(G^′)) ⟩ (p, q)^L

Definition 30 = unfold(μX.G^′) ⟩ (p, q)^L ⊓⊔ Definition 34 (Unfold Monitor). Given a monitor μX.M, we define its one-level unfolding: unfold_1(μX.M) := M{μX.M/X}. Given a monitor M, we define its (full) unfolding, denoted unfold(M), as follows:

unfold(M) := { unfold_1(μX. unfold(M)) if M = μX.M^′ M otherwise

Lemma 35. Suppose given a well-formed global type G = μX.G^′, a participant p, and a set of locations L. Let D := {q ∈ part(G) \ {p} | G ⟩ (p, q)^L ≠ end}. Then unfold_1(μX. gt2mon(G^′, p, D)) = gt2mon(unfold_1(μX.G^′), p, D).

Proof. By definition. The recursive calls in M^′ concur with the recursive calls in G^′, and are prefixed by all the exchanges in G^′ in which p is involved. ⊓⊔

Lemma 36. Suppose given

– a well-formed global type μX.G, – a set of participants D, – a participant p /∈ D, and – a set of locations L. Let E_1 := {q ∈ D | (μX.G) ⟩ (p, q)^L ≠ end} and E_2 := {q ∈ D | (G{μX.G/X}) ⟩ (p, q)^L ≠ end}. Then E_1 = E_2.

Proof. For any q ∈ E_1, (μX.G)⟩(p, q)^L ≠ end. Then, by definition, G⟩ (p, q)^L ≠ end. Hence, the projection of the unfolding of G is also not end, and thus q ∈ E_2.

For any q ∈ E_2, the projection of the unfolding of G is not end. Then, by definition, G ⟩ (p, q)^L ≠ end. Hence, by definition, (μX.G) ⟩ (p, q)^L ≠ end, and thus q ∈ E_1. ⊓⊔

Lemma 37. Suppose given

– a well-formed global type G, – a set of participants D, – a participant p /∈ D, and – a set of locations L.

Let D^′ := {q ∈ D | G ⟩ (p, q)^L ≠ end}.

Then gt2mon(G, p, D) = gt2mon(G, p, D^′).

Proof. By definition. Since p does not interact with any q ∈ D \ D^′, only the q ∈ D^′ affect the creation of the monitor. ⊓⊔ Lemma 38. Suppose given

– a well-formed global type G, – a participant p, and – a set of locations L.

Let D := part(G) \ {p}.

Then unfold(gt2mon(G, p, D)) = gt2mon(unfold(G), p, D).

Proof. By induction on the number of recursive definitions that G starts with (finite by Well-formedness). In the base case, the thesis follows trivially. In the inductive case, G = μX.G^′. Let D^′ := {q ∈ D | G^′ ⟩ (p, q)^ε ≠ end}.

unfold(gt2mon(μX.G^′, p, D))

Definition 9

= unfold(μX. gt2mon(G^′, p, D^′))

Definition 34

= unfold_1(μX. unfold(gt2mon(G^′, p, D^′)))

IH= unfold_1(μX. gt2mon(unfold(G^′), p, D^′))

Lemma 35

= gt2mon(unfold_1(μX. unfold(G^′)), p, D^′)

Definition 30

= gt2mon(unfold(μX.G^′), p, D^′)

Lemmas 36 and 37

= gt2mon(unfold(μX.G^′), p, D) ⊓⊔

Lemma 39. Suppose given

– a well-formed global type G = μX.G^′, – a set of participants D, and – a participant p /∈ D.

If gt2mon(G, p, D) = end, then gt2mon(G^′, p, D){gt2mon(G^′, p, D)/X} = end.

Proof. Since gt2mon(G, p, D) = end, we have that G ⟩ (p, q)^{{ε}} = end for every q ∈ D. It follows by definition that gt2mon(G^′, p, D) = end. Hence, the unfolding is also end. ⊓⊔

C.3 Proof of Soundness

Here we prove Theorem 45, which is a generalized version of Theorem 17 (Page 15). We start with an overview of intermediate results used for the proof:

– Lemma 40 shows that transitions that do not affect parallel networks are independent, i.e., they can be executed in any order without changing the outcome.

– Lemma 41 shows that we can empty the Lbls map of a satisfaction relation if the locations of all the relative types in

RTs succeed all labels in dom(Lbls), i.e., no exchanges in relative types in RTs relate to the choices recorded in Lbls.

– Lemma 42 shows that we can eliminate unions of relative types in the RTs map of a satisfaction relation for participants that do not depend on some exchange, allowing us to specifize those independent relative types to some chosen branch.

– Definition 43 defines a relation between global type, participants, relative types, monitor, blackbox, and buffer, such that together they are witness to a satisfaction relation.

– Lemma 44 shows an inductive variant of soundness, given an intermediate global type G_0 between the initial G and the final G^′.

– Theorem 45 shows soundness.

Lemma 40 (Independence). Suppose P_1 | Q | R^τ−→ P^′_1 | Q^′ | R and P_2 | Q | R^τ−→ P^′_2 | Q | R^′, where P_1 ≢ P^′_1, P_2 ≢ P^′_2, Q ≢ Q^′, and R ≢ R^′. Then P_1 | P_2 | Q | R^τ−→ P^′_1 | P_2 | Q^′ | R ↓τ ↓τ P_1 | P^′_2 | Q | R^{′ τ}−→ P^′_1 | P^′_2 | Q^′ | R^′.

Proof. By definition of the LTS for Networks, the τ-transitions of both premises are derived from applications of Transition [par] and an application of Transition [out-buf] or Transition [out-mon-buf]. For example, in the first premise, P_1 does an output which ends up in the buffer of a (monitored) blackbox in Q, leaving R unchanged. In the second premise, P_2 does an output which ends up in a buffer in R, leaving Q unchanged. Hence, the outputs by P_1 and P_2 have completely different senders and recipients. As a result, in a network with all of P_1, P_2, Q, and R these exchanges do not influence each other. The conclusion is that the order of these exchanges does not matter. ⊓⊔

Lemma 41. Suppose

– ⊨^{Lbls} P ▷ RTs @ p and – that, for every (q, R) ∈ RTs, R ≠ end implies (⋃ (L,ℓ)∈LblsL ) < fstLoc(R).

Then ⊨ P ▷ RTs @ p.

Proof. By definition: clearly, if all the relative types are at a location past the recorded choices in Lbls, none of the choices in Lbls will ever be used for satisfaction anymore. ⊓⊔

As satisfaction iterates through a collection of relative types obtained from a global type, there will be instances where some relative types are independent of the global type’s initial exchange. By Relative Projection with Locations, these relative types are the union of the relative projections of the branches of the exchange. The following lemma assures that we can drop this union and simply continue with the relative projection of the branch followed by the participants involved in the exchange (sender, recipient, and/or depending participants).

Lemma 42. Suppose given

– a well-formed global type G = s!r{i⟨T_i⟩.G_i}_{i∈I} , and – D ⊇ part(G) \ {p}. Let D^′ := {q ∈ D | {p, q} ⊆ {s, r}} ∪ {q ∈ D | {p, q} ⋒ {s, r} ∧ (q depsOn p in G ∨ p depsOn q in G)}. Suppose ⊨ P ▷ RTs @ p, where RTs = {(q, G_j ⟩ (p, q)^{{⃗ℓ,j}}) | q ∈ D^′} ∪ {(q, ⋃ i∈I (G_i ⟩ (p, q)^{{⃗ℓ,i}})) | q ∈ D \ D^′} for some j ∈ I. Let RTs^′ := RTs[q → G_j ⟩ (p, q)^{{⃗ℓ,j}}]_{q∈D\D}′ . Then ⊨ P ▷ RTs^′ @ p.

Proof. For any q ∈ D \ D^′, for every i, k ∈ I, erase(G_i ⟩ (p, q)^{{⃗ℓ,k}}) = erase(G_k ⟩ (p, q)^{{⃗ℓ,k}}). Since the satisfaction holds for an empty label function (i.e., ⊨^∅ P ▷ RTs @ p), the locations formed in each G_i ⟩ (p, q)^{{⃗ℓ,i}} are insignificant. Hence, it suffices to simply use G_j ⟩ (p, q)^{{⃗ℓ,j}} for every q ∈ D \ D^′. ⊓⊔

Definition 43 (Initial satisfaction). We define initial satisfaction, denoted (G, p, L, D) ⊩ (RTs, D^′, M, P, ⃗m), to hold if and only if D ⊇ part(G) \ {p},

RTs = {(q, G ⟩ (p, q)^L) | q ∈ D},

D^′ = {q ∈ D | unfold (

RTs(q)

) ≠ end}, gt2mon(G, p, D^′) ≠ end =⇒ M = gt2mon(G, p, D^′) gt2mon(G, p, D^′) = end =⇒ M ∈ {end, ✓} ⊨ [⟨p : P : ⃗m⟩ : M : ε] ▷ RTs @ p

Lemma 44 (Soundness — Generalized).

– Suppose given well-formed global types G and G_0 such that part(G) ≥ 2 and G^{⃗ℓ0}−→ G_0. – For every p ∈ part(G),

• suppose given a process P^0_p and buffer ⃗m^0_p, and • take RTs^0_p, D^0_p, M^0_p such that

(G_0, p, {⃗ℓ_0}, part(G) \ {p}) ⊩ (RTs^0_p, D^0_p, M^0_p , P^0_p , ⃗m^0_p).

– Suppose P_0 := ∏ p∈part(G)[⟨p : P 0 p : ⃗m^0_p⟩ : M^0_p : ε] ⇒ P^′.

Then there exist ⃗ℓ^′, G^′ such that – G_0^{⃗ℓ′}−→ G^′, – for every p ∈ part(G) there exist P^′_p, ⃗m^′_p, RTs^′_p, D^′_p, M^′_p such that (G^′, p, {⃗ℓ_0, ⃗ℓ^′}, part(G) \ {p}) ⊩ (RTs^′_p, D^′_p, M^′_p, P^′_p, ⃗m^′_p), and – P^′ ⇒ ∏ p∈part(G)[⟨p : P ′ p : ⃗m^′_p⟩ : M^′_p : ε].

Proof. By induction on the number of transitions n from P_0 to P^′ (IH_1).

In the base case, where n = 0, the thesis follows immediately, because P^′ = P_0. To be precise, the assumption satisfies the conclusion by letting: G^′ = G_0; ⃗ℓ = ε; for every p ∈ part(G), P^′_p = P^0_p , ⃗m^′_p = ⃗m^0_p, D^′_p = D^0_p, M^′_p = M^0_p , RTs^′_p = RTs^0_p.

In the inductive case, where n ≥ 1, we use the shape of G_0 and the assumed satisfactions of the monitored processes to determine the possible transitions from P_0. We then follow these transitions, and show that we can reach a network P_1 where all the monitored processes satisfy some G_1 with G_0^{ℓ1}−→ G_1. If at this point we already passed through P^′, the thesis is proven. Otherwise, the thesis follows from IH_1, because the number of transitions from P_1 is less than n.

There is a subtlety that we should not overlook: G_0 may contain several consecutive, independent exchanges. For example, suppose G_0 = p!q{i⟨T_i⟩.s!r{j⟨T_j ⟩.G_{i,j} }_{j∈J} }_{i∈I} where {p, q} ⋒̸ {s, r}. Monitors nor satisfaction can prevent the exchange between s and r from happening before the exchange between p and q has been completed. Hence, the transitions from P_0 to P^′ may not entirely follow the order specified by G_0.

We deal with this issue by applying induction on the number of out-of-order exchanges observed in the transitions to P^′. We then follow the transitions determined by monitors and satisfaction, in the order specified by G_0, effectively “postponing” the out-of-order exchanges until it is their turn. We keep doing this, until we have eventually passed through all the postponed out-of-order exchanges. At this point, we have found an alternative path from P_0 to the final network. To reconcile this alternative path with the path from P_0 to P^′, we apply Independence. This lemma essentially states that independent exchanges may be performed in any order, as they do not influence each other. Hence, we use Independence to move the postponed transitions back to their original position in the path from P_0 to P^′, proving the thesis. Hereafter, we assume independent exchanges dealt with.

As a first step in our analysis, we consider the fact that G_0 may start with recursive definitions. Let G_1 := unfold(G_0); by definition, G_1 does not start with recursive definitions. For every p ∈ part(G), let M^1_p := unfold(M^0_p ); by Lemma 38, M^1_p = gt2mon(G_1, p, D^0_p), and, by definition of the LTS for Networks, the LTS of [⟨p : P^0_p : ⃗m^0_p⟩ : M^1_p : ε] is equivalent to that of [⟨p : P^0_p : ⃗m^0_p⟩ : M^0_p : ε]. For every p ∈ part(G), let RTs^1_p := {(q, unfold(RTs^0_p(q))) | q ∈ D^0_p}; by Lemma 33, for every q ∈ D^0_p, RTs^1_p(q) = G_1 ⟩ (p, q). The conditions for Satisfaction in Figure 5 unfold any relative types. Hence, we can reuse the satisfaction given by the original initial satisfaction, to show that (G_1, p, {⃗l_0}, part(G) \ {p}) ⊩ (RTs^1_p, D^0_p, M^1_p , P^0_p , ⃗m^0_p). We then continue our analysis from this new unfolded initial satisfaction, for which all results transfer back to the original initial satisfaction.

The rest of our analysis depends on the shape of G_1 (exchange or end).

– Exchange: G_1 = s!r{i⟨T_i⟩.H_i}_{i∈I} .

Let us make an inventory of all relative types and monitors at this point. We use this information to determine the possible behavior of the monitored blackboxes, and their interactions. This behavior, in combination with satisfaction, allows us to determine exactly how the network evolves and reaches a state required to apply IH_1.

• For s we have:

RTs^1_s (r) = s!r^{{⃗ℓ0 }}⦃i⟨T_i⟩.(H_i ⟩ (s, r)^{{⃗ℓ0 ,i}})⦄_{i∈I}

deps_s = {q ∈ part(G) | q depsOn s in G_1}

RTs^1_s(q) = (s!r)!q^{{⃗ℓ0}}⦃i.(H_i ⟩ (s, q)^{{⃗ℓ0,i}})⦄_{i∈I} [q ∈ deps_s]

RTs^1_s(q) =

⋃ i∈I (H_i ⟩ (s, q)^{{⃗ℓ0 ,i}}) [q ∈ part(G) \ {s, r} \ deps_s] M^1_s = s!r{{i⟨T_i⟩.s!deps_s(i). gt2mon(H_i, s, D^0_s )}}_{i∈I} Satisfaction (Output) allows the monitored blackbox of s to send j⟨T_j ⟩ for any j ∈ I to r. Then Satisfaction (Dependency Output) allows the monitored blackbox to send j to all q ∈ deps_s (concurrently). However, there may be other relative types in RTs^1_s that allow/require the monitored blackbox of to perform other tasks.

Since the outputs above precede any other communications in RTs^1_s (they originate from the first exchange in G_1), by the progress property of Satisfaction, the monitored blackbox will keep transitioning. The monitor M^1_s requires the blackbox to first perform the output above, and then the dependency outputs above. The buffered blackbox does not take any transitions other than τ and the outputs above: otherwise, the monitor would transition to an error signal, which cannot transition, contradicting the satisfaction’s progress property. It then follows that the monitored blackbox sends j⟨T_j ⟩ to r for some j ∈ I, after which it sends j to each q ∈ deps_s (in any order), possibly interleaved with τ-transitions from the blackbox (finitely many, by Assumptions (Finite τ )) or from the buffered blackbox reading messages; let P^2_s and ⃗m^2_s be the resulting blackbox and buffer, respectively. By Satisfaction, we have the following:

RTs^2_s := RTs^1_s[q → H_j ⟩ (s, q)^{{⃗ℓ0 ,j}}]_{q∈{r}∪depss}

M^2_s := gt2mon(H_j , s, D^0_s )

⊨^{{({⃗ℓ0},j)}} [⟨s : P^2_s : ⃗m^2_s⟩ : M^2_s : ε] ▷ RTs^2_s @ s

Clearly, for each q ∈ dom(RTs^2_s), ⃗ℓ_0 ≤ fstLoc(RTs^2_s(q)). Hence, by Lemma 41, ⊨ [⟨s : P^2_s : ⃗m^2_s⟩ : M^2_s : ε] ▷ RTs^2_s @ s. Let RTs^3_s := RTs^2_s[q → H_j ⟩ (r, q)^{{⃗ℓ0 ,j}}]_{q∈D\depss\{s,r}}. Then, by Lemma 42, ⊨ [⟨s : P^2_s : ⃗m^2_s⟩ : M^2_s : ε] ▷ RTs^3_s @ s. Let D^3_s := {q ∈ part(G) \ {s} | unfold (

RTs^3_s(q)

) ≠ end} and M^3_s := gt2mon(H_j , p, D^1_s ). By Lemma 37, M^2_s = M^3_s . We have G_1^j−→ H_j . In conclusion,

(H_j , s, {⃗ℓ_0, j}, part(G) \ {s}) ⊩ (RTs^3_s, D^3_s , M^3_s , P^2_s , ⃗m^2_s),

such that the premise of IH_1 is satisfied for s. • For r we have:

RTs^1_r (s) = s!r^{{⃗ℓ0 }}⦃i⟨T_i⟩.(H_i ⟩ (r, s)^{{⃗ℓ0 ,i}})⦄_{i∈I}

deps_r = {q ∈ part(G) | q depsOn r in G_1}

RTs^1_r (q) = (r?s)!q^{{⃗ℓ0 }}⦃i.(H_i ⟩ (r, q)^{{⃗ℓ0 ,i}})⦄_{i∈I} [q ∈ deps_r]

RTs^1_r (q) =

⋃ i∈I (H_i ⟩ (r, q)^{{⃗ℓ0,i}}) [q ∈ part(G) \ {s, r} \ deps_r] M^1_r = r?s{{i⟨T_i⟩.r!deps_r(i). gt2mon(H_i, r, D^0_r )}}_{i∈I} Since s sends j⟨T_j ⟩ to r, by Transition [out-mon-buf], this message will end up in the buffer of the monitored blackbox of r. The monitor M^1_r moves this message to the blackbox’s buffer, and proceeds to send dependency messages j to all q ∈ deps_r (concurrently). Following the same reasoning as above, the monitored blackbox will keep outputting the dependencies above, possibly interleaved with τ-transitions (from the blackbox or from the buffered blackbox reading messages), before doing anything else.

Let P^2_r and ⃗m^2_r be the resulting blackbox and buffer, respectively. By Satisfaction, we have the following (applying Lemmas 37, 41 and 42 immediately):

RTs^2_r := {(q, H_j ⟩ (r, q)^{{⃗ℓ0 ,j}}) | q ∈ part(G) \ {r}}

D^2_r := {q ∈ part(G) \ {s} | unfold (

RTs^2_r(q)

) ≠ end}

M^2_r := gt2mon(H_j , r, D^2_r )

⊨ [⟨r : P^2_r : ⃗m^2_r⟩ : M^2_r : ε] ▷ RTs^2_r @ r

In conclusion, (H_j , r, {⃗ℓ_0, j}, part(G) \ {r}) ⊩ (RTs^2_r, D^2_r , M^2_r , P^2_r , ⃗m^2_r),

such that the premise of IH_1 is satisfied for r. • For every q ∈ deps_s \ deps_r we have:

 RTs^1_q (s) = (s!r)!q^{{⃗ℓ0 }}⦃i.(H_i ⟩ (q, s)^{{⃗ℓ0 }+i})⦄_{i∈I}

RTs^1_q (q^′) =

⋃ i∈I (H_i ⟩ (q, q^′)^{{⃗ℓ0 }+i}) [q^′ ∈ part(G) \ {q, s}] M^1_q = q?s{{i. gt2mon(H_i, q, D^0_q )}}_{i∈I} Since s sends j to q, by Transition [out-mon-buf], this message will end up in the buffer of the monitored blackbox of q. The monitor M^1_q moves this message to the blackbox’s buffer.

Let P^2_q and ⃗m^2_q be the resulting blackbox and buffer, respectively. By Satisfaction, we have the following (applying Lemmas 37, 41 and 42 immediately):

RTs^2_q := {(q^′, H_j ⟩ (q, q^′)^{{⃗ℓ0,j}}) | q^′ ∈ part(G) \ {q}}

D^2_q := {q^′ ∈ part(G) \ {q} | unfold (

RTs^2_q (q^′)

) ≠ end}

M^2_q := gt2mon(H_j , q, D^2_q )

⊨ [⟨q : P^2_q : ⃗m^2_q ⟩ : M^2_q : ε] ▷ RTs^2_q @ q

In conclusion, (H_j , q, {⃗ℓ_0, j}, part(G) \ {q}) ⊩ (RTs^2_q , D^2_q , M^2_q , P^2_q , ⃗m^2_q ),

such that the premise of IH_1 is satisfied for q.

• For every q ∈ deps_r \ deps_s, the procedure is similar to above. • For every q ∈ deps_s ∩ deps_r we have:

 RTs^1_q (s) = (s!r)!q^{{⃗ℓ0}}⦃i.(H_i ⟩ (q, s)^{{⃗ℓ0}+i})⦄_{i∈I}

RTs^1_q (r) = (r?s)!q^{{⃗ℓ0 }}⦃i.(H_i ⟩ (q, r)^{{⃗ℓ0 }+i})⦄_{i∈I}

RTs^1_q (q^′) =

⋃ i∈I (H_i ⟩ (q, q^′)^{{⃗ℓ0}+i}) [q^′ ∈ part(G) \ {q, s, r}] M^1_q = q?s {{ i.q?r{{i. gt2mon(H_i, q, D^0_q )}} ∪ {{j.error}}_{j∈I\{i}} }}_{i∈I} By Transition [out-mon-buf], from s and r the message j will end up in the buffer of the monitored blackbox of q. The monitor M^1_q first moves the message from s to the blackbox’s buffer, and then the message from r. Even if the message from r is the first to end up in the monitor’s buffer, this order of reception is enforced because buffers allow exchange of message from different senders. Because s and r send the same j, the monitor will not reach the error state.

Let P^2_q and ⃗m^2_q be the resulting blackbox and buffer, respectively. By Satisfaction, we have the following (applying Lemmas 37, 41 and 42 immediately):

RTs^2_q := {(q^′, H_j ⟩ (q, q^′)^{{⃗ℓ0,j}}) | q^′ ∈ part(G) \ {q}}

D^2_q := {q^′ ∈ part(G) \ {q} | unfold (

RTs^2_q (q^′)

) ≠ end}

M^2_q := gt2mon(H_j , q, D^2_q )

⊨ [⟨q : P^2_q : ⃗m^2_q ⟩ : M^2_q : ε] ▷ RTs^2_q @ q

In conclusion, (H_j , q, {⃗ℓ_0, j}, part(G) \ {q}) ⊩ (RTs^2_q , D^2_q , M^2_q , P^2_q , ⃗m^2_q ),

such that the premise of IH_1 is satisfied for q. • For every q ∈ part(G) \ {s, r} \ deps_s \ deps_r we have:

RTs^1_q (q^′) =

⋃ i∈I (H_i ⟩ (q, q^′)^{{⃗ℓ0}+i}) [q^′ ∈ part(G) \ {q}] M^1_q = gt2mon(H_k, q, D^0_q ) [arbitrary k ∈ I]

If we observe transitions from q, we are guaranteed that the behavior is independent of the current exchange between s and r in G_1: otherwise, q ∈ deps_s ∪ deps_r. Hence, as mentioned before, we can safely postpone these steps.

We have (applying Lemmas 37 and 41):

RTs^2_q := {(q^′, H_j ⟩ (q, q^′)^{{⃗ℓ0,j}}) | q^′ ∈ part(G) \ {q}}

D^2_q := {q^′ ∈ part(G) \ {q} | unfold (

RTs^2_q (q^′)

) ≠ end}

M^2_q := gt2mon(H_j , q, D^2_q )

⊨ [⟨p : P^0_q : ⃗m^0_q ⟩ : M^2_q : ε] ▷ RTs^2_q @ q

In conclusion, (H_j , q, {⃗ℓ_0, j}, part(G) \ {q}) ⊩ (RTs^2_q , D^2_q , M^2_q , P^2_q , ⃗m^2_q ),

such that the premise of IH_1 is satisfied for q.

At this point, the entire premise of IH_1 is satisfied. Hence, the thesis follows by IH_1. – End: G_0 = end.

For every p ≠ q ∈ part(G), we have RTs^1_p(q) = end. By the definition of Initial satisfaction, for each p ∈ part(G), M^1_p ∈ {end, ✓}. By the progress properties of Satisfaction, each monitored blackbox will continue performing transitions; these can only be τ-transitions, for any other transition leads to an error signal or a violation of Satisfaction. That is, each monitored blackbox will be reading messages from buffers or doing internal computations. However, there are only finitely many messages, and, by Assumptions (Finite τ), each blackbox is assumed to only perform finitely many τ-transitions in a row. Hence, at some point, we must see an end-transition from each monitored blackbox. Suppose the observed transition originates from p ∈ part(G). Suppose M^1_p = end. Then the transition is either labeled τ or end. If the label is τ, IH_1 applies with premise trivially satisfied. If the label is end, we follow Satisfaction (End) to apply IH_1.

It cannot be that M^1_p = ✓: the LTS for Networks does not define any transitions, contradicting the observed transition. ⊓⊔ Theorem 45 (Soundness).

– Suppose given a well-formed global type G.

– For every p ∈ part(G), suppose given a process P_p, and take RTs_p, M_p such that (G, p, {ε}, part(G) \ {p}) ⊩ (RTs_p, part(G) \ {p}, M_p, P_p, ε).

– Suppose also ∏ p∈part(G)[⟨p : Pp : ε⟩ : Mp : ε] ⇒ P ′. Then there exist ⃗ℓ^′, G^′ such that – G^{⃗ℓ′}−→ G^′, – for every p ∈ part(G) there exist P^′_p, ⃗m^′_p, RTs^′_p, D^′_p, M^′_p such that • (G^′, p, {ℓ^′}, part(G) \ {p}) ⊩ (RTs^′_p, D^′_p, M^′_p, P^′_p, ⃗m^′_p), and • P^′ ⇒ ∏ p∈part(G)[⟨p : P ′ p : ⃗m^′_p⟩ : M^′_p : ε].

Proof. Follows directly from Lemma 44, given G^ε−→ G. ⊓⊔

Theorem 46 (Error Freedom). Suppose given a well-formed global type G. For every p ∈ part(G), suppose given a process P_p, and take RTs_p, M_p such that (G, p, {ε}, part(G) \ {p}) ⊩ (RTs_p, part(G) \ {p}, M_p, P_p, ε). If P := ∏ p∈P [⟨p : P_p : ε⟩ : M_p : ε] ⇒ P^′ , then there are no Q, D such that P^′ ⇒ Q | error_D.

Proof. Suppose, towards a contradiction, that P^′ ⇒ Q | error_D. Then, by multiple applications of Transition [error-par], Q | error_D ⇒ error_D′ for some D^′. Hence, P ⇒ error_D′ . Then, by Soundness, error_D′ would further transition. However, the LTS of networks does not specify any transitions for error signals: a contradiction. ⊓⊔

C.4 Proof of Transparency

Here we prove Theorem 58, which is the full version of Theorem 23 (Page 17). We start with an overview of intermediate results used for the proof:

– Definition 47 defines an LTS for relative types, where transitions can only be (dependency) outputs. – Definition 48 defines a relation between a global type, participant, monitor, RTs, and buffer. The idea is that the relative types in RTs may be in an intermediate state between exchanges in the global type, reflected by messages in the buffer.

– Lemma 49 shows that monitored blackboxes in a satisfaction relation do not transition to an error state through the Enhanced LTS for Networks (Definition 19).

– Lemma 50 shows that messages in the buffer of a monitored blackbox of p in a satisfaction relation are related to exchanges to p in RTs of the satisfaction relation.

– Lemma 51 shows that an output transitions of a monitored blackbox in a satisfaction relation implies that the monitor is a related output, possibly preceded by a dependency output.

– Lemma 52 shows that an end-transition of a monitored blackbox in a satisfaction relation implies that the monitor is end, possibly preceded by a dependency output.

– Lemma 53 shows that a message in the buffer of a monitored blackbox relates to an exchange in a global type, reachable in finitely many steps.

– Lemma 54 shows that if the blackbox of a monitored blackbox in a satisfaction relation does an input transition, then the monitor is a sequence of inputs ending in an input related to the input transition.

– Lemma 55 shows that if the blackbox of a monitored blackbox in a satisfaction relation does a τ-transition, then the monitor is not ✓.

– Lemma 56 shows that label oracles are equal for relative types prior and past dependency outputs. – Lemma 57 shows a precise relation between actions and label oracles. – Theorem 58 shows transparency.

Definition 47 (LTS for Relative Types). We define an LTS for relative types, denoted R^m−→_p R^′, where actions are output (dependency) messages m (Figure 2 (top)) and p is the receiving participant, by the following rules: j ∈ I q!p^L⦃i⟨T_i⟩.R_i⦄_{i∈I}^{q!p(j⟨Tj ⟩)} −−−−−−→_p Rj j ∈ I (q♦r)!p^L⦃i.R_i⦄_{i∈I}^{q!p((j))}−−−−→_p R_j unfold(μX^L.R)^m−→_p R^′ μX^L.R^m−→_p R^′ Given ⃗m = m_1, . . . , m_k, we write R^{⃗m}−→_p R^′ to denote R^{m1}−−→_p . . .^{mk}−−→_p R^′ (reflexive if ⃗m = ε). We write ⃗m(q) to denote the subsequence of messages from ⃗m sent by q.

Definition 48 (Coherent Setup (▷◁)). A global type G_0, a participant p, a monitor M ≠ μX.M^′, a map RTs : P → R, and a sequence of messages ⃗n are in a coherent setup, denoted G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, if and only if there exist G, ⃗ℓ such that G_0^{⃗ℓ}−→ G, ⃗n exclusively contains messages with sender in dom(RTs), and

– (Initial state) M ∈ {gt2mon(G, p, part(G_0) \ {p}), ✓} implies that

• for every q ∈ dom(RTs) there exists L_q such that (G ⟩ (p, q)^{Lq} )^{⃗n(q)}−−−→_p RTs(q), and • if M = ✓ then gt2mon(G, p, part(G_0) \ {p}) = end;

– (Intermediate state) Otherwise, there exist G^′, j such that G^j−→ G^′, and either of the following holds:

• all of the following hold:

∗ M = p!D(j). gt2mon(G^′, p, part(G_0) \ {p}), ∗ for every q ∈ dom(RTs) \ D there exists L_q such that (G^′ ⟩ (p, q)^{Lq} )^{⃗n(q)}−−−→_p RTs(q), and ∗ for every q ∈ D there exists L_q such that RTs(q) = G ⟩ (p, q)^{Lq} ;

• all of the following hold: ∗ M = p?r{{j. gt2mon(G^′, p, part(G_0) \ {p})}} ∪ {{i.error}}_{i∈I\{j}}, ∗ for every q ∈ dom(RTs) \ {r} there exists L_q such that (G^′ ⟩ (p, q)^{Lq} )^{⃗n(q)}−−−→_p RTs(q), and ∗ there exists L_r such that (G ⟩ (p, r)^{Lr} )^{⃗n(r)}−−−→_p RTs(r).

Lemma 49. Suppose

– R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, – where RTs_0 := {(q, G_0 ⟩ (p, q)^{{ε}}) | q ∈ part(G_0) \ {p}} for well-formed G_0.

Then

– for any ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R such that G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, and – for any α, P^′, Ω, Ω^′ such that [⟨p : P : ⃗m⟩ : M : ⃗n]_Ω^α_Ω′ P^′,

we have P^′ ≢ error_{{p}}.

Proof. Suppose, towards a contradiction, that P^′ ≡ error_{{p}}. Then the transition is due to Transition [no-dep], α = τ, Ω^′ = Ω, and the transition is derived from Transition [error-out], [error-in], or [error-mon]. We show in each case separately that this leads to a contradiction.

– Transition [error-out]. Then M denotes an output, and so, by the definition of Coherent Setup (▷◁), there is a q ∈ dom(RTs) such that unfold (

RTs(q)

) is an output with a location that prefixes all other locations in RTs. By Satisfaction (Tau), (error_{{p}}, RTs, Lbls) ∈ R. Then by the progress property of Satisfaction, there exist α, P^{′′} such that error_{{p}}^α−→ P^{′′}. However, the LTS for Networks does not define such a transition: a contradiction.

– Transition [error-in]. Then the monitor tries to read a message from ⃗n, but the first relevant message is incorrect. By the definition of Coherent Setup (▷◁), all messages in ⃗n are in accordance with Satisfaction (Input) or (Dependency input). But then the message cannot be incorrect: a contradiction.

– Transition [error-mon]. This means that M = error. This can only be the case after two related dependency inputs of different labels. However, the messages read must be due to Satisfaction (Dependency input), where the first one records the chosen label in Lbls, and the second one uses that label. Hence, it is not possible that two different labels have been received: a contradiction.

Hence, P^′ ≢ error_{{p}}. ⊓⊔

Lemma 50. Suppose

– R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, – where RTs_0 := {(q, G_0 ⟩ (p, q)^{{ε}}) | q ∈ part(G_0) \ {p}} – for well-formed G_0 with p ∈ part(G_0).

Then

– for any ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R – with non-empty ⃗n – such that G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n,

there exist

– RTs^′, Lbls^′ such that ([⟨p : P : ⃗m⟩ : M : ε], RTs^′, Lbls^′) ∈ R, and – (q, R) ∈ dom(RTs^′) such that • unfold(R) = q!p^L⦃i⟨T_i⟩.R_i⦄_{i∈I} • or unfold(R) = (q♦r)!p^L⦃i.R_i⦄_{i∈I} .

Proof. Take any ([⟨p:P : ⃗m⟩:M :⃗n], RTs, Lbls) ∈ R with non-empty ⃗n such that G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n. By the minimality of R, each message in ⃗n traced back to applications of Satisfaction (Input) or (Dependency input). By the definition of Coherent Setup (▷◁), each relative type in RTs relates G_0 with the messages in ⃗n through the LTS for Relative Types. Hence, at ([⟨p : P : ⃗m⟩ : M : ε], RTs^′, Lbls^′) ∈ R, since ⃗n is non-empty, the unfolding of at least one relative type in RTs^′ denotes an input by p. ⊓⊔

Lemma 51.

– Suppose

• R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, • where RTs_0 := {(q, G_0 ⟩ (p, q)^{{ε}}) | q ∈ part(G_0) \ {p}} • for well-formed G_0 with p ∈ part(G_0).

– Take any ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R such that G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n. – Suppose ⟨p : P : ⃗m⟩^{p!q(j⟨Tj ⟩)} −−−−−−→ ⟨p : P^′ : ⃗m⟩. Then

– unfold(M) = M^′ – or unfold(M) = p!D(ℓ).M^′ where M^′ = p!q{{i⟨T_i⟩.M^′_i }}_{i∈I} s.t. j ∈ I. Proof. Suppose, toward a contradiction, that unfold(M) ≠ M^′ and unfold(M) ≠ p!D(ℓ).M^′. Then, by Transition [errorout], [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ error_{{p}}. By Satisfaction (Tau), (error_{{p}}, RTs, Lbls) ∈ R. If M starts with a sequence of recursive definitions, we unfold them; by Transition [mon-rec], the behavior is unchanged; let us assume, w.l.o.g., that M does not start with a recursive definition. From each possible shape of M, we derive a contradiction.

– M = p!r{{k⟨T_k⟩.M_k}}_{k∈K} for r ≠ q. By definition of Coherent Setup (▷◁), G_0^{⃗ℓ}−→ G, M = gt2mon(G, p, part(G_0) \ {p}), and there exists L such that (G ⟩ (p, r)^L)^{⃗n(r)}−−−→_p RTs(r). Then unfold(G ⟩ (p, r)^L) = p!r⦃k⟨T_k ⟩.R_k⦄_{k∈K} . Since the LTS for Relative Types only allows input transitions, then RTs(r) = G ⟩ (p, r)^L. Clearly, L prefixes all other locations in RTs. Hence, by the progress property of Satisfaction, there exists P^′ such that error_{{p}}^τ−→ P^′. However, the LTS for Networks does not define such a transition: a contradiction.

– M = p!q{{i⟨T_i⟩.M_i}}_{i∈I} for j /∈ I. Analogous to the case above.

– M = p?r{{k⟨T_k⟩.M_k}}_{k∈K} . By definition of Coherent Setup (▷◁), G_0^{⃗ℓ}−→ G, M = gt2mon(G, p, part(G_0) \ {p}), and there exists L such that (G ⟩ (p, r)^L)^{⃗n(r)}−−−→_p RTs(r). Whether ⃗n is empty or not, there exist RTs^′, Lbls^′ such that ([⟨p : P : ⃗m⟩ : M : ε], RTs^′, Lbls^′) ∈ R: if empty, this holds vacuously with RTs^′ := RTs, Lbls^′ := Lbls; if non-empty, it follows from Lemma 50. Then unfold (

RTs^′(r)

) = unfold(G⟩(p, r)^L) = r!p⦃k⟨T_k⟩.R_k ⦄_{k∈K} . Again, by Transition [errorout], [⟨p:P : ⃗m⟩:M :ε]^τ−→ error_{{p}}, and, by Satisfaction (Tau), (error_{{p}}, RTs^′, Lbls^′) ∈ R. Then, by Satisfaction (Input), error_{{p}} = [⟨p : P : ⃗m⟩ : M^′ : ⃗n]: a contradiction.

– M = p?r{{k.M_k}}_{k∈K} . Analogous to the case above.

– M = end. By definition of Coherent Setup (▷◁), G_0^{⃗ℓ}−→ G, M = gt2mon(G, p, part(G_0)\{p}), and for every q ∈ dom(RTs) there exists L_q such that (G ⟩ (p, q)^{Lq} )^{⃗n(q)}−−−→_p RTs(q). Since the LTS for Relative Types only allows input transitions, for every q ∈ dom(RTs), unfold (

RTs(q)

) = unfold(G ⟩ (p, q)^{Lq} ) = end. Then, by Satisfaction (End), there exists P^′ such that error_{{p}} ⇒^{end}−−→ P^′. However, the LTS for Networks does not define such transitions: a contradiction.

– M = error. By definition of Coherent Setup (▷◁), M ≠ error: a contradiction.

– M = ✓. It cannot be the case that M_0 = ✓, and, by the LTS for Networks, M = ✓ can only be reached through a transition labeled end. Hence, [⟨p : P : ⃗m⟩ : ✓ : ⃗n] must have been reached through Satisfaction (End). Then [⟨p : P : ⃗m⟩ : ✓ : ⃗n] ↛: a contradiction.

Hence, the thesis must indeed hold. ⊓⊔

Lemma 52.

– Suppose

• R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, • where RTs_0 := {(q, G_0 ⟩ (p, q)^{{ε}}) | q ∈ part(G_0) \ {p}} • for well-formed G_0 with p ∈ part(G_0).

– Take any ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R such that G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n. – Suppose ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩.

Then ⃗n = ε, and

– unfold(M) = end – or unfold(M) = p!D(ℓ).end.

Proof. Suppose toward a contradiction that ⃗n ≠ ε or that unfold(M) /∈ {end, p!D(ℓ).end}. Then, by Transition [errorend], [⟨p : P : ⃗m⟩ : M : ⃗n]^τ−→ error_{{p}}. The contradiction follows similar to the reasoning in the proof of Lemma 51. We only discuss the additional case where ⃗n ≠ ε and M = p!D(ℓ).M^′. By induction on the size of D, [⟨p : P : ⃗m⟩ : M : ⃗n] ⇒ [⟨p:P : ⃗m⟩:M^′ :⃗n]. By the definition of Coherent Setup (▷◁), M is synthesized from a global type, so M^′ is not a dependency output (there are never two consecutive dependency outputs). Hence, the other cases for M^′ apply and the search for a contradiction continues as usual. ⊓⊔

Lemma 53. Suppose – G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, u – with G_0^{⃗ℓ}−→ G^k−→ G^′ – and u = q!p(j⟨T_j ⟩).

Then – G^′ = q!p{i⟨T_i⟩.G^′_i}_{i∈I} with j ∈ I – or, for every k^′, G^{′′} such that G^{′ k′}−→ G^{′′}, there exists (finite) ⃗ℓ^′ such that G^{′′ ⃗ℓ′}−→ q!p{i⟨T_i⟩.G^{′′}_i }_{i∈I} with j ∈ I.

Proof. By the definition of Coherent Setup (▷◁), there are L, L^′ such that unfold(G^′ ⟩ (p, q)^L) = q!p^{L′} ⦃i⟨T_i⟩.R_i⦄_{i∈I} with j ∈ I. By definition, this relative type is generated in finitely many steps by Algorithm 3 (line 7). We apply induction on the number x of steps this took. In the base case, the thesis holds trivially.

In the inductive case, the relative projections of all branches of G^′ onto (p, q) are the same. Take any k^′, G^{′′} such that G^{′ k′}−→ G^{′′}. Then G^{′′} ⟩ (p, q)^{L+k′} is generated in less than x steps through Algorithm 3 (line 7). Hence, the thesis follows from the IH. ⊓⊔

Lemma 54.

– Suppose

• R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, • where G_0 ▷◁ p ▷◁ M_0 ▷◁ RTs_0 ▷◁ ε • for well-formed G_0 with p ∈ part(G_0).

– Take any RTs, Lbls, ⃗m, ⃗n, M, P such that

• ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R, • G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, • and ⃗n is non-empty. If – P^{p?q(j⟨Tj ⟩)} −−−−−−→ P^′ – and unfold(M) ≠ p?q{{i⟨T_i⟩.M_i}}_{i∈I} for I ⊇ {j}, then unfold(M) ∈ {p?r{{k⟨T_k⟩.M_k}}_{k∈K} , p?r{{k.M_k}}_{k∈K} , p!D(ℓ).M^′ | r ≠ q}. Proof. Assume, toward a contradiction, that unfold(M) /∈ {p?r{{k⟨T_k⟩.M_k}}_{k∈K} , p?r{{k.M_k}}_{k∈K} , p!D(ℓ).M^′ | r ≠ q}. We discuss each possible shape of unfold(M) separetely (w.l.o.g., assume M does not start with a recursive definition, i.e., unfold(M) = M).

– M = p!r{{k⟨T_k⟩.M_k}}_{k∈K} . By definition of Coherent Setup (▷◁), unfold (

RTs(r)

) = p!r^L⦃k⟨T_k⟩.R_k⦄_{k∈K} for some L. It must then be that L is the earliest location in all RTs. Then, by the progress property of Satisfaction, the monitored blackbox must eventually do an output transition. However, by Assumptions (Input/Output), since P does an input transition, it cannot do an output transition: a contradiction.

– M = p?q{{i⟨T_i⟩.M_i}}_{i∈I} for j /∈ I. Analogous to the similar case in the proof of Lemma 51. – M = end. Analogous to the similar case in the proof of Lemma 51. – M = error. Analogous to the similar case in the proof of Lemma 51.

– M = ✓. It cannot be the case the M_0 = ✓, and, by the LTS for Networks, M = ✓ can only be reached through a transition labeled end. Hence, the current monitored blackbox must have been reached through Satisfaction (End) from [⟨p : P : ⃗m⟩ : end : ⃗n]. An end-transition from this state requires that ⃗n is empty, which it is not: a contradiction.

Hence, the thesis must hold indeed. ⊓⊔

Lemma 55.

– Suppose

• R ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p, • where G_0 ▷◁ p ▷◁ M_0 ▷◁ RTs_0 ▷◁ ε • for well-formed G_0 with p ∈ part(G_0).

– Take any RTs, Lbls, ⃗m, ⃗n, M, P such that • ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R, G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, • and ⃗n is non-empty.

If P^τ−→ P^′, then M ≠ ✓.

Proof. Suppose, toward a contradiction, that M = ✓. We have M_0 ≠ ✓, so this state must have been reached through an end-transition between P_0 and P . However, by Assumptions (End), there can be no transitions after an end-transition: a contradiction. ⊓⊔

Lemma 56. Suppose given RTs : P → R and Lbls : P(⃗L) → L.

If there is (q, R) ∈ RTs such that unfold(R) = (p♦r)!q^L⦃i.R_i⦄_{i∈I} , then, for every j ∈ I,

LO(p, RTs, Lbls) = LO(p, RTs[q → R_j ], Lbls).

Proof. Trivally, by the definition of Label Oracle, the right-hand-side is a subset of the left-hand-side. For the other direction, the update of RTs might add additional sequences. However, since the update to RTs does not affect any other relative types and Lbls is not updated, no sequences are removed. Hence, the left-hand-side is a subset of the right-hand-side. ⊓⊔

Lemma 57. Suppose given RTs : P → R, Lbls : P(⃗L) → L, Ω = LO(p, RTs, Lbls), and Ω^′ = Ω(α).

Then all of the following hold:

– If α = p!q(j⟨T_j ⟩), then RTs(q) ⊜ p!q^L⦃i⟨T_i⟩.R_i⦄_{i∈I} with j ∈ I, and Ω^′ = LO(p, RTs[q → R_j ], Lbls[L → j]). – If α = p?q(j⟨T_j ⟩), then RTs(q) ⊜ q!p^L⦃i⟨T_i⟩.R_i⦄_{i∈I} with j ∈ I, and Ω^′ = LO(p, RTs[q → R_j ], Lbls[L → j]). – If α = p?q((j)), then RTs(q) ⊜ (q♦r)!p^L⦃i.R_i⦄_{i∈I} with j ∈ I. If ̸∃L^′ ∈ dom(Lbls). L^′ ⋒ L, then Ω^′ = LO(p, RTs[q → R_j ], Lbls[L → j]). If ∃(L^′ , j) ∈ Lbls. L^′ ⋒ L, then Ω^′ = LO(p, RTs[q → R_j ], Lbls).

– If α = end, then ∀(q, R) ∈ RTs. R ⊜ end, and Ω^′ = LO(p, ∅, ∅). – If α = τ, then Ω^′ = Ω = LO(p, RTs, Lbls).

Proof. Keeping in mind Lemma 56, Ω is generated with each possible α appearing exactly once under specific conditions and with unique continuation. ⊓⊔

Theorem 58 (Transparency). Suppose given

– a well-typed global type G_0, – a participant p ∈ part(G_0), and – a blackbox P_0. Let – RTs_0 := {(q, G_0 ⟩ (p, q)^{{ε}}) | q ∈ part(G_0) \ {p}}, and – M_0 := gt2mon(G_0, p, part(G_0) \ {p}).

Suppose ⊨ [⟨p : P_0 : ε⟩ : M_0 : ε] ▷ RTs_0 @ p minimally (Definition 22).

Let Ω_0 := LO(p, RTs_0, ∅). Then [⟨p : P_0 : ε⟩ : M_0 : ε] ≈_{Ω0} ⟨p : P_0 : ε⟩.

Proof. By Satisfaction, there exists a minimal satisfaction R at p such that ([⟨p : P_0 : ε⟩ : M_0 : ε], RTs_0, ∅) ∈ R. Let B := {([⟨p : P : ⃗m⟩ : M : ⃗n], Ω, ⟨p : P : ⃗n, ⃗m⟩) | ∀P, M, ⃗m, ⃗n. ∃RTs, Lbls. ( ([⟨p : P : ⃗m⟩ : M : ⃗n], RTs, Lbls) ∈ R ∧ G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n ∧ Ω = LO(p, RTs, Lbls) ) }. Clearly, ([⟨p : P_0 : ε⟩ : M_0 : ε], Ω_0, ⟨p : P_0 : ε⟩) ∈ B, with P = P_0, M = M_0, ⃗m = ⃗n = ε, RTs = RTs_0, Lbls = ∅, and clearly G_0 ▷◁ p ▷◁ M_0 ▷◁ RTs_0 ▷◁ ε.

It remains to show that B is a weak bisimulation. Take any (P, Ω, Q) ∈ B: there are P, M, ⃗n, ⃗m such that P = [⟨p : P : ⃗m⟩ : M : ⃗n], Q = ⟨p : P : ⃗n, ⃗m⟩, and there are RTs, Lbls such that (P, RTs, Lbls) ∈ R, G_0 ▷◁ p ▷◁ M ▷◁ RTs ▷◁ ⃗n, and Ω = LO(p, RTs, Lbls). We show that the two conditions of Definition 20 hold.

1. Take any P^′, α, Ω_1 such that P_Ω^α_{Ω1} P^′. The analysis depends on the rule from Definition 19 used to derive the transition (Transition [buf], [dep], or [no-dep]). We never need to read extra messages, so in each case we show the thesis for ⃗b := ε and P^{′′} := P^′. That is, in each case we show that there exists Q^′ such Q_Ω^α_{Ω1} Q^′ and (P^′, Ω_1, Q^′) ∈ B.

– Transition [buf-mon]. Then α ∈ {p?q(x), p?q((x))}, P^′ = [⟨p : P : ⃗m⟩ : M : u, ⃗n] for u ∈ {q!p(x), q!p((x))}, and Ω_1 = Ω(α).

By Lemma 57, we have (q, R^q ) ∈ RTs where unfold(R^q ) is a (dependency) message from q to p. For the sake of simplicity, assume w.l.o.g. that the message is no dependency. Then unfold(R^q ) = q!p^L⦃i⟨T_i⟩.R^q_i ⦄_{i∈I} , α = p?q(x), x = j⟨T_j ⟩ with j ∈ I, and u = q!p(x). Let RTs^′ := RTs[q → R^q_j ] and Lbls^′ := Lbls[L → j]. By Satisfaction (Input), (P^′, RTs^′, Lbls^′) ∈ R. By Lemma 57, Ω_1 = LO(p, RTs^′, Lbls^′).

Since M is not updated, and the addition of u to the buffer only adds an input transition to the Coherent Setup (▷◁) reflected by updated entry for q in RTs^′, we have G_0 ▷◁ p ▷◁ M ▷◁ RTs^′ ▷◁ u, ⃗n. Let Q^′ := ⟨p : P : u, ⃗n, ⃗m⟩. By Transition [buf], Q_Ω^α_{Ω1} Q^′ so Q_Ω^α_{Ω1} Q^′. Finally, by definition, (P^′, Ω_1, Q^′) ∈ B.

– Transition [buf-unmon]. This rule does not apply to monitored blackboxes. – Transition [dep]. Then α = τ, P^{α′}−→ P^′ with α^′ = s!r((j)) for some s, r, j, and Ω_1 = Ω.

This can only have been derived from Transition [mon-out-dep]. Then M = p!(D ∪ {r})(j).M^′, s = p, and P^{α′}−→ [⟨p : P : ⃗m⟩ : p!D(j).M^′ : ⃗n] = P^′. By Satisfaction (Dependency output), we have (r, R^r) ∈ RTs with unfold(R^r) = (p♦q)!r^L⦃i.R^r_i ⦄_{i∈I} and j ∈ I, and so (P^′, RTs^′, Lbls) ∈ R with RTs^′ := RTs[r → R^r_j ]. In RTs^′, only the entry for r has been updated, so G_0 ▷◁ p ▷◁ p!D(j).M^′ ▷◁ RTs^′ ▷◁ ⃗n. By Lemma 56, Ω =

LO(p, RTs^′, Lbls). We have Q_Ω^τ_Ω Q. Finally, by definition, (P^′, Ω, Q) ∈ B.

– Transition [no-dep]. Then α ≠ s!r(ℓ) for any s, r, ℓ, P^α−→ P^′, and Ω_1 = Ω(α). The analysis depends on the derivation of the transition. Some rules are impossible: there is no parallel composition in P, no rules to derive transitions for buffered blackboxes are possible, and, by Lemma 49, no transitions resulting in an error signal are possible.

Some rules require to first unfold recursion in M, derived by a number of consecutive applications of Transition [mon-rec]. We apply induction on this number. The inductive case is trivial by the IH. In the base case, where there are no applications of Transition [mon-rec], we consider each possible rule (Transition [mon-out], [mon-in], [mon-in-dep], [mon-tau], [mon-out-dep-empty], and [mon-end]).

• Transition [mon-out]. Then α = p!q(j⟨T_j ⟩), ⟨p : P : ⃗m⟩^α−→ ⟨p : P^′ : ⃗m⟩, M = p!q{{i⟨T_i⟩.M_i}}_{i∈I} , j ∈ I, and P^′ = [⟨p : P^′ : ⃗m⟩ : M_j : ⃗n].

The transition of the buffered blackbox must be due to Transition [buf-out]: P^α−→ P^′. By Satisfaction (Output), we have (q, R^q) ∈ RTs with unfold(R^q) = p!q^L⦃i⟨T_i⟩.R^q_i ⦄_{i∈I} and j ∈ I, and so (P^′, RTs^′, Lbls^′) ∈ R with

RTs^′ := RTs[q → R^q_j ] and Lbls^′ := Lbls[L → j].

In RTs^′, only the entry for q has been updated, so G_0 ▷◁ p ▷◁ M_j ▷◁ RTs^′ ▷◁ ⃗n. By Lemma 57, Ω_1 =

LO(p, RTs^′, Lbls^′). Let Q^′ := ⟨p : P^′ : ⃗n, ⃗m⟩. By Transition [buf-out], Q^α−→ Q^′. Then, by Transition [no-dep],

Q_Ω^α_{Ω1} Q^′ so Q_Ω^α_{Ω1} Q^′. Finally, by definition, (P^′, Ω_1, Q^′) ∈ B.

• Transition [mon-in]. Then α = τ, M = p?q{{i⟨T_i⟩.M_i}}_{i∈I} , ⃗n = ⃗n^′, u where u = q!p(j⟨T_j ⟩), j ∈ I, P^′ = [⟨p : P : u, ⃗m⟩ : M_j : ⃗n^′]. By Satisfaction (Tau), (P^′, RTs, Lbls) ∈ R. Since M has moved past the input from q (RTs(q) was already past this point), and it has been removed from ⃗n, we have G_0 ▷◁ p ▷◁ M_j ▷◁ RTs ▷◁ ⃗n^′. By Lemma 57, Ω_1 = LO(p, RTs, Lbls). We have Q_Ω^τ_{Ω1} Q. Finally, by definition, (P^′, Ω_1, Q) ∈ B.

• Transition [mon-in-dep]. Analogous to Transition [mon-in].

• Transition [mon-tau]. Then α = τ, P^′ = [⟨p : P^′ : ⃗m^′⟩ : M : ⃗n], and ⟨p : P : ⃗m⟩^τ−→ ⟨p : P^′ : ⃗m^′⟩.

By Satisfaction (Tau), (P^′, RTs, Lbls) ∈ R. By Lemma 57, Ω_1 = LO(p, RTs, Lbls) = Ω. Let Q^′ := ⟨p :P^′ :⃗n, ⃗m^′⟩. The transition of the buffered blackbox is derived from Transition [buf-in], [buf-in-dep], or [buf-tau]. In any case, we can add messages to the back of the buffer without affecting the transition, such that Q^τ−→ Q^′. By Transition [no-dep], Q_Ω^τ_{Ω1} Q^′ so Q_Ω^τ_{Ω1} Q^′. Finally, by definition, (P^′, Ω_1, Q^′) ∈ B.

• Transition [mon-out-dep-empty]. Then α = τ, M = p!∅(ℓ).M^′, and P^′ = [⟨p : P : ⃗m⟩ : M^′ : ⃗n].

By Satisfaction (Tau), then (P^′, RTs, Lbls) ∈ R. By Lemma 57, Ω_1 = LO(p, RTs, Lbls) = Ω. Since the step from M to M^′ has no effect on RTs, G_0 ▷◁ p ▷◁ M^′ ▷◁ RTs ▷◁ ⃗n. We have Q_Ω^τ_{Ω1} Q. Then (P^′, Ω_1, Q) ∈ B.

• Transition [mon-end]. Then α = end, M = end, ⃗n = ε, ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩, and P^′ = [⟨p : P^′ : ⃗m⟩ : ✓ : ε].

The transition of the buffered blackbox is derived from Transition [buf-end]: P^{end}−−→ P^′. Then by the same transition, Q^{end}−−→ ⟨p:P^′ : ⃗m⟩ =: Q^′. By Lemma 57, Ω_1 = LO(p, ∅, ∅). Then Q_Ω^{end}_{Ω1} Q^′. By Satisfaction (End), for every q ∈ dom(RTs), unfold (

RTs(q)

) = end, and (P^′, ∅, ∅) ∈ R. Moreover, clearly, G_0 ▷◁ p ▷◁ ✓ ▷◁ ∅ ▷◁ ε.

Then, by definition, (P^′, Ω_1, Q^′) ∈ B.

2. Take any Q^′, α, Ω_1 such that Q_Ω^α_{Ω1} Q^′✓. The analysis depends on the rule from Definition 19 used to derive the transition (Transition [buf], [dep], or [no-dep]).

– Transition [buf-mon]. This rule does not apply to monitored blackboxes.

– Transition [buf-unmon]. Then α ∈ {p?q(x), p?q((x))}, Q^′ = ⟨p : P : u, ⃗n, ⃗m⟩ for u ∈ {q!p(x), q!p((())x)}, and Ω_1 = Ω(α).

By Lemma 57, we have (q, R^q ) ∈ RTs where unfold(R^q ) is a (dependency) message from q to p. For the sake of simplicity, assume w.l.o.g. that the message is no dependency. Then unfold(R^q ) = q!p^L⦃i⟨T_i⟩.R^q_i ⦄_{i∈I} , α = p?q(x), x = j⟨T_j ⟩ with j ∈ I, and u = q!p(x). Let RTs^′ := RTs[q → R^q_j ] and Lbls^′ := Lbls[L → j]. Let P^′ := [⟨p : P : ⃗m⟩ : M : u, ⃗n]. By Satisfaction (Input), (P^′, RTs^′, Lbls^′) ∈ R.

Since M is not updated, and the addition of u to the buffer only adds an input to the Coherent Setup (▷◁) reflected by the updated for q in RTs^′, we have G_0 ▷◁ p ▷◁ M ▷◁ RTs^′ ▷◁ u, ⃗n. By Lemma 57, Ω_1 = LO(p, RTs^′, Lbls^′). Let Ω_2 := Ω_1 and ⃗b := ε. We have P_Ω^{⃗b}_Ω P. By Transition [buf], P_Ω^α_{Ω2} P^′ so P_Ω^{⃗b,α}_{Ω2} P^′. Let Q^{′′} := Q^′; we have Q^′_{Ω2}^{⃗b}_{Ω2} Q^{′′}. Then, since Q_Ω^α_{Ω2} Q^′, we have Q_Ω^{α,⃗b}_{Ω2} Q^{′′}. Finally, by definition, (P^′, Ω_2, Q^{′′}) ∈ B.

– Transition [dep]. Then α = τ, Q^{α′}−→ Q^′ with α^′ = s!r(ℓ) for some s, r, ℓ. There are no rules to derive this transition, so this case does not apply.

– Transition [no-dep]. Then α ≠ s!r(ℓ) for any s, r, ℓ, Q^α−→ Q^′, and Ω_1 = Ω(α). The analysis depends on the derivation of the transition. Some rules are impossible: there is no parallel composition in Q, and no rules to derive transitions for monitored blackboxes are possible.

As in case 1 above, we may first need to unfold recursion in M, which we do inductively. We consider each possible rule (Transition [buf-out], [buf-in], [buf-in-dep], [buf-tau], and [buf-end]).

• Transition [buf-out]. Then α = p!q(j⟨T_j ⟩), Q^′ = ⟨p : P^′ : ⃗n, ⃗m⟩, and P^α−→ P^′. Then, also by Transition [buf- out], ⟨p : P : ⃗m⟩^α−→ ⟨p : P^′ : ⃗m⟩. By Lemma 51, M = M^′ or M = p!D(ℓ).M^′ where M^′ = p!q{{i⟨T_i⟩.M^′_i }}_{i∈I} for some I ⊇ {j}. W.l.o.g., assume the latter. Let P^′ := [⟨p:P : ⃗m⟩:M^′ :⃗n]. By induction on the size of D = {r_1, . . . , r_k}, we show that P_Ω^τ_Ω P^′, where there exists RTs^′ such that (P^′, RTs^′, Lbls) ∈ R, G_0 ▷◁ p ▷◁ M^′ ▷◁ RTs^′ ▷◁ ⃗n, and Ω = LO(p, RTs^′, Lbls). In the base case, D = ∅. By Transition [mon-out-dep-empty], P^τ−→ P^′. Then, by Transition [no-dep], P_Ω^τ_Ω P^′ so P_Ω^τ_Ω P^′. Let RTs^′ := RTs. By Satisfaction (Tau), (P^′, RTs^′, Lbls) ∈ R. Since the step from M to M^′ does not affect any relative types, then also G_0 ▷◁ p ▷◁ M^′ ▷◁ RTs^′ ▷◁ ⃗n. The condition on Ω holds by Lemma 57.

In the inductive case, D = D^′ ∪ {r_k}. By Transition [mon-out-dep], P^{p!rk ((ℓ))}−−−−−→ [⟨p : P : ⃗m⟩ : p!D^′(ℓ).M^′ : ⃗n]. Then, by Transition [dep], P_Ω^τ_Ω [⟨p : P : ⃗m⟩ : p!D^′(ℓ).M^′ : ⃗n]. By Satisfaction (Dependency output), there exists RTs^′ such that ([⟨p : P : ⃗m⟩ : p!D^′(ℓ).M^′ : ⃗n], RTs^′, Lbls) ∈ R. Since RTs^′ only updates the entry of r (which was a dependency output in RTs), also G_0 ▷◁ p ▷◁ p!D^′(ℓ).M^′ ▷◁ RTs^′, ⃗n ▷◁. Using the same reasoning, by Lemma 56, Ω = LO(p, RTs^′, Lbls). Then, by the IH, [⟨p : P : ⃗m⟩ : p!D^′(ℓ).M^′ : ⃗n]_Ω^τ_Ω P^′ so P_Ω^τ_Ω P^′. Now, let P^{′′} := [⟨p : P^′ : ⃗m⟩ : M^′_j : ⃗n]. By Transition [mon-out], P^{′ α}−→ P^{′′}. Let ⃗b := ε and Ω_2 := Ω_1. By Transition [no-dep], since Ω_2 = Ω(α), P^′_Ω^α_{Ω2} P^{′′} so P_Ω^{⃗b,α}_{Ω2} P^{′′}.

By Satisfaction (Output), we have (q, R^q) ∈ RTs^′ with unfold(R^q) = p!q^L⦃i⟨T_i⟩.R^q_i ⦄_{i∈I} and j ∈ I. Let RTs^{′′} :=

RTs^′[q → R^q_j ] and Lbls^′ := Lbls[L → j]. Then (P^{′′}, RTs^{′′}, Lbls^′) ∈ R. Since RTs^{′′} only updates the entry for

r (which was an output in RTs^′), we have G_0 ▷◁ p ▷◁ M^′_j ▷◁ RTs^{′′} ▷◁ ⃗n. By Lemma 57, Ω_2 = LO(p, RTs^{′′}, Lbls^′). Trivially, Q^′_{Ω1}^{⃗b}_{Ω2} Q^′, so Q_Ω^{α,⃗b}_{Ω2} Q^′. Finally, by definition, (P^{′′}, Ω_2, Q^′) ∈ B. • Transition [buf-in]. Then α = τ, ⃗n, ⃗m = ⃗n^′, ⃗m^′, u where u = q!p(j⟨T_j ⟩), Q^′ = ⟨p:P^′:⃗n^′, ⃗m^′⟩, and P^{p?q(j⟨Tj ⟩)}−−−−−−→ P^′. By Lemma 57, Ω_1 = Ω = LO(p, RTs, Lbls). We know u appears in ⃗n or ⃗m. We discuss each case separately. ∗ We have u appears in ⃗n. Then ⃗n = ⃗n^′, u and ⃗m = ⃗m^′, and there are no messages in ⃗m with sender q.

By Lemma 53, from M any path leads to the input by p from q in finitely many steps. We show by induction on the maximal number of such steps that there are ⃗b,⃗c, ⃗d, Ω_2 such that P_Ω^{⃗b}_{Ω2} [⟨p : P : ⃗d, ⃗m⟩ : p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} :⃗c, u] =: P^′ where j ∈ I, Q^′_{Ω1}^{⃗b}_{Ω2} ⟨p:P^′ :⃗c, ⃗d, ⃗m⟩ =: Q^{′′}, and that there exist RTs^′, Lbls^′ such that (P^′, RTs^′, Lbls^′) ∈ R, G_0 ▷◁ p ▷◁ p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} ▷◁ RTs^′ ▷◁ ⃗c, u, and Ω_2 = LO(p, RTs^′, Lbls^′). In the base case, M = p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} with j ∈ I. Let ⃗b := ⃗d := ε,⃗c := ⃗n^′, Ω_2 := Ω. Then P^′ = P and Q^{′′} = Q^′, so the thesis holds trivially. In the inductive case, by Lemma 54, M ∈ {p?r{{k⟨T_k⟩.M_k}}_{k∈K} , p?r{{k.M_k}}_{k∈K} , p!D(ℓ).M^′ | r ≠ q}. We discuss each case separately.

· M = p?r{{k⟨T_k⟩.M_k}}_{k∈K} for r ≠ q. This case depends on whether there is a message from r in ⃗n^′. We discuss each case separately.

If there is a message from r in ⃗n^′, then ⃗n^′, u = ⃗n^{′′}, u, w where w = r!p(k^′⟨T_k′ ⟩) for k^′ ∈ K. Let P^{′′} := [⟨p : P :w, ⃗m⟩:M_k′ :⃗n^{′′}, u]. By Transition [mon-in], P^τ−→ P^{′′}. By Satisfaction (Tau), (P^{′′}, RTs, Lbls) ∈ R. Since both ⃗n^′ and M have correspondingly updated, G_0 ▷◁ p ▷◁ M_k′ ▷◁ RTs ▷◁ ⃗n^{′′}, u. By Lemma 57, we have Ω(τ) = Ω. By Transition [no-dep], P_Ω^τ_Ω P^{′′}. By the IH, there are ⃗b,⃗c, ⃗d, Ω_2 such that P^{′′}_Ω^{⃗b}_{Ω2} P^′ so P_Ω^{⃗b}_{Ω2} P^′, and Q^′_{Ω1}^{⃗b}_{Ω2} Q^{′′} Moreover, there are RTs^′, Lbls^′ such that (P^′, RTs^′, Lbls^′) ∈ R, G_0 ▷◁ p ▷◁ p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} ▷◁ RTs^′ ▷◁ ⃗c, u, and Ω_2 = LO(p, RTs^′, Lbls^′). If there is no message from r in ⃗n^′, by the definition of Coherent Setup (▷◁), we have (r, R^r) ∈ RTs with unfold(R^r) = r!p^L⦃k⟨T_k⟩.R^r_k ⦄_{k∈K} . Take any k^′ ∈ K, and let w := r!p(k^′⟨T_k′ ⟩). Let RTs^{′′} := RTs[r → R^r_k′ ] and Lbls^{′′} := Lbls[L → k^′]. Also, let Ω^′_2 := LO(p, RTs^{′′}, Lbls^{′′}). Then, by Lemma 57, Ω(p?r(k^′⟨T_k′ ⟩)) = Ω^′_2.

Let P^{′′}_1 := [⟨p:P : ⃗m⟩:M :⃗n^′, u, w] and Q^{′′′} := ⟨p:P^′ :⃗n^′, w, ⃗m⟩. By Satisfaction (Input), (P^{′′}_1 , RTs^{′′}, Lbls^{′′}) ∈ R. Since the buffer and relative types have changed accordingly, G_0 ▷◁ p ▷◁ M ▷◁ RTs^{′′} ▷◁ ⃗n^′, u, w. By Transition [buf], P_Ω^w_Ω′_2 P^{′′}_1 and Q^′_{Ω1}^w_Ω′_2 Q^{′′′}. Let P^{′′}_2 := [⟨p : P : w, ⃗m⟩ : M_k′ : ⃗n^′, u]. By Transition [mon-in], P^{′′}_1^τ−→ P^{′′}_2 . By Lemma 57, Ω^′_2(τ) = Ω^′_2. Then, by Transition [no-dep], P^{′′}_{1 Ω}′_2^τ_Ω′_2 P^{′′}_2 . By Satisfaction (Tau), (P^{′′}_2 , RTs^{′′}, Lbls^{′′}) ∈ R. Since the buffer and monitor have changed accordingly, G_0 ▷◁ p ▷◁ M_k′ ▷◁ RTs^{′′} ▷◁ ⃗n^′, u. By the IH, there are ⃗b,⃗c, ⃗d, Ω_2 such that P^{′′}_{2 Ω}′_2^{⃗b}_{Ω2} P^′ so P_Ω^{w,⃗b}_{Ω2} P^′, and Q^{′′′}_Ω′_2^{⃗b}_{Ω2} Q^{′′} so Q^′_{Ω1}^{w,⃗b}_{Ω2} Q^{′′}. Moreover, there are RTs^′, Lbls^′ such that (P^′, RTs^′, Lbls^′) ∈ R, G_0 ▷◁ p ▷◁ p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} ▷◁ RTs^′ ▷◁ ⃗c, u, and Ω_2 = LO(p, RTs^′, Lbls^′). · M = p?r{{k.M_k}}_{k∈K} for r ≠ q. This case is analogous to the one above.

· M = p!D(ℓ).M^′. Let P^{′′} := [⟨p : P : ⃗m⟩ : M^′ : ⃗n^′, u]. Similar to the case of Transition [buf-out] above, P_Ω^τ_Ω P^{′′}. Moreover, there are RTs^{′′}, Lbls^{′′} such that (P^{′′}, RTs^{′′}, Lbls^{′′}) ∈ R, and G_0 ▷◁ p ▷◁ M^′ ▷◁

RTs^{′′} ▷◁ ⃗n^′, u. By Lemma 56, Ω = LO(p, RTs^{′′}, Lbls^{′′}).

By the IH, there are ⃗b,⃗c, ⃗d, Ω_2 such that P^{′′}_Ω^{⃗b}_{Ω2} P^′ so P_Ω^{⃗b}_{Ω3} P^′, and Q^′_{Ω1}^{⃗b}_{Ω2} Q^{′′} Moreover, there are RTs^′, Lbls^′ such that (P^′, RTs^′, Lbls^′) ∈ R, G_0 ▷◁ p ▷◁ p?q{{i⟨T_i⟩.M^′_i }}_{i∈I} ▷◁ RTs^′ ▷◁ ⃗c, u, and Ω_2 = LO(p, RTs^′, Lbls^′).

Let P^{′′′}_1 := [⟨p:P : ⃗d, ⃗m, u⟩:M^′_j :⃗c]. By Transition [mon-in], P^{′ τ}−→ P^{′′′}_1 . Since the buffer and monitor changed accordingly, G_0 ▷◁ p ▷◁ M^′_j ▷◁ RTs^′ ▷◁ ⃗c. By Transition [no-dep], P^′_{Ω2}^τ_{Ω2} P^{′′′}_1 . Let P^{′′′}_2 := [⟨p:P^′:⃗d, ⃗m⟩:M^′_j : ⃗c]. By Lemma 57, Ω_2(τ) = Ω_2. By Transition [buf-in], ⟨p:P : ⃗d, ⃗m, u⟩^τ−→ ⟨p:P^′ : ⃗d, ⃗m⟩, so, by Transition [montau], P^{′′′}_1^τ−→ P^{′′′}_2 . By Transition [no-dep], P^{′′′}_{1 Ω2}^τ_{Ω2} P^{′′′}_2 . By Satisfaction (Tau), (P^{′′′}_2 , RTs^′, Lbls^′) ∈ R. We have P_Ω^{⃗b,τ}_{Ω2} P^{′′′}_2 and Q_Ω^τ_{Ω1} Q^′_{Ω1}^{⃗b}_{Ω2} Q^{′′}. Recall that Ω_2 = LO(p, RTs^′, Lbls^′). Then, by definition, (P^{′′′}_2 , Ω_2, Q^{′′}) ∈ B.

∗ We have u appears in ⃗m. Then ⃗n = ⃗n^′ and ⃗m = ⃗m^′, u. Then, by Transition [buf-in], ⟨p : P : ⃗m^′, u⟩^τ−→ ⟨p : P^′ : ⃗m^′⟩. Let P^′ := [⟨p : P^′ : ⃗m^′⟩ : M : ⃗n]. By Transition [mon-tau], P^τ−→ P^′.

By Lemma 57, Ω(τ) = Ω, so Ω_1 = Ω. Let Ω_2 := Ω. Then, by Transition [no-dep], P_Ω^τ_{Ω2} P^′ so P_Ω^τ_{Ω2} P^′. By Satisfaction (Tau), (P^′, RTs, Lbls) ∈ R. Finally, Q_Ω^τ_{Ω1} Q^′_{Ω1}^ε_{Ω2} Q^′. Then (P^′, Ω_2, Q^′) ∈ B.

• Transition [buf-in-dep]. Analogous to Transition [buf-in].

• Transition [buf-tau]. Then α = τ, Q^′ = ⟨p:P^′ :⃗n, ⃗m⟩, and P^τ−→ P^′. By Transition [buf-tau], also ⟨p:P : ⃗m⟩^τ−→ ⟨p : P^′ : ⃗m⟩. By Lemma 55, M ≠ ✓. Let P^′ := [⟨p : P^′ : ⃗m⟩ : M : ⃗n]. By Transition [mon-tau], P^τ−→ P^′. By Lemma 57, Ω(τ) = Ω, so Ω_1 = Ω. Let Ω_2 := Ω. Then, by Transition [no-dep], P_Ω^α_Ω P^′ so P_Ω^{ε,α}_{Ω2} P^′. By Satisfaction (Tau), (P^′, RTs, Lbls) ∈ R. Finally, we have Q_Ω^α_{Ω1} Q^′_{Ω1}^ε_{Ω2} Q^′. Then (P^′, Ω_2, Q^′) ∈ B. • Transition [buf-end]. Then α = end, P^{end}−−→ P^′, and Q^′ = ⟨p : P^′ : ⃗n, ⃗m⟩. By Transition [buf-end], also ⟨p : P : ⃗m⟩^{end}−−→ ⟨p : P^′ : ⃗m⟩. By Lemma 52, ⃗n = ε, and M = end or M = p!D(ℓ).end. W.l.o.g., assume the latter. Let P^′ := [⟨p:P : ⃗m⟩:end:ε]. Similar to the case for Transition [buf-out], P_Ω^τ_Ω P^′.

Let P^{′′} := [⟨p:P^′: ⃗m⟩:✓:ε]. By Transition [mon-end], P^{′ end}−−→ P^{′′}. Let ⃗b := ε and Ω_2 := LO(p, ∅, ∅). By Lemma 57, Ω(end) = Ω_2 = Ω_1. By Transition [no-dep], since (end, Ω_2) ∈ Ω, P^′_Ω^{end}_{Ω2} P^{′′}, so P_Ω^{⃗b,end}_{Ω2} P^{′′}. By Satisfaction (End), for every q ∈ dom(RTs), unfold (

RTs(q)

) = end, and (P^{′′}, ∅, ∅) ∈ R. Clearly, G_0 ▷◁ p ▷◁ ✓ ▷◁ ∅ ▷◁ ⃗n. Then, trivially, Q^′_{Ω1}^{⃗b}_{Ω2} Q^′, so Q_Ω^{end,⃗b}_{Ω2} Q^′. Finally, by definition, (P^{′′}, Ω_2, Q^′) ∈ B. ⊓⊔