arXiv:2404.16879v1 [cs.LG] 22 Apr 2024

Learning Control Barrier Functions and their application in Reinforcement Learning: A Survey

Maeva Guerrier MISTLab Polytechnique Montréal Montréal, Canada maeva.guerrier@polymtl.ca

Hassan Fouad MISTLab Polytechnique Montréal Montréal, Canada hassan.fouad@polymtl.ca

Giovanni Beltrame MISTLab Polytechnique Montréal Montréal, Canada giovanni.beltrame@polymtl.ca

Abstract—Reinforcement learning is a powerful technique for developing new robot behaviors. However, typical lack of safety guarantees constitutes a hurdle for its practical application on real robots. To address this issue, safe reinforcement learning aims to incorporate safety considerations, enabling faster transfer to real robots and facilitating lifelong learning. One promising approach within safe reinforcement learning is the use of control barrier functions. These functions provide a framework to ensure that the system remains in a safe state during the learning process. However, synthesizing control barrier functions is not straightforward and often requires ample domain knowledge. This challenge motivates the exploration of data-driven methods for automatically defining control barrier functions, which is highly appealing. We conduct a comprehensive review of the existing literature on safe reinforcement learning using control barrier functions. Additionally, we investigate various techniques for automatically learning the Control Barrier Functions, aiming to enhance the safety and efficacy of Reinforcement Learning in practical robot applications.

Keywords: Learning CBF, SRL, RL, Learning meth- ods I. INTRODUCTION

A. Background

In modern day robotics, one of the central quests that has captured the attention and interest of numerous researchers is to design autonomous robotic systems that can operate in complex and highly dynamic environments. However, there are several challenges that impede the deployment of such robotic systems in reallife scenarios such as high degree of uncertainty in environments where robots operate [23], parameter errors and imperfections of models describing robots [2], and the increasingly complicated nature of some of these robotic systems [7].

Although there is a sizable body of literature on model based methods that can deal with some aspects of these challenges such as adaptive [1, 29] and robust

Table I TABLE OF ACRONYMS

Abbreviation Meaning ML Machine Learning RL Reinforcement Learning SRL Safe Reinforcement Learning CRL Constrained Reinforcement Learning CMDP Constrained Markov decision processes CBF Control Barrier Function RCBF Robust Control Barrier Function ZBF Zeroing Barrier Function SVM Support Vector Machine PER Prioritized Experience Replay HCBF Hand-Crafted CBF ECBF Exponential Control Barrier Function QP Quadratic Program HYCBF Hybrid Control Barrier Function LTL Linear Temporal Logic LFD Learning from demonstration DOBs Disturbance Observers HJ Hamitlon-Jacobi PACT Perception-Action Causal Transformer LiDAR Light Detection and Ranging CBVF Control Barrier Value Function GP Gaussian Process DP Dynamic Programming CLBF Control Lyapunov barrier Function GCBF Generalized Control Barrier Function UTCBF Uncertainty-Tolerant Control Barrier Functions GCBF Graph Control Barrier Function GNN Graph neural networks PACT Perception-Action Causal Transformer

control [39] methods, these methods remain limited in their ability of generalizing to more complicated environments and robot dynamics due to the relative difficulty of designing accurate models representative of robots and their environments.

Consequently, a lot of interest started shifting towards Machine Learning (ML) methods for designing control policies for robots due to their ability to abstract robot models and to handle system uncertainties through proper use of robot’s data, which deem them effective methods for robot decision making [37, 59].

One specific flavor of ML that has been gaining much traction in the recent years for the purpose of designing policies for robots in presence of uncertainty is Reinforcement Learning (RL) [69]. The main premise of RL is to have an agent that learns behaviors through trial-and-error interactions with an uncertain environment [69], such that the agent is incentivized to pick actions that maximize a certain reward through its interaction with the environment. This quest for reward maximization, i.e., exploitation, is coupled with a phase where the agent takes random actions to explore different parts of the solution space, i.e., exploration, with the aim of possibly finding other better policies on the long run, instead of greedily maximizing the reward and possibly getting stuck in local minima.

This interplay between exploration and exploitation implies possible sacrifice of short term rewards, in favor of better long term rewards, and this is often called exploration/exploitation dilemma [69, 20]. Since the training of a RL agent takes place for a system in an uncertain environment, the policy coming out of the training process has an inherent capacity to handle uncertainties, but due to the exploration/exploitation dilemma it is possible that an agent takes unsafe actions while exploring its solution space, hoping for reward increase later.

This potential for taking risky actions can be a serious limitation that limits the applicability of a learned policy in real-life [19], e.g. scenarios where safety is critical like robots interacting with humans [72, 78]. Therefore, this necessitates the need for endowing the RL process with safety features to avoid safety violations during training and deployment. This can be generally challenging because deciding appropriate safety criteria may not be always straight forward, in addition to the fact that extracting safety margins, i.e., how far the system is from being unsafe, in systems with high-dimensional observations can introduce a lot of overhead.

Another motivation for the need to endow RL with safety is the fact that policy training in RL often takes place in simulated environments, which introduces an additional challenge due to potential mismatch between simulation and the real environment. This is often called simulation to reality gap [27]. This gap makes it more tricky to deploy policies trained in simulators to reallife environments, and mandates the presence of safety measures (during training and deployment) that are able to handle this gap.

This gives rise to the field of Safe Reinforcement Learning (SRL) that aims to augment RL processes with safety, typically through introduction of appropriate constraints that render RL policies safe during the training phase.

B. Safety categorization in RL

According to [9], there are three main types of constraints: 1) soft constraints that do not provide explicit safety guarantees, but rather encourage system states to behave in a safe manner 2) hard constraints which are actively enforced during the training phase, and ensure that system states reside in favorable portions of the state space 3) and probabilistic constraints that give a certain probability limit on violating safety, and can be seen as a middle ground between the previous two.

One common feature among soft constraint RL methods is that they do not explicitly alter an agent’s action during exploration to prevent its state from being unsafe, but rather they aim to produce a policy that eventually satisfies some constraints. Examples of methods to achieve this include manipulating rewards [71], approximate solutions of constrained MDP policy optimization with upper bounds on constraint violations [3], finding mixed strategy distributions to constrain a reward vector so it eventually converges to a desired set [53] and using weighted sums over multiple rewards [51].

On the other hand, hard constraint RL methods aim to actively manipulate an agent’s action during exploration to guarantee preventing its state from becoming unsafe. One popular way to achieve this manipulation is via introducing a safety ”filter” or ”shields” that permit an agent’s action only if it is not leading to safety violations. Some examples of such methods include using CBFs [26, 12] to ensure forward invariance of safe sets, and safety shields that can estimate reachable sets to judge agent’s potential of violating safety [64, 4, 21].

Probabilistic guarantees can be introduced in several ways, such as using Gaussian Processes (GP) to model the system statistically and then use a ”safety filter” setup to enforce constraints on that stochastic model with some probability. One example is in [11] that uses CBF constraints during the RL policy training, using a GP model. Backup policies are used in [42] with a GP model trained from agent’s interaction with environment, so they recover the state to a safe set around an equilibrium point in case the expected state violates safety.

So far we can notice that one common theme in safety methods in RL, through using safety filters and safety shields that aim to provide hard or probabilistic constraints, is the notion that safety is predicated on the ability to adjust RL policy to prevent the system from wandering to unsafe states, either deterministically or probabilistically. Our primary focus in this paper is surveying SRL methods and applications where CBF is the primary tool for ensuring safety (through providing guarantees on safe set invariance), both in training and deployment.

C. CBF methods in RL

CBF methods have been gaining significant amount of attention in the recent years as methods for certifying and guaranteeing safety in nonlinear systems [5]. This owes to their relative computational tractability, mission agnosticism and ability to provide guarantees on safety and forward invariance of safe sets, i.e. once a system starts in a safe set, it stays in this safe set. These attractive qualities lend CBFs as adequate tools to be utilized for safety in RL [76, 49, 11, 18].

With that in mind, CBF methods have some limitations that need some consideration to lend them more suitable for SRL. One such limitation is the fact that basic versions of CBFs are model-based, which need prior knowledge of the system model, both agent and environment, which affect their guarantees in scenarios where there is model uncertainty.[17, 22, 12] Another limitation is the relative difficulty of crafting CBFs that encode desired safety for some applications, and the lack of a-priori knowledge of the biggest available safe set associated with the desired safety specification [5, 15].

Although different methods exist for enabling CBFs to handle model uncertainty like Robust CBF [17, 14], and adaptive CBF [46, 70], the latter issue motivates the use of learning methods to learn and formulate adequate CBFs based on system data [48, 60, 58, 62], with the intention of lending CBFs more suitable for integration in RL context.

In this survey we highlight various methods for endowing RL with safety guarantees, while giving special attention to CBF based methods for safety in RL. Moreover, we shed some light on the body of literature related to learning CBFs from data, and the interplay between such methods with safety for RL during training and deployment.

D. CONTRIBUTIONS

The contributions of this survey are as follows: • We provide a comprehensive review of existing literature on safe reinforcement learning using CBF.

• We highlight the body of literature related to methods of learning CBFs from data

E. ORGANIZATION

The organization of this paper is as follows. In section II we introduce necessary preliminaries related to

Figure 1. Illustrative depiction of model-based, data-driven and the combinaison of both approaches. Model-based approaches are robust, however, they are rigid and not flexible to unseen scenarios. Whereas, data-driven scenarios are adaptive to unforeseen cases. However, they are not bounded against unwanted cases. The combination of both methods allow to both have the flexibility of data-driven method while being able to enforce properties such as safety criteria.

CBFs, RL and SRL, along with necessary definitions and concepts. In section III, we cover safe reinforcement learning approaches in term of soft and hard constraints. Then we analyze different methods on how to construct CBF in section IV with a focus on learning from expert demonstrations and CBF enhancement methods. Section V-C presents a discussion concerning limitations of the methods and ideas we cover in the review, and we end with concluding remarks in section VI.

II. PRELIMINARIES

A. Control Barrier Functions

CBFs have become increasingly popular in the recent years as a tool for guaranteeing safety of dynamical systems [5]. In a CBF context, the definition of safety is associated with a continuously differentiable function h(x), where a system is considered to be safe if h(x) ≥ 0. Here x ∈ D ⊂ R^n is the state of the system, and D ⊂ R^n is a subset of R^n where the states reside . This function h(x) can then be used to define the safe set C as [5] C = {x ∈ D : h(x) ≥ 0} Int(C) = {x ∈ D : h(x) > 0} ∂C = {x ∈ D : h(x) = 0} (1)

where Int(C) is the interior of the safe set, and ∂C is its boundary. Therefore, maintaining safety implies the need for making the safe set C forward invariant, i.e., given that the system state start inside the safe set, they stay inside the safe set indefinitely. Based on the definition of C in (1), this implies the need to maintain h(x) ≥ 0.

Most of CBF methods are concerned with control affine systems, for reasons to be clarified shortly, that are defined as ẋ = f(x) + g(x)u (2) where u ∈ U ⊂ R^m is the system input, U is the set of all admissible input values, and both f(x) and g(x) are two locally Lipschitz functions indicating system and input dynamics respectively.

One way to achieve the safety requirement h(x) ≥ 0 is by manipulating the states such that ḣ(x) ≥ 0, however this can be too restrictive, as it mandates the states to only change to conservatively increase the safety margin, which affects mission execution. Instead, a more popular way to maintain h(x) ≥ 0 that is less restrictive is through achieving the following condition L_f h + L_ghu ḣ(x) ≥ −α(h(x)) (3)

where L_f h =^{∂h}_{∂x} f and L_g h =^{∂h}_{∂x} g are the Lie derivatives of h(x) in the direction of f and g respectively.

Several types of CBFs exist in the literature that provide safety guarantees for dynamical systems in different scenarios like having sampled systems [66], uncertainty in system parameters [46], and uncertainty in system input [10] to give a few examples. One of the popular version of CBFs that showcase the basic concepts of safe set invariance using CBFs is the Zeroing Control Barrier Functions (ZCBF), defined as follows

Definition II.1. For a subset W ⊂ C ⊂ D, a continuously differentiable function h(x) is a ZCBF if there exists an extended class K function α(h(x)) such that sup_{u∈U}{L_f h(x) + L_gh(x)u} ≥ −α(h(x)), ∀x ∈ D (4) Here α(h) belongs to extended class K functions if α(h) is strictly increasing and α(0) = 0. We can also define a set of safe control inputs K_{cbf} = {u ∈ U : L_f h(x)+L_g h(x)u ≥ −α(h(x))} (5) which means that if h(x) is a ZCBF, then any locally lipschitz function u ∈ K_{cbf} will render the safe set C forward invariant, i.e., if x(0) ∈ C ⇒ x(t) ∈ C, ∀t > 0. Safe control input u ∈ K_{cbf} discussed earlier is an input that can maintain x ∈ C, but it is not necessarily the input that a system needs to carry out a desired task. Suppose a control action k(x) ∈ U is a nominal control action for a system to carry out a task, one popular way to endow it with safety is through using a Quadratic Program (QP), where the CBF inequality (3) is a linear constraint in the QP

u^∗ =arg min u∈U 1 2 ‖ u − k(x) ‖^2 s.t. L_f h(x) + L_gh(x)u ≥ −αh(x) (6)

Note the fact that the constraint in (6) is linear in u due to the fact that the system is control affine in input, which makes the optimization problem a QP. This is advantageous owing to the existence of several numerically efficient methods for solving QP in real time.

B. Reinforcement learning

RL is a goal-oriented learning method that aims to maximize rewards [69]. An RL agent learns directly from interacting with the environment through observing the state S_t, applying an action A_t, then receiving a reward R_{t+1} along with the new state S_{t+1}. This idea is depicted in Figure 2. Rewards can be positive, negative or neutral, i.e., zero. The agent then needs to adjust its action in an appropriate manner based on the received reward.

In order to generate reasonable actions that achieve a desired task, an agent needs some knowledge about the relationship between actions it takes and consequent rewards it gets from the environment. Generally speaking, this relationship could be available in two ways [54]: 1) through a model that describes the environment and helps the agent predict the relation between actions and rewards (model-based methods), 2) or the agent infers this relationship through previous values of action-reward pairs through repeated trials and interactions with the environment (model-free methods).

Model-based RL methods typically use the ability to predict future states and rewards to find adequate actions effectively. The presence of a model (readily available or learned from data) makes it applicable to find proper actions through planning [47], or the ability to augment already available data (resulting from interactions with the environment) with data generated from the model and then using model-free techniques [40]. This ability to predict the environment leads to enhancing sample efficiency for model-based methods, but on the other hand it can cause model biasing (i.e., good control performance with model, but poor results when used in real systems or slightly different models) [54].

Model-free RL methods, on the other hand, rely primarily on interacting with the environment, through applying actions and receiving rewards to infer a relation between them, and use this knowledge directly to shape the actions needed to achieve a desired task. Such approach can accommodate more general systems without any prior knowledge of its model, thus solving the model biasing problem, but the tradeoff is that it needs more data samples (i.e., more interactions with the environment) to converge to a useful policy.

In the model-free RL paradigm, an agent generally has two choices while interacting with the environment:

• either choose actions that help the agent better understand the underlying relationship between the environment and its action, i.e., prioritize exploration. This can be at the expense of sacrificing reward maximization to a certain degree, hoping to find a path toward better rewards in the long run.

• Or, choose actions that maximize the agent’s reward, given its current understanding of the system, i.e., prioritize exploitation. This can be at the expense of getting to local maxima, meaning it can get stuck with locally optimal actions, while potentially neglecting better actions not known to the agent owing to its poor exploration.

This is commonly called exploration-exploitation dilemma [20], which mandates some savvy ways of striking a balance between how much an agent explores compared to how much it exploits. This implies the possibility of taking sub-optimal or unsafe actions during exploration, leading to undesirable behavior. When deploying an agent into a robotic system safety concerns arise due to this dilemma. In a non-stationary environment, there is a need to learn continuously and thus explore. Hence the need of researching ways to guarantee safety.

Figure 2. In reinforcement learning, an agent interacts with the environment. In a given state, the agent carries out an action and learns from the world by receiving a reward that is dependent on the previous state and the proposed action. The agent goes from one state to another with a state-transition probability that is unknown in real case scenarios.

The policy π(s) is a mapping of states of the environment to actions that the agent can take for a given state. Typically in RL the agent does not have full knowledge of the environment and must take decisions under uncertainty. One popular tool to model such environments is the Markov decision process (MDP) described with the tuple M = (S, S_0, A, P, R, γ), where S is a finite set of states, S_0 is an initial state, A is a finite set of actions, P : S × A → S is a probabilistic transition function, R : S × A → R is a reward function, and γ ∈ [0, 1] is a discount factor.

The cumulative reward G_t is defined as

G_t = ∞∑ k=0 γ^kR_{t+k} (7) and here we note that if γ = 0, only immediate rewards are taken into account, while γ = 1 means equally valuing all rewards, future and present.

An underlying key concept of RL is the Markov property. The Markov property states that the future is only dependent of the present, in other words, only the current state affects the next state:

P (S_{t+1}|S_t, A_t, S_{t−1}, A_{t−1}, ...) = P (S_{t+1}|S_t, A_t) (8) The majority of RL algorithms operate under this assumption. The presence of the Markov property within an environment grants the agent the capacity to predict both the subsequent state and the anticipated reward, using only the information from the current state. The agent’s goal is to find an optimal policy π^∗, which achieves the maximum cumulative reward G_t from all sates [69].

π^∗ = arg max_π E[G|π] (9)

The value of a state s under a policy π is given by the state value function V_π(s), which corresponds to the expected return G_t we can get if the agent starts at state s and follows the policy π. The state-value function V is defined as:

V_π(s) = ∑ a∈A(s) π(a|s) ∑ s^′ ∈S, r∈R p(s^′, r|s, a)(r + γV_π(s^′)) (10) The optimal value function is written as:

V_∗(s) = max_{a∈A(s′ )} ∑ s^′ ∈S, r∈R p(s^′, r|s, a)(r + γV_∗(s^′)) (11)

The value of a state s given an action a is given by the action value function, denoted as Q_π(s, a), which estimates the expected return G_t the agent can obtain starting from state s, taking action a and following the policy π.

Q_π(s, a) = ∑ s^′∈S, r∈R p(s^′, r|s, a)[r+γ ∑ a^′∈A(s^′ ) π(a^′|s^′)Q_π(s^′, a^′)] (12) The optimal action value function is denoted as Q_∗(s, a) such that:

Q_∗(s, a) = ∑ s^′∈S, r∈R p(s^′, r|s, a)[r + γ max_{a′∈A(s′ )}Q_∗(s^′, a^′)] (13)

As stated earlier, one of the core ideas behind RL is the exploration-exploitation trade-off, which implies the possibility of exploring unfavorable actions that can make the agent’s state unsafe. Typically in conventional RL methods, rewards do not explicitly incorporate safety, which limits the applicability of trained RL policies on physical system. This gives rise to SRL that focuses on learning optimal policies that satisfy safety requirements during the learning and/or deployment phases.

III. SAFE REINFORCEMENT LEARNING A. SOFT CONSTRAINTS METHODS

In this section, we give a brief overview of the literature related to SRL methods that adopt soft constraint, as defined in section I-B. We deliberately include such concise account for literature in this domain for completeness, but more detailed treatment of the literature can be found in [25] and [9].

One common characteristic in such methods is that there are no explicit guarantees on safety during training, but rather they encourage policies to achieve safety in the long run. For example, [32] makes the RL policy searching risk aware by augmenting the cost function with a probabilistic risk model, and permits low impact safety violations to learn this model so it prevents high impact violations.

Safety critics are presented in [67], where a pretraining phase aims to let a SAC agent explore unsafe states so it can train a safety critic and a policy, followed by a fine tuning phase where a new policy is trained while using the safety critic.

Several methods depend on using CMDPs as a way of introducing constraints [3, 71, 53] during policy construction. In [3] the authors present a method in which the cost function for policy optimization and the constraints are replaced with surrogate function based on upper bounds of objectives’ divergence under policy change (both for main and constraint costs), which ensures monotonic improvement of policy with respect to constraints. In [71] the CMDP based policy optimization is tackled using Lagrange relaxation to produce a penalized reward function that is then used to train a ”constrained” actor-critic, which converges to a policy that satisfies constraints.

In previous works safety is encoded somehow in costs or rewards, but a different approach is taken in [53] where safety is defined as eventual convergence of a measurement vector to a desired set. To this end, the authors use a game theoretic framework to produce a mixed strategy probability distribution over a set of policies, which eventually decreases the distance between long term reward vector and the safe set.

Another approach to SRL is learning through demonstration. In [52] a method is presented that uses expert demonstrations to learn a safety critic that mimics the behavior of a CBF and augments a PACT architecture, such that the safety critic optimizes a proposed action to achieve safety. Although this method facilitates the labeling of demonstrations and has the ability to learn different safety definitions implicitly, it does not give guarantees on safety, and it might be vulnerable to out of distribution data or getting stuck at local minima in the action optimization phase.

One interesting approach is proposed in [27] which aims to reduce the effect of reality gap while adding safety through jointly training a backup policy, along with a performance policy and a discriminator, all conditioned on a latent variable to enhance generalization. The discriminator chooses the appropriate policy to avoid safety violations. The policies obtained in the simulation phase are then fine tuned in a controlled environment setup to enhance safety before deployment in real world.

B. HARD and PROBABILISTIC CONSTRAINTS METH- ODS Unlike methods adopting soft constraints, methods enforcing hard safety constraints aim to give guarantees that ensure system safety throughout training and deployment, while probabilistic constraints qualify such guarantees to be within a certain desired probability range [9]. We note that such methods depend largely on having some form of model that describes the system, either known [26] or learned [18, 12].

1) Using safety shields: One idea that has garnered much attention by many researchers recently is the use of safety shields [4, 21, 64, 27, 78] Figure 3 shows a schematic of a basic safety shield architecture. Herein, we use the notion of a safety filter and a safety shield interchangeably. The core idea of as safety shield is that it monitors an action before being applied to the system, and it modifies this action only in case it is expected to violate safety.

The work in [4] introduces an unsafe action filtration based on the concept of a finite-sate reactive system or Mealy machine [63] and Linear Temporal Logic. The main idea is to construct a two player game between the system and environment, and use it to estimate a winning region, i.e., subset of state space where states can always be recovered to safety by a backup controller. The actions are then minimally modified and punishment signals are used to enhance the RL policy training. The main limitation in [4] is that it only considers discrete sets and spaces, whereas real-life scenarios are in a continuous space.

The same shield construct is extended to a multiagent setting by [21], which presents a centralized shield that monitors the states of all agents. This implies that the problem grows in complexity with more robots. To

Figure 3. An illustrative example of how a filter function. The agent interact with the environment by proposing an action at a given state and shift to the next state given an unknown state-transition probability. The action is monitored by the filter while training and on deployment. The filter maps unsafe actions to safe ones to maintain system safety. If the filter has to change the action, the agent is aware of that fact and learns form its mistake, otherwise, it directly receives the reward from the environment.

remedy this issue, the authors also introduce a set of factorized shields, each monitoring a subset of the state space such that each agent is covered by at least one factorized shield. Agents switch shields near boundary states between these shields to ensure coordination.

The method in [64] adopts a similar framework as [4], but it decreases the complexity by learning a function as the shield directly, which predicts a binary outcome (safe/unsafe) based on observations. In order to reach the goal, a planner system combined with the shield proposes intermediary goals that are inherently safe.

Another example of using shields is presented in [78], where a shield is combined with the SARSA algorithm [69]. Upon choosing an action that is deemed unsafe by the shield, the action is removed from the action set and the exploration strategy is used to pick another action. In a similar fashion, the authors of [42] have embedded the shield concept within a policy, that overrides the current action upon constraint violation. The shield policy infers safety by checking the next state degree of recoverability.

2) USING CBF SAFETY FILTERS: Control Barrier Functions have gained a lot of attention in the past decade and have become very popular tools for enforcing safety constraints on dynamical systems [5]. Over the past few years we notice a consistent increase in the domains of applications of such tool, but in this paper we are interested in CBFs from an ML and RL perspective.

Most common CBF formulations are model-based in nature, implying the need for a model to estimate CBF gradients and be able to derive safe actions. However, in an RL context it is common to not have a-priori known system models. Consequently, several CBF based SRL implementations use uncertainty-aware CBFs. Typically, such methods use a nominal system model, and treat differences from the actual system as disturbances.

Several works [11, 13], to cite a few, use CBFs to enforce safety during the training of RL agents. The authors of [11] proposes a method for augmenting a generic RL model-free method with safety during training using CBFs safety filters. Their method depend on a nominal system model with a GP to model the disturbance, and such framework allows for having probabilistic guarantees. Moreover, they propose a method to incentivize the trained policy to produce safer actions through incorporating the history of previously filtered actions. In line with the approach of using GP to learn disturbance, the authors of [22] utilize the learned disturbance estimates to make subtle adjustments to the actions of their policy, ensuring system safety with minimal alterations.

Disturbance observers (DOBs) provide effective tools to deal with uncertainties [13]. In this work, the authors present a high relative degree CBF formulation with disturbance, and adopt a few assumptions about the boundedness of the disturbance and its derivative. This enables formulating a predictor for the upper bound of disturbance and incorporate such function in the CBF constraint that filters RL actions during training. The safe action and consequent reward are then added to a buffer that is used in the RL training process to enhance the final policy.

Addressing uncertainties, this paper [76] introduces Uncertainty-Tolerant Control Barrier Functions (UTCBFs), a novel CBF category that accommodates model uncertainty while ensuring provable safety guarantees. For systems featuring unknown dynamics, model dynamics and state predictions are derived using GP. Initially, the UTCBF constraint is conservative during early exploration due to a large uniform error bound caused by model uncertainty. As more data is gathered, the error bound converges, gradually relaxing the restrictiveness of the constraint. The policy is updated through constraint optimization.

One notable limitation identified by [49] is CBF inapplicability to dynamic systems with high relative degrees. To address this issue, the authors introduce the Generalized Control Barrier Function (GCBF), a modification designed specifically for handling constraints high degree systems. The GCBF restricts policy updates through a model-based constrained policy optimization approach, effectively mitigating the challenges posed by high relative-degree dynamics. The authors of [26] also acknowledge that traditional CBFs may not be suitable for systems with high relative degree. In this context, customized CBFs, specifically exponential barrier functions (ECBFs), designed to handle high relative degree systems, are employed. The RL agent’s proposed traction torque actions undergo a safety filtering process using ECBFs before being applied to the system.

IV. CBF CONSTRUCTION From the discussion in section III-B2 we notice that generally speaking, methods utilizing CBFs to enforce safety for RL policies need to accommodate uncertainties [11, 12]. Moreover, in many scenarios constructing the CBF for RL policy training is challenging [52, 75]. To that end, it is of order to give a brief review of different methods that aim to construct and adapt CBFs using data, which we find applicable and relevant to CBF application in RL domains.

A. CBF CONSTRUCTED WITH MACHINE LEARNING METHODS

1) RL based methods: Different ML can be used to design and infer CBFs from data. One such popular direction is via using RL. For example, the method from [75] uses inverse RL, which originally infers a reward function from data. An expert provides demonstration data for safe and unsafe actions, and a CBF is constructed as a neural network. Loss functions are designed to mimic the behavior of an actual CBF, and the minimization of which leads to a CBF that can discriminate between safe and unsafe sets.

In a fashion similar to [75], the framework from [56] constructs a CBF through proper use of adequate loss functions that enforce properties of a CBF. However, it differs from [75] in that instead of using explicit expert demonstrations as input data, it collects data from system rollouts using the current policy from the recent episode, then updates the policy and recollect data,i.e., it adopts an on-policy training strategy. Moreover, it applies methods for rendering observations quantity and permutation invariant, and it adopts a setup inspired from a CBF-QP framework [5] to refine the policy.

The work in [18] aims to learn CLBFs, which are functions similar to CBFs, albeit with different properties that ensure both safety and tracking simultaneously. The method is based on modifying the Bellman equation of the state value function such that it respects properties of a CLBF. The core idea is to learn the state value function under CLBF constraints and find the policy according to that function. The learned policy is used as a critic in an actor-critic setting.

In [62] the authors use the RL value function to construct a CBF and directly incorporates safety in rewards. The rewards are only given at the end of an episode, however, this implies that the agent cannot learn from intermediate failures and successes.

The authors of [68] created a framework that constructs a CBF based on LiDAR data. The information on the environment retrieved by the LiDAR outlines the set of safe and unsafe samples. The CBF is synthesize as a two hidden layer Gaussian Kernel neural network, the first being a kernel machine and the second a SVM.

The work in [77] presents a distributed framework for safe multi-agent scenarios. They introduce the Graph Control Barrier Function framework denoted GCBF+, utilizing graph neural networks (GNNs) to parameterize a candidate GCBF. To enable goal-reaching behavior, a goal node and edges between each agent and their respective goal are incorporated into the input features. Training involves minimizing the sum of the CBF loss for both the GCBF and the distributed controller. Alternative methodologies [27, 21, 78] often grapple with a conflicting reward-penalty framework, primarily because, in unsafe scenarios, the backup or nominal policy override the optimal one, leading to suboptimal behavior. However, in this case, their [77] loss formulation integrates both safety and optimization within a unified policy, effectively sidestepping the trade-off dilemma between collision avoidance and goal reaching.

Safety critics could be used to construct CBF-like functions from expert demonstrations to endow RL policies with safety on the long run [52]. Such methods have relatively simple structure and allows for easy labeling of demonstration data, however, they are vulnerable to getting stuck in local minima during the policy optimization phase as discussed in section III-A.

2) Learning CBF from demonstrations: Another set of popular techniques for CBF construction is through learning from demonstrations. The work in [60] introduces a method for estimating a set of ZCBFs, each modeled as a linear combination of states, from incoming training data. This framework adopts a method of incrementally clustering input points into subsets of unsafe states, then fits a number of ZCBFs for each of these clusters, and uses these fitted functions to enforce safety on the system.

In [58] the CBF is synthesized by learning from a dataset of safe and unsafe trajectories. Given the set of expert trajectories, data points are extracted such that state-action pairs present safe behaviors from demonstrations and with those points a safe set is learned.

Unlike other methods that use both safe and unsafe demonstrations [75, 52], the work in [44] presents a way for constructing a CBF for hybrid systems while using only demonstrations of safe behaviors. Instead of having explicit unsafe demonstrations, the authors define an unsafe set outside of safe demonstrations and use constrained optimization to find a CBF, modeled as DNN, that satisfies CBF properties, i.e. equations (1) and (4).

The framework from [45] extends the results from [44] by taking into account model and state estimation errors. To that end, a Robust Output Control Barrier Function (ROCBF) is constructed from expert demonstrations through constrained optimization in a similar fashion to [44], with similar definitions of safe and

Table II OVERVIEW OF SRL METHODS FOCUSED ON CBFS. ONLINE: REAL-TIME STREAM OF DATA. OFFLINE: STATIC DATASET.

References Deployed Model-base Model-free Online Offline Guarantees [78, 21, 12, 26, 72] ✓ ✓ Hard constraints [27, 42] ✓ ✓ ✓ Hard constraints [75] ✓ ✓ Soft constraints

[18] ✓ ✓ Soft constraints

[22] ✓ ✓ ✓ Soft constraints [76] ✓ ✓ Probabilistic constraints

[11] ✓ ✓ Probabilistic constraints

[49] ✓ ✓ ✓ Probabilistic constraints

unsafe regions. The ROCBF can be then used to enforce safety due to its ability to account for model and measurement uncertainties.

GPs are used in [36] to model and construct CBFs from demonstration data. In this work, Gaussian CBFs are presented, which aims to produce a posterior with a positive value for regions in state space with high confidence. To that end, data samples from the safe sets directly shapes the CBF structure, which becomes negative in areas where less data is collected (due to being unsafe). Such structure allows for great flexibility in CBF formulation, as well as online construction and enforcement of safety with these CBFs.

The authors of [30] undertake the learning process of a GP and its associated confidence while employing Satisfiability Modulo Theories solvers to find a valid control barrier functions and the corresponding control policies within the input space. This learned GP aid in comprehending the unknown control affine nonlinear dynamics and addressing uncertainties inherent in a learned model for the control barrier functions. The work in [34] also addresses the limitations of CBF when confronted with model uncertainties. The proposed method in [34] tackles this challenge by acquiring insights into the unmodeled dynamics through the utilization of GP. It integrates the Gaussian CBF approach and formulates it within the context of an online QP optimization problem.

Furthermore, the authors [35] tackle as well the challenge of model uncertainties and their influence on CBF. These uncertainties are captured by calculating the posterior variance through GP, conditioned on previous measurement states. They integrate a Gaussian CBF, incorporating safety uncertainty by utilizing the posterior variance derived from past measurement data. The system input is compared against the Gaussian-CBF framed as a QP problem, and adjustments are made if necessary.

Expanding upon the same concern in a decentralized multi-robot context, [28] integrates the assessment of individual model uncertainty through GP models. This ensures that each robot can ensure safety with a high level of confidence. The formulation of safe controllers involves solving a QP problem, constrained by decentralized robust CBF conditions, guided by the GP uncertainty estimates. Another strategy involves acquiring knowledge about the attraction region directly for nonlinear systems. For example, the methodology presented in [6] relies on non-parametric Bayesian frameworks like GP and Bayesian Optimization to assess and broaden the safe set.

3) Using CBF priors: One main feature of basic CBFs is the fact that they are myopic in nature, meaning that they only care about enforcing safety regardless of mission execution. Additionally, the extent of the safe set to which the system states are confined is implicitly implied by the choice of CBF candidates, which might be too conservative and not reflect a potentially bigger true safe set of states.

To that end, several methods exist in the literature that aim to enhance the system performance and feasibility [24, 50], as well as finding CBF candidate with expanded safe sets [41, 15]. The main idea behind these methods is to start by some known CBF with some tunable factors, which are trained using different ML techniques to achieve the aforementioned goals.

The authors of [74] suggest a learning-enabled method for developing local CBFs to ensure the safety of diverse nonlinear hybrid dynamical systems. Their goal is to tackle the curse of dimensionality in high-dimensional systems. In their approach, they contemplate the incorporation of both safe and unsafe system configurations when updating the CBF. The CBF is directly adjusted based on the dynamically computed new unsafe set using dynamic programming and is employed to guide hybrid systems.

The work in [24] addresses the issue of potential reduction in system performance and lack of feasible solutions (i.e. potentially conflicting constraints, or system getting stuck due to lack of safe actions that progress the mission) with a fixed extended class K function in the CBF constraint structure, i.e., a fixed α(h) function in (3). The proposed framework represents the α function as a GNN and trains an RL policy that regulates α to control how conservative or aggressive the constraint behavior is. This policy aims to increase the chance of having feasible solutions, while enhancing the overall system performance and generalizability to new environments.

Similarly in [50], the authors aim to enhance applicability of CBF constraints to new environments, as well as system performance. However, they use Exponential CBFs to account for systems with high relative degree. The framework laid out in [50] trains an agent that manipulates the CBF constraint structure at higher relative degree, in a manner similar to [24], to eventually enhance system performance, reduce control effort and enhance feasibility.

Besides the different methods of constructing CBFs we discussed previously, an additional approach is through the refinement of “less accurate” CBFs. For instance, [15] starts by using a handcrafted CBF (HCBF), along with its safe set, as an initial guess for the true safe set. This candidate is then augmented with an increment that aims to bring the CBF closer to the true, possibly bigger, safe set. The increment is modeled with a Deep Differential Network (DDN) and trained based on sampled data for safe and unsafe states.

This framework was further extended in [16], which proposes a method for sampling data points based on Prioritized Experience Replay, leading to a better sample efficiency and needing less samples to train the CBF increment.

The main theme in [15] and [16] is that we start by a conservative estimation of a safe set that is smaller than its true volume and the goal is to expand it. Conversely, in [41] the main theme is to start from a bigger set, which is not forward invariant and defined by a set of constraints, and shrink it to converge to the true safe set. To do so, an approximate CBF representation is obtained from the original constraints through scaling and offsetting the state variables, then safe and unsafe data points are then sampled to help modifying the scale and offset of states in a manner that “trims” the bigger set and makes it converge to the true safe and forward invariant set.

In [48], the authors leverage an approach that iteratively learns barrier certificates with the help of a prior HCBF. However, the authors did not address the issue of having a limited amount of data,

None of the above works acknowledge the issue of updating an invalid CBF. [73] addressed this concern with a framework that allows the refinement of invalid and overly conservative CBFs. The limit of their work is the need of knowing the obstacles dynamics. The table III gives an overview of the CBF learning methods discussed above.

V. DISCUSSION A. MODEL-FREE VS MODEL-BASED

From the discussion in section III we notice that in general the ability to provide hard or probabilistic safety guarantees is contingent on having some form of system model, either known a-priori [26, 11, 78, 60], or learned [76, 11, 22, 30, 35]. Moreover, the strength of guarantees depend directly on the fidelity of the adopted model. Some methods ameliorate model imperfections, that can potentially cause safety violations, through making assumptions about worst case disturbances [12], learn such disturbances during training [22], or use sampling [42].

We also notice that in general, model-based RL methods can be more convenient to produce hard and probabilistic guarantees, especially with CBFs [49, 76, 22] due to existence of system models that can help predicting future states for a given action, in addition to estimating gradients of CBFs, which allows formulating safe actions. However, the same observation holds true for systems using model-free RL methods but with an added model specifically for the purpose of ensuring safety [12, 4, 26, 42].

Methods that use actor-critics are highly dependable on the learned critic, if the latter does not properly take into account safety this will hinder the final policy. One of the shortcomings of both approaches [62, 18] is the exploitation-exploration dilemma of RL, that still allow the agent to brake safety criteria within a small margin. A response to that problem could be to only act greedily however this could lead to local optimum.

Model-based RL methods have an advantage regarding sample efficiency in comparison to model-free RL methods, however, they have problems with model bias and poor generalisability [69]. Although model-free methods do not suffer model bias, they are mostly associated with soft constraints, provided they are not augmented with system models specifically for safety [32, 67, 3, 71]. This owes to the lack of predictive power from models, and limiting knowledge of environment on immediate interactions.

Due to the complete independence from models in model-free RL, some of these methods might permit safety violations to learn safety on the long run [32, 67], approximate solutions of CMDPs [3] which might cause safety violations, or encoding the constraints in the reward [71], aiming to converge to safe behaviors asymptotically.

B. Effect of safety on policy performance

Adding safety into account during training of RL policies has several effects on the overall outcome of

Table III OVERVIEW OF CBF LEARNING METHODS. ONLINE: REAL-TIME STREAM OF DATA. OFFLINE: STATIC DATASET.

References Deployed Online Offline LFD ML CBF Prior Comments [45, 52, 58] ✓ ✓ These works rely on learning CBF through expert demonstrations.

[60] ✓ ✓ ✓ Incorporates a kinesthetic teaching strategy, the authors opted for a flexible addition or removal of learned constraints.

[44] ✓ ✓ Tackles the expansion of safe sets in the context of CBF under the influence of model uncertainty.

[24] ✓ ✓ ✓ Expands upon the application of CBF, their study further incorporates their utilization to guarantee safety in a decentralized manner within a multi-robot system.

[62, 68, 50] ✓ ✓ The authors express a concern regarding the acquisition of a broadly applicable CBF through machine learning methodologies.

[26] ✓ ✓ Considers safety as a priority in the context of reinforcement learning, moreover, the authors give due consideration to the preservation of energy.

[35] ✓ ✓ ✓ This study addresses the model’s uncertainty by leveraging real-time measurements of system states, while incorporating the uncertainty measure into a Gaussian process.

[28, 34, 30, 6] ✓ ✓ Uses Gaussian Processes to learn the underlying model uncertainty and incorporate it in the CBF formulation.

[65] ✓ ✓ The objective of this study is to achieve a flawless training process with no safety violations by progressively enhancing a minimal CBF through iterative development and refinement.

[48, 73, 15, 16] ✓ ✓ The authors strive to acquire an improved CBF through data based on a minimal CBF, all the while ensuring that safety constraints remain unbreached.

[18] ✓ ✓ ✓ Employs a blend of control barrier and Lyapunov function strategies to build upon a minimal valid CBF.

these policies. We are interested in giving some insights into the effect of such safety consideration on three main aspects, namely 1) sample efficiency and speed of convergence, 2) policy overall safety 3) and final task execution quality. We are first shed some light on the effect of adding different types of safety constraints (soft, hard, probabilistic) on the aforementioned metrics, and contrast that with overall performance of RL methods that do not consider safety. Moreover, we compare between the overall performance of safe RL methods enforcing different strengths of constraints in the light of the previously mentioned metrics.

One thing we can notice consistently is the increased sample efficiency and speed of policy convergence, as well as policy safety, of different safe RL methods applying hard [22, 4], probabilistic [11, 49] and soft [52] constraints in comparison to their non-safe counterparts. For example, the results in [22] show an increased sample efficiency of a SAC augmented with robust CBF during training. The results in [4] show an improvement both in convergence speed and safety during training for the proposed shielded RL agent compared to the unshielded one. Original TRPO [61] and DDPG [43] policies were compared to their safety augmented counterparts in [11] and the results show a significant improvement in both sample efficiency and safety. Similarly, [49] shows better adherence to safety and convergence speed of the modified MBPO compared to an original MBPO [31].

Also introducing soft constraints to the RL learning process leads to an enhanced safety and sample efficiency as in [52] that shows an added advantage in achieving safety compared to original version of PACT [8]. The typical improvement in sample efficiency could be attributed to the fact that adding safety constraints, especially hard and probabilistic, trims down the available action space, and consequently the state space, leading the agent to explore less “non-useful” parts of the state space, while being guided towards achieving the goal.

In addition to enhancing sample efficiency and safety performance, adding safety during training also in many occasions has an advantage in terms of the overall reward during training [11, 52, 4].

C. Challenges and limitations

Herein, we provide a brief discussion of challenges in the field of safe RL in the light of the discussions presented so far, as well as potential opportunities for future research.

1) Effect of sim2real gap on safety: Throughout this study we notice that most of the development of safe RL policies takes place mostly in simulated environments, much like normal RL. The inevitable mismatch between simulation models and real environments can be a source of several issues regarding the applicability and validity of safe RL policies.

Some popular solutions that we can find in the literature to deal with this issue include domain randomization [57] and optimization of simulator parameters [33]. However, there are few works, e.g. [26], that deal with certification of safe RL policies during deployment in a fashion that takes into account this reality gap. The certification we find in literature is mostly during training in the context of hard/probabilistic constraints. There are few attempts to tackle this issue (safety certification during deployment) in the context of soft constraints, e.g. [27], but not for more strict constraints.

Regular safety filtration, using robust and adaptive CBF methods for example, can be used as an external safety layer applied to the output of the policy. However, such methods can be arbitrarily conservative in a manner that does not match the conservativeness during training, which can affect the overall performance. We think that this aspect of safety certification of RL methods during deployment could be a future direction of research.

2) Generalizability and zero shot performance: It is worth mentioning that one important aspect that can asses the overall quality of safe RL policies is their zeroshot performance, i.e. the validity of RL policies when deployed in different simulated environment from the one used during training. We notice that few works consider this aspect of assessment. Some of the few examples that give some insight to zero shot [38, 55] performance include [22]

VI. CONCLUSION

Reinforcement learning is a powerful tool that gained attention in the past couple of decades due to their significant versatility. Such potential will benefit from methods to endow RL policies with safety to enhance the training process and bolster their applicability in real life. In this short review we focus on safe RL methods that attempt to provide policies with safety features, with a specific interest in methods that use CBFs as a part of safety filters during training.

We outline several types of safety constraints in literature and show where CBF based methods fall, and we give some examples of works using CBFs for the purpose of safety in RL. We also give an outline of the literature related to learning CBFs from data, since this is a common aspect in the use of CBFs for safe RL. Lastly, we discuss some insights from our observation of the literature.

We believe that the field of safe RL, and more specifically the use of CBFs for safety certification of RL methods, will keep getting more attention in the years to come, and researchers will tackle several issues that include linking certification in training with deployment to reduce the effect of the sim2real gap, devise more sample efficient methods for building CBFs from data, and improve the generalization and zero shot performance of safe RL methods.

REFERENCES

[1] Satoko Abiko and Gerd Hirzinger. Adaptive control for a torque controlled free-floating space robot with kinematic and dynamic model uncertainty. In 2009 IEEE/RSJ International Conference on Intelligent Robots and Systems, pages 2359–2364. IEEE, 2009.

[2] Ian Abraham, Ankur Handa, Nathan Ratliff, Kendall Lowrey, Todd D Murphey, and Dieter Fox. Model-based generalization under parameter uncertainty using path integral control. IEEE Robotics and Automation Letters, 5(2):2864–2871, 2020.

[3] Joshua Achiam, David Held, Aviv Tamar, and Pieter Abbeel. Constrained policy optimization. In International conference on machine learning, pages 22–31. PMLR, 2017.

[4] Mohammed Alshiekh, Roderick Bloem, Rüdiger Ehlers, Bettina Könighofer, Scott Niekum, and Ufuk Topcu. Safe reinforcement learning via shielding. In Proceedings of the Thirty-Second AAAI Conference on Artificial Intelligence and Thirtieth Innovative Applications of Artificial Intelligence Conference and Eighth AAAI Symposium on Educational Advances in Artificial Intelligence, AAAI’18/IAAI’18/EAAI’18. AAAI Press, 2018. ISBN 978-1-57735-800-8.

[5] Aaron D. Ames, Samuel Coogan, Magnus Egerstedt, Gennaro Notomista, Koushil Sreenath, and Paulo Tabuada. Control barrier functions: Theory and applications. CoRR, abs/1903.11199, 2019.

[6] Felix Berkenkamp, Riccardo Moriconi, Angela P.

Schoellig, and Andreas Krause. Safe learning of regions of attraction for uncertain, nonlinear systems with gaussian processes. CoRR, abs/1603.04915, 2016.

[7] Sarthak Bhagat, Hritwick Banerjee, Zion Tsz Ho Tse, and Hongliang Ren. Deep reinforcement learning for soft, flexible robots: Brief review with impending challenges. Robotics, 8(1):4, 2019.

[8] Rogerio Bonatti, Sai Vemprala, Shuang Ma, Felipe Frujeri, Shuhang Chen, and Ashish Kapoor. Pact:

Perception-action causal transformer for autoregressive robotics pre-training. In 2023 IEEE/RSJ International Conference on Intelligent Robots and Systems (IROS), pages 3621–3627. IEEE, 2023.

[9] Lukas Brunke, Melissa Greeff, Adam W. Hall, Zhaocong Yuan, Siqi Zhou, Jacopo Panerati, and Angela P. Schoellig. Safe learning in robotics: From learning-based control to safe reinforcement learning, 2021.

[10] Jyot Buch, Shih-Chi Liao, and Peter Seiler. Robust control barrier functions with sector-bounded uncertainties. IEEE Control Systems Letters, 6:1994– 1999, 2021.

[11] Richard Cheng, Gábor Orosz, Richard M. Murray, and Joel W. Burdick. End-to-end safe reinforcement learning through barrier functions for safetycritical continuous control tasks. In Proceedings of the Thirty-Third AAAI Conference on Artificial Intelligence and Thirty-First Innovative Applications of Artificial Intelligence Conference and Ninth AAAI Symposium on Educational Advances in Artificial Intelligence, AAAI’19/IAAI’19/EAAI’19. AAAI Press, 2019. ISBN 978-1-57735-809-1. doi: 10.1609/aaai.v33i01.33013387.

[12] Yikun Cheng, Pan Zhao, and Naira Hovakimyan.

Safe model-free reinforcement learning using disturbance-observer-based control barrier functions, 2022.

[13] Yikun Cheng, Pan Zhao, and Naira Hovakimyan.

Safe and efficient reinforcement learning using disturbance-observer-based control barrier functions. In Learning for Dynamics and Control Conference, pages 104–115. PMLR, 2023.

[14] Max H. Cohen, Calin Belta, and Roberto Tron.

Robust control barrier functions for nonlinear control systems with uncertainty: A duality-based approach. In 2022 IEEE 61st Conference on Decision and Control (CDC), pages 174–179, 2022. doi: 10.1109/CDC51059.2022.9992667.

[15] Bolun Dai, Prashanth Krishnamurthy, and Farshad Khorrami. Learning a better control barrier function, 2022.

[16] Bolun Dai, Heming Huang, Prashanth Krishnamurthy, and Farshad Khorrami. Data-efficient control barrier function refinement, 2023.

[17] Ersin Daş, Skylar X. Wei, and Joel W. Burdick.

Robust control barrier functions with uncertainty estimation, 2023.

[18] Desong Du, Shaohang Han, Naiming Qi, Haitham Bou Ammar, Jun Wang, and Wei Pan. Reinforcement learning for safe robot control using control lyapunov barrier functions, 2023.

[19] Gabriel Dulac-Arnold, Daniel Mankowitz, and Todd Hester. Challenges of real-world reinforcement learning, 2019.

[20] Yonathan Efroni, Shie Mannor, and Matteo Pirotta.

Exploration-exploitation in constrained mdps, 2020.

[21] Ingy Elsayed-Aly, Suda Bharadwaj, Christopher Amato, Rüdiger Ehlers, Ufuk Topcu, and Lu Feng. Safe multi-agent reinforcement learning via shielding. In Frank Dignum, Alessio Lomuscio, Ulle Endriss, and Ann Nowé, editors, AAMAS ’21: 20th International Conference on Autonomous Agents and Multiagent Systems, Virtual Event, United Kingdom, May 3-7, 2021, pages 483–491. ACM, 2021. doi: 10.5555/3463952.3464013.

[22] Yousef Emam, Gennaro Notomista, Paul Glotfelter, Zsolt Kira, and Magnus Egerstedt. Safe reinforcement learning using robust control barrier functions, 2022.

[23] Tingxiang Fan, Pinxin Long, Wenxi Liu, Jia Pan, Ruigang Yang, and Dinesh Manocha. Learning resilient behaviors for navigation under uncertainty. In 2020 IEEE International Conference on Robotics and Automation (ICRA), pages 5299–5305. IEEE, 2020.

[24] Zhan Gao, Guang Yang, and Amanda Prorok.

Online control barrier functions for decentralized multi-agent navigation, 2023.

[25] Javier Garcıa and Fernando Fernández. A comprehensive survey on safe reinforcement learning. Journal of Machine Learning Research, 16(1): 1437–1480, 2015.

[26] Habtamu Hailemichael, Beshah Ayalew, Lindsey Kerbel, Andrej Ivanco, and Keith Loiselle. Safe reinforcement learning for an energy-efficient driver assistance system. IFAC-PapersOnLine, 55(37): 615–620, 2022. ISSN 2405-8963. doi: https://doi. org/10.1016/j.ifacol.2022.11.250. 2nd Modeling, Estimation and Control Conference MECC 2022.

[27] Kai-Chieh Hsu, Allen Z. Ren, Duy Phuong Nguyen, Anirudha Majumdar, and Jaime F. Fisac. Simto-lab-to-real: Safe reinforcement learning with shielding and generalization guarantees. CoRR, abs/2201.08355, 2022.

[28] Yifan Hu, Junjie Fu, and Guanghui Wen. Decentralized robust collision-avoidance for cooperative multirobot systems: A gaussian process-based control barrier function approach. IEEE Transactions on Control of Network Systems, 10(2):706–717, 2023. doi: 10.1109/TCNS.2022.3203928.

[29] NVQ Hung, Hoang Duong Tuan, Tatsuo Narikiyo, and Pierre Apkarian. Adaptive control for nonlinearly parameterized uncertainties in robot manipulators. IEEE transactions on control systems technology, 16(3):458–468, 2008.

[30] Pushpak Jagtap, George J. Pappas, and Majid Zamani. Control barrier functions for unknown nonlinear systems using gaussian processes. In 2020 59th IEEE Conference on Decision and Control (CDC), pages 3699–3704, 2020. doi: 10.1109/ CDC42340.2020.9303847.

[31] Michael Janner, Justin Fu, Marvin Zhang, and Sergey Levine. When to trust your model: Modelbased policy optimization. Advances in neural information processing systems, 32, 2019.

[32] Gregory Kahn, Adam Villaflor, Vitchyr Pong, Pieter Abbeel, and Sergey Levine. Uncertainty-aware reinforcement learning for collision avoidance. arXiv preprint arXiv:1702.01182, 2017.

[33] Manuel Kaspar, Juan D Muñoz Osorio, and Jürgen Bock. Sim2real transfer for reinforcement learning without dynamics randomization. In 2020 IEEE/RSJ International Conference on Intelligent Robots and Systems (IROS), pages 4383–4388. IEEE, 2020.

[34] Mouhyemen Khan and Abhijit Chatterjee. Gaussian control barrier functions: Safe learning and control. In 2020 59th IEEE Conference on Decision and Control (CDC), pages 3316–3322, 2020. doi: 10. 1109/CDC42340.2020.9303753.

[35] Mouhyemen Khan, Tatsuya Ibuki, and Abhijit Chatterjee. Safety uncertainty in control barrier functions using gaussian processes. In 2021 IEEE International Conference on Robotics and Automation (ICRA), pages 6003–6009, 2021. doi: 10.1109/ ICRA48506.2021.9561504.

[36] Mouhyemen A Khan, Tatsuya Ibuki, and Abhijit Chatterjee. Gaussian control barrier functions: Nonparametric paradigm to safety. IEEE Access, 10: 99823–99836, 2022.

[37] Khabat Khosravi, Himan Shahabi, Binh Thai Pham, Jan Adamowski, Ataollah Shirzadi, Biswajeet Pradhan, Jie Dou, Hai-Bang Ly, Gyula Gróf, Huu Loc

Ho, Haoyuan Hong, Kamran Chapi, and Indra Prakash. A comparative assessment of flood susceptibility modeling using multi-criteria decisionmaking analysis and machine learning methods. Journal of Hydrology, 573:311–323, 2019. ISSN 0022-1694. doi: https://doi.org/10.1016/j.jhydrol. 2019.03.073.

[38] Robert Kirk, Amy Zhang, Edward Grefenstette, and Tim Rocktäschel. A survey of zero-shot generalisation in deep reinforcement learning. J. Artif. Int. Res., 76, may 2023. ISSN 1076-9757. doi: 10.1613/jair.1.14174.

[39] Jaywant P Kolhe, Md Shaheed, TS Chandar, and SE Talole. Robust control of robot manipulators based on uncertainty and disturbance estimation. International Journal of Robust and Nonlinear Control, 23(1):104–122, 2013.

[40] Thanard Kurutach, Ignasi Clavera, Yan Duan, Aviv Tamar, and Pieter Abbeel. Model-ensemble trust-region policy optimization. arXiv preprint arXiv:1802.10592, 2018.

[41] Jaemin Lee, Jeeseop Kim, and Aaron D. Ames.

A data-driven method for safety-critical control: Designing control barrier functions from state constraints, 2023.

[42] Shuo Li and Osbert Bastani. Robust model predictive shielding for safe reinforcement learning with stochastic dynamics. In 2020 IEEE International Conference on Robotics and Automation (ICRA), pages 7166–7172, 2020. doi: 10.1109/ICRA40945. 2020.9196867.

[43] Timothy P Lillicrap, Jonathan J Hunt, Alexander Pritzel, Nicolas Heess, Tom Erez, Yuval Tassa, David Silver, and Daan Wierstra. Continuous control with deep reinforcement learning. arXiv preprint arXiv:1509.02971, 2015.

[44] Lars Lindemann, Haimin Hu, Alexander Robey, Hanwen Zhang, Dimos V. Dimarogonas, Stephen Tu, and Nikolai Matni. Learning hybrid control barrier functions from data, 2020.

[45] Lars Lindemann, Alexander Robey, Lejun Jiang, Stephen Tu, and Nikolai Matni. Learning robust output control barrier functions from safe expert demonstrations, 2021.

[46] Brett T Lopez, Jean-Jacques E Slotine, and Jonathan P How. Robust adaptive control barrier functions: An adaptive and data-driven approach to safety. IEEE Control Systems Letters, 5(3):1031– 1036, 2020.

[47] Fan-Ming Luo, Tian Xu, Hang Lai, Xiong-Hui Chen, Weinan Zhang, and Yang Yu. A survey on model-based reinforcement learning. arXiv preprint arXiv:2206.09328, 2022.

[48] Yuping Luo and Tengyu Ma. Learning barrier certificates: Towards safe reinforcement learning with zero training-time violations. In Marc’Aurelio Ranzato, Alina Beygelzimer, Yann N. Dauphin, Percy Liang, and Jennifer Wortman Vaughan, editors, Advances in Neural Information Processing Systems 34: Annual Conference on Neural Information Processing Systems 2021, NeurIPS 2021, December 6-14, 2021, virtual, pages 25621–25632, 2021.

[49] Haitong Ma, Jianyu Chen, Shengbo Eben Li, Ziyu Lin, Yang Guan, Yangang Ren, and Sifa Zheng. Model-based constrained reinforcement learning using generalized control barrier function. In IEEE/RSJ International Conference on Intelligent Robots and Systems, IROS 2021, Prague, Czech Republic, September 27 - Oct. 1, 2021, pages 4552– 4559. IEEE, 2021. doi: 10.1109/IROS51168.2021. 9636468.

[50] Hengbo Ma, Bike Zhang, Masayoshi Tomizuka, and Koushil Sreenath. Learning differentiable safetycritical control using control barrier functions for generalization to novel environments, 2022.

[51] Shie Mannor and Nahum Shimkin. A geometric approach to multi-criterion reinforcement learning. The Journal of Machine Learning Research, 5:325– 360, 2004.

[52] Yue Meng, Sai Vemprala, Rogerio Bonatti, Chuchu Fan, and Ashish Kapoor. Conbat: Control barrier transformer for safety-critical policy learning, 2023.

[53] Sobhan Miryoosefi, Kianté Brantley, Hal Daumé III au2, Miroslav Dudik, and Robert Schapire. Reinforcement learning with convex constraints, 2019.

[54] Hai Nguyen and Hung La. Review of deep reinforcement learning for robot manipulation. In 2019 Third IEEE International Conference on Robotic Computing (IRC), pages 590–595. IEEE, 2019.

[55] Junhyuk Oh, Satinder Singh, Honglak Lee, and Pushmeet Kohli. Zero-shot task generalization with multi-task deep reinforcement learning. In Doina Precup and Yee Whye Teh, editors, Proceedings of the 34th International Conference on Machine Learning, volume 70 of Proceedings of Machine Learning Research, pages 2661–2670. PMLR, 06– 11 Aug 2017.

[56] Zengyi Qin, Kaiqing Zhang, Yuxiao Chen, Jingkai Chen, and Chuchu Fan. Learning safe multi-agent control with decentralized neural barrier certificates, 2021.

[57] Mahesh Ranaweera and Qusay Mahmoud. Evaluation of techniques for sim2real reinforcement learning. In The International FLAIRS Conference Proceedings, volume 36, 2023.

[58] Alexander Robey, Haimin Hu, Lars Lindemann, Hanwen Zhang, Dimos V. Dimarogonas, Stephen Tu, and Nikolai Matni. Learning control barrier functions from expert demonstrations. In 59th IEEE Conference on Decision and Control, CDC 2020, Jeju Island, South Korea, December 14- 18, 2020, pages 3717–3724. IEEE, 2020. doi: 10.1109/CDC42340.2020.9303785.

[59] Abhaya Kumar Sahoo, Chittaranjan Pradhan, and Himansu Das. Performance Evaluation of Different Machine Learning Methods and Deep-Learning Based Convolutional Neural Network for Health Decision Making, pages 201–212. Springer International Publishing, Cham, 2020. ISBN 978-3-030- 33820-6. doi: 10.1007/978-3-030-33820-6 8.

[60] Matteo Saveriano and Dongheui Lee. Learning barrier functions for constrained motion planning with dynamical systems. In 2019 IEEE/RSJ International Conference on Intelligent Robots and Systems, IROS 2019, Macau, SAR, China, November 3-8, 2019, pages 112–119. IEEE, 2019. doi: 10.1109/IROS40897.2019.8967981.

[61] John Schulman, Sergey Levine, Pieter Abbeel, Michael Jordan, and Philipp Moritz. Trust region policy optimization. In International conference on machine learning, pages 1889–1897. PMLR, 2015.

[62] Edvards Scukins and Petter Ogren. Using reinforcement learning to create control barrier functions for explicit risk mitigation in adversarial environments. pages 10734–10740, 05 2021. doi: 10.1109/ICRA48506.2021.9561853.

[63] Muzammil Shahbaz and Roland Groz. Inferring mealy machines. In Ana Cavalcanti and Dennis R. Dams, editors, FM 2009: Formal Methods, pages 207–222, Berlin, Heidelberg, 2009. Springer Berlin Heidelberg. ISBN 978-3-642-05089-3.

[64] Hussein Sibai, Matthew Potok, and Sayan Mitra. Safe reinforcement learning for control systems: A hybrid systems perspective and case study. pages 1226–1235. University of Illinois at Urbana- Champaign, 2019.

[65] Thiago D. Simão, Nils Jansen, and Matthijs T. J.

Spaan. Alwayssafe: Reinforcement learning without safety constraint violations during training. In Frank Dignum, Alessio Lomuscio, Ulle Endriss, and Ann Nowé, editors, AAMAS ’21: 20th International Conference on Autonomous Agents and Multiagent Systems, Virtual Event, United Kingdom, May 3-7, 2021, pages 1226–1235. ACM, 2021. doi: 10.5555/3463952.3464094.

[66] Andrew Singletary, Yuxiao Chen, and Aaron D Ames. Control barrier functions for sampled-data systems with input delays. In 2020 59th IEEE Conference on Decision and Control (CDC), pages 804–809. IEEE, 2020.

[67] Krishnan Srinivasan, Benjamin Eysenbach, Sehoon Ha, Jie Tan, and Chelsea Finn. Learning to be safe: Deep rl with a safety critic. arXiv preprint arXiv:2010.14603, 2020.

[68] Mohit Srinivasan, Amogh Dabholkar, Samuel Coogan, and Patricio Vela. Synthesis of control barrier functions using a supervised machine learning approach, 2020.

[69] Richard S. Sutton and Andrew G. Barto. Reinforcement Learning: An Introduction. The MIT Press, second edition, 2018.

[70] Andrew J Taylor and Aaron D Ames. Adaptive safety with control barrier functions. In 2020 American Control Conference (ACC), pages 1399– 1405. IEEE, 2020.

[71] Chen Tessler, Daniel J. Mankowitz, and Shie Mannor. Reward constrained policy optimization, 2018.

[72] Jakob Thumm and Matthias Althoff. Provably safe deep reinforcement learning for robotic manipulation in human environments. In 2022 International Conference on Robotics and Automation, ICRA 2022, Philadelphia, PA, USA, May 23- 27, 2022, pages 6344–6350. IEEE, 2022. doi: 10.1109/ICRA46639.2022.9811698.

[73] Sander Tonkens and Sylvia Herbert. Refining control barrier functions through hamilton-jacobi reachability, 2022.

[74] Shuo Yang, Yu Chen, Xiang Yin, and Rahul Mangharam. Learning local control barrier functions for safety control of hybrid systems. arXiv preprint arXiv:2401.14907, 2024.

[75] Yue Yang, Letian Chen, and Matthew C. Gombolay. Safe inverse reinforcement learning via control barrier function. CoRR, abs/2212.02753, 2022. doi: 10.48550/arXiv.2212.02753.

[76] Hongchao Zhang, Zhouchi Li, and Andrew Clark.

Model-based reinforcement learning with provable safety guarantees via control barrier functions. In IEEE International Conference on Robotics and Automation, ICRA 2021, Xi’an, China, May 30 - June 5, 2021, pages 792–798. IEEE, 2021. doi: 10.1109/ICRA48506.2021.9561253.

[77] Songyuan Zhang, Oswin So, Kunal Garg, and Chuchu Fan. Gcbf+: A neural graph control barrier function framework for distributed safe multi-agent control. arXiv preprint arXiv:2401.14554, 2024.

[78] Zicong Zhao, Jing Xun, Xuguang Wen, and Jianqiu Chen. Safe reinforcement learning for single train trajectory optimization via shield SARSA. IEEE Trans. Intell. Transp. Syst., 24(1):412–428, 2023. doi: 10.1109/TITS.2022.3218705.