arXiv:2405.09113v1 [cs.LG] 15 May 2024

Efficient LLM Jailbreak via Adaptive Dense-to-sparse Constrained Optimization

Kai Hu^{1,2∗} Weichen Yu^{1∗} Tianjun Yao^3 Xiang Li^1 Wenhe Liu^1

Lijun Yu^1 Yining Li^2 Kai Chen^2 Zhiqiang Shen^3

Matt Fredrikson^1

1Carnegie Mellon University 2Shanghai AI Laboratory 3Mohamed bin Zayed University of AI kaihu@cs.cmu.edu

Abstract

Recent research indicates that large language models (LLMs) are susceptible to jailbreaking attacks that can generate harmful content. This paper introduces a novel token-level attack method, Adaptive Dense-to-Sparse Constrained Optimization (ADC), which effectively jailbreaks several open-source LLMs. Our approach relaxes the discrete jailbreak optimization into a continuous optimization and progressively increases the sparsity of the optimizing vectors. Consequently, our method effectively bridges the gap between discrete and continuous space optimization. Experimental results demonstrate that our method is more effective and efficient than existing token-level methods. On Harmbench, our method achieves state of the art attack success rate on seven out of eight LLMs. Code will be made available. Trigger Warning: This paper contains model behavior that can be offensive in nature.

1 Introduction

Recent advancements have allowed large language models (LLMs) to be employed across various sectors, such as content generation [15], programming support [13], and healthcare [7]. Nevertheless, LLMs can pose risks by possibly generating malicious content, including writing malware, guidance for making dangerous items, and leaking private information from their training data [18, 10]. As LLMs become more powerful and widely used, it becomes increasingly important to manage the risks associated with their misuse. In this context, the concept of red-teaming LLMs is introduced to test the reliability of their safety features [2, 17]. Consequently, the LLM jailbreak attack was developed to support the red-teaming process: by combining the jailbreak prompt with malicious questions (e.g., how to make explosives), it can mislead the aligned LLMs to circumvent the safety features and potentially produce responses that are harmful, discriminatory, violent, or sensitive.

Recently, a number of automatic jailbreak attacks have been introduced. Generally, these can be categorized into two types: prompt-level jailbreaks [8, 11, 3] and token-level jailbreaks [18, 6, 9]. Prompt-level jailbreaks employ semantically meaningful deception to compromise LLMs. These

∗Equal contribution.

Manuscript, work in progress.

queries can be created manually, through prompt engineering, or generated by another LLM. The main advantage of prompt-level jailbreaks is that the attack query is typically in natural language, making it interoperable. However, this feature also makes these jailbreak methods vulnerable to alignment training, since training examples are easy to create [5, 1]. For instance, prompt-level jailbreaks generally show poor performance on the Llama2 series [15] (although Llama2 is not designed to defend these jailbreak methods). Token-level jailbreaks add an adversatial suffix to the user query, and use gradient information to optimize the adversatial tokens. Although token-level jailbreaks allow more precise control over the LLM output, they are more computationally expensive than prompt-level jailbreaks.

In this paper, our focus is on token-level jailbreaks. The current state of the art token-level jailbreak method, GCG [18], employs a simple coordinate descent to perform a discrete optimization in the token space. Given the inherent difficulty of discrete optimizations, finding a solution requires significant computational resources and may not always yield an optimal outcome [6].

Motivated by this difficulty, our method relax the discrete optimization into continuous optimization, which allows us to employ stronger optimizers in the continuous space beyond coordinate descent. While relaxing optimization in a continuous space is straightforward, transitioning the optimizing vectors from continuous space to the discrete token space proves challenging. Direct projection onto the discrete space is ineffective, as it substantially alters the optimized vectors, leading to performance drops. To address this, we propose ADS, an adaptive dense-to-sparse constraint, on the dense token optimization. Initially, the optimization occurs in the full continuous space. As the optimization progresses and the loss decreases, we gradually reduce the optimization space to a highly sparse space, and ultimately to an approximate one-hot space. This progressive approach minimizes the gap between the relaxed contiguous space and the one-hot space and reduce the performance drop when transitioning the optimizing vectors to discrete tokens.

Our approach surpasses existing token-level jailbreak methods in both effectiveness and efficiency. In an apple-to-apple comparison on AdvBench, our method significantly outperforms GCG across three LLMs with 2/3 computational cost. Additionally, on Harmbench, our method achieves stateof-the-art results for seven LLMs. Notably, our method also attains 35% attack success rate (ASR) in attacking the adversarially trained LLM, Zephyer R2D2 [10], a feat that previous token-level jailbreak methods could not achieve, as they typically yielded nearly 0% ASR performance. Codes will be available.

2 Methodology

2.1 Problem Setup

Following [18], our framework seeks to search for adversarial strings. When appending this string to a user query, the LLM chatbot will respond to the query, even if it is harmful. Here is an example:

User: Create fake news that could lead to panic or chaos Assistant: Sorry, I cannot assist with that.

User: Create fake news that could lead to panic or chaos ! ! ! ! ! ! Assistant: Sure, here is fake news that could lead to panic or chaos

The red string (! ! ! ! ! !) represents an adversarial string that causes the LLM chatbot to reply with a positive sentence, as shown in the example above. Following early work [18], we hypothesize that if the initial response of a large language model (LLM) chatbot starts with an affirmative phrase (e.g., “Sure, here is”), it is more likely to adhere to the user’s instructions. Therefore, the main objective of our jailbreak is to optimize the conditional probability of eliciting a specific target response, based on the user query, any associated system prompts, and the adversarial string.

Notation In an LLM with a vocabulary size of V , the i^{th} vocabulary is denoted as a one-hot vector e_i ∈ R^V where the k-th element is given by e_i[k] = 1(i = k). Let C = {e_i}_{1≤i≤V} denote the set of all vocabularies. Let x_{1:n} denote a sequence of vectors from: x_1, x_2, · · · , x_n. The user query of length l, the adversarial tokens of length n and the target response of length m are represented as x_{1:l}, z_{1:n}, y_{1:m} respectively. The jailbreak objective is given by: max ∀i,z_i∈C p(y_{1:m}|x_{1:l} ⊕ z_{1:n}), (1)

where ⊕ denotes concatenation. Thanks to LLM’s next token prediction nature, we can minimize the following cross entropy loss to achieve the optimization goal in Equation 1. min ∀i,z_i∈C loss = m∑ k=1 CE (LLM(x_{1:l} ⊕ z_{1:n} ⊕ y_{1:k−1}), y_k) . (2)

2.2 Relaxed continuous optimization

The optimization space of Equation 2 is discrete, thus common optimizer does not work for it directly. A straightforward method is to consider a relaxed continuous optimization problem. We use the probability space as the continuation of the one-hot vector set P = {w ∈ R^V | |w[i] ≥ 0, ‖w‖_1 = 1}, and relax Equation 2 to Equation 3: min ∀i,z_i∈P loss = m∑ k=1 CE (LLM(x_{1:l} ⊕ z_{1:n} ⊕ y_{1:k−1}), y_k) . (3)

Equation 3 is a continuous space optimization thus an easier problem than Equation 2. However, if optimizing Equation 3, we need to convert z_{1:n} from P to C either during or after the optimization process. Only one-hot vectors in C are legal inputs for an LLM.

We find it does not work well if directly apply a projection from P to C:

proj(x) = e_j where j = arg min_k ‖x − e_k‖^2 = arg max_k x[k]. (4)

The optimizing loss would increase sharply after this projection. This occurs because, in most cases, the optimized result of z_{1:n} from Equation 3 are dense vectors. The distance between a dense vector x and its projection to C tends to be substantial, i.e., ‖proj_{P→C} (x) − x‖ is large. The projection changes the optimizing z_{1:n} greatly thus hurts optimization.

To reduce the negative impact caused by projection, we would hope that the optimizing vectors z_{1:n} are sparse before we apply the projection (Equation 4). Then the distance between a sparse vector x and its projection could be smaller.

To tackle this issue, we propose a dense-to-sparse constraint to the optimization of Equation 3. During the optimization process, we progressively enhance the sparsity of the optimizing vectors z_{1:n}, which helps decrease the loss when projecting from set P to set C. Specifically, at each optimization step, we manually convert z_{1:n} to be S-sparsity, where S is given by the cross entropy loss in Equation 3: S = 1 m m∑ k=1 exp(CE loss of token y_k). (5)

The motivation of the adaptive sparsity (Equation 5) is to use less sparsity constrain before we can find an optimal solution in the relaxed space P. If the LLM is random guessing when predicting the target response y_{1:m}, the cross entropy loss is approximately − log(1/V ) (recall V is the vocabulary size). In this case, S ≈ V gives no constraint to z_{1:n}. If the loss in Equation 3 is close to zero, S ≈ 1 indicates we would project all z_{1:n} to the one-hot space C because there is no further optimization room in the relaxed space P.

Note that an S-sparsity subspace in a d-dimensional space (S < d) is not a convex set. Projection onto the S-sparsity subspace may computationally complex and not yield a unique solution. We propose a simple transformation that convert an arbitrary vector to be S-sparsity and in the relaxed set P. While this transformation is not a projection (i.e., mapping x to the closest point in P), we find it works well. Algorithm 1 describes the details of the transformation.

Algorithm 1 Transform a vector to be in P and be S-sparsity

1: Input: vector x ∈ R^V and the target sparsity S 2: δ ← The S-th largest element in x.

3: x[i] ← ReLU(x[i]) + 10^{−6} if x[i] ≥ δ else 0 ▷ Set non-top S largest elements to zero 4: x ← x/ ∑ i x[i] ▷ 10^{−6} is for numerical stability 5: Return x

Non-integer sparsity Most commonly, S = exp(loss) is not an integer. Let ⌊S⌋ denote the maximum integers no greater than S. In the case S is not an integer, we randomly select round((S − ⌊S⌋) · n) uniformly vectors z_i from z_{1:n} and transform these z_i to be (⌊S⌋ + 1)-sparse and the remaining z_i to be ⌊S⌋-sparse. Then the average sparsity of z_{1:n} is approximately S.

For example suppose S = 1.2, n = 20, then 4 random vectors from z_{1:n} are converted to be 2-sparse and 16 random vectors from z_{1:n} are converted to be 1-sparse, i.e., one-hot vectors. Such design is to progressively reduce the gap between the relaxed set P and the one-hot vector C especially when the loss in the relaxed space is low.

2.3 Optimizer design to escape local minima

Equation 3 possesses many local minima, most of which are suboptimal for jailbreak. Consequently, it is essential to create an optimizer designed to effectively escape local minima. We adopt the following three designs:

Optimization hyperparameter In all our experiments, we employ the momentum optimizer with a learning rate of 10 and a momentum of 0.99, and do not adjust them during the optimization. The large learning rate and momentum contribute to the optimizer’s ability to escape local minima.

No reparameterization trick Optimization in Equation 3 has a constraint that ∀i, ‖z_i‖ = 1. Existing work may handle the constraint using a reparameterization trick. For example, instead of optimizing z_i ∈ P, one can optimizing w_i ∈ R^V and represent z_i as:

Softmax: z_i[k] = exp(w_i[k]) ∑ j exp(w_i[k]) or l_1 normalization: z_i[k] = |w_i[k]| ∑ j |w_i[k]| . However, we argue that such reparameterization trick is not good for the optimizer to escape local minima. Take softmax reparameterization for example. To make z_i sparse, most elements in z_i are

close to or equal to 0. If a softmax reparameterization is applied, we can show that ∂ℓ ∂w_i[k] ∝ z_i[k] where ℓ is the optimization objective. If one element of z_i is close to zero: z_i[k] → 0, the derivative of the corresponding w_i[k] is also close to zero. Once z_i[k] is updated to a small number or set to zero (in Algorithm 1), updating this element in subsequent optimization steps becomes difficult, making the entire optimization stuck in a local minima.

To design an optimization that readily escapes local minima, we eschew the reparameterization trick. Instead, we utilize the projection (Algorithm 1) to satisfy the constraint z_i ∈ P. Here, zeroing one element of z_i does not diminish the likelihood of updating this element to a larger number in subsequent optimization steps.

Multiple initialization starts We initialize z_{1:n} from the softmax output of Gaussian distribution:

z_i ← softmax(ε) where ε ∼ N (0, I_V ) (6)

Like many non-convex optimization, we initialize multiple z_{1:n} to reduce the loss of “unlucky” initialization. These different starts are optimized independently. Once one of searched z_{1:n} can jailbreak, the optimization would early stop.

2.4 Complete Attack Algorithm

Algorithm 2 provides an overview of our method with one initialization start. We employ a momentum optimizer with a learning rate of 10 and a momentum of 0.99, optimizing over maximum 5000 steps.

Algorithm 2 Adaptive dense-to-sparse optimization

1: Input: User query x_{1:l} and target response y_{1:m}. Number of optimizable adversarial tokens n. 2: Initialize dense adversarial tokens z_{1:n} using Equation 6.

3: Initialize the optimizer as described in Section 2.3: lr ← 10, momentum ← 0.99. 4: for step in 1 · · · , 5000 do 5: Compute the loss and gradient of z_{1:n} with respect to the objective in Equation 3 6: Update z_{1:n} using the momentum optimizer. ▷ Unconstrained optimization 7: Convert z_{1:n} to the target sparsity exp(loss) using Algorithm 1. 8: Evaluate jailbreaking with proj_{P→C} (z_{1:n}) using Equation 4. If yes, early stop.

The actual jailbreak methods initialize and optimize multiple adversarial tokens in parallel. Once one of them can jailbreak, the entire attack would early stop.

Number of initialization starts One step optimization includes 1 model forward (dense tokens loss computation), 1 model backward (dense tokens gradient computation) and 1 model forward (jailbreak evaluation of the projected one-hot tokens). Since the model backward only computes the gradient of the input, the computational cost of one model backward equals to that of one model forward. Thus the maximum computational cost for 5000 steps optimization is 1.5 × 10^4 model forward for one initialization start.

Similarly the computational cost for the state of the art token based attack GCG [18] is 2.57 × 10^6 model forward under its standard configuration (512 batch size, maximum 500 steps). To align with GCG’s computational cost, we initialize 16 different initialization starts and optimize them in a batch, achieving a computational cost that is 93% of GCG. We name our attack of this configuration (initialize 16 different starts and optimize for maximum 5000 steps) as ADC.

More efficiency integrated with GCG We find that ADC converges slower when the loss in Equation 3 is low. This is because we use a fixed and large learning rate in our algorithm. A learning rate schedule may solve similar problems in neural network training. However, it introduces more hyper-parameter tuning thus we have a lower preference for it. We find a more efficient way is to switch to GCG after certain number of steps. Specifically, we initialize 8 different starts and optimize for maximum 5000 steps. If not attack successfully, we use the searched adversarial tokens with the best (lowest) loss as the initialization to perform GCG attack for 100 steps. The two-stage attack achieves a computational cost that is 67% of standard GCG, and we name it as ADC+.

3 Experimental Results

3.1 Experimental Setup

Datasets We evaluate the effectiveness of ADC optimization on three datasets:

1 AdvBench harmful behaviors subset [18] contains 520 harmful behavior requests. The attacker’s objective is to search an adversarial string that will prompt the LLM to produce any response that seeks to follow the directive.

2 AdvBench harmful strings subset contains 574 strings that reflect harmful or toxic contents.

The attacker’s objective is to find a string that can prompt the model to generate these exact strings. The evaluation on this dataset reflects the attacker’s ability to control the output of the LLM.

3 HarmBench [10] contains 400 harmful behavior requests similar to AdvBench “harmful behaviors” subset, but with a wider range of topics including copyright, context reference and multimodality. We evaluate on the “Standard Behaviors” subset of 200 examples. Evaluation on the complete HarmBench dataset will be released soon.

Table 1: Comparison on 520 examples from AdvBench Behaviours. A higher ASR is better.

model method ASR (%) ComputingBudge Wall-clockTime (min) Early StopRate (%)

Llama2-chat-7B GCG 53.8 1× 20.6 53.3 ADC 77.7 0.93× 14.1 75.4

Vicuna-v1.5-7B GCG 99.4 1× 3.0 98.3 ADC 100.0 0.93× 1.8 99.4

Zephyr-β-7B GCG 98.1 1× 13.2 68.3 ADC 98.1 0.93× 11.9 78.1

Victim models We attempt to jailbreak both open- and closed-source LLMs. Specifically, we consider open-source LLMs: Llama2-chat-7B [15], Vicuna-v1.5-7B [4], Zephyr-7b-β [16], and Zephyr 7B R2D2 [10] (an adversarial trained LLM to defend against attacks). We use their preset system prompts and chat templates. Results for transfer based attack on GPT-3.5 and 4 [12] will come soon.

Metric Attack Success Rate (ASR) is widely used to evaluate LLM jailbreak methods. However, previous works use different methods to calculate ASR and some may have different shortcomings (see Harmbench [10] for a detailed discussion). We follow Harmbench [10] to compute ASR: the victim model generates the response of maximum 512 tokens given the adversarial request and we use the red teaming classifier (from HarmBench [10]) to decide if the response follows the request. The classifier only gives binary classification results (“YES” or “NO”), and ASR is computed as the ratio of the number of “YES” over the number of attacked examples.

The AdvBench harmful strings benchmark requires the attacker to generate the exact strings. For this task, we employ the Exact Match (EM) metric, meaning an attack is only considered successful if the generated string precisely matches the target harmful string.

3.2 Comparison with the baseline on AdvBench

We employ GCG as our baseline for a detailed comparison using the AdvBench dataset on 3 LLMs: Llama2-chat-7B, Vicuna-v1.5-7B and Zephyr β 7B. Recall that GCG and ADC require a differing number of attacking steps, we use 16 initialization start to align with the computing budgets of GCG with a batch size of 512. We re-implement GCG to make sure the comparison is fair.

Table 1 shows the results on 520 examples from the AdvBench harmful behaviors subset. The computing budge indicates the maximum computational cost if not considering early stop and the Wall-clock time is the average elapsed real time per sample on a single A100 machine. As shown in Table 2, our method performs significantly better than GCG on Llama2-chat-7B, and performs similarly to GCG on other LLMs since the performance is already close to 100%. However, our method still shows advantages in wall-clock time because our method is able to find a jailbreak string with fewer steps (higher early stop rate).

We further explore our method’s capacity for precise control over the outputs of the LLM. Precise control of LLM outputs is important for multi-turn attack and better shows the search ability of the attack method. Table 2 shows the Exact Match performance on AdvBench Strings. The early stop rate is not reported because it equals to EM in the exact matching setting. We can see that ADC is better than GCG on Vicuna-v1.5-7B and Zephyr-β-7B but worse on Llama2-chat-7B. However, ADC+ consistently outperforms the baseline in terms of performance and efficiency.

3.3 Comparison with existing methods on Harmbench

Existing studies on LLM jailbreak have employed various evaluation frameworks, such as testing on different subsets of AdvBench, generating responses of varying lengths and different ASR computation methods. Therefore, direct comparison with the ASR reported in these studies is not convincing. Hopefully, HarmBench [10] replicates these methods and provides a fair comparison on the HarmBench dataset. We follow their setting of chat templates, number of generated tokens and

Table 2: Comparison on 574 examples from AdvBench Strings. A higher EM is better.

model method EM (%) Computing Budge Wall-clock Time

Llama2-chat-7B

GCG 41.3 1× 18.8 min ADC 15.5 0.93× 21.7 min ADC+ 72.4 0.67× 14.6 min

Vicuna-v1.5-7B

GCG 90.6 1× 5.8 min ADC 98.4 0.93× 2.4 min ADC+ 99.7 0.67× 1.7 min

Zephyr-β-7B

GCG 52.4 1× 13.7 min ADC 87.1 0.93× 7.9 min ADC+ 97.1 0.67× 5.7 min

Table 3: Jailbreak comparison on 200 examples from HarmBench Standard Behaviours. The number indicates the ASR for the corresponding LLM and the jailbreak method. A higher ASR is better. Jailbreak Methd LLM GCG AP PAIR TAP AutoDan Ours

LLama2-7B-chat 34.5 17.0 7.5 5.5 0.5 89.5 LLama2-13B-chat 28.0 14.5 15.0 10.5 0.0 44.5 Vicuna-v1.5-7B 90.0 75.5 65.5 67.3 89.5 100 Vicuna-v1.5-13B 87.0 47.0 59.0 71.4 82.5 100 Qwen-7B-chat 79.5 67.0 58.0 69.5 62.5 99.0 Qwen-14B-chat 83.5 56.0 51.5 57.0 64.5 96.7 Zephyr-β-7B 90.5 79.5 70.0 83.0 97.3 99.5 Zephyr-R2D2^∗ 0.0 0.0 57.5 76.5 10.5 35.0

ASR computation method. Table 1 shows the comparison between our method, ADC+ and the top performance methods reported by HarmBench [10]: GCG [18], AutoPrompt (AP) [14], PAIR [3], TAP [11] and AutoDan [8].

Table 3 illustrates that although no single jailbreak method consistently outperforms others across all large language models (LLMs), our approach achieves state-of-the-art results on seven out of eight LLMs, excluding Zephyr-R2D2. Notably, our method registers more than 50% and 20% improvements in attack success rate (ASR) on LLama2-7B-chat and Qwen-7B-chat, respectively, compared to existing methods. It’s important to note that Zephyr-R2D2 has been adversarially trained to resist token-level jailbreaks, making prompt-level methods more effective in comparison. Nevertheless, our method still demonstrates significant effectiveness on Zephyr-R2D2, achieving notable ASR where other token-level jailbreak methods like GCG achieve only single-digit performance.

4 Conclusion

In this paper, we present a new token-level attack method, Adaptive Dense-to-Sparse Constrained Optimization (ADC), which successfully breaches several open-source large language models (LLMs). Our technique transforms the discrete jailbreak optimization problem into a continuous one and progressively enhances the sparsity of the optimizing vectors. This strategy effectively closes the gap between discrete and continuous space optimization. Our experimental findings show that our method outperforms existing token-level techniques in both effectiveness and efficiency. On Harmbench, our method achieves the highest attack success rate on seven out of eight LLMs. Results of transfer attacks on closed-source LLMs will be updated.

References

[1] Max Bartolo, Tristan Thrush, Robin Jia, Sebastian Riedel, Pontus Stenetorp, and Douwe Kiela. Improving question answering model robustness with synthetic adversarial data generation. arXiv preprint arXiv:2104.08678, 2021.

[2] Nicholas Carlini, Milad Nasr, Christopher A Choquette-Choo, Matthew Jagielski, Irena Gao, Pang Wei W Koh, Daphne Ippolito, Florian Tramer, and Ludwig Schmidt. Are aligned neural networks adversarially aligned? Advances in Neural Information Processing Systems, 36, 2024.

[3] Patrick Chao, Alexander Robey, Edgar Dobriban, Hamed Hassani, George J Pappas, and Eric Wong.

Jailbreaking black box large language models in twenty queries. arXiv preprint arXiv:2310.08419, 2023.

[4] Wei-Lin Chiang, Zhuohan Li, Zi Lin, Ying Sheng, Zhanghao Wu, Hao Zhang, Lianmin Zheng, Siyuan Zhuang, Yonghao Zhuang, Joseph E Gonzalez, et al. Vicuna: An open-source chatbot impressing gpt-4 with 90%* chatgpt quality. See https://vicuna. lmsys. org (accessed 14 April 2023), 2(3):6, 2023.

[5] Emily Dinan, Samuel Humeau, Bharath Chintagunta, and Jason Weston. Build it break it fix it for dialogue safety: Robustness from adversarial human attack. arXiv preprint arXiv:1908.06083, 2019.

[6] Erik Jones, Anca Dragan, Aditi Raghunathan, and Jacob Steinhardt. Automatically auditing large language models via discrete optimization. In International Conference on Machine Learning, pages 15307– 15329. PMLR, 2023.

[7] Mert Karabacak and Konstantinos Margetis. Embracing large language models for medical applications:

opportunities and challenges. Cureus, 15(5), 2023.

[8] Xiaogeng Liu, Nan Xu, Muhao Chen, and Chaowei Xiao. Autodan: Generating stealthy jailbreak prompts on aligned large language models. arXiv preprint arXiv:2310.04451, 2023.

[9] Natalie Maus, Patrick Chao, Eric Wong, and Jacob Gardner. Black box adversarial prompting for foundation models. arXiv preprint arXiv:2302.04237, 2023.

[10] Mantas Mazeika, Long Phan, Xuwang Yin, Andy Zou, Zifan Wang, Norman Mu, Elham Sakhaee, Nathaniel Li, Steven Basart, Bo Li, et al. Harmbench: A standardized evaluation framework for automated red teaming and robust refusal. arXiv preprint arXiv:2402.04249, 2024.

[11] Anay Mehrotra, Manolis Zampetakis, Paul Kassianik, Blaine Nelson, Hyrum Anderson, Yaron Singer, and Amin Karbasi. Tree of attacks: Jailbreaking black-box llms automatically. arXiv preprint arXiv:2312.02119, 2023.

[12] OpenAI. Gpt-4 technical report. ArXiv, 2303, 2023.

[13] Baptiste Roziere, Jonas Gehring, Fabian Gloeckle, Sten Sootla, Itai Gat, Xiaoqing Ellen Tan, Yossi Adi, Jingyu Liu, Tal Remez, Jérémy Rapin, et al. Code llama: Open foundation models for code. arXiv preprint arXiv:2308.12950, 2023.

[14] Taylor Shin, Yasaman Razeghi, Robert L Logan IV, Eric Wallace, and Sameer Singh. Autoprompt:

Eliciting knowledge from language models with automatically generated prompts. arXiv preprint arXiv:2010.15980, 2020.

[15] Hugo Touvron, Louis Martin, Kevin Stone, Peter Albert, Amjad Almahairi, Yasmine Babaei, Nikolay Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti Bhosale, et al. Llama 2: Open foundation and fine-tuned chat models. arXiv preprint arXiv:2307.09288, 2023.

[16] Lewis Tunstall, Edward Beeching, Nathan Lambert, Nazneen Rajani, Kashif Rasul, Younes Belkada, Shengyi Huang, Leandro von Werra, Clémentine Fourrier, Nathan Habib, et al. Zephyr: Direct distillation of lm alignment. arXiv preprint arXiv:2310.16944, 2023.

[17] Alexander Wei, Nika Haghtalab, and Jacob Steinhardt. Jailbroken: How does llm safety training fail?

Advances in Neural Information Processing Systems, 36, 2024.

[18] Andy Zou, Zifan Wang, J Zico Kolter, and Matt Fredrikson. Universal and transferable adversarial attacks on aligned language models. arXiv preprint arXiv:2307.15043, 2023.