arXiv:2406.05936v1 [cs.IT] 9 Jun 2024

Multi-UAV Trajectory Design for Fair and Secure Communication

Hongjiang Lei, Dongyang Meng, Haoxiang Ran, Ki-Hong Park, Gaofeng Pan and Mohamed-Slim Alouini

Abstract—Unmanned aerial vehicles (UAVs) play an essential role in future wireless communication networks due to their high mobility, low cost, and on-demand deployment. In air-to-ground links, UAVs are widely used to enhance the performance of wireless communication systems due to the presence of highprobability line-of-sight (LoS) links. However, the high probability of LoS links also increases the risk of being eavesdropped, posing a significant challenge to the security of wireless communications. In this work, the secure communication problem in a multi-UAV-assisted communication system is investigated in a moving airborne eavesdropping scenario. To improve the secrecy performance of the considered communication system, aerial eavesdropping capability is suppressed by sending jamming signals from a friendly UAV. An optimization problem under flight conditions, fairness, and limited energy consumption constraints of multiple UAVs is formulated to maximize the fair sum secrecy throughput. Given the complexity and non-convex nature of the problem, we propose a two-step-based optimization approach. The first step employs the K-means algorithm to cluster users and associate them with multiple communication UAVs. Then, a multi-agent deep deterministic policy gradient based algorithm is introduced to solve this optimization problem. The effectiveness of this proposed algorithm is not only theoretically but also rigorously verified by simulation results.

Index Terms—Unmanned aerial vehicles, physical layer security, fair sum secrecy throughput, multi-agent deep reinforcement learning.

I. INTRODUCTION A. Background and Related Works

Unmanned aerial vehicles (UAVs) will play an essential role in future wireless communication networks due to their high mobility, low cost, and on-demand deployment [1], [2]. In air-to-ground (A2G) links, UAVs are widely used to improve the performance of wireless communication systems due to the existence of line of sight (LoS) links with high probability [3]. With their high mobility, UAVs can be utilized in real-time through trajectory design or location optimization to improve the quality of the A2G channel and provide higher-quality communication services. Therefore, the UAV trajectory design plays a decisive role in improving the performance of the UAVaided communication systems [4].

Hongjiang Lei, Dongyang Meng, and Haoxiang Ran are with the School of Communications and Information Engineering, Chongqing University of Posts and Telecommunications, Chongqing 400065, China (e-mail: leihj@cqupt.edu.cn, cquptmdy@163.com, rahaxi1958809415@163.com).

Gaofeng Pan is with the School of Cyberspace Science and Technology, Beijing Institute of Technology, Beijing 100081, China (e-mail: gaofeng.pan.cn@ieee.org).

K.-H. Park and M.-S. Alouini are with CEMSE Division, King Abdullah University of Science and Technology (KAUST), Thuwal 23955-6900, Saudi Arabia (e-mail: kihong.park@kaust.edu.sa, slim.alouini@kaust.edu.sa).

So far, various related works have been done on the trajectory design of UAV-assisted communication systems, which take into account various optimization objectives, such as flight time, energy consumption, fairness, etc. Aiming at the problem of data acquisition in widely distributed Internet of Things (IoT) devices, Ref. [5] studied the UAV trajectory design and resource allocation scheme under two orthogonal multiple access schemes. The task completion time was minimized by jointly optimizing trajectory, power, and time allocation or frequency allocation. In Ref. [6], the energy consumption model of rotorcraft UAV was first derived, and then the energy minimization problem of rotary-wing UAVs was studied. A method based on path discretization and continuous convex approximation was proposed to solve the problem of minimizing UAV energy consumption optimization by jointly designing the UAV’s trajectory, user scheduling, and total task completion time. Ref. [7] considered the max-min fairness problem in A2G communication systems under limited energy consumption and specific quality of service requirements and proposed an iterative algorithm based on sequential convex approximation (SCA) and block coordinate descent (BCD) to solve non-convex problems.

Physical layer security is a supplement to traditional encryption technology based on information theory and can improve information security by utilizing the time-varying characteristics of wireless channels. To improve the security of information transmission, UAV communication technology was combined with physical layer security technology in many works [8], [9], [10]. The security of the communication system is enhanced by rationally designing the UAV’s flight path as close as possible to legitimate users and away from potential eavesdroppers. Ref. [11] studied the security of energy-constrained rotorcraft UAV-aided communication systems which had internal and external eavesdroppers. An iterative algorithm based on SCA and BCD was proposed to solve the non-convex problem by optimizing the trajectory, transmission power of UAVs, and user scheduling. Ref. [12] studied an airborne system with active eavesdropping and maximized the uplink and downlink average secrecy rates (ASRs), respectively, by optimizing the trajectory and transmission power of the UAV.

To enhance the security of wireless communication, one commonly used method is to send artificial noise (AN) to disrupt eavesdroppers. For example, AN was utilized in Ref. [13] considering a two-hop UAV-aided communication system. The ASR was maximized by jointly optimizing the UAV’s trajectory, the transmission power, and the power allocation. In

Ref. [14], the secrecy performance of cognitive radio networks was improved by utilizing the AN sent by the cognitive UAV to suppress eavesdroppers. The total ASR of the cognitive radio network (CRN) was maximized by optimizing subcarrier allocation, UAV’s trajectory, and transmission power. Ref. [15] studied a secure aerial IoT system under friendly jamming UAV collaboration, taking into account the uncertainty of the location of eavesdroppers. The ASR was maximized by optimizing user scheduling, UAV trajectories, and transmit power. In [16], two security data collection schemes were proposed for dual-UAV, and the propulsion energy consumption for the UAV was considered. The ASR was maximized by jointly optimizing user scheduling, transmission power, and the trajectories of UAVs. Moreover, to save onboard energy further and extend flight time, secrecy energy efficiency was maximized.

Compared with traditional convex optimization methods, deep reinforcement learning (DRL)-based technologies are considered to be more suitable for addressing complex challenges in wireless communication. The non-convex problems are reformulated as a Markov decision process (MDP) and then trained as a neural network (NN) to learn the mapping from environmental parameters to an optimal solution, which provides a new way to solve the optimization problem of the UAVS communication system. Ref. [17] studied minimizing the task completion time in the UAV-assisted data collection system by optimizing the trajectory of UAVs under the constraints of quality of service (QoS) and energy consumption. A soft-constrained actor-critic algorithm was proposed by introducing Lagrange’s primordial-duality optimization method into the actor-critic framework. Ref. [18] considered UAVassisted data collection systems in urban environments. An optimization problem was formulated to minimize the task completion time by optimizing the UAV trajectory. The double delay depth deterministic strategy gradient algorithm was utilized to solve the formulated problem. Ref. [19] optimized the 3D position and power allocation of the aerial BS to maximize the uplink throughput of the system. An algorithm based on deep deterministic policy gradient (DDPG) was developed and combined with water-filling to learn the optimal 3D position and to obtain optimal power allocation. The authors in [20] studied the communication problem in the case of unknown user location information, transmission power, and channel parameters and proposed a DDPG-based algorithm to maximize the uplink sum rate by optimizing the trajectory of the UAV. Ref. [21] studied a UAV-assisted IoT system in which the ground user was in a state of random movement. A scheme based on the dueling deep Q-network algorithm was proposed to jointly optimize the 3D trajectory and data collection performance of UAVs.

In aerial communication systems, fairness among users is also a crucial problem that should be considered. In [22], the authors proposed a novel dynamic band allocation strategy that can consider the flight energy consumption of the UAV and the fairness in the scenario where the user moved randomly. They formulated an optimization problem to maximize the uplink fair throughput by optimizing the 3D trajectory and frequency band allocation and utilized the DDPG algorithm to solve it. Ref. [23] investigated a UAV-assisted communication system with non-orthogonal multiple access (NOMA) technology by designing the 3D trajectory design of UAVs and time allocation in data collection. Considering the energy constraints, service quality requirements, and flight conditions, the total fair throughput was maximized, and a DDPG-based algorithm was proposed to solve the formulated problem. The authors in [24] jointly optimized the UAV trajectory and transmission power to maximize the total secrecy rate (SR) of the aerial NOMA IoT systems, ensuring the QoS requirements for legitimate users. An algorithm based on Qlearning was proposed and combined with SCA technology to solve the optimization problem. In [25], the achievable SR of UAV systems aided by reflective intelligent surfaces (RIS) was maximized by jointly optimizing the transmit beamforming, AN power, UAV-RIS placement, and RIS’ beamforming. A post-decision state DQN-based algorithm was proposed to solve the non-convex optimization problem.

Recently, multiple UAVs have been utilized simultaneously to provide high-quality, security, and fair communication services for a wide range of ground users through cooperative effort, and multi-agent reinforcement learning algorithms have become a hot research topic. In [26], multiple UAVs were utilized for data acquisition tasks in IoT systems. Considering the maximum speed and acceleration, collision avoidance, and interference among UAVs, the task completion time was minimized by optimizing the trajectory of multiple UAVs. An algorithm based on K-means was proposed to assign the task, then a distributed multi-agent DRL algorithm was introduced for the preliminary design of UAV trajectory, and a centralized multi-UAV joint trajectory design DRL algorithm was used to solve the formulated optimization problem. In contrast, Ref. [27] considered UAV flight energy consumption, sensor node energy consumption, and air obstacles constraints and an optimization problem was formulated to minimize the total energy consumption of the considered IoT systems. The optimization problem was decomposed into three subproblems: UAV trajectory design, power control during data acquisition, and task assignment among the UAVs. The DDPG and multi-agent DQN algorithms were utilized to realize the UAV trajectory design, power control problems, and the multi-UAV task allocation problem, respectively. Ref. [28] studied a multi-UAV-assisted downlink cellular network in which multiple UAVs served as air base stations (BSs) and provided services to ground users based on frequency division multiple access (FDMA) technology. The overall throughput and fair throughput of the system were maximized by optimizing the user scheduling, power, and trajectory of UAVs, respectively. The formulated problem was solved by a multiagent reinforcement learning algorithm based on DQN. Ref. [29] studied the NOMA systems assisted by multiple UAVs to provide services for ground users. The total throughput of the system was maximized by jointly optimizing the 3D trajectory design and power distribution of multiple UAVs. For the continuously roamed ground users, a K-means-based algorithm was utilized to cluster all the users periodically, and a multi-agent reinforcement learning algorithm based on DQN was proposed to obtain the optimal 3D trajectory and power allocation. The authors in [30] studied the A2G cooperative communication system and focused on jointly optimizing the trajectory and user scheduling of multiple aerial BSs so as to maximize the fair throughput, thereby improving the total throughput and maintaining fairness among users. A multiagent reinforcement learning algorithm based on DDPG was proposed to solve the formulated optimization problem.

B. Motivation and Contributions

Inspired by the above work, we investigate the joint secure and fairness in a UAV-assisted communication system in a moving airborne eavesdropping scenario. The aerial eavesdropper is suppressed by a friendly UAV and multiple UAVs are utilized to provide secure communication services to ground users. Considering the limited energy consumption of the UAVs and the fairness requirements among users, an optimization problem is formulated under the constraints of flight conditions, fairness requirements, and the limited energy consumption of the UAVs. A two-step optimization method is proposed to maximize the total fair secrecy throughput (FST) by jointly optimizing the trajectories and transmission power of UAVs. The contributions of this work are summarized as follows.

1) Secure communication in a multi-UAV-assisted communications system is considered in the presence of a mobile airborne eavesdropper. A jamming UAV is used to suppress the eavesdropping capability of an airborne eavesdropper, thereby assisting multiple communication UAVs to provide secure communication services to ground users. A joint multi-UAV trajectory design and power control optimization problem is formulated to maximize the total fair throughput of the network while ensuring energy constraints, fairness and flight conditions.

2) A fair scheduling scheme under reinforcement learning algorithms is considered to obtain a trade-off between maximizing the throughput of the system and the fairness of communication between users. An adaptive energy consumption threshold is utilized to trade-off between the return endpoint and the data collection problem to maximize the total secrecy throughput.

3) A two-step approach is proposed, where the K-means algorithm is first used to cluster users and associate them with multiple communication UAVs. Then, a Multi- Agent DDPG (MADDPG) based algorithm is proposed to solve this optimization problem. Our work addresses the dimension imbalance problem, a significant challenge arising from the high role dimensions in the framework. To overcome this, we have designed a dimension expansion mechanism.

The rest of the paper is organized as follows. Section II presents the system model and formulates the corresponding optimization problem. Section III provides a detailed description of the secure communication through trajectory and power design (SCTPD) algorithm and defines terms related to deep reinforcement learning. Simulation results and analysis are

Fig. 1: System Model.

presented in Section IV. Finally, the paper is summarized in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

As shown in Fig. 1, we consider a UAV-assisted IoT system in which M UAVs (D_m, m = 1, · · · , M) act as aerial BSs to provide services to K terrestrial users (U_k, k = 1, · · · , K) with a single antenna. All the users are divided into M different clusters (C_m, m = 1, · · · , M) in which each cluster is served by one UAV, like [29]. There exists a UAV (E) moving from a given start position ( q^I_E ) to the end position ( q^F_E ) in a straight line during its flight, which is viewed as a potential eavesdropper [31]. To improve the security of wireless communication, another UAV (J) acts as a friendly jammer to suppress the eavesdropping capability of E through artificial noise [16]. It is assumed that all UAVs work at a fixed altitude and share the same frequency band, that each UAV serves only one user at a time, and that all terrestrial users are equipped with a single antenna.

Without loss of generality, the flight cycle T is divided equally into N time slots, where each time slot is of length δ_t = T/N and N is large enough to ensure that the position of the UAVs can be regarded as approximately constant within each time slot [9]. Furthermore, a Cartesian coordinate system is used to describe the positions of these nodes. Then, the horizontal position of D_m, E, and J in the nth time slot is denoted as Q_m [n] = [x_m [n] , y_m [n]]^T ∈ R^{2×1} , Q_E [n] = [x_E [n] , y_E [n]]^T ∈ R^{2×1} , and Q_J [n] = [x_J [n] , y_J [n]]^T ∈ R^{2×1} , respectively. The position of U_k is denoted as Q_{Uk} ∈ R^{2×1} .

The velocities and positions of D_m and J at the (n + 1)th time slot are expressed as [22]

v_i[n + 1] = v_i [n] + ã_i [n] δ_t, ∀i ∈ {M , J}, (1) Q_i[n + 1] = Q_i [n] + ( v_i [n] δ_t + 1 2 ã_i [n] δ^2_t ) v_i [n] , ∀i ∈ {M , J}, (2) respectively, where M^Δ= {1, · · · , M}, ã_i [n] = ξ_{ai} ‖ã_i [n]‖ |, ξ_{ai} is a binary indicator, ξ_{ai} = 1 and ξ_{ai} = −1 denote that the direction of UAV acceleration is the same as or opposite to the direction of velocity, respectively, and ã_i [n] and v_i [n] denote the acceleration vector and unit velocity vector of the UAV, respectively.

R_{m,uk} [n] = Blog_2 1 + p_m [n] g_{m,uk} [n] N_0B +^M ∑ i=1,i≠m p_i [n] g_{i,uk} [n] + p_J [n] g_{J,uk} [n] (8)

To avoid possible collisions, the position constraint among UAVs during flight is denoted as ‖Q_i [n] − Q_j [n]‖ ≥ D, ∀i, j ∈ {M , J, E}, i ≠ j, (3) where D denotes the minimum distance.

B. Channel Model

Like [18], [19], [22], it is assumed the A2G link experiences the probabilistic LoS channel model and the LoS probability in the nth slot is expressed as [32]

p^{LoS}_{m,uk} [n] = 1 1 + η_a exp ( −η_b ( arcsin (_H d_{m,uk} [n] ) − η_a )) , (4) where d_{m,uk} [n] = √ H^2 + ‖Q_m [n] − Q_{Uk} [n]‖^2 represents the distance between D_m and U_k and η_a and η_b are constants related to the propagation environment. The average path loss between D_m and U_k is obtained as L_{m,uk} [n] = p^{LoS}_{m,uk} [n] × L^{LoS}_{m,uk} [n] + p^{NLoS}_{m,uk} [n] × L^{NLoS}_{m,uk} [n] = L^{FS}_{m,uk} [n] + (η_{LoS} − η_{NLoS}) p^{LoS}_{m,uk} [n] + η_{NLoS}, (5)

where p^{NLoS}_{m,uk} [n] = 1 − p^{LoS}_{m,uk} [n], L^{FS}_{m,uk} [n] = 20 log d_{m,uk} [n] + 20 log f_c + 20 log (_{4π} v_c ) , f_c as the carrier frequency, v_c for the speed of light, η_{LoS} and η_{NLoS} denote the path loss of LoS and NLoS links [32]. Then, the channel gain between D_m and U_k is expressed as g_{m,uk} [n] = 10^{− 110 ×Lm,uk [n]}. (6) Similarly, the channel gain between J and U_k in the nth slot is expressed as

g_{J,uk} [n] = 10^{− 110 ×LJ,uk [n]}. (7) Therefore, the reachable rate between D_m and U_k is expressed as (8), shown at the top of this page, where N_0 is the noise power spectral density, B indicates the bandwidth occupied by the user.^M ∑ i=1,i≠m p_i [n] g_{i,uk} [n] represents the interference

from other UAVs, and p_J [n] g_{J,uk} [n] represents the interference from J.

The A2A channel gain are expressed as

g_{m,E} [n] = β_0 ‖Q_E [n] − Q_m [n]‖^2

(9a)

g_{J,E} [n] = β_0 ‖Q_E [n] − Q_J [n]‖^2

(9b)

where β_0 represents the channel gain at 1m reference distance. Then, the achievable rate of E is expressed as (10), shown at the top of the next page.

Therefore, the secrecy rate of U_k is expressed as

R^{sec}_{m,uk} [n] = [R_{m,uk} [n] − R_{m,E} [n]]^+, (11)

where [x]^{+ Δ}= max (x, 0). The cumulative secrecy throughput (ST) of a user U_k in cluster C_m at the nth time slot is expressed as

R^{cum}_{m,uk} [n] = n∑ j=1 b_{m,uk} [j] R^{sec}_{m,uk} [j] δ_t, (12) where b_{m,uk} [n] denotes a binary indicator variable. Specifically, b_{m,uk} [n] = 1 denotes D_m chooses to communicate with U_k where ∑ u_i∈C_m bm,ui [n] ≤ 1. The cumulative secrecy

throughput of all users in cluster C_m at the nth time slot is expressed as

R^{cum}_m [n] = n∑ j=1 ∑ u_i ∈C_m b_{m,ui} [j] R^{sec}_{m,ui} [j] δ_t. (13)

C. Energy Model

UAV energy consumption consists of communication energy consumption and propulsion energy consumption, where the communication energy consumption is usually two orders of magnitude smaller than the flight energy consumption [6]. Then, the communication energy consumption is ignored, which is a typical operation [22]. The propulsion power is expressed as [6]

P_i (v_i) = P_B ( 1 + 3v_i^2 U^2_{tip} )

bladeprofle + P_I (√ 1 + v_i^4 4v^4_0 − v_i^2 2v^2_0 )1/2

induced + 1 2 d_0ρsAv_i^3 parasite , ∀i ∈ {M , J}, (14)

where P_B and P_I are constant parameters indicating the blade profile power and induced power in the hovering state, U_{tip} is the tip speed of the rotor blades, v_0 is the average rotor induced speed at hover, d_0, s, ρ, and A denote the body drag ratio, rotor stiffness, air density, and rotor disk area, respectively.

The residual energy E_i [n] of node i (i ∈ {M , J}) at the nth time slot is expressed as

E_i [n] = E_{max} − n∑ j=1 P_i (v_i [j])δ_t, (15)

R_{m,E} [n] = Blog_2 1 + p_m [n] g_{m,E} [n]

N_0B +^M ∑ i=1,i≠m p_i [n] g_{i,E} [n] + p_J [n] g_{J,E} [n]

(10)

I_{m,uk} [n] = { 2 ( 1 + e(^{Rcumm,u}k^{[n−1]−Rmax})^{∗kgp} )_{−1} − 1, I_m [n] = 0 1, I_m [n] = 1

(18)

where E_{max} denotes the energy at the initial position, i.e., E_i [0] = E_{max}. To ensure that the UAV can reach the finish line, there must be E_i [N] ≥ 0, ∀i ∈ {M , J}. (16) D. Fairness Among Users

To indicate whether the fairness requirement is satisfied within C_m served by D_m, a binary variable I_m [n] is defined as [33]

I_m [n] = { 1, f̂_m [n − 1] ≥ k_f or I_m[n − 1] = 1, 0, f̂_m [n − 1] ≤ k_f and I_m[n − 1] = 0. (17)

where f̂_m [n − 1] =^1 |C_m| ∑ ui∈Cm (_{Rcumm,u} i [n−1] Rcum m [n−1] )_2 denotes the Jain

fairness index at the (n − 1)th slot, k_f is the target fairness threshold, I_m [n] = 1 and I_m [n] = 0 denote that the fairness requirement in C_m is satisfied or not satisfied, respectively. It must be noted that I_m [n] depends on f̂_m [n − 1] and I_m [n − 1]. When f̂_m [n − 1] ≥ k_f or I_m [n − 1] = 1, there is I_m [n] = 1. These two conditions indicate that the fairness constraint is satisfied at the (n − 1)th time slot and that the fairness constraint has been satisfied before the (n − 1)th time slot, respectively.

Like [33], the fairness factor of U_k in cluster C_m at the nth time slot is defined as (18), shown at the top of this page, where k_{gp} > 0 and R_{max} denote the attenuation coefficient and the secrecy throughput threshold, respectively. The fairness factor is explained as follows: when I_m [n] = 0, I_{m,uk} [n] decreases as the cumulative secrecy throughput R^{cum}_{m,uk} [n − 1] increases. In this case, the scheduling scheme of D_m is influenced by I_m [n] and tends to prioritize access to users with higher I_{m,uk} [n], thus going to improve the fairness among users.

A fair scheduling scheme is proposed in this work. Specifically, D_m chooses to establish a communication link with the user with the maximum fair secrecy rate (I_{m,uj} [n] R^{sec}_{m,uj} [n]) at each time slot, thus the total FST is maximized. The scheduling index b_{m,uk} [n] between D_m and U_k in the nth time slot is defined as b_{m,uk} [n] = { 1, if u_k = arg max u_j ∈C_m I_{m,uj} [n] R^{sec}_{m,uj} [n] , 0, otherwise. (19)

More specifically, in the nth time slot, D_m first determines whether the fairness constraint is satisfied or not, based on the user’s cumulative secrecy throughput in the (n − 1)th time slot. If the fairness constraint given in (17) is not satisfied, D_m will schedule unvisited users to improve the fairness among users. Otherwise, the problem becomes a trade-off problem between fairness and secrecy throughput.

The sum FST of all the UAVs at the nth time slot is expressed as

R^{ins} [n] = M∑ m=1 ∑ u_i∈C_m I_{m,ui} [n] b_{m,ui} [n] R^{sec}_{m,ui} [n] δ_t. (20) Then the FST of the system over the whole mission period is expressed as

R^{sum} = N∑ n=1 M∑ m=1 ∑ u_i ∈C_m I_{m,ui} [n] b_{m,ui} [n] R^{sec}_{m,ui} [n] δ_t. (21)

E. Optimization problem

The goal of this work is to maximize the FST of the considered systems by jointly designing the trajectories and the transmit power of the UAVs. Let Q = {Q_1 [n] , · · · , Q_M [n] , Q_J [n] , ∀n}, P = {p_1 [n] , · · · , p_M [n] , p_J [n] , ∀n}. The optimization problem is formulated as

P_1 : max_{Q,P} R^{sum}, (22a)

s.t. C1 : E_i [0] = E_{max}, E_i [N] ≥ 0, ∀i ∈ {M , J}, (22b) C2 : Q_i [0] = q^I_i, Q_i [N] = q^F_i , ∀i ∈ {M , J}, (22c) C3 : ‖Q_i [n] − Q_j [n]‖ ≥ D, ∀n, ∀i, j ∈ {M , J, E}, i ≠ j, (22d) C4 : Q_i[n + 1] = Q_i [n] + ( v_i [n] δ_t + 1 2 ã_i [n] δ^2_t ) v_i [n] , ∀i ∈ {M , J}, (22e) C5 : v_i [0] = 0, ∀i ∈ {M , J}, (22f) C6 : 0 ≤ v_i [n] ≤ v_{max}, ∀n, ∀i ∈ {M , J}, (22g) C7 : a_{min} ≤ ã_i [n] ≤ a_{max}, ∀n, ∀i ∈ {M , J}, (22h) C8 : 0 ≤ p_m [n] ≤ P^{max}_u , ∀n, ∀m ∈ {M }, (22i) C9 : 0 ≤ p_J [n] ≤ P^{max}_J , ∀n, (22j) C10 : (17), (18), (19), where P^{max}_u and P^{max}_J denote the peak transmit power of UAVs, C1 denotes the energy consumption constraints, C2 denotes the constraints of the initial and final positions, C3 denotes the safe distance constraint between all the UAVs, C4, C5, and C6 denote the velocity constraints, C7 denotes the acceleration constraints, C8 and C9 are the peak power constraints of transmitting and jamming signals in each time slot, respectively, and C10 denotes the fairness constraints and user scheduling constraints.

It is challenging to solve P_1 since the optimization objective in P_1 is a non-convex multivariate coupled problem with respect to Q and P. The energy constraint C1 and the distance constraint C4 are also nonconvex for Q. In addition, probabilistic LoS links are considered, where the channel gain depends not only on the trajectory but also on the distance between the UAV and the user, the flight altitude, and the probability of the LoS link. The factors discussed above contribute to the complexity of the total throughput between the UAVs and users. These complexities challenge traditional convex optimization methods, suggesting the need for alternative approaches to solve this problem effectively. Since the optimization problem involves the trajectory optimization of all the UAVs and the optimization variables are continuous. To solve P_1, a multi-agent deep reinforcement learning (MADRL) algorithm is proposed where the powerful learning capability of DRL is utilized to find the optimal solution by exploring a vast policy space.

III. SECURE COMMUNICATION THROUGH TRAJECTORY AND POWER DESIGN ALGORITHM This section presents a solution for the multi-UAV trajectory optimization and power control problem in the aerial eavesdropping scenario. The solution consists of two steps. Firstly, a K-means algorithm is utilized to cluster and correlate multiple communication UAVs with ground users. Then, a MADDPG-based algorithm named SCTPD is proposed, which aims to enable multiple communicating UAVs to provide secure and fair communication services by jointly optimizing the trajectory and power of various UAVs.

In the following subsections, an overview of the K-means algorithm is first given, then the difficulties in MADRL and the reconstruction of the optimization problem using the partially observable Markov decision process (POMDP) are briefly described. The state space, action space, reward design, and network framework in the SCTPD algorithm are described in detail. Finally, the specific training process of the SCTPD algorithm is given.

A. K-means-based User Clustering Algorithm

The K-means-based user clustering algorithm is heuristic and has a better user clustering performance in wireless communications [26]. Since multiple communication UAVs D_m serve the ground users in an area at the same time, it may cause significant interference to the communication links of the ground users, as well as in order to avoid collisions between multiple UAVs as much as possible. Therefore, the K-means algorithm is utilized to cluster ground users based on their spatial locations and correlate them with multiple UAVs to minimize the risk of interference and collision with ground users. In this algorithm, the set of user positions ({Q_{U1} , Q_{U2} , · · · , Q_{Uk} }) is input as an observation set to each UAV and the user partition is broadcast to all UAVs through the control channel [29]. The set of user locations is partitioned into M clusters based on the spatial distance between users in order to keep the users within the clusters as closely connected as possible. The sum-of-squares error is expressed as

ESS = M∑ m=1 ∑ Q_{Ui} ∈C_m

‖Q_{Ui} − u_m‖^2, (23)

where u_m denotes the average vector of clusters C_m. The K-means algorithm is utilized to find the cluster {C_1, C_2, · · · , C_M } with the smallest ESS. The specific clustering process is to first randomly select M locations as the initial cluster centers, then assign each user to the nearest cluster and recalculate the center of mass of each cluster, iterating this process repeatedly until the centers of mass of all the clusters no longer change. In this work, it assumed that all the UAVs have different initial positions. When the clustering algorithm converges, each cluster is assigned to a single communication UAV to provide secure and fair communication services based on the distance from the UAV to the center of each cluster.

B. Optimization problem based on POMDP reconstruction

In a multi-agent environment, the state of each agent changes during the training process, and the decisions and behaviors of each agent have an impact on the states and behaviors of other agents. The DRL algorithms designed for the single agent can not be utilized directly in multi-agent scenarios. To address this challenge, the MADDPG-based SCTPD algorithm is proposed in this section to solve for the trajectory and power of multiple UAVs.

In a multi-agent scenario, each agent usually only observes part of the environment information and chooses its actions independently and cannot access to the state of the whole system. Therefore, in this section, POMDP is utilized to model the system to improve the ability to understand and adapt to the environment. Each UAV is considered as agent, which is viewed as a POMDP and represented by ⟨S, A, R, P, γ⟩, where S = {o_1, · · ·, o_M , o_J} denotes the global state information of the environment, o_m (∀m) and o_J denote the partially observable state information of the communicating UAV and the jamming UAV, respectively, A = a_1 ×···×a_M ×a_J denotes the joint multi-agent action space, a_m (∀m) and a_J denote the action spaces of the communicating and the jamming UAVs, respectively, R denotes the reward space, P denotes the state transfer probability function, and γ denotes the discount factor.

In the following subsections, we first define the state, action, and reward space. Then we introduce the four NNs: the actor networks, the critic networks, and their respective target networks, which are utilized to learn the decision policy. Finally, the training algorithm is given.

C. State Space

It should be noted that two different roles of UAVs (communication and jamming UAVs) are involved in the optimization problem of this work. The state space of D_m consists of the positions of J and E, the positions of all the communication UAVs, the cumulative secrecy throughput of D_m with respect to all the users in the cluster C_m, the Euclidean distances from the endpoint, the speed, and the remaining energy consumption. Let ^Q [n] = {Q_1 [n] , · · · , Q_M [n] , Q_J [n] , Q_E [n]} and ^Rcum_m [n] = {Rcum_{m,ui} [n] , ∀u_i ∈ C_m}. Therefore, the partially observed state space of D_m is expressed as

o_m [n] = { ^Q [n] , ^R^{cum}_m [n] , ‖Q_m [n] − q^F_m‖ , v_m [n] , E_m [n] } . (24)

One can observe that D_m has a total of (2M + 7 + |C_m|) state dimensions.

The state space of J consists of the current positions of all communicating UAVs, the position of J and E, the Euclidean distance from the endpoint, the velocity and the residual energy consumption. Therefore, the partially observed state space of J is expressed as

o_J [n] = { ^Q [n] , ‖ ‖Q_J [n] − q^F_J ‖ ‖ , v_J [n] , E_J [n] } . (25)

One can observed that J has a total of (2M + 7) state dimensions.

It is worth noting that the state space of each agent includes the positional information of all UAVs. However, each agent’s state space contains only its own flight speed, energy consumption, and Euclidean distance from the endpoint. The state space of J does not include the cumulative secrecy throughput of all users.

D. Action Space

The action spaces of D_m and J consist of UAV trajectories and transmit power. Since the trajectory can be obtained by iterating through the velocity vector, the velocity vector of the UAV is used as the action to represent the trajectory equivalently. Spherical coordinates {v, φ} are used to describe the speed and flight direction of the UAV, where −π ≤ φ ≤ π denotes the azimuth angle [22]. Thus, the action spaces of D_m and J is expressed as a_i [n] = {v_i [n] , φ_i [n] , p_i [n]} , ∀i ∈ {M , J} (26) One can observed that each agent has a total of 3 action dimensions.

E. Reward Design

In DRL, the reward is utilized to evaluate state behavior, and the optimization problem is translated into the maximization of cumulative rewards through reward design [34]. In the proposed SCTPD algorithm, the reward function consists of four components: the energy consumption reward, the reachendpoint reward, the FST reward, and the constraint reward.

1) The energy consumption reward: The energy consumption reward is utilized to encourage UAVs to control their energy consumption during flight by optimizing their speed. Thus, the total FST is maximized with limited energy consumption. The energy consumption reward is defined as

r_{i,ec} [n] = −κ_{ec}P_i [n] δ_t, ∀i ∈ {M , J} , (27)

where the subscript ‘ec’ denotes energy consumption and κ_{ec} is a positive constant that adjusts the size of the reward for the energy consumption component.

2) The reach endpoint reward: To address the sparse rewards during the return to the endpoint, this work utilizes a reward shaping technique, wherein more continuous and informative feedback is provided, and learning efficiency is enhanced, making it easier for UAVs to reach the endpoint. To characterize the state in which a UAV is about to run out of energy and must return to the endpoint, a binary indicator ξ_{i,rd} [n] , ∀i ∈ {M , J} is defined as

ξ_{i,rd} [n] = { 1, if E_i [n] ≤ E_{i,min}, 0, otherwise,

(28)

where E_i [n] is given in (16) and E_{i,min} is an energy threshold. To enable UAVs to maximize the FST, based on the relationship between the Euclidean distance to the endpoint and the energy threshold, an adaptive energy threshold is defined as [33]

E_{i,min} =

P (v_{mr}) · ‖ ‖Q_i [n] − qF_i ‖ ‖ v_{mr} + E_0, ∀i ∈ {M , J} (29) where v_{mr} = arg min_{v≥0}^{P (v)}_v denotes the optimal speed for the minimum consumed energy per unit distance travel and E_0 is an energy compensation constant. Therefore, like [33], the successive reward of multiple UAVs about the endpoints is defined as (30), shown at the top of the next page, where Δd_i = ‖ ‖Q_i [n] − qF_i ‖ ‖ − ‖ ‖Q_i [n + 1] − qF_i ‖ ‖ indicates the difference between the distance between the UAV and the endpoint after moving one time slot, κ_{rd1}, κ_{rd2}, and κ_{rd3} are constants used to adjust the magnitude of the incremental distance rewards, the distance rewards, and the slope of the rewards with distance, respectively. In particular, when ξ_{i,rd} [n] = 1, the successive reward associated with the endpoint consists of κ_{rd1}Δd_i and^{κrd2}

1+κ_{rd3} ‖Q_i [n]−q^F_i ‖ . The former

denotes the incremental distance reward of the flight toward the endpoint and the latter denotes the distance reward of the UAV with respect to the endpoint position.

To indicate whether the UAV arrives at the endpoint when the energy is exhausted, a discrete arrival reward (r_{i,ar} [n] , i ∈ {M , J}) is defined as

r_{i,ar} [n] = { 0, n < N, ξ_{i,ar}κ_{ar} + (1 − ξ_{i,ar}) κ_{nar}, n = N,

(31)

where ξ_{i,ar} = 1 means that the drone reaches the endpoint in the last time slot, otherwise ξ_{i,ar} = 0, κ_{ar} is a positive constant that encourages the UAV to reach the endpoint, and κ_{nar} is a negative constant that penalizes the UAV which is not reaching.

r_{i,rd} [n] = ( κ_{rd1}Δd_i + κ_{rd2} 1 + κ_{rd3} ‖ ‖Q_i [n] − qF_i ‖ ‖ ) ξ_{i,rd} [n] , ∀i ∈ {M , J} (30)

3) The fair secrecy throughput reward: D_m works in the same frequency band such that they interfere with each other, it is necessary for all the UAVs collaborate with each other by optimizing the transmit power to maximize the total FST. The goal of the J is to increase the secrecy rate of D_m by suppressing eavesdropping. Therefore, the rewards of D_m and J is defined as

r_{i,sec} [n] = ((1 − ξ_{i,rd} [n]) κ_{th} + ξ_{i,rd} [n] κ_{nth}) × R^{ins} [n] , ∀i ∈ {M , J} , (32) where κ_{th} denotes the reward when energy is sufficient and κ_{nth} signifies the reward when the flight energy is about to be exhausted and a return to the endpoint is required. It is worth noting that κ_{th} > κ_{nth} because the reward is reduced when the energy is about to be exhausted to make the UAV tend to return to the endpoint.

4) Constraint rewards: To penalize the UAV for violating the constraints given in (22d) and (22h), the following rewards are defined as

r_{i,A} [n] = ξ_{i,A} [n] κ_A, ∀i ∈ {M , J} , (33a) r_{i,L} [n] = ξ_{i,L} [n] κ_L, ∀i ∈ {M , J} , (33b)

where ξ_{i,A} = 1 and ξ_{i,L} = 1 denote unsatisfied acceleration and distance constraints, respectively. Negative constants κ_A and κ_L indicate specific rewards for violating the acceleration constraints and distance constraints.

To summarize, in the SCTPD algorithm, the overall reward of D_m and J is expressed as

r_i [n] = r_{i,ec} [n] + r_{i,rd} [n] + r_{i,ar} [n] + r_{i,sec} [n] + r_{i,A} [n] + r_{i,L} [n] , ∀i ∈ {M , J} . (34) F. Network framework

Fig. 2 shows the network architecture of the MADDPG algorithm. In the SCTPD algorithm, D_m and J are considered as agents and the considered communication system is considered as the environment. The goal of each agent is to select the best action based on its experience to maximize the cumulative reward over time [26]. Unlike the network architecture of the DDPG algorithm, each agent in MADDPG has its actor network, critic network, and the corresponding target network. The actor network of each agent utilizes independent observations as inputs to generate actions, while the critic network of each agent uses observations and actions of all agents as inputs. In this way, the critic network is enabled to evaluate the joint actions of multiple agents more accurately, which helps the agents to make more accurate decisions.

This subsection focuses on the training process for stabilizing the MADDPG by dimensional extension in the SCTPD algorithm and its implementation in actor networks, critic networks, and their respective target networks.

1. Actor Network: In the SCTPD algorithm, the action of each agent is first normalized as v_i [n] = (^{λvi +1})^{vmax}_2 , φ_i [n] = (λφ_i +1)π_2 , P_i [n] = (λp_i +1)Pmax_2 , ∀i ∈ {M , J}, where

λ_{vi} , λ_{φi} , λ_{pi} ∈ [−1, 1]. In the NN, the Tanh activation function is used to output λ_{vi} , λ_{φi} and λ_{pi} . In the state space of D_m, ^Q [n] and ^Rcum_m [n] have respectively (2M + 4) and |C_m| dimensions, while ‖ ‖Q_m [n] − qF_m ‖ ‖, v_m [n] and E_m [n] each have only one dimension. To solve the dimension imbalance problem, a pre-diffusion network is built to extend the dimensionality of the input states for comparison with other state dimensions. More specifically, ‖ Q_m [n] − q^F_m ‖ , v_m [n], and E_m [n] are extended into the N_d, N_v and N_e dimensions. These dimensions are then combined with ^Q [n] and ^R^{cum}_m [n] as inputs to the actor and critic networks [18], [22], [23].

2. Critic Network: The inputs to the critic network are the extended states of all the agents and the joint actions. The critic network goes through the global states and actions to evaluate the goodness of the agents’ actions. In the actor network, the inputs are partially observable states. The centralized training and distributed execution training method can significantly improve the agent’s learning efficiency. The critic network has the same hidden layer structure as the actor network. The output layer of the critic network does not utilize any activation function but directly outputs the raw values [22], [23].

3. Target network: In the MADDPG algorithm, the target network computes the loss of the actor and critic networks to stabilize their updates. The NN architecture of the target network is the same as the actor network. The critic network and the target network use soft updates to update the network parameters that can make the parameters of the target network follow the changes of the current network more smoothly, which helps to reduce the instability and oscillation in the training process and improve the stability of training.

G. Training Algorithm

The proposed SCTPD algorithm in this work is mainly divided into two parts: the training phase and the implementation phase. In the training phase, each agent starts from its starting position and ends until it either runs out of batteries or reaches its end position, and the maximum number of training rounds is M_{ep}. Before the training starts, the respective NN parameters of all the agents are initialized. At the beginning of each round, the starting position, speed, and energy consumption of the multi-drone are first initialized, where the initial energy of the multi-drone battery is E_{max}. In the nth time slot of each round, each agent obtains the joint action by feeding its respective partially observed state into its respective actor policy network. A normally distributed noise N with mean 0 and standard deviation 0.1 is utilized to prevent from falling into a locally optimal policy. All agents perform this joint action to obtain a new state s [n + 1] and a reward

Fig. 2: MADDPG architecture.

(a) Average cumulative reward. (b) Average cumulative security throughput. (c) Average fairness index.

Fig. 3: The training process.

r [n] and the transition tuple {s [n] , a [n] , r [n] , s [n + 1]} at this point is stored in the experience playback buffer C. If the number of samples exceeds the storage space of the experience playback buffer, the oldest sample is replaced using the newest sample. In network updating, each agent randomly samples a fixed batch of experience from the experience playback buffer C, obtains the loss of the actor network and the critic network, and updates the network parameters by a back-propagation algorithm. The target network is then slowly updated by a soft update technique. In the implementation phase, each agent inputs the current partial observation state into their respective actor policy networks to obtain the trajectories and transmit power.

IV. SIMULATION ANALYSIS

In this subsection, the simulation results with M = 2 and K = 10 are presented to verify the feasibility of the proposed SCTPD algorithm and evaluate its performance. The

Fig. 4: Average speed per episode with training.

detailed information on the parameter settings of the multi- UAV communication system is shown in Table I. In the

Algorithm 1: MADDPG-Based SCTPD Algorithm for Problem (P_1) Initialize the network, including actor network π (s; θ^π_i ) for each agent, the target actor network with weights θ^{π′}_i = θ^π_i , the critic network Q ( s, a; θ^Q_i ) and the target critic network with weights θ^{Q′}_i = θ^Q_i . Initialize the experience replay buffer C, mini-batch size with M_b.

for episodes = 0, 1, · · · , M_{ep} do

Initialize the starting position, speed, and initial energy consumption of multiple UAVs. while E_i [n] > 0 do

for All the agents do

Each agent inputs the partially observed state o_i [n] into the respective actor network, Get action a_i [n] = π (o_i [n] ; θ^π_i ) + N , where N is the exploration noise. end Multiple UAVs performing joint maneuvers a [n], Update the state s [n + 1] and obtain the reward r [n], Store {s [n] , a [n] , r [n] , s [n + 1]} in the experience replay buffer C if Memory counters > M then

From the experience playback buffer C, remove the oldest sample. end for All the agents do

Randomly extract mini-batch size of M_b transitions from C, Update the weights θ^Q_i for the critic network and θ^π_i for the actor network. Update the weights θ^{Q′}_i of the target critic network and the weights θ^{π′}_i of the target actor network. end end end

SCTPD algorithm, D_m and J are considered agents, and each agent actor network possesses four NNs. The actor network structure for each agent consists of three hidden layers, each with 256, 128, and 64 neurons, respectively. The extended dimensions of which states are N_d = 2, N_v = 2 and N_e = 2, respectively. The actor network for each agent outputs the velocity vector and transmit power in each time slot, so the output layer has three neurons. To prevent the gradient from vanishing, the hidden layers of all the agents use the Relu function as the activation function. The hidden layer setup of the critic network is the same as that of the actor network, with the difference that the input of the critic network consists of the current states and joint actions of all the agents, and the output dimension is 1. Both the actor network and the critic network are feed-forward fully connected NNs, and the

TABLE I: List of Simulation Parameters.

Notation Value [ q^F_E; q^F_E ] [0, 300; 510, 300]^T q^I_{D1} = q^F_{D1} [200, 0]^T q^I_{D2} = q^F_{D2} [300, 0]^T q^I_J = q^F_J [250, 250]^T H 70 m R_{max} 150 E_{max} 13000 J v_{max} 20 m/s a_{max} 5 m/s a_{min} -5 m/s P^{max}_u 1 W P^{max}_J 0.3 W D 50 m B 1 MHz N_0 -170 dB β_0 - 50 dB k_f 0.95 η_a, η_b 12.08, 0.11 η_{LoS} , η_{NLoS} 1.6 dB, 23 dB δ_t 1 s κ_{ec} 1 s κ_{ar} 1 s κ_{nar} 1 s κ_{th} 25 κ_{nth} 1 κ_A -5 κ_L -10

networks are updated using the ADAM optimizer [35] with a learning rate of 0.001 and a discount factor γ of 0.9. The size of the empirical replay buffer C is 4 × 10^4, and the size of the trained small batch data M_b is 512.

To verify the effectiveness of the proposed SCTPD algorithm, two schemes are used as benchmarks and the performance is compared with that of the proposed algorithm, which are described as follows.

1) Benchmark I (‘Ben1’): In this scheme, the communication UAVs only consider maximizing the total secrecy throughput ( R^{Ben1} ) , defined as

R^{Ben1} = N∑ n=1 M∑ m=1 ∑ u_i ∈C_m b_{m,ui} [n] R^{sec}_{m,ui} [n] δ_t. (35)

Specifically, UAV will communicate with the user with the maximum security rate with the help of J and utilize the same hyperparameter and reward design as the SCTPD algorithm.

2) Benchmark II (‘Ben2’): In this scheme, without the help of J, the trajectory and power of D_m are jointly optimized to maximize the total FST (R^{sum}) of the system. The same hyperparameter and reward design as the SCTPD algorithm is used.

Fig. 3 shows the trends of the average cumulative reward ( r^{cum}_{average} ) , the average cumulative secrecy throughput ( R^{cum}_{average} ) , and the average fairness index (f_{average}), which are defined as

r^{cum}_{average} = 1 M + 1 N∑ n=1 ( r_J [n] + M∑ m=1 r_m [n] ) , (36)

R^{cum}_{average} = 1 M M∑ m=1 R^{cum}_m [N], (37)

f_{average} = 1 MN M∑ m=1 N∑ n=1 f̂_m [n]. (38)

It can be observed that the reward curve converges for all schemes as the number of training rounds increases. But because of the exploration noise, the reward fluctuates in a range. From Figs. 3(a) and 3(b), one can find that the average cumulative secrecy throughput of SCTPD exceeds that of Ben2 but is lower than that of Ben1. The reason is that fairness between users is not considered in Ben1, so communication UAVs do not need to fly frequently between users but tend to continue communicating with a user with maximum performance. Therefore, Ben1 achieves greater security throughput and cumulative reward than the SCTPD scheme, but this comes at the expense of user fairness. Based on Fig. 3(c), it can be observed that the average fairness index of the SCTPD scheme has a significant improvement compared to Ben1, which is due to the fact that under the fair scheduling scheme, the communication UAVs tend to visit all the users in the cluster, thus going to ensure fairness among the users. Specifically, to ensure fairness among users, part of the secrecy throughput is lost such that there is a trade-off between fairness and secrecy throughput. In Ben2, aerial eavesdropping capability cannot be suppressed by the jamming UAV, which results in a smaller cumulative secrecy throughput of the communication UAV during the flight cycle. However, it is worth noting that Ben2’s average fairness index significantly improves compared to Ben1 because a fair scheduling scheme is considered in Ben2.

Fig. 4 plots the trend of the average speed of UAVs as the number of training rounds increases. It can be observed that as the number of training rounds increases, the average speed first increases and then decreases and finally converges to about 11 m/s. This is because, under the energy consumption model, the UAV consumes the least energy per slot when it flies at a speed of about 10 m/s so that it can fly for a longer time and maximize the cumulative secrecy throughput.

Figs. 5(a) and 5(b) show the trend of cumulative losses of the actor network and critic network of communication and jamming UAVs as the number of training rounds increases, respectively. It can be observed that as the number of training rounds increases, the cumulative loss of both the actor network and the critic network gradually decreases and then converges to a constant. The cumulative loss of the critic network converges to zero, while that of the actor network converges to a negative number.

Fig. 6 shows the curves of constraint violation probability of the communication and jamming UAVs as the number of training rounds increases. It can be observed from Fig. 6(a) that, at the beginning of training, the probability of violating the acceleration constraint is around 0.6 to 0.4. As the number of training rounds increases, the probability of violating the acceleration constraint converges at about 700 rounds and converges between 0 and 0.1. This is because multiple UAVs will receive a discrete punitive reward if they violate the constraint in each flight slot. So that the strategy network of each agent learns how to output the appropriate flight speed and angle to meet the constraints, thereby avoiding punishment. It can be observed in Fig. 6(b) that the probability of communication UAV for violation distance constraint tends to be 0. However, the probability of J for violation distance constraints first increases and then decreases, and finally converges. This is because the user clustering algorithm is used in this work to divide users into M clusters, which are then associated with multiple communication UAVs so that the distance constraint between communication UAVs is satisfied. To fight with the aerial eavesdropper, J tends to get close to E. Therefore, as the number of training rounds increases, the probability of violation distance constraint rises first. Then, due to the punitive reward, the probability of violation distance constraint decreases and finally converges. It should be noted that there is a trade-off between constraint rewards and other rewards. When the weight of the constraint reward is too large, it may affect the secrecy communication and the learning about the return to the endpoint task.

Fig. 7 plots the speed of communication and jamming UAVs during flight. From Fig. 7(a) and Fig. 7(b), it can be observed that the flight speed of the communication UAV tends to fly at a speed of 16 m/s far from the users, while it flies at a speed of about 10 m/s near the users. This is because, under the energy consumption model, the UAV has the lowest energy consumption per time slot at 10 m/s and the longest flight distance when it tends to 18 m/s [6]. Therefore, by flying at the speed shown in Fig. 7, it is possible to fly as long as possible and to fly over the user as quickly as possible to maximize the cumulative secrecy throughput. It can be observed from Fig. 7(c) that the speed of the jamming UAV first increases and then tends to fly at a speed of about 10 m/s. This is because, first, J needs to fly as quickly as possible to the vicinity of E to reduce the SINR of E. Then, it flew around E at a speed of about 10 m/s.

Fig. 8 shows the user scheduling and secrecy rates of communication UAV during the flight cycle. It can be observed from Figs. 8(a) and 8(b) that all users in the cluster associated with the communication UAV are awakened in turn to schedule the users with the highest fair secrecy throughput in each time slot so as to ensure fairness among users. Based on Figs. 8(c) and 8(d), we find that the secrecy rate of the communication UAV in each time slot always increases first and then decreases because the communication UAV approaches and moves away the user.

Fig. 9(a) shows the two-dimensional trajectories of communication and jamming UAVs. Upon observation, it becomes apparent that the ground users are segregated into two clusters, with each cluster being served by a dedicated communication UAV. Each communication UAV starts from the starting point (marked with ⋆), flies to the user’s surroundings in turn, and tries to fly as far away from E as possible, providing secrecy and fair services for the ground users. When the energy is

(a) The actor loss of each agent. (b) The critic loss of each agent.

Fig. 5: Training loss per episode.

(a) The probability of acceleration constraint violation. (b) The probability of the distance constraint violation.

Fig. 6: The probability of constraint violation.

about to be exhausted, it returns to the destination. J flies from the starting point to send jamming signals around E to suppress the eavesdropping ability and tends to follow E’s flight trajectory to fly and maintain a certain safe distance. Finally, if energy consumption is about to run out, J will return to the endpoint. Fig. 9(b) shows the transmit power of all the UAVs. The starting point of D_1 and D_2 is very close, considering the mutual interference, so D_1 and D_2 work with a lower power. When flown to a relatively long distance, they transmit signals at approximately the maximum power. Moreover, it can be clearly found that near U_{10}, to reduce the interference to U_5 served by D_1, D_2 is more inclined to serve U_6. At the beginning, J transmits the AN with the maximum power. When near the scheduled users, J works with the lower power to reduce interference. An interesting finding is that, rather than adjusting the transmit power, UAVs are more inclined to adjust trajectories to improve communication performance. Fig. 9(c) demonstrates the FST for all schemes as the number of training rounds increases. It can be observed that the FST curve converges for all schemes as the number of training rounds increases, and the SCTPD scheme has a greater average cumulative FST than the base schemes. In Ben1, since user fairness is not considered, its FST is the worst.

Fig. 10 shows the fairness index of communication UAVs during flight. One can see that the fairness index goes up and then goes down to a constant. This is because communication UAVs need to visit each user first to ensure fairness constraints. When the communication UAV provides services to more users, the fairness index of the considered system increases with the increase in the number of users in the serviced cluster, reflecting the fairness of the communication service. When fairness constraints are met, communication UAV will continue to communicate around certain users to maximize the total secrecy rate, resulting in a decline in the fairness index.

V. CONCLUSION

In this work, the security problem of multi-UAV-aided communication systems was studied in the aerial eavesdropping scenario. To improve the security of the considered system, a friendly UAV was utilized to transmit AN signals to suppress the aerial eavesdropper. Considering the limited energy consumption and flight conditions of UAVs and the

(a) The velocity of D_1. (b) The velocity of D_2. (c) The velocity of J.

Fig. 7: The speed during the flight cycle.

(a) User scheduling for D_1. (b) User scheduling for D_2. (c) Secrecy rate for D_1. (d) Secrecy rate for D_2.

Fig. 8: User scheduling and secrecy rate during the flight cycle.

(a) The flight trajectory of the UAVs. (b) The power of the UAVs. (c) The average FST.

Fig. 9: The optimal trajectory, transmit power, and FST.

fairness among the users, we formulated an optimization problem. Firstly, all the users were clustered based on the Kmeans algorithm. Then, a new algorithm, named SCTPD, was proposed to maximize the total FST by jointly optimizing the trajectory and transmission power of all the UAVs. In addition, adaptive energy thresholds were taken into account in the reward design to balance return to the endpoint and secure communication. Simulation results verified the algorithm’s convergence and effectiveness.

REFERENCES

[1] Y. Zeng, R. Zhang, and T. J. Lim, “Wireless communications with unmanned aerial vehicles: Opportunities and challenges,” IEEE Commun. Mag., vol. 54, no. 5, pp. 36-42, May 2016.

[2] Q. Wu, J. Xu, Y. Zeng, D. W. K. Ng, N. Al-Dhahir, R. Schober, and A. L.

Swindlehurst, “A comprehensive overview on 5G-and-beyond networks with UAVs: From communications to sensing and agent,” IEEE J. Sel. Areas Commun., vol. 39, no. 10, pp. 2912-2945, Oct. 2021.

[3] B. Li, Z. Fei, and Y. Zhang, “UAV communications for 5G and beyond:

Recent advances and future trends,” IEEE Internet Things J., vol. 6, no. 2, pp. 2241-2263, Apr. 2019.

[4] Q. Wu, L. Liu, and R. Zhang, “Fundamental trade-offs in communication and trajectory design for UAV-enabled wireless network,” IEEE Wireless Commun., vol. 26, no. 1, pp. 36-44, Feb. 2019.

[5] J. Zong, C. Shen, J. Cheng, J. Gong, T.-H. Chang, L. Chen, and B. Ai, “Flight time minimization via UAV’s trajectory design for ground sensor data collection,” in Proc. 2019 16th International Symposium on Wireless Communication Systems (ISWCS), Oulu, Finland, Aug. 2019.

[6] Y. Zeng, J. Xu, and R. Zhang, “Energy minimization for wireless communication with rotary-wing UAV,” IEEE Trans. Wireless Commun., vol. 18, no. 4, pp. 2329-2345, Apr. 2019.

[7] A. Bejaoui, K.-H. Park, and M.-S. Alouini, “A QoS-oriented trajectory optimization in swarming unmanned-aerial-vehicles communications,”

Fig. 10: Fairness index of the clusters.

IEEE Wireless Commun. Lett., vol. 9, no. 6, pp. 791-794, Jun. 2020. [8] H.-M. Wang, X. Zhang, and J.-C. Jiang, “UAV-involved wireless physicallayer secure communications: Overview and research directions,” IEEE Wireless Commun., vol. 26, no. 5, pp. 32-39, Oct. 2019.

[9] Q. Wu, W. Mei, and R. Zhang, “Safeguarding wireless network with UAVs: A physical layer security perspective,” IEEE Wireless Commun., vol. 26, no. 5, pp. 12-18, Oct. 2019.

[10] J. Wang, X. Wang, R. Gao, C. Lei, W. Feng, N. Ge, S. Jin, and T. Q. S. Quek, “Physical layer security for UAV communications: A comprehensive survey,” China Commun., vol. 19, no. 9, pp. 77-115, Sept. 2022.

[11] Y. Gao, H. Tang, B. Li, and X. Yuan, “Securing energy-constrained UAV communications against both internal and external eavesdropping,” IEEE Commun. Lett., vol. 25, no. 3, pp. 749-753, Mar. 2021.

[12] B. Duo, J. Luo, Y. Li, H. Hu, and Z. Wang, “Joint trajectory and power optimization for securing UAV communications against active eavesdropping,” China Commun., vol. 18, no. 1, pp. 88-99, Jan. 2021.

[13] M. T. Mamaghani and Y. Hong, “Joint trajectory and power allocation design for secure artificial noise aided UAV communications,” IEEE Trans. Veh. Technol., vol. 70, no. 3, pp. 2850-2855, Mar. 2021.

[14] Y. Wang, L. Chen, Y. Zhou, X. Liu, F. Zhou, and N. Al-Dhahir, “Resource allocation and trajectory design in UAV-assisted jamming wideband cognitive radio networks,” IEEE Trans. Cogn. Commun. Netw., vol. 7, no. 2, pp. 635-647, Jun. 2021.

[15] H. Lei, H. Yang, K.-H. Park, I. S. Ansari, J. Jiang, and M.-S. Alouini, “Joint trajectory design and user scheduling for secure aerial underlay IoT systems,” IEEE Internet Things J., vol. 10, no. 15, pp. 13637-13648, Aug. 2023.

[16] R. Zhang, X. Pang, W. Lu, N. Zhao, Y. Chen, and D. Niyato, “Dual-UAV enabled secure data collection with propulsion limitation,” IEEE Trans. Wireless Commun., vol. 20, no. 11, pp. 7445-7459, Nov. 2021.

[17] X. Zhou, X. Zhang, H. Zhao, J. Xiong, and J. Wei, “Constrained soft actor-critic for energy-aware trajectory design in UAV-aided IoT networks,” IEEE Wireless Commun. Lett., vol. 11, no. 7, pp. 1414-1418, Jul. 2022.

[18] Y. Wang, Z. Gao, J. Zhang, X. Cao, D. Zheng, Y. Gao, D. W. K. Ng, and M. D. Renzo, “Trajectory design for UAV-based Internet of things data collection: A deep reinforcement learning approach,” IEEE Internet Things J., vol. 9, no. 5, pp. 3899-3912, Mar. 2022.

[19] M. Zhang, S. Fu, and Q. Fan, “Joint 3D deployment and power allocation for UAV-BS: A deep reinforcement learning approach,” IEEE Wireless Commun. Lett., vol. 10, no. 10, pp. 2309-2312, Oct. 2021.

[20] S. Yin, S. Zhao, Y. Zhao, and F. R. Yu, “Intelligent trajectory design in UAV-aided communications with reinforcement learning,” IEEE Trans. Veh. Technol., vol. 68, no. 8, pp. 8227-8231, Aug. 2019.

[21] K. K. Nguyen, T. Q. Duong, T. Do-Duy, H. Claussen, and L. Hanzo, “3D UAV trajectory and data collection optimisation via deep reinforcement learning,” IEEE Trans. Commun., vol. 70, no. 4, pp. 2358-2371, Apr. 2022.

[22] R. Ding, F. Gao, and X. Shen, “3D UAV trajectory design and frequency band allocation for energy-efficient and fair communication: A deep reinforcement learning approach,” IEEE Trans. Wireless Commun., vol. 19, no. 12, pp. 7796-7809, Dec. 2020.

[23] Z. Zhang, C. Xu, Z. Li, X. Zhao, and R. Wu, “Deep reinforcement learning for aerial data collection in hybrid powered NOMA-IoT networks,” IEEE Internet Things J., vol. 10, no. 2, pp. 1761-1774, Jan. 2023.

[24] D. Deng, X. Li, V. Menon, H. Chen, and M. A. Jan, “Learning-based joint UAV trajectory and power allocation optimization for secure IoT networks,” Digit. Commun. Netw., vol. 8, no. 4, pp. 415-421, Aug. 2021.

[25] H. Yang, S. Liu, L. Xiao, Y. Zhang, Z. Xiong, and W. Zhuang, “Learning-based reliable and secure transmission for UAV-RIS-assisted communication systems,” IEEE Trans. Wireless Commun., doi: 10.1109/twc.2023.3336535, 2023.

[26] S. Xu, X. Zhang, C. Li, D. Wang, and L. Yang, “Deep reinforcement learning approach for joint trajectory design in multi-UAV IoT networks,” IEEE Trans. Veh. Technol., vol. 71, no. 3, pp. 3389-3394, Mar. 2022.

[27] S. S. Khodaparast, X. Lu, P. Wang, and U. T. Nguyen, “Deep reinforcement learning based energy efficient multi-UAV data collection for IoT networks,” IEEE Open J. Veh. Technol., vol. 2, pp. 249-260, Jun. 2021.

[28] S. Yin and F. R. Yu, “Resource allocation and trajectory design in UAVaided cellular networks based on multiagent reinforcement learning,” IEEE Internet Things J., vol. 9, no. 4, pp. 2933-2943, Feb. 2022.

[29] R. Zhong, X. Liu, Y. Liu, and Y. Chen, “Multi-agent reinforcement learning in NOMA-aided UAV networks for cellular offloading,” IEEE Trans. Wireless Commun., vol. 21, no. 3, pp. 1498-1512, Mar. 2022.

[30] R. Ding, Y. Xu, F. Gao, and X. Shen, “Trajectory design and access control for air–ground coordinated communications system with multiagent deep reinforcement learning,” IEEE Internet Things J., vol. 9, no. 8, pp. 5785-5798, Apr. 2022.

[31] W. Lu, Y. Ding, Y. Gao, S. Hu, Y. Wu, N. Zhao, and Y. Gong, “Resource and trajectory optimization for secure communications in dual unmanned aerial vehicle mobile edge computing systems,” IEEE Trans. Ind. Informat., vol. 18, no. 4, pp. 2704-2713, Jun. 2022.

[32] A. Al-Hourani, S. Kandeepan, and S. Lardner, “Optimal LAP altitude for maximum coverage,” IEEE Wireless Commun. Lett., vol. 3, no. 6, pp. 569-572, Dec. 2014.

[33] H. Lei, H. Ran, I. S. Ansari, K.-H. Park, G. Pan, and M.-S. Alouini, “DDPG-based aerial secure data collection,” IEEE Trans. Commun., doi: 10.1109/TCOMM.2024.3379417, 2024.

[34] A. Y. Ng, D. Harada, and S. Russell, “Policy invariance under reward transformations: Theory and application to reward shaping,” in Proc. International Conference on Machine Learning (LCML), San Francisco CA, Jun. 1999, pp. 278-287.

[35] D. Kingma and J. Ba. “ADAM: A method for stochastic optimization,” in Proc. Int. Conf. Learn. Represent. (ICLR), 2014.