arXiv:2406.18651v1 [quant-ph] 26 Jun 2024

Contraction of Private Quantum Channels and Private Quantum Hypothesis Testing

Theshani Nuradha and Mark M. Wilde

School of Electrical and Computer Engineering, Cornell University, Ithaca, New York 14850, USA

Abstract

A quantum generalized divergence by definition satisfies the data-processing inequality; as such, the relative decrease in such a divergence under the action of a quantum channel is at most one. This relative decrease is formally known as the contraction coefficient of the channel and the divergence. Interestingly, there exist combinations of channels and divergences for which the contraction coefficient is strictly less than one. Furthermore, understanding the contraction coefficient is fundamental for the study of statistical tasks under privacy constraints. To this end, here we establish upper bounds on contraction coefficients for the hockey-stick divergence under privacy constraints, where privacy is quantified with respect to the quantum local differential privacy (QLDP) framework, and we fully characterize the contraction coefficient for the trace distance under privacy constraints. With the machinery developed, we also determine an upper bound on the contraction of both the Bures distance and quantum relative entropy relative to the normalized trace distance, under QLDP constraints. Next, we apply our findings to establish bounds on the sample complexity of quantum hypothesis testing under privacy constraints. Furthermore, we study various scenarios in which the sample complexity bounds are tight, while providing order-optimal quantum channels that achieve those bounds. Lastly, we show how private quantum channels provide fairness and Holevo information stability in quantum learning settings.

CONTENTS

I Introduction 2 I-A Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 I-B Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

II Notation and Background 4 II-A Notation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4 II-B Quantum Divergences . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 II-C Privacy Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

III Contraction under Quantum Privacy Constraints 6 III-A Contraction Coefficients under Privacy Constraints . . . . . . . . . . . . . . . . . . 7

IV Applications to Private Quantum Hypothesis Testing 14 IV-A Quantum Hypothesis Testing with No Privacy Constraints . . . . . . . . . . . . . . 15 IV-B Private Quantum Hypothesis Testing . . . . . . . . . . . . . . . . . . . . . . . . . . 15 IV-C Instance-Specific Private Channels and Sample Complexity . . . . . . . . . . . . . 20

V Contraction under (ε, δ)-QLDP channels 21

VI Other Applications 24 VI-A Quantum Fairness through QLDP . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 VI-B Stability for Quantum Learning through Private Channels . . . . . . . . . . . . . . 25

VII Concluding Remarks and Future Directions 26

References 27

Appendix 28 A Properties of Hockey-Stick Divergence . . . . . . . . . . . . . . . . . . . . . . . . . 28 B Sample Complexity in the Low Privacy Regime . . . . . . . . . . . . . . . . . . . . 31 C Proof of the Lower Bound in Remark 7 . . . . . . . . . . . . . . . . . . . . . . . . 32 D Proof of Proposition 7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33 E Other Variants of QLDP and Relation to ε-QLDP . . . . . . . . . . . . . . . . . . . 34

I. INTRODUCTION

The increase of personal data shared online, coupled with the advancement of data extraction methods, presents significant privacy risks. Statistical privacy models aim to tackle these risks in a principled manner [1]–[5]. Local differential privacy (LDP) is one such model (Definition 1), where individual data is protected while answering aggregate queries [6]. Studying statistical problems under local privacy constraints is vital for understanding the price that we have to pay to ensure privacy. To this end, the contraction of statistical measures and divergences under privacy constraints is an important technical tool. One such tool is the contraction coefficient of the total-variation distance TV(p, q) :=^1_2 ‖p − q‖_1 for two probability distributions p and q: In [7], it was shown that, under ε-LDP privacy constraints, sup M∈B^ε_c , TV(p,q)≠0 TV(M(p), M(q)) TV(p, q) = e^ε − 1 e^ε + 1

= tanh(^ε/2) , (1)

where B^ε_c denotes all ε-LDP mechanisms and M(p) and M(q) represent the probability distributions resulting from processing p and q by the private mechanism M, respectively. Bounds for the contraction coefficients of other divergences including chi-square, Hellinger, and Kullback–Leibler divergence, which are obtained by replacing total-variation distance by the respective divergence, have been studied in [8]– [10].

With the development of quantum technologies and generation of quantum data, ensuring privacy of quantum systems is an important research question. To this end, statistical privacy frameworks for quantum data have been developed recently, which are generalizations of classical statistical privacy frameworks [11]–[14]. Quantum local differential privacy (QLDP), which is a generalization of LDP, ensures that two distinct quantum states passed through a quantum channel are hard to distinguish by a measurement [13]. Several works have explored applications of these frameworks in quantum machine learning [15]–[21].

Quantifying the contraction of quantum divergences under quantum privacy constraints enables the study of statistical tasks under privacy constraints (QLDP constraints). Earlier efforts in this direction include the following: entropic inequalities under QLDP constraints on algorithms and measurements were discussed in [18], while upper bounds on contraction of divergences under QLDP algorithms were studied in [13], [22]. However, finding an exact characterization of contraction coefficients of quantum divergences under privacy constraints is still largely unexplored.

One can reexamine classical and quantum information processing tasks under privacy constraints. One such task is symmetric hypothesis testing, which is a well studied operational task both in classical and quantum information theory [23]–[25]. In this task, a weighted average of the type I and type II error probabilities is minimized, where weightings are based on prior beliefs of the occurrence of the two hypotheses. For distinguishing two probability distributions (classical) and two quantum states (quantum), asymptotically optimal error exponents are characterized by the classical Chernoff bound [26], [27] and its quantum generalization [28]–[30], respectively.

In the classical setting, the non-asymptotic regime of symmetric hypothesis testing has been well studied. To this end, the number of samples (i.e., the sample complexity) needed to distinguish two probability distributions p and q up to a fixed non-zero error is characterized by Θ ( 1/H^2(p, q) ) , where H^2(·, ·) is the square of the Hellinger divergence, defined as

H^2(p, q) := 2 ( 1 − ∑ x∈X √ p(x)q(x) ) , (2)

for p, q ∈ P(X ) discrete probability distributions over the domain X (see also the recent work [31]). The sample complexity of symmetric quantum hypothesis testing was recently studied in [32], showing that it is characterized by Θ ( 1/ [d_B(ρ, σ)]^2 ) , where [d_B(ρ, σ)]^2 is the Bures distance defined in (10) (see also Theorem 3).

Symmetric hypothesis testing under LDP constraints (when one has access to privatized data samples in contrast to the data from original distributions) has been extensively studied in a chain of works [8]–[10], [33], [34]. In [8], a contraction bound of the Kullback–Leibler divergence relative to the total-variation distance has been derived, which implies that one needs

n = Θ ( 1 ε^2[TV(p, q)]^2 ) (3) samples to achieve a constant error probability while ensuring ε-LDP, for ε ≪ 1. In [10, Lemma 2], the following lower and upper bounds were established to achieve ε-LDP, for ε > 0, and a fixed error probability of 1/10, with the prior probabilities of the distributions occurring fixed to 1/2: 4 35 max { e^ε 2(e^ε − 1)^2[TV(p, q)]^2 , (e^ε + 1)^2 (e^ε − 1)^2H^2(p, q) } ≤ n ≤ 2 ln(5)(e^ε + 1)^2 (e^ε − 1)^2[TV(p, q)]^2

. (4)

In the quantum setting, under local privacy constraints, an upper bound on the error exponent in asymmetric hypothesis testing (minimizing the type II error probability while the type I error probability is fixed) was presented in [22, Corollary 5.14]. However, the study of the non-asymptotic regime of symmetric quantum hypothesis testing under privacy constraints has been left as an open research direction.

A. Contributions

In this paper, we study the contraction of quantum divergences under privacy constraints imposed by QLDP. As an application, we consider the non-asymptotic regime of the statistical task of quantum symmetric hypothesis testing when we have access to privatized quantum states.

First, we derive an upper bound on the privatized contraction coefficient of the hockey-stick divergence (Theorem 1, Corollary 1). As a result, for the special case of γ = 1, we find an upper bound on the privatized contraction coefficient of the normalized trace distance. Using this to establish the converse and mechanism that satisfies QLDP (Proposition 1) for achievability, we show that the privatized contraction coefficient for the normalized trace distance under ε-QLDP mechanisms is precisely equal to (e^ε −1)/(e^ε + 1). Moreover, using the above results, we provide upper bounds on the contraction of the Bures distance and quantum relative entropy relative to normalized trace distance in Proposition 2 and Proposition 3, respectively.

Together with the tools developed, we provide upper and lower bounds on the sample complexity when symmetric hypothesis testing is carried out with access to privatized quantum states (Theorem 4). The upper and lower bounds in Theorem 4 do not match in general: the upper bound scales as 1/[T (ρ, σ)]^2 whereas the lower bound scales as 1/T (ρ, σ). For the specific case in which the states are orthogonal, we prove that the sample complexity scales as Θ ( [(e^ε + 1)/(e^ε − 1)]^2 ) , showcasing the cost of privacy (Corollary 2). Furthermore, we consider a specific setting where the private mechanism is chosen from a special class of channels (defined in (156)) depending on the states used in the hypothesis testing task. There, we establish that the sample complexity is characterized by Θ ( (1/ [εT (ρ, σ)])^2 ) for ε < 1. In this case, we show that a channel belonging to QLDP mechanisms proposed in Proposition 1 achieves order optimality. We also find that under certain low privacy regimes (higher ε) the private sample complexity is behaving similar to then non-private setting (Proposition 6). We extend our analysis to private sample complexity bounds of multiple hypothesis testing and asymmetric hypothesis testing in Remark 8 and Remark 9, respectively.

Moreover, we also precisely characterize the privatized contraction coefficient of the trace distance under (ε, δ)-QLDP privacy constraints in Theorem 5, via a different proof argument for converse when compared to the proof of Theorem 2. To this end, we show that the privatized contraction coefficient under these privacy constraints evaluates to (e^ε − 1 + 2δ)/(e^ε + 1), generalizing the finding in Theorem 2.

Lastly, with the use of the contraction bounds derived in this work, in Proposition 8 we provide stronger characterizations of fairness through QLDP channels compared to the known result [14, Proposition 14]. We also address the open question of providing bounds on the Holevo information after applying private channels identified in [35], by formally deriving that those private channels satisfy Holevo information stability (see Proposition 9).

B. Organization

The rest of our paper is organized as follows. First we introduce notation and required background in Section II. We study privatized contraction coefficients under local-quantum privacy constraints in Section III, which may be of independent interest for a wide spectrum of statistical tasks under privacy constraints. Using the tools developed in Section III, we present how the sample complexity of quantum symmetric hypothesis testing scales with the privacy parameters and the states of interest (see Section IV). In addition, we also characterize the privatized contraction coefficient of trace distance under (ε, δ)-QLDP privacy constraints in Section V, generalizing some results presented in Section III. Furthermore, we explore applications in ensuring fairness and stability in learning algorithms in Section VI. Lastly, we conclude our paper in Section VII with a summary and some future directions to explore.

II. NOTATION AND BACKGROUND

A. Notation

We begin by reviewing basic concepts from quantum information theory and refer the reader to [36], [37] for more details. A (classical or quantum) system R is identified with a finite-dimensional Hilbert space H_R. We denote the set of linear operators acting on H_R by L(H_R). The support of a linear operator X ∈ L(H_R) is defined to be the orthogonal complement of its kernel, and it is denoted by supp(X). Let Tr[C] denote the trace of C and let Tr_A[C] denote the partial trace of C over the subsystem A. The trace norm of a matrix B is defined as ‖B‖_1 := Tr[ √ B^†B]. For operators A and B, the notation A ≥ B indicates that A − B is a positive semi-definite (PSD) operator, while A > B indicates that A − B is a positive definite operator.

A quantum state ρ_R ∈ L(H_R) on R is a PSD, unit-trace operator acting on H_R. We denote the set of all quantum states in L(H_R) by D(H_R). A state ρ_R of rank one is called pure, and we may choose a normalized vector |ψ⟩ ∈ H_R satisfying ρ_R = |ψ⟩⟨ψ| in this case. Otherwise, ρ_R is called a mixed state. A quantum channel N : L(H_A) → L(H_B ) is a linear, completely positive and trace-preserving (CPTP) map from L(H_A) to L(H_B). We often use the shorthand N_{A→B} for such a channel, and we use the notation CPTP to denote the set of all quantum channels. We denote the adjoint of N by N^†. A measurement of a quantum system R is described by a positive operator-valued measure (POVM) {M_y}_{y∈Y} , which is defined to be a collection of PSD operators satisfying ∑ y∈Y M_y = I_R, where Y is a finite alphabet.

According to the Born rule, after applying the above POVM to ρ ∈ D(H_R), the probability of observing the outcome y is given by Tr[M_yρ].

B. Quantum Divergences

Here we define quantum divergences that will be used throughout this work. We call a distinguishability measure D(·‖·) a generalized divergence [38] if it satisfies the data-processing inequality; i.e., for every channel N , state ρ, and PSD operator σ, D(ρ‖σ) ≥ D(N (ρ)‖N (σ)) . (5) For σ a state, the normalized trace distance between the states ρ and σ is defined as T (ρ, σ) := 1 2 ‖ρ − σ‖_1 . (6) It generalizes the total-variation distance between two probability distributions. The quantum hockey-stick divergence is defined as [38] E_γ (ρ‖σ) := Tr[(ρ − γσ)_+] , (7)

where (A)_+ := ∑ i:a_i≥0 ai|i⟩⟨i| for a Hermitian operator A = ∑ i a_i|i⟩⟨i|. For γ = 1, observe that E_1(ρ‖σ) = T (ρ, σ). The quantum relative entropy is defined as [39] D(ρ‖σ) := { Tr[ρ(log ρ − log σ)] if supp(ρ) ⊆ supp(σ) +∞ otherwise

, (8)

the Uhlmann fidelity as [40] F (ρ, σ) := ‖√ ρ √ σ ‖_2 1 , (9)

and the square of the Bures distance d_B (ρ, σ) as

[d_B(ρ, σ)]^2 := 2 ( 1 − √ F (ρ, σ) ) . (10)

C. Privacy Models

We review privacy frameworks for both the classical and quantum settings, focusing especially on the local setting in which the privacy of individual entries and quantum states are ensured, respectively. Local differential privacy (LDP) allows for answering queries about aggregate quantities while protecting the individual entries without the need of a central trustworthy data curator [6]. We note that a randomized privacy mechanism A, as mentioned below, is described by a (regular) conditional probability distribution P_{A|X} for its output given the data.

Definition 1 (Classical Local Differential Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. A randomized mechanism A : X → Y is (ε, δ)-local differentially private if P ( A(x) ∈ B ) ≤ e^ε P ( A(x^′) ∈ B ) + δ, (11)

for all x, x^′ ∈ X and B ⊆ Y measurable. We say that A satisfies ε-LDP if it satisfies (ε, 0)-LDP.

Quantum local differential privacy (QLDP) ensures the privacy of quantum states, which are given as inputs to a private quantum channel [13], [14].

Definition 2 (Quantum Local Differential Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. Let A be a quantum algorithm (viz., a quantum channel). The algorithm A is (ε, δ)-local differentially private if Tr[MA(ρ)] ≤ e^εTr[MA(σ)] + δ, ∀ρ, σ ∈ D(H), ∀M : 0 ≤ M ≤ I. (12) We say that A satisfies ε-QLDP if it satisfies (ε, 0)-QLDP.

Remark 1 (Connection to Hockey-stick Divergence). (ε, δ)-QLDP of a mechanism A is equivalent to the following condition: sup ρ,σ∈D(H) E_eε (A(ρ)‖A(σ)) ≤ δ, (13) where E_γ (·‖·) is defined in (7) for γ ≥ 1. This was shown for (ε, δ)-QLDP in [13, Eq. (V.1)]. We provide a brief proof here for convenience: For all states ρ and σ and for every measurement operator M (i.e., satisfying 0 ≤ M ≤ I), the ε-QLDP criterion in (12) can be arranged as Tr[M (A(ρ) − e^εA(σ))] ≤ δ. Then, we have sup ρ,σ∈D(H) E_eε (A(ρ)‖A(σ)) = sup_{ρ,σ∈D(H)} Tr [ (A(ρ) − e^εA(σ))_+ ] (14)

= sup ρ,σ∈D(H) sup 0≤M≤I Tr[M (A(ρ) − e^εA(σ))] (15) ≤ δ, (16) concluding the claim. For the case where δ = 0, ε-QLDP is equivalent to sup ρ,σ∈D(H) E_eε (A(ρ)‖A(σ)) = 0, (17)

since Tr [ (A(ρ) − e^εA(σ))_+ ] ≥ 0 in (14).

Furthermore, it is sufficient to consider the supremum over orthogonal pure states in (13). That is, (ε, δ)-QLDP is equivalent to sup ρ,σ∈D(H) E_eε (A(ρ)‖A(σ)) = sup_{φ1⊥φ2} E_eε (A(φ_1)‖A(φ_2)) ≤ δ, (18)

where φ_1 and φ_2 are orthogonal pure states. This is implied by the proof of [13, Theorem II.2]. We provide an alternative proof for this fact in Appendix A.

Remark 2 (Connection to Max-Relative Entropy). ε-QLDP is also equivalent to the following constraint: sup ρ,σ∈D(H) D_{max} ( A(ρ)‖A(σ) ) ≤ ε, (19) as shown in [14, Eq. (193)] (see also [13, Lemma III.2] with δ = 0), where the max-relative entropy is defined as [41]

D_{max}(ρ‖σ) := ln inf {λ : ρ ≤ λσ} (20)

= ln sup_{0≤M≤I} Tr[Mρ] Tr[Mσ] . (21)

The inequality in (19) can also be inferred from the dual formulation of max-relative entropy in (21), together with Definition 2.

III. CONTRACTION UNDER QUANTUM PRIVACY CONSTRAINTS In this section, we first propose a quantum mechanism that satisfies ε-QLDP, and we then proceed to evaluating the contraction of generalized divergences, with an emphasis on the hockey-stick divergence and normalized trace distance under privacy constraints, as imposed by QLDP.

Let A^p_{Dep} be the depolarizing channel

A^p_{Dep}(ρ) := (1 − p)ρ + p d I, (22)

where p ∈ [0, 1] and d is the dimension of the Hilbert space on which ρ acts. In [14, Remark 9], a mechanism achieving ε-QLDP based on a depolarizing channel was presented. However, the parameters therein depend on d. Here, we present a mechanism that employs a measurement channel along with the depolarizing channel to achieve ε-QLDP, where the parameters are independent of d.

Proposition 1 (QLDP Mechanism). For all ε ≥ 0 and p ∈ [0, 1], the mechanism A^p_{Dep} ∘ M satisfies ε-QLDP if p ≥ 2 e^ε + 1

, (23)

where, for a fixed measurement operator M (satisfying 0 ≤ M ≤ I) and for an input state ω, the measurement channel M is defined as M(ω) := Tr[Mω]|0⟩⟨0| + Tr[(I − M)ω]|1⟩⟨1|. (24) Proof: Fix ρ, σ, d = 2, and M such that 0 ≤ M ≤ I and consider that Tr [ MA^p_{Dep}(M(ρ)) ] Tr [ MA^p_{Dep}(M(σ)) ] − 1 = (1 − p)Tr[MM(ρ)] +^p_d Tr[M] (1 − p)Tr[MM(σ)] +^p_d Tr[M]

− 1 (25) = (1 − p)Tr[M(M(ρ) − M(σ))] (1 − p)Tr[MM(σ)] +^p_d Tr[M]

(26) ≤ (1 − p)|Tr[M(M(ρ) − M(σ))]| p d Tr[M]

. (27)

Consider that Tr[M(M(ρ) − M(σ))] ≤ ‖M‖_1 ‖M(ρ) − M(σ)‖_1 2 (28) ≤ Tr[M], (29) where the last inequality follows because ‖M‖_1 = Tr[M], given that M ≥ 0, and the normalized trace distance of quantum states is bounded from above by one.

Given the above, together with (27), if ε ≥ ln ( 1 + d(1 − p) p ) , (30)

then Tr [ MA^p_{Dep}(M(ρ)) ] Tr [ MA^p_{Dep}(M(σ))

] ≤ e^ε. (31)

By recalling that d = 2, and rearranging terms in (30), we arrive at (23).

A. Contraction Coefficients under Privacy Constraints

Let ρ and σ be quantum states. A generalized divergence by its definition satisfies data processing under every channel N ; i.e., D(ρ‖σ) ≥ D(N (ρ)‖N (σ)) . (32) For some cases, this contraction can be characterized more tightly if there exists η_D ∈ (0, 1) such that the following inequality holds for all ρ and σ: η_D D(ρ‖σ) ≥ D(N (ρ)‖N (σ)) . (33) Here we define privatized contraction coefficients as follows: η^ε_D := sup_{N ∈Bε,} ρ,σ∈D, D(ρ‖σ)≠0 D(N (ρ)‖N (σ)) D(ρ‖σ) , (34) where B^ε corresponds to the set of all ε-QLDP mechanisms, defined formally as

B^ε := { N ∈ CPTP : sup_{ρ,σ∈D(H)} E_eε (N (ρ)‖N (σ)) = 0 } . (35)

In the above, we made use of the previously stated fact that (17) is equivalent to ε-QLDP.

Contraction under private channels has been studied in [13] by choosing normalized trace distance as the quantum divergence. In particular, Corollary V.I therein states that, for a channel N that satisfies ε-QLDP, T (N (ρ), N (σ)) ≤ η^ε_T T (ρ, σ), (36) where η^ε_T ≤ e^ε − 1 e^ε . (37)

Observe that Theorem 1 below improves this upper bound, and Theorem 2 states that the bound from Theorem 1 is in fact tight.

In this spirit, we define the following privatized contraction coefficient for the hockey-stick divergence E_γ : η^ε_{Eγ} := sup_{N ∈Bε,} ρ,σ∈D, E_γ (ρ‖σ)≠0 E_γ (N (ρ)‖N (σ)) E_γ (ρ‖σ) . (38)

Observe that γ = 1 corresponds to the normalized trace distance.

Next we provide an upper bound on the privatized contraction coefficient defined in (38) for γ ∈ [1, e^ε]. Note that η^ε_{Eγ} = 0 for γ ≥ e^ε, as a consequence of (17) and the fact that E_γ is monotone non-increasing in γ [42, Lemma 4.2]. The privatized contraction coefficient of the hockey-stick divergence in the classical privacy setting (i.e., analogous to Theorem 1) was established in [43, Theorem 1], and our proof below is inspired by their proof.

Theorem 1 (Privatized Contraction Coefficient of Hockey-Stick Divergence). For γ ∈ [1, e^ε], the privatized contraction coefficient η^ε_{Eγ} satisfies the following inequality: η^ε_{Eγ} ≤ e^ε − γ e^ε + 1

. (39)

Proof: Let N be an arbitrary channel from L(H_A) to L(H_B). By [13, Theorem II.2], we have that sup_{ρ,σ∈D} E_γ (N (ρ)‖N (σ)) E_γ (ρ‖σ) = sup_{|ϕ⟩⊥|ψ⟩} E_γ (N (|ϕ⟩⟨ϕ|)‖N (|ψ⟩⟨ψ|)) , (40) where |ϕ⟩ ⊥ |ψ⟩ denotes orthogonal state vectors. Then consider that η^ε_{Eγ} = sup_{N ∈Bε} sup_{|ϕ⟩⊥|ψ⟩} E_γ (N (|ϕ⟩⟨ϕ|)‖N (|ψ⟩⟨ψ|)) (41) = sup_{|ϕ⟩⊥|ψ⟩,} N : E_eε(N (|ϕ⟩⟨ϕ|)‖N (|ψ⟩⟨ψ|))=0, E_eε(N (|ψ⟩⟨ψ|)‖N (|ϕ⟩⟨ϕ|))=0 E_γ (N (|ϕ⟩⟨ϕ|)‖N (|ψ⟩⟨ψ|)) (42)

≤ sup ρ^′,σ^′∈D(H_B ),d_B ≥1, E_eε(ρ^′‖σ^′ )=E_eε(σ^′‖ρ^′)=0 E_γ (ρ^′‖σ^′) , (43)

where the second equality follows from the hockey-stick divergence equivalent form of QLDP given in (17), and the last inequality because the set being optimized over is larger. Note that the case d_B = 1 is trivial since the only one-dimensional state is the number 1, and the hockey-stick divergence is equal to zero for such one-dimensional states.

Next, we show that we can restrict the above optimization to a qubit space d_B = 2 as follows: consider the measurement channel

M(ω) := Tr[Π_+ω]|0⟩⟨0| + Tr[(I − Π_+)ω]|1⟩⟨1|, (44)

where Π_+ is the projection onto the positive eigenspace of ρ^′ − γσ^′. With that, one can check that, for all γ ≥ 1, E_γ (ρ^′‖σ^′) = E_γ (M(ρ^′)‖M(σ^′)) . (45)

To this end, by data processing and non-negativity of the hockey-stick divergence, we arrive at

0 = E_eε (ρ^′‖σ^′) ≥ E_eε (M(ρ^′)‖M(σ^′)) ≥ 0, (46)

implying that E_eε (M(ρ^′)‖M(σ^′)) = 0. Proceeding with the above ideas, we can rewrite the right-hand side of (43) as sup ρ^′,σ^′∈D(H_B ),d_B ≥2, E_eε(M(ρ^′)‖M(σ^′ ))=E_eε(M(σ^′)‖M(ρ^′ ))=0

E_γ (M(ρ^′)‖M(σ^′)) . (47)

Define the state ω_p := p|0⟩⟨0| + (1 − p)|1⟩⟨1|, (48) and observe that the output of the channel M is a special case of this state with p = Tr[Π_+ω]. Then, we find an upper bound on (47), which is sup p,q∈[0,1], E_eε (ω_p‖ω_q )=E_eε (ω_q ‖ω_p)=0

E_γ (ω_p‖ω_q). (49)

Putting this together with the inequality in (43), we arrive at η^ε_{Eγ} ≤ sup_{p,q∈[0,1],} E_eε(ω_p‖ω_q )=E_eε(ω_q ‖ω_p)=0

E_γ (ω_p‖ω_q) (50) = sup_{p,q∈[0,1],} q≤p≤min{qe^ε, qe^{−ε}+1−e^{−ε}} p − γq (51)

= e^ε − γ e^ε + 1

. (52)

The fact that (50) and (52) are equal was stated in the proof of [43, Theorem 1]. Here we provide a short proof for convenience: The first equality above follows from the fact that the states ω_p and ω_q correspond to Bernoulli distributions with parameters p and q, respectively, and the reasoning given below: E_eε (ω_p‖ω_q) = 0 is equivalent to p ≤ e^εq and (1 − p) ≤ e^ε(1 − q), and E_eε (ω_q‖ω_p) = 0 is equivalent to q ≤ e^εp and (1−q) ≤ e^ε(1−p). Without loss of generality, suppose that q ≤ p. Then all of these inequalities can be written in the following compact form: q ≤ p ≤ min{qe^ε, qe^{−ε} +1−e^{−ε}}. The last equality follows by solving the linear program. Indeed, we can eliminate p by noting that min{qe^ε, qe^{−ε} + 1 − e^{−ε}} ≤ 1 and thus we can maximize its value by picking p = min{qe^ε, qe^{−ε} + 1 − e^{−ε}}. From there, observe that qe^ε ≤ qe^{−ε} + 1 − e^{−ε} is equivalent to q ≤ 1/(e^ε + 1), and qe^ε ≥ qe^{−ε} + 1 − e^{−ε} is equivalent to q ≥ 1/(e^ε + 1). With this, p − γq is supremized at q = 1/(e^ε + 1). This concludes the proof.

Hockey-stick divergence is defined as (7) for γ ≥ 1. Now, similar to the classical definition of hockeystick divergence (see [43, Eq.12]), we extend the definition of hockey-stick divergence for γ ≥ 0 as follows:

E_γ (ρ‖σ) := sup_{0≤M≤I} Tr[M(ρ − γσ)] − (1 − γ)_+, (53)

where ρ and σ are states and (x)_+ := max{0, x}. This definition recovers (7) for γ ≥ 1 since (1−γ)_+ = 0.

Lemma 1. Let γ ≥ 0 and ρ and σ be states. Then, E_γ (ρ‖σ) = γE 1_γ (σ‖ρ), (54) where E_γ (·‖·) is defined in (53).

Proof: Let 0 ≤ γ ≤ 1. By applying (53), consider that E_γ (ρ‖σ) = sup_{0≤M≤I} Tr[M(ρ − γσ)] − (1 − γ) (55) = sup_{0≤M≤I} Tr[(I − M)(ρ − γσ)] − (1 − γ) (56) = sup_{0≤M≤I} Tr[M(γσ − ρ)] (57)

= γ sup_{0≤M≤I} Tr [ M ( σ − 1 γ ρ )] (58) = γE 1_γ (σ‖ρ), (59) where the last inequality follows by applying (53) with 1/γ ≥ 1 since γ ≤ 1.

For γ^′ ≥ 1, substituting γ = 1/γ^′ in (59), we conclude the proof. Recall that A ∈ B^ε is equivalent to sup ρ,σ∈D(H) E_eε (A(ρ)‖A(σ)) = 0. (60)

Now, using Lemma 1, we also have that sup ρ,σ∈D(H) E_e−ε (A(ρ)‖A(σ)) = 0. (61) Furthermore, using the monotoncity of γ^′ → E_γ′ for γ^′ ≥ 1, for γ ≤ e^{−ε} E 1_γ (A(ρ)‖A(σ)) ≤ E_eε (A(ρ)‖A(σ)) = 0. (62) This then leads to E_γ (A(ρ)‖A(σ)) = 0 for γ ≤ e^{−ε} and sup ρ,σ∈D(H) E_γ (A(ρ)‖A(σ)) = 0. (63)

Next, we quantify the contraction of hockey-stick divergence for γ ∈ [e^{−ε}, 1] similar to Theorem 1 for γ ∈ [1, e^ε].

Corollary 1 (Contraction of Hockey-Stick Divergence under QLDP). Let γ ∈ [e^{−ε}, 1], A ∈ B^ε, and ρ and σ be states. Then, we have that E_γ (A(ρ)‖A(σ)) ≤ γe^ε − 1 γ(e^ε + 1) E_γ (ρ‖σ), (64) where E_γ (·‖·) is defined in (53). Furthermore, for γ ∈ [e^{−ε}, 1] privatized contraction coefficient of hockeystick divergence η^ε_{Eγ} satisfies the following inequality: η^ε_{Eγ} ≤ γe^ε − 1 γ(e^ε + 1)

. (65) Proof: Since γ ∈ [e^{−ε}, 1], 1/γ ∈ [1, e^ε]. By applying Lemma 1, we obtain the following: E_γ (A(ρ)‖A(σ)) = γE 1_γ (A(σ)‖A(ρ)) (66) ≤ γ e^ε − 1/γ e^ε + 1

E 1_γ (σ‖ρ) (67)

= γe^ε − 1 γ(e^ε + 1) E_γ (ρ‖σ), (68) where the first inequality follows from Theorem 1 with 1/γ ≥ 1 and the last equality by applying Lemma 1 again.

By dividing both sides by E_γ (ρ‖σ), and supremizing over all A ∈ B^ε and all states such that E_γ (ρ‖σ) ≠ 0, we arrive at the desired result.

In fact, Theorem 1 and Corollary 1 strengthen the previously known upper bound on the privatized contraction coefficient for the normalized trace distance (i.e., η^ε_T by choosing γ = 1), as recalled in (37). Next, Theorem 2 states that the upper bound from Theorem 1, for trace distance, is indeed tight. Under ε-classical local differential privacy (recall Definition 1), Theorem 2 was presented as [7, Corollary 2.9]. Our method of proof is different from that presented for [7, Corollary 2.9].

Theorem 2 (Privatized Contraction Coefficient of Trace Distance). Let ε ≥ 0 and ρ and σ be states such that T (ρ, σ) ≠ 0. We have sup_{N ∈Bε} T (N (ρ), N (σ)) T (ρ, σ) = e^ε − 1 e^ε + 1

. (69)

Consequently, the privatized contraction coefficient for the trace distance under ε-QLDP is given by

η^ε_T = e^ε − 1 e^ε + 1

. (70)

Proof: In Proposition 1, choose M = Π_+ for the measurement channel M, which is the projection onto the positive eigenspace of ρ − σ. We then conclude that T (M(ρ), M(σ)) = T (ρ, σ). (71) To this end, consider the composition A^p_{Dep} ∘ M, T ( (A^p_{Dep} ∘ M)(ρ), (A^p_{Dep} ∘ M)(σ) ) = (1 − p)T (ρ, σ), (72) and choose p = 2/(e^ε + 1) to ensure that A^p_{Dep} ∘ M is ε-QLDP.

Then, for the channel A^p_{Dep} ∘ M and states ρ and σ, we find that T ( (A^p_{Dep} ∘ M)(ρ), (A^p_{Dep} ∘ M)(σ) ) T (ρ, σ) = 1 − p = e^ε − 1 e^ε + 1

. (73)

In addition, by the definition of η^ε_T , for this choice of channel and states we get the following inequality: T ( (A^p_{Dep} ∘ M)(ρ), (A^p_{Dep} ∘ M)(σ) ) T (ρ, σ) = e^ε − 1 e^ε + 1

≤ η^ε_T . (74)

By picking γ = 1 in Theorem 1, we also conclude that

η^ε_{E1} = η^ε_T ≤ e^ε − 1 e^ε + 1

. (75)

We conclude the equality in (69) by combining (74) and (75), and we conclude the equality in (70) by supremizing over ρ and σ such that T (ρ, σ) ≠ 0.

Next, we apply the findings of Theorem 1 and Theorem 2 to obtain contraction bounds for other quantum divergences under QLDP privacy constraints.

Proposition 2 (Contraction of Bures Distance under ε-QLDP). Let A be an ε-QLDP mechanism, and let ρ and σ be states. Then [d_B (A(ρ), A(σ))]^2 ≤ 2

(e^{ε/2} − 1)^2 e^ε + 1 T (ρ, σ). (76)

Proof: Recall from [22, Eq. (5.50)],

[d_B(ρ, σ)]^2 = 2 ( 1 − √ F (ρ, σ) ) ≤ H_{1/2}(ρ‖σ) , (77)

where H_{1/2}(ρ‖σ) := 1 2 ∫_∞ 1 [E_γ (ρ‖σ) + E_γ (σ‖ρ)] γ^{−3/2} dγ. (78)

Now, as a consequence of the fact that A ∈ B^ε implies that E_eε (A(ρ)‖A(σ)) = 0 and E_eε (A(σ)‖A(ρ)) = 0, consider that sup_{A∈Bε} H_{1/2}(A(ρ)‖A(σ)) ≤ sup A : E_eε(A(ρ)‖A(σ))=0, E_eε(A(σ)‖A(ρ))=0 H_{1/2}(A(ρ)‖A(σ)) . (79)

We use this to show the following, employing similar techniques used in the proof of [10, Theorem 1]: sup_{A∈Bε} H_{1/2}(A(ρ)‖A(σ)) ≤ 2 (e^{ε/2} − 1)^2 e^ε + 1 T (ρ, σ). (80) To this end, by definition, sup A : E_eε(A(ρ)‖A(σ))=0, E_eε(A(σ)‖A(ρ))=0 H_{1/2}(A(ρ)‖A(σ))

= sup A : E_eε(A(ρ)‖A(σ))=0, E_eε(A(σ)‖A(ρ))=0 1 2 ∫_∞ 1 [E_γ (A(ρ)‖A(σ)) + E_γ (A(σ)‖A(ρ))] γ^{−3/2} dγ (81)

= sup A : E_eε(A(ρ)‖A(σ))=0, E_eε(A(σ)‖A(ρ))=0 1 2 ∫_eε 1 [E_γ (A(ρ)‖A(σ)) + E_γ (A(σ)‖A(ρ))] γ^{−3/2} dγ (82)

≤ sup A : E_eε(A(ρ)‖A(σ))=0, E_eε(A(σ)‖A(ρ))=0 1 2 ∫_eε 1 e^ε − γ e^ε + 1

[E_γ (ρ‖σ) + E_γ (σ‖ρ)] γ^{−3/2} dγ (83)

= 1 2 ∫_eε 1 e^ε − γ e^ε + 1

[E_γ (ρ‖σ) + E_γ (σ‖ρ)] γ^{−3/2} dγ (84) ≤ E_1(ρ‖σ) ∫_eε 1 e^ε − γ e^ε + 1 γ^{−3/2} dγ (85) = 2 (e^{ε/2} − 1)^2 (e^ε + 1) T (ρ, σ), (86) where the second equality follows from the fact that E_eε (A(ρ)‖A(σ)) = E_eε (A(σ)‖A(ρ)) = 0 and γ → E_γ (·‖·) is a monotonically decreasing function for γ ≥ 1; first inequality by applying Theorem 1; third equality by E_γ (ρ‖σ) ≤ E_1(ρ‖σ) for γ ≥ 1; and finally the last equality by solving the integral and substituting E_1(·‖·) = T (·, ·).

With the use of (77) and the inequality derived above, we conclude the proof of the upper bound. Remark 3 (Another Contraction for Bures Distance). By [44, Theorem 2.1] we have 1 − √ F ( A(ρ), A(σ) ) ≤ T ( A(ρ), A(σ) ) e^{Dmax(A(ρ)‖A(σ))/2} 1 + e^{Dmax(A(ρ)‖A(σ))/2} . (87)

Applying Theorem 2 together with the fact that A ∈ B^ε is equivalent to sup ρ,σ∈D(H) D_{max} ( A(ρ)‖A(σ) ) ≤ ε, (88) for all ρ, σ ∈ D, we obtain the following:

[d_B(A(ρ), A(σ))]^2 ≤ 2 (e^ε − 1)e^{ε/2} (e^ε + 1)(e^{ε/2} + 1) T (ρ, σ). (89) However, this bound is weaker than the bound presented in Proposition 2.

Proposition 3 (Contraction of Quantum Relative Entropy under Local Privacy). Let A be an ε-QLDP mechanism, and let ρ and σ be quantum states. Then D(A(ρ)‖A(σ)) ≤ ε ( e^ε − 1 e^ε + 1 ) T (ρ, σ). (90) Proof: Using the integral form of the quantum relative entropy in [22, Eq. (1.6)], we have D(A(ρ)‖A(σ)) = ∫_∞ 1 1 γ E_γ (A(ρ)‖A(σ)) + 1 γ^2

E_γ (A(σ)‖A(ρ)) dγ (91) = ∫_{r1} 1 1 γ E_γ (A(ρ)‖A(σ)) dγ + ∫_{r2} 1 1 γ^2 E_γ (A(σ)‖A(ρ)) dγ, (92) where r_1 ≡ e^{Dmax(A(ρ)‖A(σ))} , r_2 ≡ e^{Dmax(A(σ)‖A(ρ))} , (93)

and we made use of [22, Eq. (2.3)]. Since A ∈ B^ε, we have sup_{ρ,σ∈D(H)} D_{max} ( A(ρ)‖A(σ) ) ≤ ε and we arrive at D(A(ρ)‖A(σ)) ≤ ∫_eε 1 1 γ E_γ (A(ρ)‖A(σ)) dγ + ∫_eε 1 1 γ^2

E_γ (A(σ)‖A(ρ)) dγ (94) ≤ ∫_eε 1 1 γ e^ε − γ e^ε + 1 E_γ (ρ‖σ) + 1 γ^2 e^ε − γ e^ε + 1

E_γ (σ‖ρ) dγ (95) ≤ T (ρ, σ) (∫_eε 1 1 γ e^ε − γ e^ε + 1 + 1 γ^2 e^ε − γ e^ε + 1 dγ ) (96) = ε e^ε − 1 e^ε + 1 T (ρ, σ), (97) where the second inequality follows from Theorem 1; the third inequality from E_γ (ρ‖σ) ≤ E_1(ρ‖σ) = T (ρ, σ) for all γ ≥ 1 due to monotonicity of the hockey-stick divergence with respect to γ; and finally the last equality by evaluating the integral.

Note that the inequality in (90) can alternatively be obtained by using [22, Proposition 5.3] together with Theorem 2 obtained in this work. In that case, it is also important to note that Theorem 1 is a key ingredient in the proof of Theorem 2 to obtain a tight privatized contraction coefficient for the trace distance.

Let f : (0, ∞) → R be a convex and twice differentiable function satisfying f(1) = 0. Then, for all quantum states ρ and σ, recall the quantum f-divergence defined in [22, Definition 2.3]: D_f (ρ‖σ) := ∫_∞ 1 f^{′′}(γ)E_γ (ρ‖σ) + γ^{−3}f^{′′}(γ^{−1})E_γ (σ‖ρ) dγ. (98)

Using Lemma 1, we obtain the following equivalent expression for the above quantum f-divergence. Proposition 4 (Equivalent Expression for f-Divergence). Let ρ and σ be states. Then, D_f (ρ‖σ) defined in (98) is equivalent to the following expression: D_f (ρ‖σ) = ∫_∞ 0 f^{′′}(γ)E_γ (ρ‖σ) dγ, (99) where E_γ (·‖·) is defined in (53).

Proof: Consider that ∫_∞ 1 γ^{−3}f^{′′}(γ^{−1})E_γ (σ‖ρ) dγ = ∫_∞ 1 γ^{−3}f^{′′}(γ^{−1})γE 1_γ (ρ‖σ) dγ (100) = ∫_∞ 1 γ^{−2}f^{′′}(γ^{−1})E 1_γ (ρ‖σ) dγ (101) = ∫_1 0 f^{′′}(ν)E_ν (ρ‖σ) dν (102)

where the first equality follows from Lemma 1 and the last equality follows by change of variables with the substitution ν = γ^{−1}.

Then, we have that D_f (ρ‖σ) = ∫_∞ 0 f^{′′}(γ)E_γ (ρ‖σ) dγ + ∫_1 0 f^{′′}(ν)E_ν (ρ‖σ) dν (103) = ∫_∞ 0 f^{′′}(γ)E_γ (ρ‖σ) dγ, (104) concluding the proof.

Similar to previous cases, the privatized contraction of such an f-divergence (defined in (98)) relative to the normalized trace distance can be bounded from above as follows:

Proposition 5 (Contraction of f-Divergences under Privacy Constraints). Let A be an ε-QDP mechanism. Then for all ρ, σ states we have D_f (A(ρ)‖A(σ)) ≤ f(e^ε) + e^εf(e^{−ε})

e^ε + 1 T (ρ, σ), (105) where D_f (·‖·) is defined in (98).

Proof: Consider that D_f (A(ρ)‖A(σ)) ≤ ∫_eε 1 f^{′′}(γ) e^ε − γ e^ε + 1

E_γ (ρ‖σ) + γ^{−3}f^{′′}(γ^{−1}) e^ε − γ e^ε + 1

E_γ (σ‖ρ) dγ (106) ≤ 1 e^ε + 1 (∫_eε 1 (f^{′′}(γ) + γ^{−3}f^{′′}(γ^{−1}))(e^ε − γ) dγ ) T (ρ, σ) (107) = f(e^ε) + e^εf(e^{−ε}) e^ε + 1 T (ρ, σ), (108) where the first inequality follows from Theorem 1 together with (17), the second inequality from E_γ (ρ‖σ) ≤ T (ρ, σ) for all γ ≥ 1 and the last inequality by integration by parts with the use of f(1) = 0 and^{d2}_{dγ2} γf(γ^{−1}) = γ^{−3}f^{′′}(γ^{−1}) (also see the proof of [22, Proposition 5.2]).

Note that the inequality in (105) is tighter than the bounds obtained by combining [22, Proposition 5.2] with the contraction bound previously known for trace distance (i.e., that in (37)).

IV. APPLICATIONS TO PRIVATE QUANTUM HYPOTHESIS TESTING In this section, we first review the problem setup of symmetric hypothesis testing without privacy constraints, and then we formulate the private hypothesis testing setup. With the use of tools developed in Section III, we characterize bounds on the sample complexity of the private variant, both in the general and special settings.

A. Quantum Hypothesis Testing with No Privacy Constraints

Problem setup: Suppose that there are two states ρ and σ, and ρ^{⊗n} is selected with probability p ∈ (0, 1) and σ^{⊗n} is selected with probability q = 1 − p. The sample complexity is equal to the minimum value of n needed to reach a constant error probability in deciding which state was selected. To define this quantity formally, let us recall that the Helstrom–Holevo theorem [23], [24] states that the optimal error probability p_e(ρ, σ, p, q) of symmetric quantum hypothesis testing is as follows:

p_e(ρ, σ, p, q) := min_{M1,M2≥0} {p Tr[M_2ρ] + q Tr[M_1σ] : M_1 + M_2 = I} (109) = 1 2 (1 − ‖pρ − qσ‖_1) . (110)

With this in mind, we are assuming in this paradigm that there is a constant α ∈ [0, 1], and our goal is to determine the minimum value of n such that p_e ( ρ^{⊗n}, σ^{⊗n}, p, q ) := 1 2 ( 1 − ‖ pρ^{⊗n} − qσ^{⊗n} ‖ 1 ) ≤ α. (111)

To this end, let us define

SC_{(ρ,σ)}(α, p, q) := min { n ∈ N : p_e ( ρ^{⊗n}, σ^{⊗n}, p, q ) ≤ α } . (112)

We also use the shorthand SC_{(ρ,σ)} to refer to this quantity when (α, p, q) are clear from the context.

Theorem 3 (Sample Complexity of Symmetric Hypothesis Testing (Theorem 7 and Corollary 8 of [32])). Fix the error probability α ∈ (0, pq). Then for non-orthogonal states ρ and σ, max { ln(pq/α) − ln F (ρ, σ) , pq − α(1 − α) pq [d_B(ρ, σ)]^2 } ≤ SC_{(ρ,σ)}(α, p, q) ≤ 2 ln (_{√pq} α ) − ln F (ρ, σ) . (113)

By using the fact − ln( √ x) ≥ 1 − √ x for all x > 0, we have that − ln F (ρ, σ) ≥ [d_B (ρ, σ)]^2. Then, considering α, p, q to be constants and applying Theorem 3, we arrive at SC_{(ρ,σ)}(α, p, q) = Θ ( 1 [d_B(ρ, σ)]^2 ) . (114)

B. Private Quantum Hypothesis Testing

In Section IV-A, we reviewed the notion of sample complexity of symmetric quantum hypothesis testing and recalled bounds on it. Now, we ask the question: how will this be affected if privacy of the quantum states is required? In particular, when we have access to the states A(ρ) and A(σ), where A is a private quantum mechanism, how many samples of an unknown privatized state (i.e., A(ρ) or A(σ)) do we need to achieve a fixed error probability α?

In this work, we employ QLDP as our privacy metric, which is defined in Definition 2. Now, we are ready to formally define the sample complexity of private hypothesis testing. Let A be an ε-QLDP mechanism. Then

SC^A_{(ρ,σ)}(α, p, q) := min { n ∈ N : p_e ( (A(ρ))^{⊗n}, (A(σ))^{⊗n}, p, q ) ≤ α } , (115)

where p_e(·) is defined in (110). The sample complexity under ε-QLDP is defined as follows: SC^ε_{(ρ,σ)}(α, p, q) := inf_{A∈Bε} SC^A_{(ρ,σ)}(α, p, q), (116) where B^ε represents all ε-QLDP mechanisms, as defined in (35). We also use the shorthand SC^ε_{(ρ,σ)} to refer to the above quantity when (α, p, q) are clear from the context or when they are treated as constants.

Remark 4 (Worst-Case Sample Complexity). When defining SC^ε_{(ρ,σ)}, we infimize over the set of channels, B^ε. This corresponds to the best-case scenario. However, if we consider the worst-case scenario by instead taking the supremum over B^ε, the resulting sample complexity is unbounded. To see this, let us consider a replacement channel R, where the channel replaces all inputs to the channel with a fixed, arbitrary state ω. Then the channel described is indeed private with R(ρ) = R(σ) = ω. However, in this construction, we cannot distinguish ρ and σ by having access to the privatized data (i.e., R(ρ) and R(σ)), leading to an unbounded sample complexity.

Next, we provide upper and lower bounds on SC^ε_{(ρ,σ)}.

Theorem 4 (Bounds on Private Sample Complexity). Let p ∈ (0, 1), set q := 1 − p, and let ρ and σ be states. Fix the error probability α ∈ (0, pq). For ε > 0, the following holds: max { SC_{(ρ,σ)}(α, p, q), C_{ε,p,q,α} T (ρ, σ) } ≤ SC^ε_{(ρ,σ)}(α, p, q) ≤ ⌈ 2 ln (√ pq α )( (e^ε + 1) (e^ε − 1)T (ρ, σ) )_2⌉ , (117)

where SC_{(ρ,σ)}(α, p, q) is defined in (112) and C_{ε,p,q,α} := max { ln(pq/α)(e^ε + 1) ε(e^ε − 1) , (pq − α(1 − α)) (e^ε + 1) 2pq (e^{ε/2} − 1)^2 } . (118)

Proof: First notice that, by applying a QLDP channel A, for ε > 0 on states ρ and σ, it is guaranteed that the states A(ρ) and A(σ) are not orthogonal. This is due to the fact that orthogonal states can be perfectly distinguished, which indeed violates the privacy requirement if it happens. With this, the current setup of privatized states satisfies the requirements needed to apply Theorem 3.

Upper bound: Notice that due to − ln(x) ≥ 1 − x for x > 0 1 − ln √ F (ρ, σ) ≤ 2 [d_B(ρ, σ)]^2 ≤ 2 [T (ρ, σ)]^2

, (119)

where the last inequality follows from the Fuchs-van-de-Graaf inequalities [45], as below: T (ρ, σ) ≤ √ 1 − F (ρ, σ) ≤ √ 2 ( 1 − √ F (ρ, σ) ) = d_B(ρ, σ). (120)

By fixing a private channel A, consider the distinguishability of the states A(ρ) and A(σ). To this end, by applying Theorem 3 and (119), we see that the sample complexity SC^A_{(ρ,σ)} satisfies the following:

SC^A_{(ρ,σ)} ≤

2 ln (_{√pq} α ) [T (A(ρ), A(σ))]^2

, (121)

With that, we have SC^ε_{(ρ,σ)} ≤ inf_{A∈Bε} 2 ln (_{√pq} α ) [T (A(ρ), A(σ))]^2

, (122)

This can further be bounded by choosing a specific channel that satisfies ε-QLDP. To this end choose A = A^p_{Dep}∘M from Proposition 1 by setting M = Π_+, which is the projection onto the positive eigenspace of ρ − σ. This channel has also been used in the proof of Theorem 2. From there, apply (73) to get

SC^ε_{(ρ,σ)} ≤

2 ln (_{√pq} α ) [ T ((A^p_{Dep} ∘ M)(ρ), (A^p_{Dep} ∘ M)(σ))

]_2

(123)

= ⌈ 2 ln (√ pq α )( (e^ε + 1) (e^ε − 1)T (ρ, σ) )_2⌉

, (124)

concluding the proof of the upper bound in (117).

Lower bound: To obtain the first part of the lower bound, observe that with the data processing of the channel A^{⊗n} and applying [37, Proposition 5.2] we have p_e ( ρ^{⊗n}, σ^{⊗n}, p, q ) ≤ p_e ( (A(ρ))^{⊗n}, (A(σ))^{⊗n}, p, q ) . (125) Then using the definitions of sample complexity in (115), we have that SC_{(ρ,σ)}(α, p, q) ≤ SC^A_{(ρ,σ)}(α, p, q). (126) Next, optimizing over A ∈ B^ε, we arrive at SC_{(ρ,σ)}(α, p, q) ≤ SC^ε_{(ρ,σ)}(α, p, q). (127) To obtain the second part of the lower bound in (117), notice that − ln F (ρ, σ) = ~D_{1/2}(ρ‖σ) ≤ D(ρ‖σ), (128) where ~D_{1/2} is the sandwiched Rényi relative entropy of order α = 1/2 [46], [47], and the last inequality follows from the α-monotonicity of the sandwiched Rényi relative entropy, as well as the fact that lim_{α→1} ~D_α = D (see also Proposition 7.28 and Proposition 7.29 in [37]). This leads to the following set of inequalities: SC^ε_{ρ,σ)} ≥ inf_{A∈Bε} ln(pq/α) − ln F (A(ρ), A(σ)) (129) ≥ inf_{A∈Bε} ln(pq/α) D(A(ρ)‖A(σ)) (130)

≥ ln (pq α ) (eε + 1) ε(e^ε − 1)T (ρ, σ) , (131)

where the last inequality follows from Proposition 3.

The second part of the lower bound follows by using Proposition 2 and the lower bound from Theorem 3 as follows: SC^ε_{ρ,σ)} ≥ inf_{A∈Bε} pq − α(1 − α) pq [d_B(A(ρ), A(σ))]^2

(132) ≥ (pq − α(1 − α)) (e^ε + 1) 2pq (e^{ε/2} − 1)^2 T (ρ, σ)

. (133)

Combining the two lower bounds completes the proof of the lower bound in (117). Corollary 2 (Sample Complexity for Distinguishing Orthogonal States). Let ρ and σ be orthogonal quantum states. For ε > 0 and α ≤ pq, by choosing α, p, q as constants,

SC^ε_{(ρ,σ)} = Θ (( e^ε + 1 e^ε − 1

)_2) . (134)

Furthermore, in the high privacy regime (i.e., when ε < 1), we obtain the following:

SC^ε_{(ρ,σ)} = Θ ( 1 ε^2 ) . (135)

Proof: First notice that

(e^{ε/2} − 1)^2 e^ε + 1 ≤ ( e^{ε/2} − 1 e^{ε/2} + 1

)_2 ≤ ( e^ε − 1 e^ε + 1

)_2

, (136)

with the first inequality following from (e^{ε/2} + 1)^2 ≥ e^ε + 1 and the second from monotonicity of x → tanh(x) =^{e2x−1}_{e2x+1} . Then the lower bound in (133) simplifies to SC^ε_{ρ,σ)} ≥ (pq − α(1 − α)) (e^ε + 1)^2 2pq (e^ε − 1)^2 T (ρ, σ)

. (137)

Together with the upper bound in Theorem 4 and the substitution T (ρ, σ) = 1 for orthogonal states, we complete the first part of the proof.

The equality in (135) follows from applying (134), along with the constraint ε < 1, as follows: Firstly, we have e^ε + 1 e^ε − 1 ≥ 1 ε , (138)

by observing that the left-hand side is equal to ( tanh(^x/2) )_{−1} and applying tanh(^x/2) ≤ x for all x > 0.

Also e^ε + 1 e^ε − 1 ≤ 4 ε . (139)

due to tanh(^x/2) ≥ x/4 for x ∈ [0, 1]. This concludes the proof of (135).

Remark 5 (Order Optimality). In the setting discussed in Corollary 2 for orthogonal states, the ε-QLDP mechanism presented in Proposition 1 is order optimal (i.e., optimal up to constant factors) for all ε > 0. Remark 6 (Cost of Privacy). For orthogonal states, we need only one sample of the unknown state to declare whether it is ρ or σ when we have access to non-privatized samples of ρ or σ. However, to achieve ε-QLDP, the input states are privatized by applying the channel A, so that we have access to A(ρ) and A(σ) only. To this end, we need samples on the order of Θ((e^ε + 1)/(e^ε − 1)) for all ε > 0, which is apparent from Corollary 2.

In addition, by [14, Proposition 10], for an ε-QLDP mechanism A and for all states ρ and σ, we have D(A(ρ)‖A(σ)) ≤ min { ε, ε^2 2 } . (140)

Applying that in the proof of the lower bound of Theorem 4 (in particular, in (130)), it follows that, for all distinct states ρ and σ, we require

SC^ε_{(ρ,σ)} = Ω ( 1 min{ε, ε^2} ) , (141)

in order to ensure ε-QLDP, where ε > 0.

Remark 6 discusses about the cost of privacy when we have access to privatized data samples instead of original data. Next, we show that when certain conditions are met, the impact of privacy on the sample complexity is not significant and is comparable to the non-private sample complexity. Proposition 6 (Sample Complexity in the Low-Privacy Regime). Let ρ and σ be qubit states, and let ε > 0. If ( e^ε − 1 e^ε + 1

)_2 ≥ 1 [d_B (ρ, σ)]^2

, (142)

then SC^ε_{(ρ,σ)} = Θ ( 1 [d_B(ρ, σ)]^2 ) . (143)

Furthermore, for ρ and σ general quantum states, if ( e^ε − 1 e^ε + 1

)_2 ≥ 1 [d_B (ρ, σ)]^2

, (144)

then Ω ( 1 [d_B(ρ, σ)]^2 ) ≤ SC^ε_{(ρ,σ)} ≤ O ( L_{k,k}′ [d_B (ρ, σ)]^2 ) , (145)

where L_{k,k}′ := ( max { 1, min{k, k^′} 2 })_2 , (146)

k^′ := ln ( 4/ [d_B(ρ, σ)]^2 ) , and k is the number of distinct eigenvalues of the operator ρ#σ^{−1}, as defined in Eq. (246).

Proof: See Appendix B.

Note that from Proposition 6, when ρ and σ are qubits, the order optimality in sample complexity is achieved by the privatization mechanism presented in Proposition 1 by choosing the measurement channel to correspond the measurement on to the eigenbasis of ρ#σ^{−1}.

Remark 7 (Different Private Mechanisms). Previously, we considered the setting in which the same private mechanism A ∈ B^ε is applied to each sample of ρ or σ. We can also define another variant in which different mechanisms are applied at each stage; namely, A_i ∈ B^ε for all i ∈ {1, . . . , n}. Then, we define the associated sample complexity as follows: ~SC^ε_{(ρ,σ)} := inf_{Ai∈Bε} ∀i∈{1,...,n} min{n ∈ N : p_e(A_1(ρ) ⊗ · · · ⊗ A_n(ρ), A_1(σ) ⊗ · · · ⊗ A_n(σ), p, q) ≤ α} , (147) By choosing each A_i to be the same mechanism, we conclude the following inequality: ~SC^ε_{(ρ,σ)} ≤ SC^ε_{(ρ,σ)}. (148)

With that, the upper bound given in Theorem 4 still holds. However, the lower bound may not hold. To this end, we prove the following: for α ≤ min{p, q}

~SC^ε_{(ρ,σ)} ≥ 2 ( 1 − α min{p, q} )_2 (e^ε + 1) ε(e^ε − 1)T (ρ, σ) . (149)

The proof is presented in Appendix C.^1

Under this setting, also for orthogonal states ρ and σ and choosing α, p, q as constants, when ε < 1, we arrive at ~SC^ε_{(ρ,σ)} = Θ ( 1 ε^2 ) , (150)

implying that having different mechanisms may not improve the sample complexity for this case.

Above, we considered A_i chosen independent of A_j, where i ≠ j. It would be an interesting future work to understand whether adaptive strategies could decrease the sample complexity or number of copies of the privatized states required to minimize the cost of privacy.

Remark 8 (Private Multiple Hypothesis Testing). The sample complexity of private multiple hypothesis testing for a tuple of states (ρ_m)^M_{m=1} with the prior probabilities (p_m)^M_{m=1} to achieve at most α error probability is defined as

SC^ε_{(ρi)}M_{i=1} := inf_{A∈Bε} { n ∈ N : inf

(Λ^{(n)}_1 ,...,Λ^{(n)}_M ) M∑ m=1 p_mTr [ (I^{⊗n} − Λ^{(n)}_m ) (A(ρ_m))^{⊗n} ] ≤ α } , (151)

1Note that this lower bound also holds in the case where we consider the same private channel for every copy of the state.

where Λ^{(n)}_1 , . . . , Λ^{(n)}_M ≥ 0 and ∑_M m=1 Λ^{(n)}m = I^{⊗n}. Then, with the use of tools from the proof of Theorem 4 and [32, Theorem 11], we arrive at

max_{m≠m̄} ln (_{pmpm̄} (p_m+p_{m̄})α ) (e^ε + 1)

ε(e^ε − 1)T (ρ_m, ρ_{m̄})

≤ SC^ε_{(ρi)}M_{i=1} ≤ ⌈ max_{m≠m̄} 2 ln ( M(M − 1) √ p_m √ p_{m̄} 2α ) ( (e^ε + 1) (e^ε − 1)T (ρ_m, ρ_{m̄})

)_2⌉ . (152)

Remark 9 (Private Asymmetric Hypothesis Testing). We define the private asymmetric hypothesis testing sample complexity as follows: Let ρ and σ be states with α_1, α_2 ∈ (0, 1) and ε ≥ 0

n^∗(ρ, σ, ε, α_1, α_2) = inf_{A∈Bε} inf_{Λ(n)} { n ∈ N : Tr[(I^{⊗n} − Λ^{(n)})A(ρ)^{⊗n}] ≤ α_1, Tr[Λ^{(n)}A(σ)^{⊗n}] ≤ α_2, 0 ≤ Λ^{(n)} ≤ I^{⊗n} } , (153)

where B^ε is defined in (35). A lower bound on n^∗(ρ, σ, ε, α_1, α_2) is as follows:

n^∗(ρ, σ, ε, α_1, α_2) ≥ max sup_{β>1} ln (_{(1−α} 1)^{β′} α_2 )

min{ε, ε^2β/2} , sup_{β>1} ln (_{(1−α} 2)^{β′} α_1 )

min{ε, ε^2β/2} , (154)

where β^′ :=^β_{β−1} . The proof follows by applying [14, Proposition 9] together with the lower bound presented in [32, Theorem 9]. In particular, we use the following inequality: Let A ∈ B^ε and β > 1 ~D_β(A(ρ)‖A(σ)) ≤ min { ε, ε^2β 2 } < +∞, (155)

where ~D_β is the sandwiched Rényi relative entropy of order β [46], [47].

C. Instance-Specific Private Channels and Sample Complexity

In the discussions above, we considered the set of all ε-QLDP mechanisms, denoted by B^ε, and chose the best mechanism from this set that requires the smallest number of samples for the hypothesis testing task. Next, we select an instance-specific set of channels, denoted by W^ε_{(ρ,σ)} (defined in (156)) and characterize the sample complexity in distinguishing two states ρ and σ. For ε ≥ 0, define

W^ε_{(ρ,σ)} := { A ∈ B^ε : max{λ_{min}(A(ρ)) , λ_{min}(A(σ))} ≥ 1 e^ε + 1 } , (156)

where λ_{min}(ω) denotes the minimum eigenvalue of ω.

Although a minimum eigenvalue constraint might seem restrictive, we note here that this constraint is imposed on the output states after applying private mechanisms, where the private channel may map the input state to a lower dimensional space. Furthermore, this class of channels is non-empty, and it also includes practically relevant channels. To this end, the depolarization mechanism with flip parameter p > 0 belongs to this class for all states ρ and σ under certain conditions. Moreover, the mechanism proposed in Proposition 1 also belongs to this class, and we prove it formally in the proof of Proposition 7 below.

Let us now define the private sample complexity achieved by ensuring privacy through the set of channels W^ε_{(ρ,σ)}: ^SC^ε_{(ρ,σ)} := inf_{A∈W ε} (ρ,σ) SC^A_{(ρ,σ)}(α, p, q). (157) By definition, the following inequality holds (whenever W^ε_{(ρ,σ)} is non-empty):

SC^ε_{(ρ,σ)} ≤ ^SC^ε_{(ρ,σ)}. (158)

Proposition 7 (Instance-Specific Private Sample Complexity Bounds). Let p ∈ (0, 1) and set q := 1 − p. Fix the error probability α ∈ (0, pq). Let ρ and σ be distinct quantum states. The following inequalities hold ln (pq α ) 1 e^ε + 1 ( (e^ε + 1) (e^ε − 1)T (ρ, σ) )_2

≤ ^SC^ε_{(ρ,σ)} ≤ ln (√ pq α ) ( (e^ε + 1) (e^ε − 1)T (ρ, σ) )_2

. (159)

Furthermore, for high privacy regime ε < 1 choosing p, q to be constants, we conclude that

^SC^ε_{(ρ,σ)} = Θ (( 1 εT (ρ, σ) )_2)

. (160)

Proof: See Appendix D.

Remark 10 (Impact of Dimension with a Less Restricted Setting). By choosing ^W^ε_{(ρ,σ)} := { A ∈ B^ε : max{λ_{min}(A(ρ)) , λ_{min}(A(σ))} ≥ 1 e^ε + d − 1 } , (161)

we arrive at the following upper and lower bounds on the sample complexity ln (pq α ) 1 e^ε + d − 1 ( (e^ε − 1) (e^ε − 1)T (ρ, σ) )_2

≤ inf A∈ ^W^ε_{(ρ,σ)} SC^A_{(ρ,σ)}(α, p, q) ≤ ln (√ pq α ) ( (e^ε + d − 1) (e^ε − 1)T (ρ, σ) )_2 . (162) The lower bound follows similarly to the proof of Proposition 7. To obtain the upper bound choose the following ε-QLDP mechanism: A^p_{Dep} with p ≥ d/(e^ε + d − 1) satisfies ε-QLDP ( [14, Eq. (129)]). The class of channels in ^W^ε_{(ρ,σ)} is a larger set compared to (156). However, the gap between the upper and lower bounds in (162) increases with d, the dimension of the states.

Remark 11 (Order Optimality). In the setting discussed in Proposition 7 with ε < 1, the ε-QLDP mechanism presented in Proposition 1 achieves order-optimality (optimal up to constant factors) in terms of sample complexity.

V. CONTRACTION UNDER (ε, δ)-QLDP CHANNELS In the previous sections, we focused on privacy constraints imposed by ε-QLDP with δ = 0.

Generalizing (34), set δ ≥ 0, and define privatized contraction coefficients under (ε, δ)-QLDP privacy constraints as follows: η^{ε,δ}_D := sup_{N ∈Bε,δ,} ρ,σ∈D, D(ρ‖σ)≠0 D(N (ρ)‖N (σ)) D(ρ‖σ) , (163)

where B^{ε,δ} corresponds to the set of all (ε, δ)-QLDP mechanisms, defined formally as B^{ε,δ} := { N ∈ CPTP : sup_{ρ,σ∈D(H)} E_eε (N (ρ)‖N (σ)) ≤ δ } . (164)

Next, we quantify the contraction of the normalized trace distance by instantiating the quantum generalized divergence to be the normalized trace distance. The following extends Theorem 2 and provides an alternative proof for the converse bound in the proof of Theorem 2.

Theorem 5 (Contraction of Trace Distance under (ε, δ)-QLDP Constraints). Let ε, δ ≥ 0, and let ρ and σ be states such that T (ρ, σ) ≠ 0. Then sup N ∈B^{ε,δ} T (N (ρ), N (σ)) T (ρ, σ) = e^ε − 1 + 2δ e^ε + 1

. (165)

Consequently, the privatized contraction coefficient for the trace distance under (ε, δ)-QLDP is given by η^{ε,δ}_T = e^ε − 1 + 2δ e^ε + 1

. (166)

Proof: Converse bound: Let ρ and σ be states, let γ ≥ 1, and consider that (γ + 1)T (ρ, σ) = (γ + 1) sup_{0≤M≤I} Tr[M(ρ − σ)] (167) = sup_{0≤M≤I} {Tr[M(ρ − γσ)] + Tr[M(γρ − σ)]} (168) ≤ sup_{0≤M≤I} {Tr[M(ρ − γσ)]} + sup_{0≤M≤I} {Tr[M(γρ − σ)]} (169) = E_γ (ρ‖σ) + γ sup_{0≤M≤I} Tr [ M ( ρ − 1 γ σ )] (170) = E_γ (ρ‖σ) + E_γ (σ‖ρ) + γ − 1, (171) where the penultimate equality follows from the variational representation of the hockey-stick divergence from [13, Lemma II.1] and the last equality follows from the following reasoning (see also the symmetry property of hockey-stick divergence in [13, Eq. (II.21)]):

E_γ (σ‖ρ) = sup_{0≤M≤I} Tr[M(σ − γρ)] (172) = sup_{0≤M≤I} Tr[(I − M)(σ − γρ)] (173) = Tr[σ − γρ] + sup_{0≤M≤I} Tr[M(γρ − σ)] (174)

= (1 − γ) + γ sup_{0≤M≤I} Tr [ M ( ρ − 1 γ σ )] . (175) With the above setup, choose ρ = A(|ϕ⟩⟨ϕ|) and σ = A(|ψ⟩⟨ψ|), where A ∈ B^{ε,δ} and |ϕ⟩⟨ϕ|, |ψ⟩⟨ψ| are orthogonal pure states together with γ = e^ε. Then, we have (e^ε + 1)T (A(|ϕ⟩⟨ϕ|), A(|ψ⟩⟨ψ|)) ≤ E_eε (A(|ϕ⟩⟨ϕ|)‖A(|ψ⟩⟨ψ|)) + E_eε (A(|ψ⟩⟨ψ|)‖A(|ϕ⟩⟨ϕ|)) + e^ε − 1 (176) ≤ 2δ + e^ε − 1, (177) where the last inequality follows due to A ∈ B^{ε,δ} and applying the constraints E_eε (ρ‖σ) ≤ δ and E_eε (σ‖ρ) ≤ δ. We arrive at T (A(|ϕ⟩⟨ϕ|), A(|ψ⟩⟨ψ|)) ≤ 2δ + e^ε − 1 e^ε + 1

. (178)

Next, with the choice γ = 1 in (40), we have for all A ∈ B^{ε,δ} sup_{ρ,σ∈D} T (A(ρ), A(σ)) T (ρ, σ) = sup_{|ϕ⟩⊥|ψ⟩} T (A(|ϕ⟩⟨ϕ|), A(|ψ⟩⟨ψ|)) (179) ≤ 2δ + e^ε − 1 e^ε + 1

, (180)

where the last inequality follows from (178).

So we conclude that sup A∈B^{ε,δ} T (A(ρ), A(σ)) T (ρ, σ) ≤ η^{ε,δ}_T ≤ 2δ + e^ε − 1

e^ε + 1

. (181)

Achievability bound: Let A = A^p_{Dep} ∘ M with p = 2(1 − δ)/(e^ε + 1), where M corresponds to (24). First, we need to show that A ∈ B^{ε,δ}. To this end, consider that E_eε (A(ρ)‖A(σ)) ≤ max { 0, (1 − e^ε) p 2 + (1 − p)E_eε (M(ρ)‖M(σ)) } (182)

≤ max { 0, (1 − e^ε) p 2 + (1 − p) } (183) ≤ max{0, δ} (184) = δ, (185)

where the first inequality follows from [13, Lemma IV.1], the second inequality from E_eε (M(ρ)‖M(σ)) ≤ 1, and the last inequality by substituting p = 2(1 − δ)/(e^ε + 1). This shows that for all ρ, σ, E_eε (A(ρ)‖A(σ)) ≤ δ, proving that A ∈ B^{ε,δ}.

Now choose M in (24) to be the projection onto the positive eigenspace of ρ − σ. With that we have

T (A(ρ), A(σ)) = (1 − p)T (ρ, σ) (186) = 2δ + e^ε − 1

e^ε + 1 T (ρ, σ), (187) showing that for all ρ, σ such that T (ρ, σ) ≠ 0 with the specific choice of A = A^p_{Dep} ∘ M, we achieve the upper bound in (181), concluding the proof.

Corollary 3 (Contraction of f-divergences under (ε, δ)-QLDP). Let ε, δ ≥ 0 with A satisfying (ε, δ)- QLDP. For states ρ and σ, we have D_f (A(ρ)‖A(σ)) ≤ e^ε − 1 + 2δ

e^ε + 1

D_f (ρ‖σ), (188)

where D_f (·‖·) is defined in (98).

Proof: Proof follows by applying the fact that the contraction coefficient of the f-divergence is upper bounded by the contraction coefficient of trace distance [22, Lemma 4.1] together with Theorem 5. Remark 12 (Improvement Compared to Existing Results). [13, Corollary V.I] states the following upper bound: η^{ε,δ}_T ≤ e^ε − 1 + δ e^ε . (189)

Theorem 5 provides a tight characterization of the privatized contraction coefficient under (ε, δ)-QLDP constraints, which can be seen from e^ε − 1 + δ e^ε − e^ε − 1 + 2δ e^ε + 1 = (1 − δ)(e^ε − 1)

e^ε(e^ε + 1)

≥ 0. (190)

By using Theorem 5 instead of (189), it is possible to improve the upper bound on the error exponent in asymmetric hypothesis testing with privatized quantum states (A(ρ) and A(σ)), as presented in [22, Corollary 5.14], as follows: For all A satisfying (ε, δ)-QLDP we have that lim_{n→∞} − 1 n ln β_ν ( A(ρ)^{⊗n}‖A(σ)^{⊗n} ) = D(A(ρ)‖A(σ)) ≤ e^ε − 1 + 2δ e^ε + 1 D(ρ‖σ), (191) where ν ∈ (0, 1) and β_ν ( A(ρ)^{⊗n}‖A(σ)^{⊗n} ) := inf_{Λ(n)}

Tr[Λ^{(n)}A(σ)^{⊗n}] :

Tr[(I^{⊗n} − Λ^{(n)})A(ρ)^{⊗n}] ≤ ν, 0 ≤ Λ^{(n)} ≤ I^{⊗n}

. (192)

Remark 13 (Private Quantum Hypothesis Testing under (ε, δ)-QLDP). In Theorem 4, we provide bounds on the sample complexity of private quantum hypothesis testing where privacy constraints consist of ε-QLDP with δ = 0. For the case where δ ≥ 0, the upper bound therein can be generalized as follows: inf_{A∈Bε,δ} SC^A_{(ρ,σ)}(α, p, q) ≤ ⌈ 2 ln (√ pq α )( (e^ε + 1) (e^ε − 1 + 2δ)T (ρ, σ)

)_2⌉ . (193)

This follows by the use of the mechanism introduced in the achievability part of the proof of Theorem 5 together with the similar techniques used in the proof of the upper bound in Theorem 4.

We leave the characterization of sample complexity of hypothesis testing when privacy is imposed by (ε, δ)-QLDP for future work. In Appendix E, we provide some tools that may be of relevance to accomplish this goal. In particular, we prove several connections between ε-QLDP and (ε, δ)-QLDP mechanisms, which may potentially be used to infer about the impact of (ε, δ)-QLDP constraints using the formal guarantees derived for ε-QLDP in Theorem 4.

VI. OTHER APPLICATIONS In this section, we show how the results presented in Section III find use in several applications, including quantum fairness and learning settings, in which we provide formal guarantees on the level of fairness and stability of learning algorithms.

A. Quantum Fairness through QLDP

Classical decision models including machine learning models are prone to discriminating against individuals based on different characteristics, for example, skin color or gender [48]. This has even led to legal mandates of ensuring fairness. With the introduction of quantum machine learning models, there is also a risk of whether fairness will be ensured to both classical and quantum data fed into these algorithms. In [49], it is shown that noisy quantum algorithms can improve fairness. Since fairness and privacy are related domains, it is vital to understand the impact of private algorithms on ensuring fairness as well.

Formally, quantum fairness aims to treat all input states equally, meaning that all pairs of input states that are close in some distance metric (e.g., close in normalized trace distance) should yield similar outcomes when processed by a quantum channel [49]. Define A := M ∘ E, which is a quantum-to-classical channel where a quantum channel E is followed by measurement channel comprised of a POVM {M_i}_{i∈O}. With that, quantum fairness is defined in [49] as follows.

Definition 3 ((α, β)-Fairness [49]). Let A = M ∘ E, and let D̂(·‖·) and d(·‖·) be distance metrics on D(H) and D(O), respectively. Fix 0 < α, β ≤ 1. Then the decision model A is (α, β) fair if for all ρ, σ ∈ D(H) such that D̂(ρ‖σ) ≤ α, d(A(ρ)‖A(σ)) ≤ β. (194) By choosing D̂ to be the normalized trace distance and d(A(ρ)‖A(σ)) =^1_2 ∑ i|Tr[M_iE(ρ − σ)]|, [14, Proposition 14] shows that A satisfying ε-QLDP implies that it also (α, √ ε^′/2)-fair, where ε^′ = min{ε, ε^2/2}. Note that for the case ε > 1, the above bound could be weak. With Theorem 2, we improve the existing bound on achievable fairness through ε-QLDP mechanisms, which is applicable for all ε ≥ 0, and we also extend them to cases for which δ ≥ 0.

Proposition 8 (Fairness Guarantee from (ε, δ)-QLDP). Suppose that D̂(ρ‖σ) =^1_2 ‖ρ − σ‖_1 and d(A(ρ)‖A(σ)) =^1_2 ∑ i|Tr[M_iE(ρ − σ)]|. If E satisfies (ε, δ)-QLDP, then A = {E, {M_i}_{i∈O}} is (α, ε^′(α))- fair for all ρ, σ ∈ D(H) such that D̂(ρ‖σ) ≤ α, where

ε^′(α) := α ( e^ε − 1 + 2δ e^ε + 1 ) . (195)

Proof: From Theorem 5, the channel E being (ε, δ)-QLDP implies that 1 2 ‖E(ρ) − E(σ)‖_1 ≤ e^ε − 1 + 2δ

e^ε + 1 ( 1 2 ‖ρ − σ‖_1 ) (196) ≤ α e^ε − 1 + 2δ e^ε + 1

, (197)

where the last inequality follows from the assumption D̂(ρ‖σ) ≤ α.

Then, consider the measurement channel that performs the following transformation: E(ρ) → ∑ i∈O Tr[M_iE(ρ)] |i⟩⟨i|. (198) It follows from the data-processing inequality for the trace distance that 1 2 ‖ ‖ ‖ ‖ ∑ i∈O (Tr[M_iE(ρ)] − Tr[M_iE(σ)]) |i⟩⟨i| ‖ ‖ ‖ ‖ 1 ≤ α e^ε − 1 + 2δ e^ε + 1

. (199)

This leads to d(A(ρ)‖A(σ)) = 1 2 ∑ i |Tr[M_iE(ρ − σ)]| ≤ α e^ε − 1 + 2δ e^ε + 1

, (200)

concluding the proof.

B. Stability for Quantum Learning through Private Channels

A learning algorithm is known to be stable if its output does not depend too much on any individual training data [50], [51]. It is also shown that stability and generalization of a classical learning algorithm to new inputs are closely related, where stability implies generalization using information-theoretic tools [51]. Classical differential private learners are proved to generalize well [51, Theorem 5]. In [5, Proposition 6], it is shown that learners satisfying a mutual-information-based variant of differential privacy also satisfy algorithmic stability, and hence generalize well for new data.

It is a natural research question to explore whether quantum private learners also provide stability and generalization in quantum learning settings. In [35], it was shown that the generalization error of classicalquantum learners is bounded from above by a function of mutual information between input space and output space, and a Holevo information term (see Theorem 1 therein for an example). To this end, the authors of [35] show in Eqs. (5.7.1)–(5.7.6) therein that the mutual information terms decay fast for learners comprised of ε-QLDP channels and left the analysis of the Holevo information term as an open question. In this section, we show that ε-QLDP learners also provide Holevo information stability, and we do so by bounding the Holevo information from above by a function of the QLDP privacy parameter ε.

Holevo Information Stability from QLDP: Let X ∼ P_X be a random variable, which can take values in an alphabet X . Depending on X, the state ρ^X is chosen from the set {ρ^1, . . . , ρ^{|X |}}. Then the state ρ^X is sent through a quantum channel A_{A→B} satisfying QLDP. Afterwards the goal is to identify X by performing a measurement described by the POVM {M_y}_{y∈Y} , which realizes the output Y .

Here, we focus on how much information about X can be learned from the output of the quantum privacy mechanism A(ρ^X ) with an emphasis on the Holevo information I(X; B)_σ. Here, we define the classical–quantum state σ_{XB} := ∑ x∈X P_X (x) |x⟩⟨x| ⊗ A(ρ^x), (201) and the Holevo information of σ_{XB} as

I(X; B)_σ := D(σ_{XB} ‖σ_X ⊗ σ_B ), (202) with σ_X = Tr_B [σ_{XB} ] and σ_B = Tr_X [σ_{XB} ].

We show that Holevo information stability, i.e., I(X; B) ≤ β, can be achieved by ε-QLDP mechanisms. To this end, we establish a bound improving upon the existing bound β = min{ε, ε^2/2} given in [14, Proposition 15], with the improvement following because ε (_{eε−1} e^ε+1 ) ≤ min{ε, ε^2/2} for all ε ≥ 0.

Proposition 9 (Holevo Information Stability from QLDP). Let A_{A→B} be a quantum channel. If A satisfies (ε, δ)-QLDP, then the Holevo information has the following upper bound:

I(X; B)_σ ≤ ε ( e^ε − 1 e^ε + 1 ) . (203)

Proof: Consider that

I(X; B)_σ = ∑ x∈X P_X (x) D ( A(ρ^x) ‖ ‖ ‖ ‖ ∑ x^′∈X P_X (x^′)A(ρ^{x′} ) ) (204) ≤ ∑ x∈X ∑ x^′∈X P_X (x)P_X (x^′) D ( A(ρ^x) ‖ ‖A(ρ^{x′} ) ) (205) ≤ ε ( e^ε − 1 e^ε + 1 ) ∑ x∈X ∑ x^′∈X P_X (x)P_X (x^′) T (ρ_x, ρ^′_x) (206) ≤ ε ( e^ε − 1 e^ε + 1 ) , (207)

where the first inequality follows from the joint convexity of quantum relative entropy [52]. The second inequality follows from Proposition 3 and the last inequality from T (ρ, σ) ≤ 1 for states ρ and σ, concluding the proof.

VII. CONCLUDING REMARKS AND FUTURE DIRECTIONS

In this work, we derived upper bounds on the contraction of quantum divergences under privacy constraints imposed by channels that satisfy ε-QLDP. Notably, we fully characterized the privatized contraction coefficient of trace distance, proving the converse by deriving an upper bound on the contraction of the hockey-stick divergence, and proving achievability by proposing a novel QLDP mechanism that achieves the bound. Next, with the tools developed, we studied the quantum private hypothesis testing and provided bounds on the sample complexity, when we have access to privatized samples. We showcased the cost of privacy on this statistical task while providing tight sample complexity bounds on special sets of states, and special classes of private channels. In addition, we also characterized the privatized contraction coefficient of trace distance under (ε, δ)-QLDP mechanisms. Finally, we explored how the contraction of divergences derived can be applied in other applications including ensuring fairness and providing formal guarantees on stability and generalization for quantum learning settings by addressing an open question posted in [35].

Future work includes exploring tight upper and lower bounds related to Theorem 4 in the general setting with δ > 0, also for the case where practically relevant classes of channels are considered; and analysing the cost of privacy and the impact of adaptive strategies on sample complexity. It is an interesting future direction to precisely characterize privatized contraction coefficients of other quantities (e.g., quantum relative entropy), similar to classically known results in [10, Theorem 1] for commuting states. We see that Bures distance has appeared in the analysis of a hypothesis testing task through [32]. To this end, finding contraction coefficients of the Bures distance, denoted as η^ε_B , would potentially give a lower bound for the sample complexity as follows: for some constant C > 0, SC^ε_{(ρ,σ)} ≥ C 1 η^ε_B [d_B (ρ, σ)]^2

. (208)

Another interesting research question is to characterize the sample complexity of asymmetric binary quantum hypothesis testing. Here one could make use of the non-private sample-complexity bounds presented in [32, Theorem 9]. Preliminary results in this direction are found in Remark 9.

ACKNOWLEDGEMENTS We are grateful to Hao-Chung Cheng, Christoph Hirche, and Cambyse Rouzé for coordinating the arXiv post of their paper titled ”Sample Complexity of Locally Differentially Private Quantum Hypothesis Testing”. We would like to thank Behnoosh Zamanlooy and Shahab Asoodeh for sharing the full version with appendices of their conference paper [43], which inspired some of our proofs. TN acknowledges support from the NSF under grant no. 2329662. MMW acknowledges support from the NSF under grants 2329662, 2315398, 2304816.

REFERENCES

[1] C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to sensitivity in private data analysis,” in Proceedings of Conference on Theory of Cryptography, TCC, 2006, pp. 265–284.

[2] C. Dwork and A. Roth, “The algorithmic foundations of differential privacy,” Foundations and Trends in Theoretical Computer Science (FnT-TCS), vol. 9, no. 3-4, pp. 211–407, 2014.

[3] D. Kifer and A. Machanavajjhala, “Pufferfish: A framework for mathematical privacy definitions,” ACM Transactions on Database Systems, vol. 39, no. 1, pp. 1–36, 2014.

[4] P. Cuff and L. Yu, “Differential privacy as a mutual information constraint,” in Proceedings of ACM SIGSAC Conference on Computer and Communications Security, 2016, pp. 43–54.

[5] T. Nuradha and Z. Goldfeld, “Pufferfish privacy: An information-theoretic study,” IEEE Transactions on Information Theory, vol. 69, no. 11, pp. 7336–7356, 2023.

[6] Ú. Erlingsson, V. Pihur, and A. Korolova, “Rappor: Randomized aggregatable privacy-preserving ordinal response,” in Proceedings of ACM SIGSAC Conference on Computer and Communications Security, 2014, pp. 1054–1067.

[7] P. Kairouz, S. Oh, and P. Viswanath, “Extremal mechanisms for local differential privacy,” Advances in Neural Information Processing Systems, vol. 27, 2014.

[8] J. C. Duchi, M. I. Jordan, and M. J. Wainwright, “Local privacy and statistical minimax rates,” in IEEE Annual Symposium on Foundations of Computer Science, 2013, pp. 429–438.

[9] ——, “Minimax optimal procedures for locally private estimation,” Journal of the American Statistical Association, vol. 113, no. 521, pp. 182–201, 2018.

[10] S. Asoodeh and H. Zhang, “Contraction of locally differentially private mechanisms,” IEEE Journal on Selected Areas in Information Theory, pp. 1–1, 2024, arXiv:2210.13386.

[11] L. Zhou and M. Ying, “Differential privacy in quantum computation,” in Proceedings of IEEE Computer Security Foundations Symposium (CSF). IEEE, 2017, pp. 249–262.

[12] S. Aaronson and G. N. Rothblum, “Gentle measurement of quantum states and differential privacy,” in Proceedings of ACM SIGACT Symposium on Theory of Computing, 2019, pp. 322–333.

[13] C. Hirche, C. Rouzé, and D. S. França, “Quantum differential privacy: An information theory perspective,” IEEE Transactions on Information Theory, vol. 69, no. 9, pp. 5771–5787, 2023, arXiv:2202.10717.

[14] T. Nuradha, Z. Goldfeld, and M. M. Wilde, “Quantum pufferfish privacy: A flexible privacy framework for quantum systems,” 2024, arXiv:2306.13054, Accepted for publication in IEEE Transactions on Information Theory.

[15] Y. Quek, S. Arunachalam, and J. A. Smolin, “Private learning implies quantum stability,” in Proceedings of International Conference on Advances in Neural Information Processing Systems, vol. 34, 2021, pp. 20 503–20 515.

[16] Y. Du, M.-H. Hsieh, T. Liu, D. Tao, and N. Liu, “Quantum noise protects quantum classifiers against adversaries,” Physical Review Research, vol. 3, no. 2, p. 023153, 2021.

[17] M. Senekane, M. Mafu, and B. M. Taele, “Privacy-preserving quantum machine learning using differential privacy,” in Proceedings of IEEE AFRICON, 2017, pp. 1432–1435.

[18] A. Angrisani and E. Kashefi, “Quantum local differential privacy and quantum statistical query model,” 2022, arXiv:2203.03591. [19] Y. Du, M.-H. Hsieh, T. Liu, S. You, and D. Tao, “Quantum differentially private sparse regression learning,” IEEE Transactions on Information Theory, vol. 68, no. 8, pp. 5217–5233, 2022.

[20] W. M. Watkins, S. Y.-C. Chen, and S. Yoo, “Quantum machine learning with differential privacy,” Scientific Reports, vol. 13, no. 1, p.

2453, 2023.

[21] J.-C. Huang, Y.-L. Tsai, C.-H. H. Yang, C.-F. Su, C.-M. Yu, P.-Y. Chen, and S.-Y. Kuo, “Certified robustness of quantum classifiers against adversarial examples through quantum noise,” in Proceedings of IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP). IEEE, 2023, pp. 1–5.

[22] C. Hirche and M. Tomamichel, “Quantum Rényi and f-divergences from integral representations,” arXiv preprint arXiv:2306.12343, 2023.

[23] C. W. Helstrom, “Detection theory and quantum mechanics,” Information and Control, vol. 10, no. 3, pp. 254–291, 1967. [24] A. S. Holevo, “Statistical decision theory for quantum systems,” Journal of multivariate analysis, vol. 3, no. 4, pp. 337–394, 1973. [25] J. Bae and L.-C. Kwek, “Quantum state discrimination and its applications,” Journal of Physics A: Mathematical and Theoretical, vol. 48, no. 8, p. 083001, 2015.

[26] H. Chernoff, “A measure of asymptotic efficiency for tests of a hypothesis based on the sum of observations,” The Annals of Mathematical Statistics, pp. 493–507, 1952.

[27] W. Hoeffding, “Asymptotically optimal tests for multinomial distributions,” The Annals of Mathematical Statistics, pp. 369–401, 1965. [28] M. Nussbaum and A. Szkoła, “The Chernoff lower bound for symmetric quantum hypothesis testing,” The Annals of Statistics, vol. 37, no. 2, pp. 1040–1057, 2009.

[29] K. M. R. Audenaert, J. Calsamiglia, R. Munoz-Tapia, E. Bagan, L. Masanes, A. Acin, and F. Verstraete, “Discriminating states: The quantum Chernoff bound,” Physical Review Letters, vol. 98, no. 16, p. 160501, 2007.

[30] K. M. R. Audenaert, M. Nussbaum, A. Szkoła, and F. Verstraete, “Asymptotic error rates in quantum hypothesis testing,” Communications in Mathematical Physics, vol. 279, pp. 251–283, 2008.

[31] A. Pensia, V. Jog, and P.-L. Loh, “The sample complexity of simple binary hypothesis testing,” arXiv preprint arXiv:2403.16981, 2024. [32] H.-C. Cheng, N. Datta, N. Liu, T. Nuradha, R. Salzmann, and M. M. Wilde, “An invitation to the sample complexity of quantum hypothesis testing,” 2024, arXiv:2403.17868v2.

[33] C. L. Canonne, G. Kamath, A. McMillan, A. Smith, and J. Ullman, “The structure of optimal private tests for simple hypotheses,” in Proceedings of the Annual ACM SIGACT Symposium on Theory of Computing, 2019, p. 310–321.

[34] A. Pensia, A. R. Asadi, V. Jog, and P.-L. Loh, “Simple binary hypothesis testing under local differential privacy and communication constraints,” in The Thirty Sixth Annual Conference on Learning Theory. PMLR, 2023, pp. 3229–3230.

[35] M. Caro, T. Gur, C. Rouzé, D. S. Franca, and S. Subramanian, “Information-theoretic generalization bounds for learning from quantum data,” 2023, arXiv:2311.05529v1.

[36] M. M. Wilde, Quantum Information Theory, 2nd ed. Cambridge University Press, 2017.

[37] S. Khatri and M. M. Wilde, “Principles of quantum communication theory: A modern approach,” arXiv preprint arXiv:2011.04672v2, 2020.

[38] N. Sharma and N. A. Warsi, “On the strong converses for the quantum channel capacity theorems,” May 2012, arXiv:1205.1712. [39] H. Umegaki, “Conditional expectation in an operator algebra, IV (entropy and information),” in Kodai Mathematical Seminar Reports, vol. 14. Department of Mathematics, Tokyo Institute of Technology, 1962, pp. 59–85.

[40] A. Uhlmann, “The ‘transition probability’ in the state space of a *-algebra,” Reports on Mathematical Physics, vol. 9, pp. 273–279, 1976.

[41] N. Datta, “Min-and max-relative entropies and a new entanglement monotone,” IEEE Transactions on Information Theory, vol. 55, no. 6, pp. 2816–2826, 2009.

[42] N. Datta and F. Leditzky, “Second-order asymptotics for source coding, dense coding, and pure-state entanglement conversions,” IEEE Transactions on Information Theory, vol. 61, no. 1, pp. 582–608, 2014.

[43] B. Zamanlooy and S. Asoodeh, “Strong data processing inequalities for locally differentially private mechanisms,” in 2023 IEEE International Symposium on Information Theory (ISIT). IEEE, 2023, pp. 1794–1799.

[44] L. Zhang, K. Bu, and J. Wu, “A lower bound on the fidelity between two states in terms of their trace-distance and max-relative entropy,” Linear and Multilinear Algebra, vol. 64, no. 5, pp. 801–806, 2016.

[45] C. Fuchs and J. van de Graaf, “Cryptographic distinguishability measures for quantum-mechanical states,” IEEE Transactions on Information Theory, vol. 45, no. 4, pp. 1216–1227, may 1999.

[46] M. Müller-Lennert, F. Dupuis, O. Szehr, S. Fehr, and M. Tomamichel, “On quantum Rényi entropies: A new generalization and some properties,” Journal of Mathematical Physics, vol. 54, no. 12, p. 122203, 2013.

[47] M. M. Wilde, A. Winter, and D. Yang, “Strong converse for the classical capacity of entanglement-breaking and Hadamard channels via a sandwiched Rényi relative entropy,” Communications in Mathematical Physics, vol. 331, pp. 593–622, 2014.

[48] A. W. Flores, K. Bechtel, and C. T. Lowenkamp, “False positives, false negatives, and false analyses: A rejoinder to machine bias:

There’s software used across the country to predict future criminals. and it’s biased against blacks,” Fed. Probation, vol. 80, p. 38, 2016.

[49] J. Guan, W. Fang, and M. Ying, “Verifying fairness in quantum machine learning,” in Proceedings of International Conference on Computer Aided Verification. Springer, 2022, pp. 408–429.

[50] O. Bousquet and A. Elisseeff, “Stability and generalization,” The Journal of Machine Learning Research, vol. 2, pp. 499–526, 2002. [51] M. Raginsky, A. Rakhlin, M. Tsao, Y. Wu, and A. Xu, “Information-theoretic analysis of stability and bias of learning algorithms,” in 2016 IEEE Information Theory Workshop (ITW). IEEE, 2016, pp. 26–30.

[52] E. H. Lieb and M. B. Ruskai, “Proof of the strong subadditivity of quantum-mechanical entropy,” Journal of Mathematical Physics, vol. 14, no. 12, pp. 1938–1941, December 1973.

[53] A. Pensia, V. Jog, and P.-L. Loh, “Communication-constrained hypothesis testing: Optimality, robustness, and reverse data processing inequalities,” IEEE Transactions on Information Theory, vol. 70, no. 1, pp. 389–414, 2024.

[54] K. M. R. Audenaert and J. Eisert, “Continuity bounds on the quantum relative entropy,” Journal of Mathematical Physics, vol. 46, no. 10, 2005.

[55] J. Acharya, Z. Sun, and H. Zhang, “Differentially private testing of identity and closeness of discrete distributions,” in Proceedings of the 32nd International Conference on Neural Information Processing Systems, ser. NIPS’18, 2018, p. 6879–6891.

[56] Y. Huang and C. L. Canonne, “Lemmas of differential privacy,” arXiv preprint arXiv:2211.11189, 2022.

APPENDIX A. Properties of Hockey-Stick Divergence Proposition 10. Given a channel A and γ ≥ 1, the following equality holds:

sup_{ρ,σ} E_γ (A(ρ)‖A(σ)) = sup_{φ1⊥φ2} E_γ (A(φ_1)‖A(φ_2)), (209) where the optimization on the left-hand side is over all states ρ and σ and the optimization on the right-hand side is over orthogonal pure states φ_1 and φ_2.

Proof: First, consider that the inequality sup_{ρ,σ} E_γ (A(ρ)‖A(σ)) ≥ sup_{φ1⊥φ2} E_γ (A(φ_1)‖A(φ_2)) (210) trivially holds due to the containment {(φ_1, φ_2) : φ_1 ⊥ φ_2} ⊂ {(ρ, σ)}. So it remains to prove the opposite inequality:

sup_{ρ,σ} E_γ (A(ρ)‖A(σ)) ≤ sup_{φ1⊥φ2} E_γ (A(φ_1)‖A(φ_2)). (211) First, from the joint convexity of E_γ (see [13, Eq. (II.17)]), it readily follows that sup_{ρ,σ} E_γ (A(ρ)‖A(σ)) ≤ sup_{ψ,ϕ} E_γ (A(ψ)‖A(ϕ)), (212) so that it suffices to perform the optimization over pure states. As such, we now prove that sup_{ψ,ϕ} E_γ (A(ψ)‖A(ϕ)) ≤ sup_{φ1⊥φ2} E_γ (A(φ_1)‖A(φ_2)). (213) From Lemma 2, the operator inequality in (219) holds. Applying that then gives E_γ (A(ψ)‖A(ϕ)) = sup_{M≥0} {Tr[M(A(ψ) − γA(ϕ))] : M ≤ I} (214) ≤ sup_{M≥0} {Tr[Mλ_1 (A(φ_1) − γA(φ_2)))] : M ≤ I} (215) ≤ sup_{M≥0} {Tr[M (A(φ_1) − γA(φ_2)))] : M ≤ I} (216) = E_γ (A(φ_1)‖A(φ_2)) (217) ≤ sup_{φ1⊥φ2} E_γ (A(φ_1)‖A(φ_2)). (218) The first inequality follows from (219). Since this inequality holds for all pure states ψ and ϕ, we conclude (213).

Lemma 2. For pure states ψ and ϕ, a positive map A, and γ ≥ 1, the following operator inequality holds:

A(ψ) − γA(ϕ) ≤ λ_1 [A(φ_1) − γA(φ_2)] , (219) where a spectral decomposition of ψ − γϕ is given by ψ − γϕ = λ_1φ_1 − λ_2φ_2, (220) with φ_1 and φ_2 orthogonal pure states and λ_1 := 1 2 [√ (γ + 1)^2 − 4γF (ψ, ϕ) − (γ − 1) ] ∈ [0, 1] , (221)

λ_2 := 1 2 [√ (γ + 1)^2 − 4γF (ψ, ϕ) + (γ − 1) ] ∈ [γ − 1, γ] , (222)

and the fidelity F (ψ, ϕ) := |⟨ψ|ϕ⟩|^2.

Proof: Consider γ ≥ 1 and the operator ψ−γϕ. Now consider that |ψ⟩ and |ϕ⟩ span a two-dimensional subspace, and in this subspace we can write |ψ⟩ = cos(θ)|ϕ⟩ + sin(θ)|ϕ^⊥⟩, (223) where |ϕ^⊥⟩ is a pure state vector orthogonal to |ϕ⟩. Observe that F (ψ, ϕ) = cos^2(θ). Then |ψ⟩⟨ψ| = cos^2(θ)|ϕ⟩⟨ϕ| + sin(θ) cos(θ) ( |ϕ⟩⟨ϕ^⊥| + |ϕ^⊥⟩⟨ϕ| ) + sin^2(θ)|ϕ^⊥⟩⟨ϕ^⊥| (224) and thus, in the basis { |ϕ⟩, |ϕ^⊥⟩ } , ψ − γϕ = |ψ⟩⟨ψ| − γ|ϕ⟩⟨ϕ| (225) = [ cos^2(θ) − γ sin(θ) cos(θ) sin(θ) cos(θ) sin^2(θ) ] . (226)

For a 2 × 2 matrix A, the following well known expression exists for its eigenvalues:

λ_± = 1 2 ( Tr[A] ± √ (Tr[A])^2 − 4 det(A) ) . (227)

In this case, we find that Tr[ψ − γϕ] = 1 − γ and det(ψ − γϕ) = −γ sin^2(θ), so that the eigenvalues of γϕ − ψ are given by

λ_± = 1 2 ( 1 − γ ± √ (1 − γ)^2 + 4γ sin^2(θ) ) (228) = 1 2 ( 1 − γ ± √ (γ − 1)^2 + 4γ (1 − F (ψ, ϕ)) ) (229) = 1 2 ( 1 − γ ± √ (γ + 1)^2 − 4γF (ψ, ϕ) ) . (230)

Thus, there exist orthogonal state vectors |φ_1⟩ and |φ_2⟩ such that ψ − γϕ = λ_+φ_1 + λ_−φ_2. (231) Observe that λ_+ ∈ [0, 1] and λ_− ∈ [−γ, − (γ − 1)] because F (ψ, ϕ) ∈ [0, 1]. Now identifying λ_1 = λ_+ and λ_2 = −λ_−, we can write ψ − γϕ = λ_1φ_1 − λ_2φ_2, (232) and conclude that λ_1 ∈ [0, 1] and λ_2 ∈ [γ − 1, γ], as claimed.

To prove the operator inequality in (219), consider that A(ψ) − γA(ϕ) = A(ψ − γϕ) (233) = A(λ_1φ_1 − λ_2φ_2) (234) = λ_1A(φ_1) − λ_2A(φ_2) (235) = λ_1A(φ_1) − γλ_1A(φ_2) + γλ_1A(φ_2) − λ_2A(φ_2) (236) = λ_1 [A(φ_1) − γA(φ_2)] + [γλ_1 − λ_2] A(φ_2) (237) ≤ λ_1 [A(φ_1) − γA(φ_2)] . (238) The last inequality follows because γλ_1 − λ_2 ≤ 0 and A is a positive map, so that [γλ_1 − λ_2] A(φ_2) ≤ 0. Indeed, consider that 1 − γ = Tr[ψ − γϕ] = Tr[λ_1φ_1 − λ_2φ_2] = λ_1 − λ_2, (239) which implies that γλ_1 − λ_2 = γλ_1 − λ_1 + λ_1 − λ_2 (240) = (γ − 1) λ_1 + (1 − γ) (241) = − (γ − 1) (1 − λ_1) (242) ≤ 0. (243)

Here, we used the fact that γ ≥ 1 and λ_1 ∈ [0, 1].

Remark 14 (Hockey-Stick Divergence for Pure States). For two pure states ψ and ϕ, their hockey-stick divergence is equal to E_γ (ψ‖ϕ) = 1 2 (√ (γ + 1)^2 + 4γF (ψ, ϕ) + 1 − γ ) . (244)

This follows by considering the positive eigenvalue in (220) together with (221). Note that with the above equality, it follows that the upper bound in Eq. (II.11) in [13] is saturated for pure states.

B. Sample Complexity in the Low Privacy Regime

In this appendix, we prove Proposition 6. We use the following shorthand:

d^2_B (ρ, σ) := [d_B (ρ, σ)]^2 . (245)

Let ρ and σ be states with dimension d. Let M be the measurement channel comprised of the POVM formed by the eigenbasis of ρ#σ^{−1} with k ≤ d POVM elements, where A#B denotes the geometric mean of positive semi-definite operators A and B. It is defined for A and B positive definite operators as

A#B := A^{1/2} ( A^{−1/2}BA^{−1/2} )_{1/2} A^{1/2}. (246)

and as lim_{ε→0}+ (A + εI)#(B + εI) in the more general case that A and B are positive semi-definite. With that measurement (POVM) achieving fidelity and recalling (10), we have

d^2_B(ρ, σ) = d^2_B (M(ρ), M(σ)) . (247)

Also recall that [T (ρ, σ)]^2 ≤ d^2_B(ρ, σ) ≤ 2T (ρ, σ). (248)

Fix p = 2/(e^ε + 1) and d = 2. With these in hand, consider that

d^2_B(A(ρ), A(σ)) ≥ [T (A(ρ), A(σ))]^2 (249) = (1 − p)^2 [T (M(ρ), M(σ))]^2 (250) ≥ (1 − p)^2 4 [ d^2_B(M(ρ), M(σ)) ]_2 (251) ≥ 1 4 d^2_B(M(ρ), M(σ)) min { 1, (1 − p)^2d^2_B(M(ρ), M(σ)) } (252) = 1 4 d^2_B(ρ, σ) min { 1, (1 − p)^2d^2_B(ρ, σ) } , (253)

where the last equality follows from (247).

This leads to the inequality d^2_B(A(ρ), A(σ)) ≥ 1 4 d^2_B (ρ, σ) (254) if (1 − p)^2 ≥ 1 d^2_B(ρ, σ) . (255)

By data processing, for all A ∈ B^ε, we have

d^2_B(ρ, σ) ≤ d^2_B(A(ρ), A(σ)) . (256)

Combining both these bounds, we have 1 d^2_B(ρ, σ) ≤ inf_{A∈Bε} 1 d^2_B(A(ρ), A(σ)) ≤ 4 d^2_B(ρ, σ) (257) if ( e^ε − 1 e^ε + 1

)_2 ≥ 1 d^2_B(ρ, σ) . (258)

Then under this constraint on ε, together with (114) and (116) we have that

SC^ε_{(ρ,σ)} = Θ ( 1 d^2_B(ρ, σ) ) . (259)

Next, we consider the case where ρ and σ are general quantum states. Recall that k is the number of POVM elements formed by the eigenbasis of ρ#σ^{−1}. Let N be a classical channel with input dimension k and output dimension two. By applying [53, Corollary 3.4] and considering that M^′ = N ∘ M is a twooutcome measurement channel, we have that 1 ≤ d^2_B(M(ρ), M(σ)) d^2_B (M^′(ρ), M^′(σ))

≤ 1800 max { 1, min{k, k^′} 2 } , (260)

where k^′ := ln(4/d^2_B(ρ, σ)).

With the choice A^′ := A^p_{Dep} ∘ M^′ and p = 2/(e^ε + 1) following a similar approach as done from (249)- (252), we find that

d^2_B(A^′(ρ), A^′(σ)) ≥ [T (A^′(ρ), A^′(σ))]^2 (261) = (1 − p)^2 [T (M^′(ρ), M^′(σ))]^2 (262) ≥ (1 − p)^2 4 [ d^2_B (M^′(ρ), M^′(σ))

]_2 (263) ≥ (1 − p)^2 4(1800)^2L_{k,k}′ [ d^2_B (ρ, σ)

]_2 (264) ≥ 1 4(1800)^2L_{k,k}′ d^2_B(ρ, σ) min { 1, (1 − p)^2d^2_B(ρ, σ) } , (265)

where L_{k,k}′ is defined in (146).

If (1 − p)^2 ≥ 1/d^2_B(ρ, σ), then we have that

d^2_B (A^′(ρ), A^′(σ)) ≥ 1 4(1800)^2L_{k,k}′ d^2_B(ρ, σ) . (266)

This leads to 1 d^2_B(ρ, σ) ≤ inf_{A∈Bε} 1 d^2_B (A(ρ), A(σ)) ≤ 4(1800)^2L_{k,k}′

d^2_B (ρ, σ)

. (267)

Again together with (114) and (116), we conclude the proof.

C. Proof of the Lower Bound in Remark 7

In this appendix, we prove the lower bound given in (149). First we prove the following: p_e(ρ, σ, p, q) ≥ 2 min{p, q} p_e(ρ, σ,^1/2,^1/2) (268) To obtain that, consider the following chain of relations: p_e(ρ, σ, p, q) = min

M_1,M_2≥0

p Tr[M_2ρ] + q Tr[M_1σ] (269) ≥ 2 min{p, q} min_{M1,M2≥0} 1 2 Tr[M_2ρ] + 1 2 Tr[M_1σ] (270)

= 2 min{p, q} p_e(ρ, σ,^1/2,^1/2). (271)

Let the fixed error probability be α. Then, in the private setting choose A_i ∈ B^ε for all i ∈ {1, . . . , n}. With that we have α ≥ p_e(A_1(ρ) ⊗ · · · ⊗ A_n(ρ), A_1(σ) ⊗ · · · ⊗ A_n(σ), p, q) (272) ≥ 2 min{p, q} p_e(A_1(ρ) ⊗ · · · ⊗ A_n(ρ), A_1(σ) ⊗ · · · ⊗ A_n(σ),^1/2,^1/2) (273) = min{p, q} ( 1 − 1 2 ‖A_1(ρ) ⊗ · · · ⊗ A_n(ρ) − A_1(σ) ⊗ · · · ⊗ A_n(σ)‖_1 ) . (274)

Rearranging the last inequality yields the following: T (A_1(ρ) ⊗ · · · ⊗ A_n(ρ), A_1(σ) ⊗ · · · ⊗ A_n(σ)) ≥ 1 − α min{p, q} =: β. (275)

Applying Pinsker’s inequality, we get D(A_1(ρ) ⊗ · · · ⊗ A_n(ρ)‖A_1(σ) ⊗ · · · ⊗ A_n(σ)) ≥ 2 [T (A_1(ρ) ⊗ · · · ⊗ A_n(ρ), A_1(σ) ⊗ · · · ⊗ A_n(σ))]^2 . (276)

Together with the former, consider that

2β^2 ≤ D(A_1(ρ) ⊗ · · · ⊗ A_n(ρ)‖A_1(σ) ⊗ · · · ⊗ A_n(σ)) (277) = n∑ i=1 D(A_i(ρ)‖A_i(σ)) (278) ≤ n∑ i=1 ε e^ε − 1 e^ε + 1

T (ρ, σ) (279) ≤ nε e^ε − 1 e^ε + 1 T (ρ, σ), (280) where the first equality follows from the additivity of quantum relative entropy and the first inequality follows from Proposition 3 with the assumption A ∈ B^ε.

Thus, by rearranging the terms we conclude the proof of the lower bound in (149).

D. Proof of Proposition 7

Upper bound: The upper bound from Theorem 4 still holds in this special case. The only aspect remaining to show here is that A^p_{Dep} ∘ M ∈ W^ε_{(ρ,σ)} when p = 2/(e^ε + 1) where M is as defined in (24) with the choice M to be the positive eigenspace of ρ − σ and A^p_{Dep} is a depolarizing channel with p > 0, which establishes that λ_{min} ( A^p_{Dep}(ω) ) ≥ p/d > 0 for every state ω. Putting everything together, we have λ_{min} ( A^p_{Dep} ∘ M(ω) ) ≥ 1/(e^ε + 1) > 0 by recalling that d = 2 is the output space of M. Arguing the above, concludes the proof of the upper bound in (159).

Lower bound: We start from (130) in the proof of Theorem 4. Assume that max{λ_{min} (A(ρ)) , λ_{min} (A(σ))} = λ_{min} (A(σ)) since A ∈ W^ε_{(ρ,σ)} we have λ_{min} (A(σ)) > 0. Consider D(A(ρ)‖A(σ)) ≤ 4 (T (A(ρ), A(σ)))^2

λ_{min} (A(σ))

(281) ≤ 4 λ_{min} (A(σ)) ( e^ε − 1 e^ε + 1

)_2 (T (ρ, σ))^2 (282)

where the first inequality follows by [54, Theorem 2] and the monotonicity of norms such that ‖A‖_2 ≤ ‖A‖_1, and the last inequality by applying Theorem 2 since A satisfies ε-QLDP.

Plugging the above into (130), we obtain that SC^ε_{(ρ,σ)} ≥ inf_{A∈W ε(ρ,σ)} λ_{min} (A(σ)) 4 ln (pq α ) ( (eε + 1) (e^ε − 1)T (ρ, σ) )_2 (283) ≥ 1 e^ε + 1 ln (pq α ) ( (eε + 1) (e^ε − 1)T (ρ, σ) )_2 , (284)

where the last inequality follows from the assumption in the set (156) that ensures that inf A∈W^ε_{(ρ,σ)} max{λ_{min} (A(σ)) , λ_{min} (A(ρ))} 4 = 1 e^ε + 1

> 0. (285)

For the last part of the proof, consider that for ε < 1, from (139) and (138) we have 1 ε ≤ e^ε + 1 e^ε − 1 ≤ 4 ε . (286) Then, together with the fact e^ε + 1 ≤ e + 1 for ε < 1, we conclude the proof.

E. Other Variants of QLDP and Relation to ε-QLDP

In the main text, we discussed the impact of privacy imposed by ε-QLDP with δ = 0 on the sample complexity of private quantum hypothesis testing. Next, we show several relations between ε^′-QLDP and (ε, δ)-QLDP framework when δ > 0, so that we may use the derived results from Section IV-B to infer about the impact of privacy imposed by (ε, δ)-QLDP mechanisms.

From [14, Lemma 5], we have that (ε + δ, 0)-QLDP implies that (ε, δ^′)-QLDP, where

δ^′ := 1 − e^ε + 1 e^{ε+δ} + 1

. (287) However, in this case δ^′ is dependent on ε. Next, we show another relation between the two frameworks without this dependence.

Proposition 11. Every A that satisfies (ε + δ, 0)-QLDP also satisfies (ε, δ)-QLDP. i.e., (ε + δ, 0)−QLDP =⇒ (ε, δ)−QLDP. (288) Proof: Proof follows analogous to the proof of one implication of [55, Lemma 5] established for classical differential privacy. Fix 0 ≤ M ≤ I and assume that A satisfies (ε, δ)-QLDP. Then, consider Tr[MA(ρ)] ≤ e^{ε+δ}Tr[MA(σ)] (289) = e^εe^δTr[MA(σ)] + e^εTr[MA(σ)] − e^εTr[MA(σ)] (290) = e^εTr[MA(σ)] + (e^δ − 1)e^εTr[MA(σ)] . (291) If e^εTr[MA(σ)] + δ ≥ 1, then the following holds:

Tr[MA(ρ)] ≤ 1 ≤ e^εTr[MA(σ)] + δ. (292) Now assuming e^εTr[MA(σ)] + δ < 1, we have e^εTr[MA(σ)] < (1 − δ). With this, consider (e^δ − 1)e^εTr[MA(σ)] ≤ (e^δ − 1)(1 − δ) (293) ≤ (e^δ − 1)e^{−δ} (294) = 1 − e^{−δ} (295) ≤ δ, (296) where the second and the last inequality follows from 1 − x ≤ e^{−x} for all x ∈ R.

With the above implication together with Theorem 4, we have SC^{ε,δ}_{(ρ,σ)} := inf_{A∈Bε,δ} SC^A_{(ρ,σ)} ≤ inf_{A∈Bε+δ} SC^A_{(ρ,σ)} ≤ ⌈ 2 ln (√ pq α )( (e^{ε+δ} + 1) (e^{ε+δ} − 1)T (ρ, σ) )_2⌉ , (297)

where B^{ε,δ} is the set of all (ε, δ)-QLDP mechanisms. First inequality there follows from (ε + δ, 0)-QLDP mechanisms are (ε, δ)-QLDP from Proposition 11, which makes the latter a larger set of mechanisms. The second inequality follows from the upper bound in Theorem 4.

Inspired by [56, Lemma 3.2] for classical differential privacy, next we show that (ε, δ)-QLDP mechanism also implies (ε^′, 0)-QLDP for another mechanism that depends on the original mechanism. Proposition 12. Let A satisfy (ε, δ)-QLDP. Then, there exists A^′ such that T (A(ω), A^′(ω)) ≤ η for η ∈ [0, 1] A^′ satisfies (ε^′, 0)-QLDP, where

ε^′ := ε + ln ( 1 + dδ η e^{−ε} ) (298)

with d being the dimension of the Hilbert space H.

Proof: Choose A^′ = A^η_{Dep} ∘ A such that

A^′(ω) = (1 − η)A(ω) + η I d , (299)

for η ∈ (0, 1). For that choice, T (A(ω), A^′(ω)) = ηT ( A(ω), I d ) (300)

≤ η, (301) where the last inequality follows from the normalized trace distance being bounded from above by one.

Since A satisfies (ε, δ)-QLDP and due to data processing property of QLDP mechanisms, A^′ also satisfies (ε, δ)-QLDP. This leads to the following inequality for all 0 ≤ M ≤ I and states ρ, σ: Tr[MA^′(ρ)] ≤ e^εTr[MA^′(σ)] + δ. (302) By choosing rank one projection P , we obtain the above inequality by replacing M with P . For that choice we have

Tr[P A^′(σ)] = Tr [ P ( (1 − η)A(σ) + η I d )] (303)

= (1 − η)Tr[P A(σ)] + ηTr[P ] d (304) ≥ η d , (305)

where the last inequality follows from (1 − η)Tr[P A(σ)] ≥ 0 and Tr[P ] = 1.

Now, let us consider Tr[P A^′(ρ)] ≤ e^εTr[P A^′(σ)] + δ (306)

= e^εTr[P A^′(σ)] + dδ η × η d (307)

≤ e^εTr[P A^′(σ)] + dδ η Tr[P A^′(σ)] (308) = ( e^ε + dδ η ) Tr[P A^′(σ)] , (309) where the penultimate inequality follows from (305).

The above holds for all rank one projections. For M = 0, the above inequality holds trivially. We can write a general measurement 0 < M ≤ I using spectral theorem as M = ∑ i λ_iP_i with λ_i > 0 and P_i for all i are rank one projections. Having Tr[P_iA^′(ρ)] ≤ ( e^ε +^{dδ}_η ) Tr[P_iA^′(σ)] for all i, then multiplying both sides by λ_i, and summing over all i, we arrive at ∑ i λ_iTr[P_iA^′(ρ)] ≤ ( e^ε + dδ η ) ∑ i λ_iTr[P_iA^′(σ)] . (310)

This is equivalent to Tr[MA^′(ρ)] ≤ ( e^ε + dδ η ) Tr[MA^′(σ)] , (311)

proving that A^′ satisfies (ε^′, 0)-QLDP with

ε^′ := ln ( e^ε + dδ η ) . (312)

Simplifying the above with the identity ln(ab) = ln(a) + ln(b) for positive a and b, provides the desired result concluding the proof.

However, it is not quite clear on how to use Proposition 12 directly to obtain a lower bound on the sample complexity of quantum hypothesis testing under (ε, δ)-QLDP. We leave this as an open question.