
Embedding Hiding Patterns

Modulation of Temporal Behavior Modulation of Non-temporal Behavior

ET1. Event/Element Interval Modulation

ET1.1. Rate/Throughput Modulation

ET2. Event Occurrence*

EN1. Artificial Element-Loss Modulation

EN2. Elements/Features Positioning

EN3. Elements/Features Enumeration

EN4. State/Value Modulation

EN5.1. Size Feature Modulation

EN4.1. Reserved/Unused State/Value Modulation

EN5.2. Character Feature Modulation

Representation Hiding Patterns (Domain Specific)

Hiding Patterns

Example: Network Steganography

EN4.3. Blind State/Value Modulation

EN4.2. Random State/Value Modulation

EN5. Feature Structure Modulation

RT1n. Event/Element Interval Modulation (derived from ET1)

RT2n. Event Occurrence (derived from ET2)

RT1.1n. Rate/Throughput Modulation (derived f. ET1.1)

RT2.1n. Frame Corruption (derived f. RT2n)

RN1n. Artificial Element-Loss Modulation (derived from EN1)

RN2n. Elements/Features Positioning (derived from EN2)

RN3n. Elements/Features Enumeration (derived from EN3)

RN4n. State/Value Modulation (derived from EN4)

RN1.1n. Artificial (Forced) Reconnections Modulation (der. fr. RN1n)

RN3.1n. Artificial Retransmissions Mod. (derived from RN3n)

RN4.1n. Reserved/Unused State/Value Modulation (der. fr. EN4.1)

RN4.2n. Random State/Value Modulation (derived from EN4.2)

RN5n. Feature Structure Modulation (derived from EN5)

RN5.1n. Size Feature Modul. (derived from EN5.1)

RN5.2n. Character Feature Mod. (derived from EN5.2)

RN4.3n. Blind State/Value Modulation (derived from EN4.3)

Recognition of Temporal Behavior Recognition of Non-temporal Behavior

* ET2 excludes Elements in its title due to EN2 and EN3, see pattern descriptions.
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